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YBaxaembli nonb3oBaTenb!

Cnacubo, 4To oBepdeTe HaMm. Mbl Hageemcsl, 4TO 3TOT OOKYMEHT MOMOXXeT BaM B pa60Te n

OTBETUT Ha BObLUNHCTBO BO3HMKaOLLMX BOMPOCOB.

BHumaHwme! NpaBa Ha aTOT AOKyMeHT siBnsatoTca cobctBeHHocTbio AO "JTabopaTopust Kacnepckoro”
(nanee Takke "IlabopaTtopusi Kacnepckoro") u 3awmuieHbl 3akoHoAaTenbCTBOM Poccuickon
depnepauunn 06 aBTOPCKOM NpaBe N MeXayHapoL4HbIMU LOroBopaMu. 3a HE3aKOHHOE KONMUPOBaHUE
N pacnpocTpaHeHMe AOOKYMeHTa W ero oTAeNbHbIX YacTell HapyluTenb HEeCEeT rpaXXaaHCKYHo,
agMVHUCTPATUBHYKD WU YrONOBHYKD  OTBETCTBEHHOCTb B COOTBETCTBMM  C NPUMEHUMbIM

3aKoHOOaTesIbCTBOM.

KonupoeaHnwne B nobon popme, pacnpocTpaHeHne, B TOM YUCHE B MeEPEBOAE, NoObIX MaTepmnanos

BO3MO>XHbI TOJTbKO C MMCbMEHHOTrOo pa3pelleHna "flabopatopun Kacnepckoro".

[IOKyMEHT 1 CcBsi3aHHble C HUM rpadmyeckne n306paxxeHust MoryT ObiTb MCMOMb30BaHbl TOMbKO

B MHOPMALIMOHHbIX, HEKOMMEPYECKMX UMM FINYHbIX LEensiX.
[loKyMeHT MOXeT OblTb M3MeHeH 6e3 npeBapUTENbHOIO YBEAOMIEHMS.

3a cogepxaHue, Ka4yecTBO, aKkTyanbHOCTb WM [JOCTOBEPHOCTb MCMOMb3yeMbIX B LOKYMEHTe
mMartepuanoB, nMpaBa Ha KOTopble MpuvHagnexar Agpyrum npasoobnagatensm, a Takke
3a BO3MOXHbIA  yuwlepb, CBA3aHHbIA € UCMOMb3oBaHMEM 3TUX Matepuanos, "llaGopatopus

Kacnepckoro" oTBETCTBEHHOCTU HE HECET.

B atom OOKYMEHTE UCMNOJIb3YHTCA 3apernctpupoBaHHblE TOBAPHbIE 3HAKN U 3HAKU OGCHy)KI/IBaHI/IFI,

KOTOpble SABNSATCS COBCTBEHHOCTLIO COOTBETCTBYOLLUX NpaBoobnagaTenen.
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O6 3TOM OOKYMEHTE

OTOT [OOKYMEHT COOEPXWT ONucaHue MNoAroTOBUTENbHbIX Npoueayp W PYKOBOACTBO
no aKkcnnyaTauuu nporpammHoro nsgenus "Kaspersky Endpoint Security 10 gnst Android" (ganee

Takke "Kaspersky Endpoint Security gna Android", "npunoxexne").

MoaroToBuTENbBHBLIE MpoLeaypbl U3NoXeHbl B pasgenax "lMoarotoBka K yCTaHOBKE MporpamMmbl”,
"YctaHoBka Kaspersky Endpoint Security ana Android", "YcTtaHoBka nnarmHa Kaspersky Endpoint
Security", "YgpaneHnune Kaspersky Endpoint Security ana Android", "lMogrotoBka nporpammbl
kK pabote" wn "lNpoueagypa npuemkn". OTn pasgensl cogepXar MHCTPYKUMM no 6esonacHom
YyCTaHOBKE W MepBOHA4anbHOM HAaCTPOMKE MNporpamMMbl, KOTOpble Heobxoaumbl Ansi NOnyYeHus
GesonacHon (cepTuduumpoBaHHoN) KoHdurypauun. B pasgene "TpeboBaHus" npuBeaeHbl

MUHUMarbHO HeO6XO,EI,I/IMbIe CUCTEMHbIE Tpe6OBaHI/IFI and Oes3onacHom YCTaHOBKM NporpamMmmbil.

OcTanbHble pasfenbl 3TOr0 AOKYMEHTa npeacTaBnsioT coboil pyKOBOACTBO MO 3KCMiyaTauumu.
PyKkoBOACTBO MO 3KCMnyaTauMm COOEPXUT CBEAEHMSI O TOM, KaK OCyLecTBnsATb GesonacHoe
aAMVHUCTPUPOBAHME MNpOrpaMMbl, a Takke WHCTPYKUMM U ykasaHus no 6e3onacHomy

NCNONb30BaHWIO NPOrpaMmMbl.
B nokymeHTe Takke cogepxartcsa pasfgerbl ¢ JONONHUTENbHOW UHopmaLmMen o nporpaMmve.

[oKymMeHT agpecoBaH TEXHUYECKMM crieuymanuctam, B 0653aHHOCTU KOTOPbIX BXOAUT YCTaAHOBKA U
agmuHuctpupoBaHue Kaspersky Endpoint Security gns Android, nopaepka opraHusauun,
ncnone3yowmx Kaspersky Endpoint Security ana Android, a Takke cneuuanuctam, KOTopble
UMeKT OnbIT paboTbl C CUCTEMOW YAArNeHHOro LEeHTPanu3oBaHHOMO ynpasreHust nporpaMmMmamu

"Nabopatopun Kacnepckoro" Kaspersky Security Center.



VICTOYHUKN MHpOpMaLIUK
O nporpamme

lMprBeOeHHbIE HMXE UCTOYHUKN He ABMSITCA 3KBUMBANIEHTOM HACTOAWEro AOKYMeHTa U MoryT
oTnnyatbcsa. [ns KoppekTHoM paboTbl € MporpamMMon PEKOMEHAYeTCs  UCMonb3oBaTb

HacTosiLee pPyKoBOACTBO.

CrtpaHmua Kaspersky Endpoint Security pna Android Ha Beb6-cante "JlabopaTopun

Kacnepckoro"

Ha CTpaHuue Kaspersky Endpoint Security ansa Android

(http://www.kaspersky.ru/business-security/mobile#tab=frame-1) Bbl MoOxeTe nony4nTb o0OLLyt0

MHopMaLIMIO O NporpaMmme, ee BO3MOXHOCTSAX M 0COOEHHOCTSAX paboThl.

Ctpanunua Kaspersky Endpoint Security ans Android cogepXuT CCbIIKy Ha MHTEPHET-MarasuH.

B Hem Bbl MOXeTe NpnobpecTn nporpaMmmy Unu NPOANUTbL NPaBo Nofb30BaHMSA NPOrpamMMONn.
CtpaHuua Kaspersky Endpoint Security ans Android B Base 3HaHu#
bGasa 3HaHuli — 370 pasgen Beb-canta Cnyxbbl TEXHNYECKON NOALEPKKN.

Ha CcTpaHuue Kaspersky Endpoint Security ana Android B base 3HaHUM

(http://support.kaspersky.ru/ks10mob) Bbl HawgeTe cTaTbu, KOTOpble coAepXaT Moe3Hyto

I/IHCbOpMaLI,I/II'O, pekoMeHgaummn wn oTBeTbl Ha 4YaCTo 3ajdaBaeMble BOMPOCHI onpmo6peTeH|/|V|,

YCTaHOBKE U NUCMNOJ1b30BaHUN NporpamMmmbl.

CtaTtbm basbl 3HaHMI MOryT OoTBeYaTb Ha BOMPOCHI, KOTOPble OTHOCATCS He TOonbKo K Kaspersky
Endpoint Security ana Android, HO n k gpyrum nporpammam "flla6opatopum Kacnepckoro". CtaTbu

Basbl 3HaHWI Takke MOryT cogepaTb HOBOCTU CryKObl TEXHUYECKON NOSAEPXKKN.
AneKTpPOHHas crpaskKa

B cocTaB aneKkTpoHHOW cripaBku NporpamMmmbl BXOAAT doarrbl CipaBKu.

B KoHTekcTHOW cnpaBke ns nnarnHa ynpasneHnsa Kaspersky Endpoint Security ons MobunbHbIx
YCTPOWCTB Bbl MOXeTe HanTu mHgpopmauunto ob okHax B Kaspersky Security Center: onucaHue
napameTtpoB Kaspersky Endpoint Security anst Android n ccbinkm Ha onucaHnsa 3agad, B KOTOPbIX

MCNONb3YHTCSA 3TU NapameTpbl.

MicmoyYHUKU uHghopmayuu o npoapamme
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http://www.kaspersky.ru/business-security/mobile#tab=frame-1
http://support.kaspersky.ru/ks10mob

B nonHown cnpaske ansa Kaspersky Endpoint Security ons Android Bbl MOXeTe HauTu MHopmaumio

O HACTPOWKE U NCNOMNb30BaHUM MOOUIbHbBIX MPUITOXKXEHWUNA.
O6cyxpaeHune nporpamm "Jlabopatopun Kacnepckoro” Ha chopyme

Ecnu Baw Bonpoc He TpebyeT CpoYHOro oTBeTa, Bbl MOXeTe obCyauTb ero co cneywanuctamm
"[labopaTtopun  Kacnepckoro" w© ¢  Opyrumn  nonb3oBaTensMyM  Ha Hawem  dopyme

(http://forum.kaspersky.com).

Ha dopyme Bbl MOXxeTe npocMaTpvBaTh OnyGnnkoBaHHbIe TeMbl, A06ABNSATL CBOM KOMMEHTapuu,

co3aaBaTb HOBblE TEMbI A5 06CyKAEHMS.

YicmoyYHUKU uHghopmayuu o npoepamme
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http://forum.kaspersky.com/

O nporpamme

MporpammHoe u3genuve "Kaspersky Endpoint Security 10 gns Android" npegcrtaensietr cobow
CPeACTBO aHTMBMPYCHOM 3awmTtbl Tuna "B" 4yeTBepTOoro kKnacca 3awuTbl W npegHasHavyeHo

ANs NPUMEHEHUs1 HA MOBUMbHBIX aBTOMAaTU3NPOBaHHbIX PaBoYNX MeCcTax MHAPOPMALMOHHBLIX CUCTEM.

OcCHOBHbIMK yrpo3amu, A5s NPOTUBOCTOSAHUS KOTOPbLIM WCMONb3yeTcs nporpaMMHoOe usgenve,
ABNATCA yrpossl, CBSi3aHHble C BHeJpeHeMm B MHOPMaLMNOHHbIE CUCTEMBI
13 NHPOPMAaLNOHHO-TENEKOMMYHUKALIMOHHBIX CeTel, B TOM 4uCre ceTeh MexayHapoOHoro
NHOPMALMOHHOrO obMeHa (ceTen cBA3WM 06LLero nonb3oBaHWs) U/ UM CbEMHbIX MaLUMHHbIX

HocuTenen nHpopmauumn, BpegoHOCHbLIX KOMMbITEPHbLIX NporpaMm (Bupycos) (KB).

B nporpamme peanusoBaHbl cneaytowme dyHKUUM 6e30NnacHOCTy:

pasrpaHnyeHme gocrtyna K ynpasiieHUo I'IpOFpaMMOIZ;

e ynpaBsneHue paboTol NporpaMmsi;

e ynpaBnieHne napameTpamu nNporpammel;

e ynpaBfeHue YCTaHOBKOM OOHOBMNeHun (akTyanu3auum) ©6a3bl AaHHbIX  NPU3HaAKOB

BPEAOHOCHbIX KOMMbIOTEPHBIX Nporpamm (Bupycos) (B MNMKB);
e ayauT 6e30MacHOCTM Nporpammb;
e BbINOSIHEHNE NPOBEPOK OO HLEKTOB BO3AENCTBUS;

e 00paboTka 0OBLEKTOB BO3AENCTBMSI.



TpeboBaHus

OTOT pasgen coaepXuT annapaTHble M nporpammHble TpeboBaHWst AN yCTaHOBKM U paboTbl

nporpammel, a TaKkKe ykaszaHus Mo aKkcnnyataumm n TpeboBaHus kK cpeae.

B aTtom pasgene

AnnapaTHble U MPOrPAMMHDBIE TPEGOBAHMIST ........ccuvieeeeeiiiieeeeiieeeeeseieeeeesssreeeesssaeeeesataeeeesanaeeeas 9

YKasaHusi No aKCNyaTaUnmM Y TPEOOBAHUS K CPEOE ......cuvvveeeeiirrieeeeaireeeeeasiseeeesaesseeeesasssaeeesannns 10

AnnapaTtHble 1 nporpaMMHble TpeboBaHUS

B atom pasgene cogepkatca annapatHble W nNporpaMMHble TpebGoBaHWUS K KOMMbOTEPY
aflMUHUCTpPaTOpPa, KOTOPbIN UCMONb3yeTca ANs pa3BepTbiBaHus npunoxeHna Kaspersky Endpoint
Security gnga Android Ha MOBUIBHBLIX YCTpOMUCTBAX, a Takke TpeboBaHMA K MOOMIbHOMY

YCTPOWCTBY AN paboTbl NPUMOXEHUS.
AnnapaTtHble U NporpaMMHble Tpe6oBaHUS K KOMNbLIOTEPY agMUHUCTpaTopa

Ona pasBepTtbiBaHus Kaspersky Endpoint Security ans Android komnbroTep agmMuHUcTpartopa
OOIMKEH COOTBETCTBOBATL arnnapatHbiM TpeboBaHusaM Kaspersky Security Center Bepcun 10.0
Service Pack 3. lMogpobHyto mHdopmauunio 06 annapaTtHbix TpeboBaHusix Kaspersky Security

Center cm. B Pykogodcmee admuHucmpamopa Kaspersky Security Center.

AnnapaTHble U nporpaMmMHblie TpeboBaHUA K MOOUNBbHOMY YCTPOMCTBY NOJfib30OBaTens

ana Kaspersky Endpoint Security ans Android

Kaspersky  Endpoint  Security agng Android wumeeT  cnefywowme — annapatHble U

nporpamMmmMHble TpeboBaHus:
e CMapTdOH Unu NMaHLeT ¢ paspeLleHneM akpaHa ot 320x480 nukcenewn;

e 65 MB cBO6OAHOrO MecTa B OCHOBHOW NaMsiTU YCTPOMCTBA;



e onepaunoHHas cuctema Android™ cnegyroLmx Bepcui:

e Android 4.2;
e Android 4.3;
e Android 4.4;
e Android 5.0;
e Android 5.1;
e Android 6.0;
e Android 7.0;
e Android 7.1;
e Android 8.0;
e Android 9.0.

e apxutekTypa npoueccopa Intel® Atom x86, ARM5, ARM6 nnn ARM7.

MpunoxeHne yctaHaBNMBaETCst TONbKO B OCHOBHYIO NaMsTb YCTPONCTBA.

YKasaHua no aKkcnnyaTtaumm n TpebosaHuna
K cpene

Ons  pabotbl Kaspersky Endpoint Security ans Android [OmkHbl  ObiTb  BbIMNOSIHEHbI

crepytoLLme ycroBus:

1. YcraHoBka, KOHGUrypupoBaHue M ynpaBrieHUe MNPUNOXEHUEM LOIMKHbl OCYLLEeCTBATHCS

B COOTBETCTBUM C 3KCMNyaTaLMOHHOW JOKYMEHTaLUMen.

2. TpunoxeHve [OMMKHO 3KCNIyaTMpPOBaTbCA Ha MOOWUIbHBIX  YCTPOWCTBAX, OTBEYAOLLMX
MWHUManbHbLIM TpeboBaHuAM, npvBedeHHbIM B pasgene "AnnapaTtHble n

nporpamMmmHble TpeboBaHns".

TpebosaHusi
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3. TMpunoxeHne [OOMKHO 3JKCNyaTMPOBATbCA Ha MOOWUIMbHBIX YCTPOMCTBAX, Ha KOTOPbIX

Yy nonb3oBarenemn OTCYTCTBYHOT root-npaBa.

4. TMepep yCTaHOBKOW M Ha4yanom 3KChnyatauuv NpurioXeHuss Heo6xXoauUMO YCTaHOBUTL BCe

[AOCTYMHble 0BHOBMNEHMS AN Ucnonb3yeMblx Bepcuin MO cpenbl hyHKLMOHMPOBAHUS.

5. HomkeH OblTb obGecrneyeH OOCTYMN MPUIIOXKEHNUST KO BCeM OObekTam WHEOPMaLMOHHOWN
CUCTEMbI, KOTOpble HEOOXOAUMbI NPUMOXEHUIO ONS peanusaunm CBomMxX (PyHKLMOHAmNbHbIX

BO3MOXHOCTEW (K KOHTpONMpyemMbiM 06 beKTaM MHOOPMALMOHHON CUCTEMBI).

6. ,D,OJ'I)KHa ObITb 0becrneyeHa COBMECTUMOCTb NPUNOXEeHUA C KOHTPONnMpyemMmbiMn pecypcamMmin

NHGOPMAaLMOHHON CUCTEMBI.

7. [HomkHa GbiTb 06ecneyeHa BO3MOXHOCTb KOPPEKTHON COBMECTHOW paboThbl NMPUIOXKEHNS CO
cpeactBaMy aHTUBUPYCHOWM 3allWTbl APYrMX NPOu3BOAUTENEN B Criydyae MX COBMECTHOrO

NCnonb3oBaHUs B MIHGPOPMAaLIMOHHOW CUCTEME.

8. [HomkHa 6biTb obecneveHa dusnyeckas 3almTta 311eMEHTOB MHOPMALMOHHON CUCTEMBI,

Ha KOTOPbIX YCTAHOBIIEHO NPUITOXEHNUE.

9. lomkHa ObiTb obecrnevyeHa CUMHXPOHWU3AUMS MO BPEMEHU MEXAY KOMMOHEeHTaMu

NPUNOXEeHUA, a TaKkke Mexay npunoxeHmnem un cpe,cl,0|71 ee beHKLl,I/IOHI/IpOBaHI/IFI.

10.TMepcoHarn, OTBETCTBEHHbI 3a (DYHKLMOHMPOBaHNE MNPUMOXEHUS, OOIMKeH obecneynBatb
Hagnexatlee hbyHKUMOHMPOBaHWE NPUNOXEHMS, PYKOBOACTBYSICb

aKcnyaTaunmoHHOW JOKyMeHTaUmen.

11.,D,OJ'I)KHa ObITb 06ecneveHa OoBepeEHHadA CBA3b MexXAay NMpunoXxeHnem n ynoriHoOMo4YeHHbIMU

cybbekTamn MHPOPMaLMOHHON CUCTEMbI (agMUHUCTpaTopaMu 6e30nacHoCTH).

12. OyHKUMOHMPOBaHNE MPUNOXKEHUS OOIMKHO OCYLLECTBNATLCA B cpede (pyHKLMOHMPOBAHUS,
NPefoCTaBnsoWEN MeXaHU3Mbl ayTeHTUdUKAUUM U UAeHTUdMKaLUM agMUHUCTPaTOPOB

6e30MacHOCTY NPUNOXKEHNS.

13. JomnxeH 6bITb 06ecneyeH 4OBEPEHHbIN KaHan nony4YeHns obHosneHmn B MKB.

14.0omkHa OblITb obecneveHa 3awuiuieHHas o6racTb 4SS BbIMONHEHUST  OYHKLUUIA

6e30MacHOCTY NPUNOXKEHNS.

TpebosaHusi
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15.YnpaBneHve aTpubytamm 6e30nacHOCTU, CBA3aHHbIMU C AOCTYNOM K (OYHKLMSM M AaHHbIM
NPUNOXEHWs!,  OOMKHO  MPEAOCTaBNSATbCA  TOMbKO  YNOSMTHOMOYEHHbIM  POSsiM

(agMuHUCTpaTOopam NPUOXeHUs: U MIHPOPMALIMOHHOW CUCTEMBI).

16. AgMUHMCTpaTOp OOMKeH ycTaHoBUTbL B cpeae WMT MakcMmanbHOe 4MCro HeycrneluHbIX
MOMbITOK ayTeHTU(MKALUM C MOMEHTa NOCMeAHElN YCMeLwHoN NOoMnbITKM ayTeHTUdmKaLmm
nonb3oBaTens ¢ nocrneaymoLlen 611oKMPOBKON NOMNbITOK ayTEHTUMUKALMN NPU MPEBbLILLEHNM

YCTaHOBJ1EHHOIoO 3Ha4YeHuA.

17. AOMUHMCTPATOP AOMKEH 3a4aTb METPUKY KayecTBa Maporien, BKM4vaLwy TpeboBaHus
K AnuHe napornen, TpeboBaHMS MO 3anMpeLleHnio  UCMOMb30BaHWS  OnpeaeneHHbIX

KOMOMHaLMIA CUMBOJIOB, a Takke Tpe6OBaHVIF| K KaTeropmum ncnosrb3yemMbIX CUMBOJIOB.

TpebosaHusi
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[logroToBKa K yCTaHOBKE NMporpamMmbi

MNMepen ycTaHOBKOW nporpammbl ybeautecb, 4TO MporpamMmHble W annapaTtHble pecypchbl
KOMMblOTEPa, Ha KOTOpbLIN OyaeT npou3BedeHa YCTaHOBKA, YAOBMETBOPSIOT TpeboBaHUusM,

npuBedeHHbIM B pasgerne "AnnapaTHble 1 NporpaMmHble TpeboBaHns".

Takke HY>KHO y6eﬂ,VITbCFI, 4YTO ANA Ol'lepaLl,I/IOHHOI7I CNCTEMbI N NpOorpamMMHbIX CPpeacCTB, HeO6XOD,I/1MbIX
OnAa yCTaHOBKAU (eCJ'II/I TaKOBblE I/IMGI‘OTCFI), yCTaHOBJI1€Hbl CaMbl€ NnocrnenHne nakeTbl OOHOBMNEHUNA,

BbllnyCKaeMble npon3sognTendammn OI'IepaLl,I/IOHHOIZ CcucTtemMbl 1 nporpamMmmHoro obecneyeHus.

B atom pasgene

HacTtponka napameTpoBs Cepgepa afMUHUCTPUPOBaHNA Ons nogKroYeHns
MOBUITBHBIX YCTPOMCTB .. ee s e e e s e s s s e s s s e s e e e e e s e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aaaaaaaaaaeaaaaaaaaaaaaaaaaaaanns 13
OTobpaxeHne nanku YnpaeneHue MOGUIbHBIMU yCTponcTBamu
B KOHCOMM @OMUHUCTPUPOBAHMSI ...ccceeeeeeiiiie e e e e eeeeeeettiea s e e e eeaeeeattaaa e s e e e e eeeeeatanaaaeeeeeeeeeessnnnaaaeaees 14
CosgaHue rpynnbl aOMUHUCTPUPOBAHUIS .....ccvveeeereieeeeeeeeeeaaiiaasaeeeeeeeessssnaaaaeaeeeessssnnaaaaeaeeeennnes 15
Co030aHNE OBLLETO CEPTUAIMKATA ..eevvrrrunieeeeieeeittiaeeeeeeeeeeetata e e e e eeeeesessaa e aeeesssassssanasaaaaaeeeennes 16

Co3sfaHune npasuna aBToMaTUYECKOro NepeHoca yCTpocTB B rpynny aaMUHUCTPUPOBAHUS .... 17

HacTtpouka napameTtpoB CepBepa
aaMUHUCTPUPOBAHUSA AN NOAKNOYEHNS
MOBOUIIbHBIX YCTPOWUCTB

YT1oBblI MOOWMbHBIE YyCTpoucTBa MoOrnu nogknountbea K Kaspersky Security Center, nepen
yCTaHoBKOW MobunbHoro npunoxexusa Kaspersky Endpoint Security ans Android cnegyeTt HacTpoutb

B cBoncTBax CepBepa aAMVHUCTPUPOBAHUS NapameTpbl NOAKMYEHNST MOBUIbHBIX YCTPOWCTB.



» Umobbl Hacmpoumb napamempsl Cepeepa aOMUHUCMPUPOB8aHUS Oss1 MOOKTIOYEHUS
MOBUIbHbIX ycmpolcms, ebinofiHUme criedyrouue delcmeusi:

1. B koHTeKkcTHOM MeHio CepBepa agMUHUCTPMPOBaHMA Bbibepute nyHKT CBOMCTBA.
OTkpoeTcs okHo cBorcTB CepBepa agMUHUCTPUPOBAHKS.
2. Bbibepute pasgen MapameTpbl.

3. B 6noke I'Iapameprl noaKknr4vyeHusA KCepBepy agMUHUCTpUpoBaHUA YyCTaHOBUTE

dnaxok OTKpbIBaTb NOPT ANA MOOUIbLHbLIX YCTPOWUCTB.

4. B none MopT AnA MOOUNBLHLIX YCTPOWUCTB YKaxuTe MOpT, Mo kotopomy k Cepsepy

AAMUHUCTPUPOBAHUA 6y,EI,yT NnoaKNnK4YaTbCA MOOUNbHbIE yCTpOIZCTBa.

Mo ymonuanuio wucnonb3yetca nopt 13292, Ecnu  dnaxok OTKpbIBaTb NOPT
ANns MOOUMbHBLIX YCTPOUCTB CHAT WM NOPT ANSA NOAKMIOYEHMS YKa3aH HeBepHO,

MOOUNbHbIE yCTpOVICTBa HEe CMOryT NnoaKnr4aTbCA K CepBepy AOMUHUCTPUPOBaAHUA.

5. Haxmute Ha kHonky OK.

OTobpakeHne nankun YnpasreHune
MOOUNbHbIMKU yCTponcTBaMmu B KOHCONU
agMUHNCTPUPOBAHUS

OTobpaxeHne nanku YnpaBneHue MOOUILHLIMU yCTpOMCTBaMU B KOHCONMM aaMMHUCTPUPOBaHMS
NO3BOSISIET MPOCMAaTpUBaTh MepeyvyeHb MOOWUMbHBIX YCTPOMCTB, HaxXoOsLWMXCs Nog  YnpaBlieHWEM
CepBepa agMUHUCTPUPOBaHUSA, HAacTpavBaTb NapaMeTpbl yrpaBneHnst MOBUIbHLIMK YCTPOMCTBaMM U

yCTaHaBnNMBaThb cepTudmKaTbl HA MOBUIBbHBIE YCTPOWCTBA NONMb30BaTeENEN.

» Ymobnb! eknoyumMb omobpaxkeHue narnku YnpaesneHue MOo6unbHbIMU
ycmpoucmeamu 8 KoHconu aOMuHUCmMpupo8aHusi, 8bInosiHUme credyruwue
deticmsusi:

1. B «koHTekcTHOM MeHw CepBepa agMUHUCTPUMPOBaHWs BblibepuTe nyHKT Bwupg —

HacTtpowka uHtepdcpenca.

2. B oTkpbiBlWEMCS ~ OkHe  ycTaHoBuTe  cnaxok  OTtobpaxatb  YnpaBneHue

MOOUNbHbLIMU YCTPONUCTBaMM.

lNodzomoska K ycmaHo8Ke npoz2pammb|

14



3. Haxwmute Ha kHonky OK.

Manka YnpaBneHne MOOUIbLHbLIMU yCTpoOMCTBaMu OyaeT otobpaxaTbcsa B AepeBe KoHconu

AOMUHUCTPUPOBaAHUA MOCT1e nepesanycka KoHconu AOMUHUCTPUNPOBAHUA.

Co3sgaHue rpynnsl agMUHUCTPUPOBAHUS

LleHTpanu3oBaHHas HacTpolka napameTpoB npunoxeHus Kaspersky Endpoint Security
Ansa Android, yCcTaHOBMEHHOro Ha MOOWIbHbIX YCTPOMCTBAX NOSMb30BaTENEN, BbINOMHAETCA Yepes
NPUMEHEHME K 3TUM YCTPOMCTBaAM [pPynMnoBbIX MONUTUK (CM. pasgen "[pynnoBble MNONUTUKK

ANs ynpaBreHust MOGUINbHBIMKU yCTpocTBaMK" Ha cTp. 34).

,uﬂﬂ TOro YTOObI NPUMEHNTb NOJNMUTUKY K rpynne yCTpOI7ICTB, nepen yCTaHOBKOIZ MOOUNBHOro
NPUNOXeHnA Ha yCTpOIZCTBa nonb3oBaTenen pekoMeHayeTca co3naTtb And 3TUX yCTpOIZCTB

OTAEnbHY0 rpynny agMUHUCTPUPOBaHNS B Nanke YnpaBnsiemMmble yCTPONCTBA.

Mocne cosgaHus rpynnbl agMUHUCTPUPOBAHUA PEKOMEHAYETCA HACTpOUTb aBTOMaTtuyeckoe
nepemMelleHne B 3Ty rpynny ycTpoucTe (cm. pasgen "CosgaHuve npaBunia aBTOMaTU4ECKOro
nepeHoca YCTPOWCTB B rpynny aaMUHUCTPUMPOBaHUA" Ha cTp. 17), Ha KoTopble Bbl XOTUTE
yCTaHOBUTb NpunoxeHue. 3ateM Heobxoanmo 3agaTb obuime Ansd BCex YCTPOWCTB napameTpbl

C NMOMOLLbIO FPYMMOBOW NOSIUTUKM.

» Ymobsi cozdamb epyrny aOMUHUCMPUPOB8AHUS, 8bINMOIHUME criedyrouue 0elicmeus:

1. B gepeBe koHconu Bbibepute nanky Ynpaensiemble YCTPOUCTBA.

2. B pabouyern obnactu nanku YnpaBnsiemMble YCTPOWCTBA WM BMOXEHHOW Narnku

BblGepuTe 3aknagky YCTpoucTBa.
3. Haxwmute Ha kHonky Co3paTb rpynny.
OTKpoeTCst OKHO CO34aHMsA HOBOW rpymnmbl.
4. B oTkpbIBLIEMCSA OkHe UMsA rpynnbl BBeauTe MMS rpynnbl U HaxMuTe Ha kHonky OK.

B pesynbtate B OepeBe KOHCOMM MNOSBUTCA HOBas nanka rpynnbl aaMUHUCTPUPOBAHUS
C 3afaHHbIM nmeHeM. ogpobHble cBegeHus o paboTe ¢ rpynnaMmv agMUHUCTPUPOBAHUSA CM.

B Pykosodcmee admuHucmpamopa Kaspersky Security Center.

lNodzomoska K ycmaHo8Ke npoz2pammb|

15



Co3pgaHune obLyero ceptudukara

[Ona vaeHTndurkaumm nonb3oBaTens MobunbHOro yctporctea B KoHconM agMWHUCTPUPOBAHUS

HeobxoanMo co3aaTb 00LWmMiA cepTudmkar.

» UYmobsi cozdamb obwut cepmughukam, ebirnosiHume credyroujue delcmeusi:

1. B pepeBe KkoHconu Bbibepute nanky JononHUTenbHO — YnpaBneHne MoOGUNbHbIMU

ycTponuctBamm — CepTudukartbl.

2. B paboueri obnactun nanku Ceptudukartbl no ccoinike lo6aBUTb cepTudmKaT 3anyctute

mMacTep YCTaHOBKMN cepTUdUKaTOB.

3. B okHe macTepa BbiGop nonb3oBaTensA ykaxuTe Mofb3oBaTtenen, Onsi KOTOpbIX Bbl

XOTUTe co3gaTth obwun ceptudmkar.
4. B okHe macTepa Tun cepTudmkaTta Bbibepute BapnaHT O6wwun ceptudukar.
5. B okHe macTepa UcTouHuk cepTudpmkaTa ykaxnte cnocob cosgaHusi obuiero ceptudmkara.

e UYrobbl co3gatb oOwunm cepTudmkat aBTOMatuMyeckm cpegctBamm  Cepepa
afMVHUCTPMPOBaAHMUA aBTOMaTU4ecku, BblbepuTe BapuaHT 3agaTtb cepTudmkar

cpeactBamu CepBepa aaMUHUCTPUPOBAHUS.

e YT06bI HAa3HauUNTb NOMbL30OBATENIO CEPTUdMKAT, CO3OaHHbIN paHee, BbIbepuTe BapuaHT
Ykasatb chann ceptudmkara. [lo kHonke 3apatb OTKponTe OkHO CeptudukaTt un

yKaxkute B Hem dhann cepTudukaTa.

CHumunTe hnaxok Ony6nukoBaTb cepTUdMKaT, ecrnin Bbl He XOTUTE yKasblBaTb TN
MOOGMIBHOro yCTpoucTBa n cnoco6 yBEeIOMIEHMUS nonb3oBaTens

0 co3faHuun ceptudumkaTa.

6. B okHe macTepa Cnoco6 yBeaoMneHUsi nonb3oBaTesieM HacTpPoMUTe napameTpbl
yBeAOMINEHNA nonb3oBaTens MOOMNBHOrO YCTPOMCTBA O CO3[aHWM  cepTudukaTa

C nomoLLbo SMS-coobLeHNsa nnu No 3NEeKTPOHHOM NMoyTe.

7. B okHe wmacTtepa MWHdopmauma o ceptucdukate Haxmute Ha kHonky [oToBo

AN 3aBepLleHnst paboTbl MacTepa yCTaHOBKM CepTUdMKaTOB.

lNodzomoska K ycmaHo8Ke npoz2pammb|
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B pesynbTaTte paboTbl MacTtepa yCTaHOBKM cepTudmkaTtoB BygeT cosgaH obLmnm ceptudukar,
KOTOPbIA MNONb3oBaTeflb CMOXET YCTAHOBUTb Ha MOOWNbHOE YCTPOMCTBO. [ns nonyyeHus
cepTudmkata Heo6Xo0AMMO 3anyCTUTb CUHXPOHM3aLMIO MOBunbHOro yctponctea ¢ CepBepom
agMuHuCTpupoBaHus. MoapobHyo mMHdOpMauuo O co3gaHmm CepTUAUKATOB UM HACTPOMKe

npasun nx Bbinycka cM. B Pykogodcmee admuHucmpamopa Kaspersky Security Center.

Co3paHue npaBura aBToMaTU4eCcKoro
nepeHoca yCTpoOUCTB
B rpynny agMUHUCTPUPOBaHUSA

LleHTpanu3oBaHHOe ynpaBreHne napameTpamu npunoxeHus Kaspersky Endpoint Security
ans Android, yCTaHOBMEHHOIO Ha MOOWUIbHBIX YCTPOMCTBaX MOMb30BaTENEN, BO3MOXHO TOSbKO
Torga, Korga 9TU YCTPOWCTBA HaxOAATCA B CO3[aHHOM 3apaHee rpynne agMUHUCTPUPOBAHMUS,
01151 KOTOpPOW  HasHadeHa  rpynnoBas  nonutuka  (cM.  pasgen  "Cosgadve  rpynnbl

agMUHUCTPUPOBaHKS" Ha CcTp. 15).

Ecnu npaBuno aBTomatMyeckoro nepemeLeHns obHapy>KeHHbIX B CETU MOOWMbHbBIX YCTPOWCTB
B rpynny agMWHUCTPUMPOBAHUSA He 3aJaHo, TO Mpu NEpPBOM  CUHXPOHU3AUUM  YCTPOMUCTBA
c CepBepoOM  aAMUHUCTPMPOBAHUS  YCTPOMCTBO  aBToMatMyecku nonagaetr B KoHcomnb
aAMUHUCTPMPOBaHUA B nanky J[ononHutenbHo — Onpoc cetn — [JomeHbl — KESI10.

prnnoaaﬂ NOJINTUKA K 3TOMY yCTpOI7ICTBy HE NPUMEeHAEeTCA.

» Umobbi coz0ame rpasusio a8MmomMamu4ecKo20 rnepemMeuw,eHuUsi MobursibHbIX
ycmpoucme 8 2pyrny aOMUHUCMPUPOB8aHUS, 8bINOIHUME criedyrouiue 0elicmeus:

1. B pepeBe koHconu Bbibepute nanky HepacnpeaeneHHble ycTpoucTBa.
2. B KoHTekcTHOM MeHto nanku HepacnpeaeneHHble yCTPOUCTBa BbibepuTe NyHKT CBOMCTBA.
B pesynbTaTe oTkpoeTcsa okHo CBoncTBa: HepacnpeaeneHHble ycTpoucTBa.

3. B pasgene MNepemelieHne yCTPOUCTB HaXMUTe Ha kKHOMKY Jo6aBUTb, Y4TOOLI 3anycTuTb
npouecc co3gaHus npasuna aBTOMAaTUYeCKOro nepemMeLLeHmns yCTPONCTB

B rpynny agMUHUCTPMPOBAHMUSI.

OTkpoeTcst okHo HoBoe npasuno.

lNodzomoska K ycmaHo8Ke npoz2pammb|
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4. BeepguTe ums npasuna.

5. Ykaxute rpynny agMUHUCTPUPOBAHWS, B KOTOPYH OOSPKHbBI MOMELLaTbCA yCTPOMCTBA Nocne
YCTaHOBKM Ha HMX MobunbHoro npunoxeHuna Kaspersky Endpoint Security gns Android.
[nga atoro Haxmute Ha KHorky O63op cnpaBa oT nons pynna, B KOTopyk crneayet

nepemeLaTb YCTPOWCTBA M B OTKPLIBLUEMCS OKHE BbiGepuTe rpynny.

6. B Onoke BbinonHeHue npaBuna BbloepuTe BapuaHT BbinonHsieTcs oauH pas

ONA KaXaoro yCTponcTBa.

7. YctaHoBuTe cdnaxok MepemMellaTb TONbLKO YCTPOMCTBA, He pasMeLleHHble B rpynnax
aAMUHUCTPUPOBAHUA, ANs TOro YTOObI B pe3ynbTate NpUMMEHEHUs1 npaBuna MobunbHble
YCTPOWCTBA, YXe pacrnpedeneHHble B Apyrue rpynnbl agMUHUCTPUPOBAHUS, He Obinu

nepemeLLeHbl B BbIGPaHHYO rpynny.

8. YcraHoBuTE d)na>|<0|< Bknountb npasuno, 4yTOOBbI npaBuIio MNPUMEHAITOCh AJA TOJIbKO YTO

0BGHapYy>KEeHHbIX YCTPOWCTB.
9. OrtkpoinTe pasgen MporpaMmmbl 1 BLINONHUTE CrieayroLmMe eNCTBUS:
a. YcraHoBuTe donaxxok Bepcusa onepauMOHHON CUCTEMBI.

b. BbiGepute onepaunoHHyto cuctemy Android ons yCcTponcTBs, koTopble ByayT

nepemeLlaTbCs B yKasaHHyH rpynny.
10. HaxmuTe Ha kHonky OK.

CospgaHHoe npaBwno oTobpaxaeTcs B CMUCKE NpaBwui NepeMeLLleHuss YCTPOWCTB B pasgene

MNMepemeleHne ycTpONCTB OKHA CBOWCTB nankv HepacnpepneneHHble yCTPOMUCTBA.

B pesynbtate BbinonHeHus npasuna Kaspersky Security Center nepeHocuT Bce yCTpoWCTBa,
COOTBETCTBYIOLME 3aJaHHbIM  ycrioBusaM, K3 nanku HepacnpepeneHHble YyCTpoUCTBa
B YKa3aHHyl0  BamMu  rpynny  agMUHUCTpupoBaHus.  MobunbHble — yCTpoOWCTBa,  paHee
pacnpegeneHHble B nanky HepacnpepeneHHble yCTPOWUCTBA, Takke MOryT ObiTb NepemMeLleHbl
B HY)XXKHYIO rpynny agMUHUCTPUMPOBaHMA Nanku YnpasBnsieMble YCTPOMCTBA BPy4Hyto. [oapobHble
cBedeHusa 06 ynpasneHun rpynnaMmv agMUHUCTPUpoBaHMS W paboTe C HepacnpeaeneHHbIMU

ycTponcTsamu cMm. B Pykosodcmee admuHucmpamopa Kaspersky Security Center.

lNodzomoska K ycmaHo8Ke npoz2pammb|
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YcTtaHoBKa Kaspersky Endpoint
Security ana Android

B aTtom pasgene onucaHbl cnocobbl pa3sepTbiBaHua Kaspersky Endpoint Security gna Android

B CETN OpraHmn3auunn.

B atom pasgene

=TT LT 1= PSS 19
YcTaHoBka Yepe3d Kaspersky SeCurity CeNter........ ... i uuuiiiiiiiiiiiiiiiiiiiiiiiiiiiieiieiieiiieiieeeeeneneneneees 20
Co30aHNE NHCTANMALMOHHOTO MAKET@ ..vvverteeeeeiaaiiiitteeeaaeaeasaasstssseeaeaesaaaasssssseeeeaaeasaannnssnneeeaeens 23
HacTpovika napameTpoB UHCTANMALMOHHOTO MAKETA ...coeiuuvirrrrreaeeeaaaiiiieneeeeaeessaannsinseeeaeeesaaanes 24
Co3gaHne aBTOHOMHONO MAKETA YCTAHOBKM ......cuuutiiiieeeaeeeeaaaiittteeeaeaeeaaaansstesseeeeeeeasaannbbnneeeaaens 25
HacTporika NapamMeTPOB CUHXPOHUBALIMM ........uuuvereieeeeeeaaaiiieeeeeaaeeeaaaassttsneeeeaeesssannsbbnseeeaeaeesaanns 27

PaspeLueHund

Onsa paboTbl Bcex dyHKumi npunoxeruin Kaspersky Endpoint Security gns Android 3anpawvsaet
y nonb3oBaTtensa Heobxoaumble paspewenus. Kaspersky Endpoint Security ana Android
3anpalwmBaeT obs3aTenbHble paspeLleHnss BO BpeMs NPOXOXAEHNS MacTepa YyCTaHOBKU, a Takke
nocrne YCTaHOBKWM nMeped  WUCMofb30BaHWMEM  OTAENbHbIX  PYHKUMA  NpunoxeHun. bes
npepoctaeneHns obsizaTenbHblX paspewennn Kaspersky Endpoint  Security gns Android

YCTaHOBUTb HEBO3MOXXHO.



Ha HekoTopbix ycTpoucTtBax (Hanpumep, Huawei, Meizu, Xiaomi) TpebyeTca Bpy4HYyIO
nobasutb Kaspersky Endpoint Security gns Android B CIMCOK NPUNOXEHW, 3anyCckaemblX
npw 3arpy3ke onepaumoHHon cuctembl (besonacHocTb — PaspeweHus — ABTO3anyck).
Ecnn npunoxeHne He pobaeneHo B cnucok, Kaspersky Endpoint Security gna Android

npekpawlaeT BbIMNOJIHATbL BCE CBOU beHKLl,I/II/I nocrie rnepesarpys3kum MOOMNBHOro yCTpOIZCTBa.

Tabnuuya 1. Obss3amernbHbie paspeweHus 0ns pabomel Kaspersky Endpoint Security
Ons Android
Pa3pelweHue PYHKUMA NPUNOXKEHUs
YnpaBneHue BblzoBamm MoakntoveHme k Kaspersky Security Center

(noeHTUUKaTop ycTponcTea)

[docTyn K namaTn AHTMBUPYC

A,D,MVIHVICTpaTOD yCTpOVICTBa 3awuTa npuUnoXxeHua oT yaaneHua

YcTaHoBka cepTtudmkaToB 6e3onacHoCT

YcTaHoBKa 4yepes
Kaspersky Security Center

YctaHoBka Kaspersky Endpoint Security gnga Android BbinonHseTca Ha MOOWIbHbIE YCTPONCTBA
nonb3oBaTtenen, y4eTHble 3anucu kotopbix fobasneHbl B Kaspersky Security Center. NogpobHee
0 paboTe ¢ y4eTHbIMU 3anucsamn nonb3oBaternen B Kaspersky Security Center cm. B Pykogodcmee
admuHucmpamopa  Kaspersky  Security ~ Center, pa3den  "YnpaeneHue  y4emHbIMU

3anucsimu rionib3ogamernel”.

Ons  ycraHoBkn  Kaspersky  Endpoint  Security ans Android  Tpebyetca  BbINOMHWTL

cnegyrowve oencTeus:

1. Cos3pgatb MHCTaNNSUMOHHbIA nakeT (cMm. pasgen "CosgaHve WHCTanMsLMOHHOro naketa'

Ha cTp. 23).

UHCcmannayuoHHbIU nakem — Habop dannos, opMMpyeEMbIN ANS ANCTAHLMOHHOW YCTaHOBKM

npunoxenus "Nabopatopum Kacnepckoro" npy nomowm Kaspersky Security Center.

Ycmaroeka Kaspersky Endpoint Security dns Android
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2. HacTtpouTb napameTpbl MHCTANNSAUMOHHOIO nakeTta (cM. pasgen "HacTtpoiika napameTpoB

WMHCTanNAUNOHHOIO NakeTa" Ha cTp. 24).

3. CosgaTtb aBTOHOMHbIM NakeT ycTaHoBku (cM. pasgen "CosgaHne aBTOHOMHOrO naketa

yCTaHOBKK" Ha CTp. 25).

ABMOHOMHBIU  rakem yCmaHOBKU — YCTAHOBOYHbLIN  parni  MOOWIBHOTO  MPUIOXKEHWS,
cofepxallumMi napameTpbl MOOKMoYeHUs npunoxeHust k CepBepy aaMUHUCTPUPOBAHUS.
CospgaeTca Ha ocHOBe WHCTannsAumMoHHoro naketa Ansa Kaspersky Endpoint  Security
anga Android. ABTOHOMHBLIM  MakeT YCTAHOBKM SBNSETCA YacTHbIM — Criydyaem nakeTta

MOBUIBbHBIX NPUNOXKEHWIA.

Monb3oBaTenb MNoOny4uMT CCbifiky Ha Beb-cepBep, Ha KOTOPOM pacrnonoXeH aBTOHOMHbIA NakeT
ycTaHoBkM Kaspersky Endpoint Security onst Android. st yCTaHOBKM NPUITOXXEHMWS MOSb30BaTESO
HeobOxoanumo 3anycTuTb apk-dpann. JononHutenbHowm HacTporku Kaspersky Endpoint Security

anst Android nocne yctaHOBKM He TpebyeTcs.

Ona ycrtaHoBkn Kaspersky Endpoint Security gnst Android Ha MOBGUITBHOM — YCTPOWCTBE
nonb3oBaTens LOIMKHA ObiTb paspelleHa yCTaHOBKA NPUIOXEHWUA U3 HEM3BECTHbLIX MCTOYHUKOB
(HacTtpouku Android — Be3zonacHocTb — HensBecTHbI€ UCTOYHUKMN).
» 4Ymobsi ycmaHosumb Kaspersky Endpoint Security dnsi Android yepe3 Kaspersky
Security Center, ebinoniHume criedyrouwue delicmeausi:
1. B pepeBe koHconu BblOepute nanky [JononHUTeNnbLHO — YnpaBrieHne MOOGUITbHbIMU

yctporcTtBamu — MobunbHbIe YyCTPOUCTBA.

2. B pabouyein obnactn nankm MoOGuibHble YCTPOMCTBA HaXMWUTE Ha KHOMKy [lo6aBuTb

MOOUNbLHOE YCTPOUCTBO.
3anyctutcs  Mactep MOAKMYEHWss HOBOro mobunbHoro yctpomctsa. Crepgyinte
€ro ykasaHusim.

3. B okHe macTepa OnepauuoHHas cuctema Bbibepute Android.

4, B okHe mactepa Cnoco6 yctaHoBkn Kaspersky Endpoint  Security

ana Android Bbibepute Mo ccbinke Ha co6¢cTBeHHbIN Beb-cepBep.

5. B okHe macTepa Bbl6op nonb3oBaTenen BblOepuTe OOHOMO WM HECKONbKUX
nonb3oBatenen Ans yctaHoBku Kaspersky Endpoint Security ana Android Ha nx

MOOWbHbIE YCTPONCTBA.

Ecnu nonb3oBaTtena HeTt B CMNUCKe, Bbl MOXeTe ,EI,O6aBI/ITb HOBYIKO Y4€THYK 3anucb,

He BbIX0OA U3 MacTepa NnoaKriyYeHnAa HoBOro MOBUIbHOrO yCTpOVICTBa.
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6. B okHe MacTtepa MUcTouHMK cemebMKaTa BbIGGpVITe NCTOYHUK CepTVI(*)I/IKaTa Aana 3alnTbl

obmeHa paHHbiMn Mexay Kaspersky Endpoint Security gnst Android un  Kaspersky

Security Center:

Bbinucate ceptudmkatr cpepactBamu CepBepa agMMHUCTpPUpPOBaHMA. B aTom

cnyyae ceptudukat 6ygeT cosgaH aBToOMaTUYECKN.

Ykaszatb dann ceptucpukata. B atom cnyvyae Tpebyetcs npenBapuTenbHO
noaroToBUTb COBCTBEHHbLIN cepTUMKAT 1 BbiOpaTb €ro B OKHE MacTepa. OTOT BapuaHT
HEBO3MOXHO MCMONb30BaTh, ECAN Bbl XOTUTE ycTaHoBUTL Kaspersky Endpoint Security
ans Android Ha HECKONMbKO  MOOMMBHBLIX  YCTPOWCTB. [lns kKaxkgoro nonb3oBaTens

AO0IDKeH ObITb cO34aH OTAENbHLIN cepTUdMKaT.

7. B okHe mactepa Cnoco6 yBegomMneHusi nonb3oBaTtenen BblibepuTe kaHan nepegaydu

CCbITIKM AnA YCTaHOBKU MPUINOXEHUA:

[na nepepadn CCbINKM MO SNEKTPOHHOM noyTe Bbibepute OTNPaBUTL CCbISIKY
Ha Kaspersky Endpoint Security n HacTponTe napameTpbl B 6510ke 10 aneKTpoHHOMN
nouyrte. Y6eguTech, 4TO B NapameTpax y4eTHbIX 3anncen nonb3oBaTenen ykasaH agpec

Sl'leKTpOHHOIZ NOYThI.

[na nepegayn ccbinkn ¢ nomoLlubto SMS-coobweHns Boibepute OTNpaBUTb CCbINKY
Ha Kaspersky Endpoint Security n HacTpoinTe napameTpbl B 6rioke C nomoubio SMS.
Y6eoutecb, 4TO B MNapamMeTpax Y4YeTHbIX 3anucel  nonb3oBaTenen  ykasaH

Homep TenedoHa.

Ona yctaHoekn Kaspersky Endpoint Security ans Android c nomowbto QR-koga
Bolbepute [lokasaTb CCbIIKY Ha MHCTaNMSAUMOHHBLIA MNaKeT WU BbINOSHUTE

ckaHupoBaHne QR-koaa ¢ NoMoLLbo kaMepbl MOBUITBHOrO YCTPONCTRA.

Ecnu Bam He nogowen HW OAMH M3 NepeYncrieHHbix cnocobos, Bbibepute lMokasaTb
CCbINKY Ha MHCTaNMSAUUOHHbLIN nakeT — CkKonupoBaTb, YTOObl COXPaHWUTbL CCbISKY
ansa yctaHoBkun Kaspersky Endpoint Security gns Android B 6ydep obmena. Nepepante

CCbIJIKY Anda yCTaHOBKW NMpUIoXxXeHna nodbLIM OOCTYNMHbIM crnocobom.

8. 3aBepmTe paboTy macTepa NOAKIMOYEHNS HOBOrO MOBUIIBHOrO YCTPOWMCTBA.

Mocne ycrtaHoBkn Kaspersky Endpoint Security gns Android Ha mMoburnbHble yCTponcTBa

nonb3oBaTterien Bbl CMOXeTe HacTpavBaTb napameTpbl YCTPOUCTB U NPUMOXEHUI C MOMOLLbIO

rpynnoBbIX nonutuk (cM. pasgen "lpynnoBble NONUTUKM ANSA ynpaBneHns MobunbHbIMM

ycTponcteamu" Ha cTp. 34).

Ycmaroeka Kaspersky Endpoint Security dns Android

22



Co3gaHne MHCTanNsaUMOHHOro nakeTa

MHcTtannsumoHHbin nakeT Kaspersky Endpoint Security gns Android npepgcraensietr cobowu

camopacrnakoBblBalOWUNCA apxuB ak package.exe. BcoctaB apxuBa BxoOaAT dawinbl,

HeO6XODMMbIe ana yCTaHOBKMU MOOUBHOro NMPUNoXeHmna Ha yCTpOI;lCTBaZ

e adb.exe, AdbWinApi.dll, AdbWinUsbApi.dll — Habop ¢annos, HeobxoouMbll

ANs ycTaHoBKN MobunbHoro npunoxenusa Kaspersky Endpoint Security gns Android;

e installer.ini — KOH(UrypauuoHHbln dann ¢ napameTpamu  MNOAKMNIOYEHUS

k CepBepy agMUHUCTPUPOBAHUS;

e KES10 xx xx xxx.apk — YCTaHOBOYHbIN pann MobunbHoro npunoxeruss Kaspersky

Endpoint Security ans Android;

e kmlisten.exe— YyTUNMTa [JOCTaBKM WHCTaANNAUMOHHOIO nMaketa Ha MOOunbHoOE

YCTPOWCTBO Yepe3 pabouyto CTaHLMIO;

e kmlisten.ini — KOH(UrypaumoHHbIM chansi ¢ napameTpamn Ans yTUnuTbl OCTaBKU

MHCTaINMAUMOHHOrIO NakeTa,;

e kmlisten.kpd — dann c onnucaHmem nporpaMmmel.

» Ymobsi cozdamb uHCmannsayuoHHbIU nakem Kaspersky Endpoint Security

05 Android, ebinonHume criedyrouwjue delicmeusi:

1. B pepeBe koHconu BblbepuTe nanky [JdononHuTenbHO — YpaneHHas YycTaHOBKa —

MHcTannsAuMOHHbIEe NaKeTbl.

B pabGoyen ob6nactm nankm WHCTaNNAUMOHHbIE NaKeTbl HAaXMUTE Ha KHOMKY

Co3aaTh MHCTANNAUNOHHBLIW Naker.
3anycTuTcs MacTep co3gaHust MHCTannsUMoHHoro naketa. Crnegyinte ero ykasaHusim.

B okHe MmacTepa BbibepuTe TUN MHCTaNNSALMOHHOIO MakeTa HaXMWUTE Ha KHOMKY

Co3paTb MHCTaNNAUMOHHBLIA NakeT ANA nporpammel "Jlabopatopuun Kacnepckoro”.

B okHe wmactepa BbiGbop auctpubytMBa nporpamMmbl  4ns YCTaHOBKM Bblibepute

CaMopacnakoBbIBAOLLMIACA apxuB ak package . exe, KOTOPbI BXOOAWUT B KOMMMEKT NOCTaBKM.

Ecnu apxuB 6b1n pacnakoBaH paHee, TO Bbl MOXeTe BbliOpaTbh BXOASLLUA B COCTaB apxmBa
dann conucaHnem npunoxeHuss kmlisten.kpd. B pesynbTate BnMone BBoOAa

OTO6pa3I/1TCFI Ha3BaHME NPUIoXeHnda n HoMep Bepcun.
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Mocne 3aBeplleHuss paboTbl MacTepa CO3[AaHHbIA MHCTANmMSUMOHHbLIA nakeT Oyaet

oTobpaxatbcsa B pabouven obnactu nankn WMHcTtannAuuoHHble nakeTbl. Ha Cepsepe

AOMUHUCTPUPOBAHUA NHCTAIJNTALNOHHBLIE NMaKeTbl XPaHATCA B 3agaHHoM nanke obLero AocTyna

B cnyebHown nanke Packages.

HacTtpounka napameTpoB
MHCTanNMALUMOHHOIO nakeTa

» YmobsI Hacmpoums napamempbl UHCMansyUOHHO20 rnakema, 8bIrnoHuUme
cnedyrouwue delicmeusi:

1. B pepeBe koHconu BbibepuTe nanky [ononHuTensHo — YaaneHHas ycTaHOBKa —

MHcTannsAUuMOHHbIEe NaKeTbl.

2. B KOHTEKCTHOM MeHI0 MHcTannsunoHHoro naketa Kaspersky Endpoint Security gns Android

BblOepuTe NnyHKT CBOMCTBA.

3. Ha 3aKnagke I'Iapameprl YKaXXute napamMeTpbl NOAKIMHYEHUA MOOUIbHbIX yCTpOVICTB

k CepBepy agMUHUCTPMPOBAHUS U MMS TPYNMbl aAMUHUCTPUPOBAHMS, B KOTOPYlO OyayT

aBTOMaTUN4YeCKn ,EI,OGaBJ'IeHbI MOOUbHbIE yCTpOIZCTBa nocne I'IepBOIZ CUHXPOHM3aLUnn

C CepBGDOM AOMUHNCTPUPOBAHUA. ,D,J'IFI 9TOro BbINOJIHUTE CcrneaywLuine DencTBuA:

B 6noke MogknioyeHue k CepBepy agMMHUCTPUPOBAHUA B none Agpec cepBepa
ykaxute ums Cepsepa agMUHUCTPUPOBAHNA AN NOAKMIOYEHNST MOOUIBHBIX YCTPOWCTB
B TOM (popmaTte, B KaKOM OH Obinl yka3aH npu ycTaHoBke KomnoHeHTa [Moppepxka

MOOUNbHbIX YCTPOUCTB BO BpeMs pa3BepTbiBaHMA CepBepa aAMUHUCTPUPOBAHMS.

B 3aBucumoctn oT hopmaTta mmeHn CepBepa agMUHUCTPUPOBAHUS OS1S1 KOMMOHEHTA
Mopaepkka MOOUNbHbLIX ycTpoucTB Ykaxute DNS-ums wnm IP-agpec Cepsepa
agMuHucTpmpoBaHus. B none Homep SSL-nopTta ykaxute HOmep nopTa, OTKPbITOro
Ha CepBepe aAMWHUCTPUPOBAHWUS  ANSA MNOAKMHOYEHUS  MOOWMbHBbIX  YCTPOWCTB.

Mo ymonyaHuio ncnonedyetcsa nopt 13292.

B 6noke Pa3melueHne KomnbloTepoB No rpynnam B rnosie Uma rpynnbl BBEAMTE UMSA
rpynnbl, B KOTOpylo OyayT pobGaBneHbl MOOMIbHbIE YCTPOWCTBA MOCNEe MepBoOW

cHXpoHu3auun ¢ Cepsepom agMUHUCTPUpPoBaHuUA (No ymonyaxHuio KES10).

YkaszaHHaa rpynna OygeT cosgaHa aBTomatuMyecku B nanke [onofHUTeNnbHO —

Onpoc cet — [lI0MeHbI.
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e B 6noke [encTtBMA npu yCTaHOBKE YyCTaHOBUTE naxok 3anpawmBaTb agpec
3NeKTPOHHOM MOYTbI, 4YTOObI MpM NEPBOM 3anycke MNPUIOXEHWe 3anpalumsarno

y Nonb3oBaTens ero agpec KoprnopaTUBHOWM 3M1EKTPOHHOM MOYTbI.

Ap,pec SJ'IeKTpOHHOIZ NOYTbl Nofib3oBaTesnA UCNosb3yeTcAa A5A CbOpMI/IpOBaHVIFI MMEHU

MOOUBHbIX yCTpOVICTB npun ﬂ,06aBJ'IeHI/II/I nx B rpynny agMMHUCTPUpPOBaHUA.

4. YT0oO6bl NPUMEHUTb YKa3aHHbIE NAapamMeTpbl, HAXMUTE Ha KHOMKY MpUMeHnTb.
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Co3paHne aBTOHOMHOIO NnakeTa YCTaHOBKHA

» YmobblI co30amb a8MOHOMHbIL rakem ycmaHOBKU, 8bIrnosHuUme credyrouwue delicmeusi:

1. B pepeBe koHconu BbiGepuTe nanky [ononHuTenbHo — YpaneHHas ycTaHOBKa —

MHcTannsuMoHHbIe NaKeTbl.

2. Bblbepute MHCTaNNAUMOHHbLIM nakeT npunoxeHna Kaspersky Endpoint Security

ans Android.

B KOHTEKCTHOM MEHI0 MHCTaNMSLMOHHOIO nakeTa Bbl6epVITe MYHKT Co3gaTtb aBTOHOMHbIN

nakeT yCTaHOBKMW.

B pe3ynbTtaTte 3anyCtuTtca mMmactep co3gaHnAd aBTOHOMHOIO naketa YCTaHOBKW. Cnep,y|7|Te

€ro ykasaHusim.
HacTpoiiTe cnocobbl pacnpocTpaHeHst aBTOHOMHOIO NakeTa yCTaHOBKM:

e YT06bI pacnpocTpaHnTb NyTb K COOPMUPOBAHHOMY aBTOHOMHOMY MaKETy YCTaHOBKU
cpeau nonb3oBaTenen Mo SMNeKTPOHHOW noyte, B 6noke [danbHeuwue AOenACTBUS
nepengute Mo ccolrike Pasocnatb CCbIIKY Ha aBTOHOMHbIA NakeT YCTaHOBKMU

Nno 3N5IeKTPOHHOM nouTe.

OTKpOGTCFI OKHO CO3aaHnsA coobLLEeHUs, TEKCT KOTOPOro CoAepPXXUT NyTb K Nanke obLiero

AocTtyna C aBTOHOMHbIM NakeToM YyCTaHOBKW.

e UYT0obbl pasmMecTuUTb CCbIIKYy Ha CHOPMUPOBAHHLIN ABTOHOMHbIA MNaKeT YCTAHOBKM
Ha Beb-canTe cBoen komnaHun, nepengute no ccoiike [Mpumep HTML-kopa

ONSA pasMeLlleHUA CCbIIKU Ha Be6-canTe.
OTkpoeTtcsa tmp-chann, cogepxkawmin HTML _RJL ccbinku.

UTto6bl OnybnvkoBaTb COOPMUMPOBAHHLIN aBTOHOMHBIN MakeT yCcTaHOBKM Ha Beb-cepsepe
Kaspersky Security Center, a Takke NpocMOTpeTb BECb CMMCOK aBTOHOMHbIX MaKeTOB
ANsi BbIOpAHHOTO  MHCTaNMNSAUMOHHOrO nakeTa, B OKHe Mactepa MacTtep co3paHus
aBTOHOMHOroO naketa YCTAaHOBKW YCMeWHO 3aBeplumn paboTy ycTaHOBUTE axok

OTKprTb CMNCOK aBTOHOMHbIX NAaKeToB.

Mocne 3aBeplueHMsi paboTbl MacTepa OTKPOETCs OkHO CMMUCOK aBTOHOMHBLIX MaKeToB

ANA MHCTannsaAuuMoHHoro naketa <Umsa nHcTannsiLMOHHOrO NakeTa>.

YcmaHoeka Kaspersky Endpoint Security dnst Android

26



OkHo Cnucok dBTOHOMHbIX nakeToB AnA MHCTannAuMoHHOro nakeTa <Ums

MHCTaNJISILMOHHOrO NakeTa> CoOoePKUT CneayoLLyo MHopMaLmIo:
e CMNUCOK aBTOHOMHbIX NaKeTOB YCTAHOBKMY;
e CceTeBOW NyTb K nanke obLiero goctyna B none MyTb;

e agpec aBTOHOMHOro naketa Ha Beb-cepeepe Kaspersky Security Center B none

Beb6-agpec.

Mpn paccbinke Mo aNeKkTPOHHOM MoYTe Bbl MOXETe yka3aTb B KadeCcTBe pecypca Ans 3arpysku
Nnorib30BaTeNsIMM YCTAHOBOYHOMO (panna MpunoXeHns Kak adpec, cogepxalunca B rnone
Beb-agpec, Tak u agpec, ykasaHHboli Bnone [Mytb. [lpu pacceinke SMS-coobLieHui

nonb3oBaTenidM crnenyeT yKka3daTb CCbIJIKY A5d 3arpy3ku, cogepXxallyroca B none Be6-a,qpec.

PekomeHayeTcs ckonupoBaTb agpec MOArOTOBMEHHOrO aBTOHOMHOrO mnakeTta B Gydep
obmeHa, 4ToObl 3aTeM [O00aBUTb CCbISIKY ANs 3arpy3kM HYXXHOro YCTaHOBOYHOro dhaina

B COOOLLEHME SMNEKTPOHHOM MoYThl Unn SMS-coobuieHre ang nonb3oBaTenen.

HacTpovka napameTpoB CUHXPOHM3aLNN

[Ons npumeHeHust rpynnoBOM MNOMUTUKM Ha MOOMIbHBIX YCTPOWCTBAxX MNONb3oBaTenen cregyet

HaCTpPOUTb NEPUOONYHOCTb 3anycka CMHXpoHmn3auun ¢ Kaspersky Security Center.

Mo ymon4yaHutio MobunbHble YCTPONCTBA aBTOMaTUYECKN CUHXPOHU3NPYIOTCA ¢ Kaspersky Security

Center kaxxgpble WeCTb YacoB. ABTOMaTH4eckas CUHXPOHM3aLUKNA B 30HE POYMUHIa BKIHOYEeHa.

» Ymobbl Hacmpoums napamempbl CUHXPOHU3aUUU MOBUbHbIX ycmpoulicme
¢ Kaspersky Security Center, ebirnoniHume criedyrowjue delicmeusi:

1. B pepeBe koHconu BblbepuTe rpynny agMUHUCTPUPOBAHMS, B KOTOpYl Ao6aBneHbl

MOGUMbHbIE YCTPOUCTBA.

2. B pabo4yert obracTtu rpynnbl aaMUHUCTPUPOBaHUA Ha 3aknagke Monutuku BbiGepute

NONMNTUKY ANna ynpaerieHnsa MOOUNBbHLIMN yCTpOVICTBaMM.

3. OTKpoITE OKHO CBOWCTB NMONUTMKM ABOVMHbIM LLENTYKOM MbILLW.
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4. B okHe CBowncTBa: <HasBaHue nonuTtuku> BbibepuTte pasgen CUHXpoHU3auums.

5. Bblbepute nepuvoaMyHOCTL  3amycka CUMHXPOHM3ALUMM B PacKpbIBaKOLLEMCS  CrUCKe

3anyckaTb CUHXPOHU3aLUMUIO.

6. YTtob6bl 3anpeTnTb CMHXpPOHM3auuto ycTponctBa ¢ Kaspersky Security Center B poymuHre,
yCTaHOBUTE (PriaXKok BbIKNIOUYMTbL CUHXPOHU3aLUIO B POYMUHTe.
lMonb3oBaTenb YCTPOMCTBA MOXET BbINOMHATL CUHXPOHU3ALMIO BPYYHYK B HacTpomkax
NpUNoXeHus ( — HacTponkm — CuHxpoHusaumsa — CUHXPOHU3NPOBATh).

7. Ytob6bl CKpbITb OT Nonb3oBaTeNs napamMeTpbl CUMHXPOHM3aUUW (agpec cepsepa, NopT u
rpynna agMMHUCTPUPOBaHUA) B HACTPOMKaX NPUNOXEHUs, CHUMUTE cpnaxok MokasbiBaTb

napamMmeTpbl CUHXPOHU3aAUMN Ha yCTpOﬁCTBe. M3ameHnTb CKpbITblE  NMapamMeTpbl

HEBO3MOXHO.
8. Haxmute Ha KHOMKY anIMeHMTb, YTOObI COXPaHUTb BHECEHHbIE NU3MEHEHNA.

MapameTpbl HA MOGUNBHOM YCTPOMCTBE BYAyT HAaCTPOEHbI MOCMe OYepeaHON CUHXPOHM3ALMN

ycTponctea ¢ Kaspersky Security Center.
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YcTaHoBKa nnarvHa Kaspersky
Endpoint Security

[nsa ynpaBneHns MobunbHbIMM YCTPOMCTBaMM Ha pabovee MeCTo agMUHUCTpaTopa Heobxoanumo
ycTaHoBUTb nnaruH ynpaeneHus Kaspersky Endpoint Security. MNMnarvH ynpaeneHus Kaspersky
Endpoint Security obecneunBaeT uHTepdenc ynpaBneHuss MOOWUMBbHBIMW YCTPOWCTBAMU U
YCTAQHOBJIEHHBbIMW HA HUX MOOUIbHBIMM MPUNOXEHNAMN 4Yepe3 KoHCOoMb aaMWHUCTPUPOBAHMUSA

Kaspersky Security Center.

» YmobslI ycmaHosumb rniacuH yrpasneHusi Kaspersky Endpoint Security,
CKOMUPYNTE W13 ANCTPUOYTMBA KOMIIIEKCHOIO pPELUEHUST YCTaHOBOYHbIA hann  nnarvHa
klcfinst.exe W 3anycTute ero Ha paboyem MecTe agMUHUCTpaTopa.

YcTaHoBKa ConpoBOXaaeTcss MacTepoM U He TpebyeT HacTPOMKU NapameTpoB.

Bbl MoxeTe ybeauTbCsi, 4TO MnarMH ynpaBfeHUs YCTaHOBMEH, MNPOCMOTPEB  CMMCOK
YCTAHOBMIEHHbLIX  MAarvMHOB  yrpaBreHuss  nporpammamyn B OkHe  cBonctB  Cepsepa
aAMUHUCTPMPOBaHUSA B pasgene [dononHutenbHo — WHcpopmaumsa 06 ycTaHOBMEHHbIX

nnarnHax ynpasneHuda nporpaMmmMmamMu.



YaaneHue Kaspersky Endpoint
Security ana Android

Bbl mMoxeTe AuctaHumoHHO yaanutb Kaspersky Endpoint Security ana Android ¢ MOGUNbHBIX

yCTpOVICTB nonb3oBaTtena crneayrwmnmm crnocobamu:

e C nomouwbto prI'II'IOBOIZ NONUTUKN. OTOT cnocob yﬂ,06eH, eClin Bbl XOTUTE YyOalnunTb

npunnoxeHme ¢ HeCKOJbKMNX yCTpOIZCTB OQHOBpPEMEHHO.

e C NoMoLLb0 HAaCTPOMKKN FTOKanbHbIX NapaMeTpPoB NPUMOXeHUs. ATOT cnocob yaobeH, ecnu

Bbl XOTUTE yaannTb npunoxeHmne ¢ otaeribHoro yCTpOIZCTBa.

» Umobbi ydanume npurioxeHUe ¢ MoOMOWbH MPUMEHEeHUs 2pyrnnogoll noiaumuku,
8bIrnosIHUmMe crnedyrwue o0eticmeus:

1. B pepeBe KOHconu B nManke YnpaBnsieMble YCTpoWcTBa Bbibepute rpynny
aAMUHUCTPUPOBAHUS, B KOTOPYH BXOAAT MOOUIbHbIE YCTPOMCTBA, Ha KOTOPbLIX Bbl XOTUTE

yaanutb Kaspersky Endpoint Security gns Android.
2. B pabouyert obnactu rpynnbl BbibepuTe 3aknaaky Monutuku.

3. B cnucke nonutuk BbIGepuTe NonMTUKY ANs nporpammbl Kaspersky Endpoint Security

A5t MOBUMNBbHBIX YCTPOMCTB.

Ecnu TpebyeTcs, Bbl MOXeTe co3gaTb HOBYHO FPYMMNOBYHO MOMAUTUKY.
4. OTKpOWTE OKHO CBOWCTB MOSNIUTUKN ABONHBIM LLENTYKOM MbILLN.
5. Bblbepute pasgen JONONHUTENBLHO.

6. B 6noke YpaneHue Kaspersky Endpoint Security ans Android ycrtaHoBuTe dnaxok

Ypanutb ¢ yctponctBa Kaspersky Endpoint Security gna Android.
7. HaxmuTe Ha kKHonky NMpUMeHUTb, 4TOoObl COXPaHUTb BHECEHHbLIE N3MEHEHMS.

B pesynbtate nocne cuHxpoHusdaumm c CepBepoM aaMWHUCTPUPOBAHUA MPUIIOXKEHWE
Kaspersky Endpoint Security ans Android ©yget yaaneHo ¢ MOOWMbHbIX YCTPOWCTB.

Monb3oBaTeny MOBUIbHBIX YCTPOWCTB Norny4vaTt yBeaoMreHne 06 yaaneHum npunoxeHus.



» Umobsi ydanume ripusioxeHue ¢ noMowbro HacmpoUKU SI0KaslbHbIX rnapamempos,
8bInosIHUmMe cnedyruue 0elicmeus:

1.

B

B nepese koHconu BbiGepuTe [oNoONHUTENLHO — YnpaBrieHWe MOOUNbHbLIMU

yctponcTtBamu — MobunbHbIe yCTPOUCTBA.
B cnucke yctponcTs BblbepuTe YCTPOMCTBO, HA KOTOPOM Bbl XOTUTE YAANUTb NPUMOXEHME.
OTKpONTE OKHO CBOMCTB YCTPOMCTBA 4BOWHbBIM LLENMYKOM MbILLN.

Boibepute pasgen lMporpammbl — Kaspersky Endpoint Security ans Mo6unbHbIX

YCTPOMCTB <Bepcua>.
OTkponTe oKHO cBOMCTB NpunoxeHus Kaspersky Endpoint Security ABOVHbIM LLEMYKOM MbILLIN.
Bbibepute pasgen [lononHUTenbHO.

B 6noke YpaneHune Kaspersky Endpoint Security ansa Android yctaHoBuTe dnaxok

Ypanutb ¢ yctponctBa Kaspersky Endpoint Security gna Android.
Haxmute Ha kHonky MpuMeHnTb, 4TOObl COXPaHUTbL BHECEHHbBIE U3MEHEHWS.

pe3ynbTtate nocrne CUHXpoHU3auumn CCGpBepOM AOMUHUCTPUPOBAHNA TMpUnoXxeHmne

Kaspersky Endpoint Security ©ygeT yaaneHo ¢ MobunbHOro ycrtponctea. [lonb3oBaTernb

yCTpOIZCTBa nonyynT ysegomrieHne (o]6) yoanexHnn npunoXXeHnA.

YdaneHue Kaspersky Endpoint Security dnsi Android
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[TogrotoBKa nporpamMmmsl K paboTe

Mocne ycTaHOBKM NporpaMMbl TpebyeTcsi BbINOMHUTL crieaytolimne AencTBUS:
1. CospaTtb OTAENbHY rpynny agMUHUCTPUPOBAHNUSA ANst MOOUbHBIX YCTPOMCTB.
2. CosgaTb NONUTKKY Anst MOBUNbHBLIX YCTPOUCTB.

3. AkTtuBMpoBaTb MOGUNbHOE NpunoxeHne Kaspersky Endpoint Security gns Android.

B aTtom pasgene

CosgaHue rpynnbl aOMUHUCTPUPOBAHYIS .........cevuruueeeeeeeeeetiiiaaesaeeesssssttaaaaaeeessessstsnaaaaeaaesennnes 32
pynnoBble NOAUTUKM AN YNpPaBReHUs MOOUITbHBIMU YCTPOUCTBAMM ....ccoeeeeeeeeeeeeeeeeeeeeeee e 34
AKTUBALMS TIPUITOMKEHUIS .ottt eeeeeeeeettiea e e e e e e e e eeeet s e e e e e e eeeatss e e e e eeeeeeatt s e e e eaeeeesnnnnnaaaeeaees 37

Co3sgaHue rpynnbl agMUHUCTPUPOBAHUS

LleHTpanu3oBaHHaa HacTponka napameTpoB npunoxernuns Kaspersky Endpoint Security
ans Android, yCTaHOBMEHHOIO Ha MOBUIbHBIX YCTPONCTBAX MONb30BaTENeN, BbIMOMHAETCH Yyepes
NPUMEHEHME K 3TUM YCTPOMCTBaAM [pPynnoBbIX MONUTUK (CM. pasgen "[pynnoBble MNONUTUKK

ANs ynpaBreHus MOOUMNbHBIMKU YCTpocTBaMK" Ha cTp. 34).

,uﬂﬂ TOro 4TtobbI NPUMEHNTb NOJNINTUKY K rpynne yCTpOI7ICTB, nepen yCTaHOBKOIh MOBUNBLHOro
NPUNOXeHnA Ha yCTpOIZCTBa nonb3oBaTenen pekomMeHayeTca co3natb And 3TUX yCTpOIZCTB

OTAENbHY0 rpynny aaMUHUCTPUPOBaHNS B Nanke YnpaBnsiemble yCTPOUCTBA.

Mocne cosgaHus rpynnbl agMUHUCTPUPOBAHUA PEKOMEHAYEeTCA HACTpOUTb aBTOMaTtuyeckoe
nepemelleHne B 3Ty rpynny ycTtpoucTte (cm. pasgen "CosgaHve npasuiia aBTOMAaTUYECKOro
nepeHoca YCTPOWCTB B rpynny agMUHUCTPUPOBaHUA" Ha cTp. 17), Ha KoTopble Bbl XOTUTE
yCTaHOBUTb MpunoxeHune. 3ateM Heobxoaumo 3agaTb obwWmMe Ang BCcex YCTPOWCTB napamMeTpbl

C MOMOLLbIO prﬂﬂOBOVI NOJNMUTUKN.



>

Umobsi coddamb 2pyriny aOMuHUCMpPUPOB8aHUS, 8bINosIHUMe criedyroujue oelcmeaus:

1. B pepeBe koHcomnu BbibepuTe nanky YnpaBnsemble yCTPOUCTBA.

2. B paboyen ob6Gnactm nanku YnpaBnsieMble YCTPOWCTBA WM BIIOXEHHOW Manku

BblGepuTe 3aknagky YCTpoucTBa.
3. Haxmute Ha kHonky Co3aaTtb rpynny.
OTKpoeTCs OKHO CO34aHUsA HOBOW rpynnbl.
4. B oTkpbIBLIEMCA OkHE UMA rpynnbl BBEOUTE MMS rpynnbl U HaxXMuTe Ha kHonky OK.

B pesynbTaTe B AepeBe KOHCONW MOSIBATCS HOBas Nanka rpynnbl agMUHUCTPUPOBAHMS
C 3afaHHbIM UMeHeM. MoapobHble cBefeHus o paboTe C rpynnamv agMUHUCTPUPOBAHMUS CM.

B Pykosodcmee admuHucmpamopa Kaspersky Security Center.

Modzomoeka npoepammbi kK pabome
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["pynnoBbie NONMUTUKN ANS YyNpaBreHus
MOOUITbHLIMKW YCTPONCTBaAMMU

OToT pasgen coaepXuT MHopMaLMio O rpynnoBON MOMUTUKE ANS YNpaBneHns MoGUbHbIMU

yCTPOWCTBaMU, CO34aHUN U yaaneHny rpynnoBOr NOMUTUKK.

B aTtom pasgene

O TPYMMOBOM MOSTATUIKE c.evvuuiieeeeeeeeetttt e e e e eeeeeettta e e e eeaeeeeassaa e e e eaeeseessss e aeeaassssssssnnaaaeeaeeesnnnes 34
Co30aHNE TPYMMOBOM MOTMUTUKM ....eevvviiiseeeeeeeeetttiee e e e eeeeeeeatta e s e eeeeeesessba e aeeeessesssssnaaaaaaaeesnnnes 35
YaaneHne rpynnOBOM MOSMATUKM ......eeeeeeeeeitiaseeeeeeeeeetitaaaeeeeeeeeaetssaaaaaeaeeeensssnaasaeaeeeesnnsnnnaaaaeees 36

O rpynnoBoun nonunTuke

lpynnosass nonumuka — 9TO eOuHbIi Habop napameTpoB Ans ynpasreHust MOOGUMbHLIMU
YyCTPOWCTBaMK, BXOOSLIMMM B rpynny agMUHUCTPUMPOBAHUS, a Takke YCTaHOBIEHHbLIMU
Ha yCTpOMCTBaX MOOUMbHBIMA NPUMOXEHUsIMU. Bbl MoxeTe co3gaTtb rpynrnoByto  MOMUTUKY

C NMOMOLWbIO MacTepa co3aaHunA NoJNINTUKNA.

C nomoLLblo NONUTUKM Bbl MOXKETE HacTpamBaTb NapamMeTpbl Kak OTAENbHbIX YCTPOWCTB, Tak U rpynmbl.
[nsa rpynnbl  YyCTPONCTB MapamMeTpbl YNpPaBfieHNWS MOXHO HacTpOUTb B OKHE CBOWCTB [PYMMNOBOW
MONMUTKKW, OS99 OOHOrO0 YCTPOWCTBA — B OKHE JlOKamnbHbIX MapaMeTpoB nporpammebl. [lapameTpbl
ynpaBneHus, 3afaHHble WUHAMBMAOYANbHO A1 OQHOro0 YCTPOWCTBA, MOFYT OTNMYATbCS OT 3HAYEHWN

napameTpoB, YCTAHOBIIEHHbIX B MOMUTUKE OS5 IPYNMbl, B KOTOPYH BXOAWUT 3TO YCTPOWCTBO.

Kaxgbih  napameTp, MpeAcTaBneHHbI B NONMUTUKE, MMeeT aTpubyT — "3amok", KOTOpbIn
MoOKa3biBaeT, HaNMOXEeH Nu 3anpeT Ha M3MEHEeHWe napaMeTpa B NOMUTUKAX BIOXEHHOrO0 YPOBHSA
nepapxum (Ons BIIOXEHHbIX TrPynn W nogYMHeHHblX CepBepoB aaMUHUCTPUPOBAHMUSA) U

B NOKanbHbIX NapaMeTpax Nporpammbl.

3Ha4yeHuss NnapameTpoB, 3adaHHble B MOMUTUKE U B NIOKanbHbIX MapamMeTpax nporpaMmbl,
coxpaHsitoTcs Ha CepBepe agMUHUCTPUPOBAHUS, PaAcNpPOCTPaHAKTCA Ha MOOWUIbHbLIE YCTPONCTBA

B XoAe CUHXPOHU3aUUNN N COXPaHAKTCA Ha yCTpOIZCTBaX B Ka4yecTBe D,eIZCTByPOLLI,I/IX napameTpoB.



Ecnu nonb3oBatens ycTaHOBUT Ha CBOEM YCTPOWCTBE Apyrue 3Ha4YeHwWs napameTpoB, KOTOpble
He 6binn 3admnKCMpoBaHbl "3aMKOM", TO NpU OYEPEeaHON CUHXPOHU3auUmn ycTporctea ¢ CepBepom
agMVHUCTPUMPOBAHMA  HOBble  3HaYeHuss  napameTpoB  Oyayt  nepedaHol  Ha CepBep
aZIMUHUCTPUPOBAHUS N COXPaHeHbl B fOKarnbHbIX MapameTpax nporpaMmmbl BMECTO 3Ha4YeHWuwn,

KOTOpble Obinn yCTaHOBJ1€HbI paHee aMUHUCTPAaTOPOM.

MogpobHyto MHopMauuo o paboTe C NONMTUKAMKU U TpyNnaMu agMUHUCTPUMPOBaHNst B KoHconu
agMuHuctpupoBaHus  Kaspersky Security Center cm. B Pykoseodcmee admuHucmpamopa

Kaspersky Security Center.

Co3gaHue rpynnoBom MoSINTUKN

Monutukn, cchopmmpoBaHHbIE A1 rPynnbl aMUHUCTPUPOBaHKSA, OTOBpaxatoTcs B paboyven obnactu
rpynnbl B KoHconn agmunHucTpupoBaHus Kaspersky Security Center Ha 3aknagke Monutukn. MNMepen
MMEHEM  KaxXgoW  MONMUTUKM — OTODOpaxaeTcs  3HAYoK,  XapakTepusylowui ee  cTaTtyc
(aktmBHa / HeakTMBHA). B ogHOW rpynne MOXHO Co34aTb HECKONbKO  MOMWUTUK AN pasHbIX
NPUNOXEHNA. AKTMBHOM MOXeT OblTb TOMbKO OdHa MONUTMKA ANS KaXOoro  MpUroXeHus.

Mpn co3gaHnm HOBOW aKTMBHOW MNOMNUTUKX NPeablayLlas akTMBHas NOfUTMKa CTAHOBUTCS HEAKTUBHOM.
Bbl MOXXeTe N3MEHATb NONUTKKY MOcne ee co34aHus.

» Ymobbi cozdamb nonumuky 055 yrnpasneHusi MoburibHbIMU ycmpotcmeamu,
8bInosIHuUme cnedyruwue 0elicmeus:

1. B pepeBe KOHconu BbliGepuTe Trpynny agMUHUCTPUPOBAHMS, [OJ1 KOTOPOM  HYXHO

co3gaTb NOMUTUKY.
2. B paboueri obnactu rpynnbl Bbioepute 3aknagky Monutuku.
3. TMo ccbinke Co3paTtb NONMUTUKY 3anyCcTUTE MacTep CO3AaHUS NOSNUTUKN.

Cnepgynte ykasaHWsiM Mactepa cosgaHus nonutukni. [ns nepexoda Mexagy OKHamu macTtepa
ncnone3dynte kHonky [Hanee. Ytobbl npekpatuTb paboTy macTepa, HaXMUTE Ha KHOMKY

OTmeHa B okHe macTepa. B atom cnyyae nonutuka He 6ygeTt cospaHa.
LWar 1. OnpeaeneHne Ha3BaHUs rPYNMNOBON NOSIUTUKU

Ha atom ware Bnone UmAa ykaxute MM HOBOW MNONUTUKU. Ecnun Bbl ykaxeTe uMs yxe

CYLLIECTBYIOLLIEN NOMUTUKM, K HEMY aBTOMaTn4eckn byaet nobaBneHo okoHYaHue (1).

MepenanTe K crneayoLlemMy LWary Mactepa co3faHust NOUTUKA.

Modzomoeka npoepammbi kK pabome
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LWar 2. Bbibop nporpaMmmbl AnA co3gaHus rpyrnnoBoOor NOJIMTUKK

Ha atom ware B cnucke nporpamm Bbibepute Kaspersky Endpoint Security ans MoGusnbHbIX

YCTPOUCTB <Bepcusa>.

CosgaHve nonuTUKM  ANna MOOWIMbHLIX ~ YCTPOMCTB  BO3MOXHO, €Cnn  Ha paboyem  mecte
agMUHUCTpaTopa YCTaHOBIeH nnarvH ynpaeneHusa Kaspersky Endpoint Security. Ecnn nnaruH

He yCTaHOBIEH, Ha3BaHNEe COOTBETCTBYHOLLIEN NporpamMmmbl ByaeT OTCyTCTBOBATL B CNNCKE MPOrpamm.
Mepengute Kk cneayoLlemMy Liary Mactepa Co3gaHus NONUTUKN.

LWar 3. Bbibop cOCTOAHUSA NONIUTUKN

Ha aTtom ware macTtep npegnaraeTt BbiopaTb COCTOSIHUE MONUTUKNL

e AxkTMBHaa nonutuka. MacTtep coxpaHaeT co3faHHyl nonutuky Ha Cepepe
agMuUHUCTpUpoBaHusA.  [lpu cnegylowen  CUHXPOHM3aUMM  MOOUIBHOMO  YCTPOWCTBA
c CepBepoOM aAMUHUCTPMPOBAHMS nonuTuka OyaeT WMCNoNb30BaTbCA Ha YyCTPOUCTBE

B Ka4yeCcTBe AENCTBYIOLLEN.

e HeaktTmBHaas nonutMka. MacTep coxpaHsieT co3daHHyl nonuTuky Ha Cepsepe
aAMVHUCTPUPOBaHMS Kak pe3epBHyto. B aanbHelwemM nonuTka MoXeT ObiTb akTUBMpOBaHa

no cobbITUIO. I'IpM HeobxoanumMocCTn HEeaKTUBHYHK MOJIUTUKY MOXXHO CAENaTb aKTUBHOW.

[Ona ogHom nporpamMmmbl B rpynne MOXHO CO3[0aTb HECKOJIbKO MNOJINTUK, HO aKTMBHOM
MOXET ObiTb TONMbKO OQHA W3 HUX. I'Ipvl CO30aHMN HOBOW aKTUBHOW MOMUTUKK

npenbioywasa aktuBHada noJyinTuka aBToMaTtn4eCkn CTaHOBUTCA HEaKTMBHOMN.

3aBepLumTe paboTy macTtepa.

YoaneHue rpynnoBov NONMUTUKU

» UYmobsi ydanumb 2pynnosyro noaumuky, 8binosiHuUme credyrouwue 0eticmeusi:

1. B pgepeBe koHconu BblbepuTe rpynny aaMUHUCTPUPOBAHUA, L1189 KOTOPOM  HYXHO

yOoanuTtb NONMUTUKY.

2. B pabo4yert obracTtu rpynnbl aaMUHUCTPUPOBaHUA Ha 3aknagke Monutuku BbiGepute

MNONMNTUKY, KOTOPYHO Bbl XOTUTE yOaAIUTb.

Modzomoeka npoepammbi K pabome
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3. B KOHTEKCTHOM MEHH0 MOMNMUTUKK Bbl6epVITe MYHKT Yoanutb.

B pesynbTate rpynnoBas nonutuka OygeTt yganeHa. [1o NMpUMEHEHUs HOBOW TpPynnoBOM
NOMUTUKN MOBUIbHbIE YCTPOWCTBA, BXOASALIME B rpynny agMUHUCTPUPOBAHUS, MNPOAOIKaT

paboTy ¢ napameTpamu, 3a4aHHbIMU B yAANeHHON NONINTUKeE.

AKTnBaLUS NPUINOXEHUA

B Kaspersky Security Center nuueHans MOXET pacnpoCTPaHATbCS Ha pasnuuyHbie rpynnbl
dyHKUMOHanbHoCTU.  [nda nonHoueHHoro  dyHkumMoHmpoBanus Kaspersky Endpoint  Security
anst Android Heobxogumo, YToObl NpMobpeTeHHasn opraHu3aumen nuueHsnsa Ha Kaspersky Security
Center pacnpocTpaHsinacb Ha YHKUMOHaNbHOCTL YnpaBneHne Moo6unbHbIMA YCTPOMUCTBaMM.
@DYHKUMOHANBHOCTb YnpaBneHue MOOUITbHbIMU ycTponcTBamMm npegHasHadeHa

ANS noakntoveHns MobunbHbix ycTponcTs k Kaspersky Security Center n ynpasneHus nvn.

MoppobHble cBegeHna o nuueHsanpoBaHun Kaspersky Security Center wn  BapuaHTax
nuueHsnpoBaHns cM. B Pykogsodcmee admuHucmpamopa Kaspersky Security Center e pasderne

"ITuueH3upogaHue ripoespammbl”.

OcobeHHocTb akTuBauun npunoxenna Kaspersky Endpoint Security onst Android coctont B TOM,
4YTO WHpopmauus O NUUEH3MM nepenaeTcs Ha MOOUITbHOE YCTPOMCTBO BMECTE C MOJSIUTUKOWN

npu CMHXpoHM3auun yctponcTea ¢ Kaspersky Security Center.

Ecnv akTBauusi NpPUMoOXEHUs He Npousollnia B TeYeHWe Tpex [OHEeN C MOMEHTa YCTaHOBKM
Ha MOOWNbHOE YCTPOMCTBO, TO MPUSIOXKEHWe aBTOMATUMYECKM MepekrtoyaeTcs B pexum paboTbl
C OrpaHMYeHHON (YHKUMOHaNbHOCTbO. B aToM pexunme paboTbl GOMbLUIMHCTBO KOMMOHEHTOB
npunoxexus He pabotaeT. Mpu nepexoae B pexmm paboTbl C OrpaHNYEHHON PYHKLIMOHANBHOCTbIO
NpuUnoXxeHve npekpawaeT BbIMNOMHATL aBTOMATUYECKYHD CUHXPOHM3aumio c Kaspersky Security
Center. MoaTomMy, ecnv no KakMM-To NPUYMHAM aKTUBALMS NMPUIIOXKEHUST HE NPOU3OoLLNa B TeYeHue
Tpex [OHel C MOMEHTa YCTaHOBKM, MOMb30BaTeNtd HEeobXoOAMMO  BPYYHYK  BbIMOSHUTb

cuHxpoHunsauuto ¢ Kaspersky Security Center.

» UYmobbi akmusuposams ripunoxeHue Kaspersky Endpoint Security dnsi Android,
8bInosIHUme cnedyruwue oelicmeus:

1. B pepeBe koHconu BblbepuTe rpynny agMUHUCTPUPOBAHMUS, B KOTOpYl Ao6aBneHbl

MOOWbHLIE YCTPONCTBA.
2. B pabouyernn obnacTtu rpynnbl aAMUHUCTPUPOBaHWUS Ha 3aknagke Monutuku BbiGepute

NONUTUKY ANnA ynpaBlieHnA MOOUITbHBLIMU yCTpOIZCTBaMI/I.

Modzomoeka npoepammbi kK pabome
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OTKpOWTE OKHO CBONCTB MOSIUTUKN SBONHBIM LLETYKOM MbILLN.

B okHe CBomcTBa: <HazBaHue NoNUTUKK> Bbl6epI/ITe pasgen HuueusupOBaHMe.

B 6noke JluueHs3usa B packpbiBaoLWeMCA Crnumcke Knrou Bbl6epI/ITe KoY ana aktnesauumn
npuNoXxeHumA, pa3MeLLI,eHHbIl7I B XpaHunuiie Krouen CepBepa AOMUHUCTPUPOBaAHUA

Kaspersky Security Center.

B none Hwxe OTO6pa3I/1TCFI Mchopmau,vm O NpuUnoXxeHumn, aOnda KOToporo np|/|o6peTeHa

NULEH3US1, CPOK OKOHYaHUS1 ENCTBUS NULIEH3NN, ee TUM.
YcTaHoBuTe doniaxkok AKTUBUpOBaTh KIo4oM U3 xpaHunuiia Kaspersky Security Center.

Ecnu npunoxeHve axktMBMpoBaHO 6e3 MOMOLUM KMOYa, pPasMELLEHHOro B XpaHunuiie
Kaspersky Security Center, Kaspersky Security Ans MoBbunbHbIX YCTPOUCTB 3aMEHUT 3TOT

KINHOY Ha KoY akTuBauumn BelopaHHbI B cnivcke Knrou.

UTto6bl  aKTMBMpOBaTb  MPUIIOXKEHWE  Ha MOOUNBHOM  YCTPOWCTBE  MoOnb3oBaTens,

3abnoKMpyTE N3MEHEHNEe NapaMeTpOB.

Haxxmnte Ha KHOMKY anIMeHMTb, YTOObI COXPaHNTb BHECEHHbIE NU3MEHEHNA.

MapameTpbl Ha MOGUINBHOM YCTpoOWCTBE OyayT HACTPOEHbl Mocne o4YepenHOl CUHXPOHM3ALMK

yctponctea ¢ Kaspersky Security Center.

Modzomoeka npoepammbi kK pabome
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[lpouenypa npuemMku

MNMepen BBOAOM NpoOrpaMMbl B 3KCMfyaTauuio MPOBOAUTCS Mpoleaypa MNpUeMKW, BKrovaoLwas

NPOBEPKY MpPaBWiIbHOW  YCTAHOBKM, paboToOCnoOCOOGHOCTM UK COOTBETCTBMS  ©e3onacHom

(cepTudnLMpPOBaHHON) KOHUTYPALIUN.

B atom pasgene

BE30MACHOE COCTOSAHME ...t e e e eee ettt e e e e e e e et s e e e e e e e e e et e e e e e e e e e eetetaa e e e e eeeeeeeessnaaaaeeeees 39

MpoBepka paboToCNOCOBHOCTU. EICAR ... ..o 40

Be3onacHoe cocTosHune

Mporpamma HaxoguTcs B 6€30nMacHOM COCTOSIHUM (CepTUULMPOBAHHON KOHUrypaumm), ecnu

BbIMOJTHAKOTCA CreayrLine yCrnoBud:

MpunoxeHne Kaspersky Endpoint Security ans Android akTuBMpOBaHO Ha BceX

MOOWNBHLIX YCTPONCTBAX.

e Ha rnaBHom okHe Kaspersky Endpoint Security gnsa Android oTobpaxkaeTtcs cooblieHune

YcTpOMCTBO 3alUMLLEHO (CM. PUC. HUXE).
e AHTMBUMPYCHble 6a3bl NPUNOXEHNS OBHOBMNEHBI HA BCEX MOBUIbHBIX YCTPOMCTBAX.
e HacTpoeHa akTMBHasi NONNTMKA, KOTOpasi MPUMEHSAETCSA Ha BCEX MOOUIbHbBIX YCTPONCTBAX.

e HacTpoeHo pacnucaHve aHTUBUPYCHOW  MNpPOBEpKUM Bcel  (pannoBon  CUCTEMbI

MOOMNBHOro YyCTPONCTRA.



e [lapameTpbl NPUNOXEHUs HaxoOATCA B paMKkax [AOMYyCTUMbIX 3HAYEHUW, MPUBEOEHHbIX
B MPUNOXEHUN K 3TOMY [OKYMeHTy (cM. pasgen “lNMpunoxeHue. CepTudumumposaHHoe

COCTOSIHME nporpamMmbl” Ha cTp. 71).

' al 100% M 3:56 PM

Kaspersky Endpoint Security

YCTpOHCTBO 3alMLLEHD

e Mposepka
MocnefHaA NPOBEpKa; CerogHA

c) O6HoBNEeHWe 6as

MocnegHes 0EHOBNEHME: CErOOHA

PucyHok 1. Uhmepagbelic npunoxeHusi 8 6e30macHOM COCMOSHUU

[TpoBepka pabotocnocobHocTn. EICAR

Utobbl npoBepuTb paboToOCnOCOBHOCTE AHTMBMPYCA, Bbl MOXETE WCMONb30BaTb TECTOBbIN

"Bupyc" EICAR.

TecToBbIN BUPYC NpeaHasHayeH Ana NnpoBepku paboTbl aHTUBUPYCHBLIX NporpaMmm. OH pa3spaboTtaH

opraHusaumen The European Institute for Computer Antivirus Research (EICAR).

lMpouedypa npuemku
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TecToBbIN BUPYC He ABMSIETCS BUPYCOM W HE COOAEPXKUT NMPOrpaMMHOro Kofa, KOTOPbIA MOXET

HaHeCT\n Bpen Ballemy M06I/IJ'IbHOMy yCTpOI7ICTBy, HO aHTUBUPYCHblE MNporpamMmmbl

OonbLUMHCTBA I'IpOVISBO,El,I/ITGJ'IGVI I/I,El,eHTVId)VILWIpyI'OT B HEM Yyrpogy.

daiin, KoTopbIN COOEPXKUT TECTOBbLIN BUPYC, Ha3biBaeTcs eicar.com. Bbl MOXeTe 3arpysuTtb ero co

cTpaHunubl canta EICAR http://www.eicar.org/anti_virus _test file.htm.

lMepen coxpaHeHneM anna Ha MOBUNBHOM YCTPONCTBE ybeamTech, YTO NMOCTOSIHHAA 3aliuTa

dannoB B 3TON nNanke OTKIIOYEHA.

MpoBepka paboTOCNOCOGHOCTM AHTUBMPYCA COCTOUT M3 CrEAYHOLLIMX 3TaroB.

1.

2.

MpoBepka paboToCNocOGHOCTH NPU YCTAaHOBKE BPEAOHOCHOMO MPUMOXKEHMS.

MpoBepka paboToCnocobHOCTM Mpu 3arpyske BPEAOHOCHOTO (haina BO BHYTPEHHIOW

namsiTb MOOULHOMO yCTpOIZCTBa.

» Ymobsi nposepums pabomocrnocobHocmb AHMueBUpyca rnpu ycmaHoskKe
8pe00HOCHO20 MPUSIOXKEHUS, 8bINoSIHUMEe criedyroujue delicmeusi:

1.

2.

3anyctute npunoxeHne Google Play™ Ha ycTponcTse.

Hangute npunoxenune Test Virus. [Onga atoro B cTpoke noucka Google Play BBegute

HasBaHWe npunoxeHuns n Haxmute ENTER.

Bbibepute Test Virus B cnucke pesynbTtaTtoB noucka. Test Virus paspabotaH opraHusaumen

Itus Mobile Security.

OTkpoeTcs cTpaHuua ¢ nogpobHbiMn cBegeHmamm o Test Virus.

Ha cTpaHuue nogpobHLIX CBEAEHUIN O NPUITOXKEHUN HAXMUTE YCTAaHOBUTD.
O3HakoMbTECh CO CMUCKOM MpaB, KOTOPbIE HYXXHbI NpunoxeHuto Test Virus.

Haxxmunte MPUHATL.

lMpouedypa npuemku
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http://www.eicar.org/anti_virus_test_file.htm

HauHeTcsa 3arpy3ka m yctaHoBka npunoxeHusi Test Virus. Kaspersky Endpoint Security
Ansa Android oBHapy>XMT BpeQOHOCHOE MPUIIOXKEHME U MPEeAnoXuUT ero yaanuTb. YCTaHOBKa

Test Virus 6yget npekpaiieHa. Bbl moxete npocMoTpeTb pesynbtatbl pabotbl Kaspersky

Endpoint Security ans Android B otueTax ( — OTYeThl).

3§ Al L)-‘Jl a 6:4 ’2 PM

KASPERJKY3

O6Hapy)keHa yrposa

OBHapyxeH:
EICAR-test-file

Mpunoxenue:
Test Virus

nPOMNYCTUTE  YOAJIUTH

PucyHok 2. O6bHapyxeHue 8pedOoHOCHO20 MNPUIOXeHUs

» Ymobsi nposepums pabomocriocobHocmbs AHmMu8euUpyca rnpu 3agpy3ke 8pedoHOCHO20
auna, ebinonHume crnedyruwjue delcmeus:

1. Otkponite BOpaysepe caut EICAR  http://www.eicar.org/anti_virus test file.htm

Ha yCTponcTBe.

2. Bbibepute pasgen Download.

lMpouedypa npuemku
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3. Hanmgute dann TectoBoro "Bupyca” eicar.com.txt n 3arpysunte gainn Ha yCTPONCTBO.

HauHeTca 3arpyska "Bupyca". Kaspersky Endpoint Security ana Android o6Hapyxut

BPEAOHOCHbIN dhann n yganuT ero. Bbl moxeTe npocMmoTpeTb pedynbtathl paboTel Kaspersky

Endpoint Security ans Android B otyeTax ( — OT4eThl).

lMpouedypa npuemku
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PasgeneHne goctyna K yHKUNUAM
nporpammel
NO NoNb30BaTeNIbCKUM POSISAM

B Kaspersky Endpoint Security Ansi Android npegycmMoTpeHb! criefytoLme yYyeTHble 3anuvcu:
e VYyeTHasa 3anucb agmuHucTpatopa Kaspersky Security Center.
e Y4yeTHasd 3anvcb NONb30BaTeNs MOOUMLHOIO YCTPONCTBA.

Apmunuctpatop Kaspersky Security Center

YueTHad 3anMcb agMuHUCTpaTopa  ChYXUT  ONd yNpaBneHuss  MOOWUMbHbIM — YCTPOVMCTBOM.
AOMUHUCTpaTOP ynpaBnseT MOOUMbHBIM YCTPOUCTBOM C MOMOLLLID KOHCONMM aaMUHUCTPUPOBaHUS
Kaspersky Security Center. AgmumHucTpaTtop cO034aeT rpynmnoBble MOSNUTUKK, B KOTOPbIX MOXET
HacTpouTb napameTpbl paboTbl Kaspersky Endpoint Security ans Android. Y agmmnHucTpatopa ectb
BO3MOXHOCTb 3abnokumpoBaTb Monb3oBaTentd MOOUMBLHOTO YCTPOMCTBA [OOCTYN K HACTPOVKam
Kaspersky Endpoint Security gns Android ¢ nomoLbto atpubyTta "3amok" & g rPynnoBON MONUTUKE.
AOMUHUCTPATOP TaKkke MMEeeT BO3MOXHOCTb AMCTaHUMOHHO yaanuTb Kaspersky Endpoint Security

anst Android. Takum 06pa3om MoBunbHOE YCTPONCTBO nepecTaeT ObiTb ynpaBriseMbIM.

AomuHncTpaTopbl Kaspersky Security Center moryT HacTpamBaTb NpaBa 4OCTyna nofb3oBaTenen
KoHconn  agMWHUCTPUPOBAHUSA K pasnuyHbiM  (PYHKUMAM  nporpaMmbl B 3aBUCUMOCTHU

OT cnyxebHbIXx 06A3aHHOCTEN NoMb3oBaTeENeNn.

B wuHTepdence KoHconv agMMHUCTPUPOBaHUS HAcTpoOWKa MpaB AOCTyna BbIMNOSHAETCA B OKHE
cBorictB CepBepa agMUHUCTPUPOBaHUSA Ha 3aknagkax besonacHocTb 1 Ponu nonb3oBartenen.
Ha 3aknagke Ponu nonb3oBartenem MOXHO [J00aBnATb TUMNOBbIE pPONM  MOfb30OBaTeNen
C HacTpoeHHbiM Habopom npaB. B paspene bBe3onacHocTb MOXHO HacTpavBaTb Mpasa
0551 OAHOro Monb3oBaTens unuM Ans rpynnbl Nonb3oBaTenen, a Takke HasHayaTb ponn O4HOMY
nonb3oBaTento unu rpynne nomnb3oBaTenen. [paBa nonb3oBaTenen A8 Kakgon nporpaMmbl

HacTpamBalTCs N0 bYHKYUOHaIbHbIM 061acCmsiM.



Ona kaxgon yHKUMOHANbHOM 06nacTM aaMWHUCTPATOpP MOXET HasHadaTb cregyloume

npaea gocrtyna:

e Paspewntb usameHeHue. [lonb3oBatenito KoHCONMM agMUHUCTPUPOBAHUS paspeLleHo

M3MEHATb NapaMeTpPbl NMOJINTUKN B OKHE €€ CBOWCTB.

e 3anpeTutb u3MeHeHue. [lonb3oBatento KoHcoNMM aaMMHUCTPUPOBAHWUS 3anpeLleHo
M3MEHATL MapaMeTpbl MOMIUTUKN B OKHE €e CBOWCTB. 3aknagku MONUTUKKM, BXoasLine
B pyHKUMOHanbHyt0 06nactb, AN KOTOPOM Ha3HA4YeHO 3TO MpaBo, He oTobpakaroTcs

B UHTepdoence.

CooTBeTcTBME (PYHKUMOHATBHBIX 0GracTein 1 pasgenos NOUTUKM NPUBEAEHO B Tabnuue Hke.

Pa3sdeneHue docmyna K hyHKUUSIM rpo2pamMmbl 10 r0/1b308aMesIbCKUM POIISIM
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Tabnuya 2. lpasa docmyna k pa3denam niazuHa yrnpaesneHusi Kaspersky Endpoint Security

®dyHKUMOHanNbHas obnacTb

Pa3pgen nonutuku

Android for Work

YnpasneHue Android for Work

AHTK-Bop

AHTK-Bop

KOHTpOSb NpUnoXXeHumn

KoHTponb npunoxeHuin, CTOPOHHNE NPUMNOXKEHUS

3awuTa

3awwTa, Npoeepka, O6HoOBNEHME

KOHTpOJ'Ib cooTBEeTCTBUA

KOHTpOJ'I b COOTBETCTBUA

KoHTenHepsb!

KoHTenHepbl

MapameTpbl ycTponcTBa

YnpasneHue ycTpoiicTBoM, CUHXPOHM3aLUSA

YnpaBneHne ycTponcTesamu

Samsung

O6wwme napameTpsbl, NMapameTpbl ans KNOX 1,
MapameTtpbl gna KNOX 2

YnpaBneHue cuctemom

JononHutensHo, Wi-Fi

Beb-dunbTp

Beb-dunbTp

Monb3oBartenb MOGUNBLHOIO YCTPOMCTBA

YyeTHasd 3anncbk nonb3oBaTterisi MOOMMbHOro yCTpOIZCTBa CINyXuT ana ynpasrieHna MOBUIbHbLIM

yctporcteoM 1 Kaspersky Endpoint Security ans Android. lNonb3oBaTtens Mo6UnsHoro

YCTPOMCTBA MOXET 3aryckaTb aHTUBUPYCHYIO NPOBEPKY 1 OBHOBMATL aHTUBMPYCHble a3kl 6e3

orpaHnyeHun. AomuHnctpatop Kaspersky Security Center moxeT orpaHnUYnMTb NONb30BaTENO

MOBMNBHOroO YCTPONCTBa JOCTYN K HacTponkamu Kaspersky Endpoint Security ana Android,

pacnmncaHunio aHTUBUPYCHbIX NPOBEPOK, YAaNeHN0 NPUINOXKEHMSI.

Pa3sdeneHue docmyna K hyHKUUSIM rpo2pamMmbl 10 r0/1b308aMesIbCKUM POIISIM
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HacTponka aHTUBUPYCHOW 3aLLUThI
Android-ycTpouncts

,D,J'Iﬂ CBOEBPEMEHHOIO 06Hapy>i<eH|/|;| yrpos, rnouncka BUPYCOB, a TakKkKe [Opyrnx BpPEeOOHOCHbIX
I'IpVIJ'IO)KGHI/IVI crnegyet HaCcTpouTb nNapamMeTpbl NOCTOSAHHON 3alWnTbl U aBTOMAaTUYECKUN 3anyck

aHTI/IBI/IpyCHOVI NMPOBEPKN.

N3-3a TexHumyeckmx orpaHndeHmn Kaspersky Endpoint Security gna Android He moxeTt
npoBepsATb annbl pasmepom 2 'b n 6onee. Bo Bpemsa npoBepku NpunoxeHne nponyckaet

Takne d)al7|]'|bl N He yBedOMIIAdeT BacC, eCli Takne d)aﬁﬂbl ObInn nponyLlieHbl.

» YmobsI Hacmpoums napamempbl MOCMOSHHOU 3awumbsl MobUIbHO20 ycmpoticmea,
8bInosIHUme cnedyruue delicmeus:

1. B pepeBe KOHcoOnM BblbepuTe rpynny aaMUHUCTPUPOBAHUS, B KOTOPYH [A0GaBreHbl

MOOWNbHLIE YCTPONCTBA.

2. B pabo4yert obracTtu rpynnbl aaMUHUCTPUPOBaHWUA Ha 3aknagke Monutuku BbiGepute

NONUTUKY ANSA yNpaBneHnss MOBUbHbIMU YCTPONCTBaMM.
3. OTKpOWNTE OKHO CBOWCTB MONMUTUKN OBOVHbLIM LLENYKOM MbILLW.
4. B okHe CBomcTtBa: <HassaHue nonutukn> BbibepuTe pasgen 3awumra.

5. B 6noke 3awmrta  HacTpouTe  napameTpbl  3alWmMTbl  palnoBo  CUCTEMbl

MOBUIBHOrO YCTPONCTBA:
e YcTaHoBuTe (pnaxok BknounTb 3awumTy.

Kaspersky Endpoint Security gns Android ©OygeT npoBepsiTb  TOSIbKO  HOBblE

NPUNOXeHNs 1 bansnbl U3 nNanku 3arpysku.
e YcTaHoBUTe (hnaxok PacluMpeHHbIN PeXUM 3aluUThbl.

Kaspersky Endpoint Security ana Android 6yaet npoBepsATb Bce pannbl, KOTOpble
nonb3oBaTenb OTKPbIBAET, U3MEHSIET, NEepeMeLLaeT, KONMPYeT, 3anyckaeT U COXpaHsieT

Ha yCTpOVICTBe, a Takke MOOUIbHbIE NnpunoXxeHuna cpagsy nocrne nx yCtaHoBKNU.

Hacmpolika aHmueupycHouU 3auwumsi Android-ycmpoticme
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CHumute donaxok Ucnonb3oBaTtb Kaspersky Security Network.

Kaspersky Endpoint Security ansa Android He 6ygeT BbINONHATb AOMOSHUTENBHYHO
NPOBEPKY HOBbIX MPUNOXEHUA OO0 UX NEPBOro 3anycka Ha yCTPOWCTBE MoNb3oBaTens

npu nomoLum obnayvHon cnyx6ul Kaspersky Security Network.
YcTaHoBuTe hnaxok 3awuTa oT pekriaMmbl 1 aBTOA03BOHA.

Kaspersky Endpoint Security pgns Android 6ygetr 6GnokupoBaTb  peknamMHble
NPUMAOXEHUS N NPUNOXEHMUS, KOTOPblE MOTYT ObITb MCMOSb30BaHbl 3M10YMbILLITEHHUKaMK

ANs HAaHeCeHWs Bpefa yCTPOMCTBY UK AaHHbIM Nonb3oBaTernsi.

6. B cnucke [enctBue, ecnu rneyvyeHne HEBO3MOXHO BblOepuTe BapuaHT YaanuTb unu

Ha kapaHTuH.

7. Haxmute Ha KHOMKY anIMeHMTb, YTOObI COXPaHNTb BHECEHHbIE NU3MEHEHNA.

MapameTpbl HA MOBUIBHOM YCTPOWCTBE OyoyT HACTPOEHbI MOCIE OYepeaHON CUHXPOHU3ALUN

ycTponcTtea ¢ Kaspersky Security Center.

UmobbI Hacmpoumb agsmomMamuyeckuli 3arycK aHmueupycHOU rnpoeepKu MobusibHO20
ycmpoucmea, 8birosiHume credyruue 0elicmeus:

1. B pepeBe KOHconu BbiGepuTe rpynny aaMUHUCTPUPOBAHUS, B KOTOPY [O0GaBreHbl

MOBUIbHbIE YCTPONCTBA.

2. B paboyeit obnactu rpynnbl agMUHUCTPUPOBaHMSA Ha 3aknagke MonuTuku BbiGepute

NONMNTUKY ANna ynpaerieHndA MOOUNBbHLIMN yCTpOVICTBaMM.

3. OTKpOWNTE OKHO CBOWCTB MOMUTUKN ABOVHbLIM LLENYKOM MbILLN.

4. B okHe CBonctBa: <HaszBaHue nonutuku> BuibepuTte pasgen MpoBepka.

5. B 6noke MapameTpbl NPOBEpPKN YCTPOUCTBA HACTPOWTE NapameTpbl NPOBEPKM:

CHumnTe donaxkok MpoBepATb TONBLKO UCNONHAEMbIe (hannbl.

Kaspersky Endpoint Security gnsa Android 6ygeT npoBepATb BCe dhansibl, COXpPaHEHHbIE

Ha YCTPOMCTBE M Ha KapTe pacLUMpPeHnst NamMsTy.
YcraHoBuTe donaxok NMpoBepATb apXuBbl C pacnakoBKOW.

Kaspersky Endpoint Security ana Android 6yaet npoBepsATb COAEPXMMOE apXMBOB

pa3mepom go 2 6.

Hacmpolika aHmueupycHouU 3auwumsi Android-ycmpoticme
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YcraHoBuTe donaxok Jleuntb dhannbl, €Cnm 3T0 BO3MOXHO.

Ecnn neveHne HEBO3MOXHO, MPUNOXEHME BLINOMHAET AencTBMe, BblOpaHHOE
ANS HEBbINIeYeHHbIX 06BLEKTOB B cnvcke [lencTBUe, ecnu feyeHne HeBO3MOXHO. Ecnn
dnaxok cHAT, Kaspersky Endpoint Security ana Android npv oGHapyXeHun yrposbl

BbINOSIHAET AENCTBUE, BbibpaHHOe B cnucke [leMcTBMe Npu OOHapyXeHUMU yrposbl.

BapnaHt  3anpocutb  geAcTBME  MO3BONSIET  MONMb3oBaTenio  YCTPOMCTBa
Npu OGHaPY>XEHUN HECKONbKMUX Yrpo3 MPUMEHUTb BbiOpaHHOE [AEeWCTBUE K KaXOoMy

danny ¢ noMoLLblo driaxka NMpUMeHUTbL KO BCeM yrpo3am.

6. B 6noke MNMpoBepka No pacnMcaHUIKO HACTPONTE MapamMeTpbl aBTOMaTUYECKOro 3arycka

NMOSTHOM NPOBEpPKN ¢annoBon CUCTEMbI YCTponcTBa. [N 9TOro HaXMUTE Ha KHOMKY

PacnucaHue u B OTKpbIBLLEMCA OKHE PacnucaHue 3agante nepmnoanyHoCTb 1N BpemMaA

3arnycka rnosiHom NPOBEPKN.
7. Haxmute Ha kKHoMnKy NMpUMeHUTb, YTOObl COXPaHUTb BHECEHHbIE N3MEHEHMS.

MapameTpbl HA MOBUIBHOM YCTPOWCTBE OyaoyT HACTPOEHbI MOCIE OYepPeaHON CUHXPOHU3ALUN

ycTponcTtea ¢ Kaspersky Security Center.

[na nopaepxaHusi 3awmuTbl MOOWUIIBHOrO YCTPOWCTBA B aKTyanlbHOM COCTOSIHUM criegyeT

HacTpPOUTb NapaMeTpbl OGHOBINEHWUSI aHTUBUPYCHbIX 6a3.

Mo ymMmon4aHuro obHoBNEeHVe AHTUBUPYCHbIX ba3 NpUNoXeHna B 30HE POYMUHIa BbIKIMKOYEHO.

O6HoBneHne AHTUBUPYCHbIX 6a3 npunoXxeHma no pacrnmcaHnto He BbINOJTHAETCA.

» Umobbl Hacmpoums napamempbl 06HOBMEHUST aHMUBUPYCHbIX 6a3 NMPUIOXEHUS,

8bInosIHuUme cnedyruwue 0elicmeus:

1. B pepeBe KOHconu BblbepuTe rpynny aaMUHUCTPUPOBAHUS, B KOTOPYH [O06aBreHbl

MOBUIbHbIE YCTPONCTBA.

B paboyen obnactu rpynnbl agMUHUCTPUPOBaHWUS Ha 3aknagke Monutuku BbibepuTte

NONUTUKY 4NK ynNpaBneHnss MOBUbHbIMK YCTPONCTBaMM.
OTKpOWTE OKHO CBONCTB MOJSIUTUKN ABONHBIM LLETYKOM MbILLN.

B okHe CBoucTBa: <HaszBaHue nonuTtuku> Boibepute pasgen O6HoBneHue 6a3s.

Hacmpolika aHmueupycHouU 3auwumsi Android-ycmpoticme
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5. Yto6bl Kaspersky Endpoint Security 3arpyxan obHoBneHus 6a3 no cdoopmMmpoBaHHOMY

pacnucaHuo, Korga yCTPOMCTBO HaxoOuTCsl B 30HE poymuHra, B 6noke OGHoBneHue 6a3

B POyMUHre yctaHoBuTte cnaxok PaspewaTb o6HOBNeHue 6a3 B poyMuHre.

,El,a>|<e ecnun (bJ'Ia)KOK CHAT, Nnosrb30BaTeslb MOXET 3anyCTUTb oOHOoBIEeHne AHTUBUPYCHbIX

6a3 B pOyMUHre BPYYHYHO.

B 6noke WMctoyHMK OOBHOBRNEHUM 6a3 yKaxumTe WUCTOMHWK OBHOBNEHWN, W3 KOTOPOro
Kaspersky Endpoint Security ©yger nonyyate W ycTaHaBnuBaTb OOGHOBREHUS

aHTMBMPYCHbIX 6a3 npunoxexusi, CepBep aAMUHUCTPUPOBAHUS.

B 6noke OOHoBNeHMe 6a3 MO pacnUCaHUIO HACTPoONTe MapameTpbl aBTOMATUYECKOro
3anycka OOHOBNEHWM aHTMBMPYCHbIX 6a3 Ha ycTponcTBe nonb3oBatens. [nsa atoro
HaXXmMuTe Ha kHonky PacnucaHMe w©n B OTKpbiBLIEMCS OKHe PacnucaHue 3agante

NepuoanYHOCTb M BpeMs 3amnycka oOHOBNEHMS.

8. HaxmuTe Ha kHonky MpUMeHUTb, YTOObI COXPaHUTL BHECEHHbIE N3MEHEHNS.

MapameTpbl Ha MOGUNBHOM YCTpPOMCTBE OydyT HACTPOEHbI MOCHE O4YEPEedHON CUHXPOHU3aLMK

ycTponcTtea ¢ Kaspersky Security Center.

Hacmpolika aHmueupycHouU 3auwumsi Android-ycmpoticme
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3awmTa Kaspersky Endpoint Security
ona Android ot yganeHus

[ns 3awuntbl MOBUNBHOIO YCTPOWCTBA M BbINONHEHUSA TpeboBaHMI koprnopaTMBHON Ge3onacHoCTH
Bbl MOXeTe BKMouMTb 3awmty Kaspersky Endpoint Security ana Android ot yganenus. B aTtom
crny4vae norb3oBaTento HeJOCTYNHO yAaneHue MpunoXeHnsa ¢ noMolbio nHtepdenca Kaspersky
Endpoint Security ana Android. [lpu yganeHnn npunoXeHWsi C NOMOLLBI  WUHCTPYMEHTOB
onepaunoHHon cuctembl Android NOSBMTCA 3anpoc Ha BbIKIKYEHWE npaB agMuHUCTpaTopa
ans Kaspersky Endpoint Security ana Android. Nocne BbikntoYeHUst npaB MobunbHOE YyCTPOMUCTBO

OyneT 3abnoKnMpoBaHo.

Ha HekoTopbIx Samsung-ycTponcTBax nog yrnpaeneHnem onepaunoHHon cuctemol Android 7.0
W  Bblle NpuNONbITKE MNONb30BATENs HACTPOUTb  HenogAepXuBaemble  Cnocobbl
pa30noKMpPOBKM YCTPOMCTBa (Hanpumep, rpaduyeckMin naposfb) YCTPOMCTBO MOXET ObITb
3abnoKMpOBaHO, €Cnn BbIMOMHEHbl CrneayloLlne YCnoBusi: BKoveHa 3awmta Kaspersky
Endpoint Security ansa Android ot yganeHus (cm. cTp.50) wu 3agaHbl TpeboBaHus
K HAOEeXHOCTM naposis pasbriokMpoBKM aKpaHa. [nda pa3bnoknmpoBkM yCTponcTBa TpebyeTcs

OTNPaBUTb Ha YCTPOWCTBO CreLmanbHyto KOMaHAay.

» Ymobsi ekrirodums 3awumy Kaspersky Endpoint Security dniss Android om ydarneHus,
8bInosIHume cnedyruwue 0elicmeus:

1. B pepeBe KOHconu BblGepuTe rpynny aaMUHUCTPUPOBAHUS, B KOTOPYH [A0GaBreHbl

MOBUIbHbIE YCTPONCTBA.

2. B paboyert obnactu rpynnbl agMUHUCTPUPOBaHMS Ha 3aknagke MonuTuku BbiGepute

NONUTUKY 4N4 ynNpaBneHns MobunbHbIMU YCTPONCTBaMM.
3. OTKpOWNTE OKHO CBOWCTB MOMUTUKN OBOVHbLIM LLENYKOM MbILLW.
4. B okHe CBownctBa: <HasBaHue nonuTUKK> BbibepuTe pasgen JononHUTENbHO.

5. B 6noke YpaneHue Kaspersky Endpoint Security gnsa Android cHumuTe donaxok

Paspewntb ynaneHue Kaspersky Endpoint Security ana Android.



Ha yctponctBax moa ynpaBreHueMm onepaumoHHon cuctembl Android Bepcumn 7.0 m
Bblle AONA 3awmnTbl  npunoxeHuss ot yaaneHus Kaspersky Endpoint  Security
ansa Android pgomkeH ObiTb  yCTaHOBREH B kadectBe cnyxkbbl  CneumanbHbix
BO3MOXHOCTen. Bo Bpemsa paboTbl MacTepa nepBoHavanbHOM HacTpowkn Kaspersky
Endpoint  Security gns Android npegnaraet  nonb3oBaTeNntd  NpefocTaBUTb
npunoXeHuto Heobxoammble npaea. [lonb3oBaTtenb MOXET NPONYCTUTb 3TU Larn unu
BbIKMIOYMTL MNpaBa B napamMeTpax YcTpoucTBa no3gHee. B atom cnyyae 3awmta

NPUNoOXeHud OoT yaaneHuna He p860TaeT.

6. HaxmuTe Ha KHOMKY anIMeHMTb, YTOObI COXPaHNTb BHECEHHbIE NU3MEHEHNA.

MapameTpbl Ha MOOMNBHOM YyCTponcTBE ByayT HACTPOEHBLI NOCNe o4YepeaHON CUHXPOHU3aUMn
ycTtporctBa ¢ Kaspersky Security Center. lNMpu nonbiTke yganeHnsa npunoXeHus MobunbHoe

YCTPOWCTBO OyaeT 3abroknpoBaHo.

Bawuma Kaspersky Endpoint Security dnsi Android om ydaneHusi
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ObHapyxeHue B3rioma
ycTpoucTtaa (root)

Kaspersky Endpoint Security ana Android no3sonsieT obHapyxuBaTb B3rioM ycTpomncTtsa (root).
Ha B3nomMaHHOM YCTPOWMCTBE CUCTEMHbIE (halsibl He 3aluileHbl U AOCTYMHbl A51s UBMEHEHUS.
Taikke Ha B3TOMaHHOM YCTPONCTBE AOCTYNHA YCTAHOBKA CTOPOHHUX MPUMOXKEHNA U3 HEU3BECTHbIX
nctouyHukoB. [locne oOHapyXeHuMs B3rOMa pPEeKOMEHAYEeTCA BOCCTaHOBUTb HOPMarbHYHO

paboTy ycTponcTaa.

Mpn B3nMOMe yCTpPOWCTBA Bbl MNONy4MTe YyBEAOMSIEHME MOCME CUMHXPOHU3aUMM MOBUITbHOro
yctponctBa c Kaspersky Security Center. Bbl MoxeTe npocMOTpeTb YBeLOMSIEHUS O B3fioMe
B paboyen obnactn CepBepa agMUHNCTPUPOBAHNS Ha 3aknagke MoHUTOpUHr. Bbl Takke MoXeTe

BbIKIMKOYNTb yBEeQOMITEHME O B3JfTIOME B NMNapamMeTpax yBe,EI,OMJ'IeHI/IVI 0 COObITUSIX.



HacTtpoinka oTobpaxxeHus
Android-yctpoucts B Kaspersky
Security Center

Ona ypo6ctBa paboTbl CO CNMCKOM MOOWMbHBIX YCTPOWCTB CrieqyeT HacTpouTb napameTpbl
oTobpaxeHus ycTtponcTtBa B Kaspersky Security Center. 1o ymonyaHuio CNnMCOK MOOWMbHbIX
YCTPONCTB OTOOpaxkaeTcs B AepeBe KOHCONM [ONOSfIHUTENbLHO — YnpaBrieHne MOOUIIbHbLIMMU
ycTtponctBamn — MobGunbHble yctpouctBa. WMHdopmaums 00 ycTponctBe 0OBHOBRSieTCA
aBToMaTtmyeckn. Bbl Takke mMoxeTe OOHOBUTbL CMMCOK MOBUIbHBLIX YCTPOMCTB BPY4YHYKO MO KHOMKE

OGHOBUTbL B NPaBOM BEPXHEM YITY.

Bbl MoxeTe HacTpouTb bopmaT MMEHM YCTPOMUCTBA, a Takke BblOpaTb ctaTyc ycTponcTtBa. Cratyc
yCTpONCTBa MHGOPMMPYET Bac o0 paboTte komnoHeHToB Kaspersky Endpoint Security ans Android
Ha MobunbHOM  ycTponcTBe nonb3oBatens. KomnoHeHnTbl Kaspersky Endpoint  Security

Aanst Android moryT He paboTaTb MO CreayLnM NpUYNHaMm:
e [lonb3oBaTerb BbIK4YMUIT KOMIOHEHT B HACTPONKAX YCTPOMUCTBA.

e [lonb3oBaTenb He NPegocTaBWUn  MPUIIOKEHWIO  HeobxoauMble npaBa  Anst paboThbl
KOMMOHEHTa (Hanpumep, OTCYTCTBYET paspelleHMe Ha onpeaeneHne MeCTOMNONOXKEHNS

YCTPONCTBA AN BbINOSIHEHUSA COOTBETCTBYOLLEN KOMaHabl AHTU-Bopa).

Ons otobpaxeHus cratyca yCTpoucTBa HeobxoauMmo BKMOUMTL ycrosve OnpepensieMbin
nporpamMmmou B CBOMCTBAXx rpynmnbl agMuUHUCTpupoBaHus (CeBonctea — CtaTtyc ycTtpomMcTBa —
YcnoBusa ansa ctatyca ycrpouctBa "Kputunyeckuin™ n YcnoBus ansa cratyca ycTpoucTBa
"MpepynpexpeHne™). B ceoncTBax rpynnbl agMUHUCTPUPOBAHUA Bbl Takke MoXeTe BblbpaTb

Apyrue Kputepumn ans popmMmpoBaHusi ctatyca MoOBUIbHOIO YCTpoMCTBa.

» 4YmobsI Hacmpoums omobpaxeHue Android-ycmpoucme e Kaspersky Security Center,
8bInosIHume cnedyruue 0elicmeus:

1. B pepeBe KOHconu BblGepuTe rpynny aaMUHUCTPUPOBAHUS, B KOTOPYH [A0GaBreHbl

MOOWbHLIE YCTPONCTBA.

2. B pabouyenn obnacTtu rpynnbl aAMUHUCTPUPOBaHWUA Ha 3aknagke Monutuku BbiGepute

NONUTUKY ANnA ynpaBlieHnA MOOUITbHBLIMU yCTpOIZCTBaMI/I.



3. OTKpoOWNTE OKHO CBOWCTB MOMUTUKN OBOVHbLIM LLENYKOM MbILLN.

4. B okHe CsoucrtBa: <HasBaHue nonutukn> BbiGepute pasgen WHdopmauma

06 ycTponcTBe.

5. B 6noke Wma ycrtpouctBa B Kaspersky Security Center BbiGepute dopmat

NMeHun yCTpOVICTBaZ
e <Momejsb ycTpomcTBa / DiekTpoHHas mnoura / IMEI>,
e <Mogmejsb ycTpoMcTBa / DIEKTPOHHAsS roura (eciamM ecThb) wuam IMEI>.

B cnucke MoGunbHbIX ycTponcTB B rpadge Wma yctpoucTBa YycTpomcTBo Oyger

oTobpaxaTbca B BUAe BbibpaHHOro popmaTa.
6. YcraHoBuTe aTpubyT "3aMOK" B 3aKpbITOE MOSTOXKEHME.

7. B o6noke Cratryc ycrtpouctBa B Kaspersky Security Center Bblbepute cTaTyc

yCTpPONCTBa, ecnn He pabotaeT komnoHeHT Kaspersky Endpoint Security gna Android:

B (Kputnyeckun), 0 (MpepynpexaeHue) nnu B (OK).

B cnmcke MoOOGUIbHBIX YCTPOWCTB CTaTyC YycCTpoucTBa OyaoeT M3MEHEH B COOTBETCTBUM

C BblOpaHHbIM CTaTyCoOM.
8. YcraHoBuTe aTpubyT "3aMOK" B 3aKpbITOE MNOSIOXKEHME.
9. HaxmuTe Ha kHonKy NMpPUMeHUTb, YTOObI COXPaHUTb BHECEHHbLIE N3MEHEHMS.

MapameTpbl Ha MOBUNBHOM yCcTponcTBe ByayT HACTPOEHbI NOCe oYepeaHON CUHXPOHM3aLMK

ycTponctea ¢ Kaspersky Security Center.

Hacmpotika omobpasxeHusi Android-ycmpoticme e Kaspersky Security Center
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HacTpounka yBegomneHmnn Kaspersky
Endpoint Security

Ecnn Bbl XxoTnTe, 4TObOLI NONL30BaTENDL MOOUNBHOIO yCTpOVICTBa HE OTBJ1eKaric4d Ha yBe4OMIT1eHUA

Kaspersky Endpoint Security ans Android, Bbl MOXeTe BbIKMIOYUTb HEKOTOPbIE YBEAOMIIEHUS.
Mo ymonuaHuto Bce yBegomreHusi Kaspersky Endpoint Security BkntodeHbl.

» Ymobsl Hacmpoumb omobpaxxeHue ygedomrieHUl o pabome Kaspersky Endpoint
Security 0151 Android, ebinosiHume cnedyruue oelicmeus:

1. B pepeBe KOHconu BblbepuTe rpynny aaMUHUCTPUPOBAHUS, B KOTOPYH [A0GaBreHbl

MOGUIbHbIE YCTPOUCTRA.

2. B pabo4yeit obracTtu rpynnbl aaMUHUCTPUPOBaHWUA Ha 3aknagke Monutuku BbiGepuTe

NONUTKKY ANs yNpaBneHus MOOMNbHBIMWU YCTPOMCTBAMM.
3. OTKpoOWNTE OKHO CBOWCTB MOMUTUKN OBOVHbLIM LLENYKOM MbILLN.
4. B okHe CBomcTtBa: <HaszsaHue nonuTtukn> Bbibepute pasaen JononHUTENLHO.
5. B 6noke YBegomneHue nonb3oBaTtesns HaXMUTe Ha KHoNKy HacTpouTs.
OTtkpoeTcs okHo MapameTpbl yBeAOMIIEHUI HA YCTPOUCTBeE.

6. Bbibepute yBegomnenus Kaspersky Endpoint Security, koTopble Bbl XOTUTE MOKa3blBaTb

Ha MOOMMNbHOM yCTpOVICTBe nosib3oBaTterns.

HekoTopble yBegomnenusa Kaspersky Endpoint Security aBnstoTca oba3atenbHbiMn r
X HEBO3MOXHO BbIKITIOUNUTL (Hanpumep, yBedoMIeHns 06 nCTedeHMn cpoka AencTBus

NNLEH3NN).

7. HaxmuTe Ha kHOMnKy NMpuMeHuTb, 4ToObl COXPaHUTb BHECEHHbIE N3MEHEHMS.

MapameTpbl HAa MOBMLHOM YCTPOMCTBE ByayT HAaCTPOEHbI MOCE OYEPELHON CUHXPOHMU3ALNN
ycTponcTtea ¢ Kaspersky Security Center. Ha MoGunbHOM yCTponcTBe nonb3oBatens He OyayT

oTobpaxaTtbca yBegomneHus Kaspersky Endpoint Security, kKoTopble Bbl BbIKITHOYMIN.



Yyactume B Kaspersky Security
Network

Kaspersky Security Network (KSN) — uH(pacTpyktypa obnadHbix cnyx6, npegoctaensioLlas
AOCTyn KonepatvBHou 6ase 3HaHun "JlaGopatopum Kacnepckoro" o penytaumm annos,
Beb-pecypcoB u nporpammHoro obecneveHusa. Mcnonb3oBaHwe pAaHHbiXx Kaspersky Security
Network obecneunBaetr Gonee BbICOKYHD CKOPOCTb peakuuMum nporpamm "JlabopaTtopum
Kacnepckoro" Ha yrpo3sbl, noBbiwaeT ahpekTMBHOCTb paboTbl HEKOTOPbLIX KOMMOHEHTOB 3aLUUThI, a

TakXKe CHUXaeT BEPOATHOCTb JIOXKHbIX Cpa6aTbIBaHI/II7I.

Ncnonb3soBaHne KSN npuBoauT K BbIXOA4y NporpamMmbl U3 cepTUULMPOBAHHOIO COCTOSIHMSI.

» Ymobsi ebikro4ums ucrionib3oeaHue Kaspersky Security Network, ebinosHume
cnedyrouue delicmeusi:
1. OTkponiTe OKHO HACTPOWMKM napameTpoB  MOSIMTUKA  yNpaBrieHns  MOOUNbHLIMM

YyCTpPONCTBaMM, Ha KOTOPbIX ycTaHoBNeHo Kaspersky Endpoint Security gns Android.
2. B okHe CBouncTtBa: <HaszBaHue nonuTtuku> BbibepuTe pasaen [JJononHUTENLHO.

3. B 6noke Mapametpbl Kaspersky Security Network cHumuTe dnaxok Ucnonb3oBaTtb
Kaspersky Security Network 4ToGbl BbIKMHOYMTL  UcMonb3oBaHue  Kaspersky
Security Network.

4. Haxmute Ha KHOMKY anIMeHMTb, 4TOObI COXPaHNTb BHECEHHbIE N3MEHEHNA.

MapameTpbl Ha MOOMIBHOM YyCTponcTBE ByayT HACTPOEHbI NOCIe o4YepegHON CUHXPOHMU3aLMM
yctponctea c Kaspersky Security Center. [locne npuMeHEeHUs NOMUTUKA KOMMOHEHTHI,
ncnone3ytowme Kaspersky Security Network, 6yayT BbIKMOYEHbI M HACTPOMKA KOMMOHEHTOB

OyoeT HegoCTynHa.



[TlpegocTtaBneHmne gaHHbIX B CEPBUCHI
Google

UTtobbl noBbicuTb KavectBo paboTtbl Kaspersky Endpoint Security gns Android, npunoxeHnue
ncnonssyet cepsucbl Google™: Google Cloud Messaging n Google Analytics™. Cxemy

B3ammopencTeua Kaspersky Endpoint Security ans Android u cepsucos Google cMm. Ha pucC. HUXe.

Google
Cloud Messaging

1

I
| .
Kaspersky Security Center Kaspersky

Kaspersky Lab

Endpoint Security

Google Analytics

PucyHok 3. Cxema e83aumodeticmeusi Kaspersky Endpoint Security dnss Android u cepsucos Google
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ObmeH nHdpopmaumen ¢ Google Cloud
Messaging

Kaspersky Endpoint Security ana Android wucnonb3yet cepBuc Google Cloud Messaging
ONS1 CBOEBPEMEHHOW [OCTaBKM KOMaHZ Ha MobunbHble ycTponcTBa. [lpu aToM npunoxeHue

ncnosrnb3yeT MeXaHU3M push-yBenomneHMM .

IOna uncnonb3oBaHusa cepsuca Google Cloud Messaging Heob6xoaMmo HacTpoUTb MapamMeTpbl
cepBuca B Kaspersky Security Center. lMogpobHee o HacTponke Google Cloud Messaging
B Kaspersky Security Center cm. B Pykogodcmee admuHucmpamopa Kaspersky Security Center,
pa3sden "YnpaeneHue mobusibHeIMU yecmpoticmeamu”. Ecnu napameTpbl Google Cloud Messaging
He HaCTpOEeHbl, KOMaHAbl Ha MOOUNBHOM  ycTponcTBe  OyayT  BLINOMHATLCA  BO BpeMsi
CUMHXpOHM3aumn yctponctea c Kaspersky Security Center no pacnucaHuto, YCTaHOBEHHOMY

B NMONUTUKE (Hanpumep, Kaxkable 24 4.). T.e. KoMaH4bl OyayT BbINOMHEHbI C 3a4EPXKKOMN.

» Ymobsi 3anpemums obmeH uHpopmayueu ¢ cepsucom Google Cloud Messaging,
8bIrnosIHUmMe crnedyrwue oelicmeus:

1. B pepeBe koHconu Bbibepute [dononHuTenbHO — YnpaBneHMe MOOGUNbLHbLIMU

yctpoructBamu — MobunbHbIe YyCTPOUCTBA.
2. B koHTekcTHOM MeHio nanku Mo6unbHble ycTpoucTBa BbibepuTe NyHKT CBOUCTBA.

3. B okHe cBoicTB nanku MobunbHble ycTponcTBa BbibepuTe pasgen MapameTtpbl Google

Firebase Cloud Messaging.

4. HaxmuTe Ha kHonky C6pocuTb napamMeTpbil.

lpedocmasneHue daHHbIX 8 cepsucbl Google
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ObmeH nHdopmauymen ¢ Google Analytics

lMepepava paHHbIX B cepBuc Google Analytics ocyllecTBngeTca Mo 3aluleHHOMY KaHany.
Joctyn KuHpopMaumm ©n ee 3awmta pPerynupyroTcs COOTBETCTBYIOLLMMM  YCITOBUAMMU

ncnons3oBaHus cepsuca Google Analytics.

» Ymobsi 3anpemums 0bmeH 0aHHbIMU ¢ cepsucom Google Analytics, ebinonHume
cnedyrouwue delcmeusi:

1. OTkpowiTe OKHO HaCTPOWKW NapameTpoB MOSMUTUKA  YNpPaBMNeHUss  MOOUNbHbIMU
YCTPONCTBaMK, Ha KOTOPbIX YCTaHOBMeHO npunoxeHne Kaspersky Endpoint Security

ansa Android.
2. B okHe CBouncTtBa: <HaszBaHue nonuTtukun> BbibepuTe pasaen [JononHUTeNLHO.

3. B 6noke [Mepemaya A[aHHbIX CHUMUTE naxok Paspewutb nepegady AaHHbIX

B Google Analytics.
4. Haxmute Ha kHonKy MpuMeHnTb, 4TOObl COXpaHUTb BHECEHHbIE U3MEHEHMS.

MapameTpbl HA MOGUNBHOM YCTPOMCTBE OYAyT HAaCTPOEHbl NOCe O4YepPeaHON CUHXPOHM3ALMM

ycTponctea ¢ Kaspersky Security Center.

lpedocmasneHue daHHbIX 8 cepsucbl Google
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YcTpaHeHne ya3BMMOCTEN U
YCTaHOBKa KPUTUYECKNUX ODHOBEHUI
B nporpamme

"INlabopatopusa Kacnepckoro" MoxeT BbiNyckaTb CPOYHblE MNaKeTbl OOHOBMEHMI MPOrPamMMHOro
obecneyveHuns, ycTpaHsaoLwme ya3BuMOCTM 1 ownbkn. CpodHble nakeTbl 0GHOBNEHMI NYyONuNKyoTCS

Ha cepBepax aBTOMaTM3MPOBaHHON yCTaHOBKM 06HOBNeHun "flabopaTtopum Kacnepckoro".

[Ona coxpaHeHuss OuHapHOM LENOCTHOCTU CepTUMUULMPOBAHHOM MNporpaMMbl 3anpeLaeTcs
ycTaHaBnmBaTb OOHOBMEHUSA NPOrpamMMHbIX MOAYMEN, HE NPoLleane MHCNEKUMOHHbBIA KOHTPO-b.
Mpoweawmne WHCNEKLMOHHbIA KOHTPONb OOHOBMEHMS MNporpaMMHbIX Moayrnen Heobxogmmo
nonyyate nyTem obpalleHnss B TexHunyeckyto nogaepxky AO "llabopatopuss Kacnepckoro"
no TenedoHam: +7 (495) 663-81-47, 8-800-700-88-11 wvnn mn3 perynspHo OGHOBMNSIEMbLIX CTaTewn
00 akTyanbHbIX BEPCUAX CEPTUAULMPOBAHHBLIX MPOrpPaMM Ha canTe pa3paboTyMka-u3roToBUTENS

(http://support.kaspersky.ru/general/certificates).  MHdopmaumo 06 oBGHOBREHNAX  cnegyet

npoBepsiTb He pexe, YeM oauH pa3 B MecsL,.

MporpaMmMbl AOMKHbLI Neproanyeckn (oauMH pa3 B NONnrofa) NofaBepratbCs aHanmasy ysiaBUMOCTEN:
KOMMaHWsi, OCYLLECTBMSIOWAsA 3KCnnyaTauuio NporpaMMbl, [OSKHA MPOBOAMTL TakoW aHanms
C MOMOLLIbIO  OTKPbITbIX WCTOYHUKOB, coAepxalwmx 6asy ysi3sBMMOCTEW, B TOM 4ucrle c cainTa

paspaboTunka-usrotosutens (http://www.bdu.fstec.ru, https://support.kaspersky.ru/vulnerability).

Bbl moxeTe coobuwaTtb 06 06Hapy)|(eHHbIX HeaocTaTtkax Wunm  yda3BMMOCTAX MNMporpamMmbl

cneayloLwmmm cnocobamu:

e Yepes Be6-chopmy Ha Beb-cante Cniyx6sbl TEXHUYECKOM noaaepXxku

(https://support.kaspersky.ru/vulnerability.aspx?el=12429).

e [lo agpecy anekTpoHHOM NoyThl vVulnerability@kaspersky.com.

¢ Ha dopyme "labopatopun Kacnepckoro" (http://forum.kaspersky.com).
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[lenctBusa nocne cboda nnu
HeyCTpaHuMoun omnbkn B paboTte
nporpamMmmbil

Mporpamma aBTOMaTMYECKM BOCCTAHABNMBAET CBOKO paboTy nocrne cboes, yyacTue nonb3oBaTens
He TpebyeTca. B cnyyae, korga nporpamma He MOXET BOCCTaHOBUTL CBOK paboTy, BaM TpebyeTcs
nepeycTaHoBMUTb NPOrpaMMy UMM ee KOMMOHEHT. Bbl Takke MoxeTe 06paTUTbCA 3a MOMOLLLIO

B Cnyx6y TexHM4Yeckon NogaepKu.



ObpalueHne B Crnyx0y TeXHMU4ecKomn
noaaepKKu

3TOT pasgen coaepxut MHcopmaumio o crnocobax 1 yCroBUsIX NMOyYeHNst TEXHUYECKON NOAaEPKKN.

B atom pasgene

Cnocobbl NONYYEHNA TEXHNYECKOMN MOLALEPHKKM . ...cceeeeeeeeeeeeeeeeeee e e e e e e e e e e e e e e e e e e e e e e e e e e e aaaaaaaaaaaaaaaaaaaens 63
TexHnyeckast NOOAEPKKA MO TEITEAIOHY ....vveuuruuiieeeeeeeeeetiiaaseeeaeeeeeeetnaaaeeaeeeeasssnaaaeeeeeennnsnnnnns 64
TexHnyeckasn nogaepxka yepes Kaspersky CompanyACCOUNt .........vieveeeeiiiiiiiiiiiieeeeeeeeeiiiinnn 64

Cnocobbl NoNy4YeHnss TEXHUYECKOM
noaaepXkku

Ecnv Bbl He HaWnu pelleHus Ballein npobnembl B AOKYMEHTaUUM UMK APYrUX WUCTOYHUKAX
MHOpMaLMK O NporpamMmme, pekoMeHayeTcst 06paTutbess B CrnyxOy TeXHUYECKoW MNoaaepKKu.
CoTpyaHukn CnyxObl TEXHMYECKON MNOAAEPXKKM OTBETAT Ha BallM BOMpochbl 06 yCcTaHOBKE W

MCnonb3oBaHM nporpamMmmsbl.

TexHunyeckas nogaepxka npeaoctaBlidA€TCA TOJIbKO MOoJfib3oOBaTeliAM, KOTOpPbIe npmo6pem/|
KOMMEPYECKYH JMUEH3NK Ha UCMNOoJIb30OBaHME MNMporpamMmmbl. MNonb3oBaTtensam, KOTOpble nony4unnn

r|p06Hy+0 JINUEH3UIK0, TEXHNYECKaA NoaaepXKa He NnpeaocTtaBndaeTCA.

Mepen o6paweHvem B CnyxOy TexHMYECcKOM NOJLEPXKKM O3HAKOMbTEChb C NpaBuniamu

npegocTaBneHns TexHmnyeckon nogaepxku (http://support.kaspersky.ru/support/rules).



http://support.kaspersky.ru/support/rules

Bbl MoOxeTe cBgA3aTbCA CO cheuuannctamu CJ'Iy)K6bI TEXHMYECKOM noggoepXxkn Oo4gHUM

n3 cnegyrwmx cnocoboB:

e MO3BOHUTb B Cnyx6y TEXHUYECKON noaaepXKku no TenedgoHy

(https://support.kaspersky.ru/b2b);

e oOTnpaBuTb 3anpoc B Cnyx0by TexHuveckon nopaepxkn "Ilabopatopum Kacnepckoro”

¢ noptana Kaspersky CompanyAccount (https://companyaccount.kaspersky.com).

TexHnyeckaqa nogaepkka no tenedoHy

B 6onblUMHCTBE pPErMoHOB MO BCEMY MWPY Bbl MOXETe MO3BOHMTbL cneuywanuctam Cnyxobl
TEXHNYECKOW noaaepXku. Bbl MoxxeTe HanTu mHdopMaumo o cnocobax NonyyYeHns TEXHUYECKON
NnoadepXkM B BalleM permoHe M KOHTakTbl Cnyxbbl TexHUYeckonW noadepXku Ha Beb-cante

Cniyx6bl TexHuyeckon nogaepxkun "ladopatopum Kacnepckoro" (https://support.kaspersky.ru/b2b).

Mepen o6GpaweHnem B Cnyxby TeXHUYECKON MNOAAEPKKM O3HAKOMbTECH C MpaBuUiamu

npegocTaBneHnst TexHnyeckon nogaepxkm (http://support.kaspersky.ru/support/rules).

TexHnyeckaqa nogaepkka Yyepes Kaspersky
CompanyAccount

Kaspersky = CompanyAccount  (https://companyaccount.kaspersky.com) — 3T0 nopTan

ONs opraHu3aumin, ucnonb3ywmx nporpammel "Jlabopatopun Kacnepckoro". MNoptan Kaspersky
CompanyAccount npegHasHadeH [ns B3aMMOAEWCTBUSA MNoNb3oBaTeNnen Cco  crneumanucTamm
"Nabopatopum Kacnepckoro" ¢ NoMOLLb 3MEKTPOHHbIX 3anpocoB. Ha noptane Kaspersky
CompanyAccount  MOXHO  OTcrnexuBatb cTaTyC 00paboTKM  SNEKTPOHHbIX  3anpoCoB

cneunanuctamum "flabopatopum Kacnepckoro" n xpaHuTb UCTOPUIO 3MEKTPOHHbIX 3aNpPOCOB.

Bbl MOXeTe 3aperucTpmpoBaTh BCeX COTPYLAHUKOB Ballen opraHu3auumn B pamMkax OOHOW y4YeTHOW
3anucu Kaspersky CompanyAccount. OgHa yveTHasi 3anucb Mo3BONSeT BaM LieHTParv3oBaHHO
yNpaBnATb 3NEKTPOHHbIMWU 3anpocamu OT 3aperMcTpMpoBaHHbIX COTPyAHUKOB B "JlabopaTtoputo

Kacnepckoro", a Takxe ynpasnaTe npaBamu 3Tnx coTpyaHukos B Kaspersky CompanyAccount.

ObpaweHue 8 Cryx6y mexHu4eckol rnodoepxKu
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Moptan Kaspersky CompanyAccount 4OCTyneH Ha cneayroLwmx a3blkax:
e  AHITIMNCKOM;
e  LCMaHCKOM,;
® UTaANbSHCKOM,
e HemeLKoM;
e MONbCKOM;
e MOPTYyranbCKOM;
® pPYCCKOM;
e (bpaHLy3CKOM;
e  SAMNOHCKOM.

Bbl moxeTe y3HaTb Gonbue o Kaspersky CompanyAccount Ha Beb-cante CryKObl TEXHUYECKOWN

nogaepxku (https://support.kaspersky.ru/fag/companyaccount help).

ObpaweHue 8 Cryx6y mexHu4eckol rnodoepxKu
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AO "[labopaTopusa Kacnepckoro"

"Nabopatopua Kacnepckoro" — W3BECTHbIN B MMpPE MNPOU3BOAUTENb CUCTEM KOMIMbIOTEPHOWM
3aWnTbl OT PasfnuyHbiX BMAOB Yrpo3, BKMOYas 3awuTy OT BUPYCOB M OPYrMX BPELOHOCHbIX

nporpamm, HexenaTenbHOM NoYThl (CNamMa), CeTeBbIX U XaKepCKMX aTak.

B 2008 rogy "ITabopaTtopusi Kacnepckoro" Bowuna B YeTBEPKY BeAYLLMX MUPOBbLIX NMMOEPOB pbiHKa
NPOrpaMMHbIX  pelleHni  anga obecneyeHuss UHMOPMaUMOHHOM  6e30MacHOCTU  KOHEYHbIX
nons3osartenen (pentuHr "IDC Worldwide Endpoint Security Revenue by Vendor"). B Poccun,
no aaHHbiM IDC, "ITabopaTopusi Kacnepckoro" — camblin npeanoyYnTaemblii Npon3BOAUTESNb CUCTEM

KOMMbIOTEPHOM 3alUMTbl A8 goMalHux nonb3osaTenen ("IDC Endpoint Tracker 2014").

"NNabopatopus Kacnepckoro" ocHoBaHa B Poccum B 1997 roagy. CerogHsa "[labopatopus
Kacnepckoro" — aTo MexayHapogHasa rpynna komnaHunm c¢ 38 odwmcamm B 33 cTpaHax mupa.

B komnaHum paboTtaet 6onee 3000 kBanndULMPOBAHHLIX CHELMANUCTOB.

MpoaykTbl. [Npoayktel "[TabopaTopun Kacnepckoro" 3awmwaroT Kak JOMaLlLHME KOMMbIOTEpPI, TaK

N KOMMbIOTEPHbIE CETU OpraHn3aLui.

NuHenka nepcoHanbHbIX NPOAYKTOB BKIOYAET NporpaMMbl, obecneynBatoLLme MHpopMaLNOHHYO
©e30MacHOCTb HAaCTOSbHBLIX KOMMNBIOTEPOB M HOYTOYKOB, MiaHLLETHbIX KOMMbIOTEPOB, CMapTOHOB

N APYrMX MOBUIbHBIX YCTPOWMCTB.

KomnaHus npegnaraet peweHus u TexXHOMNOrMn Ans 3awuTbl U KOHTpons pabounx cTaHuum u
MOBUIBbHBIX YCTPONCTB, BUPTYarnbHbIX MalUWH, (hannoBbiXx U Beb-cepBepoB, MOYTOBbLIX LUMIO30B,
CeTeBbIX 9KpaHOB. Takke B NopTdene KOMNaHMM €eCTb Cheuvanu3vpoBaHHble MNPOAYKTbI
ansa 3awmTtel  oT DDoS-atak, 3awuTtbl cpeg nog ynpaenenHnem ACYTI u npegoTBpalleHust
domMHaHCcoBOro MOLLEHHMYeCTBA. Vcnonb3oBaHne 3TUX peLueHnin B coYeTaHnn
C LleHTpanu3oBaHHbIMK CpeAcTBaMM  YNpaBrieHuUs MO3BONSAET MOCTPOUTb M IKCMyaTUpoBaTb
3(PPEeKTUBHYIO aBTOMATUSNPOBAHHYIO 3alUMTy OpraHu3auum oboro pasmepa OT KOMMbHOTEPHbIX
yrpo3. [pogyktel "llabopatopum Kacnepckoro" cepTuduumpoBaHbl  KPYNHbIMWA - TECTOBBIMMU
nabopatopuamn,  COBMECTUMbI  C NMPOrpaMMHbIM  OoBecneyeHnem  MHOMMX  MOCTaBLUMKOB

NporpamMmmHOro obecneyvyeHrs 1 oNTUMMU3NPOBaHbI AN paboTbl HA MHOTMX annapaTHbIX NnaTdopmax.



BupycHble aHanutukm "lNMabopatopum Kacnepckoro" paboTarT KpyrnocyTouHO. Kakabii AeHb OHU
Haxo4AT COTHM ThICAY HOBbIX KOMMbIOTEPHBIX YrpO3, CO34al0T CPEACTBA UX OBHapYKEHUS U NieYeHns

BKITHOYAKOT CUrHATYpPbI 3TUX Yrpo3 B Gasbl, MCMonb3yeMble nporpammamu "flabopatopun Kacnepckoro”.

TexHonorun. MHorve TexHonorun, 6e3 KOTOpbIX TPyAHO NpPencTaBuUTb cebe COBPEMEHHBIN
aHTMBMPYC, BnepBble pa3paboTaHbl MMeHHO "Jlabopatopuewn Kacnepckoro". He cny4danHo
nporpammHoe aapo AHTMBMpYca Kacnepckoro UCnonb3yloT B CBOMX MPOAYKTax MHoOrve apyrue
pa3paboTynkm nporpamMmMHOro obecneyeHusi, cpeau Hux: Alcatel-Lucent, Alt-N, Asus, BAE
Systems, Blue Coat, Check Point, Cisco Meraki, Clearswift, D-Link, Facebook, General Dynamics,
H3C, Juniper Networks, Lenovo, Microsoft, NETGEAR, Openwave Messaging, Parallels,
Qualcomm, Samsung, Stormshield, Toshiba, Trustwave, Vertu, ZyXEL. MHorue

N3 MHHOBALMOHHbIX TEXHOMOMMI KOMMNaHun noaTBepXaeHbl NaTeHTaMun.

HOoctuxkenusa. 3arogbl 6opbbbl C KOMMNbIOTEPHLIMM yrpo3amu "flabopatopus Kacnepckoro"
3aBoeBasnia CoTHM Harpag. Hanpumep, B 2014 rogy no utoram WUCMbITaHUA U UCCHEOOBaHUN,
NPOBEAEHHbIX aBTOPUTETHOW aBCTPUICKOM aHTMBMpPYCHOM nabopatopmen AV-Comparatives,
"NNabopatopus Kacnepckoro" crtana oOgHUMM U3 OBYX §NWOEPOB MO KONIMYECTBY MOMYyYEHHbIX
ceptucpmkatoB Advanced+, B pesynbTaTe komnaHusi Gbina yaoctoeHa cepTudmkata Top Rated.
Ho rnaBHasi Harpaga "JlabopaTtopun Kacnepckoro"— 3TO NpPUBEPXKEHHOCTb Monb3oBaTenemn
no scemy mupy. [lpoaykTbl u TexHonormm komnaHuy 3awmwarot 6Gonee 400 MunnMoHoB

nonb3oBarenen. KonnyecTteo opraHmsau,an, ABNALNXCA ee KIMMeHTaMW, npesBbillaeT 270 TbiCAM.

Cawnrt "TabopaTtopun Kacnepckoro": http://www.kaspersky.ru
BupycHasg aHumknoneaus: https://securelist.ru/
BupycHasa nabopartopus: https://virusdesk.kaspersky.ru/ (4ns npoBepku

noao3puTesNibHbIX PannoB 1 CanToB)

Beb-dopym "ITabopatopum Kacnepckoro™:  http://forum.kaspersky.com

AO "Jlabopamopusi Kacriepckozo"
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IHdbopMmauma o CTOPOHHEM Koae

MHdopmauus o CToOpoHHEM kofe cogepxutca B panne legal_notices.txt, pacnonoxeHHoM B nanke

ycTaHoBkM Kaspersky Endpoint Security ans Android.

Ha Android-ycTponcteax nMHdopmMaumsi 0 CTOPOHHEM KOAE AOCTynHa B npunoxeHun Kaspersky

Endpoint Security ans Android no kHonke — O npunoxeHuw.



YBeOoMneHna o ToBapHbIX 3HaKax

3aperncTpupoBaHHble TOBapHble 3HaKM M 3HaKM OOCNyXMBaHUS SIBNAIOTCA COOCTBEHHOCTbIO

nx npaBoobnagaTenen.
Android, Google, Google Play, Google Analytics — ToBapHble 3Hakn Google, Inc.
ARM — ToBapHbIV 3HAK UNW 3aperMcTpupoBaHHbIi ToBapHbI 3Hak ARM Ltd. nnmn goyepHux KoMnaHui.

Intel, Atom — ToBapHble 3Haku Intel Corporation, 3apeructpupoBaHHble B CoeanHeHHbIX LLTatax

AMepVKM 1 B OpYrMx cTpaHax.



CooTBETCTBNE TEPMUHOB

B astom pasgene npvBEAEHO COOTBETCTBME TEPMWUHOB, WCMOMb3YEMbIX B AOKYMEHTauuu, W

TEPMUHOB, NCNOSb3yeMbix B TpeboBaHmsax PCTOK.

Tabrnuua 3. Coomeemcmeue mepmMuHo8

TepMHH B AOKYMeEHTauum TepmuH B Tpeb6oBaHusax ®CTIK
nporpamma NPOAYKT, 00BHEKT OLEHKM, MpOorpaMmMHoe n3genve
BUPYC, NporpamMma, npeacrasnsgoLas KB, KOMMbIOTEPHBLIN BUPYC

yrpo3y, BpeloHOCHas nporpaMmmMa

aHTMBMPYCHbIe 6a3bl, 6a3bl Nporpammbi 6asbl faHHbIX NPU3HAKOB KOMMbIOTEPHbLIX BUPYCOB
(B MKB)

aHTMBMPYCHas NpoBepka NOWUCK BMPYCOB

cobbITUS AaHHble ayauTa

agMuUHUCTpaTop agMuHucTpaTop 6e30nacHOCTU, YNONTHOMOYEHHbIN

CyOBEKT MHOPMALMOHHOWN CUCTEMBI,

yI'IOJ'IHOMO‘-IeHHbII7I nonib3oBaTtersib




[Tpunoxenue. CeptTnduumnpoBaHHoe
COCTOSIHME NporpamMmmsl

OTOT pasfen coaepXuT NepeyeHb NapameTpoB MPorpaMmbl, BIUSIOWMX Ha cepTMdMLMpoBaHHOE

COCTOAHME MnMporpamMmebl, “ 3Ha4YeHNM napameTpoB B CepTI/ICbVIU,VIpOBaHHOM COCTOAHUMN.

Ecnn Bbl MeHsieTe Kakue-nnoo 13 nepeYvncneHHbIx
B CEPTUMULMPOBAHHOM  COCTOSIHAM  Ha Apyrne  3HayeHus,
N3 cepTUPMUNPOBAHHOIO COCTOSAHNS.

Tabrnuua 4.

napamMeTpoB CMUX  3HaYeHuM

Bbl BbIBOOAUTE nporpamMmmy

MMapamempbl u ux 3HayeHus Orisi NpozpaMmb|

8 CGmed)UL{UpOS&HHOM cocmosHuu

CyLWHOCTb, K KOTOPOM
OTHOCMUTCSH NnapameTp

HasBaHue napameTpa

Be3onacHoe 3Ha4yeHue
WX Anana3oH 3Ha4YeHun
napameTpa
(cepTndmumpoBaHHasn
KOHcurypaums)

Kaspersky Security Network
(KSN)

WMcnonb3oBatb Kaspersky

Security Network

dna)kok CHAT.

Cepsuc Google Analytics

Paspewwnte nepegavy

AaHHbIX B Google Analytics

dna)kok CHAT.

Cepeuc Google Firebase
Cloud Messaging

(push-yBegomneHns)

MapameTtpbl Google Firebase

Cloud Messaging

MycTo.

NuueHsnpoBaHne NpUNoXeHUs

Cnoco0 aktusauum

nporpammbi

Kopg akTmBauymu.

YnaneHue Kaspersky Endpoint
Security ans Android
nonb3oBateneM  MOOMbHOro

yCTponcTBa

Paspewwmtb yoanenue
Kaspersky Endpoint Security
ansa Android

dna)kok CHAT.




CywHoOCTb, K KOTOPOU
OTHOCMUTCSA napameTp

HasBaHue napameTtpa

Be3onacHoe 3Ha4YeHue
Wnu guanasoH 3Ha4YeHun
napameTpa
(cepTndmumpoBaHHasn
KOHdurypauus)

KypHan Kaspersky Security

Center

Bkrtountb aygut

dnaxok ycTaHOBIEH.

OGLme napameTpbl NOMUTUKK

CocTosiHME NONMUTUKU

AKTUBHas nonuTuka.

Hacnenosatb napameTpbl

NOJNTUTUKN BEPXHETO YPOBHA

dnaxok YCTaHOBIJIEH.

dopcumpoBaTtb HacrnegoBaHue
napameTpoB AOYEPHEN

NOJINTUKN

dna)kok CHAT.

CuHXpOoHM3aumss MOBUITbHOTO
ycTpoincTBa ¢ Kaspersky

Security Center

3anyckaTb CUHXPOHM3aLMIO

OpaHo mn3 cregyrowmnx

3HaYeHui:
o Kaxgble 15 muH.
o Kaxabin yac.
o Kaxable 3 u.

o Kaxable 6 u.

BbIKITHOYMTE CUHXPOHU3ALMIO

B POYMUHre

dna)kok CHAT.

lMokasbiBaTb NapamMeTpsbl
CYHXPOHU3auum

Ha yCcTponcTBe

dnaxokK ycTaHOBSIEH.

AHTMBMPYCHas npoBepka

MpoBepsTb TONbKO

ncnosiHsgemble dannbl

dna)ok CHAT.

lNpoBepaTb apxuBbl

C pacrnakoBKOW

dnaxok ycTaHOBEH.

MpunoxeHue. CepmuguyuposaHHoe cocmosiHue npogpammbl
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CywWHOCTb, K KOTOPOW
OTHOCMUTCSA napameTp

HasBaHue napameTtpa

Be3onacHoe 3Ha4YeHue
WnuM guanasoH 3Ha4eHun
napameTpa
(cepTndmumpoBaHHasn
KOHdurypauus)

Jleuntb hannel, ecnu

BO3MOXHO

dnaxok ycTaHOBIEH.

[encTtBne ecnu neyeHne

HEBO3MOXHO

OpaHo mn3 criegyoLmnx

3Ha4YeHUN:
e Ha kapaHTuH.

o Yoanutb.

MpoBepka Nno pacnmcaHuio

OpaHo mn3 crnegyoLmnx

3HaYEeHUn:

o [locne obHoBNEHUS

aHTMBUPYCHbIX 6a3.

e Pa3 B geHb.

3awmTa B peanbHOM

BPEMEHM

BkrntounTtb 3awmty

dnaxokK ycTaHOBSIEH.

PacLumpeHHbIn pexum

3aluThl

®raxoK ycTaHOBIEH.

Ncnonb3oBatb KSN

dna)kok CHAT.

3awuTbl OT peknamsbl n

aBTOO03BOHA

®raxoK ycTaHOBIEH.

[MpoBepsATb TOMBLKO

ncrnosiHsgemble dannbl

dna)kok CHAT.

[ewnctBne, ecnun neyeHne

HEBO3MOXHO

OpfHo 13 crieayoLwmx

3Ha4YeHun:
e Ha kapaHTuH.

e YOoanutb.

MpunoxeHue. CepmuguyuposaHHoe cocmosiHue npozpammbl
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OG6HoOBMNEHNE aHTUBMPYCHbIX

6as3

Paspewwntb obHoBREHME

B POYMUHre

dnaxok yCTaHOBIEH.

McTouHMK oGHOBNEHMS 6a3

CepBep

AOMUHUCTPUNPOBAHUA.

OOHoBneHne 6a3

no pacnncaHuo

Pa3 B geHb B 8:00.

lNpunoxeHue. CepmughuyuposaHHOe CoOCMOosiHUE rpoepammbl
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