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ʋʚʘʞʘʝʤʳʡ ʧʦʣʴʟʦʚʘʪʝʣʴ! 

ʉʧʘʩʠʙʦ, ʯʪʦ ʜʦʚʝʨʷʝʪʝ ʥʘʤ. ʄʳ ʥʘʜʝʝʤʩʷ, ʯʪʦ ʵʪʦʪ ʜʦʢʫʤʝʥʪ ʧʦʤʦʞʝʪ ʚʘʤ ʚ ʨʘʙʦʪʝ ʠ ʦʪʚʝʪʠʪ ʥʘ 

ʙʦʣʴʰʠʥʩʪʚʦ ʚʦʟʥʠʢʘʶʱʠʭ ʚʦʧʨʦʩʦʚ. 

ɺʥʠʤʘʥʠʝ! ʇʨʘʚʘ ʥʘ ʵʪʦʪ ʜʦʢʫʤʝʥʪ ʷʚʣʷʶʪʩʷ ʩʦʙʩʪʚʝʥʥʦʩʪʴʶ ɸʆ "ʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦ" (ʜʘʣʝʝ ʪʘʢʞʝ 

"ʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦ") ʠ ʟʘʱʠʱʝʥʳ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦʤ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ ʦʙ ʘʚʪʦʨʩʢʦʤ ʧʨʘʚʝ ʠ 

ʤʝʞʜʫʥʘʨʦʜʥʳʤʠ ʜʦʛʦʚʦʨʘʤʠ. ɿʘ ʥʝʟʘʢʦʥʥʦʝ ʢʦʧʠʨʦʚʘʥʠʝ ʠ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ʜʦʢʫʤʝʥʪʘ ʠ ʝʛʦ ʦʪʜʝʣʴʥʳʭ 

ʯʘʩʪʝʡ ʥʘʨʫʰʠʪʝʣʴ ʥʝʩʝʪ ʛʨʘʞʜʘʥʩʢʫʶ, ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʫʶ ʠʣʠ ʫʛʦʣʦʚʥʫʶ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 

ʧʨʠʤʝʥʠʤʳʤ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦʤ.  

ʂʦʧʠʨʦʚʘʥʠʝ ʚ ʣʶʙʦʡ ʬʦʨʤʝ, ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ, ʚ ʪʦʤ ʯʠʩʣʝ ʚ ʧʝʨʝʚʦʜʝ, ʣʶʙʳʭ ʤʘʪʝʨʠʘʣʦʚ ʚʦʟʤʦʞʥʳ 

ʪʦʣʴʢʦ ʩ ʧʠʩʴʤʝʥʥʦʛʦ ʨʘʟʨʝʰʝʥʠʷ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". 

ɼʦʢʫʤʝʥʪ ʠ ʩʚʷʟʘʥʥʳʝ ʩ ʥʠʤ ʛʨʘʬʠʯʝʩʢʠʝ ʠʟʦʙʨʘʞʝʥʠʷ ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ ʪʦʣʴʢʦ ʚ 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ, ʥʝʢʦʤʤʝʨʯʝʩʢʠʭ ʠʣʠ ʣʠʯʥʳʭ ʮʝʣʷʭ. 

ɼʦʢʫʤʝʥʪ ʤʦʞʝʪ ʙʳʪʴ ʠʟʤʝʥʝʥ ʙʝʟ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦʛʦ ʫʚʝʜʦʤʣʝʥʠʷ. 

ɿʘ ʩʦʜʝʨʞʘʥʠʝ, ʢʘʯʝʩʪʚʦ, ʘʢʪʫʘʣʴʥʦʩʪʴ ʠ ʜʦʩʪʦʚʝʨʥʦʩʪʴ ʠʩʧʦʣʴʟʫʝʤʳʭ ʚ ʜʦʢʫʤʝʥʪʝ ʤʘʪʝʨʠʘʣʦʚ, ʧʨʘʚʘ ʥʘ 

ʢʦʪʦʨʳʝ ʧʨʠʥʘʜʣʝʞʘʪ ʜʨʫʛʠʤ ʧʨʘʚʦʦʙʣʘʜʘʪʝʣʷʤ, ʘ ʪʘʢʞʝ ʟʘ ʚʦʟʤʦʞʥʳʡ ʫʱʝʨʙ, ʩʚʷʟʘʥʥʳʡ ʩ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʵʪʠʭ ʤʘʪʝʨʠʘʣʦʚ, "ʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦ" ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʠ ʥʝ ʥʝʩʝʪ. 

ɺ ʵʪʦʤ ʜʦʢʫʤʝʥʪʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʝ ʪʦʚʘʨʥʳʝ ʟʥʘʢʠ ʠ ʟʥʘʢʠ ʦʙʩʣʫʞʠʚʘʥʠʷ, ʢʦʪʦʨʳʝ 

ʷʚʣʷʶʪʩʷ ʩʦʙʩʪʚʝʥʥʦʩʪʴʶ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʧʨʘʚʦʦʙʣʘʜʘʪʝʣʝʡ. 

ɼʘʪʘ ʨʝʜʘʢʮʠʠ ʜʦʢʫʤʝʥʪʘ: 20.12.2024 

É 2024 ɸʆ "ʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦ" 

https://www.kaspersky.ru 

https://support.kaspersky.ru 

ʆ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" https://www.kaspersky.ru/about/company 
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ʆʙ ʵʪʦʤ ʜʦʢʫʤʝʥʪʝ 
ʅʘʩʪʦʷʱʠʡ ʜʦʢʫʤʝʥʪ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʧʦʜʛʦʪʦʚʠʪʝʣʴʥʳʝ ʧʨʦʮʝʜʫʨʳ ʠ ʨʫʢʦʚʦʜʩʪʚʦ ʧʦ ʵʢʩʧʣʫʘʪʘʮʠʠ 

ʧʨʦʛʨʘʤʤʥʦʛʦ ʠʟʜʝʣʠʷ "Kaspersky Endpoint Security ʜʣʷ Windows" (ʜʘʣʝʝ ʪʘʢʞʝ "Kaspersky Endpoint 

Security", "ʧʨʠʣʦʞʝʥʠʝ"). 

ʇʦʜʛʦʪʦʚʠʪʝʣʴʥʳʝ ʧʨʦʮʝʜʫʨʳ ʠʟʣʦʞʝʥʳ ʚ ʨʘʟʜʝʣʘʭ "ʇʦʜʛʦʪʦʚʢʘ ʢ ʫʩʪʘʥʦʚʢʝ ʧʨʠʣʦʞʝʥʠʷ", "ʋʩʪʘʥʦʚʢʘ 

ʧʨʠʣʦʞʝʥʠʷ", "ʇʦʜʛʦʪʦʚʢʘ ʧʨʠʣʦʞʝʥʠʷ ʢ ʨʘʙʦʪʝ" ʠ "ʇʨʦʮʝʜʫʨʘ ʧʨʠʝʤʢʠ" ʠ ʩʦʜʝʨʞʘʪ ʧʨʦʮʝʜʫʨʳ ʙʝʟʦʧʘʩʥʦʡ 

ʫʩʪʘʥʦʚʢʠ ʠ ʧʝʨʚʦʥʘʯʘʣʴʥʦʡ ʥʘʩʪʨʦʡʢʠ ʧʨʠʣʦʞʝʥʠʷ, ʢʦʪʦʨʳʝ ʥʝʦʙʭʦʜʠʤʳ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʡ 

(ʩʝʨʪʠʬʠʮʠʨʦʚʘʥʥʦʡ) ʢʦʥʬʠʛʫʨʘʮʠʠ. ɺ ʨʘʟʜʝʣʝ "ʊʨʝʙʦʚʘʥʠʷ" ʧʨʠʚʝʜʝʥʳ ʤʠʥʠʤʘʣʴʥʦ ʥʝʦʙʭʦʜʠʤʳʝ 

ʩʠʩʪʝʤʥʳʝ ʪʨʝʙʦʚʘʥʠʷ ʜʣʷ ʙʝʟʦʧʘʩʥʦʡ ʫʩʪʘʥʦʚʢʠ ʧʨʠʣʦʞʝʥʠʷ. 

ʆʩʪʘʣʴʥʳʝ ʨʘʟʜʝʣʳ ʵʪʦʛʦ ʜʦʢʫʤʝʥʪʘ ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ ʨʫʢʦʚʦʜʩʪʚʦ ʧʦ ʵʢʩʧʣʫʘʪʘʮʠʠ. ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 

ʵʢʩʧʣʫʘʪʘʮʠʠ ʩʦʜʝʨʞʠʪ ʩʚʝʜʝʥʠʷ ʦ ʪʦʤ, ʢʘʢ ʦʩʫʱʝʩʪʚʣʷʪʴ ʙʝʟʦʧʘʩʥʦʝ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʝ ʧʨʠʣʦʞʝʥʠʷ, ʘ 

ʪʘʢʞʝ ʠʥʩʪʨʫʢʮʠʠ ʠ ʫʢʘʟʘʥʠʷ ʧʦ ʙʝʟʦʧʘʩʥʦʤʫ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʧʨʠʣʦʞʝʥʠʷ. 

ɺ ʜʦʢʫʤʝʥʪʝ ʪʘʢʞʝ ʩʦʜʝʨʞʘʪʩʷ ʨʘʟʜʝʣʳ ʩ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʝʡ ʦ ʧʨʠʣʦʞʝʥʠʠ. 

ɼʦʢʫʤʝʥʪ ʘʜʨʝʩʦʚʘʥ ʪʝʭʥʠʯʝʩʢʠʤ ʩʧʝʮʠʘʣʠʩʪʘʤ, ʚ ʦʙʷʟʘʥʥʦʩʪʠ ʢʦʪʦʨʳʭ ʚʭʦʜʠʪ ʫʩʪʘʥʦʚʢʘ, ʵʢʩʧʣʫʘʪʘʮʠʷ ʠ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʝ Kaspersky Endpoint Security, ʘ ʪʘʢʞʝ ʧʦʜʜʝʨʞʢʘ ʦʨʛʘʥʠʟʘʮʠʡ, ʠʩʧʦʣʴʟʫʶʱʠʭ Kaspersky 

Endpoint Security. 
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ʀʩʪʦʯʥʠʢʠ ʠʥʬʦʨʤʘʮʠʠ ʦ 
ʧʨʦʛʨʘʤʤʝ 

ʋʢʘʟʘʥʥʳʝ ʠʩʪʦʯʥʠʢʠ ʠʥʬʦʨʤʘʮʠʠ ʦ ʧʨʠʣʦʞʝʥʠʠ (ʚ ʯʘʩʪʥʦʩʪʠ, ʵʣʝʢʪʨʦʥʥʘʷ ʩʧʨʘʚʢʘ) ʩʦʟʜʘʥʳ ʜʣʷ 

ʫʜʦʙʩʪʚʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʥʝ ʷʚʣʷʶʪʩʷ ʧʦʣʥʦʮʝʥʥʳʤ ʵʢʚʠʚʘʣʝʥʪʦʤ ʵʪʦʛʦ ʜʦʢʫʤʝʥʪʘ. 

ɺʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʣʝʜʫʶʱʠʝ ʠʩʪʦʯʥʠʢʠ ʜʣʷ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦʛʦ ʧʦʠʩʢʘ ʠʥʬʦʨʤʘʮʠʠ ʦ Kaspersky 

Endpoint Security: 

¶ ʩʪʨʘʥʠʮʘ Kaspersky Endpoint Security ʥʘ ʚʝʙ-ʩʘʡʪʝ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ"; 

¶ ʩʪʨʘʥʠʮʘ Kaspersky Endpoint Security ʚ ɹʘʟʝ ʟʥʘʥʠʡ; 

¶ ʵʣʝʢʪʨʦʥʥʘʷ ʩʧʨʘʚʢʘ. 

ʉʪʨʘʥʠʮʘ Kaspersky Endpoint Security ʥʘ ʚʝʙ-ʩʘʡʪʝ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" 

ʅʘ ʩʪʨʘʥʠʮʝ Kaspersky Endpoint Security (http://www.kaspersky.ru/business-security/endpoint-windows) ʚʳ 

ʤʦʞʝʪʝ ʧʦʣʫʯʠʪʴ ʦʙʱʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʨʦʛʨʘʤʤʝ, ʝʝ ʚʦʟʤʦʞʥʦʩʪʷʭ ʠ ʦʩʦʙʝʥʥʦʩʪʷʭ ʨʘʙʦʪʳ. 

ʉʪʨʘʥʠʮʘ Kaspersky Endpoint Security ʚ ɹʘʟʝ ʟʥʘʥʠʡ 

ɹʘʟʘ ʟʥʘʥʠʡ ï ʵʪʦ ʨʘʟʜʝʣ ʚʝʙ-ʩʘʡʪʘ ʉʣʫʞʙʳ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ. 

ʅʘ ʩʪʨʘʥʠʮʝ Kaspersky Endpoint Security ʚ ɹʘʟʝ ʟʥʘʥʠʡ (https://support.kaspersky.ru/kes12) ʚʳ ʥʘʡʜʝʪʝ 

ʩʪʘʪʴʠ, ʢʦʪʦʨʳʝ ʩʦʜʝʨʞʘʪ ʧʦʣʝʟʥʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʨʝʢʦʤʝʥʜʘʮʠʠ ʠ ʦʪʚʝʪʳ ʥʘ ʯʘʩʪʦ ʟʘʜʘʚʘʝʤʳʝ ʚʦʧʨʦʩʳ ʦ 

ʧʨʠʦʙʨʝʪʝʥʠʠ, ʫʩʪʘʥʦʚʢʝ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʧʨʠʣʦʞʝʥʠʷ. 

ʉʪʘʪʴʠ ɹʘʟʳ ʟʥʘʥʠʡ ʤʦʛʫʪ ʦʪʚʝʯʘʪʴ ʥʘ ʚʦʧʨʦʩʳ, ʢʦʪʦʨʳʝ ʦʪʥʦʩʷʪʩʷ ʥʝ ʪʦʣʴʢʦ ʢ Kaspersky Endpoint Security, 

ʥʦ ʠ ʢ ʜʨʫʛʠʤ ʧʨʠʣʦʞʝʥʠʷʤ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". ʉʪʘʪʴʠ ɹʘʟʳ ʟʥʘʥʠʡ ʪʘʢʞʝ ʤʦʛʫʪ ʩʦʜʝʨʞʘʪʴ ʥʦʚʦʩʪʠ 

ʉʣʫʞʙʳ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ. 

ʕʣʝʢʪʨʦʥʥʘʷ ʩʧʨʘʚʢʘ 

ʕʣʝʢʪʨʦʥʥʘʷ ʩʧʨʘʚʢʘ ʚʭʦʜʠʪ ʚ ʩʦʩʪʘʚ ʧʨʦʛʨʘʤʤʳ Kaspersky Endpoint Security. ɺʳ ʤʦʞʝʪʝ ʦʪʢʨʳʪʴ ʩʧʨʘʚʢʫ 

ʧʦ ʢʥʦʧʢʝ  ʠʣʠ ʧʦ ʢʣʘʚʠʰʝ F1. ɺ ʵʣʝʢʪʨʦʥʥʦʡ ʩʧʨʘʚʢʝ ʚʳ ʤʦʞʝʪʝ ʥʘʡʪʠ ʦʧʠʩʘʥʠʝ ʧʘʨʘʤʝʪʨʦʚ Kaspersky 

Endpoint Security. 

 

http://www.kaspersky.ru/business-security/endpoint-windows
https://support.kaspersky.ru/kes12
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ʆ ʧʨʦʛʨʘʤʤʝ 
ʇʨʦʛʨʘʤʤʥʦʝ ʠʟʜʝʣʠʝ "Kaspersky Endpoint Security ʜʣʷ Windows" ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʩʨʝʜʩʪʚʦ 

ʘʥʪʠʚʠʨʫʩʥʦʡ ʟʘʱʠʪʳ (ʉɸɺɿ) ʠ ʩʨʝʜʩʪʚʦ ʢʦʥʪʨʦʣʷ ʧʦʜʢʣʶʯʝʥʠʷ ʩʲʝʤʥʳʭ ʤʘʰʠʥʥʳʭ ʥʦʩʠʪʝʣʝʡ 

ʠʥʬʦʨʤʘʮʠʠ (ʉʂʅ), ʩ ʬʫʥʢʮʠʷʤʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʦʛʨʘʥʠʯʝʥʠʷ 

ʧʨʦʛʨʘʤʤʥʦʡ ʩʨʝʜʳ. 

ʆʙʲʝʢʪ ʦʮʝʥʢʠ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʧʨʦʛʨʘʤʤʥʦʝ ʩʨʝʜʩʪʚʦ, ʨʝʘʣʠʟʫʶʱʝʝ ʬʫʥʢʮʠʠ ʦʙʥʘʨʫʞʝʥʠʷ 

ʢʦʤʧʴʶʪʝʨʥʳʭ ʧʨʦʛʨʘʤʤ ʣʠʙʦ ʠʥʦʡ ʢʦʤʧʴʶʪʝʨʥʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʭ ʜʣʷ 

ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʫʥʠʯʪʦʞʝʥʠʷ, ʙʣʦʢʠʨʦʚʘʥʠʷ, ʤʦʜʠʬʠʢʘʮʠʠ, ʢʦʧʠʨʦʚʘʥʠʷ ʢʦʤʧʴʶʪʝʨʥʦʡ ʠʥʬʦʨʤʘʮʠʠ 

ʠʣʠ ʥʝʡʪʨʘʣʠʟʘʮʠʠ ʩʨʝʜʩʪʚ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ, ʘ ʪʘʢʞʝ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʦʙʥʘʨʫʞʝʥʠʝ ʵʪʠʭ ʧʨʦʛʨʘʤʤ ʠ 

ʠʥʬʦʨʤʘʮʠʠ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʦʝ ʜʣʷ ʧʨʠʤʝʥʝʥʠʷ ʥʘ ʩʝʨʚʝʨʘʭ ʠʣʠ ɸʈʄ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ, ʘ ʪʘʢʞʝ ʥʘ 

ʘʚʪʦʥʦʤʥʳʭ ɸʈʄ. ʊʘʢʞʝ ʚ ʧʨʦʛʨʘʤʤʥʦʤ ʠʟʜʝʣʠʠ ʨʝʘʣʠʟʦʚʘʥʳ ʬʫʥʢʮʠʠ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʢʦʥʪʨʦʣʷ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʠʥʪʝʨʬʝʡʩʦʚ ʚʚʦʜʘ (ʚʳʚʦʜʘ) ʩʨʝʜʩʪʚ ʚʳʯʠʩʣʠʪʝʣʴʥʦʡ ʪʝʭʥʠʢʠ, ʪʠʧʦʚ ʧʦʜʢʣʶʯʘʝʤʳʭ 

ʚʥʝʰʥʠʭ ʧʨʦʛʨʘʤʤʥʦ-ʘʧʧʘʨʘʪʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠ ʢʦʥʢʨʝʪʥʳʭ ʩʲʝʤʥʳʭ ʤʘʰʠʥʥʳʭ ʥʦʩʠʪʝʣʝʡ ʠʥʬʦʨʤʘʮʠʠ ʜʣʷ 

ʢʦʥʢʨʝʪʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. 

ʆʩʥʦʚʥʳʤʠ ʫʛʨʦʟʘʤʠ, ʜʣʷ ʧʨʦʪʠʚʦʩʪʦʷʥʠʷ ʢʦʪʦʨʳʤ ʠʩʧʦʣʴʟʫʝʪʩʷ Kaspersky Endpoint Security, ʷʚʣʷʶʪʩʷ: 

¶ ʫʛʨʦʟʳ, ʩʚʷʟʘʥʥʳʝ ʩ ʚʥʝʜʨʝʥʠʝʤ ʚ ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʩʠʩʪʝʤʳ ʠʟ ʠʥʬʦʨʤʘʮʠʦʥʥʦ-

ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʭ ʩʝʪʝʡ, ʚ ʪʦʤ ʯʠʩʣʝ ʩʝʪʝʡ ʤʝʞʜʫʥʘʨʦʜʥʦʛʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʦʙʤʝʥʘ (ʩʝʪʝʡ 

ʩʚʷʟʠ ʦʙʱʝʛʦ ʧʦʣʴʟʦʚʘʥʠʷ) ʠ / ʠʣʠ ʩʲʝʤʥʳʭ ʤʘʰʠʥʥʳʭ ʥʦʩʠʪʝʣʝʡ ʠʥʬʦʨʤʘʮʠʠ, ʚʨʝʜʦʥʦʩʥʳʭ 

ʢʦʤʧʴʶʪʝʨʥʳʭ ʧʨʦʛʨʘʤʤ (ʚʠʨʫʩʦʚ) (ʂɺ); 

¶ ʫʛʨʦʟʳ, ʩʚʷʟʘʥʥʳʝ ʩ ʫʩʪʘʥʦʚʢʦʡ ʥʘ ʫʟʣʳ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʚʥʫʪʨʝʥʥʠʤʠ ʠ ʚʥʝʰʥʠʤʠ 

ʥʘʨʫʰʠʪʝʣʷʤʠ ʥʝʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʦʛʦ (ʥʝʫʯʪʝʥʥʦʛʦ) ʧʦʪʝʥʮʠʘʣʴʥʦ ʚʨʝʜʦʥʦʩʥʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ 

ʦʙʝʩʧʝʯʝʥʠʷ; 

¶ ʫʛʨʦʟʳ, ʩʚʷʟʘʥʥʳʝ ʩ ʧʦʜʢʣʶʯʝʥʠʝʤ ʢ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ ʚʥʫʪʨʝʥʥʠʤʠ ʠ ʚʥʝʰʥʠʤʠ 

ʥʘʨʫʰʠʪʝʣʷʤʠ ʥʝʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʭ (ʥʝʫʯʪʝʥʥʳʭ) ʩʲʝʤʥʳʭ ʤʘʰʠʥʥʳʭ ʥʦʩʠʪʝʣʝʡ ʠʥʬʦʨʤʘʮʠʠ ʩ 

ʧʦʩʣʝʜʫʶʱʝʡ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʡ ʟʘʧʠʩʴʶ (ʧʝʨʝʜʘʯʝʡ) ʥʘ ʵʪʠ ʥʦʩʠʪʝʣʠ ʟʘʱʠʱʘʝʤʦʡ 

ʠʥʬʦʨʤʘʮʠʠ ʠʟ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʠʣʠ ʟʘʛʨʫʟʢʦʡ ʚ ʠʥʬʦʨʤʘʮʠʦʥʥʫʶ ʩʠʩʪʝʤʫ ʩ ʵʪʠʭ 

ʩʲʝʤʥʳʭ ʤʘʰʠʥʥʳʭ ʥʦʩʠʪʝʣʝʡ ʠʥʬʦʨʤʘʮʠʠ ʚʨʝʜʦʥʦʩʥʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ. 

ɺ ʧʨʦʛʨʘʤʤʝ ʨʝʘʣʠʟʦʚʘʥʳ ʩʣʝʜʫʶʱʠʝ ʬʫʥʢʮʠʠ ʙʝʟʦʧʘʩʥʦʩʪʠ: 

¶ ʨʘʟʛʨʘʥʠʯʝʥʠʝ ʜʦʩʪʫʧʘ ʢ ʫʧʨʘʚʣʝʥʠʶ ʆʆ; 

¶ ʫʧʨʘʚʣʝʥʠʝ ʨʘʙʦʪʦʡ ʆʆ; 

¶ ʫʧʨʘʚʣʝʥʠʝ ʧʘʨʘʤʝʪʨʘʤʠ ʆʆ; 

¶ ʫʧʨʘʚʣʝʥʠʝ ʫʩʪʘʥʦʚʢʦʡ ʦʙʥʦʚʣʝʥʠʡ (ʘʢʪʫʘʣʠʟʘʮʠʠ) ɹɼ ʇʂɺ ʆʆ; 

¶ ʘʫʜʠʪ ʙʝʟʦʧʘʩʥʦʩʪʠ ʆʆ; 

¶ ʚʳʧʦʣʥʝʥʠʝ ʧʨʦʚʝʨʦʢ ʦʙʲʝʢʪʦʚ ʚʦʟʜʝʡʩʪʚʠʷ; 

¶ ʦʙʨʘʙʦʪʢʘ ʦʙʲʝʢʪʦʚ ʚʦʟʜʝʡʩʪʚʠʷ; 

¶ ʩʠʛʥʘʣʠʟʘʮʠʷ ʆʆ; 

¶ ʠʜʝʥʪʠʬʠʢʘʮʠʷ ʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʙʝʟʦʧʘʩʥʦʩʪʠ; 

¶ ʦʛʨʘʥʠʯʝʥʠʝ ʧʨʦʛʨʘʤʤʥʦʡ ʩʨʝʜʳ (ʫʧʨʘʚʣʝʥʠʝ ʟʘʧʫʩʢʦʤ ʢʦʤʧʦʥʝʥʪʦʚ ʇʆ, ʢʦʥʪʨʦʣʴ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-

ʨʝʩʫʨʩʘʤ); 

¶ ʢʦʥʪʨʦʣʴ ʧʦʜʢʣʶʯʝʥʠʷ ʩʲʝʤʥʳʭ ʤʘʰʠʥʥʳʭ ʥʦʩʠʪʝʣʝʡ ʠʥʬʦʨʤʘʮʠʠ. 
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ʊʨʝʙʦʚʘʥʠʷ 
ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʘʧʧʘʨʘʪʥʳʝ ʠ ʧʨʦʛʨʘʤʤʥʳʝ ʪʨʝʙʦʚʘʥʠʷ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʠ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ, ʘ ʪʘʢʞʝ 

ʫʢʘʟʘʥʠʷ ʧʦ ʵʢʩʧʣʫʘʪʘʮʠʠ ʠ ʪʨʝʙʦʚʘʥʠʷ ʢ ʩʨʝʜʝ. 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 

ɸʧʧʘʨʘʪʥʳʝ ʠ ʧʨʦʛʨʘʤʤʥʳʝ ʪʨʝʙʦʚʘʥʠʷ ..................................................................................................14 

ʋʢʘʟʘʥʠʷ ʧʦ ʵʢʩʧʣʫʘʪʘʮʠʠ ʠ ʪʨʝʙʦʚʘʥʠʷ ʢ ʩʨʝʜʝ ....................................................................................16 

 

 

ɸʧʧʘʨʘʪʥʳʝ ʠ ʧʨʦʛʨʘʤʤʥʳʝ ʪʨʝʙʦʚʘʥʠʷ 

ɼʣʷ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ Kaspersky Endpoint Security ʢʦʤʧʴʶʪʝʨ ʜʦʣʞʝʥ ʫʜʦʚʣʝʪʚʦʨʷʪʴ ʩʣʝʜʫʶʱʠʤ 

ʪʨʝʙʦʚʘʥʠʷʤ. 

ʄʠʥʠʤʘʣʴʥʳʝ ʦʙʱʠʝ ʪʨʝʙʦʚʘʥʠʷ: 

¶ 2 ɻɹ ʩʚʦʙʦʜʥʦʛʦ ʤʝʩʪʘ ʥʘ ʞʝʩʪʢʦʤ ʜʠʩʢʝ; 

¶ ʧʨʦʮʝʩʩʦʨ: 

¶ ʨʘʙʦʯʘʷ ʩʪʘʥʮʠʷ ï 1 ɻɻʮ; 

¶ ʩʝʨʚʝʨ ï 1.4 ɻɻʮ; 

¶ ʧʦʜʜʝʨʞʢʘ ʠʥʩʪʨʫʢʮʠʡ SSE2. 

ɸʨʭʠʪʝʢʪʫʨʘ Arm ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ. 

¶ ʦʧʝʨʘʪʠʚʥʘʷ ʧʘʤʷʪʴ: 

¶ ʨʘʙʦʯʘʷ ʩʪʘʥʮʠʷ (x86) ï 1 ɻɹ; 

¶ ʨʘʙʦʯʘʷ ʩʪʘʥʮʠʷ (x64) ï 2 ɻɹ; 

¶ ʩʝʨʚʝʨ ï 2 ɻɹ; 

¶ ʩʝʨʚʝʨ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʧʨʠʣʦʞʝʥʠʷ ʩʦ ʚʩʪʨʦʝʥʥʳʤ ʘʛʝʥʪʦʤ ʜʣʷ ʠʥʪʝʛʨʘʮʠʠ ʩ Kaspersky Anti 

Targeted Attack Platform ï 8 ɻɹ. 

ʈʘʙʦʯʠʝ ʩʪʘʥʮʠʠ 

ʇʦʜʜʝʨʞʠʚʘʝʤʳʝ ʦʧʝʨʘʮʠʦʥʥʳʝ ʩʠʩʪʝʤʳ ʜʣʷ ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʡ: 

¶ Windows 7 Home / Professional / Ultimate / Enterprise Service Pack 1 ʠ ʚʳʰʝ; 

¶ Windows 8 Professional / Enterprise; 

¶ Windows 8.1 Professional / Enterprise; 

¶ Windows 10 Home / Pro / Pro ʜʣʷ ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʡ / Education / Enterprise / Enterprise multi-session; 

¶ Windows 11 Home / Pro / Pro ʜʣʷ ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʡ / Education / Enterprise. 
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ʇʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥʦ ʥʘ Microsoft Windows 7, ʝʩʣʠ ʥʝ 

ʫʩʪʘʥʦʚʣʝʥʳ ʦʙʥʦʚʣʝʥʠʷ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ KB4490628 (ʦʙʥʦʚʣʝʥʠʝ ʦʪ 12 ʤʘʨʪʘ 2019) ʠ 

KB4474419 (ʦʙʥʦʚʣʝʥʠʝ ʦʪ 23 ʩʝʥʪʷʙʨʷ 2019). ʇʦʜʨʦʙʥʝʝ ʩʤ. ʚ ʙʘʟʝ ʟʥʘʥʠʡ ʉʣʫʞʙʳ ʪʝʭʥʠʯʝʩʢʦʡ 

ʧʦʜʜʝʨʞʢʠ https://support.kaspersky.ru/common/error/installation/11004#block8. 

ʆʩʦʙʝʥʥʦʩʪʠ ʧʦʜʜʝʨʞʢʠ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ Microsoft Windows 10 ʚʳ ʤʦʞʝʪʝ ʫʟʥʘʪʴ ʚ ʙʘʟʝ ʟʥʘʥʠʡ 

ʉʣʫʞʙʳ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ https://support.kaspersky.ru/common/compatibility/13036. 

ʆʩʦʙʝʥʥʦʩʪʠ ʧʦʜʜʝʨʞʢʠ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ Microsoft Windows 11 ʚʳ ʤʦʞʝʪʝ ʫʟʥʘʪʴ ʚ ʙʘʟʝ ʟʥʘʥʠʡ 

ʉʣʫʞʙʳ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ https://support.kaspersky.ru/common/compatibility/15778. 

ʉʝʨʚʝʨʳ 

Kaspersky Endpoint Security ʧʦʜʜʝʨʞʠʚʘʝʪ ʨʘʙʦʪʫ ʦʩʥʦʚʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʠʣʦʞʝʥʠʷ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʧʦʜ 

ʫʧʨʘʚʣʝʥʠʝʤ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ Windows ʜʣʷ ʩʝʨʚʝʨʦʚ. ɺʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ Kaspersky Endpoint 

Security ʜʣʷ Windows ʚʤʝʩʪʦ Kaspersky Security ʜʣʷ Windows Server ʥʘ ʩʝʨʚʝʨʘʭ ʠ ʢʣʘʩʪʝʨʘʭ ʦʨʛʘʥʠʟʘʮʠʠ 

(ʘʥʛʣ. Cluster Mode). ʊʘʢʞʝ ʧʨʠʣʦʞʝʥʠʝ ʧʦʜʜʝʨʞʠʚʘʝʪ ʨʝʞʠʤ ʦʩʥʦʚʥʳʭ ʩʝʨʚʝʨʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ (ʘʥʛʣ. 

Server Core Mode) (ʩʤ. ʠʟʚʝʩʪʥʳʝ ʦʛʨʘʥʠʯʝʥʠʷ https://support.kaspersky.com/help/KESWin/12.8/ru-

RU/201943.htm). 

ʇʦʜʜʝʨʞʠʚʘʝʤʳʝ ʦʧʝʨʘʮʠʦʥʥʳʝ ʩʠʩʪʝʤʳ ʜʣʷ ʩʝʨʚʝʨʦʚ: 

¶ Windows Web Server 2008 R2 Service Pack 1 ʠ ʚʳʰʝ; 

¶ Windows Server 2012 R2 Foundation / Essentials / Standard / Datacenter (ʚʢʣʶʯʘʷ ʨʝʞʠʤ Server Core); 

¶ Windows Server 2016 Essentials / Standard / Datacenter (ʚʢʣʶʯʘʷ ʨʝʞʠʤ Server Core); 

¶ Windows Server 2019 Essentials / Standard / Datacenter (ʚʢʣʶʯʘʷ ʨʝʞʠʤ Server Core); 

¶ Windows Server 2022 Standard / Datacenter / Datacenter: Azure Edition (ʚʢʣʶʯʘʷ ʨʝʞʠʤ Server Core). 

¶ Windows Server 2025 Standard / Datacenter. 

ʇʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥʦ ʥʘ Microsoft Windows Server 2008 

R2, ʝʩʣʠ ʥʝ ʫʩʪʘʥʦʚʣʝʥʳ ʦʙʥʦʚʣʝʥʠʷ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ KB4490628 (ʦʙʥʦʚʣʝʥʠʝ ʦʪ 12 ʤʘʨʪʘ 

2019) ʠ KB4474419 (ʦʙʥʦʚʣʝʥʠʝ ʦʪ 23 ʩʝʥʪʷʙʨʷ 2019). 

ʆʩʦʙʝʥʥʦʩʪʠ ʧʦʜʜʝʨʞʢʠ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ Microsoft Windows Server 2016 ʠ Microsoft Windows 

Server 2019 ʚʳ ʤʦʞʝʪʝ ʫʟʥʘʪʴ ʚ ʙʘʟʝ ʟʥʘʥʠʡ ʉʣʫʞʙʳ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ 

https://support.kaspersky.ru/common/compatibility/13036. 

ʆʩʦʙʝʥʥʦʩʪʠ ʧʦʜʜʝʨʞʢʠ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ Microsoft Windows Server 2022 ʚʳ ʤʦʞʝʪʝ ʫʟʥʘʪʴ ʚ 

ʙʘʟʝ ʟʥʘʥʠʡ ʉʣʫʞʙʳ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ https://support.kaspersky.ru/common/compatibility/15778. 

https://support.kaspersky.ru/common/error/installation/11004#block8
https://support.kaspersky.ru/common/compatibility/13036
https://support.kaspersky.ru/common/compatibility/15778
https://support.kaspersky.com/help/KESWin/12.8/ru-RU/201943.htm
https://support.kaspersky.com/help/KESWin/12.8/ru-RU/201943.htm
https://support.kaspersky.ru/common/compatibility/13036
https://support.kaspersky.ru/common/compatibility/15778
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ʅʝʧʦʜʜʝʨʞʠʚʘʝʤʳʝ ʦʧʝʨʘʮʠʦʥʥʳʝ ʩʠʩʪʝʤʳ ʜʣʷ ʩʝʨʚʝʨʦʚ: 

¶ Windows Server 2003 Standard / Enterprise / Datacenter ʩ ʧʘʢʝʪʦʤ ʦʙʥʦʚʣʝʥʠʡ SP2 ʠʣʠ ʚʳʰʝ; 

¶ Windows Server 2003 R2 Foundation / Standard / Enterprise / Datacenter ʩ ʧʘʢʝʪʦʤ ʦʙʥʦʚʣʝʥʠʡ SP2 

ʠʣʠ ʚʳʰʝ; 

¶ Windows Server 2008 Standard / Enterprise / Datacenter ʩ ʧʘʢʝʪʦʤ ʦʙʥʦʚʣʝʥʠʡ SP2 ʠʣʠ ʚʳʰʝ; 

¶ Windows Server 2008 Core Standard / Enterprise / Datacenter ʩ ʧʘʢʝʪʦʤ ʦʙʥʦʚʣʝʥʠʡ SP2 ʠʣʠ ʚʳʰʝ; 

¶ Microsoft Small Business Server 2008 Standard / Premium SP2 ʠʣʠ ʚʳʰʝ. 

ɺʠʨʪʫʘʣʴʥʳʝ ʧʣʘʪʬʦʨʤʳ 

ʇʦʜʜʝʨʞʠʚʘʝʤʳʝ ʚʠʨʪʫʘʣʴʥʳʝ ʧʣʘʪʬʦʨʤʳ: 

¶ VMware Workstation 17.6.1; 

¶ VMware ESXi 8.0d; 

¶ Microsoft Hyper-V Server 2022; 

¶ Citrix Virtual Apps and Desktops 7 2402 LTSR; 

¶ Citrix Provisioning 2402 LTSR; 

¶ XenServer 8. 

ʇʦʜʜʝʨʞʢʘ Kaspersky Security Center 

Kaspersky Endpoint Security ʧʦʜʜʝʨʞʠʚʘʝʪ ʨʘʙʦʪʫ ʩʦ ʩʣʝʜʫʶʱʠʤʠ ʚʝʨʩʠʷʤʠ Kaspersky Security Center: 

¶ Kaspersky Security Center 13; 

¶ Kaspersky Security Center 13.1; 

¶ Kaspersky Security Center 13.2; 

¶ Kaspersky Security Center 13.2.2; 

¶ Kaspersky Security Center 14; 

¶ Kaspersky Security Center 14.1; 

¶ Kaspersky Security Center 14.2; 

¶ Kaspersky Security Center Linux 14.2; 

¶ Kaspersky Security Center Linux 15; 

¶ Kaspersky Security Center Windows 15.1; 

¶ Kaspersky Security Center Linux 15.1; 

¶ Kaspersky Security Center Linux 15.2. 
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ʋʢʘʟʘʥʠʷ ʧʦ ʵʢʩʧʣʫʘʪʘʮʠʠ ʠ ʪʨʝʙʦʚʘʥʠʷ ʢ ʩʨʝʜʝ 

1. ʋʩʪʘʥʦʚʢʘ, ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʝ ʠ ʫʧʨʘʚʣʝʥʠʝ ʧʨʠʣʦʞʝʥʠʝʤ ʜʦʣʞʥʳ ʦʩʫʱʝʩʪʚʣʷʪʴʩʷ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 

ʵʢʩʧʣʫʘʪʘʮʠʦʥʥʦʡ ʜʦʢʫʤʝʥʪʘʮʠʝʡ. 

2. ʇʨʠʣʦʞʝʥʠʝ ʜʦʣʞʥʦ ʵʢʩʧʣʫʘʪʠʨʦʚʘʪʴʩʷ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ, ʦʪʚʝʯʘʶʱʠʭ ʤʠʥʠʤʘʣʴʥʳʤ ʪʨʝʙʦʚʘʥʠʷʤ, 

ʧʨʠʚʝʜʝʥʥʳʤ ʚ ʨʘʟʜʝʣʝ "ɸʧʧʘʨʘʪʥʳʝ ʠ ʧʨʦʛʨʘʤʤʥʳʝ ʪʨʝʙʦʚʘʥʠʷ". 

3. ʇʝʨʝʜ ʫʩʪʘʥʦʚʢʦʡ ʠ ʥʘʯʘʣʦʤ ʵʢʩʧʣʫʘʪʘʮʠʠ ʧʨʠʣʦʞʝʥʠʷ ʥʝʦʙʭʦʜʠʤʦ ʫʩʪʘʥʦʚʠʪʴ ʚʩʝ ʜʦʩʪʫʧʥʳʝ 

ʦʙʥʦʚʣʝʥʠʷ ʜʣʷ ʠʩʧʦʣʴʟʫʝʤʳʭ ʚʝʨʩʠʡ ʇʆ ʩʨʝʜʳ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ. 

4. ɼʦʣʞʝʥ ʙʳʪʴ ʦʙʝʩʧʝʯʝʥ ʜʦʩʪʫʧ ʧʨʠʣʦʞʝʥʠʷ ʢʦ ʚʩʝʤ ʦʙʲʝʢʪʘʤ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ, ʢʦʪʦʨʳʝ 

ʥʝʦʙʭʦʜʠʤʳ ʧʨʠʣʦʞʝʥʠʶ ʜʣʷ ʨʝʘʣʠʟʘʮʠʠ ʩʚʦʠʭ ʬʫʥʢʮʠʦʥʘʣʴʥʳʭ ʚʦʟʤʦʞʥʦʩʪʝʡ (ʢ ʢʦʥʪʨʦʣʠʨʫʝʤʳʤ 

ʦʙʲʝʢʪʘʤ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ). 

5. ɼʦʣʞʥʘ ʙʳʪʴ ʦʙʝʩʧʝʯʝʥʘ ʩʦʚʤʝʩʪʠʤʦʩʪʴ ʧʨʠʣʦʞʝʥʠʷ ʩ ʢʦʥʪʨʦʣʠʨʫʝʤʳʤʠ ʨʝʩʫʨʩʘʤʠ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. 

6. ɼʦʣʞʥʘ ʙʳʪʴ ʦʙʝʩʧʝʯʝʥʘ ʚʦʟʤʦʞʥʦʩʪʴ ʢʦʨʨʝʢʪʥʦʡ ʩʦʚʤʝʩʪʥʦʡ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ ʩʦ ʩʨʝʜʩʪʚʘʤʠ 

ʘʥʪʠʚʠʨʫʩʥʦʡ ʟʘʱʠʪʳ ʜʨʫʛʠʭ ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ ʚ ʩʣʫʯʘʝ ʠʭ ʩʦʚʤʝʩʪʥʦʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʚ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ. 

7. ɼʦʣʞʥʘ ʙʳʪʴ ʦʙʝʩʧʝʯʝʥʘ ʬʠʟʠʯʝʩʢʘʷ ʟʘʱʠʪʘ ʵʣʝʤʝʥʪʦʚ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ, ʥʘ ʢʦʪʦʨʳʭ 

ʫʩʪʘʥʦʚʣʝʥʦ ʧʨʠʣʦʞʝʥʠʝ. 

8. ɼʦʣʞʥʘ ʙʳʪʴ ʦʙʝʩʧʝʯʝʥʘ ʩʠʥʭʨʦʥʠʟʘʮʠʷ ʧʦ ʚʨʝʤʝʥʠ ʤʝʞʜʫ ʢʦʤʧʦʥʝʥʪʘʤʠ ʧʨʠʣʦʞʝʥʠʷ, ʘ ʪʘʢʞʝ 

ʤʝʞʜʫ ʧʨʠʣʦʞʝʥʠʝʤ ʠ ʩʨʝʜʦʡ ʝʛʦ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ. 

9. ʇʝʨʩʦʥʘʣ, ʦʪʚʝʪʩʪʚʝʥʥʳʡ ʟʘ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʝ ʧʨʠʣʦʞʝʥʠʷ, ʜʦʣʞʝʥ ʦʙʝʩʧʝʯʠʚʘʪʴ ʥʘʜʣʝʞʘʱʝʝ 

ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʝ ʧʨʠʣʦʞʝʥʠʷ, ʨʫʢʦʚʦʜʩʪʚʫʷʩʴ ʵʢʩʧʣʫʘʪʘʮʠʦʥʥʦʡ ʜʦʢʫʤʝʥʪʘʮʠʝʡ. 

10. ɼʦʣʞʥʘ ʙʳʪʴ ʦʙʝʩʧʝʯʝʥʘ ʜʦʚʝʨʝʥʥʘʷ ʩʚʷʟʴ ʤʝʞʜʫ ʧʨʠʣʦʞʝʥʠʝʤ ʠ ʫʧʦʣʥʦʤʦʯʝʥʥʳʤʠ ʩʫʙʲʝʢʪʘʤʠ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ (ʘʜʤʠʥʠʩʪʨʘʪʦʨʘʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ). 

11. ʌʫʥʢʮʠʦʥʠʨʦʚʘʥʠʝ ʧʨʠʣʦʞʝʥʠʷ ʜʦʣʞʥʦ ʦʩʫʱʝʩʪʚʣʷʪʴʩʷ ʚ ʩʨʝʜʝ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ, 

ʧʨʝʜʦʩʪʘʚʣʷʶʱʝʡ ʤʝʭʘʥʠʟʤʳ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʧʨʠʣʦʞʝʥʠʷ. 

12. ɼʦʣʞʝʥ ʙʳʪʴ ʦʙʝʩʧʝʯʝʥ ʜʦʚʝʨʝʥʥʳʡ ʢʘʥʘʣ ʧʦʣʫʯʝʥʠʷ ʦʙʥʦʚʣʝʥʠʡ ɹɼ ʇʂɺ. 

13. ɼʦʣʞʥʘ ʙʳʪʴ ʦʙʝʩʧʝʯʝʥʘ ʟʘʱʠʱʝʥʥʘʷ ʦʙʣʘʩʪʴ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʬʫʥʢʮʠʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʷ. 

14. ʋʧʨʘʚʣʝʥʠʝ ʘʪʨʠʙʫʪʘʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʩʚʷʟʘʥʥʳʤʠ ʩ ʜʦʩʪʫʧʦʤ ʢ ʬʫʥʢʮʠʷʤ ʠ ʜʘʥʥʳʤ ʧʨʠʣʦʞʝʥʠʷ, 

ʜʦʣʞʥʦ ʧʨʝʜʦʩʪʘʚʣʷʪʴʩʷ ʪʦʣʴʢʦ ʫʧʦʣʥʦʤʦʯʝʥʥʳʤ ʨʦʣʷʤ (ʘʜʤʠʥʠʩʪʨʘʪʦʨʘʤ ʧʨʠʣʦʞʝʥʠʷ ʠ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ). 

15. ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʜʦʣʞʝʥ ʫʩʪʘʥʦʚʠʪʴ ʚ ʩʨʝʜʝ ʀʊ ʤʘʢʩʠʤʘʣʴʥʦʝ ʯʠʩʣʦ ʧʦʧʳʪʦʢ ʥʝʫʩʧʝʰʥʳʭ ʧʦʧʳʪʦʢ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʩ ʤʦʤʝʥʪʘ ʧʦʩʣʝʜʥʝʡ ʫʩʧʝʰʥʦʡ ʧʦʧʳʪʢʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʩ 

ʧʦʩʣʝʜʫʶʱʝʡ ʙʣʦʢʠʨʦʚʢʦʡ ʧʦʧʳʪʦʢ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʨʠ ʧʨʝʚʳʰʝʥʠʠ ʫʩʪʘʥʦʚʣʝʥʥʦʛʦ ʟʥʘʯʝʥʠʷ. 

16. ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʜʦʣʞʝʥ ʟʘʜʘʪʴ ʤʝʪʨʠʢʫ ʢʘʯʝʩʪʚʘ ʧʘʨʦʣʝʡ, ʚʢʣʶʯʘʶʱʫʶ ʪʨʝʙʦʚʘʥʠʷ ʢ ʜʣʠʥʝ 

ʧʘʨʦʣʝʡ, ʪʨʝʙʦʚʘʥʠʷ ʧʦ ʟʘʧʨʝʱʝʥʠʶ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʦʧʨʝʜʝʣʝʥʥʳʭ ʢʦʤʙʠʥʘʮʠʡ ʩʠʤʚʦʣʦʚ, ʘ ʪʘʢʞʝ 

ʪʨʝʙʦʚʘʥʠʷ ʢ ʢʘʪʝʛʦʨʠʠ ʠʩʧʦʣʴʟʫʝʤʳʭ ʩʠʤʚʦʣʦʚ. 
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ʋʩʪʘʥʦʚʢʘ ʧʨʦʛʨʘʤʤʳ ʩ ʧʦʤʦʱʴʶ 
ʤʘʩʪʝʨʘ 
ʀʥʪʝʨʬʝʡʩ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ ʩʦʩʪʦʠʪ ʠʟ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ ʦʢʦʥ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʰʘʛʘʤ 

ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ. 

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ ʧʨʦʛʨʘʤʤʫ ʠʣʠ ʦʙʥʦʚʠʪʴ ʧʨʝʜʳʜʫʱʫʶ ʚʝʨʩʠʶ ʧʨʦʛʨʘʤʤʳ ʩ ʧʦʤʦʱʴʶ 

ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ, 

ʩʢʦʧʠʨʫʡʪʝ ʬʘʡʣ setup_kes.exe, ʚʭʦʜʷʱʠʡ ʚ ʢʦʤʧʣʝʢʪ ʧʦʩʪʘʚʢʠ, ʥʘ ʢʦʤʧʴʶʪʝʨ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʟʘʧʫʩʪʠʪʝ 

ʝʛʦ. 

ɿʘʧʫʩʪʠʪʩʷ ʤʘʩʪʝʨ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ. 

ʇʦʜʛʦʪʦʚʢʘ ʢ ʫʩʪʘʥʦʚʢʝ 

ʇʝʨʝʜ ʫʩʪʘʥʦʚʢʦʡ Kaspersky Endpoint Security ʥʘ ʢʦʤʧʴʶʪʝʨ ʠʣʠ ʦʙʥʦʚʣʝʥʠʝʤ ʧʨʝʜʳʜʫʱʝʡ ʚʝʨʩʠʠ 

ʧʨʠʣʦʞʝʥʠʷ ʧʨʦʚʝʨʷʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʫʩʣʦʚʠʷ: 

¶ ʥʘʣʠʯʠʝ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, ʩ ʢʦʪʦʨʳʤ ʫ ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security ʤʦʛʫʪ 

ʙʳʪʴ ʧʨʦʙʣʝʤʳ ʩʦʚʤʝʩʪʠʤʦʩʪʠ (ʩʧʠʩʦʢ ʇʆ ʧʨʠʚʝʜʝʥ ʚ ʬʘʡʣʝ incompatible.txt ʚ ʢʦʤʧʣʝʢʪʝ ʧʦʩʪʘʚʢʠ); 

¶ ʚʳʧʦʣʥʝʥʠʝ ʘʧʧʘʨʘʪʥʳʭ ʠ ʧʨʦʛʨʘʤʤʥʳʭ ʪʨʝʙʦʚʘʥʠʡ; 

¶ ʥʘʣʠʯʠʝ ʧʨʘʚ ʥʘ ʫʩʪʘʥʦʚʢʫ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ. 

ɽʩʣʠ ʢʘʢʦʝ-ʣʠʙʦ ʠʟ ʧʝʨʝʯʠʩʣʝʥʥʳʭ ʫʩʣʦʚʠʡ ʥʝ ʚʳʧʦʣʥʝʥʦ, ʥʘ ʵʢʨʘʥ ʚʳʚʦʜʠʪʩʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ 

ʫʚʝʜʦʤʣʝʥʠʝ. ʅʘʧʨʠʤʝʨ, ʫʚʝʜʦʤʣʝʥʠʝ ʦ ʥʘʣʠʯʠʠ ʥʝʩʦʚʤʝʩʪʠʤʦʛʦ ʇʆ (ʩʤ. ʨʠʩ. ʥʠʞʝ). 
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ʈʠʩʫʥʦʢ 1. ʋʜʘʣʝʥʠʝ ʥʝʩʦʚʤʝʩʪʠʤʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ 

ɽʩʣʠ ʢʦʤʧʴʶʪʝʨ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʧʨʝʜʲʷʚʣʷʝʤʳʤ ʪʨʝʙʦʚʘʥʠʷʤ, ʤʘʩʪʝʨ ʫʩʪʘʥʦʚʢʠ ʧʨʠʣʦʞʝʥʠʷ ʚʳʧʦʣʥʷʝʪ 

ʧʦʠʩʢ ʧʨʠʣʦʞʝʥʠʡ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ", ʦʜʥʦʚʨʝʤʝʥʥʘʷ ʨʘʙʦʪʘ ʢʦʪʦʨʳʭ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ 

ʚʦʟʥʠʢʥʦʚʝʥʠʶ ʢʦʥʬʣʠʢʪʦʚ. ɽʩʣʠ ʪʘʢʠʝ ʧʨʠʣʦʞʝʥʠʷ ʥʘʡʜʝʥʳ, ʚʘʤ ʧʨʝʜʣʘʛʘʝʪʩʷ ʫʜʘʣʠʪʴ ʠʭ ʚʨʫʯʥʫʶ. 

ɽʩʣʠ ʚ ʯʠʩʣʝ ʦʙʥʘʨʫʞʝʥʥʳʭ ʧʨʠʣʦʞʝʥʠʡ ʝʩʪʴ ʧʨʝʜʳʜʫʱʠʝ ʚʝʨʩʠʠ Kaspersky Endpoint Security, ʪʦ ʚʩʝ 

ʜʘʥʥʳʝ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʤʠʛʨʠʨʦʚʘʥʳ (ʥʘʧʨʠʤʝʨ, ʠʥʬʦʨʤʘʮʠʷ ʦʙ ʘʢʪʠʚʘʮʠʠ, ʧʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ), 

ʩʦʭʨʘʥʷʶʪʩʷ ʠ ʠʩʧʦʣʴʟʫʶʪʩʷ ʧʨʠ ʫʩʪʘʥʦʚʢʝ Kaspersky Endpoint Security 12.8 ʜʣʷ Windows, ʘ ʧʨʝʜʳʜʫʱʘʷ 

ʚʝʨʩʠʷ ʧʨʠʣʦʞʝʥʠʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʫʜʘʣʷʝʪʩʷ. ʕʪʦ ʦʪʥʦʩʠʪʩʷ ʢ ʩʣʝʜʫʶʱʠʤ ʚʝʨʩʠʷʤ ʧʨʠʣʦʞʝʥʠʷ: 

¶ Kaspersky Endpoint Security ʜʣʷ Windows 11.10.0 (ʩʙʦʨʢʘ 11.10.0.399). 

¶ Kaspersky Endpoint Security ʜʣʷ Windows 11.11.0 (ʩʙʦʨʢʘ 11.11.0.452). 

¶ Kaspersky Endpoint Security ʜʣʷ Windows 12.0 (ʩʙʦʨʢʘ 12.0.0.465). 

¶ Kaspersky Endpoint Security ʜʣʷ Windows 12.1 (ʩʙʦʨʢʘ 12.1.0.506). 

¶ Kaspersky Endpoint Security ʜʣʷ Windows 12.2 (ʩʙʦʨʢʘ 12.2.0.462). 

¶ Kaspersky Endpoint Security ʜʣʷ Windows 12.3 (ʩʙʦʨʢʘ 12.3.0.493). 

¶ Kaspersky Endpoint Security ʜʣʷ Windows 12.4 (ʩʙʦʨʢʘ 12.4.0.467). 

¶ Kaspersky Endpoint Security ʜʣʷ Windows 12.5 (ʩʙʦʨʢʘ 12.5.0.539). 

¶ Kaspersky Endpoint Security ʜʣʷ Windows 12.6 (ʩʙʦʨʢʘ 12.6.0.438). 

¶ Kaspersky Endpoint Security ʜʣʷ Windows 12.7 (ʩʙʦʨʢʘ 21.19.7.533). 
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ʂʦʥʬʠʛʫʨʘʮʠʷ Kaspersky Endpoint Security 

 
ʈʠʩʫʥʦʢ 2. ɺʳʙʦʨ ʢʦʤʧʦʥʝʥʪʦʚ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʧʨʠʣʦʞʝʥʠʷ 

ʉʪʘʥʜʘʨʪʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ. ɺ ʵʪʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʚʘʤ ʜʦʩʪʫʧʥʳ ʚʩʝ ʢʦʤʧʦʥʝʥʪʳ 

ʧʨʠʣʦʞʝʥʠʷ, ʚʢʣʶʯʘʷ ʢʦʤʧʦʥʝʥʪʳ ʜʣʷ ʨʘʙʦʪʳ ʨʝʰʝʥʠʡ Detection and Response. ʕʪʘ ʢʦʥʬʠʛʫʨʘʮʠʷ ʥʫʞʥʘ 

ʜʣʷ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʢʦʤʧʣʝʢʩʥʦʡ ʟʘʱʠʪʳ ʢʦʤʧʴʶʪʝʨʘ ʦʪ ʨʘʟʣʠʯʥʦʛʦ ʚʠʜʘ ʫʛʨʦʟ, ʩʝʪʝʚʳʭ ʠ ʤʦʰʝʥʥʠʯʝʩʢʠʭ 

ʘʪʘʢ. 

ɸʛʝʥʪ Endpoint Detection and Response. ɺ ʵʪʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʚ  rʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ ʪʦʣʴʢʦ ʢʦʤʧʦʥʝʥʪʳ 

ʜʣʷ ʨʘʙʦʪʳ ʨʝʰʝʥʠʡ Detection and Response: Endpoint Detection and Response (KATA), Managed Detection 

and Response (MDR), Network Detection and Response (KATA), ʘ ʪʘʢʞʝ Kaspersky Unified Monitoring and 

Analysis Platform (KUMA). ʕʪʘ ʢʦʥʬʠʛʫʨʘʮʠʷ ʥʫʞʥʘ ʚ ʪʦʤ ʩʣʫʯʘʝ, ʝʩʣʠ ʚ ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ ʨʘʟʚʝʨʥʫʪʘ 

ʩʠʩʪʝʤʘ ʟʘʱʠʪʳ ʢʦʥʝʯʥʳʭ ʪʦʯʝʢ (ʘʥʛʣ. Endpoint Protection Platform, EPP) ʦʪ ʩʪʦʨʦʥʥʠʭ ʧʦʩʪʘʚʱʠʢʦʚ ʠ 

ʨʝʰʝʥʠʝ Detection and Response ʦʪ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". ʊʘʢʠʤ ʦʙʨʘʟʦʤ, Kaspersky Endpoint Security 

ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ Endpoint Detection and Response ʘʛʝʥʪʘ ʤʦʞʝʪ ʙʳʪʴ ʩʦʚʤʝʩʪʠʤ ʩʦ ʩʪʦʨʦʥʥʠʤʠ EPP-

ʧʨʠʣʦʞʝʥʠʷʤʠ. 

ɺ ʩʝʨʪʠʬʠʮʠʨʦʚʘʥʥʦʡ ʚʝʨʩʠʠ ʧʨʠʣʦʞʝʥʠʷ ʠʥʪʝʛʨʘʮʠʷ ʩ Kaspersky Managed Detection and Response ʥʝ 

ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ. ɺʢʣʶʯʝʥʠʝ ʠʥʪʝʛʨʘʮʠʠ ʩ Kaspersky Managed Detection and Response ʧʨʠʚʦʜʠʪ ʢ 

ʚʳʭʦʜʫ ʧʨʠʣʦʞʝʥʠʷ ʠʟ ʩʝʨʪʠʬʠʮʠʨʦʚʘʥʥʦʛʦ ʩʦʩʪʦʷʥʠʷ. 

ʃʝʛʢʠʡ ʘʛʝʥʪ ʜʣʷ ʟʘʱʠʪʳ ʚʠʨʪʫʘʣʴʥʳʭ ʩʨʝʜ. ʕʪʘ ʢʦʥʬʠʛʫʨʘʮʠʷ ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ 

ʚ ʩʦʩʪʘʚʝ ʨʝʰʝʥʠʷ Kaspersky Security ʜʣʷ ʚʠʨʪʫʘʣʴʥʳʭ ʩʨʝʜ ʃʝʛʢʠʡ ʘʛʝʥʪ. ʃʝʛʢʠʡ ʘʛʝʥʪ ʜʦʣʞʝʥ ʙʳʪʴ 

ʫʩʪʘʥʦʚʣʝʥ ʥʘ ʢʘʞʜʦʡ ʚʠʨʪʫʘʣʴʥʦʡ ʤʘʰʠʥʝ, ʢʦʪʦʨʫʶ ʪʨʝʙʫʝʪʩʷ ʟʘʱʠʱʘʪʴ ʩ ʧʦʤʦʱʴʶ ʨʝʰʝʥʠʷ. ɺ ʵʪʦʡ 

ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʝʜʦʩʪʫʧʥʳ ʢʦʤʧʦʥʝʥʪʳ ʰʠʬʨʦʚʘʥʠʷ ʜʘʥʥʳʭ ʠ ɸʜʘʧʪʠʚʥʳʡ ʢʦʥʪʨʦʣʴ ʘʥʦʤʘʣʠʡ. ɽʩʣʠ ʚʳ 

ʫʩʪʘʥʘʚʣʠʚʘʝʪʝ ʃʝʛʢʠʡ ʘʛʝʥʪ ʥʘ ʰʘʙʣʦʥ ʚʠʨʪʫʘʣʴʥʳʭ ʤʘʰʠʥ, ʠʟ ʢʦʪʦʨʦʛʦ ʚʳ ʙʫʜʝʪʝ ʩʦʟʜʘʚʘʪʴ ʚʨʝʤʝʥʥʳʝ 

ʚʠʨʪʫʘʣʴʥʳʝ ʤʘʰʠʥʳ, ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ɿʘʱʠʱʘʪʴ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ VDI (Virtual Desktop Infrastructure). 
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ʈʝʞʠʤ ʟʘʱʠʪʳ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ VDI ʧʦʟʚʦʣʷʝʪ ʦʧʪʠʤʠʟʠʨʦʚʘʪʴ ʨʘʙʦʪʫ Kaspersky Endpoint Security ʥʘ 

ʚʨʝʤʝʥʥʳʭ ʚʠʨʪʫʘʣʴʥʳʭ ʤʘʰʠʥʘʭ. ɺ ʵʪʦʤ ʨʝʞʠʤʝ ʃʝʛʢʠʡ ʘʛʝʥʪ ʦʪʢʣʦʥʷʝʪ ʦʙʥʦʚʣʝʥʠʷ ʧʨʠʣʦʞʝʥʠʷ, 

ʪʨʝʙʫʶʱʠʝ ʧʝʨʝʟʘʛʨʫʟʢʠ ʚʠʨʪʫʘʣʴʥʦʡ ʤʘʰʠʥʳ. ʇʨʠ ʧʦʣʫʯʝʥʠʠ ʦʙʥʦʚʣʝʥʠʡ ʧʨʠʣʦʞʝʥʠʷ, ʪʨʝʙʫʶʱʠʭ 

ʧʝʨʝʟʘʛʨʫʟʢʠ, ʃʝʛʢʠʡ ʘʛʝʥʪ ʬʦʨʤʠʨʫʝʪ ʩʦʙʳʪʠʝ ʦ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʦʙʥʦʚʠʪʴ ʰʘʙʣʦʥ ʟʘʱʠʱʝʥʥʳʭ 

ʚʠʨʪʫʘʣʴʥʳʭ ʤʘʰʠʥ. 

ɺ ʙrʝʨʠʪʝ ʢʦʥʬʠʛʫʨʘʮʠʶ ʉʪʘʥʜʘʨʪʥʳʡ ʨʝʞʠʤ. 

ʂʦʤʧʦʥʝʥʪʳ Kaspersky Endpoint Security 

ɺ ʧʨʦʮʝʩʩʝ ʫʩʪʘʥʦʚʢʠ ʚʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʢʦʤʧʦʥʝʥʪʳ Kaspersky Endpoint Security, ʢʦʪʦʨʳʝ ʚʳ ʭʦʪʠʪʝ 

ʫʩʪʘʥʦʚʠʪʴ. 

ɼʣʷ ʫʩʪʘʥʦʚʢʠ ʩʝʨʪʠʬʠʢʘʮʠʦʥʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʧʨʦʛʨʘʤʤʳ Kaspersky Endpoint Security ʥʝʦʙʭʦʜʠʤʦ 

ʠʩʢʣʶʯʠʪʴ ʫʩʪʘʥʦʚʢʫ ʢʦʤʧʦʥʝʥʪʘ ʉʝʪʝʚʦʡ ʵʢʨʘʥ (ʩʤ. ʨʠʩ. ʥʠʞʝ). 

ɺʳʙʝʨʠʪʝ ʩʣʝʜʫʶʱʠʝ ʢʦʤʧʦʥʝʥʪʳ ʜʣʷ ʫʩʪʘʥʦʚʢʠ: 

¶ ʗʜʨʦ ʧʨʦʛʨʘʤʤʳ; 

¶ ʇʨʦʜʚʠʥʫʪʘʷ ʟʘʱʠʪʘ: 

¶ ɸʥʘʣʠʟ ʧʦʚʝʜʝʥʠʷ; 

¶ ɿʘʱʠʪʘ ʦʪ ʵʢʩʧʣʦʡʪʦʚ; 

¶ ʆʪʢʘʟ ʚʨʝʜʦʥʦʩʥʳʭ ʜʝʡʩʪʚʠʡ; 

¶ ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʡ (ʪʦʣʴʢʦ ʜʣʷ ʨʘʙʦʯʝʡ ʩʪʘʥʮʠʠ). 

¶ ɹʘʟʦʚʘʷ ʟʘʱʠʪʘ: 

¶ ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ; 

¶ ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ; 

¶ ɿʘʱʠʪʘ ʦʪ ʚʝʙ-ʫʛʨʦʟ; 

¶ ɿʘʱʠʪʘ ʦʪ ʩʝʪʝʚʳʭ ʫʛʨʦʟ; 

¶ ɿʘʱʠʪʘ ʦʪ ʘʪʘʢ BadUSB; 

¶ AMSI-ʟʘʱʠʪʘ. 

¶ ʂʦʥʪʨʦʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ: 

¶ ɺʝʙ-ʂʦʥʪʨʦʣʴ; 

¶ ʂʦʥʪʨʦʣʴ ʧʨʠʣʦʞʝʥʠʡ; 

¶ ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ; 

¶ ɸʜʘʧʪʠʚʥʳʡ ʢʦʥʪʨʦʣʴ ʘʥʦʤʘʣʠʡ (ʪʦʣʴʢʦ ʜʣʷ ʨʘʙʦʯʝʡ ʩʪʘʥʮʠʠ); 

¶ ɸʥʘʣʠʟ ʞʫʨʥʘʣʦʚ (ʪʦʣʴʢʦ ʜʣʷ ʩʝʨʚʝʨʦʚ); 

¶ ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ (ʪʦʣʴʢʦ ʜʣʷ ʩʝʨʚʝʨʦʚ). 

¶ ʂʦʥʥʝʢʪʦʨ ʢ ɸʛʝʥʪʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. 
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ɼʣʷ ʫʩʪʘʥʦʚʢʠ ʩʝʨʪʠʬʠʢʘʮʠʦʥʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʧʨʦʛʨʘʤʤʳ Kaspersky Endpoint Security ʚ ʩʦʩʪʘʚʝ 

ʨʝʰʝʥʠʷ Kaspersky Endpoint Detection and Response Optimum ʥʝʦʙʭʦʜʠʤʦ ʚʳʙʨʘʪʴ ʢʦʤʧʦʥʝʥʪ Endpoint 

Detection and Response Optimum. 

ɺʳ ʤʦʞʝʪʝ ʠʟʤʝʥʠʪʴ ʩʦʩʪʘʚ ʢʦʤʧʦʥʝʥʪʦʚ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ. ɼʣʷ ʵʪʦʛʦ ʚʘʤ ʥʫʞʥʦ ʟʘʧʫʩʪʠʪʴ 

ʤʘʩʪʝʨ ʫʩʪʘʥʦʚʢʠ ʧʦʚʪʦʨʥʦ ʠ ʚʳʙʨʘʪʴ ʦʧʝʨʘʮʠʶ ʠʟʤʝʥʝʥʠʷ ʩʦʩʪʘʚʘ ʢʦʤʧʦʥʝʥʪʦʚ. 

ɺʳʙʦʨ ʧʘʧʢʠ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʧʨʠʣʦʞʝʥʠʷ 

ɺʳ ʤʦʞʝʪʝ ʠʟʤʝʥʠʪʴ ʧʫʪʴ ʫʩʪʘʥʦʚʢʠ Kaspersky Endpoint Security ʥʘ ʢʣʠʝʥʪʩʢʦʤ ʢʦʤʧʴʶʪʝʨʝ. ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʧʨʠʣʦʞʝʥʠʝ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʚ ʧʘʧʢʫ %ProgramFiles(x86)% \ Kaspersky Lab \ KES.12.8 . 

ʅʘʩʪʨʦʡʢʘ ʜʦʚʝʨʝʥʥʦʡ ʟʦʥʳ 

ʅʘʯʠʥʘʷ ʩ ʚʝʨʩʠʠ Kaspersky Endpoint Security ʜʣʷ Windows 12.6 ʚ ʜʦʚʝʨʝʥʥʫʶ ʟʦʥʫ ʜʦʙʘʚʣʝʥʳ 

ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʝ ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʧʨʦʚʝʨʢʠ (ʩʤ. ʨʘʟʜʝʣ "ʉʦʟʜʘʥʠʝ ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʧʨʦʚʝʨʢʠ" ʥʘ ʩʪʨ. 347) ʠ 

ʜʦʚʝʨʝʥʥʳʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʌʦʨʤʠʨʦʚʘʥʠʝ ʩʧʠʩʢʘ ʜʦʚʝʨʝʥʥʳʭ ʧʨʠʣʦʞʝʥʠʡ" ʥʘ ʩʪʨ. 353). 

ʇʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʝ ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʧʨʦʚʝʨʢʠ ʠ ʜʦʚʝʨʝʥʥʳʝ ʧʨʠʣʦʞʝʥʠʷ ʧʨʝʜʥʘʟʥʘʯʝʥʳ ʜʣʷ ʙʳʩʪʨʦʡ 

ʥʘʩʪʨʦʡʢʠ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security ʥʘ SQL-ʩʝʨʚʝʨʘʭ, Microsoft Exchange-ʩʝʨʚʝʨʘʭ ʠ 

System Center Configuration Manager. ʊʦ ʝʩʪʴ ʚʘʤ ʥʝ ʥʫʞʥʦ ʬʦʨʤʠʨʦʚʘʪʴ ʜʦʚʝʨʝʥʥʫʶ ʟʦʥʫ ʚʨʫʯʥʫʶ ʜʣʷ 

ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ ʥʘ ʩʝʨʚʝʨʘʭ. 

ʅʘʯʠʥʘʷ ʩ ʚʝʨʩʠʠ Kaspersky Endpoint Security ʜʣʷ Windows 12.8 ʜʦʙʘʚʣʝʥʘ ʫʩʪʘʥʦʚʢʘ ʧʨʠʣʦʞʝʥʠʷ ʚ ʨʝʞʠʤʝ 

ʃʝʛʢʦʛʦ ʘʛʝʥʪʘ ʜʣʷ ʟʘʱʠʪʳ ʚʠʨʪʫʘʣʴʥʳʭ ʩʨʝʜ. ʇʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʝ ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʧʨʦʚʝʨʢʠ ʠ ʜʦʚʝʨʝʥʥʳʝ 

ʧʨʠʣʦʞʝʥʠʷ ʧʦʟʚʦʣʷʶʪ ʙʳʩʪʨʦ ʥʘʩʪʨʦʠʪʴ ʨʘʙʦʪʫ ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security ʚ ʚʠʨʪʫʘʣʴʥʳʭ 

ʩʨʝʜʘʭ Citrix ʠ VMware. 

ɺʳ ʪʘʢʞʝ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʜʦʚʝʨʝʥʥʫʶ ʟʦʥʫ ʧʦʟʜʥʝʝ ʚ ʩʚʦʡʩʪʚʘʭ ʧʦʣʠʪʠʢʠ: ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʧʨʦʚʝʨʢʠ (ʩʤ. 

ʨʘʟʜʝʣ "ʉʦʟʜʘʥʠʝ ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʧʨʦʚʝʨʢʠ" ʥʘ ʩʪʨ. 347) ʠ ʜʦʚʝʨʝʥʥʳʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ 

"ʌʦʨʤʠʨʦʚʘʥʠʝ ʩʧʠʩʢʘ ʜʦʚʝʨʝʥʥʳʭ ʧʨʠʣʦʞʝʥʠʡ" ʥʘ ʩʪʨ. 353). 

ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ 

ɿʘʱʠʪʠʪʴ ʧʨʦʮʝʩʩ ʫʩʪʘʥʦʚʢʠ ʧʨʠʣʦʞʝʥʠʷ. ɿʘʱʠʪʘ ʫʩʪʘʥʦʚʢʠ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʟʘʱʠʪʫ ʦʪ ʧʦʜʤʝʥʳ 

ʜʠʩʪʨʠʙʫʪʠʚʘ ʚʨʝʜʦʥʦʩʥʳʤʠ ʧʨʠʣʦʞʝʥʠʷʤʠ, ʙʣʦʢʠʨʦʚʘʥʠʝ ʜʦʩʪʫʧʘ ʢ ʧʘʧʢʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Endpoint 

Security ʠ ʙʣʦʢʠʨʦʚʘʥʠʝ ʜʦʩʪʫʧʘ ʢ ʨʘʟʜʝʣʫ ʩʠʩʪʝʤʥʦʛʦ ʨʝʝʩʪʨʘ ʩ ʢʣʶʯʘʤʠ ʧʨʠʣʦʞʝʥʠʷ. ɺʳʢʣʶʯʘʪʴ ʟʘʱʠʪʫ 

ʧʨʦʮʝʩʩʘ ʫʩʪʘʥʦʚʢʠ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʚ ʪʦʤ ʩʣʫʯʘʝ, ʢʦʛʜʘ ʠʥʘʯʝ ʥʝʚʦʟʤʦʞʥʦ ʚʳʧʦʣʥʠʪʴ ʫʩʪʘʥʦʚʢʫ ʧʨʠʣʦʞʝʥʠʷ 

(ʥʘʧʨʠʤʝʨ, ʪʘʢʘʷ ʩʠʪʫʘʮʠʷ ʤʦʞʝʪ ʚʦʟʥʠʢʥʫʪʴ ʧʨʠ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʝ ʯʝʨʝʟ Windows Remote Desktop). 

ʆʙʝʩʧʝʯʠʪʴ ʩʦʚʤʝʩʪʠʤʦʩʪʴ ʩ Citrix PVS. ɺʳ ʤʦʞʝʪʝ ʚʢʣʶʯʠʪʴ ʧʦʜʜʝʨʞʢʫ Citrix Provisioning Services ʜʣʷ 

ʫʩʪʘʥʦʚʢʠ Kaspersky Endpoint Security ʥʘ ʚʠʨʪʫʘʣʴʥʫʶ ʤʘʰʠʥʫ. 

ɼʦʙʘʚʠʪʴ ʧʫʪʴ ʢ ʬʘʡʣʫ avp.com ʚ ʩʠʩʪʝʤʥʫʶ ʧʝʨʝʤʝʥʥʫʶ %PATH%. ɺʳ ʤʦʞʝʪʝ ʜʦʙʘʚʠʪʴ ʧʫʪʴ 

ʫʩʪʘʥʦʚʢʠ ʚ ʧʝʨʝʤʝʥʥʫʶ %PATH% ʜʣʷ ʫʜʦʙʩʪʚʘ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʠʥʪʝʨʬʝʡʩʘ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ. 
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ɸʢʪʠʚʘʮʠʷ ʧʨʦʛʨʘʤʤʳ ʩ ʧʦʤʦʱʴʶ 
ʤʘʩʪʝʨʘ ʘʢʪʠʚʘʮʠʠ ʧʨʦʛʨʘʤʤʳ 

ɸʢʪʠʚʘʮʠʷ ʧʨʦʛʨʘʤʤʳ ʜʦʣʞʥʘ ʙʳʪʴ ʚʳʧʦʣʥʝʥʘ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʩ ʘʢʪʫʘʣʴʥʳʤʠ ʩʠʩʪʝʤʥʳʤʠ ʜʘʪʦʡ ʠ 

ʚʨʝʤʝʥʝʤ. ʇʨʠ ʠʟʤʝʥʝʥʠʠ ʩʠʩʪʝʤʥʳʭ ʜʘʪʳ ʠ ʚʨʝʤʝʥʠ ʧʦʩʣʝ ʘʢʪʠʚʘʮʠʠ ʧʨʦʛʨʘʤʤʳ ʢʣʶʯ ʩʪʘʥʦʚʠʪʩʷ 

ʥʝʨʘʙʦʪʦʩʧʦʩʦʙʥʳʤ. ʇʨʦʛʨʘʤʤʘ ʧʝʨʝʭʦʜʠʪ ʢ ʨʝʞʠʤʫ ʨʘʙʦʪʳ ʙʝʟ ʦʙʥʦʚʣʝʥʠʡ, ʠ Kaspersky Security 

Network ʥʝʜʦʩʪʫʧʝʥ. ɺʦʩʩʪʘʥʦʚʠʪʴ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʴ ʢʣʶʯʘ ʤʦʞʥʦ ʪʦʣʴʢʦ ʧʝʨʝʫʩʪʘʥʦʚʢʦʡ 

ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. 

Ʒ ʏʪʦʙʳ ʘʢʪʠʚʠʨʦʚʘʪʴ ʧʨʠʣʦʞʝʥʠʝ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ ʧʝʨʝʡʜʠʪʝ ʚ ʨʘʟʜʝʣ ʃʠʮʝʥʟʠʷ. 

2. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɸʢʪʠʚʠʨʦʚʘʪʴ ʧʨʠʣʦʞʝʥʠʝ ʧʦ ʥʦʚʦʡ ʣʠʮʝʥʟʠʠ. 

ɿʘʧʫʩʪʠʪʩʷ ʤʘʩʪʝʨ ʘʢʪʠʚʘʮʠʠ ʧʨʠʣʦʞʝʥʠʷ. ʉʣʝʜʫʡʪʝ ʫʢʘʟʘʥʠʷʤ ʤʘʩʪʝʨʘ ʘʢʪʠʚʘʮʠʠ ʧʨʠʣʦʞʝʥʠʷ. 

 
ʈʠʩʫʥʦʢ 3. ɸʢʪʠʚʘʮʠʷ ʧʨʠʣʦʞʝʥʠʷ 
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ɺ ʩʝʨʪʠʬʠʮʠʨʦʚʘʥʥʦʡ ʚʝʨʩʠʠ ʧʨʦʛʨʘʤʤʳ Kaspersky Endpoint Security ʜʦʧʫʩʢʘʝʪʩʷ ʪʦʣʴʢʦ 

ʘʢʪʠʚʘʮʠʷ ʬʘʡʣʦʤ ʢʣʶʯʘ. ʀʥʳʝ ʩʧʦʩʦʙʳ ʘʢʪʠʚʘʮʠʠ ʚʝʜʫʪ ʢ ʚʳʭʦʜʫ ʠʟ ʙʝʟʦʧʘʩʥʦʛʦ ʩʦʩʪʦʷʥʠʷ 

ʧʨʦʛʨʘʤʤʳ. 

3. ɺ ʙʣʦʢʝ ɸʢʪʠʚʠʨʦʚʘʪʴ ʩ ʧʦʤʦʱʴʶ ʬʘʡʣʘ ʢʣʶʯʘ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɺʳʙʨʘʪʴ ʬʘʡʣ ʢʣʶʯʘ. 

ʌʘʡʣ ʢʣʶʯʘ ï ʵʪʦ ʬʘʡʣ ʩ ʨʘʩʰʠʨʝʥʠʝʤ key, ʢʦʪʦʨʳʡ ʚʘʤ ʧʨʝʜʦʩʪʘʚʣʷʝʪ "ʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦ". 

ʌʘʡʣ ʢʣʶʯʘ ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʜʦʙʘʚʣʝʥʠʷ ʣʠʮʝʥʟʠʦʥʥʦʛʦ ʢʣʶʯʘ, ʘʢʪʠʚʠʨʫʶʱʝʛʦ ʧʨʦʛʨʘʤʤʫ. ʏʪʦʙʳ 

ʘʢʪʠʚʠʨʦʚʘʪʴ ʧʨʦʛʨʘʤʤʫ ʩ ʧʦʤʦʱʴʶ ʬʘʡʣʘ ʢʣʶʯʘ, ʥʝ ʪʨʝʙʫʝʪʩʷ ʧʦʜʢʣʶʯʝʥʠʝ ʢ ʩʝʨʚʝʨʘʤ ʘʢʪʠʚʘʮʠʠ 

"ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". 

4. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʚʳʙʝʨʠʪʝ ʬʘʡʣ ʢʣʶʯʘ. 

Kaspersky Endpoint Security ʧʦʢʘʞʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʣʠʮʝʥʟʠʠ: ʪʠʧ ʣʠʮʝʥʟʠʠ, ʩʨʦʢ ʜʝʡʩʪʚʠʷ ʣʠʮʝʥʟʠʠ 

ʠ ʜʨʫʛʘʷ ʠʥʬʦʨʤʘʮʠʷ. 

5. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɸʢʪʠʚʠʨʦʚʘʪʴ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ ʥʘ ʢʦʤʧʴʶʪʝʨ ʙʫʜʝʪ ʜʦʙʘʚʣʝʥ ʣʠʮʝʥʟʠʦʥʥʳʡ ʢʣʶʯ (ʩʤ. ʨʠʩ. ʥʠʞʝ). 
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ʋʜʘʣʝʥʠʝ ʧʨʠʣʦʞʝʥʠʷ 
Ʒ ʏʪʦʙʳ ʫʜʘʣʠʪʴ Kaspersky Endpoint Security ʩ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ ʧʨʠʣʦʞʝʥʠʷ, 

ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ʆʪʢʨʦʡʪʝ ʩʠʩʪʝʤʥʦʝ ʧʨʠʣʦʞʝʥʠʝ Windows ʇʘʥʝʣʴ ʫʧʨʘʚʣʝʥʠʷ. 

2. ɺ ʦʢʥʝ ʇʘʥʝʣʴ ʫʧʨʘʚʣʝʥʠʷ ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ʇʨʦʛʨʘʤʤʳ ʠ ʢʦʤʧʦʥʝʥʪʳ. 

3. ɺ ʩʧʠʩʢʝ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʧʨʠʣʦʞʝʥʠʡ ʚʳʙʝʨʠʪʝ ʵʣʝʤʝʥʪ Kaspersky Endpoint Security ʜʣʷ 

Windows. 

4. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʋʜʘʣʠʪʴ/ʀʟʤʝʥʠʪʴ. 

ɿʘʧʫʩʪʠʪʩʷ ʤʘʩʪʝʨ ʫʩʪʘʥʦʚʢʠ ʧʨʠʣʦʞʝʥʠʡ. 

5. ɺ ʦʢʥʝ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ ʧʨʠʣʦʞʝʥʠʷ ʀʟʤʝʥʝʥʠʝ, ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʠʣʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ 

ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʋʜʘʣʝʥʠʝ. 

6. ʉʣʝʜʫʡʪʝ ʫʢʘʟʘʥʠʷʤ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ ʧʨʠʣʦʞʝʥʠʷ. 
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ʇʨʦʮʝʜʫʨʘ ʧʨʠʝʤʢʠ 
ʇʝʨʝʜ ʚʚʦʜʦʤ ʧʨʠʣʦʞʝʥʠʷ ʚ ʵʢʩʧʣʫʘʪʘʮʠʶ ʧʨʦʚʦʜʠʪʩʷ ʧʨʦʮʝʜʫʨʘ ʧʨʠʝʤʢʠ, ʚʢʣʶʯʘʶʱʘʷ ʧʨʦʚʝʨʢʫ 

ʧʨʘʚʠʣʴʥʦʡ ʫʩʪʘʥʦʚʢʠ, ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʠ ʠ ʩʦʦʪʚʝʪʩʪʚʠʷ ʙʝʟʦʧʘʩʥʦʡ (ʩʝʨʪʠʬʠʮʠʨʦʚʘʥʥʦʡ) ʢʦʥʬʠʛʫʨʘʮʠʠ. 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 

ɹʝʟʦʧʘʩʥʦʝ ʩʦʩʪʦʷʥʠʝ ................................................................................................................................26 
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ɹʝʟʦʧʘʩʥʦʝ ʩʦʩʪʦʷʥʠʝ 

ʇʨʦʛʨʘʤʤʘ ʥʘʭʦʜʠʪʩʷ ʚ ʙʝʟʦʧʘʩʥʦʤ ʩʦʩʪʦʷʥʠʠ (ʩʝʨʪʠʬʠʮʠʨʦʚʘʥʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ), ʝʩʣʠ ʧʘʨʘʤʝʪʨʳ 

ʧʨʦʛʨʘʤʤʳ ʥʘʭʦʜʷʪʩʷ ʚ ʨʘʤʢʘʭ ʜʦʧʫʩʪʠʤʳʭ ʟʥʘʯʝʥʠʡ, ʧʨʠʚʝʜʝʥʥʳʭ ʚ ʧʨʠʣʦʞʝʥʠʠ ʢ ʵʪʦʤʫ ʜʦʢʫʤʝʥʪʫ (ʩʤ. 

ʨʘʟʜʝʣ "ʇʨʠʣʦʞʝʥʠʝ 1. ɿʥʘʯʝʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʧʨʦʛʨʘʤʤʳ ʚ ʩʝʨʪʠʬʠʮʠʨʦʚʘʥʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ" ʥʘ ʩʪʨ. 501). 

 

ʇʨʦʚʝʨʢʘ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʠ. ʊʝʩʪʦʚʳʡ ʬʘʡʣ EICAR 

ʏʪʦʙʳ ʧʨʦʚʝʨʠʪʴ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʴ ʧʨʦʛʨʘʤʤʳ, ʚʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʪʝʩʪʦʚʳʡ ʬʘʡʣ EICAR. 

ʊʝʩʪʦʚʳʡ ʬʘʡʣ EICAR ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʧʨʦʚʝʨʢʠ ʨʘʙʦʪʳ ʘʥʪʠʚʠʨʫʩʥʳʭ ʧʨʦʛʨʘʤʤ. ʆʥ ʨʘʟʨʘʙʦʪʘʥ 

ʦʨʛʘʥʠʟʘʮʠʝʡ The European Institute for Computer Antivirus Research (EICAR). 

ʊʝʩʪʦʚʳʡ ʬʘʡʣ EICAR ʥʝ ʷʚʣʷʝʪʩʷ ʚʠʨʫʩʦʤ ʠ ʥʝ ʩʦʜʝʨʞʠʪ ʧʨʦʛʨʘʤʤʥʦʛʦ ʢʦʜʘ, ʢʦʪʦʨʳʡ ʤʦʞʝʪ ʥʘʥʝʩʪʠ 

ʚʨʝʜ ʚʘʰʝʤʫ ʢʦʤʧʴʶʪʝʨʫ, ʥʦ ʘʥʪʠʚʠʨʫʩʥʳʝ ʧʨʦʛʨʘʤʤʳ ʙʦʣʴʰʠʥʩʪʚʘ ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ ʠʜʝʥʪʠʬʠʮʠʨʫʶʪ 

ʚ ʥʝʤ ʫʛʨʦʟʫ. 

ɺʳ ʤʦʞʝʪʝ ʟʘʛʨʫʟʠʪʴ ʪʝʩʪʦʚʳʡ ʬʘʡʣ EICAR ʩʦ ʩʪʨʘʥʠʮʳ ʚʝʙ-ʩʘʡʪʘ ʦʨʛʘʥʠʟʘʮʠʠ EICAR. 

 

ʇʨʦʚʝʨʢʘ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʠ ɿʘʱʠʪʳ ʦʪ ʚʝʙ-ʫʛʨʦʟ 

ʇʨʦʚʝʨʢʫ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʠ ɿʘʱʠʪʳ ʦʪ ʚʝʙ-ʫʛʨʦʟ ʥʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʚʳʧʦʣʥʷʪʴ ʚ ʙʨʘʫʟʝʨʝ Edge. ʋ 

ʙʨʘʫʟʝʨʘ Edge ʝʩʪʴ ʚʩʪʨʦʝʥʥʘʷ ʩʠʩʪʝʤʘ ʙʝʟʦʧʘʩʥʦʩʪʠ. ɹʨʘʫʟʝʨ Edge ʙʣʦʢʠʨʫʝʪ ʪʝʩʪʦʚʳʡ 

ʚʨʝʜʦʥʦʩʥʳʡ ʚʝʙ-ʩʘʡʪ ʨʘʥʴʰʝ Kaspersky Endpoint Security. ɼʣʷ ʧʨʦʚʝʨʢʠ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʠ ɿʘʱʠʪʳ 

ʦʪ ʚʝʙ-ʫʛʨʦʟ ʠʩʧʦʣʴʟʫʡʪʝ ʙʨʘʫʟʝʨ Explorer. 

Ʒ ʏʪʦʙʳ ʧʨʦʚʝʨʠʪʴ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʴ ɿʘʱʠʪʳ ʦʪ ʚʝʙ-ʫʛʨʦʟ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ 

ʜʝʡʩʪʚʠʷ: 

1. ɺʢʣʶʯʠʪʝ ʟʘʱʠʪʫ ʚʠʨʪʫʘʣʴʥʦʡ ʤʘʰʠʥʳ ʦʪ ʚʝʙ-ʫʛʨʦʟ. 
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a. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʦʛʨʘʤʤʳ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

b. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʦʛʨʘʤʤʳ ʚʳʙʝʨʠʪʝ ʨʘʟʜʝʣ ɹʘʟʦʚʘʷ ʟʘʱʠʪʘ Ÿ ɿʘʱʠʪʘ ʦʪ ʚʝʙ-ʫʛʨʦʟ. 

c. ɺ ʧʨʘʚʦʡ ʯʘʩʪʠ ʦʢʥʘ ʥʘʩʪʨʦʡʢʠ ʧʨʦʛʨʘʤʤʳ ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ɿʘʱʠʪʘ ʦʪ ʚʝʙ-ʫʛʨʦʟ 

ʚʢʣʶʯʝʥ. 

d. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

2. ɺ ʦʢʥʝ ʙʨʘʫʟʝʨʘ ʧʝʨʝʡʜʠʪʝ ʧʦ ʩʩʳʣʢʝ ʥʘ ʪʝʩʪʦʚʳʡ ʚʨʝʜʦʥʦʩʥʳʡ ʚʝʙ-ʩʘʡʪ. 

Kaspersky Endpoint Security ʩʦʦʙʱʘʝʪ ʦ ʟʘʧʨʝʪʝ ʜʦʩʪʫʧʘ, ʦʪʦʙʨʘʟʠʚ ʫʚʝʜʦʤʣʝʥʠʝ ʚ ʦʢʥʝ ʙʨʘʫʟʝʨʘ 

(ʩʤ. ʨʠʩ. ʥʠʞʝ). 

 
ʈʠʩʫʥʦʢ 4. ʉʦʦʙʱʝʥʠʝ ʦ ʟʘʧʨʝʪʝ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʩʘʡʪʫ 

3. ʇʨʦʚʝʨʴʪʝ ʠʥʬʦʨʤʘʮʠʶ ʚ ʦʪʯʝʪʝ ʦʙ ʦʙʥʘʨʫʞʝʥʥʳʭ ʚʠʨʫʩʘʭ: 

a. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʦʛʨʘʤʤʳ ʚ ʨʘʟʜʝʣʝ ʄʦʥʠʪʦʨʠʥʛ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʆʪʯʝʪʳ. 

b. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʧʝʨʝʡʜʠʪʝ ʚ ʨʘʟʜʝʣ ɿʘʱʠʪʘ ʦʪ ʚʝʙ-ʫʛʨʦʟ. 
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c. ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʚ ʦʪʯʝʪʝ ʧʨʠʩʫʪʩʪʚʫʝʪ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʙʥʘʨʫʞʝʥʠʠ ʚʠʨʫʩʘ ʠ ʠʥʬʦʨʤʘʮʠʷ ʦʙ ʵʪʦʤ 

ʩʦʙʳʪʠʠ ʚʝʨʥʘ (ʩʤ. ʨʠʩ. ʥʠʞʝ). 

 
ʈʠʩʫʥʦʢ 5. ʆʪʯʝʪ ɿʘʱʠʪʳ ʦʪ ʚʝʙ-ʫʛʨʦʟ 

 

ʇʨʦʚʝʨʢʘ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʠ ɿʘʱʠʪʳ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ 

Ʒ ʏʪʦʙʳ ʧʨʦʚʝʨʠʪʴ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʴ ɿʘʱʠʪʳ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ 

ʜʝʡʩʪʚʠʷ: 

1. ʆʪʢʣʶʯʠʪʝ ʟʘʱʠʪʫ ʚʠʨʪʫʘʣʴʥʦʡ ʤʘʰʠʥʳ ʦʪ ʚʝʙ-ʫʛʨʦʟ: 

ʕʪʦʪ ʰʘʛ ʥʝʦʙʭʦʜʠʤ ʜʣʷ ʫʩʧʝʰʥʦʛʦ ʨʘʟʤʝʱʝʥʠʷ ʥʘ ʚʠʨʪʫʘʣʴʥʦʡ ʤʘʰʠʥʝ ʪʝʩʪʦʚʦʛʦ ʬʘʡʣʘ, 

ʠʥʘʯʝ ʦʥ ʙʫʜʝʪ ʤʛʥʦʚʝʥʥʦ ʫʜʘʣʝʥ ʧʨʦʛʨʘʤʤʦʡ. 

a. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʦʛʨʘʤʤʳ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

b. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʦʛʨʘʤʤʳ ʚʳʙʝʨʠʪʝ ʨʘʟʜʝʣ ɹʘʟʦʚʘʷ ʟʘʱʠʪʘ Ÿ ɿʘʱʠʪʘ ʦʪ ʚʝʙ-ʫʛʨʦʟ. 

c. ɺ ʧʨʘʚʦʡ ʯʘʩʪʠ ʦʢʥʘ ʥʘʩʪʨʦʡʢʠ ʧʨʦʛʨʘʤʤʳ ʚʳʢʣʶʯʠʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ɿʘʱʠʪʘ ʦʪ ʚʝʙ-ʫʛʨʦʟ. 

d. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

2. ɿʘʛʨʫʟʠʪʝ ʪʝʩʪʦʚʳʡ ʬʘʡʣ EICAR (http://eicar.org/download/eicar.com.txt) ʠ ʨʘʟʤʝʩʪʠʪʝ ʝʛʦ ʚ ʥʦʚʫʶ 

ʧʘʧʢʫ ʥʘ ʩʠʩʪʝʤʥʦʤ ʜʠʩʢʝ ʚʠʨʪʫʘʣʴʥʦʡ ʤʘʰʠʥʳ. 

3. ʇʝʨʝʡʜʠʪʝ ʚ ʧʘʧʢʫ ʩ ʪʝʩʪʦʚʳʤ ʬʘʡʣʦʤ, ʟʘʛʨʫʞʝʥʥʳʤ ʥʘ ʰʘʛʝ, ʠ ʟʘʧʫʩʪʠʪʝ ʝʛʦ. 

Kaspersky Endpoint Security ʫʜʘʣʷʝʪ ʪʝʩʪʦʚʳʡ ʬʘʡʣ ʩ ʚʠʨʪʫʘʣʴʥʦʡ ʤʘʰʠʥʳ. 

4. ʇʨʦʚʝʨʴʪʝ ʠʥʬʦʨʤʘʮʠʶ ʚ ʦʪʯʝʪʝ ʦʙ ʦʙʥʘʨʫʞʝʥʥʳʭ ʚʠʨʫʩʘʭ: 

a. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʦʛʨʘʤʤʳ ʚ ʨʘʟʜʝʣʝ ʄʦʥʠʪʦʨʠʥʛ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʆʪʯʝʪʳ. 

b. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʧʝʨʝʡʜʠʪʝ ʚ ʨʘʟʜʝʣ ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ. 

http://eicar.org/download/eicar.com.txt
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c. ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʚ ʦʪʯʝʪʝ ʦʪʦʙʨʘʞʘʝʪʩʷ ʚʝʨʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦʙ ʦʙʥʘʨʫʞʝʥʠʠ ʟʘʨʘʞʝʥʥʦʛʦ ʬʘʡʣʘ 

(ʚʨʝʤʷ ʩʦʙʳʪʠʷ, ʧʫʪʴ ʢ ʬʘʡʣʫ). 

 
ʈʠʩʫʥʦʢ 6. ʆʪʯʝʪ ɿʘʱʠʪʳ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ 

 

ʇʨʦʚʝʨʢʘ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʠ ʘʥʪʠʚʠʨʫʩʥʦʡ ʧʨʦʚʝʨʢʠ 

Ʒ ʏʪʦ ʧʨʦʚʝʨʠʪʴ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʴ ʬʫʥʢʮʠʠ ʘʥʪʠʚʠʨʫʩʥʦʡ ʧʨʦʚʝʨʢʠ, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ʆʪʢʣʶʯʠʪʝ ʟʘʱʠʪʫ ʚʠʨʪʫʘʣʴʥʦʡ ʤʘʰʠʥʳ: 

ʕʪʦʪ ʰʘʛ ʥʝʦʙʭʦʜʠʤ ʜʣʷ ʫʩʧʝʰʥʦʛʦ ʨʘʟʤʝʱʝʥʠʷ ʥʘ ʚʠʨʪʫʘʣʴʥʦʡ ʤʘʰʠʥʝ ʪʝʩʪʦʚʦʛʦ ʬʘʡʣʘ, 

ʠʥʘʯʝ ʦʥ ʙʫʜʝʪ ʤʛʥʦʚʝʥʥʦ ʫʜʘʣʝʥ ʧʨʦʛʨʘʤʤʦʡ. 

a. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʦʛʨʘʤʤʳ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

b. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʦʛʨʘʤʤʳ ʚʳʙʝʨʠʪʝ ʨʘʟʜʝʣ ɹʘʟʦʚʘʷ ʟʘʱʠʪʘ Ÿ ɿʘʱʠʪʘ ʦʪ ʚʝʙ-ʫʛʨʦʟ. 

c. ɺ ʧʨʘʚʦʡ ʯʘʩʪʠ ʦʢʥʘ ʥʘʩʪʨʦʡʢʠ ʧʨʦʛʨʘʤʤʳ ʚʳʢʣʶʯʠʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ɿʘʱʠʪʘ ʦʪ ʚʝʙ-ʫʛʨʦʟ. 

d. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

2. ɿʘʛʨʫʟʠʪʝ ʪʝʩʪʦʚʳʡ ʬʘʡʣ EICAR (http://eicar.org/download/eicar.com.txt) ʠ ʨʘʟʤʝʩʪʠʪʝ ʝʛʦ ʚ ʥʦʚʫʶ 

ʧʘʧʢʫ ʥʘ ʩʠʩʪʝʤʥʦʤ ʜʠʩʢʝ ʚʠʨʪʫʘʣʴʥʦʡ ʤʘʰʠʥʳ. 

3. ɼʦʙʘʚʴʪʝ ʚ ʦʙʣʘʩʪʴ ʧʨʦʚʝʨʢʠ ʧʘʧʢʫ ʩ ʪʝʩʪʦʚʳʤ ʬʘʡʣʦʤ EICAR: 

a. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʦʛʨʘʤʤʳ ʧʝʨʝʡʜʠʪʝ ʚ ʨʘʟʜʝʣ ɿʘʜʘʯʠ. 

b. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʚʳʙʝʨʠʪʝ ʚʠʜʞʝʪ ʟʘʜʘʯʠ ɺʳʙʦʨʦʯʥʘʷ ʧʨʦʚʝʨʢʘ. 

c. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɺʳʙʨʘʪʴ ʠ ʜʦʙʘʚʴʪʝ ʚ ʦʙʣʘʩʪʴ ʧʨʦʚʝʨʢʠ ʧʘʧʢʫ ʩ ʪʝʩʪʦʚʳʤ ʬʘʡʣʦʤ EICAR. 

ɺ ʚʠʜʞʝʪʝ ʟʘʜʘʯʠ ʙʫʜʝʪ ʜʦʙʘʚʣʝʥʘ ʠʥʬʦʨʤʘʮʠʷ ʦ ʢʦʣʠʯʝʩʪʚʝ ʚʳʙʨʘʥʥʳʭ ʦʙʲʝʢʪʦʚ ʜʣʷ ʧʨʦʚʝʨʢʠ. 

http://eicar.org/download/eicar.com.txt
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4. ɺ ʚʠʜʞʝʪʝ ʟʘʜʘʯʠ ʚʳʙʦʨʦʯʥʦʡ ʧʨʦʚʝʨʢʠ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɿʘʧʫʩʪʠʪʴ ʧʨʦʚʝʨʢʫ. 

5. ʇʦ ʦʢʦʥʯʘʥʠʠ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ ʧʨʦʚʝʨʢʠ ʧʨʦʚʝʨʴʪʝ ʠʥʬʦʨʤʘʮʠʶ ʚ ʦʪʯʝʪʝ ʦʙ ʦʙʥʘʨʫʞʝʥʥʳʭ ʚʠʨʫʩʘʭ: 

a. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʦʛʨʘʤʤʳ ʚ ʨʘʟʜʝʣʝ ʄʦʥʠʪʦʨʠʥʛ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʆʪʯʝʪʳ. 

b. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʧʝʨʝʡʜʠʪʝ ʚ ʨʘʟʜʝʣ ʇʨʦʚʝʨʢʘ. 

c. ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʚ ʦʪʯʝʪʝ ʦʪʦʙʨʘʞʘʝʪʩʷ ʚʝʨʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦʙ ʦʙʥʘʨʫʞʝʥʠʠ ʟʘʨʘʞʝʥʥʦʛʦ ʬʘʡʣʘ 

(ʚʨʝʤʷ ʩʦʙʳʪʠʷ, ʧʫʪʴ ʢ ʬʘʡʣʫ). 
 

ʇʨʦʚʝʨʢʘ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʠ ʬʫʥʢʮʠʠ ʢʦʥʪʨʦʣʷ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ 

ʇʝʨʝʜ ʧʨʦʚʝʨʢʦʡ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʠ ʬʫʥʢʮʠʠ ʢʦʥʪʨʦʣʷ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ ʫʩʪʘʥʦʚʠʪʝ ʧʨʦʛʨʘʤʤʫ ʜʣʷ 

ʪʝʩʪʠʨʦʚʘʥʠʷ, ʥʘʧʨʠʤʝʨ, Notepad++. ʂʦʥʪʨʦʣʴ ʧʨʦʛʨʘʤʤ ʧʦ ʫʤʦʣʯʘʥʠʶ ʨʘʟʨʝʰʘʝʪ ʟʘʧʫʩʢ ʧʨʦʛʨʘʤʤ 

ʜʣʷ ʧʨʘʚʠʣʘ ʆʧʝʨʘʮʠʦʥʥʘʷ ʩʠʩʪʝʤʘ ʠ ʝʝ ʢʦʤʧʦʥʝʥʪʳ. ʕʪʦ ʧʨʘʚʠʣʦ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʧʨʦʛʨʘʤʤʳ, 

ʪʘʢʠʝ ʢʘʢ ɹʣʦʢʥʦʪ, Explorer, WordPad ʠ ʜʨʫʛʠʝ. ʉʧʝʮʠʘʣʠʩʪʳ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʥʝ 

ʨʝʢʦʤʝʥʜʫʝʪ ʚʳʢʣʶʯʘʪʴ ʧʨʘʚʠʣʦ ʆʧʝʨʘʮʠʦʥʥʘʷ ʩʠʩʪʝʤʘ ʠ ʝʝ ʢʦʤʧʦʥʝʥʪʳ, ʪʘʢ ʢʘʢ ʚʦʟʤʦʞʥʘ 

ʥʝʢʦʨʨʝʢʪʥʘʷ ʨʘʙʦʪʘ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʠ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʭ ʧʨʦʛʨʘʤʤ. 

Ʒ ʏʪʦʙʳ ʧʨʦʚʝʨʠʪʴ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʴ ʬʫʥʢʮʠʠ ʢʦʥʪʨʦʣʷ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʂʦʥʪʨʦʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ Ÿ ʂʦʥʪʨʦʣʴ ʧʨʦʛʨʘʤʤ. 

3. ɺʢʣʶʯʠʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ʂʦʥʪʨʦʣʴ ʧʨʦʛʨʘʤʤ. 

4. ɺ ʙʣʦʢʝ ɼʝʡʩʪʚʠʝ ʧʨʠ ʟʘʧʫʩʢʝ ʟʘʧʨʝʱʝʥʥʳʭ ʧʨʦʛʨʘʤʤ ʚ ʙrʝʨʠʪʝ ɹʣʦʢʠʨʦʚʘʪʴ ʟʘʧʫʩʢ 

ʧʨʦʛʨʘʤʤ, ʟʘʧʨʝʱʝʥʥʳʭ ʧʨʘʚʠʣʘʤʠ. 

5. ɺ ʙʣʦʢʝ ʈʝʞʠʤ ʢʦʥʪʨʦʣʷ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ ʚʳʙʝʨʠʪʝ ʟʥʘʯʝʥʠʝ ʉʧʠʩʦʢ ʟʘʧʨʝʱʝʥʥʳʭ. 

ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʚʘʨʠʘʥʪ, ʂʦʥʪʨʦʣʴ ʧʨʦʛʨʘʤʤ ʨʘʟʨʝʰʘʝʪ ʚʩʝʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʟʘʧʫʩʢ ʣʶʙʳʭ 

ʧʨʦʛʨʘʤʤ, ʢʨʦʤʝ ʩʣʫʯʘʝʚ, ʫʜʦʚʣʝʪʚʦʨʷʶʱʠʭ ʫʩʣʦʚʠʷʤ ʟʘʧʨʝʱʘʶʱʠʭ ʧʨʘʚʠʣ ʂʦʥʪʨʦʣʷ ʧʨʦʛʨʘʤʤ. 

6. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɿʘʧʨʝʱʝʥʥʳʝ ʧʨʦʛʨʘʤʤʳ. 

ʆʪʢʨʦʝʪʩʷ ʩʧʠʩʦʢ ʧʨʘʚʠʣ ʂʦʥʪʨʦʣʷ ʧʨʦʛʨʘʤʤ. 

7. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʜʣʷ ʜʦʙʘʚʣʝʥʠʷ ʫʩʣʦʚʠʡ ʢʦʥʪʨʦʣʷ ʧʨʦʛʨʘʤʤʳ. 

8. ʅʘ ʟʘʢʣʘʜʢʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʟʘʜʘʡʪʝ ʦʩʥʦʚʥʳʝ ʧʘʨʘʤʝʪʨʳ ʧʨʘʚʠʣʘ: 

a. ɺ ʧʦʣʝ ʅʘʟʚʘʥʠʝ ʧʨʘʚʠʣʘ ʫʢʘʞʠʪʝ ʧʨʦʠʟʚʦʣʴʥʦʝ ʠʤʷ. 

b. ɺ ʧʦʣʝ ʆʧʠʩʘʥʠʝ ʚʚʝʜʠʪʝ ʦʧʠʩʘʥʠʝ ʧʨʘʚʠʣʘ. 

c. ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʚ ʪʘʙʣʠʮʝ ʉʫʙʲʝʢʪʳ ʠ ʠʭ ʧʨʘʚʘ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠʟ ʛʨʫʧʧʳ ɺʩʝ ʫʩʪʘʥʦʚʣʝʥʦ 

ʟʥʘʯʝʥʠʝ ɿʘʧʨʝʱʝʥʦ. 

9. ʅʘ ʟʘʢʣʘʜʢʝ ʋʩʣʦʚʠʷ ʜʦʙʘʚʴʪʝ ʫʩʣʦʚʠʝ ʩʨʘʙʘʪʳʚʘʥʠʷ ʧʨʘʚʠʣʘ. 

a. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

ɿʘʧʫʩʪʠʪʩʷ ʤʘʩʪʝʨ ʜʦʙʘʚʣʝʥʠʷ ʫʩʣʦʚʠʷ ʜʣʷ ʨʘʙʦʪʳ ʧʨʘʚʠʣʘ. 
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b. ɺʳʙʝʨʠʪʝ ʚʘʨʠʘʥʪ ʋʩʣʦʚʠʝ ʚʨʫʯʥʫʶ ʠ ʧʝʨʝʡʜʠʪʝ ʥʘ ʩʣʝʜʫʶʱʠʡ ʰʘʛ. 

c. ɺʳʙʝʨʠʪʝ ʚʘʨʠʘʥʪ ʄʝʪʘʜʘʥʥʳʝ, ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʅʘʟʚʘʥʠʝ ʬʘʡʣʘ, ʚ ʧʦʣʝ ʚʚʦʜʘ ʚʚʝʜʠʪʝ 

Notepad++.exe . 

d. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

10. ɿʘʧʫʩʪʠʪʝ ʧʨʦʛʨʘʤʤʫ Notepad++. 

11. ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʟʘʧʫʩʢ ʧʨʦʛʨʘʤʤʳ ʟʘʧʨʝʱʝʥ (ʩʤ. ʨʠʩ. ʥʠʞʝ). 

 
ʈʠʩʫʥʦʢ 7. ʋʚʝʜʦʤʣʝʥʠʝ ʂʦʥʪʨʦʣʷ ʧʨʦʛʨʘʤʤ 

12. ʇʨʦʚʝʨʴʪʝ ʠʥʬʦʨʤʘʮʠʶ ʚ ʦʪʯʝʪʝ: 

a. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʦʛʨʘʤʤʳ ʚ ʨʘʟʜʝʣʝ ʄʦʥʠʪʦʨʠʥʛ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʆʪʯʝʪʳ. 

b. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʧʝʨʝʡʜʠʪʝ ʚ ʨʘʟʜʝʣ ʂʦʥʪʨʦʣʴ ʧʨʦʛʨʘʤʤ. 

c. ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʚ ʦʪʯʝʪʝ ʧʨʠʩʫʪʩʪʚʫʝʪ ʩʦʦʙʱʝʥʠʝ ʦ ʟʘʧʨʝʪʝ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤʳ Notepad++ ʠ 

ʠʥʬʦʨʤʘʮʠʷ ʦʙ ʵʪʦʤ ʩʦʙʳʪʠʠ ʚʝʨʥʘ. 
 

ʇʨʦʚʝʨʢʘ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʠ ʬʫʥʢʮʠʠ ʢʦʥʪʨʦʣʷ ʧʦʜʢʣʶʯʝʥʠʷ 
ʫʩʪʨʦʡʩʪʚ 

ʇʝʨʝʜ ʧʨʦʚʝʨʢʦʡ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʠ ʬʫʥʢʮʠʠ ʢʦʥʪʨʦʣʷ ʧʦʜʢʣʶʯʝʥʠʷ ʫʩʪʨʦʡʩʪʚ ʧʦʜʛʦʪʦʚʴʪʝ 

ʫʩʪʨʦʡʩʪʚʦ ʜʣʷ ʪʝʩʪʠʨʦʚʘʥʠʷ, ʥʘʧʨʠʤʝʨ, ʩʲʝʤʥʳʡ ʜʠʩʢ. ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ ʧʦ ʫʤʦʣʯʘʥʠʶ ʨʘʟʨʝʰʘʝʪ 

ʧʦʜʢʣʶʯʝʥʠʝ ʚʩʝʭ ʫʩʪʨʦʡʩʪʚ. 
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Ʒ ʏʪʦʙʳ ʧʨʦʚʝʨʠʪʴ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʴ ʬʫʥʢʮʠʠ ʢʦʥʪʨʦʣʷ ʧʦʜʢʣʶʯʝʥʠʷ ʫʩʪʨʦʡʩʪʚ, 

ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʂʦʥʪʨʦʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ Ÿ ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ. 

3. ɺʢʣʶʯʠʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ. 

4. ɺ ʙʣʦʢʝ ʅʘʩʪʨʦʡʢʘ ʜʦʩʪʫʧʘ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʋʩʪʨʦʡʩʪʚʘ ʠ ʩʝʪʠ Wi-Fi. 

ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʥʘʭʦʜʷʪʩʷ ʧʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʜʣʷ ʚʩʝʭ ʫʩʪʨʦʡʩʪʚ, ʢʦʪʦʨʳʝ ʝʩʪʴ ʚ ʢʣʘʩʩʠʬʠʢʘʮʠʠ 

ʢʦʤʧʦʥʝʥʪʘ ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ. 

 
ʈʠʩʫʥʦʢ 8. ʊʠʧʳ ʫʩʪʨʦʡʩʪʚ ʂʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ 

5. ɺ ʙʣʦʢʝ ɼʦʩʪʫʧ ʢ ʟʘʧʦʤʠʥʘʶʱʠʤ ʫʩʪʨʦʡʩʪʚʘʤ ʚʳʙʝʨʠʪʝ ʧʨʘʚʠʣʦ ʜʦʩʪʫʧʘ ʉʲʝʤʥʳʝ ʜʠʩʢʠ. 

ʆʪʢʨʦʶʪʩʷ ʩʚʦʡʩʪʚʘ ʧʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʢ ʩʲʝʤʥʳʤ ʜʠʩʢʘʤ. 

6. ɺ ʛʨʘʬʝ ɼʦʩʪʫʧ ʚʳʙʝʨʠʪʝ ʟʥʘʯʝʥʠʝ ɿʘʧʨʝʱʘʪʴ. 

ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ ʨʘʙʦʪʘʝʪ ʚ ʨʝʞʠʤʝ ʉʧʠʩʢʘ ʨʘʟʨʝʰʝʥʥʳʭ ʫʩʪʨʦʡʩʪʚ. ɺ ʵʪʦʤ ʨʝʞʠʤʝ ʂʦʥʪʨʦʣʴ 

ʫʩʪʨʦʡʩʪʚ ʟʘʧʨʝʱʘʝʪ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʧʦʜʢʣʶʯʝʥʠʝ ʣʶʙʳʭ ʩʲʝʤʥʳʭ ʜʠʩʢʦʚ, ʢʨʦʤʝ ʜʦʚʝʨʝʥʥʳʭ 

ʫʩʪʨʦʡʩʪʚ (ʩʤ. ʨʘʟʜʝʣ "ɼʦʙʘʚʣʝʥʠʝ ʫʩʪʨʦʡʩʪʚʘ ʚ ʩʧʠʩʦʢ ʜʦʚʝʨʝʥʥʳʭ ʠʟ ʠʥʪʝʨʬʝʡʩʘ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ 

ʩʪʨ. 259). 

7. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

8. ʇʦʜʢʣʶʯʠʪʝ ʩʲʝʤʥʳʡ ʜʠʩʢ ʢ ʢʦʤʧʴʶʪʝʨʫ. 
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9. ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʜʦʩʪʫʧ ʢ ʫʩʪʨʦʡʩʪʚʫ ʟʘʧʨʝʱʝʥ (ʩʤ. ʨʠʩ. ʥʠʞʝ). 

 
ʈʠʩʫʥʦʢ 9. ʋʚʝʜʦʤʣʝʥʠʝ ʂʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ 

10. ʇʨʦʚʝʨʴʪʝ ʠʥʬʦʨʤʘʮʠʶ ʚ ʦʪʯʝʪʝ: 

a. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʦʛʨʘʤʤʳ ʚ ʨʘʟʜʝʣʝ ʄʦʥʠʪʦʨʠʥʛ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʆʪʯʝʪʳ. 

b. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʧʝʨʝʡʜʠʪʝ ʚ ʨʘʟʜʝʣ ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ. 

c. ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʚ ʦʪʯʝʪʝ ʧʨʠʩʫʪʩʪʚʫʝʪ ʩʦʦʙʱʝʥʠʝ ʦ ʟʘʧʨʝʪʝ ʜʦʩʪʫʧʘ ʢ ʩʲʝʤʥʦʤʫ ʜʠʩʢʫ ʠ 

ʠʥʬʦʨʤʘʮʠʷ ʦʙ ʵʪʦʤ ʩʦʙʳʪʠʠ ʚʝʨʥʘ. 
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ʈʘʟʜʝʣʝʥʠʝ ʜʦʩʪʫʧʘ ʢ ʬʫʥʢʮʠʷʤ 
ʧʨʦʛʨʘʤʤʳ ʧʦ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʤ 
ʨʦʣʷʤ 
ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʦʣʴʟʦʚʘʪʝʣʠ ʩ ʨʦʣʴʶ "ɸʜʤʠʥʠʩʪʨʘʪʦʨ Kaspersky Endpoint Security" ʚ ʩʠʩʪʝʤʝ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center, ʠʤʝʶʪ ʜʦʩʪʫʧ ʢʦ ʚʩʝʤ ʬʫʥʢʮʠʷʤ Kaspersky Endpoint Security. 

ʇʦʣʴʟʦʚʘʪʝʣʠ, ʢʦʪʦʨʳʝ ʠʤʝʶʪ ʧʨʘʚʦ ʀʟʤʝʥʝʥʠʝ ʚ Kaspersky Endpoint Security, ʤʦʛʫʪ ʧʨʝʜʦʩʪʘʚʣʷʪʴ ʜʦʩʪʫʧ 

ʢ ʬʫʥʢʮʠʷʤ Kaspersky Endpoint Security ʜʨʫʛʠʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ, ʜʦʙʘʚʣʝʥʥʳʤ ʚ Kaspersky Security Center 

ʠʣʠ ʚʭʦʜʷʱʠʤ ʚ ʜʦʤʝʥ. 

ɺʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʛʨʫʧʧʳ ʧʦʣʴʟʦʚʘʪʝʣʝʡ Kaspersky Endpoint Security ʦʜʠʥ ʠʟ 

ʩʣʝʜʫʶʱʠʭ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʭ ʫʨʦʚʥʝʡ ʜʦʩʪʫʧʘ ʢ ʬʫʥʢʮʠʷʤ Kaspersky Endpoint Security: 

¶ ʏʪʝʥʠʝ ï ʚʦʟʤʦʞʥʦʩʪʴ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʦʙʱʠʝ ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ Kaspersky Endpoint Security, 

ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Endpoint Security, ʩʪʘʪʠʩʪʠʢʫ ʨʘʙʦʪʳ Kaspersky Endpoint 

Security ʠ ʧʨʘʚʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ Kaspersky Endpoint Security. 

¶ ʀʟʤʝʥʝʥʠʝ ï ʜʦʩʪʫʧ ʢʦ ʚʩʝʤ ʬʫʥʢʮʠʷʤ ʧʨʠʣʦʞʝʥʠʷ, ʢʨʦʤʝ ʠʟʤʝʥʝʥʠʷ ʧʨʘʚ ʧʦʣʴʟʦʚʘʪʝʣʝʡ: 

ʚʦʟʤʦʞʥʦʩʪʴ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʠ ʠʟʤʝʥʷʪʴ ʦʙʱʠʝ ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ Kaspersky Endpoint Security, 

ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Endpoint Security, ʘ ʪʘʢʞʝ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʩʪʘʪʠʩʪʠʢʫ 

ʨʘʙʦʪʳ Kaspersky Endpoint Security ʠ ʧʨʘʚʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ Kaspersky Endpoint Security. 

¶ ɺʳʧʦʣʥʝʥʠʝ ï ʚʦʟʤʦʞʥʦʩʪʴ ʟʘʧʫʩʢʘʪʴ ʠ ʦʩʪʘʥʘʚʣʠʚʘʪʴ ʟʘʜʘʯʠ Kaspersky Endpoint Security. 

¶ ɺʳʧʦʣʥʝʥʠʝ ʦʧʝʨʘʮʠʡ ʩ ʚʳʙʦʨʢʦʡ ʫʩʪʨʦʡʩʪʚ ï ʚʦʟʤʦʞʥʦʩʪʴ ʟʘʧʫʩʢʘʪʴ ʠ ʦʩʪʘʥʘʚʣʠʚʘʪʴ ʟʘʜʘʯʠ 

Kaspersky Endpoint Security ʜʣʷ ʚʳʙʦʨʢʠ ʫʩʪʨʦʡʩʪʚ. 

ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʚʳʧʦʣʥʷʪʴ ʨʘʩʰʠʨʝʥʥʫʶ ʥʘʩʪʨʦʡʢʫ ʧʨʘʚ ʜʦʩʪʫʧʘ: ʨʘʟʨʝʰʘʪʴ ʠʣʠ ʟʘʧʨʝʱʘʪʴ ʜʦʩʪʫʧ ʢ 

ʦʪʜʝʣʴʥʳʤ ʬʫʥʢʮʠʷʤ Kaspersky Endpoint Security. 

ʊʘʙʣʠʮʘ 1. ʇʨʘʚʘ ʜʦʩʪʫʧʘ ʢ ʬʫʥʢʮʠʷʤ Kaspersky Endpoint Security 
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ʌʫʥʢʮʠʦʥʘʣʴʥʘʷ 

ʦʙʣʘʩʪʴ 

ʂʦʤʧʦʥʝʥʪ Kaspersky Endpoint Security 

ɸʜʘʧʪʠʚʥʳʡ 

ʢʦʥʪʨʦʣʴ ʘʥʦʤʘʣʠʡ 

ɸʜʘʧʪʠʚʥʳʡ ʢʦʥʪʨʦʣʴ ʘʥʦʤʘʣʠʡ. 

ɸʥʪʠʚʠʨʫʩʥʘʷ 

ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ 

ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ 

ɿʘʱʠʪʘ ʦʪ ʚʝʙ-ʫʛʨʦʟ 

ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ 

ɿʘʱʠʪʘ ʦʪ ʩʝʪʝʚʳʭ ʫʛʨʦʟ 

ʉʝʪʝʚʦʡ ʵʢʨʘʥ 

AMSI-ʟʘʱʠʪʘ 

ɿʘʱʠʪʘ ʦʪ ʵʢʩʧʣʦʡʪʦʚ 

ɸʥʘʣʠʟ ʧʦʚʝʜʝʥʠʷ 

ʆʪʢʘʪ ʚʨʝʜʦʥʦʩʥʳʭ ʜʝʡʩʪʚʠʡ 

ʂʦʥʪʨʦʣʴ ʧʨʦʛʨʘʤʤ ʂʦʥʪʨʦʣʴ ʧʨʠʣʦʞʝʥʠʡ 

ɹʘʟʦʚʘʷ 

ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ 

ʇʦʠʩʢ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ 

ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ / ʆʪʢʘʪ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ 

ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ 

ʋʜʘʣʝʥʠʝ ʜʘʥʥʳʭ 

ɼʦʙʘʚʣʝʥʠʝ ʢʣʶʯʘ 

ʋʩʪʘʥʦʚʢʘ 

ʀʟʤʝʥʝʥʠʝ ʩʦʩʪʘʚʘ ʢʦʤʧʦʥʝʥʪʦʚ 

ʋʧʨʘʚʣʝʥʠʝ ʫʯʝʪʥʳʤʠ ʟʘʧʠʩʷʤʠ ɸʛʝʥʪʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 

ʆʙʥʘʨʫʞʝʥʠʝ ʠ 

ʨʝʘʛʠʨʦʚʘʥʠʝ 

Endpoint Detection and Response (KATA) 

Network Detection and Response (KATA) 

ʀʥʪʝʛʨʘʮʠʷ ʩ KUMA 

Endpoint Detection and Response Optimum 

Endpoint Detection and Response Expert 

Kaspersky Sandbox 

Managed Detection and Response 

ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ 

ʐʠʬʨʦʚʘʥʠʝ ʐʠʬʨʦʚʘʥʠʝ ʜʠʩʢʘ Kaspersky 

ʐʠʬʨʦʚʘʥʠʝ ʜʠʩʢʘ BitLocker 

ʐʠʬʨʦʚʘʥʠʝ ʬʘʡʣʦʚ 

ʐʠʬʨʦʚʘʥʠʝ ʩʲʝʤʥʳʭ ʜʠʩʢʦʚ 

ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ 

ʚʪʦʨʞʝʥʠʡ 

ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʡ 

ʀʩʢʣʶʯʝʥʠʷ ʋʛʨʦʟʳ ʠ ʠʩʢʣʶʯʝʥʠʷ 

ɺʝʙ-ʂʦʥʪʨʦʣʴ ɺʝʙ-ʂʦʥʪʨʦʣʴ 
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ʋʧʨʘʚʣʝʥʠʝ ʧʨʠʣʦʞʝʥʠʝʤ ʯʝʨʝʟ 
ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ 
Kaspersky Security Center 
Kaspersky Security Center ʧʦʟʚʦʣʷʝʪ ʫʜʘʣʝʥʥʦ ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʠ ʫʜʘʣʷʪʴ, ʟʘʧʫʩʢʘʪʴ ʠ ʦʩʪʘʥʘʚʣʠʚʘʪʴ 

Kaspersky Endpoint Security, ʥʘʩʪʨʘʠʚʘʪʴ ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ, ʠʟʤʝʥʷʪʴ ʩʦʩʪʘʚ ʢʦʤʧʦʥʝʥʪʦʚ 

ʧʨʠʣʦʞʝʥʠʷ, ʜʦʙʘʚʣʷʪʴ ʢʣʶʯʠ, ʟʘʧʫʩʢʘʪʴ ʠ ʦʩʪʘʥʘʚʣʠʚʘʪʴ ʟʘʜʘʯʠ ʦʙʥʦʚʣʝʥʠʷ ʠ ʧʨʦʚʝʨʢʠ. 

ʋʧʨʘʚʣʝʥʠʝ ʧʨʠʣʦʞʝʥʠʝʤ ʯʝʨʝʟ Kaspersky Security Center ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʩ ʧʦʤʦʱʴʶ ʧʣʘʛʠʥʘ ʫʧʨʘʚʣʝʥʠʷ 

Kaspersky Endpoint Security. 

ʇʦʜʨʦʙʥʝʝ ʦʙ ʫʧʨʘʚʣʝʥʠʠ ʧʨʠʣʦʞʝʥʠʝʤ ʯʝʨʝʟ Kaspersky Security Center ʩʤ. ʚ ʩʧʨʘʚʢʝ Kaspersky Security 

Center https://support.kaspersky.com/help/KSC/15.1/ru-RU/index.htm. 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 
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O ʧʣʘʛʠʥʝ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Endpoint Security ʜʣ ̫
Windows 

ʇʣʘʛʠʥ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Endpoint Security ʜʣʷ Windows ʦʙʝʩʧʝʯʠʚʘʝʪ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ Kaspersky 

Endpoint Security c Kaspersky Security Center. ʇʣʘʛʠʥ ʫʧʨʘʚʣʝʥʠʷ ʧʦʟʚʦʣʷʝʪ ʫʧʨʘʚʣʷʪʴ Kaspersky Endpoint 

Security ʩ ʧʦʤʦʱʴʶ ʩʣʝʜʫʶʱʠʭ ʠʥʩʪʨʫʤʝʥʪʦʚ: ʧʦʣʠʪʠʢʠ (ʩʤ. ʨʘʟʜʝʣ "ʋʧʨʘʚʣʝʥʠʝ ʧʦʣʠʪʠʢʘʤʠ" ʥʘ ʩʪʨ. 44), 

ʟʘʜʘʯʠ (ʩʤ. ʨʘʟʜʝʣ "ʋʧʨʘʚʣʝʥʠʝ ʟʘʜʘʯʘʤʠ" ʥʘ ʩʪʨ. 40), ʘ ʪʘʢʞʝ ʣʦʢʘʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. 

ʨʘʟʜʝʣ "ʅʘʩʪʨʦʡʢʘ ʣʦʢʘʣʴʥʳʭ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 39). ɼʣ ̫ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ Kaspersky 

Security Center Web Console ʧʨʝʜʥʘʟʥʘʯʝʥ ʚʝʙ-ʧʣʘʛʠʥ. 

ɺʝʨʩʠʷ ʧʣʘʛʠʥʘ ʫʧʨʘʚʣʝʥʠʷ ʤʦʞʝʪ ʦʪʣʠʯʘʪʴʩʷ ʦʪ ʚʝʨʩʠʠ ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security, 

ʫʩʪʘʥʦʚʣʝʥʥʦʡ ʥʘ ʢʣʠʝʥʪʩʢʦʤ ʢʦʤʧʴʶʪʝʨʝ. ɽʩʣʠ ʚ ʫʩʪʘʥʦʚʣʝʥʥʦʡ ʚʝʨʩʠʠ ʧʣʘʛʠʥʘ ʫʧʨʘʚʣʝʥʠʷ 

ʧʨʝʜʫʩʤʦʪʨʝʥʦ ʤʝʥʴʰʝ ʬʫʥʢʮʠʡ, ʯʝʤ ʚ ʫʩʪʘʥʦʚʣʝʥʥʦʡ ʚʝʨʩʠʠ Kaspersky Endpoint Security, ʪʦ 

ʧʘʨʘʤʝʪʨʳ ʥʝʜʦʩʪʘʶʱʠʭ ʬʫʥʢʮʠʡ ʥʝ ʨʝʛʫʣʠʨʫʶʪʩʷ ʧʣʘʛʠʥʦʤ ʫʧʨʘʚʣʝʥʠʷ. ʊʘʢʠʝ ʧʘʨʘʤʝʪʨʳ ʤʦʛʫʪ 

ʙʳʪʴ ʠʟʤʝʥʝʥʳ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʚ ʣʦʢʘʣʴʥʦʤ ʠʥʪʝʨʬʝʡʩʝ Kaspersky Endpoint Security. 

https://support.kaspersky.com/help/KSC/15.1/ru-RU/index.htm
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ɺʝʙ-ʧʣʘʛʠʥ ʧʦ ʫʤʦʣʯʘʥʠʶ ʥʝ ʫʩʪʘʥʦʚʣʝʥ ʚ Kaspersky Security Center Web Console. ɺ ʦʪʣʠʯʠʝ ʦʪ ʧʣʘʛʠʥʘ 

ʫʧʨʘʚʣʝʥʠʷ ʜʣʷ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center, ʢʦʪʦʨʳʡ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʥʘ 

ʨʘʙʦʯʝʝ ʤʝʩʪʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ, ʚʝʙ-ʧʣʘʛʠʥ ʪʨʝʙʫʝʪʩʷ ʫʩʪʘʥʦʚʠʪʴ ʥʘ ʢʦʤʧʴʶʪʝʨ ʩ ʫʩʪʘʥʦʚʣʝʥʥʳʤ 

ʧʨʠʣʦʞʝʥʠʝʤ Kaspersky Security Center Web Console. ʇʨʠ ʵʪʦʤ ʬʫʥʢʮʠʠ ʚʝʙ-ʧʣʘʛʠʥʘ ʜʦʩʪʫʧʥʳ ʚʩʝʤ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʘʤ, ʫ ʢʦʪʦʨʳʭ ʝʩʪʴ ʜʦʩʪʫʧ ʢ Web Console ʚ ʙʨʘʫʟʝʨʝ. ɺʳ ʤʦʞʝʪʝ ʧʨʦʩʤʦʪʨʝʪʴ ʩʧʠʩʦʢ 

ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʚʝʙ-ʧʣʘʛʠʥʦʚ ʚ ʠʥʪʝʨʬʝʡʩʝ Web Console (ʇʘʨʘʤʝʪʨʳ ʂʦʥʩʦʣʠ Ÿ ɺʝʙ-ʧʣʘʛʠʥʳ). 

ʇʦʜʨʦʙʥʝʝ ʦ ʩʦʚʤʝʩʪʠʤʦʩʪʠ ʚʝʨʩʠʡ ʚʝʙ-ʧʣʘʛʠʥʦʚ ʠ Web Console ʩʤ. ʚ ʩʧʨʘʚʢʝ Kaspersky Security Center 

https://support.kaspersky.com/help/KSC/15.1/ru-RU/index.htm. 

ɽʩʣʠ ʚʳ ʠʩʧʦʣʴʟʫʝʪʝ Kaspersky Endpoint Security ʚ ʩʦʩʪʘʚʝ ʨʝʰʝʥʠʷ Kaspersky Endpoint Detection and 

Response Optimum, ʚʘʤ ʥʫʞʥʦ ʫʩʪʘʥʦʚʠʪʴ ʧʣʘʛʠʥ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Endpoint Detection and 

Response. ʇʣʘʛʠʥ ʫʧʨʘʚʣʝʥʠʷ ʥʫʞʝʥ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʜʝʪʘʣʝʡ ʘʣʝʨʪʘ. ɼʝʪʘʣʠ ʘʣʝʨʪʘ ï ʠʥʩʪʨʫʤʝʥʪ 

ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʚʩʝʡ ʩʦʙʨʘʥʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʦʙʥʘʨʫʞʝʥʥʦʡ ʫʛʨʦʟʝ. ɼʝʪʘʣʠ ʘʣʝʨʪʘ ʩʦʜʝʨʞʘʪ, 

ʥʘʧʨʠʤʝʨ, ʠʩʪʦʨʠʶ ʧʦʷʚʣʝʥʠʷ ʬʘʡʣʦʚ ʥʘ ʢʦʤʧʴʶʪʝʨʝ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʜʣʷ ʩʦʟʜʘʥʠʷ ʟʘʜʘʯ 

ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʫʛʨʦʟʳ ʚʘʤ ʥʫʞʝʥ ʧʣʘʛʠʥ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Endpoint Security, ʘ ʜʣʷ ʧʨʦʩʤʦʪʨʘ 

ʜʝʪʘʣʝʡ ʘʣʝʨʪʘ ʚʘʤ ʥʫʞʝʥ ʧʣʘʛʠʥ ʫʧʨʘʚʣʝʥʠʷ EDR. 

ʋʩʪʘʥʦʚʢʘ ʚʝʙ-ʧʣʘʛʠʥʘ 

ɺʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ ʚʝʙ-ʧʣʘʛʠʥ ʩʣʝʜʫʶʱʠʤʠ ʩʧʦʩʦʙʘʤʠ: 

¶ ʋʩʪʘʥʦʚʠʪʴ ʚʝʙ-ʧʣʘʛʠʥ ʩ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ ʧʝʨʚʦʥʘʯʘʣʴʥʦʡ ʥʘʩʪʨʦʡʢʠ Kaspersky Security Center 

Web Console. 

Web Console ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʨʝʜʣʘʛʘʝʪ ʟʘʧʫʩʪʠʪʴ ʤʘʩʪʝʨ ʧʝʨʚʦʥʘʯʘʣʴʥʦʡ ʥʘʩʪʨʦʡʢʠ ʧʨʠ ʧʝʨʚʦʤ 

ʧʦʜʢʣʶʯʝʥʠʠ Web Console ʢ ʉʝʨʚʝʨʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʟʘʧʫʩʪʠʪʴ ʤʘʩʪʝʨ 

ʧʝʨʚʦʥʘʯʘʣʴʥʦʡ ʥʘʩʪʨʦʡʢʠ ʚ ʠʥʪʝʨʬʝʡʩʝ Web Console (ʆʙʥʘʨʫʞʝʥʠʝ ʫʩʪʨʦʡʩʪʚ ʠ 

ʨʘʟʚʝʨʪʳʚʘʥʠʝ Ÿ ʈʘʟʚʝʨʪʳʚʘʥʠʝ ʠ ʥʘʟʥʘʯʝʥʠʝ Ÿ ʄʘʩʪʝʨ ʧʝʨʚʦʥʘʯʘʣʴʥʦʡ ʥʘʩʪʨʦʡʢʠ). 

ʄʘʩʪʝʨ ʧʝʨʚʦʥʘʯʘʣʴʥʦʡ ʥʘʩʪʨʦʡʢʠ ʪʘʢʞʝ ʤʦʞʝʪ ʧʨʦʚʝʨʠʪʴ ʘʢʪʫʘʣʴʥʦʩʪʴ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʚʝʙ-

ʧʣʘʛʠʥʦʚ ʠ ʟʘʛʨʫʟʠʪ ʥʝʦʙʭʦʜʠʤʳʝ ʦʙʥʦʚʣʝʥʠʷ ʜʣʷ ʥʠʭ. ʇʦʜʨʦʙʥʝʝ ʦ ʤʘʩʪʝʨʝ ʧʝʨʚʦʥʘʯʘʣʴʥʦʡ 

ʥʘʩʪʨʦʡʢʠ Kaspersky Security Center Web Console ʩʤ. ʚ ʩʧʨʘʚʢʝ Kaspersky Security Center 

https://support.kaspersky.com/help/KSC/15.1/ru-RU/index.htm. 

¶ ʋʩʪʘʥʦʚʠʪʴ ʚʝʙ-ʧʣʘʛʠʥ ʠʟ ʩʧʠʩʢʘ ʜʦʩʪʫʧʥʳʭ ʜʠʩʪʨʠʙʫʪʠʚʦʚ ʚ Web Console. 

ɼʣʷ ʫʩʪʘʥʦʚʢʠ ʚʝʙ-ʧʣʘʛʠʥʘ ʪʨʝʙʫʝʪʩʷ ʚʳʙʨʘʪʴ ʜʠʩʪʨʠʙʫʪʠʚ ʚʝʙ-ʧʣʘʛʠʥʘ Kaspersky Endpoint Security 

ʚ ʠʥʪʝʨʬʝʡʩʝ Web Console (ʇʘʨʘʤʝʪʨʳ ʂʦʥʩʦʣʠ Ÿ ɺʝʙ-ʧʣʘʛʠʥʳ). ʉʧʠʩʦʢ ʜʦʩʪʫʧʥʳʭ 

ʜʠʩʪʨʠʙʫʪʠʚʦʚ ʦʙʥʦʚʣʷʝʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʦʩʣʝ ʚʳʧʫʩʢʘ ʥʦʚʳʭ ʚʝʨʩʠʡ ʧʨʠʣʦʞʝʥʠʡ "ʃʘʙʦʨʘʪʦʨʠʠ 

ʂʘʩʧʝʨʩʢʦʛʦ". 

¶ ɿʘʛʨʫʟʠʪʴ ʜʠʩʪʨʠʙʫʪʠʚ ʚ Web Console ʠʟ ʩʪʦʨʦʥʥʝʛʦ ʠʩʪʦʯʥʠʢʘ. 

ɼʣʷ ʫʩʪʘʥʦʚʢʠ ʚʝʙ-ʧʣʘʛʠʥʘ ʪʨʝʙʫʝʪʩʷ ʜʦʙʘʚʠʪʴ ZIP-ʘʨʭʠʚ ʜʠʩʪʨʠʙʫʪʠʚʘ ʚʝʙ-ʧʣʘʛʠʥʘ Kaspersky 

Endpoint Security ʚ ʠʥʪʝʨʬʝʡʩʝ Web Console (ʇʘʨʘʤʝʪʨʳ ʂʦʥʩʦʣʠ Ÿ ɺʝʙ-ʧʣʘʛʠʥʳ). ɼʠʩʪʨʠʙʫʪʠʚ 

ʚʝʙ-ʧʣʘʛʠʥʘ ʚʳ ʤʦʞʝʪʝ ʟʘʛʨʫʟʠʪʴ, ʥʘʧʨʠʤʝʨ, ʥʘ ʚʝʙ-ʩʘʡʪʝ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". 
 

https://support.kaspersky.com/help/KSC/15.1/ru-RU/index.htm
https://support.kaspersky.com/help/KSC/15.1/ru-RU/index.htm
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ʆʩʦʙʝʥʥʦʩʪʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʟʘʱʠʱʝʥʥʳʭ ʧʨʦʪʦʢʦʣʦʚ 
ʜʣʷ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʚʥʝʰʥʠʤʠ ʩʣʫʞʙʘʤʠ 

Kaspersky Endpoint Security ʠ Kaspersky Security Center ʠʩʧʦʣʴʟʫʶʪ ʟʘʱʠʱʝʥʥʳʡ ʢʘʥʘʣ ʩʚʷʟʠ ʩ TLS 

(Transport Layer Security) ʜʣʷ ʨʘʙʦʪʳ ʩ ʚʥʝʰʥʠʤʠ ʩʣʫʞʙʘʤʠ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". Kaspersky Endpoint 

Security ʠʩʧʦʣʴʟʫʝʪ ʚʥʝʰʥʠʝ ʩʣʫʞʙʳ ʜʣʷ ʨʘʙʦʪʳ ʩʣʝʜʫʶʱʠʭ ʬʫʥʢʮʠʡ: 

¶ ʦʙʥʦʚʣʝʥʠʝ ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ; 

¶ ʘʢʪʠʚʘʮʠʷ ʧʨʠʣʦʞʝʥʠʷ ʩ ʧʦʤʦʱʴʶ ʢʦʜʘ ʘʢʪʠʚʘʮʠʠ (ʪʠʧ ʘʢʪʠʚʘʮʠʠ 2.0); 

¶ ʠʩʧʦʣʴʟʦʚʘʥʠʝ Kaspersky Security Network. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ TLS ʦʙʝʩʧʝʯʠʚʘʝʪ ʙʝʟʦʧʘʩʥʦʩʪʴ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ ʟʘ ʩʯʝʪ ʩʣʝʜʫʶʱʠʭ ʩʚʦʡʩʪʚ: 

¶ ʐʠʬʨʦʚʘʥʠʝ. ʉʦʜʝʨʞʘʥʠʝ ʩʦʦʙʱʝʥʠʡ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦ ʠ ʥʝ ʨʘʩʢʨʳʚʘʝʪʩʷ ʧʦʩʪʦʨʦʥʥʠʤ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤ. 

¶ ʎʝʣʦʩʪʥʦʩʪʴ. ʇʦʣʫʯʘʪʝʣʴ ʩʦʦʙʱʝʥʠʷ ʫʚʝʨʝʥ ʚ ʥʝʠʟʤʝʥʥʦʩʪʠ ʩʦʜʝʨʞʘʥʠʷ ʩ ʤʦʤʝʥʪʘ ʦʪʩʳʣʢʠ 

ʦʪʧʨʘʚʠʪʝʣʝʤ. 

¶ ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ. ʇʦʣʫʯʘʪʝʣʴ ʫʚʝʨʝʥ, ʯʪʦ ʩʚʷʟʴ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʪʦʣʴʢʦ ʩ ʜʦʚʝʨʝʥʥʳʤ ʩʝʨʚʝʨʦʤ 

"ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". 

ɼʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʩʝʨʚʝʨʦʚ Kaspersky Endpoint Security ʠʩʧʦʣʴʟʫʝʪ ʩʝʨʪʠʬʠʢʘʪʳ ʦʪʢʨʳʪʳʭ ʢʣʶʯʝʡ. ɼʣʷ 

ʨʘʙʦʪʳ ʩ ʩʝʨʪʠʬʠʢʘʪʘʤʠ ʪʨʝʙʫʝʪʩʷ ʠʥʬʨʘʩʪʨʫʢʪʫʨʘ ʦʪʢʨʳʪʳʭ ʢʣʶʯʝʡ (ʘʥʛʣ. Public Key Infrastructure, PKI). 

ʋʜʦʩʪʦʚʝʨʷʶʱʠʡ ʮʝʥʪʨ ʷʚʣʷʝʪʩʷ ʯʘʩʪʴʶ PKI. ʊʘʢ ʢʘʢ ʩʣʫʞʙʳ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʥʝ ʷʚʣʷʶʪʩʷ 

ʧʫʙʣʠʯʥʳʤʠ ʠ ʥʦʩʷʪ ʪʝʭʥʠʯʝʩʢʠʡ ʭʘʨʘʢʪʝʨ, "ʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦ" ʠʩʧʦʣʴʟʫʝʪ ʩʦʙʩʪʚʝʥʥʳʡ 

ʋʜʦʩʪʦʚʝʨʷʶʱʠʡ ʮʝʥʪʨ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʧʨʠ ʦʪʟʳʚʝ ʢʦʨʥʝʚʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ Thawte, VeriSign, GlobalTrust ʠ 

ʜʨʫʛʠʭ, ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʴ PKI "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʥʝ ʙʫʜʝʪ ʥʘʨʫʰʝʥʘ. 

ʆʢʨʫʞʝʥʠʷ, ʠʤʝʶʱʠʝ MITM (ʧʨʦʛʨʘʤʤʥʳʝ ʠ ʘʧʧʘʨʘʪʥʳʝ ʩʨʝʜʩʪʚʘ, ʧʦʜʜʝʨʞʠʚʘʶʱʠʝ ʨʘʟʙʦʨ ʧʨʦʪʦʢʦʣʘ 

HTTPS), Kaspersky Endpoint Security ʩʯʠʪʘʝʪ ʥʝʙʝʟʦʧʘʩʥʳʤʠ. ʇʨʠ ʨʘʙʦʪʝ ʩʦ ʩʣʫʞʙʘʤʠ "ʃʘʙʦʨʘʪʦʨʠʠ 

ʂʘʩʧʝʨʩʢʦʛʦ" ʤʦʛʫʪ ʚʦʟʥʠʢʘʪʴ ʦʰʠʙʢʠ, ʥʘʧʨʠʤʝʨ, ʦʰʠʙʢʠ ʦʙ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʩʘʤʦʟʘʚʝʨʷʶʱʠʭ ʩʝʨʪʠʬʠʢʘʪʦʚ 

(ʘʥʛʣ. Self-Signed Certificate). ʕʪʠ ʦʰʠʙʢʠ ʤʦʛʫʪ ʚʦʟʥʠʢʘʪʴ ʠʟ-ʟʘ ʪʦʛʦ, ʯʪʦ ʩʨʝʜʩʪʚʦ HTTPS Inspection ʠʟ 

ʚʘʰʝʛʦ ʦʢʨʫʞʝʥʠʷ ʥʝ ʨʘʩʧʦʟʥʘʝʪ PKI "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". ɼʣʷ ʫʩʪʨʘʥʝʥʠʷ ʧʨʦʙʣʝʤ ʥʝʦʙʭʦʜʠʤʦ 

ʥʘʩʪʨʦʠʪʴ ʠʩʢʣʶʯʝʥʠʷ ʜʣʷ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʚʥʝʰʥʠʤʠ ʩʣʫʞʙʘʤʠ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʠʣʦʞʝʥʠʝ 5. ʉʝʪʝʚʳʝ 

ʧʘʨʘʤʝʪʨʳ ʜʣʷ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʚʥʝʰʥʠʤʠ ʩʣʫʞʙʘʤʠ" ʥʘ ʩʪʨ. 511). 

 

ʅʘʩʪʨʦʡʢʘ ʣʦʢʘʣʴʥʳʭ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ 

ɺ Kaspersky Security Center ʚʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ Kaspersky Endpoint Security ʥʘ ʢʦʥʢʨʝʪʥʦʤ 

ʢʦʤʧʴʶʪʝʨʝ ï ʣʦʢʘʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ. ʅʝʢʦʪʦʨʳʝ ʧʘʨʘʤʝʪʨʳ ʤʦʛʫʪ ʙʳʪʴ ʥʝʜʦʩʪʫʧʥʳ ʜʣʷ 

ʠʟʤʝʥʝʥʠʷ. ʕʪʠ ʧʘʨʘʤʝʪʨʳ ʟʘʙʣʦʢʠʨʦʚʘʥʳ ʘʪʨʠʙʫʪʦʤ  ʚ ʩʚʦʡʩʪʚʘʭ ʧʦʣʠʪʠʢʠ (ʩʤ. ʨʘʟʜʝʣ "ʋʧʨʘʚʣʝʥʠʝ 

ʧʦʣʠʪʠʢʘʤʠ" ʥʘ ʩʪʨ. 44). 

ʂʘʢ ʥʘʩʪʨʦʠʪʴ ʣʦʢʘʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ ʚ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ (MMC) 

1. ʆʪʢʨʦʡʪʝ ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. 

2. ɺ ʧʘʧʢʝ ʋʧʨʘʚʣʷʝʤʳʝ ʫʩʪʨʦʡʩʪʚʘ ʜʝʨʝʚʘ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʦʪʢʨʦʡʪʝ ʧʘʧʢʫ ʩ 

ʥʘʟʚʘʥʠʝʤ ʛʨʫʧʧʳ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ, ʚ ʩʦʩʪʘʚ ʢʦʪʦʨʦʡ ʚʭʦʜʷʪ ʥʫʞʥʳʝ ʢʣʠʝʥʪʩʢʠʝ ʢʦʤʧʴʶʪʝʨʳ. 

3. ɺ ʨʘʙʦʯʝʡ ʦʙʣʘʩʪʠ ʚʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʋʩʪʨʦʡʩʪʚʘ. 

4. ʆʪʢʨʦʡʪʝ ʩʚʦʡʩʪʚʘ ʢʦʤʧʴʶʪʝʨʘ ʜʚʦʡʥʳʤ ʱʝʣʯʢʦʤ ʤʳʰʠ. 
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5. ɺ ʦʢʥʝ ʩʚʦʡʩʪʚ ʢʦʤʧʴʶʪʝʨʘ ʚʳʙʝʨʠʪʝ ʨʘʟʜʝʣ ʇʨʠʣʦʞʝʥʠʷ. 

6. ɺ ʩʧʠʩʢʝ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʨʠʣʦʞʝʥʠʡ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʚʳʙʝʨʠʪʝ 

Kaspersky Endpoint Security ʜʣʷ Windows ʠ ʦʪʢʨʦʡʪʝ ʩʚʦʡʩʪʚʘ ʧʨʠʣʦʞʝʥʠʷ ʜʚʦʡʥʳʤ ʱʝʣʯʢʦʤ 

ʤʳʰʠ. 

7. ɺ ʨʘʟʜʝʣʝ ʆʙʱʠʝ ʧʘʨʘʤʝʪʨʳ ʥʘʩʪʨʦʡʪʝ ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ Kaspersky Endpoint Security, ʘ ʪʘʢʞʝ 

ʧʘʨʘʤʝʪʨʳ ʦʪʯʝʪʦʚ ʠ ʭʨʘʥʠʣʠʱ. 

ʆʩʪʘʣʴʥʳʝ ʨʘʟʜʝʣʳ ʦʢʥʘ ʇʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤʳ "Kaspersky Endpoint Security ʜʣʷ Windows" 

ʩʪʘʥʜʘʨʪʥʳ ʜʣʷ Kaspersky Security Center. ʆʧʠʩʘʥʠʝ ʵʪʠʭ ʨʘʟʜʝʣʦʚ ʚʳ ʤʦʞʝʪʝ ʧʨʦʯʠʪʘʪʴ ʚ ʩʧʨʘʚʢʝ 

ʜʣʷ Kaspersky Security Center. 

ɽʩʣʠ ʜʣʷ ʧʨʠʣʦʞʝʥʠʷ ʩʦʟʜʘʥʘ ʧʦʣʠʪʠʢʘ, ʚ ʢʦʪʦʨʦʡ ʟʘʧʨʝʱʝʥʦ ʠʟʤʝʥʝʥʠʝ ʥʝʢʦʪʦʨʳʭ 

ʧʘʨʘʤʝʪʨʦʚ, ʪʦ ʚʦ ʚʨʝʤʷ ʥʘʩʪʨʦʡʢʠ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʨʘʟʜʝʣʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʠʭ 

ʠʟʤʝʥʝʥʠʝ ʥʝʜʦʩʪʫʧʥʦ. 

8. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ʂʘʢ ʥʘʩʪʨʦʠʪʴ ʣʦʢʘʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ ʚ Web Console 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ Web Console ʚʳʙʝʨʠʪʝ ɸʢʪʠʚʳ (ʋʩʪʨʦʡʩʪʚʘ) Ÿ ʋʧʨʘʚʣʷʝʤʳʝ ʫʩʪʨʦʡʩʪʚʘ. 

2. ʅʘʞʤʠʪʝ ʥʘ ʠʤʷ ʢʦʤʧʴʶʪʝʨʘ, ʥʘ ʢʦʪʦʨʦʤ ʚʳ ʭʦʪʠʪʝ ʥʘʩʪʨʦʠʪʴ ʣʦʢʘʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ. 

ʆʪʢʨʦʶʪʩʷ ʩʚʦʡʩʪʚʘ ʢʦʤʧʴʶʪʝʨʘ. 

3. ɺʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʇʨʦʛʨʘʤʤʳ. 

4. ʅʘʞʤʠʪʝ ʥʘ Kaspersky Endpoint Security ʜʣ ̫Windows. 

ʆʪʢʨʦʶʪʩʷ ʣʦʢʘʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ. 

5. ɺʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʇʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ. 

6. ʅʘʩʪʨʦʡʪʝ ʣʦʢʘʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ. 

7. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ʃʦʢʘʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ ʧʦʚʪʦʨʷʶʪ ʧʘʨʘʤʝʪʨʳ ʧʦʣʠʪʠʢʠ, ʢʨʦʤʝ ʧʘʨʘʤʝʪʨʦʚ ʰʠʬʨʦʚʘʥʠʷ. 

 

ʋʧʨʘʚʣʝʥʠʝ ʟʘʜʘʯʘʤʠ 

ɼʣʷ ʨʘʙʦʪʳ ʩ Kaspersky Endpoint Security ʯʝʨʝʟ Kaspersky Security Center ʚʳ ʤʦʞʝʪʝ ʩʦʟʜʘʚʘʪʴ ʩʣʝʜʫʶʱʠʝ 

ʪʠʧʳ ʟʘʜʘʯ: 

¶ ʣʦʢʘʣʴʥʳʝ ʟʘʜʘʯʠ, ʦʧʨʝʜʝʣʝʥʥʳʝ ʜʣʷ ʦʪʜʝʣʴʥʦʛʦ ʢʣʠʝʥʪʩʢʦʛʦ ʢʦʤʧʴʶʪʝʨʘ; 

¶ ʛʨʫʧʧʦʚʳʝ ʟʘʜʘʯʠ, ʦʧʨʝʜʝʣʝʥʥʳʝ ʜʣʷ ʢʣʠʝʥʪʩʢʠʭ ʢʦʤʧʴʶʪʝʨʦʚ, ʚʭʦʜʷʱʠʭ ʚ ʛʨʫʧʧʳ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ; 

¶ ʟʘʜʘʯʠ ʜʣʷ ʚʳʙʦʨʢʠ ʢʦʤʧʴʶʪʝʨʦʚ. 



 

 

 

ʋʧʨʘʚʣʝʥʠʝ ʧʨʠʣʦʞʝʥʠʝʤ ʯʝʨʝʟ ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center 

41 

 

 

 

ɺʳ ʤʦʞʝʪʝ ʩʦʟʜʘʚʘʪʴ ʣʶʙʦʝ ʢʦʣʠʯʝʩʪʚʦ ʛʨʫʧʧʦʚʳʭ ʟʘʜʘʯ, ʟʘʜʘʯ ʜʣʷ ʚʳʙʦʨʢʠ ʢʦʤʧʴʶʪʝʨʦʚ ʠ ʣʦʢʘʣʴʥʳʭ 

ʟʘʜʘʯ. ʇʦʜʨʦʙʥʝʝ ʦ ʨʘʙʦʪʝ ʩ ʛʨʫʧʧʘʤʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʠ ʚʳʙʦʨʢʘʤʠ ʢʦʤʧʴʶʪʝʨʦʚ ʩʤ. ʚ ʩʧʨʘʚʢʝ 

Kaspersky Security Center https://support.kaspersky.com/help/KSC/15.1/ru-RU/index.htm. 

Kaspersky Endpoint Security ʧʦʜʜʝʨʞʠʚʘʝʪ ʚʳʧʦʣʥʝʥʠʝ ʩʣʝʜʫʶʱʠʭ ʟʘʜʘʯ: 

¶ ʇʦʠʩʢ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ (ʩʤ. ʨʘʟʜʝʣ "ʇʦʠʩʢ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ" ʥʘ ʩʪʨ. 65). Kaspersky Endpoint 

Security ʧʨʦʚʝʨʷʝʪ ʥʘ ʚʠʨʫʩʳ ʠ ʜʨʫʛʠʝ ʧʨʠʣʦʞʝʥʠʷ, ʧʨʝʜʩʪʘʚʣʷʶʱʠʝ ʫʛʨʦʟʫ, ʦʙʣʘʩʪʠ ʢʦʤʧʴʶʪʝʨʘ, 

ʫʢʘʟʘʥʥʳʝ ʚ ʧʘʨʘʤʝʪʨʘʭ ʟʘʜʘʯʠ. ɿʘʜʘʯʘ ʇʦʠʩʢ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ ʷʚʣʷʝʪʩʷ ʦʙʷʟʘʪʝʣʴʥʦʡ ʜʣʷ 

ʨʘʙʦʪʳ Kaspersky Endpoint Security ʠ ʩʦʟʜʘʝʪʩʷ ʚʦ ʚʨʝʤʷ ʨʘʙʦʪʳ ʤʘʩʪʝʨʘ ʧʝʨʚʦʥʘʯʘʣʴʥʦʡ 

ʥʘʩʪʨʦʡʢʠ. ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʥʘʩʪʨʦʠʪʴ ʨʘʩʧʠʩʘʥʠʝ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ (ʩʤ. ʨʘʟʜʝʣ "ɿʘʧʫʩʢ ʧʨʦʚʝʨʢʠ 

ʧʦ ʨʘʩʧʠʩʘʥʠʶ" ʥʘ ʩʪʨ. 86) ʤʠʥʠʤʫʤ ʨʘʟ ʚ ʥʝʜʝʣʶ. 

¶ ɼʦʙʘʚʣʝʥʠʝ ʢʣʶʯʘ. Kaspersky Endpoint Security ʜʦʙʘʚʣʷʝʪ ʢʣʶʯ ʜʣʷ ʘʢʪʠʚʘʮʠʠ ʧʨʠʣʦʞʝʥʠʷ, ʚ ʪʦʤ 

ʯʠʩʣʝ ʜʦʧʦʣʥʠʪʝʣʴʥʳʡ. ʇʝʨʝʜ ʚʳʧʦʣʥʝʥʠʝʤ ʟʘʜʘʯʠ ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʢʦʣʠʯʝʩʪʚʦ ʢʦʤʧʴʶʪʝʨʦʚ, ʥʘ 

ʢʦʪʦʨʳʭ ʙʫʜʝʪ ʚʳʧʦʣʥʷʪʴʩʷ ʟʘʜʘʯʘ, ʥʝ ʧʨʝʚʳʰʘʝʪ ʢʦʣʠʯʝʩʪʚʦ ʢʦʤʧʴʶʪʝʨʦʚ, ʥʘ ʢʦʪʦʨʳʝ ʨʘʩʩʯʠʪʘʥʘ 

ʣʠʮʝʥʟʠʷ. 

¶ ʀʟʤʝʥʝʥʠʝ ʩʦʩʪʘʚʘ ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʠʣʦʞʝʥʠʷ. Kaspersky Endpoint Security ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʠʣʠ 

ʫʜʘʣʷʝʪ ʥʘ ʢʣʠʝʥʪʩʢʠʭ ʢʦʤʧʴʶʪʝʨʘʭ ʢʦʤʧʦʥʝʥʪʳ ʩʦʛʣʘʩʥʦ ʩʧʠʩʢʫ ʢʦʤʧʦʥʝʥʪʦʚ, ʫʢʘʟʘʥʥʦʤʫ ʚ 

ʧʘʨʘʤʝʪʨʘʭ ʟʘʜʘʯʠ. ʂʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ ʫʜʘʣʠʪʴ ʥʝʚʦʟʤʦʞʥʦ. ʆʧʪʠʤʘʣʴʥʳʡ 

ʩʦʩʪʘʚ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Endpoint Security ʧʦʟʚʦʣʷʝʪ ʵʢʦʥʦʤʠʪʴ ʨʝʩʫʨʩʳ ʢʦʤʧʴʶʪʝʨʘ. 

¶ ʀʥʚʝʥʪʘʨʠʟʘʮʠʷ. Kaspersky Endpoint Security ʧʦʣʫʯʘʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦʙʦ ʚʩʝʭ ʠʩʧʦʣʥʷʝʤʳʭ ʬʘʡʣʘʭ 

ʧʨʠʣʦʞʝʥʠʡ, ʭʨʘʥʷʱʠʭʩʷ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ. ɿʘʜʘʯʫ ʀʥʚʝʥʪʘʨʠʟʘʮʠʷ ʚʳʧʦʣʥʷʝʪ ʢʦʤʧʦʥʝʥʪ ʂʦʥʪʨʦʣʴ 

ʧʨʠʣʦʞʝʥʠʡ. ɽʩʣʠ ʢʦʤʧʦʥʝʥʪ ʂʦʥʪʨʦʣʴ ʧʨʠʣʦʞʝʥʠʡ ʥʝ ʫʩʪʘʥʦʚʣʝʥ, ʟʘʜʘʯʘ ʟʘʚʝʨʰʠʪ ʨʘʙʦʪʫ ʩ 

ʦʰʠʙʢʦʡ. 

¶ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ. Kaspersky Endpoint Security ʦʙʥʦʚʣʷʝʪ ʙʘʟʳ ʠ ʤʦʜʫʣʠ 

ʧʨʠʣʦʞʝʥʠʷ. ɿʘʜʘʯʘ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ ʷʚʣʷʝʪʩʷ ʦʙʷʟʘʪʝʣʴʥʦʡ ʜʣʷ ʨʘʙʦʪʳ 

Kaspersky Endpoint Security ʠ ʩʦʟʜʘʝʪʩʷ ʚʦ ʚʨʝʤʷ ʨʘʙʦʪʳ ʤʘʩʪʝʨʘ ʧʝʨʚʦʥʘʯʘʣʴʥʦʡ ʥʘʩʪʨʦʡʢʠ. 

ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʥʘʩʪʨʦʠʪʴ ʨʘʩʧʠʩʘʥʠʝ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ ʤʠʥʠʤʫʤ ʨʘʟ ʚ ʜʝʥʴ. 

¶ ʋʜʘʣʝʥʠʝ ʜʘʥʥʳʭ. Kaspersky Endpoint Security ʫʜʘʣʷʝʪ ʬʘʡʣʳ ʠ ʧʘʧʢʠ ʩ ʢʦʤʧʴʶʪʝʨʦʚ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʝʤʝʜʣʝʥʥʦ ʠʣʠ ʧʨʠ ʜʣʠʪʝʣʴʥʦʤ ʦʪʩʫʪʩʪʚʠʠ ʩʚʷʟʠ ʩ Kaspersky Security Center. 

¶ ʆʪʢʘʪ ʦʙʥʦʚʣʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʆʪʢʘʪ ʧʦʩʣʝʜʥʝʛʦ ʦʙʥʦʚʣʝʥʠʷ" ʥʘ ʩʪʨ. 111). Kaspersky Endpoint 

Security ʦʪʢʘʪʳʚʘʝʪ ʧʦʩʣʝʜʥʝʝ ʦʙʥʦʚʣʝʥʠʝ ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ. ʕʪʦ ʤʦʞʝʪ ʧʦʥʘʜʦʙʠʪʴʩʷ, 

ʥʘʧʨʠʤʝʨ, ʝʩʣʠ ʥʦʚʳʝ ʙʘʟʳ ʩʦʜʝʨʞʘʪ ʥʝʢʦʨʨʝʢʪʥʳʝ ʜʘʥʥʳʝ, ʠʟ-ʟʘ ʢʦʪʦʨʳʭ Kaspersky Endpoint 

Security ʤʦʞʝʪ ʙʣʦʢʠʨʦʚʘʪʴ ʙʝʟʦʧʘʩʥʦʝ ʧʨʠʣʦʞʝʥʠʝ. 

¶ ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ 

ʩʪʨ. 83). Kaspersky Endpoint Security ʘʥʘʣʠʟʠʨʫʝʪ ʬʘʡʣʳ ʧʨʠʣʦʞʝʥʠʷ, ʧʨʦʚʝʨʷʝʪ ʬʘʡʣʳ ʥʘ ʥʘʣʠʯʠʝ 

ʧʦʚʨʝʞʜʝʥʠʡ ʠʣʠ ʠʟʤʝʥʝʥʠʡ ʠ ʧʨʦʚʝʨʷʝʪ ʮʠʬʨʦʚʳʝ ʧʦʜʧʠʩʠ ʬʘʡʣʦʚ ʧʨʠʣʦʞʝʥʠʷ. 

¶ ʋʧʨʘʚʣʝʥʠʝ ʫʯʝʪʥʳʤʠ ʟʘʧʠʩʷʤʠ ɸʛʝʥʪʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. Kaspersky Endpoint Security 

ʥʘʩʪʨʘʠʚʘʝʪ ʧʘʨʘʤʝʪʨʳ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ɸʛʝʥʪʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. ɸʛʝʥʪ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʥʫʞʝʥ ʜʣʷ 

ʨʘʙʦʪʳ ʩ ʟʘʰʠʬʨʦʚʘʥʥʳʤʠ ʜʠʩʢʘʤʠ. ʇʝʨʝʜ ʟʘʛʨʫʟʢʦʡ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʧʦʣʴʟʦʚʘʪʝʣʶ ʥʫʞʥʦ 

ʧʨʦʡʪʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʩ ʧʦʤʦʱʴʶ ʘʛʝʥʪʘ. 

ɽʩʣʠ ʧʨʠʣʦʞʝʥʠʝ ʨʘʙʦʪʘʝʪ ʚ ʩʦʩʪʘʚʝ ʨʝʰʝʥʠʷ Endpoint Detection and Response ʦʪ "ʃʘʙʦʨʘʪʦʨʠʠ 

ʂʘʩʧʝʨʩʢʦʛʦ", ʚʳ ʤʦʞʝʪʝ ʟʘʧʫʩʢʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʟʘʜʘʯʠ ʚ ʢʘʯʝʩʪʚʝ ʜʝʡʩʪʚʠʡ ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ ʥʘ 

ʦʙʥʘʨʫʞʝʥʠʝ (responses). ʅʘʧʨʠʤʝʨ, ʚʳ ʤʦʞʝʪʝ ʫʜʘʣʝʥʥʦ ʟʘʚʝʨʰʘʪʴ ʧʨʦʮʝʩʩʳ ʩ ʧʦʤʦʱʴʶ ʟʘʜʘʯʠ 

ɿʘʚʝʨʰʝʥʠʝ ʧʨʦʮʝʩʩʘ. 

https://support.kaspersky.com/help/KSC/15.1/ru-RU/index.htm
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ɿʘʧʫʩʢ ʟʘʜʘʯ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʚʳʧʦʣʥʷʝʪʩʷ ʪʦʣʴʢʦ ʚ ʪʦʤ ʩʣʫʯʘʝ, ʝʩʣʠ ʟʘʧʫʱʝʥʦ ʧʨʠʣʦʞʝʥʠʝ Kaspersky 

Endpoint Security (ʩʤ. ʨʘʟʜʝʣ "ɿʘʧʫʩʢ ʠ ʦʩʪʘʥʦʚʢʘ Kaspersky Endpoint Security" ʥʘ ʩʪʨ. 59). 

ʉʦʟʜʘʥʠʝ ʟʘʜʘʯʠ 

ʂʘʢ ʩʦʟʜʘʪʴ ʟʘʜʘʯʫ ʚ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ (MMC) 

1. ʆʪʢʨʦʡʪʝ ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. 

2. ɺʳʙʝʨʠʪʝ ʧʘʧʢʫ ɿʘʜʘʯʠ ʜʝʨʝʚʘ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. 

3. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʅʦʚʘʷ ʟʘʜʘʯʘ. 

ɿʘʧʫʩʪʠʪʩʷ ʤʘʩʪʝʨ ʩʦʟʜʘʥʠʷ ʟʘʜʘʯʠ. 

4. ʉʣʝʜʫʡʪʝ ʫʢʘʟʘʥʠʷʤ ʤʘʩʪʝʨʘ ʩʦʟʜʘʥʠʷ ʟʘʜʘʯʠ. 

ʂʘʢ ʩʦʟʜʘʪʴ ʟʘʜʘʯʫ ʚ Web Console 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ Web Console ʚʳʙʝʨʠʪʝ ɸʢʪʠʚʳ (ʋʩʪʨʦʡʩʪʚʘ) Ÿ ɿʘʜʘʯʠ. 

ʆʪʢʨʦʝʪʩʷ ʩʧʠʩʦʢ ʟʘʜʘʯ. 

2. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

ɿʘʧʫʩʪʠʪʩʷ ʤʘʩʪʝʨ ʩʦʟʜʘʥʠʷ ʟʘʜʘʯʠ. 

3. ʅʘʩʪʨʦʡʪʝ ʧʘʨʘʤʝʪʨʳ ʟʘʜʘʯʠ: 

a. ɺ ʨʘʩʢʨʳʚʘʶʱʝʤʩʷ ʩʧʠʩʢʝ ʇʨʠʣʦʞʝʥʠʝ ʚʳʙʝʨʠʪʝ Kaspersky Endpoint Security ʜʣʷ Windows 

(12.8.0). 

b. ɺ ʨʘʩʢʨʳʚʘʶʱʝʤʩʷ ʩʧʠʩʢʝ ʊʠʧ ʟʘʜʘʯʠ ʚʳʙʝʨʠʪʝ ʟʘʜʘʯʫ, ʢʦʪʦʨʫʶ ʚʳ ʭʦʪʠʪʝ ʟʘʧʫʩʪʠʪʴ ʥʘ 

ʢʦʤʧʴʶʪʝʨʘʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

c. ɺ ʧʦʣʝ ʅʘʟʚʘʥʠʝ ʟʘʜʘʯʠ ʚʚʝʜʠʪʝ ʢʦʨʦʪʢʦʝ ʦʧʠʩʘʥʠʝ. 

d. ɺ ʙʣʦʢʝ ʋʩʪʨʦʡʩʪʚʘ, ʢʦʪʦʨʳʤ ʙʫʜʝʪ ʥʘʟʥʘʯʝʥʘ ʟʘʜʘʯʘ ʚʳʙʝʨʠʪʝ ʦʙʣʘʩʪʴ ʜʝʡʩʪʚʠʷ ʟʘʜʘʯʠ. 

4. ɺʳʙʝʨʠʪʝ ʫʩʪʨʦʡʩʪʚʘ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʚʳʙʨʘʥʥʳʤ ʚʘʨʠʘʥʪʦʤ ʦʙʣʘʩʪʠ ʜʝʡʩʪʚʠʷ ʟʘʜʘʯʠ. ʇʝʨʝʡʜʠʪʝ 

ʢ ʩʣʝʜʫʶʱʝʤʫ ʰʘʛʫ. 

5. ɺʳʙʝʨʠʪʝ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʜʣʷ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ. ʇʦ ʫʤʦʣʯʘʥʠʶ Kaspersky Endpoint Security ʟʘʧʫʩʢʘʝʪ 

ʟʘʜʘʯʫ ʩ ʧʨʘʚʘʤʠ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʣʦʢʘʣʴʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

6. ɿʘʚʝʨʰʠʪʝ ʨʘʙʦʪʫ ʤʘʩʪʝʨʘ. 

ɺ ʩʧʠʩʢʝ ʟʘʜʘʯ ʦʪʦʙʨʘʟʠʪʩʷ ʥʦʚʘʷ ʟʘʜʘʯʘ. ɿʘʜʘʯʘ ʙʫʜʝʪ ʠʤʝʪʴ ʧʘʨʘʤʝʪʨʳ ʧʦ ʫʤʦʣʯʘʥʠʶ. ɼʣʷ ʥʘʩʪʨʦʡʢʠ 

ʧʘʨʘʤʝʪʨʦʚ ʟʘʜʘʯʠ ʚʘʤ ʥʫʞʥʦ ʧʝʨʝʡʪʠ ʚ ʩʚʦʡʩʪʚʘ ʟʘʜʘʯʠ. ɼʣʷ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ ʚʘʤ ʥʫʞʥʦ ʫʩʪʘʥʦʚʠʪʴ 

ʬʣʘʞʦʢ ʥʘʧʨʦʪʠʚ ʟʘʜʘʯʠ ʠ ʥʘʞʘʪʴ ʥʘ ʢʥʦʧʢʫ ɿʘʧʫʩʪʠʪʴ. ʇʦʩʣʝ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ ʚʳ ʤʦʞʝʪʝ ʦʩʪʘʥʦʚʠʪʴ 

ʟʘʜʘʯʫ ʠ ʚʦʟʦʙʥʦʚʠʪʴ ʚʳʧʦʣʥʝʥʠʝ ʟʘʜʘʯʠ ʧʦʟʞʝ. 

ɺ ʩʧʠʩʢʝ ʟʘʜʘʯ ʚʳ ʤʦʞʝʪʝ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʨʝʟʫʣʴʪʘʪ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ: ʩʪʘʪʫʩ ʟʘʜʘʯʠ ʠ ʩʪʘʪʠʩʪʠʢʫ 

ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ. ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʩʦʟʜʘʪʴ ʚʳʙʦʨʢʫ ʩʦʙʳʪʠʡ ʜʣʷ ʢʦʥʪʨʦʣʷ ʟʘ 

ʚʳʧʦʣʥʝʥʠʝʤ ʟʘʜʘʯ (ʄʦʥʠʪʦʨʠʥʛ ʠ ʦʪʯʝʪʳ Ÿ ɺʳʙʦʨʢʠ ʩʦʙʳʪʠʡ). ʇʦʜʨʦʙʥʝʝ ʦ ʚʳʙʦʨʢʝ ʩʦʙʳʪʠʡ ʩʤ. ʚ 

ʩʧʨʘʚʢʝ Kaspersky Security Center https://support.kaspersky.com/help/KSC/15.1/ru-RU/index.htm. ʊʘʢʞʝ 

ʨʝʟʫʣʴʪʘʪʳ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯ ʩʦʭʨʘʥʷʶʪʩʷ ʣʦʢʘʣʴʥʦ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʚ ʞʫʨʥʘʣʝ ʩʦʙʳʪʠʡ Windows ʠ ʚ 

ʦʪʯʝʪʘʭ Kaspersky Endpoint Security (ʩʤ. ʨʘʟʜʝʣ "ʈʘʙʦʪʘ ʩ ʦʪʯʝʪʘʤʠ" ʥʘ ʩʪʨ. 373). 

https://support.kaspersky.com/help/KSC/15.1/ru-RU/index.htm
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ʋʧʨʘʚʣʝʥʠʝ ʜʦʩʪʫʧʦʤ ʢ ʟʘʜʘʯʘʤ 

ʇʨʘʚʘ ʥʘ ʜʦʩʪʫʧ ʢ ʟʘʜʘʯʘʤ Kaspersky Endpoint Security (ʯʪʝʥʠʝ, ʠʟʤʝʥʝʥʠʝ, ʚʳʧʦʣʥʝʥʠʝ) ʟʘʜʘʶʪʩʷ ʜʣʷ 

ʢʘʞʜʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʠʤʝʶʱʝʛʦ ʜʦʩʪʫʧ ʢ ʉʝʨʚʝʨʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center, ʯʝʨʝʟ 

ʧʘʨʘʤʝʪʨʳ ʜʦʩʪʫʧʘ ʢ ʬʫʥʢʮʠʦʥʘʣʴʥʳʤ ʦʙʣʘʩʪʷʤ Kaspersky Endpoint Security. ɼʣʷ ʥʘʩʪʨʦʡʢʠ ʜʦʩʪʫʧʘ ʢ 

ʬʫʥʢʮʠʦʥʘʣʴʥʳʤ ʦʙʣʘʩʪʷʤ Kaspersky Endpoint Security ʧʝʨʝʡʜʠʪʝ ʚ ʨʘʟʜʝʣ ɹʝʟʦʧʘʩʥʦʩʪʴ ʦʢʥʘ ʩʚʦʡʩʪʚ 

ʉʝʨʚʝʨʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. ʇʦʜʨʦʙʥʝʝ ʦ ʢʦʥʮʝʧʮʠʠ ʫʧʨʘʚʣʝʥʠʷ ʟʘʜʘʯʘʤʠ 

ʯʝʨʝʟ Kaspersky Security Center ʩʤ. ʚ ʩʧʨʘʚʢʝ Kaspersky Security Center 

https://support.kaspersky.com/help/KSC/15.1/ru-RU/index.htm. 

ɺʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʧʨʘʚʘ ʜʦʩʪʫʧʘ ʢ ʟʘʜʘʯʘʤ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʢʦʤʧʴʶʪʝʨʦʚ ʩ ʧʦʤʦʱʴʶ ʧʦʣʠʪʠʢʠ 

(ʨʝʞʠʤ ʨʘʙʦʪʳ ʩ ʟʘʜʘʯʘʤʠ). ʅʘʧʨʠʤʝʨ, ʚʳ ʤʦʞʝʪʝ ʩʢʨʳʪʴ ʛʨʫʧʧʦʚʳʝ ʟʘʜʘʯʠ ʚ ʠʥʪʝʨʬʝʡʩʝ Kaspersky 

Endpoint Security. 

ʂʘʢ ʥʘʩʪʨʦʠʪʴ ʨʝʞʠʤ ʨʘʙʦʪʳ ʩ ʟʘʜʘʯʘʤʠ ʚ ʠʥʪʝʨʬʝʡʩʝ Kaspersky Endpoint Security ʯʝʨʝʟ ʂʦʥʩʦʣʴ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ (MMC) 

1. ʆʪʢʨʦʡʪʝ ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. 

2. ɺ ʜʝʨʝʚʝ ʢʦʥʩʦʣʠ ʚʳʙʝʨʠʪʝ ʧʘʧʢʫ ʇʦʣʠʪʠʢʠ. 

3. ɺʳʙʝʨʠʪʝ ʥʫʞʥʫʶ ʧʦʣʠʪʠʢʫ ʠ ʦʪʢʨʦʡʪʝ ʩʚʦʡʩʪʚʘ ʧʦʣʠʪʠʢʠ ʜʚʦʡʥʳʤ ʱʝʣʯʢʦʤ ʤʳʰʠ. 

4. ɺ ʦʢʥʝ ʧʦʣʠʪʠʢʠ ʚʳʙʝʨʠʪʝ ʃʦʢʘʣʴʥʳʝ ʟʘʜʘʯʠ Ÿ ʋʧʨʘʚʣʝʥʠʝ ʟʘʜʘʯʘʤʠ. 

5. ʅʘʩʪʨʦʡʪʝ ʨʝʞʠʤ ʨʘʙʦʪʳ ʩ ʟʘʜʘʯʘʤʠ (ʩʤ. ʪʘʙʣʠʮʫ ʥʠʞʝ). 

6. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ʂʘʢ ʥʘʩʪʨʦʠʪʴ ʨʝʞʠʤ ʨʘʙʦʪʳ ʩ ʟʘʜʘʯʘʤʠ ʚ ʠʥʪʝʨʬʝʡʩʝ Kaspersky Endpoint Security ʯʝʨʝʟ Web Console 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ Web Console ʚʳʙʝʨʠʪʝ ʋʩʪʨʦʡʩʪʚʘ Ÿ ʇʦʣʠʪʠʢʠ ʠ ʧʨʦʬʠʣʠ ʧʦʣʠʪʠʢ. 

2. ʅʘʞʤʠʪʝ ʥʘ ʥʘʟʚʘʥʠʝ ʧʦʣʠʪʠʢʠ Kaspersky Endpoint Security. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʩʚʦʡʩʪʚ ʧʦʣʠʪʠʢʠ. 

3. ɺʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʇʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ. 

4. ʇʝʨʝʡʜʠʪʝ ʚ ʨʘʟʜʝʣ ʃʦʢʘʣʴʥʳʝ ʟʘʜʘʯʠ Ÿ ʋʧʨʘʚʣʝʥʠʝ ʟʘʜʘʯʘʤʠ. 

5. ʅʘʩʪʨʦʡʪʝ ʨʝʞʠʤ ʨʘʙʦʪʳ ʩ ʟʘʜʘʯʘʤʠ (ʩʤ. ʪʘʙʣʠʮʫ ʥʠʞʝ). 

6. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

https://support.kaspersky.com/help/KSC/15.1/ru-RU/index.htm
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ʊʘʙʣʠʮʘ 2. ʇʘʨʘʤʝʪʨʳ ʫʧʨʘʚʣʝʥʠʷ ʟʘʜʘʯʘʤʠ 
 

ʇʘʨʘʤʝʪʨ ʆʧʠʩʘʥʠʝ 

ʈʘʟʨʝʰʠʪʴ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝ 

ʣʦʢʘʣʴʥʳʭ ʟʘʜʘʯ 

ɽʩʣʠ ʬʣʘʞʦʢ ʫʩʪʘʥʦʚʣʝʥ, ʪʦ ʣʦʢʘʣʴʥʳʝ ʟʘʜʘʯʠ ʦʪʦʙʨʘʞʘʶʪʩʷ ʚ ʣʦʢʘʣʴʥʦʤ 

ʠʥʪʝʨʬʝʡʩʝ Kaspersky Endpoint Security. ʇʦʣʴʟʦʚʘʪʝʣʴ, ʧʨʠ ʦʪʩʫʪʩʪʚʠʠ 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʦʛʨʘʥʠʯʝʥʠʡ ʧʦʣʠʪʠʢʠ, ʤʦʞʝʪ ʥʘʩʪʨʘʠʚʘʪʴ ʠ ʟʘʧʫʩʢʘʪʴ ʟʘʜʘʯʠ. 

ʇʨʠ ʵʪʦʤ ʧʘʨʘʤʝʪʨʳ ʨʘʩʧʠʩʘʥʠʷ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ ʦʩʪʘʶʪʩʷ ʥʝʜʦʩʪʫʧʥʳʤʠ ʜʣʷ 

ʧʦʣʴʟʦʚʘʪʝʣʷ. ʇʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʟʘʧʫʩʢʘʪʴ ʟʘʜʘʯʠ ʪʦʣʴʢʦ ʚʨʫʯʥʫʶ. 

ɽʩʣʠ ʬʣʘʞʦʢ ʩʥʷʪ, ʪʦ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʣʦʢʘʣʴʥʳʭ ʟʘʜʘʯ ʧʨʝʢʨʘʱʘʝʪʩʷ. ɺ ʵʪʦʤ 

ʨʝʞʠʤʝ ʣʦʢʘʣʴʥʳʝ ʟʘʜʘʯʠ ʥʝ ʟʘʧʫʩʢʘʶʪʩʷ ʧʦ ʨʘʩʧʠʩʘʥʠʶ. ɿʘʜʘʯʠ ʥʝʜʦʩʪʫʧʥʳ 

ʜʣʷ ʟʘʧʫʩʢʘ ʠ ʥʘʩʪʨʦʡʢʠ ʚ ʣʦʢʘʣʴʥʦʤ ʠʥʪʝʨʬʝʡʩʝ Kaspersky Endpoint Security, ʘ 

ʪʘʢʞʝ ʧʨʠ ʨʘʙʦʪʝ ʩ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʦʡ. 

ʇʦʣʴʟʦʚʘʪʝʣʴ ʧʦ-ʧʨʝʞʥʝʤʫ ʤʦʞʝʪ ʟʘʧʫʩʪʠʪʴ ʧʨʦʚʝʨʢʫ ʬʘʡʣʘ ʠʣʠ ʧʘʧʢʠ, ʚʳʙʨʘʚ 

ʧʫʥʢʪ ʇʨʦʚʝʨʠʪʴ ʥʘ ʚʠʨʫʩʳ ʚ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʬʘʡʣʘ ʠʣʠ ʧʘʧʢʠ. ʇʨʠ ʵʪʦʤ 

ʟʘʜʘʯʘ ʧʨʦʚʝʨʢʠ ʟʘʧʫʩʪʠʪʩʷ ʩʦ ʟʥʘʯʝʥʠʷʤʠ ʧʘʨʘʤʝʪʨʦʚ, ʫʩʪʘʥʦʚʣʝʥʥʳʤʠ ʧʦ 

ʫʤʦʣʯʘʥʠʶ ʜʣʷ ʟʘʜʘʯʠ ʚʳʙʦʨʦʯʥʦʡ ʧʨʦʚʝʨʢʠ. 

ʈʘʟʨʝʰʠʪʴ 

ʦʪʦʙʨʘʞʝʥʠʝ 

ʛʨʫʧʧʦʚʳʭ ʟʘʜʘʯ 

ɽʩʣʠ ʬʣʘʞʦʢ ʫʩʪʘʥʦʚʣʝʥ, ʪʦ ʛʨʫʧʧʦʚʳʝ ʟʘʜʘʯʠ ʦʪʦʙʨʘʞʘʶʪʩʷ ʚ ʣʦʢʘʣʴʥʦʤ 

ʠʥʪʝʨʬʝʡʩʝ Kaspersky Endpoint Security. ʇʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʧʨʦʩʤʦʪʨʝʪʴ 

ʧʦʣʥʳʡ ʩʧʠʩʦʢ ʟʘʜʘʯ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ. 

ɽʩʣʠ ʬʣʘʞʦʢ ʩʥʷʪ, Kaspersky Endpoint Security ʧʦʢʘʟʳʚʘʝʪ ʧʫʩʪʦʡ ʩʧʠʩʦʢ ʟʘʜʘʯ. 

ʈʘʟʨʝʰʠʪʴ 

ʫʧʨʘʚʣʝʥʠʝ 

ʛʨʫʧʧʦʚʳʤʠ 

ʟʘʜʘʯʘʤʠ 

ɽʩʣʠ ʬʣʘʞʦʢ ʫʩʪʘʥʦʚʣʝʥ, ʧʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʟʘʧʫʩʢʘʪʴ ʠ ʦʩʪʘʥʘʚʣʠʚʘʪʴ 

ʟʘʜʘʥʥʳʝ ʚ Kaspersky Security Center ʛʨʫʧʧʦʚʳʝ ʟʘʜʘʯʠ. ʇʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ 

ʟʘʧʫʩʢʘʪʴ ʠ ʦʩʪʘʥʘʚʣʠʚʘʪʴ ʟʘʜʘʯʠ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ ʠʣʠ ʚ ʫʧʨʦʱʝʥʥʦʤ 

ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ. 

ɽʩʣʠ ʬʣʘʞʦʢ ʩʥʷʪ, Kaspersky Endpoint Security ʟʘʧʫʩʢʘʝʪ ʟʘʜʘʯʠ ʘʚʪʦʤʘʪʠʯʝʩʢʠ 

ʧʦ ʨʘʩʧʠʩʘʥʠʶ, ʠʣʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʟʘʧʫʩʢʘʝʪ ʟʘʜʘʯʠ ʚʨʫʯʥʫʶ ʚ Kaspersky 

Security Center. 

 
 

ʋʧʨʘʚʣʝʥʠʝ ʧʦʣʠʪʠʢʘʤʠ 

ʇʦʣʠʪʠʢʘ ï ʵʪʦ ʥʘʙʦʨ ʧʘʨʘʤʝʪʨʦʚ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ, ʦʧʨʝʜʝʣʝʥʥʳʡ ʜʣʷ ʛʨʫʧʧʳ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. ɼʣʷ 

ʦʜʥʦʛʦ ʧʨʠʣʦʞʝʥʠʷ ʤʦʞʥʦ ʥʘʩʪʨʦʠʪʴ ʥʝʩʢʦʣʴʢʦ ʧʦʣʠʪʠʢ ʩ ʨʘʟʣʠʯʥʳʤʠ ʟʥʘʯʝʥʠʷʤʠ. ɼʣʷ ʨʘʟʥʳʭ ʛʨʫʧʧ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ ʤʦʛʫʪ ʙʳʪʴ ʨʘʟʣʠʯʥʳʤʠ. ɺ ʢʘʞʜʦʡ ʛʨʫʧʧʝ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʤʦʞʝʪ ʙʳʪʴ ʩʦʟʜʘʥʘ ʩʦʙʩʪʚʝʥʥʘʷ ʧʦʣʠʪʠʢʘ ʜʣʷ ʧʨʠʣʦʞʝʥʠʷ. 

ʇʘʨʘʤʝʪʨʳ ʧʦʣʠʪʠʢʠ ʧʝʨʝʜʘʶʪʩʷ ʥʘ ʢʣʠʝʥʪʩʢʠʝ ʢʦʤʧʴʶʪʝʨʳ ʩ ʧʦʤʦʱʴʶ ɸʛʝʥʪʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʧʨʠ 

ʩʠʥʭʨʦʥʠʟʘʮʠʠ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʉʝʨʚʝʨ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʚʳʧʦʣʥʷʝʪ ʩʠʥʭʨʦʥʠʟʘʮʠʶ ʩʨʘʟʫ ʧʦʩʣʝ 

ʠʟʤʝʥʝʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʧʦʣʠʪʠʢʠ. ʉʠʥʭʨʦʥʠʟʘʮʠʷ ʚʳʧʦʣʥʷʝʪʩʷ ʯʝʨʝʟ UDP-ʧʦʨʪ 15000 ʥʘ ʢʣʠʝʥʪʩʢʦʤ 

ʢʦʤʧʴʶʪʝʨʝ. ʉʝʨʚʝʨ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ ʚʳʧʦʣʥʷʝʪ ʩʠʥʭʨʦʥʠʟʘʮʠʶ ʢʘʞʜʳʝ 15 ʤʠʥʫʪ. ɽʩʣʠ 

ʩʠʥʭʨʦʥʠʟʘʮʠʷ ʧʦʩʣʝ ʠʟʤʝʥʝʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʧʦʣʠʪʠʢʠ ʥʝ ʫʜʘʣʘʩʴ, ʩʣʝʜʫʶʱʘʷ ʧʦʧʳʪʢʘ ʩʠʥʭʨʦʥʠʟʘʮʠʠ 

ʙʫʜʝʪ ʚʳʧʦʣʥʝʥʘ ʧʦ ʥʘʩʪʨʦʝʥʥʦʤʫ ʨʘʩʧʠʩʘʥʠʶ. 

ʅʘʩʣʝʜʦʚʘʥʠʝ ʧʘʨʘʤʝʪʨʦʚ 

ʇʦʣʠʪʠʢʠ, ʢʘʢ ʠ ʛʨʫʧʧʳ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ, ʠʤʝʶʪ ʠʝʨʘʨʭʠʶ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʦʯʝʨʥʷʷ ʧʦʣʠʪʠʢʘ ʥʘʩʣʝʜʫʝʪ 

ʧʘʨʘʤʝʪʨʳ ʨʦʜʠʪʝʣʴʩʢʦʡ ʧʦʣʠʪʠʢʠ. ɼʦʯʝʨʥʷʷ ʧʦʣʠʪʠʢʘ ï ʧʦʣʠʪʠʢʘ ʚʣʦʞʝʥʥʦʛʦ ʫʨʦʚʥʷ ʠʝʨʘʨʭʠʠ, ʪ.ʝ. 

ʧʦʣʠʪʠʢʘ ʜʣʷ ʚʣʦʞʝʥʥʳʭ ʛʨʫʧʧ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʠ ʧʦʜʯʠʥʝʥʥʳʭ ʉʝʨʚʝʨʦʚ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. ɺʳ 

ʤʦʞʝʪʝ ʚʳʢʣʶʯʠʪʴ ʥʘʩʣʝʜʦʚʘʥʠʝ ʧʘʨʘʤʝʪʨʦʚ ʠʟ ʨʦʜʠʪʝʣʴʩʢʦʡ ʧʦʣʠʪʠʢʠ. 
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ʂʘʞʜʳʡ ʧʘʨʘʤʝʪʨ, ʧʨʝʜʩʪʘʚʣʝʥʥʳʡ ʚ ʧʦʣʠʪʠʢʝ, ʠʤʝʝʪ ʘʪʨʠʙʫʪ , ʢʦʪʦʨʳʡ ʧʦʢʘʟʳʚʘʝʪ, ʥʘʣʦʞʝʥ ʣʠ ʟʘʧʨʝʪ 

ʥʘ ʠʟʤʝʥʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ ʚ ʜʦʯʝʨʥʠʭ ʧʦʣʠʪʠʢʘʭ ʠ ʣʦʢʘʣʴʥʳʭ ʧʘʨʘʤʝʪʨʘʭ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ 

"ʅʘʩʪʨʦʡʢʘ ʣʦʢʘʣʴʥʳʭ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 39). ɸʪʨʠʙʫʪ  ʨʘʙʦʪʘʝʪ ʪʦʣʴʢʦ, ʝʩʣʠ ʚ ʜʦʯʝʨʥʝʡ 

ʧʦʣʠʪʠʢʝ ʚʢʣʶʯʝʥʦ ʥʘʩʣʝʜʦʚʘʥʠʝ ʧʘʨʘʤʝʪʨʦʚ ʠʟ ʨʦʜʠʪʝʣʴʩʢʦʡ ʧʦʣʠʪʠʢʠ. ʇʦʣʠʪʠʢʠ ʜʣʷ ʘʚʪʦʥʦʤʥʳʭ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʝ ʜʝʡʩʪʚʫʶʪ ʧʦ ʠʝʨʘʨʭʠʠ ʛʨʫʧʧ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʥʘ ʜʨʫʛʠʝ ʧʦʣʠʪʠʢʠ. 
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ʈʠʩʫʥʦʢ 10. ʅʘʩʣʝʜʦʚʘʥʠʝ ʧʘʨʘʤʝʪʨʦʚ 

ʇʨʘʚʘ ʥʘ ʜʦʩʪʫʧ ʢ ʧʘʨʘʤʝʪʨʘʤ ʧʦʣʠʪʠʢʠ (ʯʪʝʥʠʝ, ʠʟʤʝʥʝʥʠʝ, ʚʳʧʦʣʥʝʥʠʝ) ʟʘʜʘʶʪʩʷ ʜʣʷ ʢʘʞʜʦʛʦ 

ʧʦʣʴʟʦʚʘʪʝʣʷ, ʠʤʝʶʱʝʛʦ ʜʦʩʪʫʧ ʢ ʉʝʨʚʝʨʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center, ʠ ʦʪʜʝʣʴʥʦ ʜʣʷ 

ʢʘʞʜʦʡ ʬʫʥʢʮʠʦʥʘʣʴʥʦʡ ʦʙʣʘʩʪʠ Kaspersky Endpoint Security. ɼʣʷ ʥʘʩʪʨʦʡʢʠ ʧʨʘʚ ʜʦʩʪʫʧʘ ʢ ʧʘʨʘʤʝʪʨʘʤ 

ʧʦʣʠʪʠʢʠ ʧʝʨʝʡʜʠʪʝ ʚ ʨʘʟʜʝʣ ɹʝʟʦʧʘʩʥʦʩʪʴ ʦʢʥʘ ʩʚʦʡʩʪʚ ʉʝʨʚʝʨʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security 

Center (ʧʦ ʫʤʦʣʯʘʥʠʶ ʵʪʦʪ ʨʘʟʜʝʣ ʩʢʨʳʪ ʚ ʠʥʪʝʨʬʝʡʩʝ ʢʦʥʩʦʣʠ). 

 

ʉʦʟʜʘʥʠʝ ʧʦʣʠʪʠʢʠ 

ʇʨʠ ʩʦʟʜʘʥʠʠ ʧʦʣʠʪʠʢʠ ʤʘʩʪʝʨ ʧʨʝʜʣʘʛʘʝʪ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ, ʢʦʪʦʨʳʝ ʚʘʞʥʳ ʜʣʷ ʚʳʙʨʘʥʥʦʛʦ ʨʝʞʠʤʘ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ. ʅʘʧʨʠʤʝʨ, ʜʣʷ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ ʚ ʨʝʞʠʤʝ ʃʝʛʢʦʛʦ ʘʛʝʥʪʘ ʥʝʦʙʭʦʜʠʤʦ ʦʙʷʟʘʪʝʣʴʥʦ 

ʜʦʙʘʚʠʪʴ ʉʝʨʚʝʨ ʟʘʱʠʪʳ (SVM). ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʧʨʠʣʦʞʝʥʠʷ ʜʣʷ ʟʘʱʠʪʳ SQL-ʩʝʨʚʝʨʘ ʥʝʦʙʭʦʜʠʤʦ 

ʜʦʙʘʚʠʪʴ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʝ ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʧʨʦʚʝʨʢʠ ʜʣʷ ʩʪʘʙʠʣʴʥʦʡ ʨʘʙʦʪʳ ʩʝʨʚʝʨʘ. ʄʘʩʪʝʨ ʧʨʝʜʣʘʛʘʝʪ 

ʥʘʩʪʨʦʠʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ ʧʦʣʠʪʠʢʠ ʧʦʩʣʝ ʚʳʙʦʨʘ ʨʝʞʠʤʘ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʨʠʣʦʞʝʥʠʷ. ɼʘʣʝʝ 

ʚʳ ʤʦʞʝʪʝ ʠʟʤʝʥʠʪʴ ʵʪʠ ʧʘʨʘʤʝʪʨʳ ʚ ʩʚʦʡʩʪʚʘʭ ʧʦʣʠʪʠʢʠ. 

ʂʘʢ ʩʦʟʜʘʪʴ ʧʦʣʠʪʠʢʫ ʚ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ (MMC) 

1. ʆʪʢʨʦʡʪʝ ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. 

2. ɺ ʧʘʧʢʝ ʋʧʨʘʚʣʷʝʤʳʝ ʫʩʪʨʦʡʩʪʚʘ ʜʝʨʝʚʘ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʚʳʙʝʨʠʪʝ ʧʘʧʢʫ ʩ 

ʥʘʟʚʘʥʠʝʤ ʛʨʫʧʧʳ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ, ʚ ʩʦʩʪʘʚ ʢʦʪʦʨʦʡ ʚʭʦʜʷʪ ʠʥʪʝʨʝʩʫʶʱʠʝ ʚʘʩ ʢʣʠʝʥʪʩʢʠʝ 

ʢʦʤʧʴʶʪʝʨʳ. 

3. ɺ ʨʘʙʦʯʝʡ ʦʙʣʘʩʪʠ ʚʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʇʦʣʠʪʠʢʠ. 

4. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʅʦʚʘʷ ʧʦʣʠʪʠʢʘ. 

ɿʘʧʫʩʪʠʪʩʷ ʤʘʩʪʝʨ ʩʦʟʜʘʥʠʷ ʧʦʣʠʪʠʢʠ. 

5. ʉʣʝʜʫʡʪʝ ʫʢʘʟʘʥʠʷʤ ʤʘʩʪʝʨʘ ʩʦʟʜʘʥʠʷ ʧʦʣʠʪʠʢʠ. 

ʐʘʛ 1. ɺʳʙʦʨ ʧʨʠʣʦʞʝʥʠʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ 

ɺʳʙʝʨʠʪʝ ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security ʜʣ ̫Windows (12.8). 
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ʐʘʛ 2. ʆʧʨʝʜʝʣʝʥʠʝ ʥʘʟʚʘʥʠʷ ʜʣʷ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ 

ɺʚʝʜʠʪʝ ʠʤʷ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ, ʥʘʧʨʠʤʝʨ, ʇʦʣʠʪʠʢʘ ʜʣʷ ʦʬʠʩʘ. 

ɺʳ ʪʘʢʞʝ ʤʦʞʝʪʝ ʩʦʟʜʘʚʘʪʴ ʥʦʚʳʝ ʧʦʣʠʪʠʢʠ ʥʘ ʦʩʥʦʚʝ ʠʤʝʶʱʠʭʩʷ ʩ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ ʩʦʟʜʘʥʠʷ ʧʦʣʠʪʠʢʠ. 

ɼʣʷ ʵʪʦʛʦ ʥʘ ʰʘʛʝ ʚʚʦʜʘ ʥʘʟʚʘʥʠʷ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ ʪʨʝʙʫʝʪʩʷ ʫʩʪʘʥʦʚʠʪʴ ʬʣʘʞʦʢ ʀʩʧʦʣʴʟʦʚʘʪʴ 

ʧʘʨʘʤʝʪʨʳ ʧʦʣʠʪʠʢʠ ʜʣʷ ʧʨʝʜʳʜʫʱʝʡ ʚʝʨʩʠʠ ʧʨʠʣʦʞʝʥʠʷ. ʄʘʩʪʝʨ ʪʘʢʞʝ ʧʦʟʚʦʣʷʝʪ ʩʦʟʜʘʪʴ ʧʦʣʠʪʠʢʫ 

Kaspersky Endpoint Security (KES) ʥʘ ʦʩʥʦʚʘʥʠʠ ʧʦʣʠʪʠʢʠ ʜʨʫʛʠʭ ʨʝʰʝʥʠʡ, ʥʘʧʨʠʤʝʨ, Kaspersky Security ʜʣʷ 

Windows Server (KSWS) ʠʣʠ Kaspersky Security ʜʣʷ ʚʠʨʪʫʘʣʴʥʳʭ ʩʨʝʜ ʃʝʛʢʠʡ ʘʛʝʥʪ ʜʣʷ Windows 

ʐʘʛ 3. ʋʯʘʩʪʠʝ ʚ Kaspersky Security Network 

ʇʨʦʯʠʪʘʡʪʝ ʠ ʧʨʠʤʠʪʝ ʫʩʣʦʚʠʷ ʇʦʣʦʞʝʥʠʷ ʦ Kaspersky Security Network (KSN). 

ʐʘʛ 4. ɺʳʙʦʨ ʨʝʞʠʤʘ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʨʠʣʦʞʝʥʠʷ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ 

ɺ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʥʘʟʥʘʯʝʥʠʷ Kaspersky Endpoint Security ʚʳ ʤʦʞʝʪʝ ʨʘʟʚʝʨʥʫʪʴ ʧʨʠʣʦʞʝʥʠʝ Kaspersky 

Endpoint Security ʚ ʨʘʟʥʳʭ ʨʝʞʠʤʘʭ: 

¶ ʉʪʘʥʜʘʨʪʥʳʡ ʨʝʞʠʤ. 

ɽʩʣʠ ʚʳ ʚʳʙʨʘʣʠ ʵʪʦʪ ʨʝʞʠʤ, ʚʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʦʩʥʦʚʥʳʝ ʧʘʨʘʤʝʪʨʳ ʧʦʣʠʪʠʢʠ ʚʦ ʚʨʝʤʷ ʨʘʙʦʪʳ 

ʤʘʩʪʝʨʘ. ʊʘʢʞʝ ʚʘʤ ʜʦʩʪʫʧʝʥ ʠʤʧʦʨʪ ʦʩʥʦʚʥʳʭ ʧʘʨʘʤʝʪʨʦʚ ʧʦʣʠʪʠʢʠ ʠʟ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ. 

¶ ɸʛʝʥʪ Endpoint Detection and Response. 

ɽʩʣʠ ʚʳ ʚʳʙʨʘʣʠ ʵʪʦʪ ʨʝʞʠʤ, ʚʳ ʤʦʞʝʪʝ ʩʦʟʜʘʪʴ ʧʦʣʠʪʠʢʫ ʪʦʣʴʢʦ ʩ ʧʘʨʘʤʝʪʨʘʤʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ɼʣʷ ʥʘʩʪʨʦʡʢʠ ʧʘʨʘʤʝʪʨʦʚ EDR-ʘʛʝʥʪʘ ʚʘʤ ʥʫʞʥʦ ʧʝʨʝʡʪʠ ʚ ʩʚʦʡʩʪʚʘ ʧʦʣʠʪʠʢʠ ʧʦʩʣʝ ʟʘʚʝʨʰʝʥʠʷ 

ʨʘʙʦʪʳ ʤʘʩʪʝʨʘ. 

¶ ʃʝʛʢʠʡ ʘʛʝʥʪ ʜʣʷ ʟʘʱʠʪʳ ʚʠʨʪʫʘʣʴʥʳʭ ʩʨʝʜ. 

ɽʩʣʠ ʚʳ ʚʳʙʨʘʣʠ ʵʪʦʪ ʨʝʞʠʤ, ʥʘ ʩʣʝʜʫʶʱʝʤ ʰʘʛʝ ʚʘʤ ʥʫʞʥʦ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʧʦʜʢʣʶʯʝʥʠʷ ʢ 

ʉʝʨʚʝʨʫ ʟʘʱʠʪʳ (SVM). ʕʪʠ ʧʘʨʘʤʝʪʨʳ ʷʚʣʷʶʪʩʷ ʦʙʷʟʘʪʝʣʴʥʳʤʠ ʜʣʷ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ ʚ ʨʝʞʠʤʝ 

ʃʝʛʢʦʛʦ ʘʛʝʥʪʘ. 

ɺ ʩʝʨʪʠʬʠʮʠʨʦʚʘʥʥʦʡ ʚʝʨʩʠʠ ʧʨʠʣʦʞʝʥʠʷ ʠʥʪʝʛʨʘʮʠʷ ʩ Kaspersky Managed Detection and Response ʥʝ 

ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ. ɺʢʣʶʯʝʥʠʝ ʠʥʪʝʛʨʘʮʠʠ ʩ Kaspersky Managed Detection and Response ʧʨʠʚʦʜʠʪ ʢ 

ʚʳʭʦʜʫ ʧʨʠʣʦʞʝʥʠʷ ʠʟ ʩʝʨʪʠʬʠʮʠʨʦʚʘʥʥʦʛʦ ʩʦʩʪʦʷʥʠʷ. 

Kaspersky Endpoint Security ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʝʜʠʥʫʶ ʧʦʣʠʪʠʢʫ ʜʣʷ ʚʩʝʭ ʨʝʞʠʤʦʚ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʨʠʣʦʞʝʥʠʷ 

ʠ ʪʠʧʦʚ ʆʉ. ʊʦ ʝʩʪʴ ʧʦʣʠʪʠʢʘ ʩʦʜʝʨʞʠʪ ʧʦʣʥʳʡ ʥʘʙʦʨ ʧʘʨʘʤʝʪʨʦʚ. ʇʨʠ ʵʪʦʤ ʥʝʢʦʪʦʨʳʝ ʧʘʨʘʤʝʪʨʳ 

ʧʦʣʠʪʠʢʠ ʧʨʠʣʦʞʝʥʠʝ ʤʦʞʝʪ ʠʛʥʦʨʠʨʦʚʘʪʴ, ʪʘʢ ʢʘʢ Kaspersky Endpoint Security ʨʘʟʚʝʨʥʫʪʦ ʚ ʨʝʞʠʤʝ, ʚ 

ʢʦʪʦʨʦʤ ʥʝʜʦʩʪʫʧʥʳ ʥʝʢʦʪʦʨʳʝ ʬʫʥʢʮʠʠ. ʅʘʧʨʠʤʝʨ, ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʧʨʠʣʦʞʝʥʠʷ ʚ ʨʝʞʠʤʝ ɸʛʝʥʪʘ 

Endpoint Detection and Response ʜʦʩʪʫʧʥʳ ʪʦʣʴʢʦ ʧʘʨʘʤʝʪʨʳ ʠʥʪʝʛʨʘʮʠʠ ʩ ʨʝʰʝʥʠʷʤʠ Detection and 

Response ʦʪ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʠ ʧʘʨʘʤʝʪʨʳ ʠʥʪʝʛʨʘʮʠʠ ʩ KUMA. 

ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʨʘʟʥʳʝ ʧʦʣʠʪʠʢʠ ʜʣʷ ʨʘʟʥʳʭ ʨʝʞʠʤʦʚ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʠ ʨʘʟʥʳʭ ʪʠʧʦʚ 

ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ. 

ʐʘʛ 5. ʅʘʩʪʨʦʡʢʘ ʜʦʚʝʨʝʥʥʦʡ ʟʦʥʳ 

ʅʘʩʪʨʦʡʪʝ ʜʦʚʝʨʝʥʥʫʶ ʟʦʥʫ. ɺʳ ʤʦʞʝʪʝ ʜʦʙʘʚʠʪʴ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʝ ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʧʨʦʚʝʨʢʠ (ʩʤ. ʨʘʟʜʝʣ 

"ʉʦʟʜʘʥʠʝ ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʧʨʦʚʝʨʢʠ" ʥʘ ʩʪʨ. 347) ʠ ʜʦʚʝʨʝʥʥʳʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʌʦʨʤʠʨʦʚʘʥʠʝ 
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ʩʧʠʩʢʘ ʜʦʚʝʨʝʥʥʳʭ ʧʨʠʣʦʞʝʥʠʡ" ʥʘ ʩʪʨ. 353). ʇʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʝ ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʧʨʦʚʝʨʢʠ ʠ ʜʦʚʝʨʝʥʥʳʝ 

ʧʨʠʣʦʞʝʥʠʷ ʧʨʝʜʥʘʟʥʘʯʝʥʳ ʜʣʷ ʙʳʩʪʨʦʡ ʥʘʩʪʨʦʡʢʠ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security ʥʘ 

SQL-ʩʝʨʚʝʨʘʭ, Microsoft Exchange-ʩʝʨʚʝʨʘʭ ʠ System Center Configuration Manager. ʊʦ ʝʩʪʴ ʚʘʤ ʥʝ ʥʫʞʥʦ 

ʬʦʨʤʠʨʦʚʘʪʴ ʜʦʚʝʨʝʥʥʫʶ ʟʦʥʫ ʚʨʫʯʥʫʶ ʜʣʷ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ ʥʘ ʩʝʨʚʝʨʘʭ. ʊʘʢʞʝ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʝ 

ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʧʨʦʚʝʨʢʠ ʠ ʜʦʚʝʨʝʥʥʳʝ ʧʨʠʣʦʞʝʥʠʷ ʧʦʟʚʦʣʷʶʪ ʙʳʩʪʨʦ ʥʘʩʪʨʦʠʪʴ ʨʘʙʦʪʫ ʧʨʠʣʦʞʝʥʠʷ 

Kaspersky Endpoint Security ʚ ʨʝʞʠʤʝ ʃʝʛʢʦʛʦ ʘʛʝʥʪʘ ʚ ʚʠʨʪʫʘʣʴʥʳʭ ʩʨʝʜʘʭ Citrix ʠ VMware. 

ʐʘʛ 6. ɺʳʙʦʨ ʩʦʩʪʦʷʥʠʷ ʧʦʣʠʪʠʢʠ 

¶ ɸʢʪʠʚʥʘ. ʇʦʩʣʝ ʩʣʝʜʫʶʱʝʡ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʧʦʣʠʪʠʢʘ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʚ 

ʢʘʯʝʩʪʚʝ ʜʝʡʩʪʚʫʶʱʝʡ. 

ʇʘʨʘʤʝʪʨʳ ʘʢʪʠʚʥʦʡ ʧʦʣʠʪʠʢʠ ʚʦ ʚʨʝʤʷ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʩʦʭʨʘʥʷʶʪʩʷ ʥʘ ʢʣʠʝʥʪʩʢʠʭ ʢʦʤʧʴʶʪʝʨʘʭ. ʂ 

ʦʜʥʦʤʫ ʢʦʤʧʴʶʪʝʨʫ ʥʝʣʴʟʷ ʦʜʥʦʚʨʝʤʝʥʥʦ ʧʨʠʤʝʥʠʪʴ ʥʝʩʢʦʣʴʢʦ ʧʦʣʠʪʠʢ, ʧʦʵʪʦʤʫ ʚ ʢʘʞʜʦʡ ʛʨʫʧʧʝ 

ʘʢʪʠʚʥʦʡ ʤʦʞʝʪ ʙʳʪʴ ʪʦʣʴʢʦ ʦʜʥʘ ʧʦʣʠʪʠʢʘ. 

¶ ʅʝʘʢʪʠʚʥʘ. ʈʝʟʝʨʚʥʘʷ ʧʦʣʠʪʠʢʘ. ʇʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʥʝʘʢʪʠʚʥʫʶ ʧʦʣʠʪʠʢʫ ʤʦʞʥʦ ʩʜʝʣʘʪʴ ʘʢʪʠʚʥʦʡ. 

ɺʳ ʤʦʞʝʪʝ ʩʦʟʜʘʪʴ ʥʝʦʛʨʘʥʠʯʝʥʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʥʝʘʢʪʠʚʥʳʭ ʧʦʣʠʪʠʢ. ʅʝʘʢʪʠʚʥʘʷ ʧʦʣʠʪʠʢʘ ʥʝ 

ʚʣʠʷʝʪ ʥʘ ʧʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʚ ʩʝʪʠ. ʅʝʘʢʪʠʚʥʳʝ ʧʦʣʠʪʠʢʠ ʧʨʝʜʥʘʟʥʘʯʝʥʳ ʜʣʷ 

ʧʦʜʛʦʪʦʚʢʠ ʢ ʥʝʰʪʘʪʥʳʤ ʩʠʪʫʘʮʠʷʤ, ʥʘʧʨʠʤʝʨ, ʚ ʩʣʫʯʘʝ ʚʠʨʫʩʥʦʡ ʘʪʘʢʠ. ɺ ʩʣʫʯʘʝ ʘʪʘʢʠ ʯʝʨʝʟ 

ʬʣʝ-hʥʘʢʦʧʠʪʝʣʠ ʚʳ ʤʦʞʝʪʝ ʘʢʪʠʚʠʨʦʚʘʪʴ ʧʦʣʠʪʠʢʫ, ʙʣʦʢʠʨʫʶʱʫʶ ʜʦʩʪʫʧ ʢ ʬʣʝʰ-ʥʘʢʦʧʠʪʝʣʷʤ. 

ʇʨʠ ʵʪʦʤ ʘʢʪʠʚʥʘʷ ʧʦʣʠʪʠʢʘ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʩʪʘʥʦʚʠʪʩʷ ʥʝʘʢʪʠʚʥʦʡ. 

¶ ɼʣʷ ʘʚʪʦʥʦʤʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʇʦʣʠʪʠʢʘ ʥʘʯʠʥʘʝʪ ʜʝʡʩʪʚʦʚʘʪʴ, ʢʦʛʜʘ ʢʦʤʧʴʶʪʝʨ ʧʦʢʠʜʘʝʪ 

ʧʝʨʠʤʝʪʨ ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ. 

ɿʘʚʝʨʰʠʪʝ ʨʘʙʦʪʫ ʤʘʩʪʝʨʘ. 

ʂʘʢ ʩʦʟʜʘʪʴ ʧʦʣʠʪʠʢʫ ʚ Web Console 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ Web Console ʚʳʙʝʨʠʪʝ ɸʢʪʠʚʳ (ʋʩʪʨʦʡʩʪʚʘ) Ÿ ʇʦʣʠʪʠʢʠ ʠ ʧʨʦʬʠʣʠ ʧʦʣʠʪʠʢ. 

2. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

ɿʘʧʫʩʪʠʪʩʷ ʤʘʩʪʝʨ ʩʦʟʜʘʥʠʷ ʧʦʣʠʪʠʢʠ. 

3. ɺʳʙʝʨʠʪʝ ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security ʠ ʥʘʞʤʠʪʝ ɼʘʣʝʝ. 

4. ʇʨʦʯʠʪʘʡʪʝ ʠ ʧʨʠʤʠʪʝ ʫʩʣʦʚʠʷ ʇʦʣʦʞʝʥʠʷ ʦ Kaspersky Security Network (KSN) ʠ ʥʘʞʤʠʪʝ ɼʘʣʝʝ. 

5. ɺʳʙʝʨʠʪʝ ʨʝʞʠʤ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʨʠʣʦʞʝʥʠʷ: 

¶ ʉʪʘʥʜʘʨʪʥʳʡ ʨʝʞʠʤ ʜʣʷ ʟʘʱʠʪʳ ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʡ ʠ ʩʝʨʚʝʨʦʚ. 

¶ ɸʛʝʥʪ Endpoint Detection and Response ʜʣʷ ʟʘʱʠʪʳ ʦʪ ʩʣʦʞʥʳʭ ʫʛʨʦʟ ʠ ʮʝʣʝʚʳʭ ʘʪʘʢ. 

ɽʩʣʠ ʚʳ ʚʳʙʨʘʣʠ ʵʪʦʪ ʨʝʞʠʤ, ʚʳ ʤʦʞʝʪʝ ʩʦʟʜʘʪʴ ʧʦʣʠʪʠʢʫ ʜʣʷ ʠʥʪʝʛʨʘʮʠʠ ʢʦʤʧʴʶʪʝʨʘ ʩ 

ʨʝʰʝʥʠʷʤʠ Detection and Response ʦʪ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". ʄʘʩʪʝʨ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦ 

ʧʨʝʜʣʦʞʠʪ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʠʥʪʝʛʨʘʮʠʠ ʜʣʷ ʨʝʰʝʥʠʡ Kaspersky Managed Detection and 

Response ʠ Kaspersky Anti Targeted Attack Platform (EDR). 

ɺ ʩʝʨʪʠʬʠʮʠʨʦʚʘʥʥʦʡ ʚʝʨʩʠʠ ʧʨʠʣʦʞʝʥʠʷ ʠʥʪʝʛʨʘʮʠʷ ʩ Kaspersky Managed Detection and 

Response ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ. ɺʢʣʶʯʝʥʠʝ ʠʥʪʝʛʨʘʮʠʠ ʩ Kaspersky Managed Detection and 

Response ʧʨʠʚʦʜʠʪ ʢ ʚʳʭʦʜʫ ʧʨʠʣʦʞʝʥʠʷ ʠʟ ʩʝʨʪʠʬʠʮʠʨʦʚʘʥʥʦʛʦ ʩʦʩʪʦʷʥʠʷ. 

¶ ʃʝʛʢʠʡ ʘʛʝʥʪ ʜʣʷ ʟʘʱʠʪʳ ʚʠʨʪʫʘʣʴʥʳʭ ʩʨʝʜ. 

ɽʩʣʠ ʚʳ ʚʳʙʨʘʣʠ ʵʪʦʪ ʨʝʞʠʤ, ʥʘ ʩʣʝʜʫʶʱʝʤ ʰʘʛʝ ʚʘʤ ʥʫʞʥʦ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ 

ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʉʝʨʚʝʨʫ ʟʘʱʠʪʳ (SVM). ʕʪʠ ʧʘʨʘʤʝʪʨʳ ʷʚʣʷʶʪʩʷ ʦʙʷʟʘʪʝʣʴʥʳʤʠ ʜʣʷ ʨʘʙʦʪʳ 

ʧʨʠʣʦʞʝʥʠʷ ʚ ʨʝʞʠʤʝ ʃʝʛʢʦʛʦ ʘʛʝʥʪʘ. 
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Kaspersky Endpoint Security ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʝʜʠʥʫʶ ʧʦʣʠʪʠʢʫ ʜʣʷ ʚʩʝʭ ʨʝʞʠʤʦʚ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 

ʧʨʠʣʦʞʝʥʠʷ ʠ ʪʠʧʦʚ ʆʉ. ʊʦ ʝʩʪʴ ʧʦʣʠʪʠʢʘ ʩʦʜʝʨʞʠʪ ʧʦʣʥʳʡ ʥʘʙʦʨ ʧʘʨʘʤʝʪʨʦʚ. ʇʨʠ ʵʪʦʤ ʥʝʢʦʪʦʨʳʝ 

ʧʘʨʘʤʝʪʨʳ ʧʦʣʠʪʠʢʠ ʧʨʠʣʦʞʝʥʠʝ ʤʦʞʝʪ ʠʛʥʦʨʠʨʦʚʘʪʴ, ʪʘʢ ʢʘʢ Kaspersky Endpoint Security 

ʨʘʟʚʝʨʥʫʪʦ ʚ ʨʝʞʠʤʝ, ʚ ʢʦʪʦʨʦʤ ʥʝʜʦʩʪʫʧʥʳ ʥʝʢʦʪʦʨʳʝ ʬʫʥʢʮʠʠ. ʅʘʧʨʠʤʝʨ, ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ 

ʧʨʠʣʦʞʝʥʠʷ ʚ ʨʝʞʠʤʝ ɸʛʝʥʪʘ Endpoint Detection and Response ʜʦʩʪʫʧʥʳ ʪʦʣʴʢʦ ʧʘʨʘʤʝʪʨʳ 

ʠʥʪʝʛʨʘʮʠʠ ʩ ʨʝʰʝʥʠʷʤʠ Detection and Response ʦʪ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʠ ʧʘʨʘʤʝʪʨʳ 

ʠʥʪʝʛʨʘʮʠʠ ʩ KUMA. 

ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʨʘʟʥʳʝ ʧʦʣʠʪʠʢʠ ʜʣʷ ʨʘʟʥʳʭ ʨʝʞʠʤʦʚ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʠ ʨʘʟʥʳʭ 

ʪʠʧʦʚ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ. 

6. ʅʘʩʪʨʦʡʪʝ ʜʦʚʝʨʝʥʥʫʶ ʟʦʥʫ. ɺʳ ʤʦʞʝʪʝ ʜʦʙʘʚʠʪʴ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʝ ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʧʨʦʚʝʨʢʠ (ʩʤ. 

ʨʘʟʜʝʣ "ʉʦʟʜʘʥʠʝ ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʧʨʦʚʝʨʢʠ" ʥʘ ʩʪʨ. 347) ʠ ʜʦʚʝʨʝʥʥʳʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ 

"ʌʦʨʤʠʨʦʚʘʥʠʝ ʩʧʠʩʢʘ ʜʦʚʝʨʝʥʥʳʭ ʧʨʠʣʦʞʝʥʠʡ" ʥʘ ʩʪʨ. 353). ʇʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʝ ʠʩʢʣʶʯʝʥʠʷ ʠʟ 

ʧʨʦʚʝʨʢʠ ʠ ʜʦʚʝʨʝʥʥʳʝ ʧʨʠʣʦʞʝʥʠʷ ʧʨʝʜʥʘʟʥʘʯʝʥʳ ʜʣʷ ʙʳʩʪʨʦʡ ʥʘʩʪʨʦʡʢʠ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ 

Kaspersky Endpoint Security ʥʘ SQL-ʩʝʨʚʝʨʘʭ, Microsoft Exchange-ʩʝʨʚʝʨʘʭ ʠ System Center 

Configuration Manager. ʊʦ ʝʩʪʴ ʚʘʤ ʥʝ ʥʫʞʥʦ ʬʦʨʤʠʨʦʚʘʪʴ ʜʦʚʝʨʝʥʥʫʶ ʟʦʥʫ ʚʨʫʯʥʫʶ ʜʣʷ ʨʘʙʦʪʳ 

ʧʨʠʣʦʞʝʥʠʷ ʥʘ ʩʝʨʚʝʨʘʭ. ʊʘʢʞʝ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʝ ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʧʨʦʚʝʨʢʠ ʠ ʜʦʚʝʨʝʥʥʳʝ 

ʧʨʠʣʦʞʝʥʠʷ ʧʦʟʚʦʣʷʶʪ ʙʳʩʪʨʦ ʥʘʩʪʨʦʠʪʴ ʨʘʙʦʪʫ ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security ʚ ʨʝʞʠʤʝ 

ʃʝʛʢʦʛʦ ʘʛʝʥʪʘ ʚ ʚʠʨʪʫʘʣʴʥʳʭ ʩʨʝʜʘʭ Citrix ʠ VMware. 

7. ʅʘ ʟʘʢʣʘʜʢʝ ʆʙ ʠɦʝ ʚʳ ʤʦʞʝʪʝ ʚʳʧʦʣʥʠʪʴ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

¶ ʀʟʤʝʥʠʪʴ ʠʤʷ ʧʦʣʠʪʠʢʠ. 

¶ ɺʳʙʨʘʪʴ ʩʦʩʪʦʷʥʠʝ ʧʦʣʠʪʠʢʠ: 

¶ ɸʢʪʠʚʥʘ. ʇʦʩʣʝ ʩʣʝʜʫʶʱʝʡ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʧʦʣʠʪʠʢʘ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʚ 

ʢʘʯʝʩʪʚʝ ʜʝʡʩʪʚʫʶʱʝʡ. 

ʇʘʨʘʤʝʪʨʳ ʘʢʪʠʚʥʦʡ ʧʦʣʠʪʠʢʠ ʚʦ ʚʨʝʤʷ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʩʦʭʨʘʥʷʶʪʩʷ ʥʘ ʢʣʠʝʥʪʩʢʠʭ 

ʢʦʤʧʴʶʪʝʨʘʭ. ʂ ʦʜʥʦʤʫ ʢʦʤʧʴʶʪʝʨʫ ʥʝʣʴʟʷ ʦʜʥʦʚʨʝʤʝʥʥʦ ʧʨʠʤʝʥʠʪʴ ʥʝʩʢʦʣʴʢʦ ʧʦʣʠʪʠʢ, 

ʧʦʵʪʦʤʫ ʚ ʢʘʞʜʦʡ ʛʨʫʧʧʝ ʘʢʪʠʚʥʦʡ ʤʦʞʝʪ ʙʳʪʴ ʪʦʣʴʢʦ ʦʜʥʘ ʧʦʣʠʪʠʢʘ. 

¶ ʅʝʘʢʪʠʚʥʘ. ʈʝʟʝʨʚʥʘʷ ʧʦʣʠʪʠʢʘ. ʇʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʥʝʘʢʪʠʚʥʫʶ ʧʦʣʠʪʠʢʫ ʤʦʞʥʦ ʩʜʝʣʘʪʴ 

ʘʢʪʠʚʥʦʡ. 

ɺʳ ʤʦʞʝʪʝ ʩʦʟʜʘʪʴ ʥʝʦʛʨʘʥʠʯʝʥʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʥʝʘʢʪʠʚʥʳʭ ʧʦʣʠʪʠʢ. ʅʝʘʢʪʠʚʥʘʷ ʧʦʣʠʪʠʢʘ ʥʝ 

ʚʣʠʷʝʪ ʥʘ ʧʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʚ ʩʝʪʠ. ʅʝʘʢʪʠʚʥʳʝ ʧʦʣʠʪʠʢʠ ʧʨʝʜʥʘʟʥʘʯʝʥʳ 

ʜʣʷ ʧʦʜʛʦʪʦʚʢʠ ʢ ʥʝʰʪʘʪʥʳʤ ʩʠʪʫʘʮʠʷʤ, ʥʘʧʨʠʤʝʨ, ʚ ʩʣʫʯʘʝ ʚʠʨʫʩʥʦʡ ʘʪʘʢʠ. ɺ ʩʣʫʯʘʝ ʘʪʘʢʠ 

ʯʝʨʝʟ ʬʣʝʰ-ʥʘʢʦʧʠʪʝʣʠ, ʚʳ ʤʦʞʝʪʝ ʘʢʪʠʚʠʨʦʚʘʪʴ ʧʦʣʠʪʠʢʫ, ʙʣʦʢʠʨʫʶʱʫʶ ʜʦʩʪʫʧ ʢ ʬʣʝʰ-

ʥʘʢʦʧʠʪʝʣʷʤ. ʇʨʠ ʵʪʦʤ ʘʢʪʠʚʥʘʷ ʧʦʣʠʪʠʢʘ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʩʪʘʥʦʚʠʪʩʷ ʥʝʘʢʪʠʚʥʦʡ. 

¶ ɼʣʷ ʘʚʪʦʥʦʤʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʇʦʣʠʪʠʢʘ ʥʘʯʠʥʘʝʪ ʜʝʡʩʪʚʦʚʘʪʴ, ʢʦʛʜʘ ʢʦʤʧʴʶʪʝʨ 

ʧʦʢʠʜʘʝʪ ʧʝʨʠʤʝʪʨ ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ. 

¶ ʅʘʩʪʨʦʠʪʴ ʥʘʩʣʝʜʦʚʘʥʠʝ ʧʘʨʘʤʝʪʨʦʚ: 

¶ ʅʘʩʣʝʜʦʚʘʪʴ ʧʘʨʘʤʝʪʨʳ ʨʦʜʠʪʝʣʴʩʢʦʡ ʧʦʣʠʪʠʢʠ. ɽʩʣʠ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ʚʢʣʶʯʝʥ, ʟʥʘʯʝʥʠʷ 

ʧʘʨʘʤʝʪʨʦʚ ʧʦʣʠʪʠʢʠ ʥʘʩʣʝʜʫʶʪʩʷ ʠʟ ʧʦʣʠʪʠʢʠ ʚʝʨʭʥʝʛʦ ʫʨʦʚʥʷ ʠʝʨʘʨʭʠʠ. ʇʘʨʘʤʝʪʨʳ ʧʦʣʠʪʠʢʠ 

ʥʝʜʦʩʪʫʧʥʳ ʜʣʷ ʠʟʤʝʥʝʥʠʷ, ʝʩʣʠ ʚ ʨʦʜʠʪʝʣʴʩʢʦʡ ʧʦʣʠʪʠʢʝ ʫʩʪʘʥʦʚʣʝʥ . 

¶ ʆʙʝʩʧʝʯʠʪʴ ʧʨʠʥʫʜʠʪʝʣʴʥʦʝ ʥʘʩʣʝʜʦʚʘʥʠʝ ʧʘʨʘʤʝʪʨʦʚ ʜʣʷ ʜʦʯʝʨʥʠʭ ʧʦʣʠʪʠʢ. ɽʩʣʠ 

ʧʝʨʝʢʣʶʯʘʪʝʣʴ ʚʢʣʶʯʝʥ, ʟʥʘʯʝʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʧʦʣʠʪʠʢʠ ʙʫʜʫʪ ʨʘʩʧʨʦʩʪʨʘʥʝʥʳ ʥʘ ʜʦʯʝʨʥʠʝ 

ʧʦʣʠʪʠʢʠ. ɺ ʩʚʦʡʩʪʚʘʭ ʜʦʯʝʨʥʝʡ ʧʦʣʠʪʠʢʠ ʙʫʜʝʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʚʢʣʶʯʝʥ ʠ ʥʝʜʦʩʪʫʧʝʥ ʜʣʷ 

ʚʳʢʣʶʯʝʥʠʷ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ʅʘʩʣʝʜʦʚʘʪʴ ʧʘʨʘʤʝʪʨʳ ʨʦʜʠʪʝʣʴʩʢʦʡ ʧʦʣʠʪʠʢʠ. 

ʇʘʨʘʤʝʪʨʳ ʜʦʯʝʨʥʝʡ ʧʦʣʠʪʠʢʠ ʥʘʩʣʝʜʫʶʪʩʷ ʠʟ ʨʦʜʠʪʝʣʴʩʢʦʡ ʧʦʣʠʪʠʢʠ, ʢʨʦʤʝ ʧʘʨʘʤʝʪʨʦʚ ʩ 
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. ʇʘʨʘʤʝʪʨʳ ʜʦʯʝʨʥʠʭ ʧʦʣʠʪʠʢ ʥʝʜʦʩʪʫʧʥʳ ʜʣʷ ʠʟʤʝʥʝʥʠʷ, ʝʩʣʠ ʚ ʨʦʜʠʪʝʣʴʩʢʦʡ ʧʦʣʠʪʠʢʝ 

ʫʩʪʘʥʦʚʣʝʥ . 

8. ʅʘ ʟʘʢʣʘʜʢʝ ʇʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ ʚʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʧʦʣʠʪʠʢʠ Kaspersky 

Endpoint Security. 

9. ɿʘʚʝʨʰʠʪʝ ʨʘʙʦʪʫ ʤʘʩʪʝʨʘ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ ʧʘʨʘʤʝʪʨʳ Kaspersky Endpoint Security ʙʫʜʫʪ ʥʘʩʪʨʦʝʥʳ ʥʘ ʢʣʠʝʥʪʩʢʠʭ ʢʦʤʧʴʶʪʝʨʘʭ ʧʨʠ 

ʩʣʝʜʫʶʱʝʡ ʩʠʥʭʨʦʥʠʟʘʮʠʠ. ɺʳ ʤʦʞʝʪʝ ʧʨʦʩʤʦʪʨʝʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʦʣʠʪʠʢʝ, ʢʦʪʦʨʘʷ ʧʨʠʤʝʥʝʥʘ ʢ 

ʢʦʤʧʴʶʪʝʨʫ, ʚ ʠʥʪʝʨʬʝʡʩʝ Kaspersky Endpoint Security ʧʦ ʢʥʦʧʢʝ  ʥʘ ʛʣʘʚʥʦʤ ʵʢʨʘʥʝ (ʥʘʧʨʠʤʝʨ, ʠʤʷ 

ʧʦʣʠʪʠʢʠ). ɼʣʷ ʵʪʦʛʦ ʚ ʧʘʨʘʤʝʪʨʘʭ ʧʦʣʠʪʠʢʠ ɸʛʝʥʪʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʥʫʞʥʦ ʚʢʣʶʯʠʪʴ ʧʦʣʫʯʝʥʠʝ 

ʨʘʩʰʠʨʝʥʥʳʭ ʜʘʥʥʳʭ ʧʦʣʠʪʠʢʠ. ʇʦʜʨʦʙʥʝʝ ʦ ʧʦʣʠʪʠʢʝ ɸʛʝʥʪʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʩʤ. ʚ ʩʧʨʘʚʢʝ Kaspersky 

Security Center https://support.kaspersky.com/help/KSC/15.1/ru-RU/index.htm. 

 

ʀʥʜʠʢʘʪʦʨ ʫʨʦʚʥʷ ʟʘʱʠʪʳ 

ɺ ʚʝʨʭʥʝʡ ʯʘʩʪʠ ʦʢʥʘ ʩʚʦʡʩʪʚ ʧʦʣʠʪʠʢʠ ʦʪʦʙʨʘʞʘʝʪʩʷ ʠʥʜʠʢʘʪʦʨ ʫʨʦʚʥʷ ʟʘʱʠʪʳ. ʀʥʜʠʢʘʪʦʨ ʤʦʞʝʪ 

ʧʨʠʥʠʤʘʪʴ ʦʜʥʦ ʠʟ ʩʣʝʜʫʶʱʠʭ ʟʥʘʯʝʥʠʡ: 

¶ ʋʨʦʚʝʥʴ ʟʘʱʠʪʳ ʚʳʩʦʢʠʡ. ʀʥʜʠʢʘʪʦʨ ʧʨʠʥʠʤʘʝʪ ʵʪʦ ʟʥʘʯʝʥʠʝ ʠ ʮʚʝʪ ʠʥʜʠʢʘʪʦʨʘ ʠʟʤʝʥʷʝʪʩʷ ʥʘ 

ʟʝʣʝʥʳʡ, ʝʩʣʠ ʚʢʣʶʯʝʥʳ ʚʩʝ ʢʦʤʧʦʥʝʥʪʳ, ʦʪʥʦʩʷʱʠʝʩʷ ʢ ʩʣʝʜʫʶʱʠʤ ʢʘʪʝʛʦʨʠʷʤ: 

¶ ʂʨʠʪʠʯʝʩʢʠʝ. ʂʘʪʝʛʦʨʠʷ ʚʢʣʶʯʘʝʪ ʩʣʝʜʫʶʱʠʝ ʢʦʤʧʦʥʝʥʪʳ: 

¶ ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ɿʘʱʠʪʳ ʦʪ ʬʘʡʣʦʚʳʭ 

ʫʛʨʦʟ" ʥʘ ʩʪʨ. 156). 

¶ ɸʥʘʣʠʟ ʧʦʚʝʜʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ɸʥʘʣʠʟʘ ʧʦʚʝʜʝʥʠʷ" ʥʘ ʩʪʨ. 127). 

¶ ɿʘʱʠʪʘ ʦʪ ʵʢʩʧʣʦʡʪʦʚ (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ɿʘʱʠʪʳ ʦʪ ʵʢʩʧʣʦʡʪʦʚ" ʥʘ 

ʩʪʨ. 138). 

¶ ʆʪʢʘʪ ʚʨʝʜʦʥʦʩʥʳʭ ʜʝʡʩʪʚʠʡ (ʩʤ. ʨʘʟʜʝʣ "ʆʪʢʘʪ ʚʨʝʜʦʥʦʩʥʳʭ ʜʝʡʩʪʚʠʡ" ʥʘ ʩʪʨ. 154). 

¶ ɿʘʱʠʪʘ ʩʣʫʞʙ ʧʨʠʣʦʞʝʥʠʷ ʦʪ ʚʥʝʰʥʝʛʦ ʫʧʨʘʚʣʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ɿʘʱʠʪʘ ʩʣʫʞʙ ʧʨʠʣʦʞʝʥʠʷ 

ʦʪ ʚʥʝʰʥʝʛʦ ʫʧʨʘʚʣʝʥʠʷ" ʥʘ ʩʪʨ. 383). 

¶ ɺʘʞʥʳʝ. ʂʘʪʝʛʦʨʠʷ ʚʢʣʶʯʘʝʪ ʩʣʝʜʫʶʱʠʝ ʢʦʤʧʦʥʝʥʪʳ: 

¶ Kaspersky Security Network (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ Kaspersky 

Security Network" ʥʘ ʩʪʨ. 122). 

¶ ɿʘʱʠʪʘ ʦʪ ʚʝʙ-ʫʛʨʦʟ (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ɿʘʱʠʪʳ ʦʪ ʚʝʙ-ʫʛʨʦʟ" ʥʘ 

ʩʪʨ. 171). 

¶ ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ɿʘʱʠʪʳ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ" 

ʥʘ ʩʪʨ. 180). 

¶ ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʡ (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ʇʨʝʜʦʪʚʨʘʱʝʥʠʷ 

ʚʪʦʨʞʝʥʠʡ" ʥʘ ʩʪʨ. 142). 

¶ ɿʘʱʠʪʘ ʧʘʨʦʣʝʤ (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ɿʘʱʠʪʳ ʧʘʨʦʣʝʤ" ʥʘ ʩʪʨ. 388). 

¶ ʋʨʦʚʝʥʴ ʟʘʱʠʪʳ ʩʨʝʜʥʠʡ. ʀʥʜʠʢʘʪʦʨ ʧʨʠʥʠʤʘʝʪ ʵʪʦ ʟʥʘʯʝʥʠʝ ʠ ʮʚʝʪ ʠʥʜʠʢʘʪʦʨʘ ʠʟʤʝʥʷʝʪʩʷ ʥʘ 

ʞʝʣʪʳʡ, ʝʩʣʠ ʦʪʢʣʶʯʝʥ ʦʜʠʥ ʚʘʞʥʳʡ ʢʦʤʧʦʥʝʥʪ. 

¶ ʋʨʦʚʝʥʴ ʟʘʱʠʪʳ ʥʠʟʢʠʡ. ʀʥʜʠʢʘʪʦʨ ʧʨʠʥʠʤʘʝʪ ʵʪʦ ʟʥʘʯʝʥʠʝ ʠ ʮʚʝʪ ʠʥʜʠʢʘʪʦʨʘ ʠʟʤʝʥʷʝʪʩʷ ʥʘ 

ʢʨʘʩʥʳʡ ʚ ʦʜʥʦʤ ʠʟ ʩʣʝʜʫʶʱʠʭ ʩʣʫʯʘʝʚ: 

https://support.kaspersky.com/help/KSC/15.1/ru-RU/index.htm.
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¶ ʦʪʢʣʶʯʝʥʳ ʦʜʠʥ ʠʣʠ ʥʝʩʢʦʣʴʢʦ ʢʨʠʪʠʯʝʩʢʠʭ ʢʦʤʧʦʥʝʥʪʦʚ; 

¶ ʦʪʢʣʶʯʝʥʳ ʜʚʘ ʠʣʠ ʙʦʣʝʝ ʚʘʞʥʳʭ ʢʦʤʧʦʥʝʥʪʘ. 

ɽʩʣʠ ʦʪʦʙʨʘʞʘʝʪʩʷ ʠʥʜʠʢʘʪʦʨ ʩʦ ʟʥʘʯʝʥʠʝʤ ʋʨʦʚʝʥʴ ʟʘʱʠʪʳ ʩʨʝʜʥʠʡ ʠʣʠ ʋʨʦʚʝʥʴ ʟʘʱʠʪʳ ʥʠʟʢʠʡ, ʪʦ 

ʩʧʨʘʚʘ ʦʪ ʠʥʜʠʢʘʪʦʨʘ ʜʦʩʪʫʧʥʘ ʩʩʳʣʢʘ, ʧʦ ʢʦʪʦʨʦʡ ʦʪʢʨʳʚʘʝʪʩʷ ʦʢʥʦ ɺʳʙʦʨ ʢʦʤʧʦʥʝʥʪʦʚ. ɺ ʵʪʦʤ ʦʢʥʝ ʚʳ 

ʤʦʞʝʪʝ ʚʢʣʶʯʠʪʴ ʣʶʙʦʡ ʠʟ ʨʝʢʦʤʝʥʜʦʚʘʥʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʟʘʱʠʪʳ. 

 
ʈʠʩʫʥʦʢ 11. ʀʥʜʠʢʘʪʦʨ ʫʨʦʚʥʷ ʟʘʱʠʪʳ ʧʦʣʠʪʠʢʠ. 
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ʄʦʥʠʪʦʨʠʥʛ ¶ ʆʪʯʝʪʳ. ʇʨʦʩʤʦʪʨ ʩʦʙʳʪʠʡ, ʧʨʦʠʟʦʰʝʜʰʠʭ ʚʦ ʚʨʝʤʷ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ, 

ʦʪʜʝʣʴʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʠ ʟʘʜʘʯ. 

¶ ʈʝʟʝʨʚʥʦʝ ʭʨʘʥʠʣʠʱʝ. ʇʨʦʩʤʦʪʨ ʩʧʠʩʢʘ ʢʦʧʠʡ ʟʘʨʘʞʝʥʥʳʭ ʬʘʡʣʦʚ, ʢʦʪʦʨʳʝ 

ʙʳʣʠ ʫʜʘʣʝʥʳ ʚ ʭʦʜʝ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ. 

¶ ʊʝʭʥʦʣʦʛʠʠ ʦʙʥʘʨʫʞʝʥʠʷ ʫʛʨʦʟ. ʇʨʦʩʤʦʪʨ ʠʥʬʦʨʤʘʮʠʠ ʦ ʪʝʭʥʦʣʦʛʠʷʭ 

ʦʙʥʘʨʫʞʝʥʠʷ ʫʛʨʦʟ ʠ ʢʦʣʠʯʝʩʪʚʝ ʫʛʨʦʟ, ʦʙʥʘʨʫʞʝʥʥʳʭ ʩ ʧʦʤʦʱʴʶ ʵʪʠʭ 

ʪʝʭʥʦʣʦʛʠʡ. 

¶ Kaspersky Security Network. ʉʪʘʪʫʩ ʧʦʜʢʣʶʯʝʥʠʷ Kaspersky Endpoint Security ʢ 

Kaspersky Security Network ʠ ʛʣʦʙʘʣʴʥʘʷ ʩʪʘʪʠʩʪʠʢʘ KSN. Kaspersky Security 

Network (KSN) ï ʵʪʦ ʠʥʬʨʘʩʪʨʫʢʪʫʨʘ ʦʙʣʘʯʥʳʭ ʩʣʫʞʙ, ʧʨʝʜʦʩʪʘʚʣʷʶʱʘʷ ʜʦʩʪʫʧ ʢ 

ʦʧʝʨʘʪʠʚʥʦʡ ʙʘʟʝ ʟʥʘʥʠʡ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʦ ʨʝʧʫʪʘʮʠʠ ʬʘʡʣʦʚ, 

ʠʥʪʝʨʥʝʪ-ʨʝʩʫʨʩʦʚ ʠ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ. ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʜʘʥʥʳʭ 

Kaspersky Security Network ʦʙʝʩʧʝʯʠʚʘʝʪ ʙʦʣʝʝ ʚʳʩʦʢʫʶ ʩʢʦʨʦʩʪʴ ʨʝʘʢʮʠʠ 

Kaspersky Endpoint Security ʥʘ ʥʝʠʟʚʝʩʪʥʳʝ ʫʛʨʦʟʳ, ʧʦʚʳʰʘʝʪ ʵʬʬʝʢʪʠʚʥʦʩʪʴ 

ʨʘʙʦʪʳ ʥʝʢʦʪʦʨʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʟʘʱʠʪʳ, ʘ ʪʘʢʞʝ ʩʥʠʞʘʝʪ ʚʝʨʦʷʪʥʦʩʪʴ ʣʦʞʥʳʭ 

ʩʨʘʙʘʪʳʚʘʥʠʡ. ɽʩʣʠ ʚʳ ʫʯʘʩʪʚʫʝʪʝ ʚ Kaspersky Security Network, ʧʨʠʣʦʞʝʥʠʝ 

Kaspersky Endpoint Security ʧʦʣʫʯʘʝʪ ʦʪ ʩʣʫʞʙ KSN ʩʚʝʜʝʥʠʷ ʦ ʢʘʪʝʛʦʨʠʠ ʠ 

ʨʝʧʫʪʘʮʠʠ ʧʨʦʚʝʨʷʝʤʳʭ ʬʘʡʣʦʚ, ʘ ʪʘʢʞʝ ʩʚʝʜʝʥʠʷ ʦ ʨʝʧʫʪʘʮʠʠ ʧʨʦʚʝʨʷʝʤʳʭ 

ʚʝʙ-ʘʜʨʝʩʦʚ.  

¶ ʄʦʥʠʪʦʨʠʥʛ ʘʢʪʠʚʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʡ. ʇʨʦʩʤʦʪʨ ʠʥʬʦʨʤʘʮʠʠ ʦ ʨʘʙʦʪʝ 

ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʧʨʠʣʦʞʝʥʠʷʭ. ʄʦʥʠʪʦʨʠʥʛ ʘʢʪʠʚʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʡ ʦʪʩʣʝʞʠʚʘʝʪ 

ʬʘʡʣʦʚʳʝ, ʨʝʝʩʪʨʦʚʳʝ ʠ ʩʠʩʪʝʤʥʳʝ ʩʦʙʳʪʠʷ ʚ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ, ʩʚʷʟʘʥʥʳʝ 

ʩ ʧʨʠʣʦʞʝʥʠʝʤ. 

¶ ʄʦʥʠʪʦʨʠʥʛ ʩʝʪʠ. ʇʨʦʩʤʦʪʨ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʝʪʝʚʦʡ ʘʢʪʠʚʥʦʩʪʠ ʢʦʤʧʴʶʪʝʨʘ ʚ 

ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ. 

¶ ʄʦʥʠʪʦʨʠʥʛ ʰʠʬʨʦʚʘʥʠʷ. ʂʦʥʪʨʦʣʴ ʧʨʦʮʝʩʩʘ ʰʠʬʨʦʚʘʥʠʷ ʠʣʠ ʨʘʩʰʠʬʨʦʚʢʠ 

ʜʠʩʢʦʚ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ. ʄʦʥʠʪʦʨʠʥʛ ʰʠʬʨʦʚʘʥʠʷ ʜʦʩʪʫʧʝʥ, ʝʩʣʠ 

ʫʩʪʘʥʦʚʣʝʥʳ ʢʦʤʧʦʥʝʥʪʳ ʐʠʬʨʦʚʘʥʠʝ ʜʠʩʢʘ Kaspersky ʠʣʠ ʐʠʬʨʦʚʘʥʠʝ ʜʠʩʢʘ 

BitLocker. 

ɹʝʟʦʧʘʩʥʦʩʪʴ ʉʪʘʪʫʩ ʨʘʙʦʪʳ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ. ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʧʝʨʝʡʪʠ ʢ ʥʘʩʪʨʦʡʢʝ 

ʢʦʤʧʦʥʝʥʪʦʚ ʠʣʠ ʧʨʦʩʤʦʪʨʝʪʴ ʦʪʯʝʪʳ. 

ʆʙʥʦʚʣʝʥʠʝ ʋʧʨʘʚʣʝʥʠʝ ʟʘʜʘʯʘʤʠ ʦʙʥʦʚʣʝʥʠʷ Kaspersky Endpoint Security. ɺʳ ʤʦʞʝʪʝ ʚʳʧʦʣʥʷʪʴ 

ʦʙʥʦʚʣʝʥʠʝ ʘʥʪʠʚʠʨʫʩʥʳʭ ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ ʠ ʦʪʢʘʪ ʧʦʩʣʝʜʥʝʛʦ ʦʙʥʦʚʣʝʥʠʷ 

(ʥʘ ʩʪʨ. 111). ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʤʦʞʝʪ ʩʢʨʳʪʴ ʨʘʟʜʝʣ ʦʪ ʧʦʣʴʟʦʚʘʪʝʣʷ (ʩʤ. ʨʘʟʜʝʣ 

"ʋʧʨʘʚʣʝʥʠʝ ʟʘʜʘʯʘʤʠ" ʥʘ ʩʪʨ. 40) ʠʣʠ ʦʛʨʘʥʠʯʠʪʴ ʫʧʨʘʚʣʝʥʠʝ ʟʘʜʘʯʘʤʠ (ʩʤ. ʨʘʟʜʝʣ 

"ʋʧʨʘʚʣʝʥʠʝ ʟʘʜʘʯʘʤʠ" ʥʘ ʩʪʨ. 40). 

ɿʘʜʘʯʠ ʋʧʨʘʚʣʝʥʠʝ ʟʘʜʘʯʘʤʠ ʧʨʦʚʝʨʢʠ Kaspersky Endpoint Security. ɺʳ ʤʦʞʝʪʝ ʚʳʧʦʣʥʷʪʴ 

ʧʦʠʩʢ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ (ʥʘ ʩʪʨ. 65) ʠ ʧʨʦʚʝʨʢʫ ʮʝʣʦʩʪʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ 

"ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 83). ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʤʦʞʝʪ ʩʢʨʳʪʴ ʟʘʜʘʯʠ 

ʦʪ ʧʦʣʴʟʦʚʘʪʝʣʷ (ʩʤ. ʨʘʟʜʝʣ "ʋʧʨʘʚʣʝʥʠʝ ʟʘʜʘʯʘʤʠ" ʥʘ ʩʪʨ. 40) ʠʣʠ ʦʛʨʘʥʠʯʠʪʴ 

ʫʧʨʘʚʣʝʥʠʝ ʟʘʜʘʯʘʤʠ (ʩʤ. ʨʘʟʜʝʣ "ʋʧʨʘʚʣʝʥʠʝ ʟʘʜʘʯʘʤʠ" ʥʘ ʩʪʨ. 40). 

ʃʠʮʝʥʟʠʷ ʃʠʮʝʥʟʠʨʦʚʘʥʠʝ ʧʨʠʣʦʞʝʥʠʷ. ɺʳ ʤʦʞʝʪʝ ʧʨʠʦʙʨʝʩʪʠ ʣʠʮʝʥʟʠʶ, ʘʢʪʠʚʠʨʦʚʘʪʴ 

ʧʨʠʣʦʞʝʥʠʝ ʠʣʠ ʧʨʦʜʣʠʪʴ ʧʦʜʧʠʩʢʫ. ʊʘʢ ʞʝ ʚʳ ʤʦʞʝʪʝ ʧʨʦʩʤʦʪʨʝʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ 

ʜʝʡʩʪʚʫʶʱʝʡ ʣʠʮʝʥʟʠʠ. 

 ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ. ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʤʦʞʝʪ ʟʘʧʨʝʪʠʪʴ ʠʟʤʝʥʝʥʠʝ 

ʧʘʨʘʤʝʪʨʦʚ ʚ Kaspersky Security Center (ʩʤ. ʨʘʟʜʝʣ "ʋʧʨʘʚʣʝʥʠʝ ʧʦʣʠʪʠʢʘʤʠ" ʥʘ 

ʩʪʨ. 44). 



 

 

 

ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ 
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 ʀʥʬʦʨʤʘʮʠʷ ʦ ʧʨʠʣʦʞʝʥʠʠ: ʪʝʢʫʱʘʷ ʚʝʨʩʠʷ Kaspersky Endpoint Security, ʜʘʪʘ 

ʚʳʧʫʩʢʘ ʙʘʟ, ʢʣʶʯ ʠ ʜʨʫʛʘʷ ʠʥʬʦʨʤʘʮʠʷ. ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʧʝʨʝʡʪʠ ʥʘ 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʨʝʩʫʨʩʳ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ", ʯʪʦʙʳ ʧʦʣʫʯʠʪʴ ʧʦʣʝʟʥʫʶ 

ʠʥʬʦʨʤʘʮʠʶ, ʨʝʢʦʤʝʥʜʘʮʠʠ ʠ ʦʪʚʝʪʳ ʥʘ ʯʘʩʪʦ ʟʘʜʘʚʘʝʤʳʝ ʚʦʧʨʦʩʳ ʦ ʧʨʠʦʙʨʝʪʝʥʠʠ, 

ʫʩʪʘʥʦʚʢʝ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʧʨʠʣʦʞʝʥʠʷ. 

 
ʉʦʦʙʱʝʥʠʷ ʩ ʠʥʬʦʨʤʘʮʠʝʡ ʦ ʜʦʩʪʫʧʥʳʭ ʦʙʥʦʚʣʝʥʠʷʭ, ʘ ʪʘʢʞʝ ʟʘʧʨʦʩʳ ʜʦʩʪʫʧʘ ʢ 

ʟʘʰʠʬʨʦʚʘʥʥʳʤ ʬʘʡʣʘʤ ʠ ʫʩʪʨʦʡʩʪʚʘʤ. 

 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 
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ɿʥʘʯʦʢ ʧʨʠʣʦʞʝʥʠʷ ʚ ʦʙʣʘʩʪʠ ʫʚʝʜʦʤʣʝʥʠʡ 

ʉʨʘʟʫ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Endpoint Security ʟʥʘʯʦʢ ʧʨʠʣʦʞʝʥʠʷ ʧʦʷʚʣʷʝʪʩʷ ʚ ʦʙʣʘʩʪʠ ʫʚʝʜʦʤʣʝʥʠʡ 

ʧʘʥʝʣʠ ʟʘʜʘʯ Microsoft Windows. 

ɽʩʣʠ ʟʥʘʯʦʢ ʧʨʠʣʦʞʝʥʠʷ ʚ ʦʙʣʘʩʪʠ ʫʚʝʜʦʤʣʝʥʠʡ ʩʢʨʳʪ, ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʚʳʢʣʶʯʠʣ ʦʪʦʙʨʘʞʝʥʠʝ 

ʠʥʪʝʨʬʝʡʩʘ ʧʨʠʣʦʞʝʥʠʷ ʚ ʧʦʣʠʪʠʢʝ (ʩʤ. ʨʘʟʜʝʣ "ʅʘʩʪʨʦʡʢʘ ʦʪʦʙʨʘʞʝʥʠʷ ʠʥʪʝʨʬʝʡʩʘ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ 

ʩʪʨ. 56). 

ɿʥʘʯʦʢ ʧʨʠʣʦʞʝʥʠʷ ʚʳʧʦʣʥʷʝʪ ʩʣʝʜʫʶʱʠʝ ʬʫʥʢʮʠʠ: 

¶ ʩʣʫʞʠʪ ʠʥʜʠʢʘʪʦʨʦʤ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ; 

¶ ʦʙʝʩʧʝʯʠʚʘʝʪ ʜʦʩʪʫʧ ʢ ʢʦʥʪʝʢʩʪʥʦʤʫ ʤʝʥʶ ʟʥʘʯʢʘ ʧʨʠʣʦʞʝʥʠʷ ʠ ʛʣʘʚʥʦʤʫ ʦʢʥʫ ʧʨʠʣʦʞʝʥʠʷ. 

ɼʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ ʨʘʙʦʪʝ ʧʨʠʣʦʞʝʥʠʷ ʧʨʝʜʥʘʟʥʘʯʝʥʳ ʩʣʝʜʫʶʱʠʝ ʩʪʘʪʫʩʳ ʟʥʘʯʢʘ 

ʧʨʠʣʦʞʝʥʠʷ: 

¶ ɿʥʘʯʦʢ  ʦʟʥʘʯʘʝʪ, ʯʪʦ ʨʘʙʦʪʘ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʟʘʱʠʪʳ ʧʨʠʣʦʞʝʥʠʷ ʚʢʣʶʯʝʥʘ. 

Kaspersky Endpoint Security ʧʦʢʘʞʝʪ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ , ʝʩʣʠ ʦʪ ʧʦʣʴʟʦʚʘʪʝʣʷ ʪʨʝʙʫʝʪʩʷ 

ʚʳʧʦʣʥʠʪʴ ʜʝʡʩʪʚʠʝ, ʥʘʧʨʠʤʝʨ, ʧʝʨʝʟʘʛʨʫʟʠʪʴ ʢʦʤʧʴʶʪʝʨ ʧʦʩʣʝ ʦʙʥʦʚʣʝʥʠʷ ʧʨʠʣʦʞʝʥʠʷ. 

¶ ɿʥʘʯʦʢ  ʦʟʥʘʯʘʝʪ, ʯʪʦ ʨʘʙʦʪʘ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʟʘʱʠʪʳ ʧʨʠʣʦʞʝʥʠʷ ʚʳʢʣʶʯʝʥʘ 

ʠʣʠ ʥʘʨʫʰʝʥʘ. ʈʘʙʦʪʘ ʢʦʤʧʦʥʝʥʪʦʚ ʟʘʱʠʪʳ ʤʦʞʝʪ ʙʳʪʴ ʥʘʨʫʰʝʥʘ, ʥʘʧʨʠʤʝʨ, ʝʩʣʠ ʩʨʦʢ ʜʝʡʩʪʚʠʷ 

ʣʠʮʝʥʟʠʠ ʠʩʪʝʢ ʠʣʠ ʧʨʦʠʟʦʰʝʣ ʩʙʦʡ ʚ ʨʘʙʦʪʝ ʧʨʠʣʦʞʝʥʠʷ. Kaspersky Endpoint Security ʧʦʢʘʞʝʪ 

ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ  ʩ ʦʧʠʩʘʥʠʝʤ ʧʨʦʙʣʝʤʳ ʚ ʟʘʱʠʪʝ ʢʦʤʧʴʶʪʝʨʘ. 

ʂʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʟʥʘʯʢʘ ʧʨʠʣʦʞʝʥʠʷ ʩʦʜʝʨʞʠʪ ʩʣʝʜʫʶʱʠʝ ʧʫʥʢʪʳ: 

¶ Kaspersky Endpoint Security ʜʣʷ Windows. ʆʪʢʨʳʚʘʝʪ ʛʣʘʚʥʦʝ ʦʢʥʦ ʧʨʠʣʦʞʝʥʠʷ. ɺ ʵʪʦʤ ʦʢʥʝ ʚʳ 

ʤʦʞʝʪʝ ʨʝʛʫʣʠʨʦʚʘʪʴ ʨʘʙʦʪʫ ʢʦʤʧʦʥʝʥʪʦʚ ʠ ʟʘʜʘʯ ʧʨʠʣʦʞʝʥʠʷ, ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʩʪʘʪʠʩʪʠʢʫ ʦʙ 

ʦʙʨʘʙʦʪʘʥʥʳʭ ʬʘʡʣʘʭ ʠ ʦʙʥʘʨʫʞʝʥʥʳʭ ʫʛʨʦʟʘʭ. 
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¶ ʇʨʠʦʩʪʘʥʦʚʠʪʴ ʟʘʱʠʪʫ / ɺʦʟʦʙʥʦʚʠʪʴ ʟʘʱʠʪʫ. ʇʨʠʦʩʪʘʥʦʚʢʘ ʨʘʙʦʪʳ ʚʩʝʭ ʢʦʤʧʦʥʝʥʪʦʚ ʟʘʱʠʪʳ ʠ 

ʢʦʥʪʨʦʣʷ, ʥʝ ʦʪʤʝʯʝʥʥʳʭ ʚ ʧʦʣʠʪʠʢʝ ʟʘʤʢʦʤ (). ʇʝʨʝʜ ʚʳʧʦʣʥʝʥʠʝʤ ʵʪʦʡ ʦʧʝʨʘʮʠʠ 

ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʚʳʢʣʶʯʠʪʴ ʧʦʣʠʪʠʢʫ Kaspersky Security Center. 

ʇʝʨʝʜ ʧʨʠʦʩʪʘʥʦʚʢʦʡ ʨʘʙʦʪʳ ʢʦʤʧʦʥʝʥʪʦʚ ʟʘʱʠʪʳ ʠ ʢʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʝ ʟʘʧʨʘʰʠʚʘʝʪ ʧʘʨʦʣʴ 

ʜʦʩʪʫʧʘ ʢ Kaspersky Endpoint Security (ʩʤ. ʨʘʟʜʝʣ "ɿʘʱʠʪʘ ʧʘʨʦʣʝʤ" ʥʘ ʩʪʨ. 385) (ʧʘʨʦʣʴ ʫʯʝʪʥʦʡ 

ʟʘʧʠʩʠ ʠʣʠ ʚʨʝʤʝʥʥʳʡ ʧʘʨʦʣʴ). ɼʘʣʝʝ ʚʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʧʝʨʠʦʜ ʧʨʠʦʩʪʘʥʦʚʢʠ: ʥʘ ʫʢʘʟʘʥʥʦʝ 

ʚʨʝʤʷ, ʜʦ ʧʝʨʝʟʘʛʨʫʟʢʠ ʠʣʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ʕʪʦʪ ʧʫʥʢʪ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ ʜʦʩʪʫʧʝʥ, ʝʩʣʠ ʚʢʣʶʯʝʥʘ ɿʘʱʠʪʘ ʧʘʨʦʣʝʤ (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ 

ɿʘʱʠʪʳ ʧʘʨʦʣʝʤ" ʥʘ ʩʪʨ. 388). ɼʣʷ ʚʦʟʦʙʥʦʚʣʝʥʠʷ ʨʘʙʦʪʳ ʢʦʤʧʦʥʝʥʪʦʚ ʟʘʱʠʪʳ ʠ ʢʦʥʪʨʦʣʷ 

ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ɺʦʟʦʙʥʦʚʠʪʴ ʟʘʱʠʪʫ ʚ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʧʨʠʣʦʞʝʥʠʷ. 

ʇʨʠʦʩʪʘʥʦʚʢʘ ʨʘʙʦʪʳ ʢʦʤʧʦʥʝʥʪʦʚ ʟʘʱʠʪʳ ʠ ʢʦʥʪʨʦʣʷ ʥʝ ʚʣʠʷʝʪ ʥʘ ʚʳʧʦʣʥʝʥʠʝ ʟʘʜʘʯ 

ʦʙʥʦʚʣʝʥʠʷ ʠ ʧʦʠʩʢʘ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ. ʊʘʢʞʝ ʧʨʠʣʦʞʝʥʠʝ ʧʨʦʜʦʣʞʘʝʪ ʠʩʧʦʣʴʟʦʚʘʥʠʝ 

Kaspersky Security Network. 

¶ ɺʳʢʣʶʯʠʪʴ ʧʦʣʠʪʠʢʫ / ɺʢʣʶʯʠʪʴ ʧʦʣʠʪʠʢʫ. ɺʳʢʣʶʯʝʥʠʝ ʧʦʣʠʪʠʢʠ Kaspersky Security Center ʥʘ 

ʢʦʤʧʴʶʪʝʨʝ. ɺʩʝ ʧʘʨʘʤʝʪʨʳ Kaspersky Endpoint Security ʜʦʩʪʫʧʥʳ ʜʣʷ ʥʘʩʪʨʦʡʢʠ, ʚ ʪʦʤ ʯʠʩʣʝ 

ʧʘʨʘʤʝʪʨʳ, ʦʪʤʝʯʝʥʥʳʝ ʚ ʧʦʣʠʪʠʢʝ ʟʘʢʨʳʪʳʤ ʟʘʤʢʦʤ (). ʇʨʠ ʚʳʢʣʶʯʝʥʠʠ ʧʦʣʠʪʠʢʠ ʧʨʠʣʦʞʝʥʠʝ 

ʟʘʧʨʘʰʠʚʘʝʪ ʧʘʨʦʣʴ ʜʦʩʪʫʧʘ ʢ Kaspersky Endpoint Security (ʩʤ. ʨʘʟʜʝʣ "ɿʘʱʠʪʘ ʧʘʨʦʣʝʤ" ʥʘ 

ʩʪʨ. 385) (ʧʘʨʦʣʴ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʠʣʠ ʚʨʝʤʝʥʥʳʡ ʧʘʨʦʣʴ). ʕʪʦʪ ʧʫʥʢʪ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ ʜʦʩʪʫʧʝʥ, 

ʝʩʣʠ ʚʢʣʶʯʝʥʘ ɿʘʱʠʪʘ ʧʘʨʦʣʝʤ (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ɿʘʱʠʪʳ ʧʘʨʦʣʝʤ" ʥʘ ʩʪʨ. 388). ɼʣʷ 

ʚʢʣʶʯʝʥʠʷ ʧʦʣʠʪʠʢʠ ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ɺʢʣʶʯʠʪʴ ʧʦʣʠʪʠʢʫ ʚ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʧʨʠʣʦʞʝʥʠʷ. 

¶ ʅʘʩʪʨʦʡʢʘ. ʆʪʢʨʳʚʘʝʪ ʦʢʥʦ ʥʘʩʪʨʦʡʢʠ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ. 

¶ ʇʦʜʜʝʨʞʢʘ. ʆʪʢʨʳʚʘʝʪ ʦʢʥʦ, ʩʦʜʝʨʞʘʱʝʝ ʠʥʬʦʨʤʘʮʠʶ, ʥʝʦʙʭʦʜʠʤʫʶ ʜʣʷ ʦʙʨʘʱʝʥʠʷ ʚ ʉʣʫʞʙʫ 

ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". 

¶ ʆ ʧʨʠʣʦʞʝʥʠʠ. ʆʪʢʨʳʚʘʝʪ ʠʥʬʦʨʤʘʮʠʦʥʥʦʝ ʦʢʥʦ ʩʦ ʩʚʝʜʝʥʠʷʤʠ ʦ ʧʨʠʣʦʞʝʥʠʠ. 

¶ ɺʳʭʦʜ. ɿʘʚʝʨʰʘʝʪ ʨʘʙʦʪʫ Kaspersky Endpoint Security. ɽʩʣʠ ʚʳ ʚʳʙʨʘʣʠ ʵʪʦʪ ʧʫʥʢʪ ʢʦʥʪʝʢʩʪʥʦʛʦ 

ʤʝʥʶ, ʧʨʠʣʦʞʝʥʠʝ ʚʳʛʨʫʞʘʝʪʩʷ ʠʟ ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ ʢʦʤʧʴʶʪʝʨʘ. 

 
ʈʠʩʫʥʦʢ 13. ʂʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʟʥʘʯʢʘ ʧʨʦʛʨʘʤʤʳ 
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ʋʧʨʦʱʝʥʥʳʡ ʠʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ 

ɽʩʣʠ ʢ ʢʣʠʝʥʪʩʢʦʤʫ ʢʦʤʧʴʶʪʝʨʫ, ʥʘ ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥʦ ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security, ʧʨʠʤʝʥʝʥʘ 

ʧʦʣʠʪʠʢʘ Kaspersky Security Center, ʚ ʢʦʪʦʨʦʡ ʥʘʩʪʨʦʝʥʦ ʦʪʦʙʨʘʞʝʥʠʝ ʫʧʨʦʱʝʥʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʧʨʠʣʦʞʝʥʠʷ 

(ʩʤ. ʨʘʟʜʝʣ "ʅʘʩʪʨʦʡʢʘ ʦʪʦʙʨʘʞʝʥʠʷ ʠʥʪʝʨʬʝʡʩʘ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 56), ʪʦ ʥʘ ʵʪʦʤ ʢʣʠʝʥʪʩʢʦʤ ʢʦʤʧʴʶʪʝʨʝ 

ʥʝʜʦʩʪʫʧʥʦ ʛʣʘʚʥʦʝ ʦʢʥʦ ʧʨʠʣʦʞʝʥʠʷ. ʇʦ ʧʨʘʚʦʡ ʢʣʘʚʠʰʝ ʤʳʰʠ ʧʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʦʪʢʨʳʪʴ ʢʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ 

ʟʥʘʯʢʘ Kaspersky Endpoint Security (ʩʤ. ʨʠʩ. ʥʠʞʝ), ʩʦʜʝʨʞʘʱʝʝ ʩʣʝʜʫʶʱʠʝ ʧʫʥʢʪʳ: 

¶ ɺʳʢʣʶʯʠʪʴ ʧʦʣʠʪʠʢʫ / ɺʢʣʶʯʠʪʴ ʧʦʣʠʪʠʢʫ. ɺʳʢʣʶʯʝʥʠʝ ʧʦʣʠʪʠʢʠ Kaspersky Security Center ʥʘ 

ʢʦʤʧʴʶʪʝʨʝ. ɺʩʝ ʧʘʨʘʤʝʪʨʳ Kaspersky Endpoint Security ʜʦʩʪʫʧʥʳ ʜʣʷ ʥʘʩʪʨʦʡʢʠ, ʚ ʪʦʤ ʯʠʩʣʝ 

ʧʘʨʘʤʝʪʨʳ, ʦʪʤʝʯʝʥʥʳʝ ʚ ʧʦʣʠʪʠʢʝ ʟʘʢʨʳʪʳʤ ʟʘʤʢʦʤ (). ʇʨʠ ʚʳʢʣʶʯʝʥʠʠ ʧʦʣʠʪʠʢʠ ʧʨʠʣʦʞʝʥʠʝ 

ʟʘʧʨʘʰʠʚʘʝʪ ʧʘʨʦʣʴ ʜʦʩʪʫʧʘ ʢ Kaspersky Endpoint Security (ʩʤ. ʨʘʟʜʝʣ "ɿʘʱʠʪʘ ʧʘʨʦʣʝʤ" ʥʘ 

ʩʪʨ. 385) (ʧʘʨʦʣʴ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʠʣʠ ʚʨʝʤʝʥʥʳʡ ʧʘʨʦʣʴ). ʕʪʦʪ ʧʫʥʢʪ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ ʜʦʩʪʫʧʝʥ, 

ʝʩʣʠ ʚʢʣʶʯʝʥʘ ɿʘʱʠʪʘ ʧʘʨʦʣʝʤ (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ɿʘʱʠʪʳ ʧʘʨʦʣʝʤ" ʥʘ ʩʪʨ. 388). ɼʣʷ 

ʚʢʣʶʯʝʥʠʷ ʧʦʣʠʪʠʢʠ ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ɺʢʣʶʯʠʪʴ ʧʦʣʠʪʠʢʫ ʚ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʧʨʠʣʦʞʝʥʠʷ. 

¶ ɿʘʜʘʯʠ. ʈʘʩʢʨʳʚʘʶʱʠʡʩʷ ʩʧʠʩʦʢ, ʩʦʜʝʨʞʘʱʠʡ ʩʣʝʜʫʶʱʠʝ ʵʣʝʤʝʥʪʳ: 

¶ ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʷ. 

¶ ʆʪʢʘʪ ʢ ʧʨʝʜʳʜʫʱʝʡ ʚʝʨʩʠʠ ʙʘʟ. 

¶ ʇʦʣʥʘʷ ʧʨʦʚʝʨʢʘ. 

¶ ɺʳʙʦʨʦʯʥʘʷ ʧʨʦʚʝʨʢʘ. 

¶ ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ. 

¶ ʆʙʥʦʚʣʝʥʠʝ. 

¶ ʇʦʜʜʝʨʞʢʘ. ʆʪʢʨʳʚʘʝʪ ʦʢʥʦ, ʩʦʜʝʨʞʘʱʝʝ ʠʥʬʦʨʤʘʮʠʶ, ʥʝʦʙʭʦʜʠʤʫʶ ʜʣʷ ʦʙʨʘʱʝʥʠʷ ʚ ʉʣʫʞʙʫ 

ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". 

¶ ɺʳʭʦʜ. ɿʘʚʝʨʰʘʝʪ ʨʘʙʦʪʫ Kaspersky Endpoint Security. ɽʩʣʠ ʚʳ ʚʳʙʨʘʣʠ ʵʪʦʪ ʧʫʥʢʪ ʢʦʥʪʝʢʩʪʥʦʛʦ 

ʤʝʥʶ, ʧʨʠʣʦʞʝʥʠʝ ʚʳʛʨʫʞʘʝʪʩʷ ʠʟ ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ ʢʦʤʧʴʶʪʝʨʘ. 

 
ʈʠʩʫʥʦʢ 14. ʂʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʟʥʘʯʢʘ ʧʨʦʛʨʘʤʤʳ ʧʨʠ ʦʪʦʙʨʘʞʝʥʠʠ ʫʧʨʦʱʝʥʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʧʨʦʛʨʘʤʤʳ 

 

ʅʘʩʪʨʦʡʢʘ ʦʪʦʙʨʘʞʝʥʠʷ ʠʥʪʝʨʬʝʡʩʘ ʧʨʠʣʦʞʝʥʠʷ 

ɺʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʦʪʦʙʨʘʞʝʥʠʝ ʠʥʪʝʨʬʝʡʩʘ ʧʨʠʣʦʞʝʥʠʷ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʢʦʤʧʴʶʪʝʨʘ. ʇʦʣʴʟʦʚʘʪʝʣʴ 

ʤʦʞʝʪ ʚʟʘʠʤʦʜʝʡʩʪʚʦʚʘʪʴ ʩ ʧʨʠʣʦʞʝʥʠʝʤ ʩʣʝʜʫʶʱʠʤʠ ʩʧʦʩʦʙʘʤʠ: 

¶ ʆʪʦʙʨʘʞʘʪʴ ʫʧʨʦʱʝʥʥʳʡ ʠʥʪʝʨʬʝʡʩ. ʅʘ ʢʣʠʝʥʪʩʢʦʤ ʢʦʤʧʴʶʪʝʨʝ ʥʝʜʦʩʪʫʧʥʦ ʛʣʘʚʥʦʝ ʦʢʥʦ ʧʨʠʣʦʞʝʥʠʷ, 

ʘ ʜʦʩʪʫʧʝʥ ʪʦʣʴʢʦ ʟʥʘʯʦʢ ʚ ʦʙʣʘʩʪʠ ʫʚʝʜʦʤʣʝʥʠʡ Windows (ʩʤ. ʨʘʟʜʝʣ "ɿʥʘʯʦʢ ʧʨʠʣʦʞʝʥʠʷ ʚ ʦʙʣʘʩʪʠ 

ʫʚʝʜʦʤʣʝʥʠʡ" ʥʘ ʩʪʨ. 54). ɺ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʟʥʘʯʢʘ ʧʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʚʳʧʦʣʥʷʪʴ ʦʛʨʘʥʠʯʝʥʥʳʡ 

ʩʧʠʩʦʢ ʦʧʝʨʘʮʠʡ ʩ Kaspersky Endpoint Security (ʩʤ. ʨʘʟʜʝʣ "ʋʧʨʦʱʝʥʥʳʡ ʠʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ 

ʩʪʨ. 55). ʊʘʢʞʝ Kaspersky Endpoint Security ʧʦʢʘʟʳʚʘʝʪ ʫʚʝʜʦʤʣʝʥʠʷ ʥʘʜ ʟʥʘʯʢʦʤ ʧʨʠʣʦʞʝʥʠʷ. 

¶ ʆʪʦʙʨʘʞʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʡ ʠʥʪʝʨʬʝʡʩ. ʅʘ ʢʣʠʝʥʪʩʢʦʤ ʢʦʤʧʴʶʪʝʨʝ ʜʦʩʪʫʧʥʦ ʛʣʘʚʥʦʝ ʦʢʥʦ 

Kaspersky Endpoint Security ʠ ʟʥʘʯʦʢ ʚ ʦʙʣʘʩʪʠ ʫʚʝʜʦʤʣʝʥʠʡ Windows (ʩʤ. ʨʘʟʜʝʣ "ɿʥʘʯʦʢ 
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ʧʨʠʣʦʞʝʥʠʷ ʚ ʦʙʣʘʩʪʠ ʫʚʝʜʦʤʣʝʥʠʡ" ʥʘ ʩʪʨ. 54). ɺ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʟʥʘʯʢʘ ʧʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ 

ʚʳʧʦʣʥʷʪʴ ʦʧʝʨʘʮʠʠ c Kaspersky Endpoint Security. ʊʘʢʞʝ Kaspersky Endpoint Security ʧʦʢʘʟʳʚʘʝʪ 

ʫʚʝʜʦʤʣʝʥʠʷ ʥʘʜ ʟʥʘʯʢʦʤ ʧʨʠʣʦʞʝʥʠʷ. 

¶ ʅʝ ʦʪʦʙʨʘʞʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʡ ʠʥʪʝʨʬʝʡʩ. ʅʘ ʢʣʠʝʥʪʩʢʦʤ ʢʦʤʧʴʶʪʝʨʝ ʥʝ ʦʪʦʙʨʘʞʘʝʪʩʷ 

ʥʠʢʘʢʠʭ ʧʨʠʟʥʘʢʦʚ ʨʘʙʦʪʳ Kaspersky Endpoint Security. ʊʘʢʞʝ ʥʝʜʦʩʪʫʧʥʳ ʟʥʘʯʦʢ ʚ ʦʙʣʘʩʪʠ 

ʫʚʝʜʦʤʣʝʥʠʡ Windows (ʩʤ. ʨʘʟʜʝʣ "ɿʥʘʯʦʢ ʧʨʠʣʦʞʝʥʠʷ ʚ ʦʙʣʘʩʪʠ ʫʚʝʜʦʤʣʝʥʠʡ" ʥʘ ʩʪʨ. 54) ʠ 

ʫʚʝʜʦʤʣʝʥʠʷ. 

ʂʘʢ ʥʘʩʪʨʦʠʪʴ ʦʪʦʙʨʘʞʝʥʠʝ ʠʥʪʝʨʬʝʡʩʘ ʧʨʠʣʦʞʝʥʠʷ ʚ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ (MMC) 

1. ʆʪʢʨʦʡʪʝ ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. 

2. ɺ ʜʝʨʝʚʝ ʢʦʥʩʦʣʠ ʚʳʙʝʨʠʪʝ ʧʘʧʢʫ ʇʦʣʠʪʠʢʠ. 

3. ɺʳʙʝʨʠʪʝ ʥʫʞʥʫʶ ʧʦʣʠʪʠʢʫ ʠ ʦʪʢʨʦʡʪʝ ʩʚʦʡʩʪʚʘ ʧʦʣʠʪʠʢʠ ʜʚʦʡʥʳʤ ʱʝʣʯʢʦʤ ʤʳʰʠ. 

4. ɺ ʦʢʥʝ ʧʦʣʠʪʠʢʠ ʚʳʙʝʨʠʪʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ Ÿ ʀʥʪʝʨʬʝʡʩ. 

5. ɺ ʙʣʦʢʝ ɺʟʘʠʤʦʜʝʡʩʪʚʠʝ ʩ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʚʳʧʦʣʥʠʪʝ ʦʜʥʦ ʠʟ ʩʣʝʜʫʶʱʠʭ ʜʝʡʩʪʚʠʡ: 

¶ ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʆʪʦʙʨʘʞʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʡ ʠʥʪʝʨʬʝʡʩ, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ, ʯʪʦʙʳ ʥʘ 

ʢʣʠʝʥʪʩʢʦʤ ʢʦʤʧʴʶʪʝʨʝ ʦʪʦʙʨʘʞʘʣʠʩʴ ʩʣʝʜʫʶʱʠʝ ʵʣʝʤʝʥʪʳ ʠʥʪʝʨʬʝʡʩʘ: 

¶ ʧʘʧʢʘ ʩ ʥʘʟʚʘʥʠʝʤ ʧʨʠʣʦʞʝʥʠʷ ʚ ʤʝʥʶ ʇʫʩʢ; 

¶ ʟʥʘʯʦʢ Kaspersky Endpoint Security (ʩʤ. ʨʘʟʜʝʣ "ɿʥʘʯʦʢ ʧʨʠʣʦʞʝʥʠʷ ʚ ʦʙʣʘʩʪʠ ʫʚʝʜʦʤʣʝʥʠʡ" 

ʥʘ ʩʪʨ. 54) ʚ ʦʙʣʘʩʪʠ ʫʚʝʜʦʤʣʝʥʠʡ ʧʘʥʝʣʠ ʟʘʜʘʯ Microsoft Windows; 

¶ ʚʩʧʣʳʚʘʶʱʠʝ ʫʚʝʜʦʤʣʝʥʠʷ. 

ɽʩʣʠ ʫʩʪʘʥʦʚʣʝʥ ʵʪʦʪ ʬʣʘʞʦʢ, ʧʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʠ, ʧʨʠ ʥʘʣʠʯʠʠ ʧʨʘʚ, 

ʠʟʤʝʥʷʪʴ ʧʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ ʠʟ ʠʥʪʝʨʬʝʡʩʘ ʧʨʠʣʦʞʝʥʠʷ. 

¶ ʉʥʠʤʠʪʝ ʬʣʘʞʦʢ ʆʪʦʙʨʘʞʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʡ ʠʥʪʝʨʬʝʡʩ, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ ʩʢʨʳʪʴ ʚʩʝ 

ʧʨʠʟʥʘʢʠ ʨʘʙʦʪʳ Kaspersky Endpoint Security ʥʘ ʢʣʠʝʥʪʩʢʦʤ ʢʦʤʧʴʶʪʝʨʝ. 

6. ɺ ʙʣʦʢʝ ɺʟʘʠʤʦʜʝʡʩʪʚʠʝ ʩ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʆʪʦʙʨʘʞʘʪʴ ʫʧʨʦʱʝʥʥʳʡ 

ʠʥʪʝʨʬʝʡʩ, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ, ʯʪʦʙʳ ʥʘ ʢʣʠʝʥʪʩʢʦʤ ʢʦʤʧʴʶʪʝʨʝ ʩ ʫʩʪʘʥʦʚʣʝʥʥʳʤ ʧʨʠʣʦʞʝʥʠʝʤ 

Kaspersky Endpoint Security ʦʪʦʙʨʘʞʘʣʩʷ ʫʧʨʦʱʝʥʥʳʡ ʠʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ (ʥʘ ʩʪʨ. 55). 

ʂʘʢ ʥʘʩʪʨʦʠʪʴ ʦʪʦʙʨʘʞʝʥʠʝ ʠʥʪʝʨʬʝʡʩʘ ʧʨʠʣʦʞʝʥʠʷ ʚ Web Console 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ Web Console ʚʳʙʝʨʠʪʝ ʋʩʪʨʦʡʩʪʚʘ Ÿ ʇʦʣʠʪʠʢʠ ʠ ʧʨʦʬʠʣʠ ʧʦʣʠʪʠʢ. 

2. ʅʘʞʤʠʪʝ ʥʘ ʥʘʟʚʘʥʠʝ ʧʦʣʠʪʠʢʠ Kaspersky Endpoint Security. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʩʚʦʡʩʪʚ ʧʦʣʠʪʠʢʠ. 

3. ɺʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʇʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ. 

4. ʇʝʨʝʡʜʠʪʝ ʚ ʨʘʟʜʝʣ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ Ÿ ʀʥʪʝʨʬʝʡʩ. 

5. ɺ ʙʣʦʢʝ ɺʟʘʠʤʦʜʝʡʩʪʚʠʝ ʩ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʥʘʩʪʨʦʡʪʝ ʦʪʦʙʨʘʞʝʥʠʝ ʠʥʪʝʨʬʝʡʩʘ ʧʨʠʣʦʞʝʥʠʷ: 

¶ ʆʪʦʙʨʘʞʘʪʴ ʫʧʨʦʱʝʥʥʳʡ ʠʥʪʝʨʬʝʡʩ. ʅʘ ʢʣʠʝʥʪʩʢʦʤ ʢʦʤʧʴʶʪʝʨʝ ʥʝʜʦʩʪʫʧʥʦ ʛʣʘʚʥʦʝ ʦʢʥʦ 

ʧʨʠʣʦʞʝʥʠʷ, ʘ ʜʦʩʪʫʧʝʥ ʪʦʣʴʢʦ ʟʥʘʯʦʢ ʚ ʦʙʣʘʩʪʠ ʫʚʝʜʦʤʣʝʥʠʡ Windows (ʩʤ. ʨʘʟʜʝʣ "ɿʥʘʯʦʢ 

ʧʨʠʣʦʞʝʥʠʷ ʚ ʦʙʣʘʩʪʠ ʫʚʝʜʦʤʣʝʥʠʡ" ʥʘ ʩʪʨ. 54). ɺ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʟʥʘʯʢʘ ʧʦʣʴʟʦʚʘʪʝʣʴ 

ʤʦʞʝʪ ʚʳʧʦʣʥʷʪʴ ʦʛʨʘʥʠʯʝʥʥʳʡ ʩʧʠʩʦʢ ʦʧʝʨʘʮʠʡ ʩ Kaspersky Endpoint Security (ʩʤ. ʨʘʟʜʝʣ 

"ʋʧʨʦʱʝʥʥʳʡ ʠʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 55). ʊʘʢʞʝ Kaspersky Endpoint Security ʧʦʢʘʟʳʚʘʝʪ 

ʫʚʝʜʦʤʣʝʥʠʷ ʥʘʜ ʟʥʘʯʢʦʤ ʧʨʠʣʦʞʝʥʠʷ. 

¶ ʆʪʦʙʨʘʞʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʡ ʠʥʪʝʨʬʝʡʩ. ʅʘ ʢʣʠʝʥʪʩʢʦʤ ʢʦʤʧʴʶʪʝʨʝ ʜʦʩʪʫʧʥʦ ʛʣʘʚʥʦʝ ʦʢʥʦ 

Kaspersky Endpoint Security ʠ ʟʥʘʯʦʢ ʚ ʦʙʣʘʩʪʠ ʫʚʝʜʦʤʣʝʥʠʡ Windows (ʩʤ. ʨʘʟʜʝʣ "ɿʥʘʯʦʢ 

ʧʨʠʣʦʞʝʥʠʷ ʚ ʦʙʣʘʩʪʠ ʫʚʝʜʦʤʣʝʥʠʡ" ʥʘ ʩʪʨ. 54). ɺ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʟʥʘʯʢʘ ʧʦʣʴʟʦʚʘʪʝʣʴ 
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ʤʦʞʝʪ ʚʳʧʦʣʥʷʪʴ ʦʧʝʨʘʮʠʠ c Kaspersky Endpoint Security. ʊʘʢʞʝ Kaspersky Endpoint Security 

ʧʦʢʘʟʳʚʘʝʪ ʫʚʝʜʦʤʣʝʥʠʷ ʥʘʜ ʟʥʘʯʢʦʤ ʧʨʠʣʦʞʝʥʠʷ. 

¶ ʅʝ ʦʪʦʙʨʘʞʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʡ ʠʥʪʝʨʬʝʡʩ. ʅʘ ʢʣʠʝʥʪʩʢʦʤ ʢʦʤʧʴʶʪʝʨʝ ʥʝ ʦʪʦʙʨʘʞʘʝʪʩʷ 

ʥʠʢʘʢʠʭ ʧʨʠʟʥʘʢʦʚ ʨʘʙʦʪʳ Kaspersky Endpoint Security. ʊʘʢʞʝ ʥʝʜʦʩʪʫʧʥʳ ʟʥʘʯʦʢ ʚ ʦʙʣʘʩʪʠ 

ʫʚʝʜʦʤʣʝʥʠʡ Windows (ʩʤ. ʨʘʟʜʝʣ "ɿʥʘʯʦʢ ʧʨʠʣʦʞʝʥʠʷ ʚ ʦʙʣʘʩʪʠ ʫʚʝʜʦʤʣʝʥʠʡ" ʥʘ ʩʪʨ. 54) ʠ 

ʫʚʝʜʦʤʣʝʥʠʷ. 

6. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
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ɿʘʧʫʩʢ ʠ ʦʩʪʘʥʦʚʢʘ Kaspersky 
Endpoint Security 
ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Endpoint Security ʥʘ ʢʦʤʧʴʶʪʝʨ ʧʦʣʴʟʦʚʘʪʝʣʷ ʟʘʧʫʩʢ ʧʨʠʣʦʞʝʥʠʷ ʚʳʧʦʣʥʷʝʪʩʷ 

ʘʚʪʦʤʘʪʠʯʝʩʢʠ. ɼʘʣʝʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʟʘʧʫʩʢ Kaspersky Endpoint Security ʚʳʧʦʣʥʷʝʪʩʷ ʩʨʘʟʫ ʧʦʩʣʝ 

ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. ʅʘʩʪʨʦʠʪʴ ʘʚʪʦʤʘʪʠʯʝʩʢʠʡ ʟʘʧʫʩʢ ʧʨʠʣʦʞʝʥʠʷ ʚ ʧʘʨʘʤʝʪʨʘʭ ʦʧʝʨʘʮʠʦʥʥʦʡ 

ʩʠʩʪʝʤʳ ʥʝʚʦʟʤʦʞʥʦ. 

ɿʘʛʨʫʟʢʘ ʘʥʪʠʚʠʨʫʩʥʳʭ ʙʘʟ Kaspersky Endpoint Security ʧʦʩʣʝ ʟʘʛʨʫʟʢʠ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ 

ʟʘʥʠʤʘʝʪ ʜʦ ʜʚʫʭ ʤʠʥʫʪ, ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ (ʪʝʭʥʠʯʝʩʢʠʭ ʚʦʟʤʦʞʥʦʩʪʝʡ) 

ʢʦʤʧʴʶʪʝʨʘ. ɺ ʪʝʯʝʥʠʝ ʵʪʦʛʦ ʚʨʝʤʝʥʠ ʫʨʦʚʝʥʴ ʟʘʱʠʪʳ ʢʦʤʧʴʶʪʝʨʘ ʩʥʠʞʝʥ. ɿʘʛʨʫʟʢʘ ʘʥʪʠʚʠʨʫʩʥʳʭ ʙʘʟ 

ʧʨʠ ʟʘʧʫʩʢʝ ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security ʚ ʫʞʝ ʟʘʧʫʱʝʥʥʦʡ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ ʥʝ 

ʚʳʟʳʚʘʝʪ ʩʥʠʞʝʥʠʷ ʫʨʦʚʥʷ ʟʘʱʠʪʳ ʢʦʤʧʴʶʪʝʨʘ. 

ʂʘʢ ʥʘʩʪʨʦʠʪʴ ʟʘʧʫʩʢ Kaspersky Endpoint Security ʚ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ (MMC) 

1. ʆʪʢʨʦʡʪʝ ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. 

2. ɺ ʜʝʨʝʚʝ ʢʦʥʩʦʣʠ ʚʳʙʝʨʠʪʝ ʧʘʧʢʫ ʇʦʣʠʪʠʢʠ. 

3. ɺʳʙʝʨʠʪʝ ʥʫʞʥʫʶ ʧʦʣʠʪʠʢʫ ʠ ʦʪʢʨʦʡʪʝ ʩʚʦʡʩʪʚʘ ʧʦʣʠʪʠʢʠ ʜʚʦʡʥʳʤ ʱʝʣʯʢʦʤ ʤʳʰʠ. 

4. ɺ ʦʢʥʝ ʧʦʣʠʪʠʢʠ ʚʳʙʝʨʠʪʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ Ÿ ʅʘʩʪʨʦʡʢʠ ʧʨʠʣʦʞʝʥʠʷ. 

5. ʉ ʧʦʤʦʱʴʶ ʬʣʘʞʢʘ ɿʘʧʫʩʢʘʪʴ ʧʨʠʣʦʞʝʥʠʝ ʧʨʠ ʚʢʣʶʯʝʥʠʠ ʢʦʤʧʴʶʪʝʨʘ (ʨʝʢʦʤʝʥʜʫʝʪʩʷ) 

ʥʘʩʪʨʦʡʪʝ ʟʘʧʫʩʢ ʧʨʠʣʦʞʝʥʠʷ. 

6. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ʂʘʢ ʥʘʩʪʨʦʠʪʴ ʟʘʧʫʩʢ Kaspersky Endpoint Security ʚ Web Console 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ Web Console ʚʳʙʝʨʠʪʝ ʋʩʪʨʦʡʩʪʚʘ Ÿ ʇʦʣʠʪʠʢʠ ʠ ʧʨʦʬʠʣʠ ʧʦʣʠʪʠʢ. 

2. ʅʘʞʤʠʪʝ ʥʘ ʥʘʟʚʘʥʠʝ ʧʦʣʠʪʠʢʠ Kaspersky Endpoint Security. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʩʚʦʡʩʪʚ ʧʦʣʠʪʠʢʠ. 

3. ɺʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʇʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ. 

4. ʇʝʨʝʡʜʠʪʝ ʚ ʨʘʟʜʝʣ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ Ÿ ʅʘʩʪʨʦʡʢʠ ʧʨʠʣʦʞʝʥʠʷ. 
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5. ʉ ʧʦʤʦʱʴʶ ʬʣʘʞʢʘ ɿʘʧʫʩʢʘʪʴ ʧʨʠʣʦʞʝʥʠʝ ʧʨʠ ʚʢʣʶʯʝʥʠʠ ʢʦʤʧʴʶʪʝʨʘ (ʨʝʢʦʤʝʥʜʫʝʪʩʷ) 

ʥʘʩʪʨʦʡʪʝ ʟʘʧʫʩʢ ʧʨʠʣʦʞʝʥʠʷ. 

6. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ʂʘʢ ʥʘʩʪʨʦʠʪʴ ʟʘʧʫʩʢ Kaspersky Endpoint Security ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 
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2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʅʘʩʪʨʦʡʢʠ 

ʧʨʠʣʦʞʝʥʠʷ. 

 
ʈʠʩʫʥʦʢ 15. ʇʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security ʜʣʷ Windows 

3. ʉ ʧʦʤʦʱʴʶ ʬʣʘʞʢʘ ɿʘʧʫʩʢʘʪʴ ʧʨʠʣʦʞʝʥʠʝ ʧʨʠ ʚʢʣʶʯʝʥʠʠ ʢʦʤʧʴʶʪʝʨʘ (ʨʝʢʦʤʝʥʜʫʝʪʩʷ) 

ʥʘʩʪʨʦʡʪʝ ʟʘʧʫʩʢ ʧʨʠʣʦʞʝʥʠʷ. 

4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ʉʧʝʮʠʘʣʠʩʪʳ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʨʝʢʦʤʝʥʜʫʶʪ ʥʝ ʟʘʚʝʨʰʘʪʴ ʨʘʙʦʪʫ Kaspersky Endpoint 

Security, ʧʦʩʢʦʣʴʢʫ ʚ ʵʪʦʤ ʩʣʫʯʘʝ ʟʘʱʠʪʘ ʢʦʤʧʴʶʪʝʨʘ ʠ ʚʘʰʠʭ ʜʘʥʥʳʭ ʦʢʘʞʝʪʩʷ ʧʦʜ ʫʛʨʦʟʦʡ. ɽʩʣʠ 

ʪʨʝʙʫʝʪʩʷ, ʚʳ ʤʦʞʝʪʝ ʧʨʠʦʩʪʘʥʦʚʠʪʴ ʟʘʱʠʪʫ ʢʦʤʧʴʶʪʝʨʘ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʠʦʩʪʘʥʦʚʢʘ ʠ ʚʦʟʦʙʥʦʚʣʝʥʠʝ 

ʟʘʱʠʪʳ ʠ ʢʦʥʪʨʦʣʷ ʢʦʤʧʴʶʪʝʨʘ" ʥʘ ʩʪʨ. 63) ʥʘ ʥʝʦʙʭʦʜʠʤʳʡ ʩʨʦʢ, ʥʝ ʟʘʚʝʨʰʘʷ ʨʘʙʦʪʫ ʧʨʠʣʦʞʝʥʠʷ. 

ɺʳ ʤʦʞʝʪʝ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʩʪʘʪʫʩ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ ʩ ʧʦʤʦʱʴʶ ʚʠʜʞʝʪʘ ʉʦʩʪʦʷʥʠʝ ʟʘʱʠʪʳ. 

ʂʘʢ ʟʘʧʫʩʪʠʪʴ ʠʣʠ ʦʩʪʘʥʦʚʠʪʴ Kaspersky Endpoint Security ʚ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ (MMC) 

1. ʆʪʢʨʦʡʪʝ ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. 

2. ɺ ʧʘʧʢʝ ʋʧʨʘʚʣʷʝʤʳʝ ʫʩʪʨʦʡʩʪʚʘ ʜʝʨʝʚʘ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʦʪʢʨʦʡʪʝ ʧʘʧʢʫ ʩ 

ʥʘʟʚʘʥʠʝʤ ʛʨʫʧʧʳ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ, ʚ ʩʦʩʪʘʚ ʢʦʪʦʨʦʡ ʚʭʦʜʷʪ ʥʫʞʥʳʝ ʢʣʠʝʥʪʩʢʠʝ ʢʦʤʧʴʶʪʝʨʳ. 

3. ɺ ʨʘʙʦʯʝʡ ʦʙʣʘʩʪʠ ʚʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʋʩʪʨʦʡʩʪʚʘ. 
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4. ʆʪʢʨʦʡʪʝ ʩʚʦʡʩʪʚʘ ʢʦʤʧʴʶʪʝʨʘ ʜʚʦʡʥʳʤ ʱʝʣʯʢʦʤ ʤʳʰʠ. 

5. ɺ ʦʢʥʝ ʩʚʦʡʩʪʚ ʢʦʤʧʴʶʪʝʨʘ ʚʳʙʝʨʠʪʝ ʨʘʟʜʝʣ ʇʨʠʣʦʞʝʥʠʷ. 

6. ɺ ʩʧʠʩʢʝ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʨʠʣʦʞʝʥʠʡ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʚʳʙʝʨʠʪʝ 

Kaspersky Endpoint Security ʜʣʷ Windows ʠ ʦʪʢʨʦʡʪʝ ʩʚʦʡʩʪʚʘ ʧʨʠʣʦʞʝʥʠʷ ʜʚʦʡʥʳʤ ʱʝʣʯʢʦʤ 

ʤʳʰʠ. 

7. ɺʳʙʝʨʠʪʝ ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security. 

8. ɺʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

¶ ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʟʘʧʫʩʪʠʪʴ ʧʨʠʣʦʞʝʥʠʝ, ʩʧʨʘʚʘ ʦʪ ʩʧʠʩʢʘ ʧʨʠʣʦʞʝʥʠʡ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" 

ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

¶ ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʦʩʪʘʥʦʚʠʪʴ ʨʘʙʦʪʫ ʧʨʠʣʦʞʝʥʠʷ, ʩʧʨʘʚʘ ʦʪ ʩʧʠʩʢʘ ʧʨʠʣʦʞʝʥʠʡ "ʃʘʙʦʨʘʪʦʨʠʠ 

ʂʘʩʧʝʨʩʢʦʛʦ" ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

ʂʘʢ ʟʘʧʫʩʪʠʪʴ ʠʣʠ ʦʩʪʘʥʦʚʠʪʴ Kaspersky Endpoint Security ʚ Web Console 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ Web Console ʚʳʙʝʨʠʪʝ ɸʢʪʠʚʳ (ʋʩʪʨʦʡʩʪʚʘ) Ÿ ʋʧʨʘʚʣʷʝʤʳʝ ʫʩʪʨʦʡʩʪʚʘ. 

2. ʅʘʞʤʠʪʝ ʥʘ ʠʤʷ ʢʦʤʧʴʶʪʝʨʘ, ʥʘ ʢʦʪʦʨʦʤ ʚʳ ʭʦʪʠʪʝ ʟʘʧʫʩʪʠʪʴ ʠʣʠ ʦʩʪʘʥʦʚʠʪʴ Kaspersky Endpoint 

Security. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʩʚʦʡʩʪʚ ʢʦʤʧʴʶʪʝʨʘ. 

3. ɺʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʇʨʦʛʨʘʤʤʳ. 

4. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʥʘʧʨʦʪʠʚ ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security ʜʣʷ Windows. 

5. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɿʘʧʫʩʪʠʪʴ ʠʣʠ ʆʩʪʘʥʦʚʠʪʴ. 

ʂʘʢ ʟʘʧʫʩʪʠʪʴ ʠʣʠ ʦʩʪʘʥʦʚʠʪʴ Kaspersky Endpoint Security ʯʝʨʝʟ ʢʦʤʘʥʜʥʫʶ ʩʪʨʦʢʫ 

1. ɿʘʧʫʩʪʠʪʝ ʠʥʪʝʨʧʨʝʪʘʪʦʨ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ cmd ʦʪ ʠʤʝʥʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ. 

2. ʇʝʨʝʡʜʠʪʝ ʚ ʧʘʧʢʫ, ʚ ʢʦʪʦʨʦʡ ʨʘʩʧʦʣʦʞʝʥ ʠʩʧʦʣʥʷʝʤʳʡ ʬʘʡʣ Kaspersky Endpoint Security. 

ɺʳ ʤʦʞʝʪʝ ʜʦʙʘʚʠʪʴ ʚ ʩʠʩʪʝʤʥʫʶ ʧʝʨʝʤʝʥʥʫʶ %PATH% ʧʫʪʴ ʢ ʠʩʧʦʣʥʷʝʤʦʤʫ ʬʘʡʣʫ ʧʨʠ ʫʩʪʘʥʦʚʢʝ 

ʧʨʠʣʦʞʝʥʠʷ. 

3. ɼʣʷ ʟʘʧʫʩʢʘ ʧʨʠʣʦʞʝʥʠʷ ʚ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ ʚʚʝʜʠʪʝ klpsm.exe start_avp_service . 

4. ɼʣʷ ʦʩʪʘʥʦʚʢʠ ʧʨʠʣʦʞʝʥʠʷ ʚ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ ʚʚʝʜʠʪʝ klpsm.exe stop_avp_service . 

ɼʣʷ ʟʘʚʝʨʰʝʥʠʷ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʥʝʦʙʭʦʜʠʤʦ ʚʢʣʶʯʠʪʴ ʚʥʝʰʥʝʝ 

ʫʧʨʘʚʣʝʥʠʝ ʩʠʩʪʝʤʥʳʤʠ ʩʣʫʞʙʘʤʠ (ʩʤ. ʨʘʟʜʝʣ "ɿʘʱʠʪʘ ʩʣʫʞʙ ʧʨʠʣʦʞʝʥʠʷ ʦʪ ʚʥʝʰʥʝʛʦ 

ʫʧʨʘʚʣʝʥʠʷ" ʥʘ ʩʪʨ. 383). 

 
ʈʠʩʫʥʦʢ 16. ɿʘʧʫʩʢ ʠ ʟʘʚʝʨʰʝʥʠʝ ʨʘʙʦʪʳ ʧʨʦʛʨʘʤʤʳ ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ 
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ʇʨʠʦʩʪʘʥʦʚʢʘ ʠ ʚʦʟʦʙʥʦʚʣʝʥʠʝ 
ʟʘʱʠʪʳ ʠ ʢʦʥʪʨʦʣʷ ʢʦʤʧʴʶʪʝʨʘ 
ʇʨʠʦʩʪʘʥʦʚʢʘ ʟʘʱʠʪʳ ʠ ʢʦʥʪʨʦʣʷ ʢʦʤʧʴʶʪʝʨʘ ʦʟʥʘʯʘʝʪ ʚʳʢʣʶʯʝʥʠʝ ʥʘ ʥʝʢʦʪʦʨʦʝ ʚʨʝʤʷ ʚʩʝʭ ʢʦʤʧʦʥʝʥʪʦʚ 

ʟʘʱʠʪʳ ʠ ʚʩʝʭ ʢʦʤʧʦʥʝʥʪʦʚ ʢʦʥʪʨʦʣʷ Kaspersky Endpoint Security. 

ʉʦʩʪʦʷʥʠʝ ʧʨʠʣʦʞʝʥʠʷ ʦʪʦʙʨʘʞʘʝʪʩʷ ʩ ʧʦʤʦʱʴʶ ʟʥʘʯʢʘ ʧʨʠʣʦʞʝʥʠʷ ʚ ʦʙʣʘʩʪʠ ʫʚʝʜʦʤʣʝʥʠʡ ʧʘʥʝʣʠ ʟʘʜʘʯ 

(ʩʤ. ʨʘʟʜʝʣ çɿʥʘʯʦʢ ʧʨʠʣʦʞʝʥʠʷ ʚ ʦʙʣʘʩʪʠ ʫʚʝʜʦʤʣʝʥʠʡè ʥʘ ʩʪʨ. 54): 

¶ ʟʥʘʯʦʢ  ʩʚʠʜʝʪʝʣʴʩʪʚʫʝʪ ʦ ʧʨʠʦʩʪʘʥʦʚʢʝ ʟʘʱʠʪʳ ʠ ʢʦʥʪʨʦʣʷ ʢʦʤʧʴʶʪʝʨʘ; 

¶ ʟʥʘʯʦʢ  ʩʚʠʜʝʪʝʣʴʩʪʚʫʝʪ ʦ ʪʦʤ, ʯʪʦ ʟʘʱʠʪʘ ʠ ʢʦʥʪʨʦʣʴ ʢʦʤʧʴʶʪʝʨʘ ʚʢʣʶʯʝʥʳ. 

ʇʨʠʦʩʪʘʥʦʚʢʘ ʠ ʚʦʟʦʙʥʦʚʣʝʥʠʝ ʟʘʱʠʪʳ ʠ ʢʦʥʪʨʦʣʷ ʢʦʤʧʴʶʪʝʨʘ ʥʝ ʦʢʘʟʳʚʘʝʪ ʚʣʠʷʥʠʷ ʥʘ ʚʳʧʦʣʥʝʥʠʝ ʟʘʜʘʯ 

ʧʨʦʚʝʨʢʠ ʠ ʟʘʜʘʯʠ ʦʙʥʦʚʣʝʥʠʷ. 

ɽʩʣʠ ʚ ʤʦʤʝʥʪ ʧʨʠʦʩʪʘʥʦʚʢʠ ʠ ʚʦʟʦʙʥʦʚʣʝʥʠʷ ʟʘʱʠʪʳ ʠ ʢʦʥʪʨʦʣʷ ʢʦʤʧʴʶʪʝʨʘ ʙʳʣʠ ʫʩʪʘʥʦʚʣʝʥʳ ʩʝʪʝʚʳʝ 

ʩʦʝʜʠʥʝʥʠʷ, ʥʘ ʵʢʨʘʥ ʚʳʚʦʜʠʪʩʷ ʫʚʝʜʦʤʣʝʥʠʝ ʦ ʨʘʟʨʳʚʝ ʵʪʠʭ ʩʝʪʝʚʳʭ ʩʦʝʜʠʥʝʥʠʡ. 

Ʒ ʏʪʦʙʳ ʧʨʠʦʩʪʘʥʦʚʠʪʴ ʟʘʱʠʪʫ ʠ ʢʦʥʪʨʦʣʴ ʢʦʤʧʴʶʪʝʨʘ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ʇʦ ʧʨʘʚʦʡ ʢʣʘʚʠʰʝ ʤʳʰʠ ʦʪʢʨʦʡʪʝ ʢʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʟʥʘʯʢʘ ʧʨʠʣʦʞʝʥʠʷ, ʢʦʪʦʨʳʡ ʨʘʩʧʦʣʦʞʝʥ ʚ 

ʦʙʣʘʩʪʠ ʫʚʝʜʦʤʣʝʥʠʡ ʧʘʥʝʣʠ ʟʘʜʘʯ. 

2. ɺ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ʇʨʠʦʩʪʘʥʦʚʠʪʴ ʟʘʱʠʪʫ (ʩʤ. ʨʠʩʫʥʦʢ ʥʠʞʝ). 

ʕʪʦʪ ʧʫʥʢʪ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ ʜʦʩʪʫʧʝʥ, ʝʩʣʠ ʚʢʣʶʯʝʥʘ ɿʘʱʠʪʘ ʧʘʨʦʣʝʤ (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ 

ɿʘʱʠʪʳ ʧʘʨʦʣʝʤ" ʥʘ ʩʪʨ. 388). 

3. ɺʳʙʝʨʠʪʝ ʦʜʠʥ ʠʟ ʩʣʝʜʫʶʱʠʭ ʚʘʨʠʘʥʪʦʚ: 

¶ ʇʨʠʦʩʪʘʥʦʚʠʪʴ ʥʘ <ʧʝʨʠʦʜ ʚʨʝʤʝʥʠ> ï ʟʘʱʠʪʘ ʠ ʢʦʥʪʨʦʣʴ ʢʦʤʧʴʶʪʝʨʘ ʚʢʣʶʯʘʪʩʷ ʯʝʨʝʟ 

ʠʥʪʝʨʚʘʣ ʚʨʝʤʝʥʠ, ʫʢʘʟʘʥʥʳʡ ʚ ʨʘʩʢʨʳʚʘʶʱʝʤʩʷ ʩʧʠʩʢʝ ʥʠʞʝ. 

¶ ʇʨʠʦʩʪʘʥʦʚʠʪʴ ʜʦ ʧʝʨʝʟʘʧʫʩʢʘ ʧʨʠʣʦʞʝʥʠʷ ï ʟʘʱʠʪʘ ʠ ʢʦʥʪʨʦʣʴ ʢʦʤʧʴʶʪʝʨʘ ʚʢʣʶʯʘʪʩʷ 

ʧʦʩʣʝ ʧʝʨʝʟʘʧʫʩʢʘ ʧʨʠʣʦʞʝʥʠʷ ʠʣʠ ʧʝʨʝʟʘʛʨʫʟʢʠ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. ɼʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 

ʵʪʦʡ ʚʦʟʤʦʞʥʦʩʪʠ ʜʦʣʞʝʥ ʙʳʪʴ ʚʢʣʶʯʝʥ ʘʚʪʦʤʘʪʠʯʝʩʢʠʡ ʟʘʧʫʩʢ ʧʨʠʣʦʞʝʥʠʷ. 

¶ ʇʨʠʦʩʪʘʥʦʚʠʪʴ ï ʟʘʱʠʪʘ ʠ ʢʦʥʪʨʦʣʴ ʢʦʤʧʴʶʪʝʨʘ ʚʢʣʶʯʘʪʩʷ ʪʦʛʜʘ, ʢʦʛʜʘ ʚʳ ʨʝʰʠʪʝ 

ʚʦʟʦʙʥʦʚʠʪʴ ʠʭ. 

4. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʇʨʠʦʩʪʘʥʦʚʠʪʴ ʟʘʱʠʪʫ. 
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Kaspersky Endpoint Security ʧʨʠʦʩʪʘʥʦʚʠʪ ʨʘʙʦʪʫ ʚʩʝʭ ʢʦʤʧʦʥʝʥʪʦʚ ʟʘʱʠʪʳ ʠ ʢʦʥʪʨʦʣʷ, ʥʝ ʦʪʤʝʯʝʥʥʳʭ ʚ 

ʧʦʣʠʪʠʢʝ ʟʘʤʢʦʤ (). ʇʝʨʝʜ ʚʳʧʦʣʥʝʥʠʝʤ ʵʪʦʡ ʦʧʝʨʘʮʠʠ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʚʳʢʣʶʯʠʪʴ ʧʦʣʠʪʠʢʫ 

Kaspersky Security Center. 

 
ʈʠʩʫʥʦʢ 17. ʂʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʟʥʘʯʢʘ ʧʨʦʛʨʘʤʤʳ 

Ʒ ʏʪʦʙʳ ʚʦʟʦʙʥʦʚʠʪʴ ʟʘʱʠʪʫ ʠ ʢʦʥʪʨʦʣʴ ʢʦʤʧʴʶʪʝʨʘ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ʇʦ ʧʨʘʚʦʡ ʢʣʘʚʠʰʝ ʤʳʰʠ ʦʪʢʨʦʡʪʝ ʢʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʟʥʘʯʢʘ ʧʨʠʣʦʞʝʥʠʷ, ʢʦʪʦʨʳʡ ʨʘʩʧʦʣʦʞʝʥ ʚ 

ʦʙʣʘʩʪʠ ʫʚʝʜʦʤʣʝʥʠʡ ʧʘʥʝʣʠ ʟʘʜʘʯ. 

2. ɺ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ɺʦʟʦʙʥʦʚʠʪʴ ʟʘʱʠʪʫ. 

ɺʳ ʤʦʞʝʪʝ ʚʦʟʦʙʥʦʚʠʪʴ ʟʘʱʠʪʫ ʠ ʢʦʥʪʨʦʣʴ ʢʦʤʧʴʶʪʝʨʘ ʚ ʣʶʙʦʡ ʤʦʤʝʥʪ, ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ, ʢʘʢʦʡ 

ʚʘʨʠʘʥʪ ʧʨʠʦʩʪʘʥʦʚʢʠ ʟʘʱʠʪʳ ʠ ʢʦʥʪʨʦʣʷ ʢʦʤʧʴʶʪʝʨʘ ʚʳ ʚʳʙʨʘʣʠ ʨʘʥʝʝ. 
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ʇʦʠʩʢ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ 
ʇʨʦʚʝʨʢʘ ʥʘ ʥʘʣʠʯʠʝ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ ʷʚʣʷʝʪʩʷ ʚʘʞʥʳʤ ʬʘʢʪʦʨʦʤ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʢʦʤʧʴʶʪʝʨʘ. ʊʨʝʙʫʝʪʩʷ ʨʝʛʫʣʷʨʥʦ ʚʳʧʦʣʥʷʪʴ ʧʦʠʩʢ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ, ʯʪʦʙʳ ʠʩʢʣʶʯʠʪʴ ʚʦʟʤʦʞʥʦʩʪʴ 

ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʠʣʦʞʝʥʠʡ, ʢʦʪʦʨʳʝ ʥʝ ʙʳʣʠ ʦʙʥʘʨʫʞʝʥʳ ʢʦʤʧʦʥʝʥʪʘʤʠ ʟʘʱʠʪʳ, 

ʥʘʧʨʠʤʝʨ, ʠʟ-ʟʘ ʫʩʪʘʥʦʚʣʝʥʥʦʛʦ ʥʠʟʢʦʛʦ ʫʨʦʚʥʷ ʟʘʱʠʪʳ ʠʣʠ ʧʦ ʜʨʫʛʠʤ ʧʨʠʯʠʥʘʤ. 

Kaspersky Endpoint Security ʥʝ ʧʨʦʚʝʨʷʝʪ ʬʘʡʣʳ, ʩʦʜʝʨʞʠʤʦʝ ʢʦʪʦʨʳʭ ʨʘʩʧʦʣʦʞʝʥʦ ʚ ʦʙʣʘʯʥʦʤ 

ʭʨʘʥʠʣʠʱʝ OneDrive, ʠ ʩʦʟʜʘʝʪ ʚ ʞʫʨʥʘʣʝ ʟʘʧʠʩʠ ʦ ʪʦʤ, ʯʪʦ ʵʪʠ ʬʘʡʣʳ ʥʝ ʙʳʣʠ ʧʨʦʚʝʨʝʥʳ. 

ʇʦʣʥʘʷ ʧʨʦʚʝʨʢʘ 

ʊʱʘʪʝʣʴʥʘʷ ʧʨʦʚʝʨʢʘ ʚʩʝʡ ʩʠʩʪʝʤʳ. Kaspersky Endpoint Security ʧʨʦʚʝʨʷʝʪ ʩʣʝʜʫʶʱʠʝ ʦʙʲʝʢʪʳ: 

¶ ʧʘʤʷʪʴ ʷʜʨʘ; 

¶ ʦʙʲʝʢʪʳ, ʟʘʛʨʫʟʢʘ ʢʦʪʦʨʳʭ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʨʠ ʟʘʧʫʩʢʝ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ; 

¶ ʟʘʛʨʫʟʦʯʥʳʝ ʩʝʢʪʦʨʳ; 

¶ ʨʝʟʝʨʚʥʦʝ ʭʨʘʥʠʣʠʱʝ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ; 

¶ ʚʩʝ ʞʝʩʪʢʠʝ ʠ ʩʲʝʤʥʳʝ ʜʠʩʢʠ. 

ʉʧʝʮʠʘʣʠʩʪʳ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʨʝʢʦʤʝʥʜʫʶʪ ʥʝ ʠʟʤʝʥʷʪʴ ʦʙʣʘʩʪʴ ʧʨʦʚʝʨʢʠ ʟʘʜʘʯʠ ʇʦʣʥʘʷ 

ʧʨʦʚʝʨʢʘ. 

ɼʣʷ ʵʢʦʥʦʤʠʠ ʨʝʩʫʨʩʦʚ ʢʦʤʧʴʶʪʝʨʘ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʚʤʝʩʪʦ ʟʘʜʘʯʠ ʧʦʣʥʦʡ ʧʨʦʚʝʨʢʠ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʟʘʜʘʯʫ ʬʦʥʦʚʦʡ ʧʨʦʚʝʨʢʠ (ʩʤ. ʨʘʟʜʝʣ "ʌʦʥʦʚʘʷ ʧʨʦʚʝʨʢʘ" ʥʘ ʩʪʨ. 75). ʋʨʦʚʝʥʴ ʟʘʱʠʪʳ ʢʦʤʧʴʶʪʝʨʘ ʧʨʠ 

ʵʪʦʤ ʥʝ ʠʟʤʝʥʠʪʩʷ. 

ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ 

ʇʦ ʫʤʦʣʯʘʥʠʶ Kaspersky Endpoint Security ʧʨʦʚʝʨʷʝʪ ʧʘʤʷʪʴ ʷʜʨʘ, ʟʘʧʫʱʝʥʥʳʝ ʧʨʦʮʝʩʩʳ ʠ ʟʘʛʨʫʟʦʯʥʳʝ 

ʩʝʢʪʦʨʳ. 

ʉʧʝʮʠʘʣʠʩʪʳ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʨʝʢʦʤʝʥʜʫʶʪ ʥʝ ʠʟʤʝʥʷʪʴ ʦʙʣʘʩʪʴ ʧʨʦʚʝʨʢʠ ʟʘʜʘʯʠ 

ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ. 

ɺʳʙʦʨʦʯʥʘʷ ʧʨʦʚʝʨʢʘ 

Kaspersky Endpoint Security ʧʨʦʚʝʨʷʝʪ ʦʙʲʝʢʪʳ, ʚʳʙʨʘʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʝʤ. ɺʳ ʤʦʞʝʪʝ ʧʨʦʚʝʨʠʪʴ ʣʶʙʦʡ 

ʦʙʲʝʢʪ ʠʟ ʩʣʝʜʫʶʱʝʛʦ ʩʧʠʩʢʘ: 

¶ ʩʠʩʪʝʤʥʘʷ ʧʘʤʷʪʴ; 

¶ ʦʙʲʝʢʪʳ, ʟʘʛʨʫʟʢʘ ʢʦʪʦʨʳʭ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʨʠ ʟʘʧʫʩʢʝ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ; 

¶ ʨʝʟʝʨʚʥʦʝ ʭʨʘʥʠʣʠʱʝ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ; 

¶ ʧʦʯʪʦʚʳʡ ʷʱʠʢ Microsoft Outlook; 

¶ ʞʝʩʪʢʠʝ, ʩʲʝʤʥʳʝ ʠ ʩʝʪʝʚʳʝ ʜʠʩʢʠ; 
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¶ ʣʶʙʦʡ ʚʳʙʨʘʥʥʳʡ ʬʘʡʣ. 

ʌʦʥʦʚʘʷ ʧʨʦʚʝʨʢʘ 

ʌʦʥʦʚʘʷ ʧʨʦʚʝʨʢʘ ï ʵʪʦ ʨʝʞʠʤ ʧʨʦʚʝʨʢʠ Kaspersky Endpoint Security ʙʝʟ ʦʪʦʙʨʘʞʝʥʠʷ ʫʚʝʜʦʤʣʝʥʠʡ ʜʣʷ 

ʧʦʣʴʟʦʚʘʪʝʣʷ. ʌʦʥʦʚʘʷ ʧʨʦʚʝʨʢʘ ʪʨʝʙʫʝʪ ʤʝʥʴʰʝ ʨʝʩʫʨʩʦʚ ʢʦʤʧʴʶʪʝʨʘ, ʯʝʤ ʜʨʫʛʠʝ ʚʠʜʳ ʧʨʦʚʝʨʦʢ 

(ʥʘʧʨʠʤʝʨ, ʧʦʣʥʘʷ ʧʨʦʚʝʨʢʘ). ɺ ʵʪʦʤ ʨʝʞʠʤʝ Kaspersky Endpoint Security ʧʨʦʚʝʨʷʝʪ ʦʙʲʝʢʪʳ ʘʚʪʦʟʘʧʫʩʢʘ, 

ʟʘʛʨʫʟʦʯʥʦʛʦ ʩʝʢʪʦʨʘ, ʩʠʩʪʝʤʥʦʡ ʧʘʤʷʪʠ ʠ ʩʠʩʪʝʤʥʦʛʦ ʨʘʟʜʝʣʘ. 

ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʷ 

Kaspersky Endpoint Security ʧʨʦʚʝʨʷʝʪ ʤʦʜʫʣʠ ʧʨʠʣʦʞʝʥʠʷ ʥʘ ʥʘʣʠʯʠʝ ʧʦʚʨʝʞʜʝʥʠʡ ʠʣʠ ʠʟʤʝʥʝʥʠʡ. 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 
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ʇʨʦʚʝʨʢʘ ʢʦʤʧʴʶʪʝʨʘ 

ʇʨʦʚʝʨʢʘ ʷʚʣʷʝʪʩʷ ʚʘʞʥʳʤ ʬʘʢʪʦʨʦʤ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʤʧʴʶʪʝʨʘ. ʊʨʝʙʫʝʪʩʷ ʨʝʛʫʣʷʨʥʦ 

ʚʳʧʦʣʥʷʪʴ ʧʦʠʩʢ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ, ʯʪʦʙʳ ʠʩʢʣʶʯʠʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ ʚʨʝʜʦʥʦʩʥʳʭ 

ʧʨʠʣʦʞʝʥʠʡ, ʢʦʪʦʨʳʝ ʥʝ ʙʳʣʠ ʦʙʥʘʨʫʞʝʥʳ ʢʦʤʧʦʥʝʥʪʘʤʠ ʟʘʱʠʪʳ, ʥʘʧʨʠʤʝʨ, ʠʟ-ʟʘ ʫʩʪʘʥʦʚʣʝʥʥʦʛʦ ʥʠʟʢʦʛʦ 

ʫʨʦʚʥʷ ʟʘʱʠʪʳ ʠʣʠ ʧʦ ʜʨʫʛʠʤ ʧʨʠʯʠʥʘʤ. ʂʦʤʧʦʥʝʥʪ ʦʙʝʩʧʝʯʠʚʘʝʪ ʟʘʱʠʪʫ ʢʦʤʧʴʶʪʝʨʘ ʩ ʧʦʤʦʱʴʶ 

ʘʥʪʠʚʠʨʫʩʥʳʭ ʙʘʟ, ʦʙʣʘʯʥʦʡ ʩʣʫʞʙʳ Kaspersky Security Network (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ Kaspersky Security Network" ʥʘ ʩʪʨ. 122) ʠ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ. 

ɺ Kaspersky Endpoint Security ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʳ ʩʪʘʥʜʘʨʪʥʳʝ ʟʘʜʘʯʠ ʇʦʣʥʘʷ ʧʨʦʚʝʨʢʘ, ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ 

ʦʙʣʘʩʪʝʡ, ɺʳʙʦʨʦʯʥʘʷ ʧʨʦʚʝʨʢʘ. ɽʩʣʠ ʚ ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ ʨʘʟʚʝʨʥʫʪʘ ʩʠʩʪʝʤʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ 

Kaspersky Security Center, ʚʳ ʤʦʞʝʪʝ ʩʦʟʜʘʪʴ ʟʘʜʘʯʫ ʇʦʠʩʢ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ ʠ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ 

ʧʨʦʚʝʨʢʠ. ʊʘʢʞʝ ʚ Kaspersky Security Center ʜʦʩʪʫʧʥʘ ʟʘʜʘʯʘ ʌʦʥʦʚʘʷ ʧʨʦʚʝʨʢʘ (ʩʤ. ʨʘʟʜʝʣ "ʌʦʥʦʚʘʷ 

ʧʨʦʚʝʨʢʘ" ʥʘ ʩʪʨ. 75). ʅʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʬʦʥʦʚʦʡ ʧʨʦʚʝʨʢʠ ʥʝʚʦʟʤʦʞʥʦ. 

ʂʘʢ ʟʘʧʫʩʪʠʪʴ ʧʨʦʚʝʨʢʫ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ ʧʝʨʝʡʜʠʪʝ ʚ ʨʘʟʜʝʣ ɿʘʜʘʯʠ. 

2. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʩʧʠʩʢʝ ʟʘʜʘʯ ʚʳʙʝʨʠʪʝ ʟʘʜʘʯʫ ʧʨʦʚʝʨʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

3. ʅʘʩʪʨʦʡʪʝ ʧʘʨʘʤʝʪʨʳ ʟʘʜʘʯʠ ʧʨʦʚʝʨʢʠ (ʩʤ. ʪʘʙʣʠʮʫ ʥʠʞʝ). 



 

 

 

ʇʦʠʩʢ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ 

67 

 

 

 

ɽʩʣʠ ʪʨʝʙʫʝʪʩʷ, ʥʘʩʪʨʦʡʪʝ ʨʘʩʧʠʩʘʥʠʝ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ ʧʨʦʚʝʨʢʠ (ʩʤ. ʨʘʟʜʝʣ "ɿʘʧʫʩʢ ʧʨʦʚʝʨʢʠ ʧʦ 

ʨʘʩʧʠʩʘʥʠʶ" ʥʘ ʩʪʨ. 86). 

4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

5. ɿʘʧʫʩʪʠʪʝ ʟʘʜʘʯʫ ʧʨʦʚʝʨʢʠ. 

Kaspersky Endpoint Security ʟʘʧʫʩʪʠʪ ʧʨʦʚʝʨʢʫ ʢʦʤʧʴʶʪʝʨʘ. ʇʨʠʣʦʞʝʥʠʝ ʧʦʢʘʞʝʪ ʧʨʦʮʝʩʩ ʧʨʦʚʝʨʢʠ, 

ʢʦʣʠʯʝʩʪʚʦ ʧʨʦʚʝʨʝʥʥʳʭ ʬʘʡʣʦʚ ʠ ʦʩʪʘʚʰʠʝʩʷ ʚʨʝʤʷ. ɺʳ ʤʦʞʝʪʝ ʦʩʪʘʥʦʚʠʪʴ ʚʳʧʦʣʥʝʥʠʝ ʟʘʜʘʯʠ ʚ 

ʣʶʙʦʝ ʚʨʝʤʷ ʧʦ ʢʥʦʧʢʝ ʉʪʦʧ. ɽʩʣʠ ʟʘʜʘʯʘ ʧʨʦʚʝʨʢʠ ʥʝ ʦʪʦʙʨʘʞʘʝʪʩʷ, ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʟʘʧʨʝʪʠʣ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʣʦʢʘʣʴʥʳʭ ʟʘʜʘʯ ʚ ʧʦʣʠʪʠʢʝ (ʩʤ. ʨʘʟʜʝʣ "ʋʧʨʘʚʣʝʥʠʝ ʟʘʜʘʯʘʤʠ" ʥʘ ʩʪʨ. 40). 

ɺ ʨʝʟʫʣʴʪʘʪʝ Kaspersky Endpoint Security ʧʨʦʚʝʨʠʪ ʢʦʤʧʴʶʪʝʨ ʠ ʧʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʫʛʨʦʟ ʚʳʧʦʣʥʠʪ ʜʝʡʩʪʚʠʝ, 

ʟʘʜʘʥʥʦʝ ʚ ʧʘʨʘʤʝʪʨʘʭ ʧʨʠʣʦʞʝʥʠʷ. ʆʙʳʯʥʦ ʧʨʠʣʦʞʝʥʠʝ ʧʳʪʘʝʪʩʷ ʚʳʣʝʯʠʪʴ ʟʘʨʘʞʝʥʥʳʝ ʬʘʡʣʳ. ʇʨʠ ʵʪʦʤ 

ʟʘʨʘʞʝʥʥʳʝ ʬʘʡʣʳ ʤʦʛʫʪ ʧʦʣʫʯʘʪʴ ʩʣʝʜʫʶʱʠʝ ʩʪʘʪʫʩʳ: 

¶ ʆʪʣʦʞʝʥʦ. ɺʳʣʝʯʠʪʴ ʟʘʨʘʞʝʥʥʳʡ ʬʘʡʣ ʥʝ ʫʜʘʣʦʩʴ. ʇʨʠʣʦʞʝʥʠʝ ʫʜʘʣʠʪ ʟʘʨʘʞʝʥʥʳʡ ʬʘʡʣ ʧʦʩʣʝ 

ʧʝʨʝʟʘʛʨʫʟʢʠ ʢʦʤʧʴʶʪʝʨʘ. 

¶ ɿʘʧʠʩʘʥʦ ʚ ʦʪʯʝʪ. ɺʳʣʝʯʠʪʴ ʟʘʨʘʞʝʥʥʳʡ ʬʘʡʣ ʥʝ ʫʜʘʣʦʩʴ. ʇʨʠʣʦʞʝʥʠʝ ʜʦʙʘʚʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦʙ 

ʦʙʥʘʨʫʞʝʥʥʳʭ ʟʘʨʘʞʝʥʥʳʭ ʬʘʡʣʘʭ ʚ ʩʧʠʩʦʢ ʘʢʪʠʚʥʳʭ ʫʛʨʦʟ. 

¶ ɿʘʧʠʩʴ ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʠʣʠ ʆʰʠʙʢʘ ʟʘʧʠʩʠ. ɺʳʣʝʯʠʪʴ ʟʘʨʘʞʝʥʥʳʡ ʬʘʡʣ ʥʝ ʫʜʘʣʦʩʴ. ʋ 

ʧʨʠʣʦʞʝʥʠʷ ʥʝʪ ʧʨʘʚ ʥʘ ʟʘʧʠʩʴ. 

¶ ʆʙʨʘʙʦʪʢʘ ʫʞʝ ʚʳʧʦʣʥʝʥʘ. ʇʨʠʣʦʞʝʥʠʝ ʦʙʥʘʨʫʞʠʣʦ ʟʘʨʘʞʝʥʥʳʡ ʬʘʡʣ ʨʘʥʝʝ. ʇʨʠʣʦʞʝʥʠʝ 

ʚʳʣʝʯʠʪ ʠʣʠ ʫʜʘʣʠʪ ʟʘʨʘʞʝʥʥʳʡ ʬʘʡʣ ʧʦʩʣʝ ʧʝʨʝʟʘʛʨʫʟʢʠ ʢʦʤʧʴʶʪʝʨʘ. 
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ʇʘʨʘʤʝʪʨ ʆʧʠʩʘʥʠʝ 

ʋʨʦʚʝʥʴ 

ʙʝʟʦʧʘʩʥʦʩʪʠ 

ɼʣʷ ʧʨʦʚʝʨʢʠ Kaspersky Endpoint Security ʧʨʠʤʝʥʷʝʪ ʨʘʟʥʳʝ ʥʘʙʦʨʳ ʥʘʩʪʨʦʝʢ. 

ʅʘʙʦʨʳ ʥʘʩʪʨʦʝʢ, ʩʦʭʨʘʥʝʥʥʳʝ ʚ ʧʨʠʣʦʞʝʥʠʠ, ʥʘʟʳʚʘʶʪʩʷ ʫʨʦʚʥʷʤʠ 

ʙʝʟʦʧʘʩʥʦʩʪʠ: 

¶ ɺʳʩʦʢʠʡ. ʇʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security ʧʨʦʚʝʨʷʝʪ ʬʘʡʣʳ ʚʩʝʭ 

ʪʠʧʦʚ. ɺʦ ʚʨʝʤʷ ʧʨʦʚʝʨʢʠ ʩʦʩʪʘʚʥʳʭ ʬʘʡʣʦʚ ʧʨʠʣʦʞʝʥʠʝ ʜʦʧʦʣʥʠʪʝʣʴʥʦ 

ʧʨʦʚʝʨʷʝʪ ʬʘʡʣʳ ʧʦʯʪʦʚʳʭ ʬʦʨʤʘʪʦʚ. 

¶ ʈʝʢʦʤʝʥʜʫʝʤʳʡ. ʇʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security ʧʨʦʚʝʨʷʝʪ 

ʪʦʣʴʢʦ ʬʘʡʣʳ ʦʧʨʝʜʝʣʝʥʥʳʭ ʬʦʨʤʘʪʦʚ ʥʘ ʚʩʝʭ ʞʝʩʪʢʠʭ, ʩʤʝʥʥʳʭ ʠ ʩʝʪʝʚʳʭ 

ʜʠʩʢʘʭ ʢʦʤʧʴʶʪʝʨʘ, ʘ ʪʘʢʞʝ ʚʣʦʞʝʥʥʳʝ OLE-ʦʙʲʝʢʪʳ. ʇʨʠʣʦʞʝʥʠʝ ʥʝ 

ʧʨʦʚʝʨʷʝʪ ʘʨʭʠʚʳ ʠ ʫʩʪʘʥʦʚʦʯʥʳʝ ʧʘʢʝʪʳ. 

¶ ʅʠʟʢʠʡ. ʇʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security ʧʨʦʚʝʨʷʝʪ ʪʦʣʴʢʦ ʥʦʚʳʝ ʠ 

ʠʟʤʝʥʝʥʥʳʝ ʬʘʡʣʳ ʩ ʦʧʨʝʜʝʣʝʥʥʳʤʠ ʨʘʩʰʠʨʝʥʠʷʤʠ ʥʘ ʚʩʝʭ ʞʝʩʪʢʠʭ, 

ʩʤʝʥʥʳʭ ʠ ʩʝʪʝʚʳʭ ʜʠʩʢʘʭ ʢʦʤʧʴʶʪʝʨʘ. ʇʨʠʣʦʞʝʥʠʝ ʥʝ ʧʨʦʚʝʨʷʝʪ 

ʩʦʩʪʘʚʥʳʝ ʬʘʡʣʳ. 

ɺʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʦʜʠʥ ʠʟ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʭ ʫʨʦʚʥʝʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʣʠ 

ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʫʨʦʚʥʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ. ʇʦʩʣʝ ʪʦʛʦ ʢʘʢ ʚʳ 

ʠʟʤʝʥʠʣʠ ʧʘʨʘʤʝʪʨʳ ʫʨʦʚʥʷ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʚʳ ʚʩʝʛʜʘ ʤʦʞʝʪʝ ʚʝʨʥʫʪʴʩʷ ʢ 

ʨʝʢʦʤʝʥʜʫʝʤʳʤ ʧʘʨʘʤʝʪʨʘʤ ʫʨʦʚʥʷ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ɼʝʡʩʪʚʠʝ ʧʨʠ 

ʦʙʥʘʨʫʞʝʥʠʠ 

ʫʛʨʦʟʳ 

ʃʝʯʠʪʴ. ʋʜʘʣʷʪʴ, ʝʩʣʠ ʣʝʯʝʥʠʝ ʥʝʚʦʟʤʦʞʥʦ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʚʘʨʠʘʥʪ 

ʜʝʡʩʪʚʠʷ, ʪʦ ʧʨʠʣʦʞʝʥʠʝ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʳʪʘʝʪʩʷ ʚʳʣʝʯʠʪʴ ʚʩʝ ʦʙʥʘʨʫʞʝʥʥʳʝ 

ʟʘʨʘʞʝʥʥʳʝ ʬʘʡʣʳ. ɽʩʣʠ ʣʝʯʝʥʠʝ ʥʝʚʦʟʤʦʞʥʦ, ʪʦ ʧʨʠʣʦʞʝʥʠʝ ʠʭ ʫʜʘʣʷʝʪ. 

ʃʝʯʠʪʴ. ɹʣʦʢʠʨʦʚʘʪʴ, ʝʩʣʠ ʣʝʯʝʥʠʝ ʥʝʚʦʟʤʦʞʥʦ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʚʘʨʠʘʥʪ 

ʜʝʡʩʪʚʠʷ, ʪʦ Kaspersky Endpoint Security ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʳʪʘʝʪʩʷ ʚʳʣʝʯʠʪʴ ʚʩʝ 

ʦʙʥʘʨʫʞʝʥʥʳʝ ʟʘʨʘʞʝʥʥʳʝ ʬʘʡʣʳ. ɽʩʣʠ ʣʝʯʝʥʠʝ ʥʝʚʦʟʤʦʞʥʦ, ʪʦ Kaspersky 

Endpoint Security ʜʦʙʘʚʣʷʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʦʙʥʘʨʫʞʝʥʥʳʭ ʟʘʨʘʞʝʥʥʳʭ 

ʬʘʡʣʘʭ ʚ ʩʧʠʩʦʢ ʘʢʪʠʚʥʳʭ ʫʛʨʦʟ. 

ʀʥʬʦʨʤʠʨʦʚʘʪʴ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʚʘʨʠʘʥʪ ʜʝʡʩʪʚʠʷ, ʪʦ ʧʨʠ ʦʙʥʘʨʫʞʝʥʠʠ 

ʟʘʨʘʞʝʥʥʳʭ ʬʘʡʣʦʚ Kaspersky Endpoint Security ʜʦʙʘʚʣʷʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦʙ 

ʵʪʠʭ ʬʘʡʣʘʭ ʚ ʩʧʠʩʦʢ ʘʢʪʠʚʥʳʭ ʫʛʨʦʟ. 

ʇʝʨʝʜ ʣʝʯʝʥʠʝʤ ʠʣʠ ʫʜʘʣʝʥʠʝʤ ʟʘʨʘʞʝʥʥʦʛʦ ʬʘʡʣʘ ʧʨʠʣʦʞʝʥʠʝ ʬʦʨʤʠʨʫʝʪ 

ʝʛʦ ʨʝʟʝʨʚʥʫʶ ʢʦʧʠʶ ʥʘ ʪʦʪ ʩʣʫʯʘʡ, ʝʩʣʠ ʚʧʦʩʣʝʜʩʪʚʠʠ ʧʦʥʘʜʦʙʠʪʩʷ 

ʚʦʩʩʪʘʥʦʚʠʪʴ ʬʘʡʣ ʠʣʠ ʧʦʷʚʠʪʩʷ ʚʦʟʤʦʞʥʦʩʪʴ ʝʛʦ ʚʳʣʝʯʠʪʴ (ʩʤ. ʨʘʟʜʝʣ 

"ɺʦʩʩʪʘʥʦʚʣʝʥʠʝ ʬʘʡʣʦʚ ʠʟ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ" ʥʘ ʩʪʨ. 362). 

ʇʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʟʘʨʘʞʝʥʥʳʭ ʬʘʡʣʦʚ, ʷʚʣʷʶʱʠʭʩʷ ʯʘʩʪʴʶ ʧʨʠʣʦʞʝʥʠʷ 

Windows Store, Kaspersky Endpoint Security ʧʳʪʘʝʪʩʷ ʫʜʘʣʠʪʴ ʬʘʡʣ. 
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ʇʘʨʘʤʝʪʨ ʆʧʠʩʘʥʠʝ 

ɺʳʧʦʣʥʷʪʴ ʣʝʯʝʥʠʝ 

ʘʢʪʠʚʥʦʛʦ ʟʘʨʘʞʝʥʠʷ 

ʥʝʤʝʜʣʝʥʥʦ 

(ʜʦʩʪʫʧʝʥ ʪʦʣʴʢʦ ʚ 

ʢʦʥʩʦʣʠ Kaspersky 

Security Center) 

ʃʝʯʝʥʠʝ ʘʢʪʠʚʥʦʛʦ ʟʘʨʘʞʝʥʠʷ ʚ ʭʦʜʝ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ ʧʦʠʩʢʘ ʚʠʨʫʩʦʚ ʥʘ 

ʢʦʤʧʴʶʪʝʨʝ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʪʦʣʴʢʦ ʚ ʪʦʤ ʩʣʫʯʘʝ, ʝʩʣʠ ʚ ʩʚʦʡʩʪʚʘʭ 

ʧʨʠʤʝʥʝʥʥʦʡ ʢ ʵʪʦʤʫ ʢʦʤʧʴʶʪʝʨʫ ʧʦʣʠʪʠʢʠ ʚʢʣʶʯʝʥʘ ʬʫʥʢʮʠʷ ʣʝʯʝʥʠʷ 

ʘʢʪʠʚʥʦʛʦ ʟʘʨʘʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ʪʝʭʥʦʣʦʛʠʠ 

ʣʝʯʝʥʠʷ ʘʢʪʠʚʥʦʛʦ ʟʘʨʘʞʝʥʠʷ" ʥʘ ʩʪʨ. 117). 

ɽʩʣʠ ʬʣʘʞʦʢ ʫʩʪʘʥʦʚʣʝʥ, Kaspersky Endpoint Security ʣʝʯʠʪ ʘʢʪʠʚʥʦʝ 

ʟʘʨʘʞʝʥʠʝ ʩʨʘʟʫ ʧʦʩʣʝ ʝʛʦ ʦʙʥʘʨʫʞʝʥʠʷ ʚ ʭʦʜʝ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ ʧʦʠʩʢʘ 

ʚʠʨʫʩʦʚ. ʇʦʩʣʝ ʣʝʯʝʥʠʷ ʘʢʪʠʚʥʦʛʦ ʟʘʨʘʞʝʥʠʷ Kaspersky Endpoint Security 

ʧʝʨʝʟʘʛʨʫʞʘʝʪ ʢʦʤʧʴʶʪʝʨ, ʥʝ ʟʘʧʨʘʰʠʚʘʷ ʧʦʜʪʚʝʨʞʜʝʥʠʝ ʫ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ɽʩʣʠ ʬʣʘʞʦʢ ʩʥʷʪ, Kaspersky Endpoint Security ʥʝ ʣʝʯʠʪ ʘʢʪʠʚʥʦʝ ʟʘʨʘʞʝʥʠʝ 

ʩʨʘʟʫ ʧʦʩʣʝ ʝʛʦ ʦʙʥʘʨʫʞʝʥʠʷ ʚ ʭʦʜʝ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ ʧʦʠʩʢʘ ʚʠʨʫʩʦʚ. 

ʇʨʠʣʦʞʝʥʠʝ ʬʦʨʤʠʨʫʝʪ ʩʦʙʳʪʠʷ ʦʙ ʘʢʪʠʚʥʦʤ ʟʘʨʘʞʝʥʠʠ ʚ ʣʦʢʘʣʴʥʳʭ ʦʪʯʝʪʘʭ 

ʧʨʠʣʦʞʝʥʠʷ ʠ ʥʘ ʩʪʦʨʦʥʝ Kaspersky Security Center. ʃʝʯʝʥʠʝ ʘʢʪʠʚʥʦʛʦ 

ʟʘʨʘʞʝʥʠʷ ʚʦʟʤʦʞʥʦ ʧʨʠ ʧʦʚʪʦʨʥʦʤ ʟʘʧʫʩʢʝ ʟʘʜʘʯʠ ʧʦʠʩʢʘ ʚʠʨʫʩʦʚ ʩ 

ʚʢʣʶʯʝʥʥʦʡ ʬʫʥʢʮʠʝʡ ʣʝʯʝʥʠʷ ʘʢʪʠʚʥʦʛʦ ʟʘʨʘʞʝʥʠʷ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, 

ʩʠʩʪʝʤʥʳʡ ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʠʤʝʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʚʳʙʨʘʪʴ ʧʦʜʭʦʜʷʱʝʝ ʚʨʝʤʷ ʜʣʷ 

ʣʝʯʝʥʠʷ ʘʢʪʠʚʥʦʛʦ ʟʘʨʘʞʝʥʠʷ ʢʦʤʧʴʶʪʝʨʦʚ ʠ ʠʭ ʧʦʩʣʝʜʫʶʱʝʡ ʘʚʪʦʤʘʪʠʯʝʩʢʦʡ 

ʧʝʨʝʟʘʛʨʫʟʢʠ. 

ʆʙʣʘʩʪʴ ʧʨʦʚʝʨʢʠ ʉʧʠʩʦʢ ʦʙʲʝʢʪʦʚ, ʢʦʪʦʨʳʝ Kaspersky Endpoint Security ʧʨʦʚʝʨʷʝʪ ʚʦ ʚʨʝʤʷ 

ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ ʧʨʦʚʝʨʢʠ. ʆʙʲʝʢʪʦʤ ʧʨʦʚʝʨʢʠ ʤʦʞʝʪ ʙʳʪʴ ʧʘʤʷʪʴ ʷʜʨʘ, 

ʟʘʧʫʱʝʥʥʳʝ ʧʨʦʮʝʩʩʳ, ʟʘʛʨʫʟʦʯʥʳʝ ʩʝʢʪʦʨʳ, ʩʠʩʪʝʤʥʦʝ ʨʝʟʝʨʚʥʦʝ ʭʨʘʥʠʣʠʱʝ, 

ʧʦʯʪʦʚʳʝ ʙʘʟʳ, ʞʝʩʪʢʠʡ, ʩʲʝʤʥʳʡ ʠʣʠ ʩʝʪʝʚʦʡ ʜʠʩʢ, ʧʘʧʢʘ ʠʣʠ ʬʘʡʣ. 

ʈʘʩʧʠʩʘʥʠʝ 

ʧʨʦʚʝʨʢʠ 

ɺʨʫʯʥʫʶ. ʈʝʞʠʤ ʟʘʧʫʩʢʘ, ʧʨʠ ʢʦʪʦʨʦʤ ʚʳ ʟʘʧʫʩʢʘʝʪʝ ʧʨʦʚʝʨʢʫ ʚʨʫʯʥʫʶ ʚ 

ʫʜʦʙʥʦʝ ʜʣʷ ʚʘʩ ʚʨʝʤʷ. 

ʇʦ ʨʘʩʧʠʩʘʥʠʶ. ʈʝʞʠʤ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ ʧʨʦʚʝʨʢʠ, ʧʨʠ ʢʦʪʦʨʦʤ ʧʨʠʣʦʞʝʥʠʝ 

ʚʳʧʦʣʥʷʝʪ ʟʘʜʘʯʫ ʧʨʦʚʝʨʢʠ ʧʦ ʩʬʦʨʤʠʨʦʚʘʥʥʦʤʫ ʚʘʤʠ ʨʘʩʧʠʩʘʥʠʶ. ɽʩʣʠ 

ʚʳʙʨʘʥ ʵʪʦʪ ʨʝʞʠʤ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ ʧʨʦʚʝʨʢʠ, ʚʳ ʪʘʢʞʝ ʤʦʞʝʪʝ ʟʘʧʫʩʢʘʪʴ 

ʟʘʜʘʯʫ ʧʨʦʚʝʨʢʠ ʚʨʫʯʥʫʶ. 

ʆʪʣʦʞʠʪʴ ʟʘʧʫʩʢ 

ʧʦʩʣʝ ʩʪʘʨʪʘ 

ʧʨʠʣʦʞʝʥʠʷ ʥʘ N 

ʤʠʥʫʪ 

ʆʪʣʦʞʝʥʥʳʡ ʟʘʧʫʩʢ ʟʘʜʘʯʠ ʧʨʦʚʝʨʢʠ ʧʦʩʣʝ ʩʪʘʨʪʘ ʧʨʠʣʦʞʝʥʠʷ. ʇʦʩʣʝ ʩʪʘʨʪʘ 

ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʟʘʧʫʩʢʘʝʪʩʷ ʤʥʦʞʝʩʪʚʦ ʧʨʦʮʝʩʩʦʚ, ʧʦʵʪʦʤʫ ʫʜʦʙʥʦ 

ʟʘʧʫʩʢʘʪʴ ʟʘʜʘʯʫ ʧʨʦʚʝʨʢʠ ʥʝ ʩʨʘʟʫ ʧʦʩʣʝ ʟʘʧʫʩʢʘ Kaspersky Endpoint Security, 

ʘ ʯʝʨʝʟ ʥʝʢʦʪʦʨʦʝ ʚʨʝʤʷ. 

ɿʘʧʫʩʢʘʪʴ 

ʧʨʦʧʫʱʝʥʥʳʝ ʟʘʜʘʯʠ 

ɽʩʣʠ ʬʣʘʞʦʢ ʫʩʪʘʥʦʚʣʝʥ, Kaspersky Endpoint Security ʟʘʧʫʩʢʘʝʪ ʧʨʦʧʫʱʝʥʥʫʶ 

ʟʘʜʘʯʫ, ʢʘʢ ʪʦʣʴʢʦ ʵʪʦ ʩʪʘʥʝʪ ʚʦʟʤʦʞʥʳʤ. ɿʘʜʘʯʘ ʤʦʞʝʪ ʙʳʪʴ ʧʨʦʧʫʱʝʥʘ, 

ʥʘʧʨʠʤʝʨ, ʝʩʣʠ ʚ ʫʩʪʘʥʦʚʣʝʥʥʦʝ ʚʨʝʤʷ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ ʙʳʣ ʚʳʢʣʶʯʝʥ 

ʢʦʤʧʴʶʪʝʨ. ʂʦʛʜʘ ʫ ʧʨʠʣʦʞʝʥʠʷ ʧʦʷʚʣʷʝʪʩʷ ʚʦʟʤʦʞʥʦʩʪʴ ʚʳʧʦʣʥʠʪʴ 

ʧʨʦʧʫʱʝʥʥʳʝ ʟʘʜʘʯʠ, ʜʣʷ ʨʘʩʧʨʝʜʝʣʝʥʠʷ ʥʘʛʨʫʟʢʠ ʥʘ ʢʦʤʧʴʶʪʝʨ ʧʨʠʣʦʞʝʥʠʝ 

ʟʘʧʫʩʢʘʝʪ ʟʘʜʘʯʠ ʥʝ ʦʜʥʦʚʨʝʤʝʥʥʦ, ʘ ʩʣʫʯʘʡʥʳʤ ʦʙʨʘʟʦʤ ʚ ʪʝʯʝʥʠʝ 

ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʠʥʪʝʨʚʘʣʘ ʚʨʝʤʝʥʠ. 

ɽʩʣʠ ʬʣʘʞʦʢ ʩʥʷʪ, Kaspersky Endpoint Security ʥʝ ʟʘʧʫʩʢʘʝʪ ʧʨʦʧʫʱʝʥʥʳʝ 

ʟʘʜʘʯʠ, ʘ ʚʳʧʦʣʥʷʝʪ ʩʣʝʜʫʶʱʫʶ ʟʘʜʘʯʫ ʧʦ ʫʩʪʘʥʦʚʣʝʥʥʦʤʫ ʨʘʩʧʠʩʘʥʠʶ. 
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ʇʘʨʘʤʝʪʨ ʆʧʠʩʘʥʠʝ 

ɺʳʧʦʣʥʷʪʴ ʪʦʣʴʢʦ 

ʚʦ ʚʨʝʤʷ ʧʨʦʩʪʦʷ 

ʢʦʤʧʴʶʪʝʨʘ 

ʆʪʣʦʞʝʥʥʳʡ ʟʘʧʫʩʢ ʟʘʜʘʯʠ ʧʨʦʚʝʨʢʠ, ʝʩʣʠ ʨʝʩʫʨʩʳ ʢʦʤʧʴʶʪʝʨʘ ʟʘʥʷʪʳ. 

Kaspersky Endpoint Security ʟʘʧʫʩʢʘʝʪ ʟʘʜʘʯʫ ʧʨʦʚʝʨʢʠ, ʝʩʣʠ ʢʦʤʧʴʶʪʝʨ 

ʟʘʙʣʦʢʠʨʦʚʘʥ ʠʣʠ ʚʢʣʶʯʝʥʘ ʵʢʨʘʥʥʘʷ ʟʘʩʪʘʚʢʘ. ɽʩʣʠ ʚʳ ʧʨʝʨʚʘʣʠ ʚʳʧʦʣʥʝʥʠʝ 

ʟʘʜʘʯʠ ʠ, ʥʘʧʨʠʤʝʨ, ʨʘʟʙʣʦʢʠʨʦʚʘʣʠ ʢʦʤʧʴʶʪʝʨ, Kaspersky Endpoint Security 

ʟʘʧʫʩʪʠʪ ʟʘʜʘʯʫ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʩ ʪʦʛʦ ʞʝ ʤʝʩʪʘ, ʛʜʝ ʧʨʦʚʝʨʢʘ ʙʳʣʘ ʧʨʝʨʚʘʥʘ. 

ɿʘʧʫʩʢʘʪʴ 

ʧʨʦʚʝʨʢʫ ʩ 

ʧʨʘʚʘʤʠ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʟʘʜʘʯʘ ʧʨʦʚʝʨʢʠ ʟʘʧʫʩʢʘʝʪʩʷ ʦʪ ʠʤʝʥʠ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʩ ʧʨʘʚʘʤʠ 

ʢʦʪʦʨʦʛʦ ʚʳ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʳ ʚ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ. ʆʙʣʘʩʪʴ ʟʘʱʠʪʳ 

ʤʦʞʝʪ ʚʢʣʶʯʘʪʴ ʩʝʪʝʚʳʝ ʜʠʩʢʠ ʠʣʠ ʜʨʫʛʠʝ ʦʙʲʝʢʪʳ, ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʢʦʪʦʨʳʤ 

ʥʫʞʥʳ ʩʧʝʮʠʘʣʴʥʳʝ ʧʨʘʚʘ. ɺʳ ʤʦʞʝʪʝ ʫʢʘʟʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʦʙʣʘʜʘʶʱʝʛʦ 

ʵʪʠʤʠ ʧʨʘʚʘʤʠ, ʚ ʧʘʨʘʤʝʪʨʘʭ ʧʨʠʣʦʞʝʥʠʷ, ʠ ʟʘʧʫʩʢʘʪʴ ʟʘʜʘʯʫ ʧʨʦʚʝʨʢʠ ʦʪ 

ʠʤʝʥʠ ʵʪʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ʊʠʧʳ ʬʘʡʣʦʚ 

ʌʘʡʣʳ ʙʝʟ ʨʘʩʰʠʨʝʥʠʷ ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security ʩʯʠʪʘʝʪ 

ʠʩʧʦʣʥʷʝʤʳʤʠ. ʇʨʠʣʦʞʝʥʠʝ ʧʨʦʚʝʨʷʝʪ ʠʩʧʦʣʥʷʝʤʳʝ ʬʘʡʣʳ ʚʩʝʛʜʘ, 

ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ, ʬʘʡʣʳ ʢʘʢʦʛʦ ʪʠʧʘ ʚʳ ʚʳʙʨʘʣʠ ʜʣʷ ʧʨʦʚʝʨʢʠ. 

ɺʩʝ ʬʘʡʣʳ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʧʘʨʘʤʝʪʨ, Kaspersky Endpoint Security 

ʧʨʦʚʝʨʷʝʪ ʚʩʝ ʬʘʡʣʳ ʙʝʟ ʠʩʢʣʶʯʝʥʠʷ (ʣʶʙʳʭ ʬʦʨʤʘʪʦʚ ʠ ʨʘʩʰʠʨʝʥʠʡ). 

ʌʘʡʣʳ, ʧʨʦʚʝʨʷʝʤʳʝ ʧʦ ʬʦʨʤʘʪʫ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʧʘʨʘʤʝʪʨ, ʧʨʠʣʦʞʝʥʠʝ 

ʧʨʦʚʝʨʷʝʪ ʪʦʣʴʢʦ ʧʦʪʝʥʮʠʘʣʴʥʦ ʟʘʨʘʞʘʝʤʳʝ ʬʘʡʣʳ. ʇʝʨʝʜ ʥʘʯʘʣʦʤ ʧʦʠʩʢʘ 

ʚʨʝʜʦʥʦʩʥʦʛʦ ʢʦʜʘ ʚ ʬʘʡʣʝ ʚʳʧʦʣʥʷʝʪʩʷ ʘʥʘʣʠʟ ʝʛʦ ʚʥʫʪʨʝʥʥʝʛʦ ʟʘʛʦʣʦʚʢʘ ʥʘ 

ʧʨʝʜʤʝʪ ʬʦʨʤʘʪʘ ʬʘʡʣʘ (ʥʘʧʨʠʤʝʨ, TXT, DOC, EXE). ɺ ʧʨʦʮʝʩʩʝ ʧʨʦʚʝʨʢʠ 

ʫʯʠʪʳʚʘʝʪʩʷ ʪʘʢʞʝ ʨʘʩʰʠʨʝʥʠʝ ʬʘʡʣʘ. 

ʌʘʡʣʳ, ʧʨʦʚʝʨʷʝʤʳʝ ʧʦ ʨʘʩʰʠʨʝʥʠʶ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʧʘʨʘʤʝʪʨ, 

ʧʨʠʣʦʞʝʥʠʝ ʧʨʦʚʝʨʷʝʪ ʪʦʣʴʢʦ ʧʦʪʝʥʮʠʘʣʴʥʦ ʟʘʨʘʞʘʝʤʳʝ ʬʘʡʣʳ. ʌʦʨʤʘʪ 

ʬʘʡʣʘ ʦʧʨʝʜʝʣʷʝʪʩʷ ʥʘ ʦʩʥʦʚʘʥʠʠ ʝʛʦ ʨʘʩʰʠʨʝʥʠʷ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ Kaspersky Endpoint Security ʧʨʦʚʝʨʷʝʪ ʬʘʡʣʳ ʧʦ ʬʦʨʤʘʪʫ. 

ʇʨʦʚʝʨʷʪʴ ʬʘʡʣʳ ʧʦ ʨʘʩʰʠʨʝʥʠʶ ʤʝʥʝʝ ʙʝʟʦʧʘʩʥʦ, ʪʘʢ ʢʘʢ ʚʨʝʜʦʥʦʩʥʳʡ ʬʘʡʣ 

ʤʦʞʝʪ ʠʤʝʪʴ ʨʘʩʰʠʨʝʥʠʝ, ʢʦʪʦʨʦʝ ʥʝ ʚʭʦʜʠʪ ʚ ʩʧʠʩʦʢ ʧʦʪʝʥʮʠʘʣʴʥʦ 

ʟʘʨʘʞʘʝʤʳʭ (ʥʘʧʨʠʤʝʨ, .123 ). 

ʇʨʦʚʝʨʷʪʴ ʪʦʣʴʢʦ 

ʥʦʚʳʝ ʠ ʠʟʤʝʥʝʥʥʳʝ 

ʬʘʡʣʳ 

ʇʨʦʚʝʨʢʘ ʪʦʣʴʢʦ ʥʦʚʳʭ ʬʘʡʣʦʚ ʠ ʪʝʭ ʬʘʡʣʦʚ, ʢʦʪʦʨʳʝ ʠʟʤʝʥʠʣʠʩʴ 

ʧʦʩʣʝ ʧʨʝʜʳʜʫʱʝʡ ʧʨʦʚʝʨʢʠ. ʕʪʦ ʧʦʟʚʦʣʠʪ ʩʦʢʨʘʪʠʪʴ ʚʨʝʤʷ ʚʳʧʦʣʥʝʥʠʷ 

ʧʨʦʚʝʨʢʠ. ʊʘʢʦʡ ʨʝʞʠʤ ʧʨʦʚʝʨʢʠ ʨʘʩʧʨʦʩʪʨʘʥʷʝʪʩʷ ʢʘʢ ʥʘ ʧʨʦʩʪʳʝ, ʪʘʢ ʠ ʥʘ 

ʩʦʩʪʘʚʥʳʝ ʬʘʡʣʳ. 
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ʇʨʦʧʫʩʢʘʪʴ ʬʘʡʣ, 

ʝʩʣʠ ʝʛʦ ʧʨʦʚʝʨʢʘ 

ʜʣʠʪʩʷ ʙʦʣʝʝ N 

ʩʝʢʫʥʜ 

ʆʛʨʘʥʠʯʝʥʠʝ ʜʣʠʪʝʣʴʥʦʩʪʠ ʧʨʦʚʝʨʢʠ ʦʜʥʦʛʦ ʦʙʲʝʢʪʘ. ʇʦ ʠʩʪʝʯʝʥʠʠ ʟʘʜʘʥʥʦʛʦ 

ʚʨʝʤʝʥʠ ʧʨʠʣʦʞʝʥʠʝ ʧʨʝʢʨʘʱʘʝʪ ʧʨʦʚʝʨʢʫ ʬʘʡʣʘ. ʕʪʦ ʧʦʟʚʦʣʠʪ ʩʦʢʨʘʪʠʪʴ 

ʚʨʝʤʷ ʚʳʧʦʣʥʝʥʠʷ ʧʨʦʚʝʨʢʠ. 

ʅʝ ʟʘʧʫʩʢʘʪʴ 

ʥʝʩʢʦʣʴʢʦ ʟʘʜʘʯ 

ʧʨʦʚʝʨʢʠ 

ʦʜʥʦʚʨʝʤʝʥʥʦ 

ʆʪʣʦʞʝʥʥʳʡ ʟʘʧʫʩʢ ʟʘʜʘʯ ʧʨʦʚʝʨʢʠ, ʝʩʣʠ ʧʨʦʚʝʨʢʘ ʫʞʝ ʚʳʧʦʣʥʷʝʪʩʷ. Kaspersky 

Endpoint Security ʩʪʘʚʠʪ ʥʦʚʳʝ ʟʘʜʘʯʠ ʧʨʦʚʝʨʢʠ ʚ ʦʯʝʨʝʜʴ, ʝʩʣʠ ʪʝʢʫʱʘʷ 

ʧʨʦʚʝʨʢʘ ʝʱʝ ʧʨʦʜʦʣʞʘʝʪʩʷ. ʕʪʦ ʧʦʟʚʦʣʷʝʪ ʦʧʪʠʤʠʟʠʨʦʚʘʪʴ ʥʘʛʨʫʟʢʫ ʥʘ 

ʢʦʤʧɹʁʪʝʨ. ʅʘʧʨʠʤʝʨ, ʧʨʠʣʦʞʝʥʠʝ ʟʘʧʫʩʪʠʣʦ ʟʘʜʘʯʫ ʧʦʣʥʦʡ ʧʨʦʚʝʨʢʠ ʧʦ 

ʨʘʩʧʠʩʘʥʠʶ. ɽʩʣʠ ʧʦʣʴʟʦʚʘʪʝʣʴ ʧʳʪʘʝʪʩʷ ʟʘʧʫʩʪʠʪʴ ʙʳʩʪʨʫʶ ʧʨʦʚʝʨʢʫ ʚ 

ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ, Kaspersky Endpoint Security ʧʦʩʪʘʚʠʪ ʟʘʜʘʯʫ ʙʳʩʪʨʦʡ 

ʧʨʦʚʝʨʢʠ ʚ ʦʯʝʨʝʜʴ ʠ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʟʘʧʫʩʪʠʪ ʟʘʜʘʯʫ ʧʦʩʣʝ ʟʘʚʝʨʰʝʥʠʷ ʧʦʣʥʦʡ 

ʧʨʦʚʝʨʢʠ. 

Kaspersky Endpoint Security ʟʘʧʫʩʢʘʝʪ ʟʘʜʘʯʫ ʧʨʦʚʝʨʢʠ ʥʝʤʝʜʣʝʥʥʦ, ʜʘʞʝ ʝʩʣʠ 

ʟʘʧʫʱʝʥʘ ʜʨʫʛʘʷ ʟʘʜʘʯʘ ʧʨʦʚʝʨʢʠ, ʚ ʩʣʝʜʫʶʱʠʭ ʩʣʫʯʘʷʭ: 

¶ ʇʨʦʚʝʨʢʘ ʩʲʝʤʥʦʛʦ ʜʠʩʢʘ ʧʨʠ ʧʦʜʢʣʶʯʝʥʠʠ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʦʚʝʨʢʘ ʩʲʝʤʥʳʭ 

ʜʠʩʢʦʚ ʧʨʠ ʧʦʜʢʣʶʯʝʥʠʠ ʢ ʢʦʤʧʴʶʪʝʨʫ" ʥʘ ʩʪʨ. 74). 

¶ ʇʨʦʚʝʨʢʘ ʠʟ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ (ʥʘ ʩʪʨ. 77). 

¶ ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ, ʟʘʧʫʱʝʥʥʘʷ ʚ ʨʝʟʫʣʴʪʘʪʝ ʦʙʥʘʨʫʞʝʥʠʷ 

ʠʥʜʠʢʘʪʦʨʘ ʢʦʤʧʨʦʤʝʪʘʮʠʠ (IOC) (ʩʤ. ʨʘʟʜʝʣ "ʇʦʠʩʢ ʠʥʜʠʢʘʪʦʨʦʚ 

ʢʦʤʧʨʦʤʝʪʘʮʠʠ (ʩʪʘʥʜʘʨʪʥʘʷ ʟʘʜʘʯʘ)" ʥʘ ʩʪʨ. 329). 

ɽʩʣʠ ʬʣʘʞʦʢ ʩʥʷʪ, Kaspersky Endpoint Security ʧʦʟʚʦʣʷʝʪ ʟʘʧʫʩʢʘʪʴ ʥʝʩʢʦʣʴʢʦ 

ʟʘʜʘʯ ʧʨʦʚʝʨʢʠ ʦʜʥʦʚʨʝʤʝʥʥʦ. ɿʘʧʫʩʢ ʥʝʩʢʦʣʴʢʠʭ ʟʘʜʘʯ ʧʨʦʚʝʨʢʠ ʪʨʝʙʫʝʪ 

ʙʦʣʴʰʝ ʨʝʩʫʨʩʦʚ ʢʦʤʧʴʶʪʝʨʘ. 

ʇʨʦʚʝʨʷʪʴ ʘʨʭʠʚʳ ʇʨʦʚʝʨʢʘ ʘʨʭʠʚʦʚ ZIP, GZIP, BZIP, RAR, TAR, ARJ, CAB, LHA, JAR, ICE ʠ ʜʨʫʛʠʭ 

ʘʨʭʠʚʦʚ. ʇʨʠʣʦʞʝʥʠʝ ʧʨʦʚʝʨʷʝʪ ʘʨʭʠʚʳ ʥʝ ʪʦʣʴʢʦ ʧʦ ʨʘʩʰʠʨʝʥʠʶ, ʥʦ ʠ ʧʦ 

ʬʦʨʤʘʪʫ. ʇʨʠ ʧʨʦʚʝʨʢʝ ʘʨʭʠʚʦʚ ʧʨʠʣʦʞʝʥʠʝ ʚʳʧʦʣʥʷʝʪ ʨʝʢʫʨʩʠʚʥʫʶ 

ʨʘʩʧʘʢʦʚʢʫ. ʕʪʦ ʧʦʟʚʦʣʷʝʪ ʦʙʥʘʨʫʞʠʚʘʪʴ ʫʛʨʦʟʳ ʚʥʫʪʨʠ ʤʥʦʛʦʫʨʦʚʥʝʚʳʭ 

ʘʨʭʠʚʦʚ (ʘʨʭʠʚ ʚʥʫʪʨʠ ʘʨʭʠʚʘ). 

ʇʨʦʚʝʨʷʪʴ 

ʜʠʩʪʨʠʙʫʪʠʚʳ 

ʌʣʘʞʦʢ ʚʢʣʶʯʘʝʪ / ʚʳʢʣʶʯʘʝʪ ʧʨʦʚʝʨʢʫ ʜʠʩʪʨʠʙʫʪʠʚʦʚ ʩʪʦʨʦʥʥʠʭ ʧʨʠʣʦʞʝʥʠʡ. 

ʇʨʦʚʝʨʷʪʴ ʬʘʡʣʳ 

ʦʬʠʩʥʳʭ 

ʬʦʨʤʘʪʦʚ 

ʇʨʦʚʝʨʢʘ ʬʘʡʣʦʚ Microsoft Office (DOC, DOCX, XLS, PPT ʠ ʜʨʫʛʠʭ). ʂ ʬʘʡʣʘʤ 

ʦʬʠʩʥʳʭ ʬʦʨʤʘʪʦʚ ʪʘʢʞʝ ʦʪʥʦʩʷʪʩʷ OLE-ʦʙʲʝʢʪʳ. Kaspersky Endpoint Security 

ʧʨʦʚʝʨʷʝʪ ʬʘʡʣʳ ʦʬʠʩʥʳʭ ʬʦʨʤʘʪʦʚ, ʨʘʟʤʝʨ ʢʦʪʦʨʳʭ ʤʝʥʴʰʝ 1 ʄɹ, 

ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʩʦʩʪʦʷʥʠʷ ʬʣʘʞʢʘ. 
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ʇʨʦʚʝʨʷʪʴ ʬʘʡʣʳ 

ʧʦʯʪʦʚʳʭ 

ʬʦʨʤʘʪʦʚ 

ʇʨʦʚʝʨʢʘ ʬʘʡʣʦʚ ʧʦʯʪʦʚʳʭ ʬʦʨʤʘʪʦʚ, ʘ ʪʘʢʞʝ ʧʦʯʪʦʚʦʡ ʙʘʟʳ ʜʘʥʥʳʭ. 

ʇʨʠʣʦʞʝʥʠʝ ʧʨʦʚʝʨʷʝʪ PST- ʠ OST-ʬʘʡʣʳ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪ ʧʦʯʪʦʚʳʝ 

ʢʣʠʝʥʪʳ MS Outlook / Windows Mail, ʠ EML-ʬʘʡʣʳ. 

Kaspersky Endpoint Security ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪ ʨʘʙʦʪʫ ʩ 64-ʙʠʪʥʦʡ ʚʝʨʩʠʝʡ 

ʧʦʯʪʦʚʦʛʦ ʢʣʠʝʥʪʘ MS Outlook. ʊʦ ʝʩʪʴ, Kaspersky Endpoint Security ʥʝ 

ʧʨʦʚʝʨʷʝʪ ʬʘʡʣʳ, ʩʚʷʟʘʥʥʳʝ ʩ ʨʘʙʦʪʦʡ 64-ʙʠʪʥʦʡ ʚʝʨʩʠʠ ʧʦʯʪʦʚʦʛʦ ʢʣʠʝʥʪʘ 

MS Outlook (PST- ʠ OST-ʬʘʡʣʳ), ʜʘʞʝ ʝʩʣʠ ʧʦʯʪʘ ʚʢʣʶʯʝʥʘ ʚ ʦʙʣʘʩʪʴ 

ʧʨʦʚʝʨʢʠ (ʩʤ. ʨʘʟʜʝʣ "ʌʦʨʤʠʨʦʚʘʥʠʝ ʦʙʣʘʩʪʠ ʧʨʦʚʝʨʢʠ" ʥʘ ʩʪʨ. 85). 

ɽʩʣʠ ʬʣʘʞʦʢ ʫʩʪʘʥʦʚʣʝʥ, Kaspersky Endpoint Security ʨʘʟʙʠʨʘʝʪ ʬʘʡʣ 

ʧʦʯʪʦʚʦʛʦ ʬʦʨʤʘʪʘ ʥʘ ʩʦʩʪʘʚʣʷʶʱʠʝ ʯʘʩʪʠ (ʟʘʛʦʣʦʚʦʢ, ʪʝʣʦ, ʚʣʦʞʝʥʠʷ) ʠ 

ʘʥʘʣʠʟʠʨʫʝʪ ʠʭ ʥʘ ʥʘʣʠʯʠʝ ʫʛʨʦʟ. 

ɽʩʣʠ ʬʣʘʞʦʢ ʩʥʷʪ, Kaspersky Endpoint Security ʧʨʦʚʝʨʷʝʪ ʬʘʡʣ ʧʦʯʪʦʚʦʛʦ 

ʬʦʨʤʘʪʘ ʢʘʢ ʝʜʠʥʳʡ ʬʘʡʣ. 

ʇʨʦʚʝʨʷʪʴ ʘʨʭʠʚʳ, 

ʟʘʱʠʱʝʥʥʳʝ 

ʧʘʨʦʣʝʤ 

ɽʩʣʠ ʬʣʘʞʦʢ ʫʩʪʘʥʦʚʣʝʥ, ʧʨʠʣʦʞʝʥʠʝ ʧʨʦʚʝʨʷʝʪ ʘʨʭʠʚʳ, ʟʘʱʠʱʝʥʥʳʝ 

ʧʘʨʦʣʝʤ. ʇʝʨʝʜ ʧʨʦʚʝʨʢʦʡ ʬʘʡʣʦʚ, ʩʦʜʝʨʞʘʱʠʭʩʷ ʚ ʘʨʭʠʚʝ, ʥʘ ʵʢʨʘʥ 

ʚʳʚʦʜʠʪʩʷ ʟʘʧʨʦʩ ʧʘʨʦʣʷ. 

ɽʩʣʠ ʬʣʘʞʦʢ ʥʝ ʫʩʪʘʥʦʚʣʝʥ, ʧʨʠʣʦʞʝʥʠʝ ʧʨʦʧʫʩʢʘʝʪ ʧʨʦʚʝʨʢʫ ʟʘʱʠʱʝʥʥʳʭ 

ʧʘʨʦʣʝʤ ʘʨʭʠʚʦʚ. 

ʅʝ ʨʘʩʧʘʢʦʚʳʚʘʪʴ 

ʩʦʩʪʘʚʥʳʝ ʬʘʡʣʳ 

ʙʦʣʴʰʦʛʦ ʨʘʟʤʝʨʘ 

ɽʩʣʠ ʬʣʘʞʦʢ ʫʩʪʘʥʦʚʣʝʥ, ʪʦ ʧʨʠʣʦʞʝʥʠʝ ʥʝ ʧʨʦʚʝʨʷʝʪ ʩʦʩʪʘʚʥʳʝ ʬʘʡʣʳ, 

ʨʘʟʤʝʨʳ ʢʦʪʦʨʳʭ ʙʦʣʴʰʝ ʟʘʜʘʥʥʦʛʦ ʟʥʘʯʝʥʠʷ. 

ɽʩʣʠ ʬʣʘʞʦʢ ʩʥʷʪ, ʧʨʠʣʦʞʝʥʠʝ ʧʨʦʚʝʨʷʝʪ ʩʦʩʪʘʚʥʳʝ ʬʘʡʣʳ ʣʶʙʦʛʦ ʨʘʟʤʝʨʘ. 

ʇʨʠʣʦʞʝʥʠʝ ʧʨʦʚʝʨʷʝʪ ʬʘʡʣʳ ʙʦʣʴʰʠʭ ʨʘʟʤʝʨʦʚ, ʠʟʚʣʝʯʝʥʥʳʝ ʠʟ ʘʨʭʠʚʦʚ, 

ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʩʦʩʪʦʷʥʠʷ ʬʣʘʞʢʘ. 

ʄʘʰʠʥʥʦʝ ʦʙʫʯʝʥʠʝ 

ʠ ʩʠʛʥʘʪʫʨʥʳʡ 

ʘʥʘʣʠʟ 

ʇʨʠ ʤʝʪʦʜʝ ʧʨʦʚʝʨʢʠ ʄʘʰʠʥʥʦʝ ʦʙʫʯʝʥʠʝ ʠ ʩʠʛʥʘʪʫʨʥʳʡ ʘʥʘʣʠʟ ʠʩʧʦʣʴʟʫʶʪʩʷ 

ʙʘʟʳ Kaspersky Endpoint Security, ʩʦʜʝʨʞʘʱʠʝ ʦʧʠʩʘʥʠʷ ʠʟʚʝʩʪʥʳʭ ʫʛʨʦʟ ʠ 

ʤʝʪʦʜʳ ʠʭ ʫʩʪʨʘʥʝʥʠʷ. ɿʘʱʠʪʫ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʵʪʦʛʦ ʤʝʪʦʜʘ ʧʨʦʚʝʨʢʠ 

ʦʙʝʩʧʝʯʠʚʘʝʪ ʤʠʥʠʤʘʣʴʥʦ ʜʦʧʫʩʪʠʤʳʡ ʫʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ɺ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʨʝʢʦʤʝʥʜʘʮʠʷʤʠ ʩʧʝʮʠʘʣʠʩʪʦʚ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" 

ʤʝʪʦʜ ʧʨʦʚʝʨʢʠ ʄʘʰʠʥʥʦʝ ʦʙʫʯʝʥʠʝ ʠ ʩʠʛʥʘʪʫʨʥʳʡ ʘʥʘʣʠʟ ʚʩʝʛʜʘ ʚʢʣʶʯʝʥ. 

ʕʚʨʠʩʪʠʯʝʩʢʠʡ 

ʘʥʘʣʠʟ 

ʊʝʭʥʦʣʦʛʠʷ ʦʙʥʘʨʫʞʝʥʠʷ ʫʛʨʦʟ, ʢʦʪʦʨʳʝ ʥʝʚʦʟʤʦʞʥʦ ʦʧʨʝʜʝʣʠʪʴ ʩ ʧʦʤʦʱʴʶ 

ʪʝʢʫʱʝʡ ʚʝʨʩʠʠ ʙʘʟ ʧʨʠʣʦʞʝʥʠʡ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". ʇʦʟʚʦʣʷʝʪ 

ʥʘʭʦʜʠʪʴ ʬʘʡʣʳ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʩʦʜʝʨʞʘʪʴ ʥʝʠʟʚʝʩʪʥʳʡ ʚʠʨʫʩ ʠʣʠ ʥʦʚʫʶ 

ʤʦʜʠʬʠʢʘʮʠʶ ʠʟʚʝʩʪʥʦʛʦ ʚʠʨʫʩʘ. 

ɺʦ ʚʨʝʤʷ ʧʨʦʚʝʨʢʠ ʬʘʡʣʦʚ ʥʘ ʥʘʣʠʯʠʝ ʚʨʝʜʦʥʦʩʥʦʛʦ ʢʦʜʘ ʵʚʨʠʩʪʠʯʝʩʢʠʡ 

ʘʥʘʣʠʟʘʪʦʨ ʚʳʧʦʣʥʷʝʪ ʠʥʩʪʨʫʢʮʠʠ ʚ ʠʩʧʦʣʥʷʝʤʳʭ ʬʘʡʣʘʭ. ʂʦʣʠʯʝʩʪʚʦ 

ʠʥʩʪʨʫʢʮʠʡ, ʢʦʪʦʨʳʝ ʚʳʧʦʣʥʷʝʪ ʵʚʨʠʩʪʠʯʝʩʢʠʡ ʘʥʘʣʠʟʘʪʦʨ, ʟʘʚʠʩʠʪ ʦʪ 

ʟʘʜʘʥʥʦʛʦ ʫʨʦʚʥʷ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ. ʋʨʦʚʝʥʴ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ 

ʦʙʝʩʧʝʯʠʚʘʝʪ ʙʘʣʘʥʩ ʤʝʞʜʫ ʪʱʘʪʝʣʴʥʦʩʪʴʶ ʧʦʠʩʢʘ ʥʦʚʳʭ ʫʛʨʦʟ, ʩʪʝʧʝʥʴʶ 

ʟʘʛʨʫʟʢʠ ʨʝʩʫʨʩʦʚ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʠ ʜʣʠʪʝʣʴʥʦʩʪʴʶ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ 

ʘʥʘʣʠʟʘ. 
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ʇʘʨʘʤʝʪʨ ʆʧʠʩʘʥʠʝ 

ʊʝʭʥʦʣʦʛʠʷ iSwift 

(ʜʦʩʪʫʧʝʥ ʪʦʣʴʢʦ ʚ 

ʂʦʥʩʦʣʠ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ 

(MMC) ʠ 

ʠʥʪʝʨʬʝʡʩʝ 

Kaspersky Endpoint 

Security) 

ʊʝʭʥʦʣʦʛʠʷ, ʧʦʟʚʦʣʷʶʱʘʷ ʫʚʝʣʠʯʠʪʴ ʩʢʦʨʦʩʪʴ ʧʨʦʚʝʨʢʠ ʟʘ ʩʯʝʪ ʠʩʢʣʶʯʝʥʠʷ ʠʟ 

ʥʝʝ ʥʝʢʦʪʦʨʳʭ ʬʘʡʣʦʚ. ʌʘʡʣʳ ʠʩʢʣʶʯʘʶʪʩʷ ʠʟ ʧʨʦʚʝʨʢʠ ʧʦ ʩʧʝʮʠʘʣʴʥʦʤʫ 

ʘʣʛʦʨʠʪʤʫ, ʫʯʠʪʳʚʘʶʱʝʤʫ ʜʘʪʫ ʚʳʧʫʩʢʘ ʙʘʟ Kaspersky Endpoint Security, ʜʘʪʫ 

ʧʨʝʜʳʜʫʱʝʡ ʧʨʦʚʝʨʢʠ ʬʘʡʣʘ, ʘ ʪʘʢʞʝ ʠʟʤʝʥʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʦʚʝʨʢʠ. 

ʊʝʭʥʦʣʦʛʠʷ iSwift ʷʚʣʷʝʪʩʷ ʨʘʟʚʠʪʠʝʤ ʪʝʭʥʦʣʦʛʠʠ iChecker ʜʣʷ ʬʘʡʣʦʚʦʡ 

ʩʠʩʪʝʤʳ NTFS. 

ʊʝʭʥʦʣʦʛʠʷ iChecker 

(ʜʦʩʪʫʧʝʥ ʪʦʣʴʢʦ ʚ 

ʂʦʥʩʦʣʠ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ 

(MMC) ʠ 

ʠʥʪʝʨʬʝʡʩʝ 

Kaspersky Endpoint 

Security) 

ʊʝʭʥʦʣʦʛʠʷ, ʧʦʟʚʦʣʷʶʱʘʷ ʫʚʝʣʠʯʠʪʴ ʩʢʦʨʦʩʪʴ ʧʨʦʚʝʨʢʠ ʟʘ ʩʯʝʪ ʠʩʢʣʶʯʝʥʠʷ ʠʟ 

ʥʝʝ ʥʝʢʦʪʦʨʳʭ ʬʘʡʣʦʚ. ʌʘʡʣʳ ʠʩʢʣʶʯʘʶʪʩʷ ʠʟ ʧʨʦʚʝʨʢʠ ʧʦ ʩʧʝʮʠʘʣʴʥʦʤʫ 

ʘʣʛʦʨʠʪʤʫ, ʫʯʠʪʳʚʘʶʱʝʤʫ ʜʘʪʫ ʚʳʧʫʩʢʘ ʙʘʟ ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint 

Security, ʜʘʪʫ ʧʨʝʜʳʜʫʱʝʡ ʧʨʦʚʝʨʢʠ ʬʘʡʣʘ, ʘ ʪʘʢʞʝ ʠʟʤʝʥʝʥʠʝ ʥʘʩʪʨʦʝʢ 

ʧʨʦʚʝʨʢʠ. ʊʝʭʥʦʣʦʛʠʷ iChecker ʠʤʝʝʪ ʦʛʨʘʥʠʯʝʥʠʝ: ʦʥʘ ʥʝ ʨʘʙʦʪʘʝʪ ʩ ʬʘʡʣʘʤʠ 

ʙʦʣʴʰʠʭ ʨʘʟʤʝʨʦʚ, ʘ ʢʨʦʤʝ ʪʦʛʦ, ʧʨʠʤʝʥʠʤʘ ʪʦʣʴʢʦ ʢ ʬʘʡʣʘʤ ʩ ʠʟʚʝʩʪʥʦʡ 

ʧʨʠʣʦʞʝʥʠʶ ʩʪʨʫʢʪʫʨʦʡ (ʥʘʧʨʠʤʝʨ, ʢ ʬʘʡʣʘʤ ʬʦʨʤʘʪʘ EXE, DLL, LNK, TTF, 

INF, SYS, COM, CHM, ZIP, RAR). 

 

 

ʇʨʦʚʝʨʢʘ ʩʲʝʤʥʳʭ ʜʠʩʢʦʚ ʧʨʠ ʧʦʜʢʣʶʯʝʥʠʠ ʢ 
ʢʦʤʧʴʶʪʝʨʫ 

Kaspersky Endpoint Security ʧʨʦʚʝʨʷʝʪ ʚʩʝ ʬʘʡʣʳ, ʢʦʪʦʨʳʝ ʚʳ ʟʘʧʫʩʢʘʝʪʝ ʠʣʠ ʢʦʧʠʨʫʝʪʝ, ʜʘʞʝ ʝʩʣʠ ʬʘʡʣ 

ʨʘʩʧʦʣʦʞʝʥ ʥʘ ʩʲʝʤʥʦʤ ʜʠʩʢʝ (ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ). ɼʣʷ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ 

ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ ʚʠʨʫʩʦʚ ʠ ʜʨʫʛʠʭ ʧʨʠʣʦʞʝʥʠʡ, ʧʨʝʜʩʪʘʚʣʷʶʱʠʭ ʫʛʨʦʟʫ, ʚʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ 

ʘʚʪʦʤʘʪʠʯʝʩʢʫʶ ʧʨʦʚʝʨʢʫ ʩʲʝʤʥʳʭ ʜʠʩʢʦʚ ʧʨʠ ʧʦʜʢʣʶʯʝʥʠʠ ʢ ʢʦʤʧʴʶʪʝʨʫ. ʇʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʫʛʨʦʟʳ 

Kaspersky Endpoint Security ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʳʪʘʝʪʩʷ ʚʳʣʝʯʠʪʴ ʚʩʝ ʦʙʥʘʨʫʞʝʥʥʳʝ ʟʘʨʘʞʝʥʥʳʝ ʬʘʡʣʳ. ɽʩʣʠ 

ʣʝʯʝʥʠʝ ʥʝʚʦʟʤʦʞʥʦ, ʪʦ Kaspersky Endpoint Security ʠʭ ʫʜʘʣʷʝʪ. ʂʦʤʧʦʥʝʥʪ ʦʙʝʩʧʝʯʠʚʘʶʪ ʟʘʱʠʪʫ 

ʢʦʤʧʴʶʪʝʨʘ ʩ ʧʦʤʦʱʴʶ ʩʣʝʜʫʶʱʠʭ ʤʝʪʦʜʦʚ ʧʨʦʚʝʨʢʠ: ʤʘʰʠʥʥʦʝ ʦʙʫʯʝʥʠʝ, ʵʚʨʠʩʪʠʯʝʩʢʠʡ ʘʥʘʣʠʟ (ʚʳʩʦʢʠʡ 

ʫʨʦʚʝʥʴ) ʠ ʩʠʛʥʘʪʫʨʥʳʡ ʘʥʘʣʠʟ. ʊʘʢʞʝ Kaspersky Endpoint Security ʠʩʧʦʣʴʟʫʝʪ ʪʝʭʥʦʣʦʛʠʠ ʦʧʪʠʤʠʟʘʮʠʠ 

ʧʨʦʚʝʨʢʠ iSwift ʠ iChecker. ʊʝʭʥʦʣʦʛʠʠ ʚʢʣʶʯʝʥʳ ʧʦʩʪʦʷʥʥʦ ʠ ʚʳʢʣʶʯʠʪʴ ʠʭ ʥʝʚʦʟʤʦʞʥʦ. 

ʂʘʢ ʥʘʩʪʨʦʠʪʴ ʟʘʧʫʩʢ ʧʨʦʚʝʨʢʠ ʩʲʝʤʥʳʭ ʜʠʩʢʦʚ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ ʧʝʨʝʡʜʠʪʝ ʚ ʨʘʟʜʝʣ ɿʘʜʘʯʠ. 

2. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʩʧʠʩʢʝ ʟʘʜʘʯ ʚʳʙʝʨʠʪʝ ʟʘʜʘʯʫ ʧʨʦʚʝʨʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

3. ʀʩʧʦʣʴʟʫʡʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ʇʨʦʚʝʨʢʘ ʩʲʝʤʥʳʭ ʜʠʩʢʦʚ, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʧʨʦʚʝʨʢʫ 

ʩʲʝʤʥʳʭ ʜʠʩʢʦʚ ʧʨʠ ʧʦʜʢʣʶʯʝʥʠʠ ʢ ʢʦʤʧʴʶʪʝʨʫ. 

4. ʅʘʩʪʨʦʡʪʝ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʧʨʦʚʝʨʢʠ ʩʲʝʤʥʳʭ ʜʠʩʢʦʚ (ʩʤ. ʪʘʙʣʠʮʫ ʥʠʞʝ). 

5. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ Kaspersky Endpoint Security ʙʫʜʝʪ ʟʘʧʫʩʢʘʪʴ ʧʨʦʚʝʨʢʫ ʩʲʝʤʥʳʭ ʜʠʩʢʦʚ, ʨʘʟʤʝʨ ʢʦʪʦʨʳʭ ʥʝ 

ʧʨʝʚʳʰʘʝʪ ʫʢʘʟʘʥʥʳʡ ʤʘʢʩʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ. ɽʩʣʠ ʟʘʜʘʯʘ ʇʨʦʚʝʨʢʘ ʩʲʝʤʥʳʭ ʜʠʩʢʦʚ ʥʝ ʦʪʦʙʨʘʞʘʝʪʩʷ, 

ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʟʘʧʨʝʪʠʣ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʣʦʢʘʣʴʥʳʭ ʟʘʜʘʯ ʚ ʧʦʣʠʪʠʢʝ (ʩʤ. ʨʘʟʜʝʣ "ʋʧʨʘʚʣʝʥʠʝ 

ʟʘʜʘʯʘʤʠ" ʥʘ ʩʪʨ. 40). 
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ʊʘʙʣʠʮʘ 4. ʇʘʨʘʤʝʪʨʳ ʟʘʜʘʯʠ ʇʨʦʚʝʨʢʘ ʩʲʝʤʥʳʭ ʜʠʩʢʦʚ 
 

ʇʘʨʘʤʝʪʨ ʆʧʠʩʘʥʠʝ 

ɼʝʡʩʪʚʠʝ ʧʨʠ ʧʦʜʢʣʶʯʝʥʠʠ 

ʩʲʝʤʥʦʛʦ ʜʠʩʢʘ 

ʇʦʜʨʦʙʥʘʷ ʧʨʦʚʝʨʢʘ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʵʣʝʤʝʥʪ, ʪʦ ʧʦʩʣʝ 

ʧʦʜʢʣʶʯʝʥʠʷ ʩʲʝʤʥʦʛʦ ʜʠʩʢʘ Kaspersky Endpoint Security 

ʧʨʦʚʝʨʷʝʪ ʚʩʝ ʬʘʡʣʳ, ʨʘʩʧʦʣʦʞʝʥʥʳʝ ʥʘ ʩʲʝʤʥʦʤ ʜʠʩʢʝ, ʚ 

ʪʦʤ ʯʠʩʣʝ ʚʣʦʞʝʥʥʳʝ ʬʘʡʣʳ ʚʥʫʪʨʠ ʩʦʩʪʘʚʥʳʭ ʦʙʲʝʢʪʦʚ, 

ʘʨʭʠʚʳ, ʜʠʩʪʨʠʙʫʪʠʚʳ, ʬʘʡʣʳ ʦʬʠʩʥʳʭ ʬʦʨʤʘʪʦʚ. Kaspersky 

Endpoint Security ʥʝ ʧʨʦʚʝʨʷʝʪ ʬʘʡʣʳ ʧʦʯʪʦʚʳʭ ʬʦʨʤʘʪʦʚ ʠ 

ʟʘʱʠʱʝʥʥʳʝ ʧʘʨʦʣʝʤ ʘʨʭʠʚʳ. 

ɹʳʩʪʨʘʷ ʧʨʦʚʝʨʢʘ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʚʘʨʠʘʥʪ, ʪʦ ʧʦʩʣʝ 

ʧʦʜʢʣʶʯʝʥʠʷ ʩʲʝʤʥʦʛʦ ʜʠʩʢʘ Kaspersky Endpoint Security 

ʧʨʦʚʝʨʷʝʪ ʪʦʣʴʢʦ ʬʘʡʣʳ ʦʧʨʝʜʝʣʝʥʥʳʭ ʬʦʨʤʘʪʦʚ (ʩʤ. ʨʘʟʜʝʣ 

"ʇʨʠʣʦʞʝʥʠʝ 3. ʈʘʩʰʠʨʝʥʠʷ ʬʘʡʣʦʚ ʜʣʷ ʙʳʩʪʨʦʡ ʧʨʦʚʝʨʢʠ 

ʩʲʝʤʥʳʭ ʜʠʩʢʦʚ" ʥʘ ʩʪʨ. 507), ʥʘʠʙʦʣʝʝ ʧʦʜʚʝʨʞʝʥʥʳʝ 

ʟʘʨʘʞʝʥʠʶ, ʘ ʪʘʢʞʝ ʥʝ ʨʘʩʧʘʢʦʚʳʚʘʝʪ ʩʦʩʪʘʚʥʳʝ ʦʙʲʝʢʪʳ. 

ʄʘʢʩʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ ʩʲʝʤʥʦʛʦ 

ʜʠʩʢʘ 

ɽʩʣʠ ʬʣʘʞʦʢ ʫʩʪʘʥʦʚʣʝʥ, ʪʦ Kaspersky Endpoint Security 

ʚʳʧʦʣʥʷʝʪ ʜʝʡʩʪʚʠʝ, ʚʳʙʨʘʥʥʦʝ ʚ ʨʘʩʢʨʳʚʘʶʱʝʤʩʷ ʩʧʠʩʢʝ 

ɼʝʡʩʪʚʠʝ ʧʨʠ ʧʦʜʢʣʶʯʝʥʠʠ ʩʲʝʤʥʦʛʦ ʜʠʩʢʘ, ʥʘʜ ʩʲʝʤʥʳʤʠ 

ʜʠʩʢʘʤʠ, ʨʘʟʤʝʨ ʢʦʪʦʨʳʭ ʥʝ ʧʨʝʚʳʰʘʝʪ ʫʢʘʟʘʥʥʳʡ 

ʤʘʢʩʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ. 

ɽʩʣʠ ʬʣʘʞʦʢ ʩʥʷʪ, ʪʦ Kaspersky Endpoint Security ʚʳʧʦʣʥʷʝʪ 

ʜʝʡʩʪʚʠʝ, ʚʳʙʨʘʥʥʦʝ ʚ ʨʘʩʢʨʳʚʘʶʱʝʤʩʷ ʩʧʠʩʢʝ ɼʝʡʩʪʚʠʝ ʧʨʠ 

ʧʦʜʢʣʶʯʝʥʠʠ ʩʲʝʤʥʦʛʦ ʜʠʩʢʘ, ʥʘʜ ʩʲʝʤʥʳʤʠ ʜʠʩʢʘʤʠ 

ʣʶʙʦʛʦ ʨʘʟʤʝʨʘ. 

ʆʪʦʙʨʘʞʘʪʴ ʭʦʜ ʧʨʦʚʝʨʢʠ ɽʩʣʠ ʬʣʘʞʦʢ ʫʩʪʘʥʦʚʣʝʥ, ʪʦ Kaspersky Endpoint Security 

ʦʪʦʙʨʘʞʘʝʪ ʭʦʜ ʧʨʦʚʝʨʢʠ ʩʲʝʤʥʳʭ ʜʠʩʢʦʚ ʚ ʦʪʜʝʣʴʥʦʤ ʦʢʥʝ, ʘ 

ʪʘʢʞʝ ʚ ʨʘʟʜʝʣʝ ɿʘʜʘʯʠ. 

ɽʩʣʠ ʬʣʘʞʦʢ ʩʥʷʪ, ʪʦ Kaspersky Endpoint Security ʚʳʧʦʣʥʷʝʪ 

ʧʨʦʚʝʨʢʫ ʩʲʝʤʥʳʭ ʜʠʩʢʦʚ ʚ ʬʦʥʦʚʦʤ ʨʝʞʠʤʝ. 

ɿʘʧʨʝʪʠʪʴ ʦʩʪʘʥʦʚʢʫ ʟʘʜʘʯʠ 

ʧʨʦʚʝʨʢʠ 

ɽʩʣʠ ʬʣʘʞʦʢ ʫʩʪʘʥʦʚʣʝʥ, ʪʦ ʚ ʣʦʢʘʣʴʥʦʤ ʠʥʪʝʨʬʝʡʩʝ 

Kaspersky Endpoint Security ʜʣʷ ʟʘʜʘʯʠ ʧʨʦʚʝʨʢʠ ʩʲʝʤʥʳʭ 

ʜʠʩʢʦʚ ʥʝʜʦʩʪʫʧʥʳ ʢʥʦʧʢʘ ʉʪʦʧ ʚ ʨʘʟʜʝʣʝ ɿʘʜʘʯʠ ʠ ʢʥʦʧʢʘ 

ʉʪʦʧ ʚ ʦʢʥʝ ʧʨʦʚʝʨʢʠ ʩʲʝʤʥʦʛʦ ʜʠʩʢʘ. 

 

 

ʌʦʥʦʚʘʷ ʧʨʦʚʝʨʢʘ 

ʌʦʥʦʚʘʷ ʧʨʦʚʝʨʢʘ ï ʵʪʦ ʨʝʞʠʤ ʧʨʦʚʝʨʢʠ Kaspersky Endpoint Security ʙʝʟ ʦʪʦʙʨʘʞʝʥʠʷ ʫʚʝʜʦʤʣʝʥʠʡ ʜʣʷ 

ʧʦʣʴʟʦʚʘʪʝʣʷ. ʌʦʥʦʚʘʷ ʧʨʦʚʝʨʢʘ ʪʨʝʙʫʝʪ ʤʝʥʴʰʝ ʨʝʩʫʨʩʦʚ ʢʦʤʧʴʶʪʝʨʘ, ʯʝʤ ʜʨʫʛʠʝ ʚʠʜʳ ʧʨʦʚʝʨʦʢ 

(ʥʘʧʨʠʤʝʨ, ʧʦʣʥʘʷ ʧʨʦʚʝʨʢʘ). ɺ ʵʪʦʤ ʨʝʞʠʤʝ Kaspersky Endpoint Security ʧʨʦʚʝʨʷʝʪ ʦʙʲʝʢʪʳ ʘʚʪʦʟʘʧʫʩʢʘ, 

ʟʘʛʨʫʟʦʯʥʦʛʦ ʩʝʢʪʦʨʘ, ʩʠʩʪʝʤʥʦʡ ʧʘʤʷʪʠ ʠ ʩʠʩʪʝʤʥʦʛʦ ʨʘʟʜʝʣʘ. 

ɼʣʷ ʵʢʦʥʦʤʠʠ ʨʝʩʫʨʩʦʚ ʢʦʤʧʴʶʪʝʨʘ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʚʤʝʩʪʦ ʟʘʜʘʯʠ ʧʦʣʥʦʡ ʧʨʦʚʝʨʢʠ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʦʚʝʨʢʘ 

ʢʦʤʧʴʶʪʝʨʘ" ʥʘ ʩʪʨ. 66) ʠʩʧʦʣʴʟʦʚʘʪʴ ʟʘʜʘʯʫ ʬʦʥʦʚʦʡ ʧʨʦʚʝʨʢʠ. ʋʨʦʚʝʥʴ ʟʘʱʠʪʳ ʢʦʤʧʴʶʪʝʨʘ ʧʨʠ ʵʪʦʤ ʥʝ 

ʠʟʤʝʥʠʪʩʷ. ʆʙʣʘʩʪʴ ʧʨʦʚʝʨʢʠ ʜʣʷ ʵʪʠʭ ʟʘʜʘʯ ʦʜʠʥʘʢʦʚʘʷ. ɼʣʷ ʦʧʪʠʤʠʟʘʮʠʠ ʥʘʛʨʫʟʢʠ ʥʘ ʢʦʤʧʴʶʪʝʨ 

ʧʨʠʣʦʞʝʥʠʝ ʥʝ ʟʘʧʫʩʢʘʝʪ ʟʘʜʘʯʠ ʧʦʣʥʦʡ ʧʨʦʚʝʨʢʠ ʠ ʬʦʥʦʚʦʡ ʧʨʦʚʝʨʢʠ ʦʜʥʦʚʨʝʤʝʥʥʦ. ɽʩʣʠ ʚʳ ʟʘʧʫʩʪʠʣʠ 
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ʟʘʜʘʯʫ ʧʦʣʥʦʡ ʧʨʦʚʝʨʢʠ, Kaspersky Endpoint Security ʥʝ ʙʫʜʝʪ ʟʘʧʫʩʢʘʪʴ ʟʘʜʘʯʫ ʬʦʥʦʚʦʡ ʧʨʦʚʝʨʢʠ ʚ 

ʪʝʯʝʥʠʝ ʩʝʤʠ ʜʥʝʡ ʧʦʩʣʝ ʚʳʧʦʣʥʝʥʠʷ ʧʦʣʥʦʡ ʧʨʦʚʝʨʢʠ. 

ʌʦʥʦʚʘʷ ʧʨʦʚʝʨʢʘ ʟʘʧʫʩʢʘʝʪʩʷ ʚ ʩʣʝʜʫʶʱʠʭ ʩʣʫʯʘʷʭ: 

¶ ʧʦʩʣʝ ʦʙʥʦʚʣʝʥʠʷ ʘʥʪʠʚʠʨʫʩʥʳʭ ʙʘʟ; 

¶ ʯʝʨʝʟ 30 ʤʠʥʫʪ ʧʦʩʣʝ ʟʘʧʫʩʢʘ Kaspersky Endpoint Security; 

¶ ʢʘʞʜʳʝ ʰʝʩʪʴ ʯʘʩʦʚ; 

¶ ʧʨʠ ʧʨʦʩʪʦʝ ʢʦʤʧʴʶʪʝʨʘ ʚ ʪʝʯʝʥʠʝ ʧʷʪʠ ʠ ʙʦʣʝʝ ʤʠʥʫʪ (ʢʦʤʧʴʶʪʝʨ ʟʘʙʣʦʢʠʨʦʚʘʥ ʠʣʠ ʚʢʣʶʯʝʥʘ 

ʵʢʨʘʥʥʘʷ ʟʘʩʪʘʚʢʘ). 
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ʌʦʥʦʚʘʷ ʧʨʦʚʝʨʢʘ ʧʨʠ ʧʨʦʩʪʦʝ ʢʦʤʧʴʶʪʝʨʘ ʧʨʝʨʳʚʘʝʪʩʷ ʧʨʠ ʚʳʧʦʣʥʝʥʠʠ ʣʶʙʦʛʦ ʠʟ ʩʣʝʜʫʶʱʠʭ ʫʩʣʦʚʠʡ: 

¶ ʂʦʤʧʴʶʪʝʨ ʧʝʨʝʰʝʣ ʚ ʘʢʪʠʚʥʳʡ ʨʝʞʠʤ. 

ɽʩʣʠ ʬʦʥʦʚʘʷ ʧʨʦʚʝʨʢʘ ʥʝ ʚʳʧʦʣʥʷʣʘʩʴ ʙʦʣʝʝ ʜʝʩʷʪʠ ʜʥʝʡ, ʧʨʦʚʝʨʢʘ ʥʝ ʧʨʝʨʳʚʘʝʪʩʷ. 

¶ ʂʦʤʧʴʶʪʝʨ (ʥʦʫʪʙʫʢ) ʧʝʨʝʰʝʣ ʚ ʨʝʞʠʤ ʧʠʪʘʥʠʷ ʦʪ ʙʘʪʘʨʝʠ. 

ʇʨʠ ʚʳʧʦʣʥʝʥʠʠ ʬʦʥʦʚʦʡ ʧʨʦʚʝʨʢʠ Kaspersky Endpoint Security ʥʝ ʧʨʦʚʝʨʷʝʪ ʬʘʡʣʳ, ʩʦʜʝʨʞʠʤʦʝ 

ʢʦʪʦʨʳʭ ʨʘʩʧʦʣʦʞʝʥʦ ʚ ʦʙʣʘʯʥʦʤ ʭʨʘʥʠʣʠʱʝ OneDrive. 

ʂʘʢ ʚʢʣʶʯʠʪʴ ʬʦʥʦʚʫʶ ʧʨʦʚʝʨʢʫ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ ʧʝʨʝʡʜʠʪʝ ʚ ʨʘʟʜʝʣ ɿʘʜʘʯʠ. 

2. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʩʧʠʩʢʝ ʟʘʜʘʯ ʚʳʙʝʨʠʪʝ ʟʘʜʘʯʫ ʧʨʦʚʝʨʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

3. ʀʩʧʦʣʴʟʫʡʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ʌʦʥʦʚʘʷ ʧʨʦʚʝʨʢʘ, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʬʦʥʦʚʫʶ 

ʧʨʦʚʝʨʢʫ. 

4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ɽʩʣʠ ʟʘʜʘʯʘ ʌʦʥʦʚʘʷ ʧʨʦʚʝʨʢʘ ʥʝ ʦʪʦʙʨʘʞʘʝʪʩʷ, ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʟʘʧʨʝʪʠʣ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʣʦʢʘʣʴʥʳʭ 

ʟʘʜʘʯ ʚ ʧʦʣʠʪʠʢʝ (ʩʤ. ʨʘʟʜʝʣ "ʋʧʨʘʚʣʝʥʠʝ ʟʘʜʘʯʘʤʠ" ʥʘ ʩʪʨ. 40). 

 

ʇʨʦʚʝʨʢʘ ʠʟ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ 

Kaspersky Endpoint Security ʧʦʟʚʦʣʷʝʪ ʧʨʦʚʝʨʷʪʴ ʦʪʜʝʣʴʥʳʝ ʬʘʡʣʳ ʥʘ ʚʠʨʫʩʳ ʠ ʜʨʫʛʠʝ ʧʨʠʣʦʞʝʥʠʷ, 

ʧʨʝʜʩʪʘʚʣʷʶʱʠʝ ʫʛʨʦʟʫ, ʠʟ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ (ʩʤ. ʨʠʩ. ʥʠʞʝ). 

ʇʨʠ ʚʳʧʦʣʥʝʥʠʠ ʧʨʦʚʝʨʢʠ ʠʟ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ Kaspersky Endpoint Security ʥʝ ʧʨʦʚʝʨʷʝʪ ʬʘʡʣʳ, 

ʩʦʜʝʨʞʠʤʦʝ ʢʦʪʦʨʳʭ ʨʘʩʧʦʣʦʞʝʥʦ ʚ ʦʙʣʘʯʥʦʤ ʭʨʘʥʠʣʠʱʝ OneDrive. 
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ʈʠʩʫʥʦʢ 18. ʂʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʬʘʡʣʘ 

ʂʘʢ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʧʨʦʚʝʨʢʠ ʠʟ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ ʧʝʨʝʡʜʠʪʝ ʚ ʨʘʟʜʝʣ ɿʘʜʘʯʠ. 

2. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʩʧʠʩʢʝ ʟʘʜʘʯ ʚʳʙʝʨʠʪʝ ʟʘʜʘʯʫ ʧʨʦʚʝʨʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

3. ʅʘʩʪʨʦʡʪʝ ʧʘʨʘʤʝʪʨʳ ʧʨʦʚʝʨʢʠ ʠʟ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ (ʩʤ. ʪʘʙʣʠʮʫ ʥʠʞʝ). 

4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ɽʩʣʠ ʟʘʜʘʯʘ ʇʨʦʚʝʨʢʘ ʠʟ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ ʥʝ ʦʪʦʙʨʘʞʘʝʪʩʷ, ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʟʘʧʨʝʪʠʣ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʣʦʢʘʣʴʥʳʭ ʟʘʜʘʯ ʚ ʧʦʣʠʪʠʢʝ (ʩʤ. ʨʘʟʜʝʣ "ʋʧʨʘʚʣʝʥʠʝ ʟʘʜʘʯʘʤʠ" ʥʘ ʩʪʨ. 40). 
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ʊʘʙʣʠʮʘ 5. ʇʘʨʘʤʝʪʨʳ ʟʘʜʘʯʠ ʇʨʦʚʝʨʢʘ ʠʟ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ 
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ʇʘʨʘʤʝʪʨ ʆʧʠʩʘʥʠʝ 

ʋʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ɼʣʷ ʧʨʦʚʝʨʢʠ Kaspersky Endpoint Security ʧʨʠʤʝʥʷʝʪ ʨʘʟʥʳʝ ʥʘʙʦʨʳ 

ʥʘʩʪʨʦʝʢ. ʅʘʙʦʨʳ ʥʘʩʪʨʦʝʢ, ʩʦʭʨʘʥʝʥʥʳʝ ʚ ʧʨʠʣʦʞʝʥʠʠ, ʥʘʟʳʚʘʶʪʩʷ 

ʫʨʦʚʥʷʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ: 

¶ ɺʳʩʦʢʠʡ. ʇʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security ʧʨʦʚʝʨʷʝʪ 

ʬʘʡʣʳ ʚʩʝʭ ʪʠʧʦʚ. ɺʦ ʚʨʝʤʷ ʧʨʦʚʝʨʢʠ ʩʦʩʪʘʚʥʳʭ ʬʘʡʣʦʚ 

ʧʨʠʣʦʞʝʥʠʝ ʜʦʧʦʣʥʠʪʝʣʴʥʦ ʧʨʦʚʝʨʷʝʪ ʬʘʡʣʳ ʧʦʯʪʦʚʳʭ 

ʬʦʨʤʘʪʦʚ. 

¶ ʈʝʢʦʤʝʥʜʫʝʤʳʡ. ʇʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security 

ʧʨʦʚʝʨʷʝʪ ʪʦʣʴʢʦ ʬʘʡʣʳ ʦʧʨʝʜʝʣʝʥʥʳʭ ʬʦʨʤʘʪʦʚ ʥʘ ʚʩʝʭ 

ʞʝʩʪʢʠʭ, ʩʤʝʥʥʳʭ ʠ ʩʝʪʝʚʳʭ ʜʠʩʢʘʭ ʢʦʤʧʴʶʪʝʨʘ, ʘ ʪʘʢʞʝ 

ʚʣʦʞʝʥʥʳʝ OLE-ʦʙʲʝʢʪʳ. ʇʨʠʣʦʞʝʥʠʝ ʥʝ ʧʨʦʚʝʨʷʝʪ ʘʨʭʠʚʳ ʠ 

ʫʩʪʘʥʦʚʦʯʥʳʝ ʧʘʢʝʪʳ. 

¶ ʅʠʟʢʠʡ. ʇʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security ʧʨʦʚʝʨʷʝʪ 

ʪʦʣʴʢʦ ʥʦʚʳʝ ʠ ʠʟʤʝʥʝʥʥʳʝ ʬʘʡʣʳ ʩ ʦʧʨʝʜʝʣʝʥʥʳʤʠ 

ʨʘʩʰʠʨʝʥʠʷʤʠ ʥʘ ʚʩʝʭ ʞʝʩʪʢʠʭ, ʩʤʝʥʥʳʭ ʠ ʩʝʪʝʚʳʭ ʜʠʩʢʘʭ 

ʢʦʤʧʴʶʪʝʨʘ. ʇʨʠʣʦʞʝʥʠʝ ʥʝ ʧʨʦʚʝʨʷʝʪ ʩʦʩʪʘʚʥʳʝ ʬʘʡʣʳ. 

ɼʝʡʩʪʚʠʝ ʧʨʠ ʦʙʥʘʨʫʞʝʥʠʠ 

ʫʛʨʦʟʳ 

ʃʝʯʠʪʴ. ʋʜʘʣʷʪʴ, ʝʩʣʠ ʣʝʯʝʥʠʝ ʥʝʚʦʟʤʦʞʥʦ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ 

ʚʘʨʠʘʥʪ ʜʝʡʩʪʚʠʷ, ʪʦ ʧʨʠʣʦʞʝʥʠʝ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʳʪʘʝʪʩʷ ʚʳʣʝʯʠʪʴ 

ʚʩʝ ʦʙʥʘʨʫʞʝʥʥʳʝ ʟʘʨʘʞʝʥʥʳʝ ʬʘʡʣʳ. ɽʩʣʠ ʣʝʯʝʥʠʝ ʥʝʚʦʟʤʦʞʥʦ, ʪʦ 

ʧʨʠʣʦʞʝʥʠʝ ʠʭ ʫʜʘʣʷʝʪ. 

ʃʝʯʠʪʴ. ɹʣʦʢʠʨʦʚʘʪʴ, ʝʩʣʠ ʣʝʯʝʥʠʝ ʥʝʚʦʟʤʦʞʥʦ. ɽʩʣʠ ʚʳʙʨʘʥ 

ʵʪʦʪ ʚʘʨʠʘʥʪ ʜʝʡʩʪʚʠʷ, ʪʦ Kaspersky Endpoint Security ʘʚʪʦʤʘʪʠʯʝʩʢʠ 

ʧʳʪʘʝʪʩʷ ʚʳʣʝʯʠʪʴ ʚʩʝ ʦʙʥʘʨʫʞʝʥʥʳʝ ʟʘʨʘʞʝʥʥʳʝ ʬʘʡʣʳ. ɽʩʣʠ 

ʣʝʯʝʥʠʝ ʥʝʚʦʟʤʦʞʥʦ, ʪʦ Kaspersky Endpoint Security ʜʦʙʘʚʣʷʝʪ 

ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʦʙʥʘʨʫʞʝʥʥʳʭ ʟʘʨʘʞʝʥʥʳʭ ʬʘʡʣʘʭ ʚ ʩʧʠʩʦʢ 

ʘʢʪʠʚʥʳʭ ʫʛʨʦʟ. 

ʀʥʬʦʨʤʠʨʦʚʘʪʴ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʚʘʨʠʘʥʪ ʜʝʡʩʪʚʠʷ, ʪʦ ʧʨʠ 

ʦʙʥʘʨʫʞʝʥʠʠ ʟʘʨʘʞʝʥʥʳʭ ʬʘʡʣʦʚ Kaspersky Endpoint Security 

ʜʦʙʘʚʣʷʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʵʪʠʭ ʬʘʡʣʘʭ ʚ ʩʧʠʩʦʢ ʘʢʪʠʚʥʳʭ ʫʛʨʦʟ. 
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ʊʠʧʳ ʬʘʡʣʦʚ 

ʌʘʡʣʳ ʙʝʟ ʨʘʩʰʠʨʝʥʠʷ ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security 

ʩʯʠʪʘʝʪ ʠʩʧʦʣʥʷʝʤʳʤʠ. ʇʨʠʣʦʞʝʥʠʝ ʧʨʦʚʝʨʷʝʪ ʠʩʧʦʣʥʷʝʤʳʝ 

ʬʘʡʣʳ ʚʩʝʛʜʘ, ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ, ʬʘʡʣʳ ʢʘʢʦʛʦ ʪʠʧʘ ʚʳ ʚʳʙʨʘʣʠ 

ʜʣʷ ʧʨʦʚʝʨʢʠ. 

ɺʩʝ ʬʘʡʣʳ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʧʘʨʘʤʝʪʨ, Kaspersky Endpoint Security 

ʧʨʦʚʝʨʷʝʪ ʚʩʝ ʬʘʡʣʳ ʙʝʟ ʠʩʢʣʶʯʝʥʠʷ (ʣʶʙʳʭ ʬʦʨʤʘʪʦʚ ʠ 

ʨʘʩʰʠʨʝʥʠʡ). 

ʌʘʡʣʳ, ʧʨʦʚʝʨʷʝʤʳʝ ʧʦ ʬʦʨʤʘʪʫ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʧʘʨʘʤʝʪʨ, 

ʧʨʠʣʦʞʝʥʠʝ ʧʨʦʚʝʨʷʝʪ ʪʦʣʴʢʦ ʧʦʪʝʥʮʠʘʣʴʥʦ ʟʘʨʘʞʘʝʤʳʝ ʬʘʡʣʳ. 

ʇʝʨʝʜ ʥʘʯʘʣʦʤ ʧʦʠʩʢʘ ʚʨʝʜʦʥʦʩʥʦʛʦ ʢʦʜʘ ʚ ʬʘʡʣʝ ʚʳʧʦʣʥʷʝʪʩʷ 

ʘʥʘʣʠʟ ʝʛʦ ʚʥʫʪʨʝʥʥʝʛʦ ʟʘʛʦʣʦʚʢʘ ʥʘ ʧʨʝʜʤʝʪ ʬʦʨʤʘʪʘ ʬʘʡʣʘ 

(ʥʘʧʨʠʤʝʨ, TXT, DOC, EXE). ɺ ʧʨʦʮʝʩʩʝ ʧʨʦʚʝʨʢʠ ʫʯʠʪʳʚʘʝʪʩʷ ʪʘʢʞʝ 

ʨʘʩʰʠʨʝʥʠʝ ʬʘʡʣʘ. 

ʌʘʡʣʳ, ʧʨʦʚʝʨʷʝʤʳʝ ʧʦ ʨʘʩʰʠʨʝʥʠʶ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʧʘʨʘʤʝʪʨ, 

ʧʨʠʣʦʞʝʥʠʝ ʧʨʦʚʝʨʷʝʪ ʪʦʣʴʢʦ ʧʦʪʝʥʮʠʘʣʴʥʦ ʟʘʨʘʞʘʝʤʳʝ ʬʘʡʣʳ. 

ʌʦʨʤʘʪ ʬʘʡʣʘ ʦʧʨʝʜʝʣʷʝʪʩʷ ʥʘ ʦʩʥʦʚʘʥʠʠ ʝʛʦ ʨʘʩʰʠʨʝʥʠʷ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ Kaspersky Endpoint Security ʧʨʦʚʝʨʷʝʪ ʬʘʡʣʳ ʧʦ 

ʬʦʨʤʘʪʫ. ʇʨʦʚʝʨʷʪʴ ʬʘʡʣʳ ʧʦ ʨʘʩʰʠʨʝʥʠʶ ʤʝʥʝʝ ʙʝʟʦʧʘʩʥʦ, ʪʘʢ ʢʘʢ 

ʚʨʝʜʦʥʦʩʥʳʡ ʬʘʡʣ ʤʦʞʝʪ ʠʤʝʪʴ ʨʘʩʰʠʨʝʥʠʝ, ʢʦʪʦʨʦʝ ʥʝ ʚʭʦʜʠʪ ʚ 

ʩʧʠʩʦʢ ʧʦʪʝʥʮʠʘʣʴʥʦ ʟʘʨʘʞʘʝʤʳʭ (ʥʘʧʨʠʤʝʨ, .123 ). 

ʇʨʦʚʝʨʷʪʴ ʪʦʣʴʢʦ ʥʦʚʳʝ ʠ 

ʠʟʤʝʥʝʥʥʳʝ ʬʘʡʣʳ 

ʇʨʦʚʝʨʢʘ ʪʦʣʴʢʦ ʥʦʚʳʭ ʬʘʡʣʦʚ ʠ ʪʝʭ ʬʘʡʣʦʚ, ʢʦʪʦʨʳʝ ʠʟʤʝʥʠʣʠʩʴ 

ʧʦʩʣʝ ʧʨʝʜʳʜʫʱʝʡ ʧʨʦʚʝʨʢʠ. ʕʪʦ ʧʦʟʚʦʣʠʪ ʩʦʢʨʘʪʠʪʴ ʚʨʝʤʷ 

ʚʳʧʦʣʥʝʥʠʷ ʧʨʦʚʝʨʢʠ. ʊʘʢʦʡ ʨʝʞʠʤ ʧʨʦʚʝʨʢʠ ʨʘʩʧʨʦʩʪʨʘʥʷʝʪʩʷ ʢʘʢ 

ʥʘ ʧʨʦʩʪʳʝ, ʪʘʢ ʠ ʥʘ ʩʦʩʪʘʚʥʳʝ ʬʘʡʣʳ. 

ʇʨʦʧʫʩʢʘʪʴ ʬʘʡʣ, ʝʩʣʠ ʝʛʦ 

ʧʨʦʚʝʨʢʘ ʜʣʠʪʩʷ ʙʦʣʝʝ N 

ʩʝʢʫʥʜ 

ʆʛʨʘʥʠʯʝʥʠʝ ʜʣʠʪʝʣʴʥʦʩʪʠ ʧʨʦʚʝʨʢʠ ʦʜʥʦʛʦ ʦʙʲʝʢʪʘ. ʇʦ ʠʩʪʝʯʝʥʠʠ 

ʟʘʜʘʥʥʦʛʦ ʚʨʝʤʝʥʠ ʧʨʠʣʦʞʝʥʠʝ ʧʨʝʢʨʘʱʘʝʪ ʧʨʦʚʝʨʢʫ ʬʘʡʣʘ. ʕʪʦ 

ʧʦʟʚʦʣʠʪ ʩʦʢʨʘʪʠʪʴ ʚʨʝʤʷ ʚʳʧʦʣʥʝʥʠʷ ʧʨʦʚʝʨʢʠ. 

ʇʨʦʚʝʨʷʪʴ ʘʨʭʠʚʳ ʇʨʦʚʝʨʢʘ ʘʨʭʠʚʦʚ ZIP, GZIP, BZIP, RAR, TAR, ARJ, CAB, LHA, JAR, 

ICE ʠ ʜʨʫʛʠʭ ʘʨʭʠʚʦʚ. ʇʨʠʣʦʞʝʥʠʝ ʧʨʦʚʝʨʷʝʪ ʘʨʭʠʚʳ ʥʝ ʪʦʣʴʢʦ ʧʦ 

ʨʘʩʰʠʨʝʥʠʶ, ʥʦ ʠ ʧʦ ʬʦʨʤʘʪʫ. ʇʨʠ ʧʨʦʚʝʨʢʝ ʘʨʭʠʚʦʚ ʧʨʠʣʦʞʝʥʠʝ 

ʚʳʧʦʣʥʷʝʪ ʨʝʢʫʨʩʠʚʥʫʶ ʨʘʩʧʘʢʦʚʢʫ. ʕʪʦ ʧʦʟʚʦʣʷʝʪ ʦʙʥʘʨʫʞʠʚʘʪʴ 

ʫʛʨʦʟʳ ʚʥʫʪʨʠ ʤʥʦʛʦʫʨʦʚʥʝʚʳʭ ʘʨʭʠʚʦʚ (ʘʨʭʠʚ ʚʥʫʪʨʠ ʘʨʭʠʚʘ). 

ʇʨʦʚʝʨʷʪʴ ʜʠʩʪʨʠʙʫʪʠʚʳ ʌʣʘʞʦʢ ʚʢʣʶʯʘʝʪ / ʚʳʢʣʶʯʘʝʪ ʧʨʦʚʝʨʢʫ ʜʠʩʪʨʠʙʫʪʠʚʦʚ. 

ʇʨʦʚʝʨʷʪʴ ʬʘʡʣʳ ʦʬʠʩʥʳʭ 

ʬʦʨʤʘʪʦʚ 

ʇʨʦʚʝʨʢʘ ʬʘʡʣʦʚ Microsoft Office (DOC, DOCX, XLS, PPT ʠ ʜʨʫʛʠʭ). ʂ 

ʬʘʡʣʘʤ ʦʬʠʩʥʳʭ ʬʦʨʤʘʪʦʚ ʪʘʢʞʝ ʦʪʥʦʩʷʪʩʷ OLE-ʦʙʲʝʢʪʳ. Kaspersky 

Endpoint Security ʧʨʦʚʝʨʷʝʪ ʬʘʡʣʳ ʦʬʠʩʥʳʭ ʬʦʨʤʘʪʦʚ, ʨʘʟʤʝʨ 

ʢʦʪʦʨʳʭ ʤʝʥʴʰʝ 1 ʄɹ, ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʩʦʩʪʦʷʥʠʷ ʬʣʘʞʢʘ. 
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ʇʨʦʚʝʨʷʪʴ ʬʘʡʣʳ ʧʦʯʪʦʚʳʭ 

ʬʦʨʤʘʪʦʚ 

ʇʨʦʚʝʨʢʘ ʬʘʡʣʦʚ ʧʦʯʪʦʚʳʭ ʬʦʨʤʘʪʦʚ, ʘ ʪʘʢʞʝ ʧʦʯʪʦʚʦʡ ʙʘʟʳ ʜʘʥʥʳʭ. 

ʇʨʠʣʦʞʝʥʠʝ ʧʨʦʚʝʨʷʝʪ PST- ʠ OST-ʬʘʡʣʳ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪ 

ʧʦʯʪʦʚʳʝ ʢʣʠʝʥʪʳ MS Outlook / Windows Mail, ʠ EML-ʬʘʡʣʳ. 

Kaspersky Endpoint Security ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪ ʨʘʙʦʪʫ ʩ 64-ʙʠʪʥʦʡ 

ʚʝʨʩʠʝʡ ʧʦʯʪʦʚʦʛʦ ʢʣʠʝʥʪʘ MS Outlook. ʊʦ ʝʩʪʴ, Kaspersky Endpoint 

Security ʥʝ ʧʨʦʚʝʨʷʝʪ ʬʘʡʣʳ, ʩʚʷʟʘʥʥʳʝ ʩ ʨʘʙʦʪʦʡ 64-ʙʠʪʥʦʡ 

ʚʝʨʩʠʠ ʧʦʯʪʦʚʦʛʦ ʢʣʠʝʥʪʘ MS Outlook (PST- ʠ OST-ʬʘʡʣʳ), ʜʘʞʝ 

ʝʩʣʠ ʧʦʯʪʘ ʚʢʣʶʯʝʥʘ ʚ ʦʙʣʘʩʪʴ ʧʨʦʚʝʨʢʠ (ʩʤ. ʨʘʟʜʝʣ 

"ʌʦʨʤʠʨʦʚʘʥʠʝ ʦʙʣʘʩʪʠ ʧʨʦʚʝʨʢʠ" ʥʘ ʩʪʨ. 85). 

ɽʩʣʠ ʬʣʘʞʦʢ ʫʩʪʘʥʦʚʣʝʥ, Kaspersky Endpoint Security ʨʘʟʙʠʨʘʝʪ ʬʘʡʣ 

ʧʦʯʪʦʚʦʛʦ ʬʦʨʤʘʪʘ ʥʘ ʩʦʩʪʘʚʣʷʶʱʠʝ ʯʘʩʪʠ (ʟʘʛʦʣʦʚʦʢ, ʪʝʣʦ, 

ʚʣʦʞʝʥʠʷ) ʠ ʘʥʘʣʠʟʠʨʫʝʪ ʠʭ ʥʘ ʥʘʣʠʯʠʝ ʫʛʨʦʟ. 

ɽʩʣʠ ʬʣʘʞʦʢ ʩʥʷʪ, Kaspersky Endpoint Security ʧʨʦʚʝʨʷʝʪ ʬʘʡʣ 

ʧʦʯʪʦʚʦʛʦ ʬʦʨʤʘʪʘ ʢʘʢ ʝʜʠʥʳʡ ʬʘʡʣ. 

ʇʨʦʚʝʨʷʪʴ ʘʨʭʠʚʳ, 

ʟʘʱʠʱʝʥʥʳʝ ʧʘʨʦʣʝʤ 

ɽʩʣʠ ʬʣʘʞʦʢ ʫʩʪʘʥʦʚʣʝʥ, ʧʨʠʣʦʞʝʥʠʝ ʧʨʦʚʝʨʷʝʪ ʘʨʭʠʚʳ, 

ʟʘʱʠʱʝʥʥʳʝ ʧʘʨʦʣʝʤ. ʇʝʨʝʜ ʧʨʦʚʝʨʢʦʡ ʬʘʡʣʦʚ, ʩʦʜʝʨʞʘʱʠʭʩʷ ʚ 

ʘʨʭʠʚʝ, ʥʘ ʵʢʨʘʥ ʚʳʚʦʜʠʪʩʷ ʟʘʧʨʦʩ ʧʘʨʦʣʷ. 

ɽʩʣʠ ʬʣʘʞʦʢ ʥʝ ʫʩʪʘʥʦʚʣʝʥ, ʧʨʠʣʦʞʝʥʠʝ ʧʨʦʧʫʩʢʘʝʪ ʧʨʦʚʝʨʢʫ 

ʟʘʱʠʱʝʥʥʳʭ ʧʘʨʦʣʝʤ ʘʨʭʠʚʦʚ. 

ʅʝ ʨʘʩʧʘʢʦʚʳʚʘʪʴ ʩʦʩʪʘʚʥʳʝ 

ʬʘʡʣʳ ʙʦʣʴʰʦʛʦ ʨʘʟʤʝʨʘ 

ɽʩʣʠ ʬʣʘʞʦʢ ʫʩʪʘʥʦʚʣʝʥ, ʪʦ ʧʨʠʣʦʞʝʥʠʝ ʥʝ ʧʨʦʚʝʨʷʝʪ ʩʦʩʪʘʚʥʳʝ 

ʬʘʡʣʳ, ʨʘʟʤʝʨʳ ʢʦʪʦʨʳʭ ʙʦʣʴʰʝ ʟʘʜʘʥʥʦʛʦ ʟʥʘʯʝʥʠʷ. 

ɽʩʣʠ ʬʣʘʞʦʢ ʩʥʷʪ, ʧʨʠʣʦʞʝʥʠʝ ʧʨʦʚʝʨʷʝʪ ʩʦʩʪʘʚʥʳʝ ʬʘʡʣʳ ʣʶʙʦʛʦ 

ʨʘʟʤʝʨʘ. 

ʇʨʠʣʦʞʝʥʠʝ ʧʨʦʚʝʨʷʝʪ ʬʘʡʣʳ ʙʦʣʴʰʠʭ ʨʘʟʤʝʨʦʚ, ʠʟʚʣʝʯʝʥʥʳʝ ʠʟ 

ʘʨʭʠʚʦʚ, ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʩʦʩʪʦʷʥʠʷ ʬʣʘʞʢʘ. 

ʄʘʰʠʥʥʦʝ ʦʙʫʯʝʥʠʝ ʠ 

ʩʠʛʥʘʪʫʨʥʳʡ ʘʥʘʣʠʟ 

ʇʨʠ ʤʝʪʦʜʝ ʧʨʦʚʝʨʢʠ ʄʘʰʠʥʥʦʝ ʦʙʫʯʝʥʠʝ ʠ ʩʠʛʥʘʪʫʨʥʳʡ ʘʥʘʣʠʟ 

ʠʩʧʦʣʴʟʫʶʪʩʷ ʙʘʟʳ Kaspersky Endpoint Security, ʩʦʜʝʨʞʘʱʠʝ ʦʧʠʩʘʥʠʷ 

ʠʟʚʝʩʪʥʳʭ ʫʛʨʦʟ ʠ ʤʝʪʦʜʳ ʠʭ ʫʩʪʨʘʥʝʥʠʷ. ɿʘʱʠʪʫ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ 

ʵʪʦʛʦ ʤʝʪʦʜʘ ʧʨʦʚʝʨʢʠ ʦʙʝʩʧʝʯʠʚʘʝʪ ʤʠʥʠʤʘʣʴʥʦ ʜʦʧʫʩʪʠʤʳʡ 

ʫʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ɺ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʨʝʢʦʤʝʥʜʘʮʠʷʤʠ ʩʧʝʮʠʘʣʠʩʪʦʚ "ʃʘʙʦʨʘʪʦʨʠʠ 

ʂʘʩʧʝʨʩʢʦʛʦ" ʤʝʪʦʜ ʧʨʦʚʝʨʢʠ ʄʘʰʠʥʥʦʝ ʦʙʫʯʝʥʠʝ ʠ ʩʠʛʥʘʪʫʨʥʳʡ 

ʘʥʘʣʠʟ ʚʩʝʛʜʘ ʚʢʣʶʯʝʥ. 
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ʕʚʨʠʩʪʠʯʝʩʢʠʡ ʘʥʘʣʠʟ ʊʝʭʥʦʣʦʛʠʷ ʦʙʥʘʨʫʞʝʥʠʷ ʫʛʨʦʟ, ʢʦʪʦʨʳʝ ʥʝʚʦʟʤʦʞʥʦ ʦʧʨʝʜʝʣʠʪʴ ʩ 

ʧʦʤʦʱʴʶ ʪʝʢʫʱʝʡ ʚʝʨʩʠʠ ʙʘʟ ʧʨʠʣʦʞʝʥʠʡ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". 

ʇʦʟʚʦʣʷʝʪ ʥʘʭʦʜʠʪʴ ʬʘʡʣʳ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʩʦʜʝʨʞʘʪʴ ʥʝʠʟʚʝʩʪʥʳʡ 

ʚʠʨʫʩ ʠʣʠ ʥʦʚʫʶ ʤʦʜʠʬʠʢʘʮʠʶ ʠʟʚʝʩʪʥʦʛʦ ʚʠʨʫʩʘ. 

ɺʦ ʚʨʝʤʷ ʧʨʦʚʝʨʢʠ ʬʘʡʣʦʚ ʥʘ ʥʘʣʠʯʠʝ ʚʨʝʜʦʥʦʩʥʦʛʦ ʢʦʜʘ 

ʵʚʨʠʩʪʠʯʝʩʢʠʡ ʘʥʘʣʠʟʘʪʦʨ ʚʳʧʦʣʥʷʝʪ ʠʥʩʪʨʫʢʮʠʠ ʚ ʠʩʧʦʣʥʷʝʤʳʭ 

ʬʘʡʣʘʭ. ʂʦʣʠʯʝʩʪʚʦ ʠʥʩʪʨʫʢʮʠʡ, ʢʦʪʦʨʳʝ ʚʳʧʦʣʥʷʝʪ ʵʚʨʠʩʪʠʯʝʩʢʠʡ 

ʘʥʘʣʠʟʘʪʦʨ, ʟʘʚʠʩʠʪ ʦʪ ʟʘʜʘʥʥʦʛʦ ʫʨʦʚʥʷ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ. 

ʋʨʦʚʝʥʴ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ ʦʙʝʩʧʝʯʠʚʘʝʪ ʙʘʣʘʥʩ ʤʝʞʜʫ 

ʪʱʘʪʝʣʴʥʦʩʪʴʶ ʧʦʠʩʢʘ ʥʦʚʳʭ ʫʛʨʦʟ, ʩʪʝʧʝʥʴʶ ʟʘʛʨʫʟʢʠ ʨʝʩʫʨʩʦʚ 

ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʠ ʜʣʠʪʝʣʴʥʦʩʪʴʶ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ. 

ʊʝʭʥʦʣʦʛʠʷ iSwift ʊʝʭʥʦʣʦʛʠʷ, ʧʦʟʚʦʣʷʶʱʘʷ ʫʚʝʣʠʯʠʪʴ ʩʢʦʨʦʩʪʴ ʧʨʦʚʝʨʢʠ ʟʘ ʩʯʝʪ 

ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʥʝʝ ʥʝʢʦʪʦʨʳʭ ʬʘʡʣʦʚ. ʌʘʡʣʳ ʠʩʢʣʶʯʘʶʪʩʷ ʠʟ ʧʨʦʚʝʨʢʠ 

ʧʦ ʩʧʝʮʠʘʣʴʥʦʤʫ ʘʣʛʦʨʠʪʤʫ, ʫʯʠʪʳʚʘʶʱʝʤʫ ʜʘʪʫ ʚʳʧʫʩʢʘ ʙʘʟ Kaspersky 

Endpoint Security, ʜʘʪʫ ʧʨʝʜʳʜʫʱʝʡ ʧʨʦʚʝʨʢʠ ʬʘʡʣʘ, ʘ ʪʘʢʞʝ ʠʟʤʝʥʝʥʠʝ 

ʧʘʨʘʤʝʪʨʦʚ ʧʨʦʚʝʨʢʠ. ʊʝʭʥʦʣʦʛʠʷ iSwift ʷʚʣʷʝʪʩʷ ʨʘʟʚʠʪʠʝʤ ʪʝʭʥʦʣʦʛʠʠ 

iChecker ʜʣʷ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ NTFS. 

ʊʝʭʥʦʣʦʛʠʷ iChecker ʊʝʭʥʦʣʦʛʠʷ, ʧʦʟʚʦʣʷʶʱʘʷ ʫʚʝʣʠʯʠʪʴ ʩʢʦʨʦʩʪʴ ʧʨʦʚʝʨʢʠ ʟʘ ʩʯʝʪ 

ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʥʝʝ ʥʝʢʦʪʦʨʳʭ ʬʘʡʣʦʚ. ʌʘʡʣʳ ʠʩʢʣʶʯʘʶʪʩʷ ʠʟ ʧʨʦʚʝʨʢʠ 

ʧʦ ʩʧʝʮʠʘʣʴʥʦʤʫ ʘʣʛʦʨʠʪʤʫ, ʫʯʠʪʳʚʘʶʱʝʤʫ ʜʘʪʫ ʚʳʧʫʩʢʘ ʙʘʟ 

ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security, ʜʘʪʫ ʧʨʝʜʳʜʫʱʝʡ ʧʨʦʚʝʨʢʠ 

ʬʘʡʣʘ, ʘ ʪʘʢʞʝ ʠʟʤʝʥʝʥʠʝ ʥʘʩʪʨʦʝʢ ʧʨʦʚʝʨʢʠ. ʊʝʭʥʦʣʦʛʠʷ iChecker 

ʠʤʝʝʪ ʦʛʨʘʥʠʯʝʥʠʝ: ʦʥʘ ʥʝ ʨʘʙʦʪʘʝʪ ʩ ʬʘʡʣʘʤʠ ʙʦʣʴʰʠʭ ʨʘʟʤʝʨʦʚ, ʘ 

ʢʨʦʤʝ ʪʦʛʦ, ʧʨʠʤʝʥʠʤʘ ʪʦʣʴʢʦ ʢ ʬʘʡʣʘʤ ʩ ʠʟʚʝʩʪʥʦʡ ʧʨʠʣʦʞʝʥʠʶ 

ʩʪʨʫʢʪʫʨʦʡ (ʥʘʧʨʠʤʝʨ, ʢ ʬʘʡʣʘʤ ʬʦʨʤʘʪʘ EXE, DLL, LNK, TTF, INF, SYS, 

COM, CHM, ZIP, RAR). 

 

 

ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʷ 

Kaspersky Endpoint Security ʧʨʦʚʝʨʷʝʪ ʤʦʜʫʣʠ ʧʨʠʣʦʞʝʥʠʷ ʥʘ ʥʘʣʠʯʠʝ ʧʦʚʨʝʞʜʝʥʠʡ ʠʣʠ ʠʟʤʝʥʝʥʠʡ. 

ʅʘʧʨʠʤʝʨ, ʝʩʣʠ ʙʠʙʣʠʦʪʝʢʘ ʧʨʠʣʦʞʝʥʠʷ ʠʤʝʝʪ ʥʝʢʦʨʨʝʢʪʥʫʶ ʮʠʬʨʦʚʫʶ ʧʦʜʧʠʩʴ, ʪʦ ʪʘʢʘʷ ʙʠʙʣʠʦʪʝʢʘ 

ʩʯʠʪʘʝʪʩʷ ʧʦʚʨʝʞʜʝʥʥʦʡ. ɼʣʷ ʧʨʦʚʝʨʢʠ ʬʘʡʣʦʚ ʧʨʠʣʦʞʝʥʠʷ ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʟʘʜʘʯʘ ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ 

ʧʨʠʣʦʞʝʥʠʷ. ɿʘʧʫʩʢʘʡʪʝ ʟʘʜʘʯʫ ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʷ, ʝʩʣʠ ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint 

Security ʦʙʥʘʨʫʞʠʣʦ ʚʨʝʜʦʥʦʩʥʳʡ ʦʙʲʝʢʪ ʠ ʥʝ ʦʙʝʟʚʨʝʜʠʣʦ ʝʛʦ. 

ʅʘʨʫʰʝʥʠʷ ʮʝʣʦʩʪʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʷ ʤʦʛʫʪ, ʥʘʧʨʠʤʝʨ, ʚʦʟʥʠʢʘʪʴ ʚ ʩʣʝʜʫʶʱʠʭ ʩʣʫʯʘʷʭ: 

¶ ɺʨʝʜʦʥʦʩʥʳʡ ʦʙʲʝʢʪ ʚʥʝʩ ʠʟʤʝʥʝʥʠʷ ʚ ʬʘʡʣʳ Kaspersky Endpoint Security. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʚʳʧʦʣʥʠʪʝ 

ʧʨʦʮʝʜʫʨʫ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ Kaspersky Endpoint Security ʩʨʝʜʩʪʚʘʤʠ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. ʇʦʩʣʝ 

ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʟʘʧʫʩʪʠʪʝ ʧʦʣʥʫʶ ʧʨʦʚʝʨʢʫ ʢʦʤʧʴʶʪʝʨʘ ʠ ʧʦʚʪʦʨʠʪʝ ʧʨʦʚʝʨʢʫ ʮʝʣʦʩʪʥʦʩʪʠ. 

¶ ʀʩʪʝʢ ʩʨʦʢ ʜʝʡʩʪʚʠʷ ʮʠʬʨʦʚʦʡ ʧʦʜʧʠʩʠ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʦʙʥʦʚʠʪʝ Kaspersky Endpoint Security. 

ʂʘʢ ʚʳʧʦʣʥʠʪʴ ʧʨʦʚʝʨʢʫ ʮʝʣʦʩʪʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʷ ʯʝʨʝʟ ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ (MMC) 

1. ʆʪʢʨʦʡʪʝ ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. 
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2. ɺ ʜʝʨʝʚʝ ʢʦʥʩʦʣʠ ʚʳʙʝʨʠʪʝ ʧʘʧʢʫ ɿʘʜʘʯʠ. 

ʆʪʢʨʦʝʪʩʷ ʩʧʠʩʦʢ ʟʘʜʘʯ. 

3. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʅʦʚʘʷ ʟʘʜʘʯʘ. 

ɿʘʧʫʩʪʠʪʩʷ ʤʘʩʪʝʨ ʩʦʟʜʘʥʠʷ ʟʘʜʘʯʠ. ʉʣʝʜʫʡʪʝ ʝʛʦ ʫʢʘʟʘʥʠʷʤ. 

ʐʘʛ 1. ɺʳʙʦʨ ʪʠʧʘ ʟʘʜʘʯʠ 

ɺʳʙʝʨʠʪʝ Kaspersky Endpoint Security ʜʣʷ Windows (12.8) Ÿ ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʷ. 

ʐʘʛ 2. ɺʳʙʦʨ ʫʩʪʨʦʡʩʪʚ, ʢʦʪʦʨʳʤ ʙʫʜʝʪ ʥʘʟʥʘʯʝʥʘ ʟʘʜʘʯʘ 

ɺʳʙʝʨʠʪʝ ʢʦʤʧʴʶʪʝʨʳ, ʥʘ ʢʦʪʦʨʳʭ ʙʫʜʝʪ ʚʳʧʦʣʥʝʥʘ ʟʘʜʘʯʘ. ɼʦʩʪʫʧʥʳ ʩʣʝʜʫʶʱʠʝ ʩʧʦʩʦʙʳ: 

¶ ʅʘʟʥʘʯʠʪʴ ʟʘʜʘʯʫ ʛʨʫʧʧʝ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʟʘʜʘʯʘ ʥʘʟʥʘʯʘʝʪʩʷ ʢʦʤʧʴʶʪʝʨʘʤ, 

ʚʭʦʜʷʱʠʤ ʚ ʨʘʥʝʝ ʩʦʟʜʘʥʥʫʶ ʛʨʫʧʧʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. 

¶ ɺʳʙʨʘʪʴ ʢʦʤʧʴʶʪʝʨʳ, ʦʙʥʘʨʫʞʝʥʥʳʝ ʚ ʩʝʪʠ ʉʝʨʚʝʨʦʤ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ, ï ʥʝʨʘʩʧʨʝʜʝʣʝʥʥʳʝ 

ʫʩʪʨʦʡʩʪʚʘ. ɺ ʥʘʙʦʨ ʫʩʪʨʦʡʩʪʚ ʚʳ ʤʦʞʝʪʝ ʚʢʣʶʯʘʪʴ ʢʘʢ ʫʩʪʨʦʡʩʪʚʘ ʚ ʛʨʫʧʧʘʭ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ, 

ʪʘʢ ʠ ʥʝʨʘʩʧʨʝʜʝʣʝʥʥʳʝ ʫʩʪʨʦʡʩʪʚʘ. 

¶ ɿʘʜʘʪʴ ʘʜʨʝʩʘ ʫʩʪʨʦʡʩʪʚ ʚʨʫʯʥʫʶ ʠʣʠ ʠʤʧʦʨʪʠʨʦʚʘʪʴ ʠʟ ʩʧʠʩʢʘ. ɺʳ ʤʦʞʝʪʝ ʟʘʜʘʚʘʪʴ NetBIOS-ʠʤʝʥʘ, 

IP-ʘʜʨʝʩʘ, ʘ ʪʘʢʞʝ ʜʠʘʧʘʟʦʥʳ IP-ʘʜʨʝʩʦʚ ʫʩʪʨʦʡʩʪʚ, ʢʦʪʦʨʳʤ ʥʫʞʥʦ ʥʘʟʥʘʯʠʪʴ ʟʘʜʘʯʫ. 

ʐʘʛ 3. ʅʘʩʪʨʦʡʢʘ ʨʘʩʧʠʩʘʥʠʷ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ 

ʅʘʩʪʨʦʡʪʝ ʨʘʩʧʠʩʘʥʠʝ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ, ʥʘʧʨʠʤʝʨ, ʚʨʫʯʥʫʶ ʠʣʠ ʧʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʚʠʨʫʩʥʦʡ ʘʪʘʢʠ. 

ʐʘʛ 4. ʆʧʨʝʜʝʣʝʥʠʝ ʥʘʟʚʘʥʠʷ ʟʘʜʘʯʠ 

ɺʚʝʜʠʪʝ ʥʘʟʚʘʥʠʝ ʟʘʜʘʯʠ, ʥʘʧʨʠʤʝʨ, ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʷ ʧʦʩʣʝ ʟʘʨʘʞʝʥʠʷ ʢʦʤʧʴʶʪʝʨʘ. 

ʐʘʛ 5. ɿʘʚʝʨʰʝʥʠʝ ʩʦʟʜʘʥʠʷ ʟʘʜʘʯʠ 

ɿʘʚʝʨʰʠʪʝ ʨʘʙʦʪʫ ʤʘʩʪʝʨʘ. ɽʩʣʠ ʪʨʝʙʫʝʪʩʷ, ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ɿʘʧʫʩʪʠʪʴ ʟʘʜʘʯʫ ʧʦʩʣʝ ʟʘʚʝʨʰʝʥʠʷ 

ʨʘʙʦʪʳ ʤʘʩʪʝʨʘ. ɺʳ ʤʦʞʝʪʝ ʩʣʝʜʠʪʴ ʟʘ ʭʦʜʦʤ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ ʚ ʩʚʦʡʩʪʚʘʭ ʟʘʜʘʯʠ. ɺ ʨʝʟʫʣʴʪʘʪʝ 

Kaspersky Endpoint Security ʚʳʧʦʣʥʠʪ ʧʨʦʚʝʨʢʫ ʮʝʣʦʩʪʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʷ. ɺʳ ʪʘʢʞʝ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ 

ʨʘʩʧʠʩʘʥʠʝ ʧʨʦʚʝʨʢʠ ʮʝʣʦʩʪʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʷ ʚ ʩʚʦʡʩʪʚʘʭ ʟʘʜʘʯʠ (ʩʤ. ʪʘʙʣʠʮʫ ʥʠʞʝ). 

ʂʘʢ ʚʳʧʦʣʥʠʪʴ ʧʨʦʚʝʨʢʫ ʮʝʣʦʩʪʥʦʩʪʠ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ ʧʝʨʝʡʜʠʪʝ ʚ ʨʘʟʜʝʣ ɿʘʜʘʯʠ. 

2. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʩʧʠʩʢʝ ʟʘʜʘʯ ʚʳʙʝʨʠʪʝ ʟʘʜʘʯʫ ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʷ ʠ ʥʘʞʤʠʪʝ ʥʘ 

ʢʥʦʧʢʫ ɿʘʧʫʩʪʠʪʴ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ Kaspersky Endpoint Security ʚʳʧʦʣʥʠʪ ʧʨʦʚʝʨʢʫ ʮʝʣʦʩʪʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʷ. ɺʳ ʪʘʢʞʝ ʤʦʞʝʪʝ 

ʥʘʩʪʨʦʠʪʴ ʨʘʩʧʠʩʘʥʠʝ ʧʨʦʚʝʨʢʠ ʮʝʣʦʩʪʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʷ ʚ ʩʚʦʡʩʪʚʘʭ ʟʘʜʘʯʠ (ʩʤ. ʪʘʙʣʠʮʫ ʥʠʞʝ). ɽʩʣʠ 

ʟʘʜʘʯʘ ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʷ ʥʝ ʦʪʦʙʨʘʞʘʝʪʩʷ, ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʟʘʧʨʝʪʠʣ ʠʩʧʦʣʴʟʦʚʘʥʠʝ 

ʣʦʢʘʣʴʥʳʭ ʟʘʜʘʯ ʚ ʧʦʣʠʪʠʢʝ (ʩʤ. ʨʘʟʜʝʣ "ʋʧʨʘʚʣʝʥʠʝ ʟʘʜʘʯʘʤʠ" ʥʘ ʩʪʨ. 40). 
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ʊʘʙʣʠʮʘ 6. ʇʘʨʘʤʝʪʨʳ ʟʘʜʘʯʠ ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ 
 

ʇʘʨʘʤʝʪʨ ʆʧʠʩʘʥʠʝ 

ʈʘʩʧʠʩʘʥʠʝ ʧʨʦʚʝʨʢʠ ɺʨʫʯʥʫʶ. ʈʝʞʠʤ ʟʘʧʫʩʢʘ, ʧʨʠ ʢʦʪʦʨʦʤ ʚʳ ʟʘʧʫʩʢʘʝʪʝ ʧʨʦʚʝʨʢʫ ʚʨʫʯʥʫʶ ʚ 

ʫʜʦʙʥʦʝ ʜʣʷ ʚʘʩ ʚʨʝʤʷ. 

ʇʦ ʨʘʩʧʠʩʘʥʠʶ. ʈʝʞʠʤ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ ʧʨʦʚʝʨʢʠ, ʧʨʠ ʢʦʪʦʨʦʤ 

ʧʨʠʣʦʞʝʥʠʝ ʚʳʧʦʣʥʷʝʪ ʟʘʜʘʯʫ ʧʨʦʚʝʨʢʠ ʧʦ ʩʬʦʨʤʠʨʦʚʘʥʥʦʤʫ ʚʘʤʠ 

ʨʘʩʧʠʩʘʥʠʶ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʨʝʞʠʤ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ ʧʨʦʚʝʨʢʠ, ʚʳ ʪʘʢʞʝ 

ʤʦʞʝʪʝ ʟʘʧʫʩʢʘʪʴ ʟʘʜʘʯʫ ʧʨʦʚʝʨʢʠ ʚʨʫʯʥʫʶ. 

ɿʘʧʫʩʢʘʪʴ 

ʧʨʦʧʫʱʝʥʥʳʝ ʟʘʜʘʯʠ 

ɽʩʣʠ ʬʣʘʞʦʢ ʫʩʪʘʥʦʚʣʝʥ, Kaspersky Endpoint Security ʟʘʧʫʩʢʘʝʪ 

ʧʨʦʧʫʱʝʥʥʫʶ ʟʘʜʘʯʫ, ʢʘʢ ʪʦʣʴʢʦ ʵʪʦ ʩʪʘʥʝʪ ʚʦʟʤʦʞʥʳʤ. ɿʘʜʘʯʘ ʤʦʞʝʪ 

ʙʳʪʴ ʧʨʦʧʫʱʝʥʘ, ʥʘʧʨʠʤʝʨ, ʝʩʣʠ ʚ ʫʩʪʘʥʦʚʣʝʥʥʦʝ ʚʨʝʤʷ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ 

ʙʳʣ ʚʳʢʣʶʯʝʥ ʢʦʤʧʴʶʪʝʨ. ʂʦʛʜʘ ʫ ʧʨʠʣʦʞʝʥʠʷ ʧʦʷʚʣʷʝʪʩʷ ʚʦʟʤʦʞʥʦʩʪʴ 

ʚʳʧʦʣʥʠʪʴ ʧʨʦʧʫʱʝʥʥʳʝ ʟʘʜʘʯʠ, ʜʣʷ ʨʘʩʧʨʝʜʝʣʝʥʠʷ ʥʘʛʨʫʟʢʠ ʥʘ 

ʢʦʤʧʴʶʪʝʨ ʧʨʠʣʦʞʝʥʠʝ ʟʘʧʫʩʢʘʝʪ ʟʘʜʘʯʠ ʥʝ ʦʜʥʦʚʨʝʤʝʥʥʦ, ʘ ʩʣʫʯʘʡʥʳʤ 

ʦʙʨʘʟʦʤ ʚ ʪʝʯʝʥʠʝ ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʠʥʪʝʨʚʘʣʘ ʚʨʝʤʝʥʠ. 

ɽʩʣʠ ʬʣʘʞʦʢ ʩʥʷʪ, Kaspersky Endpoint Security ʥʝ ʟʘʧʫʩʢʘʝʪ ʧʨʦʧʫʱʝʥʥʳʝ 

ʟʘʜʘʯʠ, ʘ ʚʳʧʦʣʥʷʝʪ ʩʣʝʜʫʶʱʫʶ ʟʘʜʘʯʫ ʧʦ ʫʩʪʘʥʦʚʣʝʥʥʦʤʫ ʨʘʩʧʠʩʘʥʠʶ. 

ɺʳʧʦʣʥʷʪʴ ʪʦʣʴʢʦ ʚʦ 

ʚʨʝʤʷ ʧʨʦʩʪʦʷ 

ʢʦʤʧʴʶʪʝʨʘ 

ʆʪʣʦʞʝʥʥʳʡ ʟʘʧʫʩʢ ʟʘʜʘʯʠ ʧʨʦʚʝʨʢʠ, ʝʩʣʠ ʨʝʩʫʨʩʳ ʢʦʤʧʴʶʪʝʨʘ ʟʘʥʷʪʳ. 

Kaspersky Endpoint Security ʟʘʧʫʩʢʘʝʪ ʟʘʜʘʯʫ ʧʨʦʚʝʨʢʠ, ʝʩʣʠ ʢʦʤʧʴʶʪʝʨ 

ʟʘʙʣʦʢʠʨʦʚʘʥ ʠʣʠ ʚʢʣʶʯʝʥʘ ʵʢʨʘʥʥʘʷ ʟʘʩʪʘʚʢʘ. ɽʩʣʠ ʚʳ ʧʨʝʨʚʘʣʠ 

ʚʳʧʦʣʥʝʥʠʝ ʟʘʜʘʯʠ ʠ, ʥʘʧʨʠʤʝʨ, ʨʘʟʙʣʦʢʠʨʦʚʘʣʠ ʢʦʤʧʴʶʪʝʨ, Kaspersky 

Endpoint Security ʟʘʧʫʩʪʠʪ ʟʘʜʘʯʫ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʩ ʪʦʛʦ ʞʝ ʤʝʩʪʘ, ʛʜʝ 

ʧʨʦʚʝʨʢʘ ʙʳʣʘ ʧʨʝʨʚʘʥʘ. 

 

 

ʌʦʨʤʠʨʦʚʘʥʠʝ ʦʙʣʘʩʪʠ ʧʨʦʚʝʨʢʠ 

ʆʙʣʘʩʪʴ ʧʨʦʚʝʨʢʠ ï ʩʧʠʩʦʢ ʧʫʪʝʡ ʢ ʧʘʧʢʘʤ ʠ ʬʘʡʣʘʤ, ʢʦʪʦʨʳʝ Kaspersky Endpoint Security ʧʨʦʚʝʨʷʝʪ ʚʦ 

ʚʨʝʤʷ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ. Kaspersky Endpoint Security ʧʦʜʜʝʨʞʠʚʘʝʪ ʧʝʨʝʤʝʥʥʳʝ ʩʨʝʜʳ ʠ ʩʠʤʚʦʣʳ *  ʠ ? 

ʜʣʷ ʚʚʦʜʘ ʤʘʩʢʠ. 

ɼʣʷ ʬʦʨʤʠʨʦʚʘʥʠʷ ʦʙʣʘʩʪʠ ʧʨʦʚʝʨʢʠ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʟʘʜʘʯʫ ɺʳʙʦʨʦʯʥʘʷ ʧʨʦʚʝʨʢʘ. 

ʉʧʝʮʠʘʣʠʩʪʳ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʨʝʢʦʤʝʥʜʫʶʪ ʥʝ ʠʟʤʝʥʷʪʴ ʦʙʣʘʩʪʴ ʧʨʦʚʝʨʢʠ ʟʘʜʘʯ ʇʦʣʥʘʷ 

ʧʨʦʚʝʨʢʘ ʠ ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ. 

ɺ Kaspersky Endpoint Security ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʳ ʩʣʝʜʫʶʱʠʝ ʦʙʲʝʢʪʳ ʜʣʷ ʬʦʨʤʠʨʦʚʘʥʠʷ ʦʙʣʘʩʪʠ ʧʨʦʚʝʨʢʠ: 

¶ ʄʦʷ ʧʦʯʪʘ. 

ʌʘʡʣʳ, ʩʚʷʟʘʥʥʳʝ ʩ ʨʘʙʦʪʦʡ ʧʦʯʪʦʚʦʛʦ ʢʣʠʝʥʪʘ Outlook: ʬʘʡʣʳ ʜʘʥʥʳʭ (PST), ʘʚʪʦʥʦʤʥʳʝ ʬʘʡʣʳ 

ʜʘʥʥʳʭ (OST). 

¶ ʉʠʩʪʝʤʥʘʷ ʧʘʤʷʪʴ. 

¶ ʆʙʲʝʢʪʳ ʘʚʪʦʟʘʧʫʩʢʘ. 

ʇʘʤʷʪʴ, ʟʘʥʷʪʘʷ ʧʨʦʮʝʩʩʘʤʠ, ʠ ʠʩʧʦʣʥʷʝʤʳʝ ʬʘʡʣʳ ʧʨʠʣʦʞʝʥʠʷ, ʢʦʪʦʨʳʝ ʟʘʧʫʩʢʘʶʪʩʷ ʧʨʠ ʩʪʘʨʪʝ 

ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. 
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¶ ɿʘʛʨʫʟʦʯʥʳʝ ʩʝʢʪʦʨʳ. 

ɿʘʛʨʫʟʦʯʥʳʝ ʩʝʢʪʦʨʳ ʞʝʩʪʢʠʭ ʠ ʩʲʝʤʥʳʭ ʜʠʩʢʦʚ. 

¶ ʉʠʩʪʝʤʥʦʝ ʨʝʟʝʨʚʥʦʝ ʭʨʘʥʠʣʠʱʝ. 

ʉʦʜʝʨʞʠʤʦʝ ʧʘʧʢʠ System Volume Information. 

¶ ɺʩʝ ʚʥʝʰʥʠʝ ʫʩʪʨʦʡʩʪʚʘ. 

¶ ɺʩʝ ʞʝʩʪʢʠʝ ʜʠʩʢʠ. 

¶ ɺʩʝ ʩʝʪʝʚʳʝ ʜʠʩʢʠ. 

ɼʣʷ ʧʨʦʚʝʨʢʠ ʩʝʪʝʚʳʭ ʜʠʩʢʦʚ ʠʣʠ ʩʝʪʝʚʳʭ ʧʘʧʦʢ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʩʦʟʜʘʚʘʪʴ ʦʪʜʝʣʴʥʫʶ ʟʘʜʘʯʫ 

ʧʨʦʚʝʨʢʠ. ɺ ʧʘʨʘʤʝʪʨʘʭ ʟʘʜʘʯʠ ʇʦʠʩʢ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ ʫʢʘʞʠʪʝ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʫ ʢʦʪʦʨʦʛʦ ʝʩʪʴ 

ʧʨʘʚʘ ʥʘ ʟʘʧʠʩʴ ʥʘ ʵʪʦʤ ʜʠʩʢʝ, ʜʣʷ ʫʩʪʨʘʥʝʥʠʷ ʦʙʥʘʨʫʞʝʥʥʳʭ ʫʛʨʦʟ. ɽʩʣʠ ʥʘ ʩʝʨʚʝʨʝ, ʥʘ 

ʢʦʪʦʨʦʤ ʨʘʩʧʦʣʦʞʝʥ ʩʝʪʝʚʦʡ ʜʠʩʢ, ʫʩʪʘʥʦʚʣʝʥʳ ʩʦʙʩʪʚʝʥʥʳʝ ʠʥʩʪʨʫʤʝʥʪʳ ʟʘʱʠʪʳ, ʟʘʧʫʩʢʘʪʴ 

ʟʘʜʘʯʫ ʧʨʦʚʝʨʢʠ ʥʘ ʵʪʦʤ ʜʠʩʢʝ ʥʝ ʪʨʝʙʫʝʪʩʷ. ʕʪʦ ʧʦʟʚʦʣʠʪ ʥʝ ʧʨʦʚʝʨʷʪʴ ʦʙʲʝʢʪʳ ʜʚʘʞʜʳ ʠ 

ʧʦʚʳʩʠʪ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ ʩʝʨʚʝʨʘ. 

ɼʣʷ ʠʩʢʣʶʯʝʥʠʷ ʧʘʧʦʢ ʠʣʠ ʬʘʡʣʦʚ ʠʟ ʦʙʣʘʩʪʠ ʧʨʦʚʝʨʢʠ ʚʘʤ ʥʫʞʥʦ ʜʦʙʘʚʠʪʴ ʧʘʧʢʫ ʠʣʠ ʬʘʡʣ ʚ ʜʦʚʝʨʝʥʥʫʶ 

ʟʦʥʫ. (ʩʤ. ʨʘʟʜʝʣ "ʉʦʟʜʘʥʠʝ ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʧʨʦʚʝʨʢʠ" ʥʘ ʩʪʨ. 347) 

ʂʘʢ ʩʬʦʨʤʠʨʦʚʘʪʴ ʦʙʣʘʩʪʴ ʧʨʦʚʝʨʢʠ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ ʧʝʨʝʡʜʠʪʝ ʚ ʨʘʟʜʝʣ ɿʘʜʘʯʠ. 

2. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʩʧʠʩʢʝ ʟʘʜʘʯ ʚʳʙʝʨʠʪʝ ʟʘʜʘʯʫ ɺʳʙʦʨʦʯʥʘʷ ʧʨʦʚʝʨʢʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɺr ʙʨʘʪʴ. 

ɺʳ ʪʘʢʞʝ ʤʦʞʝʪʝ ʠʟʤʝʥʠʪʴ ʦʙʣʘʩʪʴ ʧʨʦʚʝʨʢʠ ʜʣʷ ʜʨʫʛʠʭ ʟʘʜʘʯ. ʉʧʝʮʠʘʣʠʩʪʳ "ʃʘʙʦʨʘʪʦʨʠʠ 

ʂʘʩʧʝʨʩʢʦʛʦ" ʨʝʢʦʤʝʥʜʫʶʪ ʥʝ ʠʟʤʝʥʷʪʴ ʦʙʣʘʩʪʴ ʧʨʦʚʝʨʢʠ ʟʘʜʘʯ ʇʦʣʥʘʷ ʧʨʦʚʝʨʢʘ ʠ ʇʨʦʚʝʨʢʘ 

ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ. 

3. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʚʳʙʝʨʠʪʝ ʦʙʲʝʢʪʳ, ʢʦʪʦʨʳʝ ʚʳ ʭʦʪʠʪʝ ʜʦʙʘʚʠʪʴ ʚ ʦʙʣʘʩʪʴ ʧʨʦʚʝʨʢʠ. 

4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ɽʩʣʠ ʟʘʜʘʯʘ ʧʨʦʚʝʨʢʠ ʥʝ ʦʪʦʙʨʘʞʘʝʪʩʷ, ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʟʘʧʨʝʪʠʣ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʣʦʢʘʣʴʥʳʭ ʟʘʜʘʯ ʚ 

ʧʦʣʠʪʠʢʝ (ʩʤ. ʨʘʟʜʝʣ "ʋʧʨʘʚʣʝʥʠʝ ʟʘʜʘʯʘʤʠ" ʥʘ ʩʪʨ. 40). 

 

ɿʘʧʫʩʢ ʧʨʦʚʝʨʢʠ ʧʦ ʨʘʩʧʠʩʘʥʠʶ 

ʇʨʦʚʝʨʢʘ ʢʦʤʧʴʶʪʝʨʘ ʟʘʥʠʤʘʝʪ ʥʝʢʦʪʦʨʦʝ ʚʨʝʤʷ ʠ ʪʨʝʙʫʝʪ ʟʘʪʨʘʪ ʨʝʩʫʨʩʦʚ ʢʦʤʧʴʶʪʝʨʘ. ɺʳʙʝʨʠʪʝ 

ʦʧʪʠʤʘʣʴʥʦʝ ʚʨʝʤʷ ʜʣʷ ʟʘʧʫʩʢʘ ʧʨʦʚʝʨʢʠ ʢʦʤʧʴʶʪʝʨʘ, ʯʪʦʙʳ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ ʜʨʫʛʠʭ ʧʨʠʣʦʞʝʥʠʡ ʥʝ 

ʩʥʠʞʘʣʘʩʴ. Kaspersky Endpoint Security ʧʦʟʚʦʣʷʝʪ ʥʘʩʪʨʦʠʪʴ ʦʙʳʯʥʦʝ ʨʘʩʧʠʩʘʥʠʝ ʧʨʦʚʝʨʢʠ ʢʦʤʧʴʶʪʝʨʘ. 

ʕʪʦʪ ʩʧʦʩʦʙ ʫʜʦʙʝʥ, ʝʩʣʠ ʩʦʪʨʫʜʥʠʢʠ ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ ʨʘʙʦʪʘʶʪ ʧʦ ʛʨʘʬʠʢʫ. ɺʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ 

ʟʘʧʫʩʢ ʧʨʦʚʝʨʢʠ ʢʦʤʧʴʶʪʝʨʘ ʥʦʯʴʶ ʠʣʠ ʚ ʚʳʭʦʜʥʳʝ ʜʥʠ. ɽʩʣʠ ʧʦ ʢʘʢʠʤ-ʣʠʙʦ ʧʨʠʯʠʥʘʤ ʟʘʧʫʩʢ ʟʘʜʘʯʠ 

ʧʨʦʚʝʨʢʠ ʥʝʚʦʟʤʦʞʝʥ (ʥʘʧʨʠʤʝʨ, ʚ ʵʪʦ ʚʨʝʤʷ ʢʦʤʧʴʶʪʝʨ ʚʳʢʣʶʯʝʥ), ʚʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʘʚʪʦʤʘʪʠʯʝʩʢʠʡ 

ʟʘʧʫʩʢ ʧʨʦʧʫʱʝʥʥʦʡ ʟʘʜʘʯʠ ʧʨʦʚʝʨʢʠ, ʢʘʢ ʪʦʣʴʢʦ ʵʪʦ ʩʪʘʥʝʪ ʚʦʟʤʦʞʥʳʤ. 

ɽʩʣʠ ʥʘʩʪʨʦʠʪʴ ʦʧʪʠʤʘʣʴʥʦʝ ʨʘʩʧʠʩʘʥʠʝ ʧʨʦʚʝʨʢʠ ʢʦʤʧʴʶʪʝʨʘ ʥʝ ʫʜʘʣʦʩʴ, Kaspersky Endpoint Security 

ʧʦʟʚʦʣʷʝʪ ʟʘʧʫʩʢʘʪʴ ʧʨʦʚʝʨʢʫ ʢʦʤʧʴʶʪʝʨʘ ʧʨʠ ʚʳʧʦʣʥʝʥʠʠ ʩʣʝʜʫʶʱʠʭ ʩʧʝʮʠʘʣʴʥʳʭ ʫʩʣʦʚʠʡ: 

¶ ʇʦʩʣʝ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ. 

Kaspersky Endpoint Security ʟʘʧʫʩʢʘʝʪ ʧʨʦʚʝʨʢʫ ʢʦʤʧʴʶʪʝʨʘ ʩ ʥʦʚʳʤʠ ʙʘʟʘʤʠ ʩʠʛʥʘʪʫʨ. 
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¶ ʇʨʠ ʟʘʧʫʩʢʝ ʧʨʠʣʦʞʝʥʠʷ. 

Kaspersky Endpoint Security ʟʘʧʫʩʢʘʝʪ ʧʨʦʚʝʨʢʫ ʢʦʤʧʴʶʪʝʨʘ ʧʦ ʠʩʪʝʯʝʥʠʠ ʟʘʜʘʥʥʦʛʦ ʚʨʝʤʝʥʠ ʧʦʩʣʝ 

ʩʪʘʨʪʘ ʧʨʠʣʦʞʝʥʠʷ. ʇʦʩʣʝ ʩʪʘʨʪʘ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʟʘʧʫʩʢʘʝʪʩʷ ʤʥʦʞʝʩʪʚʦ ʧʨʦʮʝʩʩʦʚ, 

ʧʦʵʪʦʤʫ ʫʜʦʙʥʦ ʟʘʧʫʩʢʘʪʴ ʟʘʜʘʯʫ ʧʨʦʚʝʨʢʠ ʥʝ ʩʨʘʟʫ ʧʦʩʣʝ ʟʘʧʫʩʢʘ Kaspersky Endpoint Security, ʘ 

ʯʝʨʝʟ ʥʝʢʦʪʦʨʦʝ ʚʨʝʤʷ. 

¶ ʌʫʥʢʮʠʷ Wake-on-LAN. 

Kaspersky Endpoint Security ʟʘʧʫʩʢʘʝʪ ʧʨʦʚʝʨʢʫ ʢʦʤʧʴʶʪʝʨʘ ʧʦ ʨʘʩʧʠʩʘʥʠʶ ʜʘʞʝ ʝʩʣʠ ʢʦʤʧʴʶʪʝʨ 

ʚʳʢʣʶʯʝʥ. ɼʣʷ ʵʪʦʛʦ ʧʨʠʣʦʞʝʥʠʝ ʠʩʧʦʣʴʟʫʝʪ ʬʫʥʢʮʠʶ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ Wake-on-LAN. 

ʌʫʥʢʮʠʷ Wake-on-LAN ʧʦʟʚʦʣʷʝʪ ʫʜʘʣʝʥʥʦ ʚʢʣʶʯʘʪʴ ʢʦʤʧʴʶʪʝʨ ʩ ʧʦʤʦʱʴʶ ʦʪʧʨʘʚʢʠ ʩʧʝʮʠʘʣʴʥʦʛʦ 

ʩʠʛʥʘʣʘ ʯʝʨʝʟ ʣʦʢʘʣʴʥʫʶ ʩʝʪʴ. ɼʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʵʪʦʡ ʬʫʥʢʮʠʠ ʥʝʦʙʭʦʜʠʤʦ ʚʢʣʶʯʠʪʴ Wake-on-

LAN ʚ ʧʘʨʘʤʝʪʨʘʭ BIOS ʢʦʤʧʴʶʪʝʨʘ. 

ɺʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʟʘʧʫʩʢ ʧʨʦʚʝʨʢʠ ʢʦʤʧʴʶʪʝʨʘ ʩ ʬʫʥʢʮʠʝʡ Wake-on-LAN ʪʦʣʴʢʦ ʜʣʷ ʟʘʜʘʯʠ 

ʇʦʠʩʢ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ ʚ Kaspersky Security Center. ɺʢʣʶʯʠʪʴ ʬʫʥʢʮʠʶ Wake-on-LAN ʜʣʷ ʧʨʦʚʝʨʢʠ 

ʢʦʤʧʴʶʪʝʨʘ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ ʥʝʚʦʟʤʦʞʥʦ. 

¶ ʇʨʠ ʧʨʦʩʪʦʝ ʢʦʤʧʴʶʪʝʨʘ. 

Kaspersky Endpoint Security ʟʘʧʫʩʢʘʝʪ ʧʨʦʚʝʨʢʫ ʢʦʤʧʴʶʪʝʨʘ ʧʦ ʨʘʩʧʠʩʘʥʠʶ, ʝʩʣʠ ʚʢʣʶʯʝʥʘ ʵʢʨʘʥʥʘʷ 

ʟʘʩʪʘʚʢʘ ʠʣʠ ʢʦʤʧʴʶʪʝʨ ʟʘʙʣʦʢʠʨʦʚʘʥ. ɽʩʣʠ ʧʦʣʴʟʦʚʘʪʝʣʴ ʨʘʟʙʣʦʢʠʨʦʚʘʣ ʢʦʤʧʴʶʪʝʨ, Kaspersky 

Endpoint Security ʧʨʠʦʩʪʘʥʘʚʣʠʚʘʝʪ ʧʨʦʚʝʨʢʫ ʢʦʤʧʴʶʪʝʨʘ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʧʨʠʣʦʞʝʥʠʝ ʤʦʞʝʪ 

ʚʳʧʦʣʥʷʪʴ ʧʦʣʥʫʶ ʧʨʦʚʝʨʢʫ ʢʦʤʧʴʶʪʝʨʘ ʥʝʩʢʦʣʴʢʦ ʜʥʝʡ. 

ʂʘʢ ʥʘʩʪʨʦʠʪʴ ʨʘʩʧʠʩʘʥʠʝ ʧʨʦʚʝʨʢʠ ʢʦʤʧʴʶʪʝʨʘ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

ɺʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʨʘʩʧʠʩʘʥʠʝ ʧʨʦʚʝʨʢʠ, ʪʦʣʴʢʦ ʝʩʣʠ ʢ ʢʦʤʧʴʶʪʝʨʫ ʥʝ ʧʨʠʤʝʥʝʥʘ ʧʦʣʠʪʠʢʘ. ɼʣʷ 

ʢʦʤʧʴʶʪʝʨʦʚ ʧʦʜ ʧʦʣʠʪʠʢʦʡ ʚʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʨʘʩʧʠʩʘʥʠʝ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ ʇʦʠʩʢ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ 

ʚ Kaspersky Security Center. 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ ʧʝʨʝʡʜʠʪʝ ʚ ʨʘʟʜʝʣ ɿʘʜʘʯʠ. 

2. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʩʧʠʩʢʝ ʟʘʜʘʯ ʚʳʙʝʨʠʪʝ ʟʘʜʘʯʫ ʧʨʦʚʝʨʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

ɺʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʨʘʩʧʠʩʘʥʠʝ ʜʣʷ ʟʘʧʫʩʢʘ ʧʦʣʥʦʡ ʧʨʦʚʝʨʢʠ, ʧʨʦʚʝʨʢʠ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ ʠ 

ʧʨʦʚʝʨʢʠ ʮʝʣʦʩʪʥʦʩʪʠ. ɺʳʙʦʨʦʯʥʫʶ ʧʨʦʚʝʨʢʫ ʚʳ ʤʦʞʝʪʝ ʟʘʧʫʩʢʘʪʴ ʪʦʣʴʢʦ ʚʨʫʯʥʫʶ. 

3. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʈʘʩʧʠʩʘʥʠʝ ʧʨʦʚʝʨʢʠ. 

4. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʥʘʩʪʨʦʡʪʝ ʨʘʩʧʠʩʘʥʠʝ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ ʧʨʦʚʝʨʢʠ. 

5. ɺ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʚʳʙʨʘʥʥʦʡ ʧʝʨʠʦʜʠʯʥʦʩʪʠ ʥʘʩʪʨʦʡʪʝ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ, ʢʦʪʦʨʳʝ 

ʫʪʦʯʥʷʶʪ ʨʘʩʧʠʩʘʥʠʝ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ (ʩʤ. ʪʘʙʣʠʮʫ ʥʠʞʝ). 

6. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
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ʊʘʙʣʠʮʘ 7. ʇʘʨʘʤʝʪʨʳ ʨʘʩʧʠʩʘʥʠʷ ʧʨʦʚʝʨʢʠ 
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ʇʘʨʘʤʝʪʨ ʆʧʠʩʘʥʠʝ 

ʈʘʩʧʠʩʘʥʠʝ ʧʨʦʚʝʨʢʠ ɺʨʫʯʥʫʶ. ʈʝʞʠʤ ʟʘʧʫʩʢʘ, ʧʨʠ ʢʦʪʦʨʦʤ ʚʳ ʟʘʧʫʩʢʘʝʪʝ ʧʨʦʚʝʨʢʫ 

ʚʨʫʯʥʫʶ ʚ ʫʜʦʙʥʦʝ ʜʣʷ ʚʘʩ ʚʨʝʤʷ. 

ʇʦ ʨʘʩʧʠʩʘʥʠʶ. ʈʝʞʠʤ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ ʧʨʦʚʝʨʢʠ, ʧʨʠ ʢʦʪʦʨʦʤ 

ʧʨʠʣʦʞʝʥʠʝ ʚʳʧʦʣʥʷʝʪ ʟʘʜʘʯʫ ʧʨʦʚʝʨʢʠ ʧʦ ʩʬʦʨʤʠʨʦʚʘʥʥʦʤʫ ʚʘʤʠ 

ʨʘʩʧʠʩʘʥʠʶ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʨʝʞʠʤ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ ʧʨʦʚʝʨʢʠ, ʚʳ 

ʪʘʢʞʝ ʤʦʞʝʪʝ ʟʘʧʫʩʢʘʪʴ ʟʘʜʘʯʫ ʧʨʦʚʝʨʢʠ ʚʨʫʯʥʫʶ. 

ʆʪʣʦʞʠʪʴ ʟʘʧʫʩʢ ʧʦʩʣʝ 

ʩʪʘʨʪʘ ʧʨʠʣʦʞʝʥʠʷ ʥʘ N 

ʤʠʥʫʪ 

ʆʪʣʦʞʝʥʥʳʡ ʟʘʧʫʩʢ ʟʘʜʘʯʠ ʧʨʦʚʝʨʢʠ ʧʦʩʣʝ ʩʪʘʨʪʘ ʧʨʠʣʦʞʝʥʠʷ. ʇʦʩʣʝ 

ʩʪʘʨʪʘ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʟʘʧʫʩʢʘʝʪʩʷ ʤʥʦʞʝʩʪʚʦ ʧʨʦʮʝʩʩʦʚ, 

ʧʦʵʪʦʤʫ ʫʜʦʙʥʦ ʟʘʧʫʩʢʘʪʴ ʟʘʜʘʯʫ ʧʨʦʚʝʨʢʠ ʥʝ ʩʨʘʟʫ ʧʦʩʣʝ ʟʘʧʫʩʢʘ 

Kaspersky Endpoint Security, ʘ ʯʝʨʝʟ ʥʝʢʦʪʦʨʦʝ ʚʨʝʤʷ. 

ɿʘʧʫʩʢʘʪʴ ʧʨʦʧʫʱʝʥʥʳʝ 

ʟʘʜʘʯʠ 

ɽʩʣʠ ʬʣʘʞʦʢ ʫʩʪʘʥʦʚʣʝʥ, Kaspersky Endpoint Security ʟʘʧʫʩʢʘʝʪ 

ʧʨʦʧʫʱʝʥʥʫʶ ʟʘʜʘʯʫ, ʢʘʢ ʪʦʣʴʢʦ ʵʪʦ ʩʪʘʥʝʪ ʚʦʟʤʦʞʥʳʤ. ɿʘʜʘʯʘ ʤʦʞʝʪ 

ʙʳʪʴ ʧʨʦʧʫʱʝʥʘ, ʥʘʧʨʠʤʝʨ, ʝʩʣʠ ʚ ʫʩʪʘʥʦʚʣʝʥʥʦʝ ʚʨʝʤʷ ʟʘʧʫʩʢʘ 

ʟʘʜʘʯʠ ʙʳʣ ʚʳʢʣʶʯʝʥ ʢʦʤʧʴʶʪʝʨ. ʂʦʛʜʘ ʫ ʧʨʠʣʦʞʝʥʠʷ ʧʦʷʚʣʷʝʪʩʷ 

ʚʦʟʤʦʞʥʦʩʪʴ ʚʳʧʦʣʥʠʪʴ ʧʨʦʧʫʱʝʥʥʳʝ ʟʘʜʘʯʠ, ʜʣʷ ʨʘʩʧʨʝʜʝʣʝʥʠʷ 

ʥʘʛʨʫʟʢʠ ʥʘ ʢʦʤʧʴʶʪʝʨ ʧʨʠʣʦʞʝʥʠʝ ʟʘʧʫʩʢʘʝʪ ʟʘʜʘʯʠ ʥʝ 

ʦʜʥʦʚʨʝʤʝʥʥʦ, ʘ ʩʣʫʯʘʡʥʳʤ ʦʙʨʘʟʦʤ ʚ ʪʝʯʝʥʠʝ ʦʧʨʝʜʝʣʝʥʥʦʛʦ 

ʠʥʪʝʨʚʘʣʘ ʚʨʝʤʝʥʠ. 

ɽʩʣʠ ʬʣʘʞʦʢ ʩʥʷʪ, Kaspersky Endpoint Security ʥʝ ʟʘʧʫʩʢʘʝʪ 

ʧʨʦʧʫʱʝʥʥʳʝ ʟʘʜʘʯʠ, ʘ ʚʳʧʦʣʥʷʝʪ ʩʣʝʜʫʶʱʫʶ ʟʘʜʘʯʫ ʧʦ 

ʫʩʪʘʥʦʚʣʝʥʥʦʤʫ ʨʘʩʧʠʩʘʥʠʶ. 

ɺʳʧʦʣʥʷʪʴ ʪʦʣʴʢʦ ʚʦ 

ʚʨʝʤʷ ʧʨʦʩʪʦʷ ʢʦʤʧʴʶʪʝʨʘ 
ʆʪʣʦʞʝʥʥʳʡ ʟʘʧʫʩʢ ʟʘʜʘʯʠ ʧʨʦʚʝʨʢʠ, ʝʩʣʠ ʨʝʩʫʨʩʳ ʢʦʤʧʴʶʪʝʨʘ ʟʘʥʷʪʳ. 

Kaspersky Endpoint Security ʟʘʧʫʩʢʘʝʪ ʟʘʜʘʯʫ ʧʨʦʚʝʨʢʠ, ʝʩʣʠ ʢʦʤʧʴʶʪʝʨ 

ʟʘʙʣʦʢʠʨʦʚʘʥ ʠʣʠ ʚʢʣʶʯʝʥʘ ʵʢʨʘʥʥʘʷ ʟʘʩʪʘʚʢʘ. ɽʩʣʠ ʚʳ ʧʨʝʨʚʘʣʠ 

ʚʳʧʦʣʥʝʥʠʝ ʟʘʜʘʯʠ ʠ, ʥʘʧʨʠʤʝʨ, ʨʘʟʙʣʦʢʠʨʦʚʘʣʠ ʢʦʤʧʴʶʪʝʨ, Kaspersky 

Endpoint Security ʟʘʧʫʩʪʠʪ ʟʘʜʘʯʫ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʩ ʪʦʛʦ ʞʝ ʤʝʩʪʘ, ʛʜʝ 

ʧʨʦʚʝʨʢʘ ʙʳʣʘ ʧʨʝʨʚʘʥʘ. 

ʀʩʧʦʣʴʟʦʚʘʪʴ 

ʘʚʪʦʤʘʪʠʯʝʩʢʦʝ 

ʦʧʨʝʜʝʣʝʥʠʝ ʩʣʫʯʘʡʥʦʛʦ 

ʠʥʪʝʨʚʘʣʘ ʤʝʞʜʫ ʟʘʧʫʩʢʘʤʠ 

ʟʘʜʘʯʠ 

(ʜʦʩʪʫʧʝʥ ʪʦʣʴʢʦ ʚ ʢʦʥʩʦʣʠ 

Kaspersky Security Center) 

ɽʩʣʠ ʬʣʘʞʦʢ ʫʩʪʘʥʦʚʣʝʥ, ʟʘʜʘʯʘ ʟʘʧʫʩʢʘʝʪʩʷ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʥʝ ʪʦʯʥʦ 

ʧʦ ʨʘʩʧʠʩʘʥʠʶ, ʘ ʩʣʫʯʘʡʥʳʤ ʦʙʨʘʟʦʤ ʚ ʪʝʯʝʥʠʝ ʦʧʨʝʜʝʣʝʥʥʦʛʦ 

ʠʥʪʝʨʚʘʣʘ ʚʨʝʤʝʥʠ, ʪʦ ʝʩʪʴ ʧʨʦʠʩʭʦʜʠʪ ʨʘʩʧʨʝʜʝʣʝʥʥʳʡ ʟʘʧʫʩʢ ʟʘʜʘʯʠ. 

ʈʘʩʧʨʝʜʝʣʝʥʥʳʡ ʟʘʧʫʩʢ ʟʘʜʘʯʠ ʧʦʤʦʛʘʝʪ ʠʟʙʝʞʘʪʴ ʦʜʥʦʚʨʝʤʝʥʥʦʛʦ 

ʦʙʨʘʱʝʥʠʷ ʙʦʣʴʰʦʛʦ ʢʦʣʠʯʝʩʪʚʘ ʢʦʤʧʴʶʪʝʨʦʚ ʢ ʉʝʨʚʝʨʫ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʧʨʠ ʟʘʧʫʩʢʝ ʟʘʜʘʯʠ ʧʦ ʨʘʩʧʠʩʘʥʠʶ. 

ʇʝʨʠʦʜ ʨʘʩʧʨʝʜʝʣʝʥʥʦʛʦ ʟʘʧʫʩʢʘ ʨʘʩʩʯʠʪʳʚʘʝʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʨʠ 

ʩʦʟʜʘʥʠʠ ʟʘʜʘʯʠ, ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʢʦʣʠʯʝʩʪʚʘ ʢʦʤʧʴʶʪʝʨʦʚ, ʢʦʪʦʨʳʤ 

ʥʘʟʥʘʯʝʥʘ ʟʘʜʘʯʘ. ʇʦʟʞʝ ʟʘʜʘʯʘ ʚʩʝʛʜʘ ʟʘʧʫʩʢʘʝʪʩʷ ʚ ʨʘʩʯʝʪʥʦʝ ʚʨʝʤʷ 

ʟʘʧʫʩʢʘ. ʆʜʥʘʢʦ, ʢʦʛʜʘ ʚ ʧʘʨʘʤʝʪʨʳ ʟʘʜʘʯʠ ʚʥʦʩʷʪʩʷ ʧʨʘʚʢʠ ʠʣʠ ʟʘʜʘʯʘ 

ʟʘʧʫʩʢʘʝʪʩʷ ʚʨʫʯʥʫʶ, ʨʘʩʩʯʠʪʘʥʥʦʝ ʟʥʘʯʝʥʠʝ ʚʨʝʤʝʥʠ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ 

ʠʟʤʝʥʷʝʪʩʷ. 

ɽʩʣʠ ʬʣʘʞʦʢ ʩʥʷʪ, ʟʘʧʫʩʢ ʟʘʜʘʯʠ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʚʳʧʦʣʥʷʝʪʩʷ ʧʦ 

ʨʘʩʧʠʩʘʥʠʶ. 
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ʇʘʨʘʤʝʪʨ ʆʧʠʩʘʥʠʝ 

ʀʩʧʦʣʴʟʦʚʘʪʴ ʩʣʫʯʘʡʥʫʶ 

ʟʘʜʝʨʞʢʫ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ ʚ 

ʠʥʪʝʨʚʘʣʝ (ʤʠʥ) 

ɽʩʣʠ ʬʣʘʞʦʢ ʫʩʪʘʥʦʚʣʝʥ, ʟʘʜʘʯʘ ʟʘʧʫʩʢʘʝʪʩʷ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ 

ʩʣʫʯʘʡʥʳʤ ʦʙʨʘʟʦʤ ʚ ʪʝʯʝʥʠʝ ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʠʥʪʝʨʚʘʣʘ ʚʨʝʤʝʥʠ. 

ʈʘʩʧʨʝʜʝʣʝʥʥʳʡ ʟʘʧʫʩʢ ʟʘʜʘʯʠ ʧʦʤʦʛʘʝʪ ʠʟʙʝʞʘʪʴ ʦʜʥʦʚʨʝʤʝʥʥʦʛʦ 

ʦʙʨʘʱʝʥʠʷ ʙʦʣʴʰʦʛʦ ʢʦʣʠʯʝʩʪʚʘ ʢʦʤʧʴʶʪʝʨʦʚ ʢ ʉʝʨʚʝʨʫ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʧʨʠ ʟʘʧʫʩʢʝ ʟʘʜʘʯʠ ʧʦ ʨʘʩʧʠʩʘʥʠʶ. 

ɽʩʣʠ ʬʣʘʞʦʢ ʩʥʷʪ, ʟʘʧʫʩʢ ʟʘʜʘʯʠ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʚʳʧʦʣʥʷʝʪʩʷ ʧʦ 

ʨʘʩʧʠʩʘʥʠʶ. 

ʆʩʪʘʥʦʚʠʪʴ, ʝʩʣʠ ʟʘʜʘʯʘ 

ʚʳʧʦʣʥʷʝʪʩʷ ʜʦʣʴʰʝ (ʤʠʥ) 

(ʜʦʩʪʫʧʝʥ ʪʦʣʴʢʦ ʚ ʢʦʥʩʦʣʠ 

Kaspersky Security Center) 

ʆʛʨʘʥʠʯʝʥʠʝ ʜʣʠʪʝʣʴʥʦʩʪʠ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ. ʇʦ ʠʩʪʝʯʝʥʠʠ ʟʘʜʘʥʥʦʛʦ 

ʚʨʝʤʝʥʠ Kaspersky Endpoint Security ʦʩʪʘʥʘʚʣʠʚʘʝʪ ʚʳʧʦʣʥʝʥʠʝ ʟʘʜʘʯʠ. 

ʇʨʠ ʵʪʦʤ ʟʘʜʘʯʘ ʥʝ ʙʫʜʝʪ ʟʘʚʝʨʰʝʥʘ. ʉʣʝʜʫʶʱʠʡ ʟʘʧʫʩʢ ʟʘʜʘʯʠ 

Kaspersky Endpoint Security ʚʳʧʦʣʥʠʪ ʩʥʘʯʘʣʘ ʠ ʧʦ ʨʘʩʧʠʩʘʥʠʶ. 

ʏʪʦʙʳ ʫʤʝʥʴʰʠʪʴ ʚʨʝʤʷ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ, ʚʳ ʤʦʞʝʪʝ, ʥʘʧʨʠʤʝʨ, 

ʥʘʩʪʨʦʠʪʴ ʦʙʣʘʩʪʴ ʧʨʦʚʝʨʢʠ (ʩʤ. ʨʘʟʜʝʣ "ʌʦʨʤʠʨʦʚʘʥʠʝ ʦʙʣʘʩʪʠ 

ʧʨʦʚʝʨʢʠ" ʥʘ ʩʪʨ. 85) ʠʣʠ ʦʧʪʠʤʠʟʠʨʦʚʘʪʴ ʧʨʦʚʝʨʢʫ (ʩʤ. ʨʘʟʜʝʣ 

"ʆʧʪʠʤʠʟʘʮʠʷ ʧʨʦʚʝʨʢʠ" ʥʘ ʩʪʨ. 91). 

ɸʢʪʠʚʠʨʦʚʘʪʴ ʫʩʪʨʦʡʩʪʚʘ 

ʧʝʨʝʜ ʟʘʧʫʩʢʦʤ ʟʘʜʘʯʠ 

ʬʫʥʢʮʠʝʡ Wake-on-LAN ʟʘ 

(ʤʠʥ) 

(ʜʦʩʪʫʧʝʥ ʪʦʣʴʢʦ ʚ ʢʦʥʩʦʣʠ 

Kaspersky Security Center) 

ɽʩʣʠ ʬʣʘʞʦʢ ʫʩʪʘʥʦʚʣʝʥ, ʦʧʝʨʘʮʠʦʥʥʘʷ ʩʠʩʪʝʤʘ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʙʫʜʝʪ 

ʟʘʛʨʫʞʘʪʴʩʷ ʟʘ ʫʢʘʟʘʥʥʦʝ ʚʨʝʤʷ ʜʦ ʥʘʯʘʣʘ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ. ɺʨʝʤʷ, 

ʟʘʜʘʥʥʦʝ ʧʦ ʫʤʦʣʯʘʥʠʶ, ï 5 ʤʠʥʫʪ. 

ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ ʟʘʧʫʩʪʠʪʴ ʚʳʧʦʣʥʝʥʠʝ ʟʘʜʘʯʠ ʥʘ 

ʚʩʝʭ ʢʦʤʧʴʶʪʝʨʘʭ, ʚʢʣʶʯʘʷ ʢʦʤʧʴʶʪʝʨʳ, ʢʦʪʦʨʳʝ ʚʳʢʣʶʯʝʥʳ. 

ɺʳʢʣʶʯʘʪʴ ʫʩʪʨʦʡʩʪʚʘ 

ʧʦʩʣʝ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ 

(ʜʦʩʪʫʧʝʥ ʪʦʣʴʢʦ ʚ ʢʦʥʩʦʣʠ 

Kaspersky Security Center) 

ʅʘʧʨʠʤʝʨ, ʚʳ ʤʦʞʝʪʝ ʚʢʣʶʯʠʪʴ ʵʪʫ ʬʫʥʢʮʠʶ ʜʣʷ ʧʨʦʚʝʨʢʠ ʢʦʤʧʴʶʪʝʨʘ 

ʚ ʧʷʪʥʠʮʫ ʧʦʩʣʝ ʨʘʙʦʯʝʛʦ ʜʥʷ. ʇʦʩʣʝ ʟʘʚʝʨʰʝʥʠʷ ʨʘʙʦʪʳ ʟʘʜʘʯʠ 

ʧʨʠʣʦʞʝʥʠʝ ʚʳʢʣʶʯʘʝʪ ʢʦʤʧʴʶʪʝʨ ʥʘ ʚʳʭʦʜʥʳʝ. 

 

 

ɿʘʧʫʩʢ ʧʨʦʚʝʨʢʠ ʩ ʧʨʘʚʘʤʠ ʜʨʫʛʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʟʘʜʘʯʘ ʧʨʦʚʝʨʢʠ ʟʘʧʫʩʢʘʝʪʩʷ ʦʪ ʠʤʝʥʠ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʩ ʧʨʘʚʘʤʠ ʢʦʪʦʨʦʛʦ ʚʳ 

ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʳ ʚ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ. ʆʙʣʘʩʪʴ ʟʘʱʠʪʳ ʤʦʞʝʪ ʚʢʣʶʯʘʪʴ ʩʝʪʝʚʳʝ ʜʠʩʢʠ ʠʣʠ ʜʨʫʛʠʝ 

ʦʙʲʝʢʪʳ, ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʢʦʪʦʨʳʤ ʥʫʞʥʳ ʩʧʝʮʠʘʣʴʥʳʝ ʧʨʘʚʘ. ɺʳ ʤʦʞʝʪʝ ʫʢʘʟʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʷ, 

ʦʙʣʘʜʘʶʱʝʛʦ ʵʪʠʤʠ ʧʨʘʚʘʤʠ, ʚ ʧʘʨʘʤʝʪʨʘʭ ʧʨʠʣʦʞʝʥʠʷ, ʠ ʟʘʧʫʩʢʘʪʴ ʟʘʜʘʯʫ ʧʨʦʚʝʨʢʠ ʦʪ ʠʤʝʥʠ ʵʪʦʛʦ 

ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ɺʳ ʤʦʞʝʪʝ ʟʘʧʫʩʢʘʪʴ ʧʨʦʚʝʨʢʫ ʩ ʧʨʘʚʘʤʠ ʜʨʫʛʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʜʣʷ ʩʣʝʜʫʶʱʠʭ ʪʠʧʦʚ ʧʨʦʚʝʨʢʠ: 

¶ ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ. 

¶ ʇʦʣʥʘʷ ʧʨʦʚʝʨʢʘ. 

¶ ɺʳʙʦʨʦʯʥʘʷ ʧʨʦʚʝʨʢʘ. 

¶ ʇʨʦʚʝʨʢʘ ʠʟ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ (ʥʘ ʩʪʨ. 77). 
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ʅʘʩʪʨʦʠʪʴ ʧʨʘʚʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʜʣʷ ʟʘʧʫʩʢʘ ʧʨʦʚʝʨʢʠ ʩʲʝʤʥʳʭ ʜʠʩʢʦʚ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʦʚʝʨʢʘ ʩʲʝʤʥʳʭ 

ʜʠʩʢʦʚ ʧʨʠ ʧʦʜʢʣʶʯʝʥʠʠ ʢ ʢʦʤʧʴʶʪʝʨʫ" ʥʘ ʩʪʨ. 74), ʬʦʥʦʚʦʡ ʧʨʦʚʝʨʢʠ (ʩʤ. ʨʘʟʜʝʣ "ʌʦʥʦʚʘʷ ʧʨʦʚʝʨʢʘ" ʥʘ 

ʩʪʨ. 75) ʠ ʧʨʦʚʝʨʢʠ ʮʝʣʦʩʪʥʦʩʪʠ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 83) ʥʝʚʦʟʤʦʞʥʦ. 

ʂʘʢ ʟʘʧʫʩʪʠʪʴ ʧʨʦʚʝʨʢʫ ʩ ʧʨʘʚʘʤʠ ʜʨʫʛʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ ʧʝʨʝʡʜʠʪʝ ʚ ʨʘʟʜʝʣ ɿʘʜʘʯʠ. 

2. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʩʧʠʩʢʝ ʟʘʜʘʯ ʚʳʙʝʨʠʪʝ ʟʘʜʘʯʫ ʧʨʦʚʝʨʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

3. ɺ ʩʚʦʡʩʪʚʘʭ ʟʘʜʘʯʠ ʚʳʙʝʨʠʪʝ ʈʘʩʰʠʨʝʥʥʘʷ ʥʘʩʪʨʦʡʢʘ Ÿ ɿʘʧʫʩʢʘʪʴ ʧʨʦʚʝʨʢʫ ʩ ʧʨʘʚʘʤʠ. 

4. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʚʚʝʜʠʪʝ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʧʨʘʚʘ ʢʦʪʦʨʦʛʦ ʪʨʝʙʫʝʪʩʷ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ ʧʨʦʚʝʨʢʠ. 

5. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ɽʩʣʠ ʟʘʜʘʯʘ ʧʨʦʚʝʨʢʠ ʥʝ ʦʪʦʙʨʘʞʘʝʪʩʷ, ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʟʘʧʨʝʪʠʣ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʣʦʢʘʣʴʥʳʭ ʟʘʜʘʯ ʚ 

ʧʦʣʠʪʠʢʝ (ʩʤ. ʨʘʟʜʝʣ "ʋʧʨʘʚʣʝʥʠʝ ʟʘʜʘʯʘʤʠ" ʥʘ ʩʪʨ. 40). 

 

ʆʧʪʠʤʠʟʘʮʠʷ ʧʨʦʚʝʨʢʠ 

ɺʳ ʤʦʞʝʪʝ ʦʧʪʠʤʠʟʠʨʦʚʘʪʴ ʧʨʦʚʝʨʢʫ ʬʘʡʣʦʚ: ʩʦʢʨʘʪʠʪʴ ʚʨʝʤʷ ʧʨʦʚʝʨʢʠ ʠ ʫʚʝʣʠʯʠʪʴ ʩʢʦʨʦʩʪʴ ʨʘʙʦʪʳ 

Kaspersky Endpoint Security. ʕʪʦʛʦ ʤʦʞʥʦ ʜʦʩʪʠʯʴ, ʝʩʣʠ ʧʨʦʚʝʨʷʪʴ ʪʦʣʴʢʦ ʥʦʚʳʝ ʬʘʡʣʳ ʠ ʪʝ ʬʘʡʣʳ, 

ʢʦʪʦʨʳʝ ʠʟʤʝʥʠʣʠʩʴ ʩ ʤʦʤʝʥʪʘ ʠʭ ʧʨʝʜʳʜʫʱʝʛʦ ʘʥʘʣʠʟʘ. ʊʘʢʦʡ ʨʝʞʠʤ ʧʨʦʚʝʨʢʠ ʨʘʩʧʨʦʩʪʨʘʥʷʝʪʩʷ ʢʘʢ ʥʘ 

ʧʨʦʩʪʳʝ, ʪʘʢ ʠ ʥʘ ʩʦʩʪʘʚʥʳʝ ʬʘʡʣʳ. ɺʳ ʤʦʞʝʪʝ ʪʘʢʞʝ ʦʛʨʘʥʠʯʠʪʴ ʜʣʠʪʝʣʴʥʦʩʪʴ ʧʨʦʚʝʨʢʠ ʦʜʥʦʛʦ ʬʘʡʣʘ. ʇʦ 

ʠʩʪʝʯʝʥʠʠ ʟʘʜʘʥʥʦʛʦ ʚʨʝʤʝʥʠ Kaspersky Endpoint Security ʠʩʢʣʶʯʘʝʪ ʬʘʡʣ ʠʟ ʪʝʢʫʱʝʡ ʧʨʦʚʝʨʢʠ (ʢʨʦʤʝ 

ʘʨʭʠʚʦʚ ʠ ʦʙʲʝʢʪʦʚ, ʚ ʩʦʩʪʘʚ ʢʦʪʦʨʳʭ ʚʭʦʜʠʪ ʥʝʩʢʦʣʴʢʦ ʬʘʡʣʦʚ). 

ʈʘʩʧʨʦʩʪʨʘʥʝʥʥʦʡ ʧʨʘʢʪʠʢʦʡ ʩʦʢʨʳʪʠʷ ʚʠʨʫʩʦʚ ʠ ʜʨʫʛʠʭ ʧʨʠʣʦʞʝʥʠʡ, ʧʨʝʜʩʪʘʚʣʷʶʱʠʭ ʫʛʨʦʟʫ, ʷʚʣʷʝʪʩʷ 

ʚʥʝʜʨʝʥʠʝ ʠʭ ʚ ʩʦʩʪʘʚʥʳʝ ʬʘʡʣʳ, ʥʘʧʨʠʤʝʨ, ʘʨʭʠʚʳ ʠʣʠ ʙʘʟʳ ʜʘʥʥʳʭ. ʏʪʦʙʳ ʦʙʥʘʨʫʞʠʪʴ ʩʢʨʳʪʳʝ ʪʘʢʠʤ 

ʦʙʨʘʟʦʤ ʚʠʨʫʩʳ ʠ ʜʨʫʛʠʝ ʧʨʠʣʦʞʝʥʠʷ, ʧʨʝʜʩʪʘʚʣʷʶʱʠʝ ʫʛʨʦʟʫ, ʩʦʩʪʘʚʥʦʡ ʬʘʡʣ ʥʫʞʥʦ ʨʘʩʧʘʢʦʚʘʪʴ, ʯʪʦ 

ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʩʥʠʞʝʥʠʶ ʩʢʦʨʦʩʪʠ ʧʨʦʚʝʨʢʠ. ɺʳ ʤʦʞʝʪʝ ʦʛʨʘʥʠʯʠʪʴ ʪʠʧʳ ʧʨʦʚʝʨʷʝʤʳʭ ʩʦʩʪʘʚʥʳʭ 

ʬʘʡʣʦʚ, ʪʘʢʠʤ ʦʙʨʘʟʦʤ ʫʚʝʣʠʯʠʚ ʩʢʦʨʦʩʪʴ ʧʨʦʚʝʨʢʠ. 

ɺʳ ʪʘʢʞʝ ʤʦʞʝʪʝ ʚʢʣʶʯʠʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʪʝʭʥʦʣʦʛʠʡ iChecker ʠ iSwift. ʊʝʭʥʦʣʦʛʠʠ iChecker ʠ iSwift 

ʧʦʟʚʦʣʷʶʪ ʦʧʪʠʤʠʟʠʨʦʚʘʪʴ ʩʢʦʨʦʩʪʴ ʧʨʦʚʝʨʢʠ ʬʘʡʣʦʚ ʟʘ ʩʯʝʪ ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʧʨʦʚʝʨʢʠ ʬʘʡʣʦʚ, ʥʝ 

ʠʟʤʝʥʝʥʥʳʭ ʩ ʤʦʤʝʥʪʘ ʠʭ ʧʦʩʣʝʜʥʝʡ ʧʨʦʚʝʨʢʠ. 

ʂʘʢ ʦʧʪʠʤʠʟʠʨʦʚʘʪʴ ʧʨʦʚʝʨʢʫ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ ʧʝʨʝʡʜʠʪʝ ʚ ʨʘʟʜʝʣ ɿʘʜʘʯʠ. 

2. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʩʧʠʩʢʝ ʟʘʜʘʯ ʚʳʙʝʨʠʪʝ ʟʘʜʘʯʫ ʧʨʦʚʝʨʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

3. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʈʘʩʰʠʨʝʥʥʘʷ ʥʘʩʪʨʦʡʢʘ. 

4. ɺ ʙʣʦʢʝ ʆʧʪʠʤʠʟʘʮʠʷ ʥʘʩʪʨʦʡʪʝ ʧʘʨʘʤʝʪʨʳ ʧʨʦʚʝʨʢʠ: 

¶ ʇʨʦʚʝʨʷʪʴ ʪʦʣʴʢʦ ʥʦʚʳʝ ʠ ʠʟʤʝʥʝʥʥʳʝ ʬʘʡʣʳ. ʇʨʦʚʝʨʢʘ ʪʦʣʴʢʦ ʥʦʚʳʭ ʬʘʡʣʦʚ ʠ ʪʝʭ 

ʬʘʡʣʦʚ, ʢʦʪʦʨʳʝ ʠʟʤʝʥʠʣʠʩʴ ʧʦʩʣʝ ʧʨʝʜʳʜʫʱʝʡ ʧʨʦʚʝʨʢʠ. ʕʪʦ ʧʦʟʚʦʣʠʪ ʩʦʢʨʘʪʠʪʴ ʚʨʝʤʷ 

ʚʳʧʦʣʥʝʥʠʷ ʧʨʦʚʝʨʢʠ. ʊʘʢʦʡ ʨʝʞʠʤ ʧʨʦʚʝʨʢʠ ʨʘʩʧʨʦʩʪʨʘʥʷʝʪʩʷ ʢʘʢ ʥʘ ʧʨʦʩʪʳʝ, ʪʘʢ ʠ ʥʘ 

ʩʦʩʪʘʚʥʳʝ ʬʘʡʣʳ. 

ɺʳ ʪʘʢʞʝ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʧʨʦʚʝʨʢʫ ʥʦʚʳʭ ʬʘʡʣʦʚ ʧʦ ʪʠʧʘʤ. ʅʘʧʨʠʤʝʨ, ʚʳ ʤʦʞʝʪʝ ʟʘʧʫʩʢʘʪʴ 

ʧʨʦʚʝʨʢʫ ʚʩʝʭ ʜʠʩʪʨʠʙʫʪʠʚʦʚ ʠ ʧʨʦʚʝʨʢʫ ʪʦʣʴʢʦ ʥʦʚʳʭ ʘʨʭʠʚʦʚ ʠ ʬʘʡʣʦʚ ʦʬʠʩʥʳʭ ʬʦʨʤʘʪʦʚ. 
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¶ ʇʨʦʧʫʩʢʘʪʴ ʬʘʡʣ, ʝʩʣʠ ʝʛʦ ʧʨʦʚʝʨʢʘ ʜʣʠʪʩʷ ʙʦʣʝʝ N ʩʝʢʫʥʜ. ʆʛʨʘʥʠʯʝʥʠʝ ʜʣʠʪʝʣʴʥʦʩʪʠ 

ʧʨʦʚʝʨʢʠ ʦʜʥʦʛʦ ʦʙʲʝʢʪʘ. ʇʦ ʠʩʪʝʯʝʥʠʠ ʟʘʜʘʥʥʦʛʦ ʚʨʝʤʝʥʠ ʧʨʠʣʦʞʝʥʠʝ ʧʨʝʢʨʘʱʘʝʪ ʧʨʦʚʝʨʢʫ 

ʬʘʡʣʘ. ʕʪʦ ʧʦʟʚʦʣʠʪ ʩʦʢʨʘʪʠʪʴ ʚʨʝʤʷ ʚʳʧʦʣʥʝʥʠʷ ʧʨʦʚʝʨʢʠ. 

¶ ʅʝ ʟʘʧʫʩʢʘʪʴ ʥʝʩʢʦʣʴʢʦ ʟʘʜʘʯ ʧʨʦʚʝʨʢʠ ʦʜʥʦʚʨʝʤʝʥʥʦ. ʆʪʣʦʞʝʥʥʳʡ ʟʘʧʫʩʢ ʟʘʜʘʯ ʧʨʦʚʝʨʢʠ, 

ʝʩʣʠ ʧʨʦʚʝʨʢʘ ʫʞʝ ʚʳʧʦʣʥʷʝʪʩʷ. Kaspersky Endpoint Security ʩʪʘʚʠʪ ʥʦʚʳʝ ʟʘʜʘʯʠ ʧʨʦʚʝʨʢʠ ʚ 

ʦʯʝʨʝʜʴ, ʝʩʣʠ ʪʝʢʫʱʘʷ ʧʨʦʚʝʨʢʘ ʝʱʝ ʧʨʦʜʦʣʞʘʝʪʩʷ. ʕʪʦ ʧʦʟʚʦʣʷʝʪ ʦʧʪʠʤʠʟʠʨʦʚʘʪʴ ʥʘʛʨʫʟʢʫ ʥʘ 

ʢʦʤʧʴʶʪʝʨ. ʅʘʧʨʠʤʝʨ, ʧʨʠʣʦʞʝʥʠʝ ʟʘʧʫʩʪʠʣʦ ʟʘʜʘʯʫ ʧʦʣʥʦʡ ʧʨʦʚʝʨʢʠ ʧʦ ʨʘʩʧʠʩʘʥʠʶ. ɽʩʣʠ 

ʧʦʣʴʟʦʚʘʪʝʣʴ ʧʳʪʘʝʪʩʷ ʟʘʧʫʩʪʠʪʴ ʙʳʩʪʨʫʶ ʧʨʦʚʝʨʢʫ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ, Kaspersky 

Endpoint Security ʧʦʩʪʘʚʠʪ ʟʘʜʘʯʫ ʙʳʩʪʨʦʡ ʧʨʦʚʝʨʢʠ ʚ ʦʯʝʨʝʜʴ ʠ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʟʘʧʫʩʪʠʪ ʟʘʜʘʯʫ 

ʧʦʩʣʝ ʟʘʚʝʨʰʝʥʠʷ ʧʦʣʥʦʡ ʧʨʦʚʝʨʢʠ. 

5. ɺ ʙʣʦʢʝ ʆʛʨʘʥʠʯʝʥʠʝ ʧʦ ʨʘʟʤʝʨʫ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʅʝ ʨʘʩʧʘʢʦʚʳʚʘʪʴ ʩʦʩʪʘʚʥʳʝ ʬʘʡʣʳ 

ʙʦʣʴʰʦʛʦ ʨʘʟʤʝʨʘ. ʆʛʨʘʥʠʯʝʥʠʝ ʜʣʠʪʝʣʴʥʦʩʪʠ ʧʨʦʚʝʨʢʠ ʦʜʥʦʛʦ ʦʙʲʝʢʪʘ. ʇʦ ʠʩʪʝʯʝʥʠʠ ʟʘʜʘʥʥʦʛʦ 

ʚʨʝʤʝʥʠ ʧʨʠʣʦʞʝʥʠʝ ʧʨʝʢʨʘʱʘʝʪ ʧʨʦʚʝʨʢʫ ʬʘʡʣʘ. ʕʪʦ ʧʦʟʚʦʣʠʪ ʩʦʢʨʘʪʠʪʴ ʚʨʝʤʷ ʚʳʧʦʣʥʝʥʠʷ 

ʧʨʦʚʝʨʢʠ. 

Kaspersky Endpoint Security ʧʨʦʚʝʨʷʝʪ ʬʘʡʣʳ ʙʦʣʴʰʠʭ ʨʘʟʤʝʨʦʚ, ʠʟʚʣʝʯʝʥʥʳʝ ʠʟ ʘʨʭʠʚʦʚ, 

ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ, ʫʩʪʘʥʦʚʣʝʥ ʣʠ ʬʣʘʞʦʢ ʅʝ ʨʘʩʧʘʢʦʚʳʚʘʪʴ ʩʦʩʪʘʚʥʳʝ ʬʘʡʣʳ ʙʦʣʴʰʦʛʦ 

ʨʘʟʤʝʨʘ. 

6. ɺ ʙʣʦʢʝ ʊʝʭʥʦʣʦʛʠʠ ʧʨʦʚʝʨʢʠ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʢʠ ʦʢʦʣʦ ʥʘʟʚʘʥʠʡ ʪʝʭʥʦʣʦʛʠʡ, ʢʦʪʦʨʳʝ ʚʳ ʭʦʪʠʪʝ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʚʦ ʚʨʝʤʷ ʧʨʦʚʝʨʢʠ: 

¶ ʊʝʭʥʦʣʦʛʠʷ iSwift. ʊʝʭʥʦʣʦʛʠʷ, ʧʦʟʚʦʣʷʶʱʘʷ ʫʚʝʣʠʯʠʪʴ ʩʢʦʨʦʩʪʴ ʧʨʦʚʝʨʢʠ ʟʘ ʩʯʝʪ ʠʩʢʣʶʯʝʥʠʷ 

ʠʟ ʥʝʝ ʥʝʢʦʪʦʨʳʭ ʬʘʡʣʦʚ. ʌʘʡʣʳ ʠʩʢʣʶʯʘʶʪʩʷ ʠʟ ʧʨʦʚʝʨʢʠ ʧʦ ʩʧʝʮʠʘʣʴʥʦʤʫ ʘʣʛʦʨʠʪʤʫ, 

ʫʯʠʪʳʚʘʶʱʝʤʫ ʜʘʪʫ ʚʳʧʫʩʢʘ ʙʘʟ Kaspersky Endpoint Security, ʜʘʪʫ ʧʨʝʜʳʜʫʱʝʡ ʧʨʦʚʝʨʢʠ ʬʘʡʣʘ, 

ʘ ʪʘʢʞʝ ʠʟʤʝʥʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʦʚʝʨʢʠ. ʊʝʭʥʦʣʦʛʠʷ iSwift ʷʚʣʷʝʪʩʷ ʨʘʟʚʠʪʠʝʤ ʪʝʭʥʦʣʦʛʠʠ 

iChecker ʜʣʷ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ NTFS. 

¶ ʊʝʭʥʦʣʦʛʠʷ iChecker. ʊʝʭʥʦʣʦʛʠʷ, ʧʦʟʚʦʣʷʶʱʘʷ ʫʚʝʣʠʯʠʪʴ ʩʢʦʨʦʩʪʴ ʧʨʦʚʝʨʢʠ ʟʘ ʩʯʝʪ 

ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʥʝʝ ʥʝʢʦʪʦʨʳʭ ʬʘʡʣʦʚ. ʌʘʡʣʳ ʠʩʢʣʶʯʘʶʪʩʷ ʠʟ ʧʨʦʚʝʨʢʠ ʧʦ ʩʧʝʮʠʘʣʴʥʦʤʫ 

ʘʣʛʦʨʠʪʤʫ, ʫʯʠʪʳʚʘʶʱʝʤʫ ʜʘʪʫ ʚʳʧʫʩʢʘ ʙʘʟ ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security, ʜʘʪʫ 

ʧʨʝʜʳʜʫʱʝʡ ʧʨʦʚʝʨʢʠ ʬʘʡʣʘ, ʘ ʪʘʢʞʝ ʠʟʤʝʥʝʥʠʝ ʥʘʩʪʨʦʝʢ ʧʨʦʚʝʨʢʠ. ʊʝʭʥʦʣʦʛʠʷ iChecker ʠʤʝʝʪ 

ʦʛʨʘʥʠʯʝʥʠʝ: ʦʥʘ ʥʝ ʨʘʙʦʪʘʝʪ ʩ ʬʘʡʣʘʤʠ ʙʦʣʴʰʠʭ ʨʘʟʤʝʨʦʚ, ʘ ʢʨʦʤʝ ʪʦʛʦ, ʧʨʠʤʝʥʠʤʘ ʪʦʣʴʢʦ ʢ 

ʬʘʡʣʘʤ ʩ ʠʟʚʝʩʪʥʦʡ ʧʨʠʣʦʞʝʥʠʶ ʩʪʨʫʢʪʫʨʦʡ (ʥʘʧʨʠʤʝʨ, ʢ ʬʘʡʣʘʤ ʬʦʨʤʘʪʘ EXE, DLL, LNK, TTF, 

INF, SYS, COM, CHM, ZIP, RAR). 

7. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ɽʩʣʠ ʟʘʜʘʯʘ ʧʨʦʚʝʨʢʠ ʥʝ ʦʪʦʙʨʘʞʘʝʪʩʷ, ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʟʘʧʨʝʪʠʣ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʣʦʢʘʣʴʥʳʭ ʟʘʜʘʯ ʚ 

ʧʦʣʠʪʠʢʝ (ʩʤ. ʨʘʟʜʝʣ "ʋʧʨʘʚʣʝʥʠʝ ʟʘʜʘʯʘʤʠ" ʥʘ ʩʪʨ. 40). 

ʂʦʥʪʨʦʣʴ ʧʦʪʨʝʙʣʝʥʠʷ ʨʝʩʫʨʩʦʚ ʧʨʦʮʝʩʩʦʨʘ ʧʨʠ ʧʨʦʚʝʨʢʝ ʢʦʤʧʴʶʪʝʨʘ 

ɺʳ ʤʦʞʝʪʝ ʦʛʨʘʥʠʯʠʪʴ ʧʦʪʨʝʙʣʝʥʠʝ ʨʝʩʫʨʩʦʚ ʧʨʦʮʝʩʩʦʨʘ ʧʨʠ ʚʳʧʦʣʥʝʥʠʠ ʟʘʜʘʯʠ ʇʦʠʩʢ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ. 

ʇʨʠ ʵʪʦʤ ʚʨʝʤʷ ʧʨʦʚʝʨʢʠ ʢʦʤʧʴʶʪʝʨʘ ʤʦʞʝʪ ʫʚʝʣʠʯʠʪʴʩʷ. 

ʂʘʢ ʦʛʨʘʥʠʯʠʪʴ ʧʦʪʨʝʙʣʝʥʠʝ ʨʝʩʫʨʩʦʚ ʧʨʦʮʝʩʩʦʨʘ ʧʨʠ ʧʨʦʚʝʨʢʝ ʢʦʤʧʴʶʪʝʨʘ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʅʘʩʪʨʦʡʢʠ 

ʧʨʠʣʦʞʝʥʠʷ. 
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3. ɺ ʙʣʦʢʝ ʇʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʆʛʨʘʥʠʯʠʪʴ ʧʦʪʨʝʙʣʝʥʠʝ ʨʝʩʫʨʩʦʚ 

ʧʨʦʮʝʩʩʦʨʘ ʜʣʷ ʟʘʜʘʯ ʧʨʦʚʝʨʢʠ ʠ ʚʚʝʜʠʪʝ ʤʘʢʩʠʤʘʣʴʥʦʝ ʟʥʘʯʝʥʠʝ ʧʦʪʨʝʙʣʝʥʠʷ ʨʝʩʫʨʩʦʚ 

ʧʨʦʮʝʩʩʦʨʘ ʚ ʧʨʦʮʝʥʪʘʭ. 

4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
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ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʠ ʤʦʜʫʣʝʡ 
ʧʨʦʛʨʘʤʤʳ 

ɺ ʩʝʨʪʠʬʠʮʠʨʦʚʘʥʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʝ ʜʦʧʫʩʢʘʝʪʩʷ ʟʘʛʨʫʞʘʪʴ ʠ ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʦʙʥʦʚʣʝʥʠʷ ʤʦʜʫʣʝʡ 

ʧʨʦʛʨʘʤʤʳ. ʀʟʤʝʥʝʥʠʝ ʤʦʜʫʣʝʡ ʧʨʦʛʨʘʤʤʳ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʚʳʭʦʜʫ ʠʟ ʙʝʟʦʧʘʩʥʦʛʦ ʩʦʩʪʦʷʥʠʷ. 

ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security ʦʙʝʩʧʝʯʠʚʘʝʪ ʘʢʪʫʘʣʴʥʦʩʪʴ ʟʘʱʠʪʳ 

ʢʦʤʧʴʶʪʝʨʘ. ʂʘʞʜʳʡ ʜʝʥʴ ʚ ʤʠʨʝ ʧʦʷʚʣʷʶʪʩʷ ʥʦʚʳʝ ʚʠʨʫʩʳ ʠ ʜʨʫʛʠʝ ʧʨʠʣʦʞʝʥʠʷ, ʧʨʝʜʩʪʘʚʣʷʶʱʠʝ ʫʛʨʦʟʫ. 

ʀʥʬʦʨʤʘʮʠʷ ʦʙ ʫʛʨʦʟʘʭ ʠ ʩʧʦʩʦʙʘʭ ʠʭ ʥʝʡʪʨʘʣʠʟʘʮʠʠ ʩʦʜʝʨʞʠʪʩʷ ʚ ʙʘʟʘʭ Kaspersky Endpoint Security. 

ʏʪʦʙʳ ʩʚʦʝʚʨʝʤʝʥʥʦ ʦʙʥʘʨʫʞʠʚʘʪʴ ʫʛʨʦʟʳ, ʚʘʤ ʥʫʞʥʦ ʨʝʛʫʣʷʨʥʦ ʦʙʥʦʚʣʷʪʴ ʙʘʟʳ ʠ ʤʦʜʫʣʠ ʧʨʠʣʦʞʝʥʠʷ. 

ʌʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ ʦʙʥʦʚʣʝʥʠʡ (ʚʢʣʶʯʘʷ ʦʙʥʦʚʣʝʥʠʷ ʘʥʪʠʚʠʨʫʩʥʳʭ ʩʠʛʥʘʪʫʨ ʠ ʦʙʥʦʚʣʝʥʠʷ ʢʦʜʦʚʦʡ 

ʙʘʟʳ) ʤʦʞʝʪ ʙʳʪʴ ʥʝʜʦʩʪʫʧʥʘ ʚ ʧʨʠʣʦʞʝʥʠʠ ʥʘ ʪʝʨʨʠʪʦʨʠʠ ʉʐɸ. 

ɼʣʷ ʨʝʛʫʣʷʨʥʦʛʦ ʦʙʥʦʚʣʝʥʠʷ ʪʨʝʙʫʝʪʩʷ ʜʝʡʩʪʚʫʶʱʘʷ ʣʠʮʝʥʟʠʷ ʥʘ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʧʨʠʣʦʞʝʥʠʷ. ɽʩʣʠ 

ʣʠʮʝʥʟʠʷ ʦʪʩʫʪʩʪʚʫʝʪ, ʚʳ ʩʤʦʞʝʪʝ ʚʳʧʦʣʥʠʪʴ ʦʙʥʦʚʣʝʥʠʝ ʪʦʣʴʢʦ ʦʜʠʥ ʨʘʟ. 

ɼʣʷ ʫʩʧʝʰʥʦʡ ʟʘʛʨʫʟʢʠ ʧʘʢʝʪʘ ʦʙʥʦʚʣʝʥʠʡ ʩ ʩʝʨʚʝʨʦʚ ʦʙʥʦʚʣʝʥʠʡ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʢʦʤʧʴʶʪʝʨ 

ʜʦʣʞʝʥ ʙʳʪʴ ʧʦʜʢʣʶʯʝʥ ʢ ʠʥʪʝʨʥʝʪʫ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʘʨʘʤʝʪʨʳ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʠʥʪʝʨʥʝʪʫ ʦʧʨʝʜʝʣʷʶʪʩʷ 

ʘʚʪʦʤʘʪʠʯʝʩʢʠ. ɽʩʣʠ ʚʳ ʠʩʧʦʣʴʟʫʝʪʝ ʧʨʦʢʩʠ-ʩʝʨʚʝʨ, ʪʨʝʙʫʝʪʩʷ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ. 

ɿʘʛʨʫʟʢʘ ʦʙʥʦʚʣʝʥʠʡ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʦ ʧʨʦʪʦʢʦʣʫ HTTPS. ɿʘʛʨʫʟʢʘ ʧʦ ʧʨʦʪʦʢʦʣʫ HTTP ʤʦʞʝʪ 

ʦʩʫʱʝʩʪʚʣʷʪʴʩʷ ʚ ʩʣʫʯʘʝ, ʢʦʛʜʘ ʟʘʛʨʫʟʢʘ ʦʙʥʦʚʣʝʥʠʡ ʧʦ ʧʨʦʪʦʢʦʣʫ HTTPS ʥʝʚʦʟʤʦʞʥʘ. 

ɺ ʧʨʦʮʝʩʩʝ ʦʙʥʦʚʣʝʥʠʷ ʥʘ ʚʘʰ ʢʦʤʧʴʶʪʝʨ ʟʘʛʨʫʞʘʶʪʩʷ ʠ ʫʩʪʘʥʘʚʣʠʚʘʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʦʙʲʝʢʪʳ: 

¶ ɹʘʟʳ Kaspersky Endpoint Security. ɿʘʱʠʪʘ ʢʦʤʧʴʶʪʝʨʘ ʦʙʝʩʧʝʯʠʚʘʝʪʩʷ ʥʘ ʦʩʥʦʚʘʥʠʠ ʙʘʟ ʜʘʥʥʳʭ, 

ʩʦʜʝʨʞʘʱʠʭ ʩʠʛʥʘʪʫʨʳ ʚʠʨʫʩʦʚ ʠ ʜʨʫʛʠʭ ʧʨʠʣʦʞʝʥʠʡ, ʧʨʝʜʩʪʘʚʣʷʶʱʠʭ ʫʛʨʦʟʫ, ʠ ʠʥʬʦʨʤʘʮʠʶ ʦ 

ʩʧʦʩʦʙʘʭ ʙʦʨʴʙʳ ʩ ʥʠʤʠ. ʂʦʤʧʦʥʝʥʪʳ ʟʘʱʠʪʳ ʠʩʧʦʣʴʟʫʶʪ ʵʪʫ ʠʥʬʦʨʤʘʮʠʶ ʧʨʠ ʧʦʠʩʢʝ ʠ 

ʦʙʝʟʚʨʝʞʠʚʘʥʠʠ ʟʘʨʘʞʝʥʥʳʭ ʬʘʡʣʦʚ ʥʘ ʢʦʤʧʴʶʪʝʨʝ. ɹʘʟʳ ʨʝʛʫʣʷʨʥʦ ʧʦʧʦʣʥʷʶʪʩʷ ʟʘʧʠʩʷʤʠ ʦ 

ʧʦʷʚʣʷʶʱʠʭʩʷ ʫʛʨʦʟʘʭ ʠ ʩʧʦʩʦʙʘʭ ʙʦʨʴʙʳ ʩ ʥʠʤʠ. ʇʦʵʪʦʤʫ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʨʝʛʫʣʷʨʥʦ ʦʙʥʦʚʣʷʪʴ 

ʙʘʟʳ. 

ʅʘʨʷʜʫ ʩ ʙʘʟʘʤʠ Kaspersky Endpoint Security ʦʙʥʦʚʣʷʶʪʩʷ ʩʝʪʝʚʳʝ ʜʨʘʡʚʝʨʳ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʝ 

ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ ʜʣʷ ʧʝʨʝʭʚʘʪʘ ʩʝʪʝʚʦʛʦ ʪʨʘʬʠʢʘ ʢʦʤʧʦʥʝʥʪʘʤʠ ʟʘʱʠʪʳ. 

¶ ʄʦʜʫʣʠ ʧʨʠʣʦʞʝʥʠʷ. ʇʦʤʠʤʦ ʙʘʟ Kaspersky Endpoint Security, ʤʦʞʥʦ ʦʙʥʦʚʣʷʪʴ ʠ ʤʦʜʫʣʠ 

ʧʨʠʣʦʞʝʥʠʷ. ʆʙʥʦʚʣʝʥʠʷ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ ʫʩʪʨʘʥʷʶʪ ʫʷʟʚʠʤʦʩʪʠ Kaspersky Endpoint Security, 

ʜʦʙʘʚʣʷʶʪ ʥʦʚʳʝ ʬʫʥʢʮʠʠ ʠʣʠ ʫʣʫʯʰʘʶʪ ʩʫʱʝʩʪʚʫʶʱʠʝ. 

ɺ ʧʨʦʮʝʩʩʝ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟʳ ʠ ʤʦʜʫʣʠ ʧʨʠʣʦʞʝʥʠʷ ʥʘ ʚʘʰʝʤ ʢʦʤʧʴʶʪʝʨʝ ʩʨʘʚʥʠʚʘʶʪʩʷ ʩ ʠʭ ʘʢʪʫʘʣʴʥʦʡ 

ʚʝʨʩʠʝʡ, ʨʘʩʧʦʣʦʞʝʥʥʦʡ ʚ ʠʩʪʦʯʥʠʢʝ ʦʙʥʦʚʣʝʥʠʡ. ɽʩʣʠ ʪʝʢʫʱʠʝ ʙʘʟʳ ʠ ʤʦʜʫʣʠ ʧʨʠʣʦʞʝʥʠʷ ʦʪʣʠʯʘʶʪʩʷ ʦʪ 

ʘʢʪʫʘʣʴʥʦʡ ʚʝʨʩʠʠ, ʥʘ ʢʦʤʧʴʶʪʝʨ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʥʝʜʦʩʪʘʶʱʘʷ ʯʘʩʪʴ ʦʙʥʦʚʣʝʥʠʡ. 
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ɽʩʣʠ ʙʘʟʳ ʩʠʣʴʥʦ ʫʩʪʘʨʝʣʠ, ʪʦ ʧʘʢʝʪ ʦʙʥʦʚʣʝʥʠʡ ʤʦʞʝʪ ʠʤʝʪʴ ʟʥʘʯʠʪʝʣʴʥʳʡ ʨʘʟʤʝʨ ʠ ʩʦʟʜʘʪʴ 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʡ ʠʥʪʝʨʥʝʪ-ʪʨʘʬʠʢ (ʜʦ ʥʝʩʢʦʣʴʢʠʭ ʜʝʩʷʪʢʦʚ ʤʝʛʘʙʘʡʪ). 

ʀʥʬʦʨʤʘʮʠʷ ʦ ʪʝʢʫʱʝʤ ʩʦʩʪʦʷʥʠʠ ʙʘʟ Kaspersky Endpoint Security ʦʪʦʙʨʘʞʘʝʪʩʷ ʚ ʛʣʘʚʥʦʤ ʦʢʥʝ 

ʧʨʠʣʦʞʝʥʠʷ ʠʣʠ ʚ ʧʦʜʩʢʘʟʢʝ ʧʨʠ ʥʘʚʝʜʝʥʠʠ ʢʫʨʩʦʨʘ ʥʘ ʟʥʘʯʦʢ ʧʨʠʣʦʞʝʥʠʷ ʚ ʦʙʣʘʩʪʠ ʫʚʝʜʦʤʣʝʥʠʡ. 

ʀʥʬʦʨʤʘʮʠʷ ʦ ʨʝʟʫʣʴʪʘʪʘʭ ʦʙʥʦʚʣʝʥʠʷ ʠ ʦʙʦ ʚʩʝʭ ʩʦʙʳʪʠʷʭ, ʧʨʦʠʟʦʰʝʜʰʠʭ ʧʨʠ ʚʳʧʦʣʥʝʥʠʠ ʟʘʜʘʯʠ 

ʦʙʥʦʚʣʝʥʠʷ, ʟʘʧʠʩʳʚʘʝʪʩʷ ʚ ʦʪʯʝʪ Kaspersky Endpoint Security (ʩʤ. ʨʘʟʜʝʣ "ʈʘʙʦʪʘ ʩ ʦʪʯʝʪʘʤʠ" ʥʘ ʩʪʨ. 373). 

ɽʩʣʠ ʧʨʠʣʦʞʝʥʠʝ ʨʘʙʦʪʘʝʪ ʚ ʨʝʞʠʤʝ ʃʝʛʢʦʛʦ ʘʛʝʥʪʘ, ʦʙʥʦʚʣʝʥʠʝ ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ ʠʤʝʝʪ 

ʦʩʦʙʝʥʥʦʩʪʠ. 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 
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ʉʭʝʤʘ ʦʙʥʦʚʣʝʥʠʷ ʩ ʩʝʨʚʝʨʥʦʛʦ ʭʨʘʥʠʣʠʱʘ 

ɼʣʷ ʵʢʦʥʦʤʠʠ ʠʥʪʝʨʥʝʪ-ʪʨʘʬʠʢʘ ʚʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʦʙʥʦʚʣʝʥʠʝ ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ ʥʘ 

ʢʦʤʧʴʶʪʝʨʘʭ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ ʩ ʩʝʨʚʝʨʥʦʛʦ ʭʨʘʥʠʣʠʱʘ. ɼʣʷ ʵʪʦʛʦ Kaspersky Security Center 

ʜʦʣʞʝʥ ʟʘʛʨʫʞʘʪʴ ʧʘʢʝʪ ʦʙʥʦʚʣʝʥʠʡ ʚ ʭʨʘʥʠʣʠʱʝ (FTP-, HTTP-ʩʝʨʚʝʨ, ʩʝʪʝʚʘʷ ʠʣʠ ʣʦʢʘʣʴʥʘʷ ʧʘʧʢʘ) ʩ 

ʩʝʨʚʝʨʦʚ ʦʙʥʦʚʣʝʥʠʡ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʦʩʪʘʣʴʥʳʝ ʢʦʤʧʴʶʪʝʨʳ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ 

ʦʨʛʘʥʠʟʘʮʠʠ ʩʤʦʛʫʪ ʧʦʣʫʯʘʪʴ ʧʘʢʝʪ ʦʙʥʦʚʣʝʥʠʡ ʩ ʩʝʨʚʝʨʥʦʛʦ ʭʨʘʥʠʣʠʱʘ. 

ʅʘʩʪʨʦʡʢʘ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ ʩ ʩʝʨʚʝʨʥʦʛʦ ʭʨʘʥʠʣʠʱʘ ʩʦʩʪʦʠʪ ʠʟ ʩʣʝʜʫʶʱʠʭ ʵʪʘʧʦʚ: 

1. ʅʘʩʪʨʦʡʢʘ ʧʝʨʝʤʝʱʝʥʠʷ ʧʘʢʝʪʘ ʦʙʥʦʚʣʝʥʠʡ ʚ ʭʨʘʥʠʣʠʱʝ ʥʘ ʉʝʨʚʝʨʝ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ (ʟʘʜʘʯʘ 

ɿʘʛʨʫʟʢʘ ʦʙʥʦʚʣʝʥʠʡ ʚ ʭʨʘʥʠʣʠʱʝ ʉʝʨʚʝʨʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ). 

ɿʘʜʘʯʘ ɿʘʛʨʫʟʢʘ ʦʙʥʦʚʣʝʥʠʡ ʚ ʭʨʘʥʠʣʠʱʝ ʉʝʨʚʝʨʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʩʦʟʜʘʝʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ 

ʤʘʩʪʝʨʦʤ ʧʝʨʚʦʥʘʯʘʣʴʥʦʡ ʥʘʩʪʨʦʡʢʠ ʉʝʨʚʝʨʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʠ ʤʦʞʝʪ ʩʫʱʝʩʪʚʦʚʘʪʴ ʪʦʣʴʢʦ ʚ 

ʝʜʠʥʩʪʚʝʥʥʦʤ ʵʢʟʝʤʧʣʷʨʝ. ʇʦ ʫʤʦʣʯʘʥʠʶ Kaspersky Security Center ʢʦʧʠʨʫʝʪ ʧʘʢʝʪ ʦʙʥʦʚʣʝʥʠʡ ʚ 

ʧʘʧʢʫ \ \ <server name> \ KLSHARE\ Updates . ʇʦʜʨʦʙʥʝʝ ʦ ʟʘʛʨʫʟʢʝ ʦʙʥʦʚʣʝʥʠʡ ʚ ʭʨʘʥʠʣʠʱʝ 

ʉʝʨʚʝʨʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʩʤ. ʚ ʩʧʨʘʚʢʝ Kaspersky Security Center 

https://support.kaspersky.com/help/KSC/14.2/ru-RU/180697.htm. 

https://support.kaspersky.com/help/KSC/14.2/ru-RU/180697.htm
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2. ʅʘʩʪʨʦʡʢʘ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ ʠʟ ʫʢʘʟʘʥʥʦʛʦ ʩʝʨʚʝʨʥʦʛʦ ʭʨʘʥʠʣʠʱʘ ʥʘ ʦʩʪʘʣʴʥʳʭ 

ʢʦʤʧʴʶʪʝʨʘʭ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ (ʟʘʜʘʯʘ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ). 

ʂʘʢ ʥʘʩʪʨʦʠʪʴ ʦʙʥʦʚʣʝʥʠʝ Kaspersky Endpoint Security ʠʟ ʫʢʘʟʘʥʥʦʛʦ ʩʝʨʚʝʨʥʦʛʦ ʭʨʘʥʠʣʠʱʘ ʚ 

ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

ʅʘʩʪʨʦʠʪʴ ʛʨʫʧʧʦʚʫʶ ʟʘʜʘʯʫ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

ʥʝʚʦʟʤʦʞʥʦ. ʇʦʣʴʟʦʚʘʪʝʣʶ ʜʦʩʪʫʧʥʘ ʪʦʣʴʢʦ ʣʦʢʘʣʴʥʘʷ ʟʘʜʘʯʘ ʦʙʥʦʚʣʝʥʠʷ ï ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʠ 

ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ. ɽʩʣʠ ʟʘʜʘʯʘ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ ʥʝ ʦʪʦʙʨʘʞʘʝʪʩʷ, 

ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʟʘʧʨʝʪʠʣ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʣʦʢʘʣʴʥʳʭ ʟʘʜʘʯ ʚ ʧʦʣʠʪʠʢʝ (ʩʤ. ʨʘʟʜʝʣ "ʋʧʨʘʚʣʝʥʠʝ 

ʟʘʜʘʯʘʤʠ" ʥʘ ʩʪʨ. 40). 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ ʧʝʨʝʡʜʠʪʝ ʚ ʨʘʟʜʝʣ ʆʙʥʦʚʣʝʥʠʝ. 

 
ʈʠʩʫʥʦʢ 20. ʃʦʢʘʣʴʥʳʝ ʟʘʜʘʯʠ ʦʙʥʦʚʣʝʥʠʷ 

2. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʩʧʠʩʢʝ ʟʘʜʘʯ ʚʳʙʝʨʠʪʝ ʟʘʜʘʯʫ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ ʠ ʥʘʞʤʠʪʝ ʥʘ 

ʢʥʦʧʢʫ . 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʩʚʦʡʩʪʚ ʟʘʜʘʯʠ. 

3. ɺ ʦʢʥʝ ʩʚʦʡʩʪʚ ʟʘʜʘʯʠ ʥʘʞʤʠʪʝ ʅʘʩʪʨʦʠʪʴ ʠʩʪʦʯʥʠʢʠ ʦʙʥʦʚʣʝʥʠʡ. 

4. ɺ ʩʧʠʩʢʝ ʠʩʪʦʯʥʠʢʦʚ ʦʙʥʦʚʣʝʥʠʡ ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʦʙʥʦʚʣʝʥʠʝ ʠʟ ʠʩʪʦʯʥʠʢʘ Kaspersky Security 

Center ʚʢʣʶʯʝʥʦ. ʊʘʢʞʝ ʫ ʠʩʪʦʯʥʠʢʘ Kaspersky Security Center ʜʦʣʞʝʥ ʙʳʪʴ ʥʘʠʚʳʩʰʠʡ ʧʨʠʦʨʠʪʝʪ. 
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5. ɽʩʣʠ ʪʨʝʙʫʝʪʩʷ, ʜʦʙʘʚʴʪʝ ʠʩʪʦʯʥʠʢʠ ʦʙʥʦʚʣʝʥʠʡ: 

a. ɺ ʩʧʠʩʢʝ ʠʩʪʦʯʥʠʢʦʚ ʦʙʥʦʚʣʝʥʠʡ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

 
ʈʠʩʫʥʦʢ 21. ʀʩʪʦʯʥʠʢʠ ʦʙʥʦʚʣʝʥʠʡ 

b. ʋʢʘʞʠʪʝ ʘʜʨʝʩ FTP- ʠʣʠ HTTP-ʩʝʨʚʝʨʘ, ʩʝʪʝʚʦʡ ʠʣʠ ʣʦʢʘʣʴʥʦʡ ʧʘʧʢʠ, ʚ ʢʦʪʦʨʫʶ Kaspersky 

Security Center ʢʦʧʠʨʫʝʪ ʧʘʢʝʪ ʦʙʥʦʚʣʝʥʠʡ, ʧʦʣʫʯʝʥʥʳʡ ʩ ʩʝʨʚʝʨʦʚ ʦʙʥʦʚʣʝʥʠʡ "ʃʘʙʦʨʘʪʦʨʠʠ 

ʂʘʩʧʝʨʩʢʦʛʦ". 

ɸʜʨʝʩ ʠʩʪʦʯʥʠʢʘ ʜʦʣʞʝʥ ʩʦʚʧʘʜʘʪʴ ʩ ʘʜʨʝʩʦʤ, ʫʢʘʟʘʥʥʳʤ ʚ ʧʦʣʝ ʇʘʧʢʘ ʜʣʷ ʭʨʘʥʝʥʠʷ 

ʦʙʥʦʚʣʝʥʠʡ ʧʨʠ ʥʘʩʪʨʦʡʢʝ ʟʘʛʨʫʟʢʠ ʦʙʥʦʚʣʝʥʠʡ ʚ ʩʝʨʚʝʨʥʦʝ ʭʨʘʥʠʣʠʱʝ (ʟʘʜʘʯʘ ɿʘʛʨʫʟʢʘ 

ʦʙʥʦʚʣʝʥʠʡ ʚ ʭʨʘʥʠʣʠʱʝ ʉʝʨʚʝʨʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ). 

c. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɺʳʙʨʘʪʴ. 

ɺʳ ʤʦʞʝʪʝ ʠʩʢʣʶʯʠʪʴ ʠʩʪʦʯʥʠʢ ʦʙʥʦʚʣʝʥʠʡ, ʥʝ ʫʜʘʣʷʷ ʝʛʦ ʠʟ ʩʧʠʩʢʘ ʠʩʪʦʯʥʠʢʦʚ. ɼʣʷ ʵʪʦʛʦ 

ʚʳʢʣʶʯʠʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ʨʷʜʦʤ ʩ ʥʠʤ. 

6. ʅʘʩʪʨʦʡʪʝ ʧʨʠʦʨʠʪʝʪʳ ʠʩʪʦʯʥʠʢʦʚ ʦʙʥʦʚʣʝʥʠʡ ʩ ʧʦʤʦʱʴʶ ʢʥʦʧʦʢ ɺʚʝʨʭ ʠ ɺʥʠʟ. 

ɽʩʣʠ ʦʙʥʦʚʣʝʥʠʝ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʚʳʧʦʣʥʝʥʦ ʠʟ ʧʝʨʚʦʛʦ ʠʩʪʦʯʥʠʢʘ ʦʙʥʦʚʣʝʥʠʡ, Kaspersky Endpoint 

Security ʧʝʨʝʢʣʶʯʘʝʪʩʷ ʢ ʩʣʝʜʫʶʱʝʤʫ ʘʚʪʦʤʘʪʠʯʝʩʢʠ. 
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ɽʩʣʠ ʢʦʤʧʴʶʪʝʨ ʥʘʭʦʜʠʪʩʷ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ Kaspersky Security Center, ʥʘʩʪʨʦʠʪʴ ʨʝʞʠʤ 

ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ ʥʝʚʦʟʤʦʞʥʦ. ɺʳ ʤʦʞʝʪʝ ʟʘʧʫʩʪʠʪʴ 

ʟʘʜʘʯʫ ʪʦʣʴʢʦ ʚʨʫʯʥʫʶ. 

7. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

 
ʈʠʩʫʥʦʢ 22. ʆʙʥʦʚʣʝʥʠʝ ʩ ʩʝʨʚʝʨʥʦʛʦ ʭʨʘʥʠʣʠʱʘ 

 

ɿʘʧʫʩʢ ʠ ʦʩʪʘʥʦʚʢʘ ʟʘʜʘʯʠ ʦʙʥʦʚʣʝʥʠʷ 

ʅʝʟʘʚʠʩʠʤʦ ʦʪ ʚʳʙʨʘʥʥʦʛʦ ʨʝʞʠʤʘ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ ʦʙʥʦʚʣʝʥʠʷ ʚʳ ʤʦʞʝʪʝ ʟʘʧʫʩʪʠʪʴ ʠʣʠ ʦʩʪʘʥʦʚʠʪʴ ʟʘʜʘʯʫ 

ʦʙʥʦʚʣʝʥʠʷ Kaspersky Endpoint Security ʚ ʣʶʙʦʡ ʤʦʤʝʥʪ. 

Ʒ ʏʪʦʙʳ ʟʘʧʫʩʪʠʪʴ ʠʣʠ ʦʩʪʘʥʦʚʠʪʴ ʟʘʜʘʯʫ ʦʙʥʦʚʣʝʥʠʷ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ ʧʝʨʝʡʜʠʪʝ ʚ ʨʘʟʜʝʣ ʆʙʥʦʚʣʝʥʠʝ. 

2. ɺ ʧʣʠʪʢʝ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʆʙʥʦʚʠʪʴ, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ 

ʟʘʧʫʩʪʠʪʴ ʟʘʜʘʯʫ ʦʙʥʦʚʣʝʥʠʷ. 

Kaspersky Endpoint Security ʟʘʧʫʩʪʠʪ ʦʙʥʦʚʣʝʥʠʝ ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ. ʇʨʠʣʦʞʝʥʠʝ ʧʦʢʘʞʝʪ 

ʧʨʦʮʝʩʩ ʧʨʦʚʝʨʢʠ, ʨʘʟʤʝʨ ʟʘʛʨʫʞʝʥʥʳʭ ʬʘʡʣʦʚ ʠ ʠʩʪʦʯʥʠʢ ʦʙʥʦʚʣʝʥʠʷ. ɺʳ ʤʦʞʝʪʝ ʦʩʪʘʥʦʚʠʪʴ 

ʚʳʧʦʣʥʝʥʠʝ ʟʘʜʘʯʠ ʚ ʣʶʙʦʝ ʚʨʝʤʷ ʢʥʦʧʢʦʡ ʆʩʪʘʥʦʚʠʪʴ ʦʙʥʦʚʣʝʥʠʝ. 

Ʒ ʏʪʦʙʳ ʟʘʧʫʩʪʠʪʴ ʠʣʠ ʦʩʪʘʥʦʚʠʪʴ ʟʘʜʘʯʫ ʦʙʥʦʚʣʝʥʠʷ ʧʨʠ ʦʪʦʙʨʘʞʝʥʠʠ ʫʧʨʦʱʝʥʥʦʛʦ 

ʠʥʪʝʨʬʝʡʩʘ ʧʨʠʣʦʞʝʥʠʷ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ʇʦ ʧʨʘʚʦʡ ʢʣʘʚʠʰʝ ʤʳʰʠ ʦʪʢʨʦʡʪʝ ʢʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʟʥʘʯʢʘ ʧʨʠʣʦʞʝʥʠʷ, ʢʦʪʦʨʳʡ ʨʘʩʧʦʣʦʞʝʥ ʚ 

ʦʙʣʘʩʪʠ ʫʚʝʜʦʤʣʝʥʠʡ ʧʘʥʝʣʠ ʟʘʜʘʯ. 

2. ɺ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʚ ʨʘʩʢʨʳʚʘʶʱʝʤʩʷ ʩʧʠʩʢʝ ɿʘʜʘʯʠ ʚʳʧʦʣʥʠʪʝ ʦʜʥʦ ʠʟ ʩʣʝʜʫʶʱʠʭ ʜʝʡʩʪʚʠʡ: 

¶ ʚʳʙʝʨʠʪʝ ʥʝʟʘʧʫʱʝʥʥʫʶ ʟʘʜʘʯʫ ʦʙʥʦʚʣʝʥʠʷ, ʯʪʦʙʳ ʟʘʧʫʩʪʠʪʴ ʝʝ; 

¶ ʚʳʙʝʨʠʪʝ ʟʘʧʫʱʝʥʥʫʶ ʟʘʜʘʯʫ ʦʙʥʦʚʣʝʥʠʷ, ʯʪʦʙʳ ʦʩʪʘʥʦʚʠʪʴ ʝʝ; 

¶ ʚʳʙʝʨʠʪʝ ʦʩʪʘʥʦʚʣʝʥʥʫʶ ʟʘʜʘʯʫ ʦʙʥʦʚʣʝʥʠʷ, ʯʪʦʙʳ ʚʦʟʦʙʥʦʚʠʪʴ ʝʝ ʠʣʠ ʟʘʧʫʩʪʠʪʴ ʝʝ ʟʘʥʦʚʦ. 
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ɿʘʧʫʩʢ ʟʘʜʘʯʠ ʦʙʥʦʚʣʝʥʠʷ ʩ ʧʨʘʚʘʤʠ ʜʨʫʛʦʛʦ 
ʧʦʣʴʟʦʚʘʪʝʣʷ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʟʘʜʘʯʘ ʦʙʥʦʚʣʝʥʠʷ ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security ʟʘʧʫʩʢʘʝʪʩʷ ʦʪ ʠʤʝʥʠ 

ʧʦʣʴʟʦʚʘʪʝʣʷ, ʩ ʧʨʘʚʘʤʠ ʢʦʪʦʨʦʛʦ ʚʳ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʳ ʚ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ. ʆʜʥʘʢʦ ʦʙʥʦʚʣʝʥʠʝ 

ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security ʤʦʞʝʪ ʧʨʦʠʟʚʦʜʠʪʴʩʷ ʠʟ ʠʩʪʦʯʥʠʢʘ ʦʙʥʦʚʣʝʥʠʷ, ʢ ʢʦʪʦʨʦʤʫ ʫ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʝʪ ʧʨʘʚ ʜʦʩʪʫʧʘ (ʥʘʧʨʠʤʝʨ, ʠʟ ʧʘʧʢʠ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ, ʩʦʜʝʨʞʘʱʝʡ ʧʘʢʝʪ ʦʙʥʦʚʣʝʥʠʡ) ʠʣʠ 

ʜʣʷ ʢʦʪʦʨʦʛʦ ʥʝ ʥʘʩʪʨʦʝʥʦ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʥʘ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʝ. ɺʳ ʤʦʞʝʪʝ ʫʢʘʟʘʪʴ 

ʧʦʣʴʟʦʚʘʪʝʣʷ, ʦʙʣʘʜʘʶʱʝʛʦ ʵʪʠʤʠ ʧʨʘʚʘʤʠ, ʚ ʧʘʨʘʤʝʪʨʘʭ ʧʨʠʣʦʞʝʥʠʷ ʠ ʟʘʧʫʩʢʘʪʴ ʟʘʜʘʯʫ ʦʙʥʦʚʣʝʥʠʷ 

ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security ʦʪ ʠʤʝʥʠ ʵʪʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

Ʒ ʏʪʦʙʳ ʟʘʧʫʩʢʘʪʴ ʟʘʜʘʯʫ ʦʙʥʦʚʣʝʥʠʷ ʩ ʧʨʘʚʘʤʠ ʜʨʫʛʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

ʅʘʩʪʨʦʠʪʴ ʛʨʫʧʧʦʚʫʶ ʟʘʜʘʯʫ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

ʥʝʚʦʟʤʦʞʥʦ. ʇʦʣʴʟʦʚʘʪʝʣʶ ʜʦʩʪʫʧʥʘ ʪʦʣʴʢʦ ʣʦʢʘʣʴʥʘʷ ʟʘʜʘʯʘ ʦʙʥʦʚʣʝʥʠʷ ï ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʠ 

ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ. ɽʩʣʠ ʟʘʜʘʯʘ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ ʥʝ ʦʪʦʙʨʘʞʘʝʪʩʷ, 

ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʟʘʧʨʝʪʠʣ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʣʦʢʘʣʴʥʳʭ ʟʘʜʘʯ ʚ ʧʦʣʠʪʠʢʝ (ʩʤ. ʨʘʟʜʝʣ "ʋʧʨʘʚʣʝʥʠʝ 

ʟʘʜʘʯʘʤʠ" ʥʘ ʩʪʨ. 40). 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ ʧʝʨʝʡʜʠʪʝ ʚ ʨʘʟʜʝʣ ʆʙʥʦʚʣʝʥʠʝ. 
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ʈʠʩʫʥʦʢ 23. ʃʦʢʘʣʴʥʳʝ ʟʘʜʘʯʠ ʦʙʥʦʚʣʝʥʠʷ 

2. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʩʧʠʩʢʝ ʟʘʜʘʯ ʚʳʙʝʨʠʪʝ ʟʘʜʘʯʫ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ ʠ ʥʘʞʤʠʪʝ ʥʘ 

ʢʥʦʧʢʫ . 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʩʚʦʡʩʪʚ ʟʘʜʘʯʠ. 

3. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɿʘʧʫʩʢʘʪʴ ʦʙʥʦʚʣʝʥʠʝ ʙʘʟ ʩ ʧʨʘʚʘʤʠ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

4. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʚʳʙʝʨʠʪʝ ʚʘʨʠʘʥʪ ɼʨʫʛʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

5. ɺʚʝʜʠʪʝ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʧʨʘʚʘ ʢʦʪʦʨʦʛʦ ʪʨʝʙʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʜʦʩʪʫʧʘ ʢ 

ʠʩʪʦʯʥʠʢʫ ʦʙʥʦʚʣʝʥʠʡ. 

6. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
 

ɺʳʙʦʨ ʨʝʞʠʤʘ ʟʘʧʫʩʢʘ ʜʣʷ ʟʘʜʘʯʠ ʦʙʥʦʚʣʝʥʠʷ 

ɽʩʣʠ ʧʦ ʢʘʢʠʤ-ʣʠʙʦ ʧʨʠʯʠʥʘʤ ʟʘʧʫʩʢ ʟʘʜʘʯʠ ʦʙʥʦʚʣʝʥʠʷ ʥʝʚʦʟʤʦʞʝʥ (ʥʘʧʨʠʤʝʨ, ʚ ʵʪʦ ʚʨʝʤʷ ʢʦʤʧʴʶʪʝʨ 

ʚʳʢʣʶʯʝʥ), ʚʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʘʚʪʦʤʘʪʠʯʝʩʢʠʡ ʟʘʧʫʩʢ ʧʨʦʧʫʱʝʥʥʦʡ ʟʘʜʘʯʠ ʦʙʥʦʚʣʝʥʠʷ, ʢʘʢ ʪʦʣʴʢʦ ʵʪʦ 

ʩʪʘʥʝʪ ʚʦʟʤʦʞʥʳʤ. 

ɺʳ ʤʦʞʝʪʝ ʦʪʣʦʞʠʪʴ ʟʘʧʫʩʢ ʟʘʜʘʯʠ ʦʙʥʦʚʣʝʥʠʷ ʧʦʩʣʝ ʩʪʘʨʪʘ ʧʨʠʣʦʞʝʥʠʷ ʜʣʷ ʩʣʫʯʘʝʚ, ʝʩʣʠ ʚʳ ʚʳʙʨʘʣʠ 

ʨʝʞʠʤ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ ʦʙʥʦʚʣʝʥʠʷ ʇʦ ʨʘʩʧʠʩʘʥʠʶ ʠ ʚʨʝʤʷ ʟʘʧʫʩʢʘ Kaspersky Endpoint Security ʩʦʚʧʘʜʘʝʪ ʩ 

ʨʘʩʧʠʩʘʥʠʝʤ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ ʦʙʥʦʚʣʝʥʠʷ. ɿʘʜʘʯʘ ʦʙʥʦʚʣʝʥʠʷ ʟʘʧʫʩʢʘʝʪʩʷ ʪʦʣʴʢʦ ʧʦ ʠʩʪʝʯʝʥʠʠ ʫʢʘʟʘʥʥʦʛʦ 

ʚʨʝʤʝʥʠ ʧʦʩʣʝ ʩʪʘʨʪʘ Kaspersky Endpoint Security. 
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Ʒ ʏʪʦʙʳ ʚʳʙʨʘʪʴ ʨʝʞʠʤ ʟʘʧʫʩʢʘ ʜʣʷ ʟʘʜʘʯʠ ʦʙʥʦʚʣʝʥʠʷ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

ʅʘʩʪʨʦʠʪʴ ʛʨʫʧʧʦʚʫʶ ʟʘʜʘʯʫ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

ʥʝʚʦʟʤʦʞʥʦ. ʇʦʣʴʟʦʚʘʪʝʣʶ ʜʦʩʪʫʧʥʘ ʪʦʣʴʢʦ ʣʦʢʘʣʴʥʘʷ ʟʘʜʘʯʘ ʦʙʥʦʚʣʝʥʠʷ ï ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʠ 

ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ. ɽʩʣʠ ʟʘʜʘʯʘ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ ʥʝ ʦʪʦʙʨʘʞʘʝʪʩʷ, 

ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʟʘʧʨʝʪʠʣ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʣʦʢʘʣʴʥʳʭ ʟʘʜʘʯ ʚ ʧʦʣʠʪʠʢʝ (ʩʤ. ʨʘʟʜʝʣ "ʋʧʨʘʚʣʝʥʠʝ 

ʟʘʜʘʯʘʤʠ" ʥʘ ʩʪʨ. 40). 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ ʧʝʨʝʡʜʠʪʝ ʚ ʨʘʟʜʝʣ ʆʙʥʦʚʣʝʥʠʝ. 

 
ʈʠʩʫʥʦʢ 24. ʃʦʢʘʣʴʥʳʝ ʟʘʜʘʯʠ ʦʙʥʦʚʣʝʥʠʷ 

2. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʩʧʠʩʢʝ ʟʘʜʘʯ ʚʳʙʝʨʠʪʝ ʟʘʜʘʯʫ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ ʠ ʥʘʞʤʠʪʝ ʥʘ 

ʢʥʦʧʢʫ . 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʩʚʦʡʩʪʚ ʟʘʜʘʯʠ. 

3. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʈʝʞʠʤ ʟʘʧʫʩʢʘ. 

4. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʚʳʙʝʨʠʪʝ ʨʝʞʠʤ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ ʦʙʥʦʚʣʝʥʠʷ: 

¶ ɺʳʙʝʨʠʪʝ ʚʘʨʠʘʥʪ ɸʚʪʦʤʘʪʠʯʝʩʢʠ, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ, ʯʪʦʙʳ Kaspersky Endpoint Security ʟʘʧʫʩʢʘʣ 

ʟʘʜʘʯʫ ʦʙʥʦʚʣʝʥʠʷ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʥʘʣʠʯʠʷ ʧʘʢʝʪʘ ʦʙʥʦʚʣʝʥʠʡ ʚ ʠʩʪʦʯʥʠʢʝ ʦʙʥʦʚʣʝʥʠʷ. 

ʏʘʩʪʦʪʘ ʧʨʦʚʝʨʢʠ Kaspersky Endpoint Security ʥʘʣʠʯʠʷ ʧʘʢʝʪʘ ʦʙʥʦʚʣʝʥʠʡ ʫʚʝʣʠʯʠʚʘʝʪʩʷ ʚʦ 

ʚʨʝʤʷ ʚʠʨʫʩʥʳʭ ʵʧʠʜʝʤʠʡ ʠ ʩʦʢʨʘʱʘʝʪʩʷ ʧʨʠ ʠʭ ʦʪʩʫʪʩʪʚʠʠ. 
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¶ ɺʳʙʝʨʠʪʝ ʚʘʨʠʘʥʪ ɺʨʫʯʥʫʶ, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ ʟʘʧʫʩʢʘʪʴ ʟʘʜʘʯʫ ʦʙʥʦʚʣʝʥʠʷ ʚʨʫʯʥʫʶ. 

¶ ɺʳʙʝʨʠʪʝ ʜʨʫʛʠʝ ʚʘʨʠʘʥʪʳ, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ ʥʘʩʪʨʦʠʪʴ ʨʘʩʧʠʩʘʥʠʝ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ ʦʙʥʦʚʣʝʥʠʷ. 

ʅʘʩʪʨʦʡʪʝ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ ʦʙʥʦʚʣʝʥʠʷ: 

¶ ɺ ʧʦʣʝ ʆʪʣʦʞʠʪʴ ʟʘʧʫʩʢ ʧʦʩʣʝ ʩʪʘʨʪʘ ʧʨʠʣʦʞʝʥʠʷ ʥʘ N ʤʠʥʫʪ ʫʢʘʞʠʪʝ ʚʨʝʤʷ, ʥʘ ʢʦʪʦʨʦʝ 

ʩʣʝʜʫʝʪ ʦʪʣʦʞʠʪʴ ʟʘʧʫʩʢ ʟʘʜʘʯʠ ʦʙʥʦʚʣʝʥʠʷ ʧʦʩʣʝ ʩʪʘʨʪʘ Kaspersky Endpoint Security. 

¶ ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ɿʘʧʫʩʢʘʪʴ ʧʨʦʚʝʨʢʫ ʧʦ ʨʘʩʧʠʩʘʥʠʶ ʥʘ ʩʣʝʜʫʶʱʠʡ ʜʝʥʴ, ʝʩʣʠ 

ʢʦʤʧʴʶʪʝʨ ʙʳʣ ʚʳʢʣʶʯʝʥ, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ, ʯʪʦʙʳ Kaspersky Endpoint Security ʟʘʧʫʩʢʘʣ ʧʨʠ 

ʧʝʨʚʦʡ ʚʦʟʤʦʞʥʦʩʪʠ ʥʝ ʟʘʧʫʱʝʥʥʳʝ ʚʦʚʨʝʤʷ ʟʘʜʘʯʠ ʦʙʥʦʚʣʝʥʠʷ. ʂʦʛʜʘ ʫ ʧʨʠʣʦʞʝʥʠʷ 

ʧʦʷʚʣʷʝʪʩʷ ʚʦʟʤʦʞʥʦʩʪʴ ʚʳʧʦʣʥʠʪʴ ʧʨʦʧʫʱʝʥʥʳʝ ʟʘʜʘʯʠ, ʜʣʷ ʨʘʩʧʨʝʜʝʣʝʥʠʷ ʥʘʛʨʫʟʢʠ ʥʘ 

ʢʦʤʧʴʶʪʝʨ ʧʨʠʣʦʞʝʥʠʝ ʟʘʧʫʩʢʘʝʪ ʟʘʜʘʯʠ ʥʝ ʦʜʥʦʚʨʝʤʝʥʥʦ, ʘ ʩʣʫʯʘʡʥʳʤ ʦʙʨʘʟʦʤ ʚ ʪʝʯʝʥʠʝ 

ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʠʥʪʝʨʚʘʣʘ ʚʨʝʤʝʥʠ. 

5. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
 

ɼʦʙʘʚʣʝʥʠʝ ʠʩʪʦʯʥʠʢʘ ʦʙʥʦʚʣʝʥʠʡ 

ʀʩʪʦʯʥʠʢ ʦʙʥʦʚʣʝʥʠʡ ï ʵʪʦ ʨʝʩʫʨʩ, ʩʦʜʝʨʞʘʱʠʡ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint 

Security. 

ʀʩʪʦʯʥʠʢʦʤ ʦʙʥʦʚʣʝʥʠʡ ʤʦʛʫʪ ʙʳʪʴ ʩʝʨʚʝʨ Kaspersky Security Center, ʩʝʨʚʝʨʳ ʦʙʥʦʚʣʝʥʠʡ "ʃʘʙʦʨʘʪʦʨʠʠ 

ʂʘʩʧʝʨʩʢʦʛʦ", ʩʝʪʝʚʘʷ ʠʣʠ ʣʦʢʘʣʴʥʘʷ ʧʘʧʢʘ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʩʧʠʩʦʢ ʠʩʪʦʯʥʠʢʦʚ ʦʙʥʦʚʣʝʥʠʡ ʩʦʜʝʨʞʠʪ ʩʝʨʚʝʨ Kaspersky Security Center ʠ ʩʝʨʚʝʨʳ 

ʦʙʥʦʚʣʝʥʠʡ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". ɺʳ ʤʦʞʝʪʝ ʜʦʙʘʚʣʷʪʴ ʚ ʩʧʠʩʦʢ ʜʨʫʛʠʝ ʠʩʪʦʯʥʠʢʠ ʦʙʥʦʚʣʝʥʠʡ. ɺ 

ʢʘʯʝʩʪʚʝ ʠʩʪʦʯʥʠʢʦʚ ʦʙʥʦʚʣʝʥʠʡ ʤʦʞʥʦ ʫʢʘʟʳʚʘʪʴ HTTP- ʠʣʠ FTP-ʩʝʨʚʝʨʳ, ʧʘʧʢʠ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ. 

Kaspersky Endpoint Security ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪ ʟʘʛʨʫʟʢʫ ʦʙʥʦʚʣʝʥʠʡ ʩ HTTPS-ʩʝʨʚʝʨʦʚ, ʝʩʣʠ ʵʪʦ ʥʝ 

ʩʝʨʚʝʨʳ ʦʙʥʦʚʣʝʥʠʡ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". 

ɽʩʣʠ ʚ ʢʘʯʝʩʪʚʝ ʠʩʪʦʯʥʠʢʦʚ ʦʙʥʦʚʣʝʥʠʡ ʚʳʙʨʘʥʦ ʥʝʩʢʦʣʴʢʦ ʨʝʩʫʨʩʦʚ, ʚ ʧʨʦʮʝʩʩʝ ʦʙʥʦʚʣʝʥʠʷ Kaspersky 

Endpoint Security ʦʙʨʘʱʘʝʪʩʷ ʢ ʥʠʤ ʩʪʨʦʛʦ ʧʦ ʩʧʠʩʢʫ ʠ ʚʳʧʦʣʥʷʝʪ ʟʘʜʘʯʫ ʦʙʥʦʚʣʝʥʠʷ, ʠʩʧʦʣʴʟʫʷ ʧʘʢʝʪ 

ʦʙʥʦʚʣʝʥʠʡ ʧʝʨʚʦʛʦ ʜʦʩʪʫʧʥʦʛʦ ʠʩʪʦʯʥʠʢʘ ʦʙʥʦʚʣʝʥʠʡ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ Kaspersky Endpoint Security ʠʩʧʦʣʴʟʫʝʪ ʩʝʨʚʝʨ Kaspersky Security Center ʚ ʢʘʯʝʩʪʚʝ ʧʝʨʚʦʛʦ 

ʠʩʪʦʯʥʠʢʘ ʦʙʥʦʚʣʝʥʠʡ. ʕʪʦ ʧʦʟʚʦʣʷʝʪ ʩʦʢʨʘʪʠʪʴ ʨʘʩʭʦʜ ʪʨʘʬʠʢʘ ʧʨʠ ʦʙʥʦʚʣʝʥʠʠ. ɽʩʣʠ ʢ ʢʦʤʧʴʶʪʝʨʫ ʥʝ 

ʧʨʠʤʝʥʝʥʘ ʧʦʣʠʪʠʢʘ, ʚ ʧʘʨʘʤʝʪʨʘʭ ʣʦʢʘʣʴʥʦʡ ʟʘʜʘʯʠ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ ʚʳʙʨʘʥʳ 

ʩʝʨʚʝʨʳ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʚ ʢʘʯʝʩʪʚʝ ʧʝʨʚʦʛʦ ʠʩʪʦʯʥʠʢʘ ʦʙʥʦʚʣʝʥʠʷ, ʪʘʢ ʢʘʢ ʫ ʧʨʠʣʦʞʝʥʠʷ ʤʦʞʝʪ 

ʦʪʩʫʪʩʪʚʦʚʘʪʴ ʜʦʩʪʫʧ ʢ ʩʝʨʚʝʨʫ Kaspersky Security Center. 

ɽʩʣʠ ʧʨʠʣʦʞʝʥʠʝ ʨʘʙʦʪʘʝʪ ʚ ʨʝʞʠʤʝ ʃʝʛʢʦʛʦ ʘʛʝʥʪʘ, ʚ ʢʘʯʝʩʪʚʝ ʠʩʪʦʯʥʠʢʘ ʦʙʥʦʚʣʝʥʠʡ ʚʳʙʨʘʥʘ ʧʘʧʢʘ 

ʥʘ SVM. 
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ʂʘʢ ʜʦʙʘʚʠʪʴ ʠʩʪʦʯʥʠʢ ʦʙʥʦʚʣʝʥʠʡ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

ʅʘʩʪʨʦʠʪʴ ʛʨʫʧʧʦʚʫʶ ʟʘʜʘʯʫ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

ʥʝʚʦʟʤʦʞʥʦ. ʇʦʣʴʟʦʚʘʪʝʣʶ ʜʦʩʪʫʧʥʘ ʪʦʣʴʢʦ ʣʦʢʘʣʴʥʘʷ ʟʘʜʘʯʘ ʦʙʥʦʚʣʝʥʠʷ ï ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʠ 

ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ. ɽʩʣʠ ʟʘʜʘʯʘ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ ʥʝ ʦʪʦʙʨʘʞʘʝʪʩʷ, 

ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʟʘʧʨʝʪʠʣ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʣʦʢʘʣʴʥʳʭ ʟʘʜʘʯ ʚ ʧʦʣʠʪʠʢʝ (ʩʤ. ʨʘʟʜʝʣ "ʋʧʨʘʚʣʝʥʠʝ 

ʟʘʜʘʯʘʤʠ" ʥʘ ʩʪʨ. 40). 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ ʧʝʨʝʡʜʠʪʝ ʚ ʨʘʟʜʝʣ ʆʙʥʦʚʣʝʥʠʝ. 

 
ʈʠʩʫʥʦʢ 25. ʃʦʢʘʣʴʥʳʝ ʟʘʜʘʯʠ ʦʙʥʦʚʣʝʥʠʷ 

2. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʩʧʠʩʢʝ ʟʘʜʘʯ ʚʳʙʝʨʠʪʝ ʟʘʜʘʯʫ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ ʠ ʥʘʞʤʠʪʝ ʥʘ 

ʢʥʦʧʢʫ . 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʩʚʦʡʩʪʚ ʟʘʜʘʯʠ. 

3. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʅʘʩʪʨʦʠʪʴ ʠʩʪʦʯʥʠʢʠ ʦʙʥʦʚʣʝʥʠʡ. 
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4. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

 
ʈʠʩʫʥʦʢ 26. ʀʩʪʦʯʥʠʢʠ ʦʙʥʦʚʣʝʥʠʡ 

5. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʫʢʘʞʠʪʝ ʘʜʨʝʩ FTP- ʠʣʠ HTTP-ʩʝʨʚʝʨʘ, ʩʝʪʝʚʦʡ ʠʣʠ ʣʦʢʘʣʴʥʦʡ ʧʘʧʢʠ, ʢʦʪʦʨʘʷ 

ʩʦʜʝʨʞʠʪ ʧʘʢʝʪ ʦʙʥʦʚʣʝʥʠʡ. 

ʌʦʨʤʘʪ ʧʫʪʠ ʜʣʷ ʠʩʪʦʯʥʠʢʘ ʦʙʥʦʚʣʝʥʠʡ ʩʣʝʜʫʶʱʠʡ: 

¶ ɼʣʷ FTP- ʠʣʠ HTTP-ʩʝʨʚʝʨʘ ʚʚʝʜʠʪʝ ʚʝʙ-ʘʜʨʝʩ ʠʣʠ IP-ʘʜʨʝʩ ʩʘʡʪʘ. 

ʅʘʧʨʠʤʝʨ, http://dnl - 01.ge o.kaspersky.com/  ʠʣʠ 93.191.13.103 . 

ɼʣʷ FTP-ʩʝʨʚʝʨʘ ʚ ʘʜʨʝʩʝ ʤʦʞʥʦ ʫʢʘʟʳʚʘʪʴ ʧʘʨʘʤʝʪʨʳ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʚ ʬʦʨʤʘʪʝ 

ftp://<user name>:<password>@<node>:<port> . 

¶ ɼʣʷ ʩʝʪʝʚʦʡ ʧʘʧʢʠ ʚʚʝʜʠʪʝ UNC-ʧʫʪʴ. 

ʅʘʧʨʠʤʝʨ, \ \ Server \ Share \ Update distribution . 

¶ ɼʣʷ ʣʦʢʘʣʴʥʦʡ ʧʘʧʢʠ ʚʚʝʜʠʪʝ ʧʦʣʥʳʡ ʧʫʪʴ ʢ ʧʘʧʢʝ. 

ʅʘʧʨʠʤʝʨ, C: \ Documents and Settings \ All Users \ Application 

Data \ Kaspersky Lab \ AVP11\ Update distribution \ . 

6. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɺʳʙʨʘʪʴ. 

7. ʅʘʩʪʨʦʡʪʝ ʧʨʠʦʨʠʪʝʪʳ ʠʩʪʦʯʥʠʢʦʚ ʦʙʥʦʚʣʝʥʠʡ ʩ ʧʦʤʦʱʴʶ ʢʥʦʧʦʢ ɺʚʝʨʭ ʠ ɺʥʠʟ. 

8. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
  

 



 

 

 

ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʧʨʦʛʨʘʤʤʳ 

105 

 

 

 

ʆʙʥʦʚʣʝʥʠʝ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ 

ʆʙʥʦʚʣʝʥʠʷ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ ʠʩʧʨʘʚʣʷʶʪ ʦʰʠʙʢʠ, ʫʣʫʯʰʘʶʪ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ, ʘ ʪʘʢʞʝ ʜʦʙʘʚʣʷʶʪ 

ʥʦʚʳʝ ʬʫʥʢʮʠʠ. ʇʨʠ ʧʦʷʚʣʝʥʠʠ ʥʦʚʦʛʦ ʦʙʥʦʚʣʝʥʠʷ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ ʚʘʤ ʥʝʦʙʭʦʜʠʤʦ ʧʦʜʪʚʝʨʜʠʪʴ 

ʫʩʪʘʥʦʚʢʫ ʦʙʥʦʚʣʝʥʠʷ. ɺʳ ʤʦʞʝʪʝ ʧʦʜʪʚʝʨʜʠʪʴ ʫʩʪʘʥʦʚʢʫ ʦʙʥʦʚʣʝʥʠʷ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ ʚ ʠʥʪʝʨʬʝʡʩʝ 

ʧʨʠʣʦʞʝʥʠʷ ʠʣʠ ʚ Kaspersky Security Center. ʇʨʠ ʧʦʷʚʣʝʥʠʠ ʦʙʥʦʚʣʝʥʠʷ ʧʨʠʣʦʞʝʥʠʝ ʧʦʢʘʞʝʪ ʫʚʝʜʦʤʣʝʥʠʝ 

ʚ ʛʣʘʚʥʦʤ ʦʢʥʝ Kaspersky Endpoint Security ï . ɽʩʣʠ ʦʙʥʦʚʣʝʥʠʝ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ ʧʨʝʜʧʦʣʘʛʘʝʪ 

ʦʟʥʘʢʦʤʣʝʥʠʝ ʠ ʩʦʛʣʘʩʠʝ ʩ ʧʦʣʦʞʝʥʠʷʤʠ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ, ʪʦ ʧʨʠʣʦʞʝʥʠʝ ʫʩʪʘʥʘʚʣʠʚʘʝʪ 

ʦʙʥʦʚʣʝʥʠʝ ʧʦʩʣʝ ʩʦʛʣʘʩʠʷ ʩ ʧʦʣʦʞʝʥʠʷʤʠ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ. 

ɼʦʧʫʩʢʘʝʪʩʷ ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʪʦʣʴʢʦ ʦʙʥʦʚʣʝʥʠʷ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ, ʧʨʦʰʝʜʰʠʝ ʧʨʦʮʝʜʫʨʫ 

ʩʝʨʪʠʬʠʢʘʮʠʠ. ɺʢʣʶʯʝʥʠʝ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʦʙʥʦʚʣʝʥʠʷ ʤʦʜʫʣʝʡ ʧʨʠʚʦʜʠʪ ʢ ʚʳʭʦʜʫ ʧʨʠʣʦʞʝʥʠʷ ʠʟ 

ʩʝʨʪʠʬʠʮʠʨʦʚʘʥʥʦʛʦ ʩʦʩʪʦʷʥʠʷ. 

ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʦʙʥʦʚʣʝʥʠʷ ʧʨʠʣʦʞʝʥʠʷ ʤʦʞʝʪ ʧʦʪʨʝʙʦʚʘʪʴʩʷ ʧʝʨʝʟʘʛʨʫʟʢʘ ʢʦʤʧʴʶʪʝʨʘ. 

ʂʘʢ ʥʘʩʪʨʦʠʪʴ ʦʙʥʦʚʣʝʥʠʝ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

ʅʘʩʪʨʦʠʪʴ ʛʨʫʧʧʦʚʫʶ ʟʘʜʘʯʫ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

ʥʝʚʦʟʤʦʞʥʦ. ʇʦʣʴʟʦʚʘʪʝʣʶ ʜʦʩʪʫʧʥʘ ʪʦʣʴʢʦ ʣʦʢʘʣʴʥʘʷ ʟʘʜʘʯʘ ʦʙʥʦʚʣʝʥʠʷ ï ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʠ 

ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ. ɽʩʣʠ ʟʘʜʘʯʘ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ ʥʝ ʦʪʦʙʨʘʞʘʝʪʩʷ, 

ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʟʘʧʨʝʪʠʣ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʣʦʢʘʣʴʥʳʭ ʟʘʜʘʯ ʚ ʧʦʣʠʪʠʢʝ (ʩʤ. ʨʘʟʜʝʣ "ʋʧʨʘʚʣʝʥʠʝ 

ʟʘʜʘʯʘʤʠ" ʥʘ ʩʪʨ. 40). 
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1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ ʧʝʨʝʡʜʠʪʝ ʚ ʨʘʟʜʝʣ ʆʙʥʦʚʣʝʥʠʝ. 

 
ʈʠʩʫʥʦʢ 27. ʃʦʢʘʣʴʥʳʝ ʟʘʜʘʯʠ ʦʙʥʦʚʣʝʥʠʷ 

2. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʩʧʠʩʢʝ ʟʘʜʘʯ ʚʳʙʝʨʠʪʝ ʟʘʜʘʯʫ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ ʠ ʥʘʞʤʠʪʝ ʥʘ 

ʢʥʦʧʢʫ . 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʩʚʦʡʩʪʚ ʟʘʜʘʯʠ. 

3. ɺ ʙʣʦʢʝ ɿʘʛʨʫʟʢʘ ʠ ʫʩʪʘʥʦʚʢʘ ʦʙʥʦʚʣʝʥʠʡ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ɿʘʛʨʫʞʘʪʴ 

ʦʙʥʦʚʣʝʥʠʷ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ. 

4. ɺʳʙʝʨʠʪʝ ʦʙʥʦʚʣʝʥʠʷ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ, ʢʦʪʦʨʳʝ ʚʳ ʭʦʪʠʪʝ ʫʩʪʘʥʘʚʣʠʚʘʪʴ: 

¶ ʋʩʪʘʥʘʚʣʠʚʘʪʴ ʢʨʠʪʠʯʝʩʢʠʝ ʠ ʦʜʦʙʨʝʥʥʳʝ ʦʙʥʦʚʣʝʥʠʷ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʚʘʨʠʘʥʪ, ʪʦ ʧʨʠ 

ʥʘʣʠʯʠʠ ʦʙʥʦʚʣʝʥʠʡ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security ʫʩʪʘʥʘʚʣʠʚʘʝʪ 

ʢʨʠʪʠʯʝʩʢʠʝ ʦʙʥʦʚʣʝʥʠʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ, ʘ ʦʩʪʘʣʴʥʳʝ ʦʙʥʦʚʣʝʥʠʷ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ ï ʧʦʩʣʝ 

ʦʜʦʙʨʝʥʠʷ ʠʭ ʫʩʪʘʥʦʚʢʠ, ʣʦʢʘʣʴʥʦ ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ ʠʣʠ ʥʘ ʩʪʦʨʦʥʝ Kaspersky 

Security Center. 

¶ ʋʩʪʘʥʘʚʣʠʚʘʪʴ ʪʦʣʴʢʦ ʦʜʦʙʨʝʥʥʳʝ ʦʙʥʦʚʣʝʥʠʷ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʚʘʨʠʘʥʪ, ʪʦ ʧʨʠ ʥʘʣʠʯʠʠ 

ʦʙʥʦʚʣʝʥʠʡ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʠʭ ʧʦʩʣʝ 

ʦʜʦʙʨʝʥʠʷ ʠʭ ʫʩʪʘʥʦʚʢʠ, ʣʦʢʘʣʴʥʦ ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ ʠʣʠ ʥʘ ʩʪʦʨʦʥʝ Kaspersky 

Security Center. ʕʪʦʪ ʚʘʨʠʘʥʪ ʚʳʙʨʘʥ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

5. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
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ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ ʧʨʠ ʦʙʥʦʚʣʝʥʠʠ 

ɼʣʷ ʟʘʛʨʫʟʢʠ ʦʙʥʦʚʣʝʥʠʡ ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ ʠʟ ʠʩʪʦʯʥʠʢʘ ʦʙʥʦʚʣʝʥʠʡ ʤʦʞʝʪ ʧʦʪʨʝʙʦʚʘʪʴʩʷ 

ʫʢʘʟʘʪʴ ʧʘʨʘʤʝʪʨʳ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ. ɽʩʣʠ ʠʩʪʦʯʥʠʢʦʚ ʦʙʥʦʚʣʝʥʠʡ ʥʝʩʢʦʣʴʢʦ, ʧʘʨʘʤʝʪʨʳ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ 

ʧʨʠʤʝʥʷʶʪʩʷ ʜʣʷ ʚʩʝʭ ʠʩʪʦʯʥʠʢʦʚ. ɽʩʣʠ ʜʣʷ ʥʝʢʦʪʦʨʳʭ ʠʩʪʦʯʥʠʢʦʚ ʦʙʥʦʚʣʝʥʠʡ ʧʨʦʢʩʠ-ʩʝʨʚʝʨ ʥʝ ʥʫʞʝʥ, ʚʳ 

ʤʦʞʝʪʝ ʚʳʢʣʶʯʠʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ ʚ ʩʚʦʡʩʪʚʘʭ ʧʦʣʠʪʠʢʠ. Kaspersky Endpoint Security ʪʘʢʞʝ 

ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʦʢʩʠ-ʩʝʨʚʝʨ ʜʣʷ ʜʦʩʪʫʧʘ ʢ Kaspersky Security Network ʠ ʩʝʨʚʝʨʘʤ ʘʢʪʠʚʘʮʠʠ. 

Ʒ ʏʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʧʦʜʢʣʶʯʝʥʠʝ ʢ ʠʩʪʦʯʥʠʢʘʤ ʦʙʥʦʚʣʝʥʠʡ ʯʝʨʝʟ ʧʨʦʢʩʠ-ʩʝʨʚʝʨ, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ Web Console ʥʘʞʤʠʪʝ . 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʩʚʦʡʩʪʚ ʉʝʨʚʝʨʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. 

2. ʇʝʨʝʡʜʠʪʝ ʚ ʨʘʟʜʝʣ ʇʘʨʘʤʝʪʨʳ ʜʦʩʪʫʧʘ ʢ ʩʝʪʠ ʠʥʪʝʨʥʝʪ. 

3. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʀʩʧʦʣʴʟʦʚʘʪʴ ʧʨʦʢʩʠ-ʩʝʨʚʝʨ. 

4. ʅʘʩʪʨʦʡʪʝ ʧʘʨʘʤʝʪʨʳ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʫ: ʘʜʨʝʩ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ, ʧʦʨʪ ʠ ʧʘʨʘʤʝʪʨʳ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ (ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʘʨʦʣʴ). 

5. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

Ʒ ʏʪʦʙʳ ʚʳʢʣʶʯʠʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ ʜʣʷ ʦʧʨʝʜʝʣʝʥʥʦʡ ʛʨʫʧʧʳ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ Web Console ʚʳʙʝʨʠʪʝ ʋʩʪʨʦʡʩʪʚʘ Ÿ ʇʦʣʠʪʠʢʠ ʠ ʧʨʦʬʠʣʠ ʧʦʣʠʪʠʢ. 

2. ʅʘʞʤʠʪʝ ʥʘ ʥʘʟʚʘʥʠʝ ʧʦʣʠʪʠʢʠ Kaspersky Endpoint Security. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʩʚʦʡʩʪʚ ʧʦʣʠʪʠʢʠ. 

3. ɺʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʇʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ. 
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4. ʇʝʨʝʡʜʠʪʝ ʚ ʨʘʟʜʝʣ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʅʘʩʪʨʦʡʢʠ ʩʝʪʠ. 

 
ʈʠʩʫʥʦʢ 28. ʇʘʨʘʤʝʪʨʳ ʩʝʪʠ ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security ʜʣʷ Windows 

5. ɺ ʙʣʦʢʝ ʅʘʩʪʨʦʡʢʠ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ ʚʳʙʝʨʠʪʝ ʚʘʨʠʘʥʪ ʅʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʦʢʩʠ-ʩʝʨʚʝʨ ʜʣʷ 

ʣʦʢʘʣʴʥʳʭ ʘʜʨʝʩʦʚ. 

6. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
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Ʒ ʏʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʅʘʩʪʨʦʡʢʠ ʩʝʪʠ. 

 
ʈʠʩʫʥʦʢ 29. ʇʘʨʘʤʝʪʨʳ ʩʝʪʠ ʧʨʠʣʦʞʝʥʠʷ 

3. ɺ ʙʣʦʢʝ ʇʨʦʢʩʠ-ʩʝʨʚʝʨ ʧʝʨʝʡʜʠʪʝ ʧʦ ʩʩʳʣʢʝ ʅʘʩʪʨʦʡʢʘ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ. 
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ʈʠʩʫʥʦʢ 30. ʇʘʨʘʤʝʪʨʳ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʫ 

4. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʚʳʙʝʨʠʪʝ ʦʜʠʥ ʠʟ ʩʣʝʜʫʶʱʠʭ ʚʘʨʠʘʥʪʦʚ ʦʧʨʝʜʝʣʝʥʠʷ ʘʜʨʝʩʘ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ: 

¶ ʀʩʧʦʣʴʟʦʚʘʪʴ ʥʘʩʪʨʦʡʢʠ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ ʆʉ. 

ʕʪʦʪ ʚʘʨʠʘʥʪ ʚʳʙʨʘʥ ʧʦ ʫʤʦʣʯʘʥʠʶ. Kaspersky Endpoint Security ʠʩʧʦʣʴʟʫʝʪ ʧʘʨʘʤʝʪʨʳ ʧʨʦʢʩʠ-

ʩʝʨʚʝʨʘ ʟʘʜʘʥʥʳʝ ʚ ʧʘʨʘʤʝʪʨʘʭ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. 

¶ ʀʩʧʦʣʴʟʦʚʘʪʴ ʫʢʘʟʘʥʥʳʝ ʥʘʩʪʨʦʡʢʠ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ. 

ɽʩʣʠ ʚʳ ʚʳʙʨʘʣʠ ʵʪʦʪ ʚʘʨʠʘʥʪ, ʥʘʩʪʨʦʡʪʝ ʧʘʨʘʤʝʪʨʳ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʫ: ʘʜʨʝʩ 

ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ ʠ ʧʦʨʪ. 

5. ɺʳʙʝʨʠʪʝ ʩʧʦʩʦʙ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʨʠʣʦʞʝʥʠʷ ʥʘ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʝ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʨʠʣʦʞʝʥʠʝ 

ʠʩʧʦʣʴʟʫʝʪ ʜʦʤʝʥʥʫʶ NTLM-ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʪʝʢʫʱʝʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

6. ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʚʳʢʣʶʯʠʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ ʧʨʠ ʦʙʥʦʚʣʝʥʠʠ ʙʘʟ ʠ ʤʦʜʫʣʝʡ 

ʧʨʠʣʦʞʝʥʠʷ ʠʟ ʧʘʧʢʠ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ, ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʅʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʦʢʩʠ-ʩʝʨʚʝʨ ʜʣʷ 

ʣʦʢʘʣʴʥʳʭ ʘʜʨʝʩʦʚ. 

7. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ Kaspersky Endpoint Security ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʦʢʩʠ-ʩʝʨʚʝʨ ʜʣʷ ʟʘʛʨʫʟʢʠ ʦʙʥʦʚʣʝʥʠʡ 

ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ. ʊʘʢʞʝ Kaspersky Endpoint Security ʠʩʧʦʣʴʟʫʝʪ ʧʨʦʢʩʠ-ʩʝʨʚʝʨ ʜʣʷ ʜʦʩʪʫʧʘ ʢ 

ʩʝʨʚʝʨʘʤ KSN ʠ ʩʝʨʚʝʨʘʤ ʘʢʪʠʚʘʮʠʠ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". ɽʩʣʠ ʪʨʝʙʫʝʪʩʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʥʘ 

ʧʨʦʢʩʠ-ʩʝʨʚʝʨʝ, ʘ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʝ ʫʢʘʟʘʥʳ ʠʣʠ ʫʢʘʟʘʥʳ ʥʝʚʝʨʥʦ, Kaspersky Endpoint 

Security ʟʘʧʨʦʩʠʪ ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʘʨʦʣʴ. 
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ʆʪʢʘʪ ʧʦʩʣʝʜʥʝʛʦ ʦʙʥʦʚʣʝʥʠʷ 

ʇʦʩʣʝ ʧʝʨʚʦʛʦ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ ʩʪʘʥʦʚʠʪʩʷ ʜʦʩʪʫʧʥʘ ʬʫʥʢʮʠʷ ʦʪʢʘʪʘ ʢ ʧʨʝʜʳʜʫʱʠʤ 

ʙʘʟʘʤ ʠ ʤʦʜʫʣʷʤ ʧʨʠʣʦʞʝʥʠʷ. 

ʂʘʞʜʳʡ ʨʘʟ, ʢʦʛʜʘ ʧʦʣʴʟʦʚʘʪʝʣʴ ʟʘʧʫʩʢʘʝʪ ʦʙʥʦʚʣʝʥʠʝ, Kaspersky Endpoint Security ʩʦʟʜʘʝʪ ʨʝʟʝʨʚʥʫʶ 

ʢʦʧʠʶ ʠʩʧʦʣʴʟʫʝʤʳʭ ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ ʠ ʪʦʣʴʢʦ ʧʦʪʦʤ ʧʨʠʩʪʫʧʘʝʪ ʢ ʠʭ ʦʙʥʦʚʣʝʥʠʶ. ʕʪʦ ʧʦʟʚʦʣʷʝʪ 

ʚʝʨʥʫʪʴʩʷ ʢ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʧʨʝʜʳʜʫʱʠʭ ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ. ɺʦʟʤʦʞʥʦʩʪʴ 

ʦʪʢʘʪʘ ʧʦʩʣʝʜʥʝʛʦ ʦʙʥʦʚʣʝʥʠʷ ʧʦʣʝʟʥʘ, ʥʘʧʨʠʤʝʨ, ʚ ʪʦʤ ʩʣʫʯʘʝ, ʝʩʣʠ ʥʦʚʘʷ ʚʝʨʩʠʷ ʙʘʟ ʩʦʜʝʨʞʠʪ 

ʥʝʢʦʨʨʝʢʪʥʫʶ ʩʠʛʥʘʪʫʨʫ, ʠʟ-ʟʘ ʢʦʪʦʨʦʡ Kaspersky Endpoint Security ʙʣʦʢʠʨʫʝʪ ʙʝʟʦʧʘʩʥʦʝ ʧʨʠʣʦʞʝʥʠʝ. 

Kaspersky Endpoint Security ʚ ʨʝʞʠʤʝ ʃʝʛʢʦʛʦ ʘʛʝʥʪʘ ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪ ʟʘʜʘʯʫ ʆʪʢʘʪ ʦʙʥʦʚʣʝʥʠʷ. 

Ʒ ʏʪʦʙʳ ʦʪʢʘʪʠʪʴ ʧʦʩʣʝʜʥʝʝ ʦʙʥʦʚʣʝʥʠʝ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ ʧʝʨʝʡʜʠʪʝ ʚ ʨʘʟʜʝʣ ʆʙʥʦʚʣʝʥʠʝ. 

 
ʈʠʩʫʥʦʢ 31. ʃʦʢʘʣʴʥʳʝ ʟʘʜʘʯʠ ʦʙʥʦʚʣʝʥʠʷ 

2. ɺ ʧʣʠʪʢʝ ʆʪʢʘʪ ʢ ʧʨʝʜʳʜʫʱʝʡ ʚʝʨʩʠʠ ʙʘʟ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʆʪʢʘʪʠʪʴ. 

Kaspersky Endpoint Security ʟʘʧʫʩʪʠʪ ʦʪʢʘʪ ʧʦʩʣʝʜʥʝʛʦ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ. ʇʨʠʣʦʞʝʥʠʝ ʧʦʢʘʞʝʪ ʧʨʦʮʝʩʩ 

ʦʪʢʘʪʘ, ʨʘʟʤʝʨ ʟʘʛʨʫʞʝʥʥʳʭ ʬʘʡʣʦʚ ʠ ʠʩʪʦʯʥʠʢ ʦʙʥʦʚʣʝʥʠʷ. ɺʳ ʤʦʞʝʪʝ ʦʩʪʘʥʦʚʠʪʴ ʚʳʧʦʣʥʝʥʠʝ ʟʘʜʘʯʠ 

ʚ ʣʶʙʦʝ ʚʨʝʤʷ ʢʥʦʧʢʦʡ ʆʩʪʘʥʦʚʠʪʴ ʦʙʥʦʚʣʝʥʠʝ. 
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Ʒ ʏʪʦʙʳ ʟʘʧʫʩʪʠʪʴ ʠʣʠ ʦʩʪʘʥʦʚʠʪʴ ʟʘʜʘʯʫ ʦʪʢʘʪʘ ʦʙʥʦʚʣʝʥʠʷ ʧʨʠ ʦʪʦʙʨʘʞʝʥʠʠ 

ʫʧʨʦʱʝʥʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʧʨʠʣʦʞʝʥʠʷ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ʇʦ ʧʨʘʚʦʡ ʢʣʘʚʠʰʝ ʤʳʰʠ ʦʪʢʨʦʡʪʝ ʢʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʟʥʘʯʢʘ ʧʨʠʣʦʞʝʥʠʷ, ʢʦʪʦʨʳʡ ʨʘʩʧʦʣʦʞʝʥ ʚ 

ʦʙʣʘʩʪʠ ʫʚʝʜʦʤʣʝʥʠʡ ʧʘʥʝʣʠ ʟʘʜʘʯ. 

2. ɺ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʚ ʨʘʩʢʨʳʚʘʶʱʝʤʩʷ ʩʧʠʩʢʝ ɿʘʜʘʯʠ ʚʳʧʦʣʥʠʪʝ ʦʜʥʦ ʠʟ ʩʣʝʜʫʶʱʠʭ ʜʝʡʩʪʚʠʡ: 

¶ ɺʳʙʝʨʠʪʝ ʥʝʟʘʧʫʱʝʥʥʫʶ ʟʘʜʘʯʫ ʦʪʢʘʪʘ ʦʙʥʦʚʣʝʥʠʷ, ʯʪʦʙʳ ʟʘʧʫʩʪʠʪʴ ʝʝ. 

¶ ɺʳʙʝʨʠʪʝ ʟʘʧʫʱʝʥʥʫʶ ʟʘʜʘʯʫ ʦʪʢʘʪʘ ʦʙʥʦʚʣʝʥʠʷ, ʯʪʦʙʳ ʦʩʪʘʥʦʚʠʪʴ ʝʝ. 

¶ ɺʳʙʝʨʠʪʝ ʦʩʪʘʥʦʚʣʝʥʥʫʶ ʟʘʜʘʯʫ ʦʪʢʘʪʘ ʦʙʥʦʚʣʝʥʠʷ, ʯʪʦʙʳ ʚʦʟʦʙʥʦʚʠʪʴ ʝʝ ʠʣʠ ʟʘʧʫʩʪʠʪʴ ʝʝ 

ʟʘʥʦʚʦ.
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ʆʙʥʦʚʣʝʥʠʝ ʘʥʪʠʚʠʨʫʩʥʳʭ ʙʘʟ ʚ ʨʫʯʥʦʤ ʨʝʞʠʤʝ 

ɼʣʷ ʦʙʥʦʚʣʝʥʠʷ ʘʥʪʠʚʠʨʫʩʥʳʭ ʙʘʟ, ʥʘʭʦʜʷʱʠʭʩʷ ʚ ʠʟʦʣʠʨʦʚʘʥʥʦʤ ʩʝʛʤʝʥʪʝ ʩʝʪʠ, ʨʝʢʦʤʝʥʜʫʝʪʩʷ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʣʝʜʫʶʱʠʡ ʧʦʨʷʜʦʢ ʜʝʡʩʪʚʠʡ: 

1. ɺ ʧʨʠʣʦʞʝʥʠʠ Kaspersky Security Center, ʥʘʭʦʜʷʱʝʤʩʷ ʚ ʦʪʢʨʳʪʦʤ ʩʝʛʤʝʥʪʝ ʩʝʪʠ, ʥʘʩʪʨʦʠʪʴ ʟʘʜʘʯʫ 

ʟʘʛʨʫʟʢʠ ʦʙʥʦʚʣʝʥʠʡ ʚ ʭʨʘʥʠʣʠʱʝ. 

2. ʋʙʝʜʠʪʴʩʷ ʚ ʪʦʤ, ʯʪʦ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ Kaspersky Security Center ʚ ʦʪʢʨʳʪʦʤ ʩʝʛʤʝʥʪʝ ʝʩʪʴ 

ʫʧʨʘʚʣʷʝʤʳʝ ʤʘʰʠʥʳ ʩ ʫʩʪʘʥʦʚʣʝʥʥʳʤʠ ʧʨʠʣʦʞʝʥʠʷʤʠ, ʙʘʟʳ ʜʣʷ ʢʦʪʦʨʳʭ ʥʝʦʙʭʦʜʠʤʦ ʦʙʥʦʚʠʪʴ. 

3. ɿʘʧʫʩʪʠʪʴ ʟʘʜʘʯʫ. ɺ ʧʨʦʮʝʩʩʝ ʟʘʛʨʫʟʢʠ ʦʙʥʦʚʣʝʥʠʡ ʩ ʦʪʢʨʳʪʳʭ ʩʝʨʚʝʨʦʚ çʃʘʙʦʨʘʪʦʨʠʠ 

ʂʘʩʧʝʨʩʢʦʛʦè Kaspersky Security Center ʧʨʦʚʝʜʝʪ ʧʨʦʚʝʨʢʫ ʢʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ ʦʙʥʦʚʣʝʥʠʡ, 

ʧʨʝʞʜʝ ʯʝʤ ʜʦʙʘʚʠʪ ʠʭ ʚ ʩʚʦʝ ʭʨʘʥʠʣʠʱʝ. 

4. ʋʜʦʙʥʳʤ ʚʘʤ ʩʧʦʩʦʙʦʤ ʧʝʨʝʥʝʩʠʪʝ ʩʦʜʝʨʞʠʤʦʝ ʭʨʘʥʠʣʠʱʘ Kaspersky Security Center ʚ 

ʠʟʦʣʠʨʦʚʘʥʥʳʡ ʩʝʛʤʝʥʪ ʩʝʪʠ. 

ɿʘʧʫʩʪʠʪʝ ʥʘ ʩʨʝʜʩʪʚʘʭ ʘʥʪʠʚʠʨʫʩʥʦʡ ʟʘʱʠʪʳ ʚʥʫʪʨʠ ʠʟʦʣʠʨʦʚʘʥʥʦʛʦ ʩʝʛʤʝʥʪʘ ʩʝʪʠ ʟʘʜʘʯʫ ʦʙʥʦʚʣʝʥʠʷ ʩ 

ʫʢʘʟʘʥʠʝʤ ʧʝʨʝʥʝʩʝʥʥʦʛʦ ʭʨʘʥʠʣʠʱʘ ʢʘʢ ʠʩʪʦʯʥʠʢʘ ʦʙʥʦʚʣʝʥʠʡ. ʇʨʠ ʟʘʛʨʫʟʢʝ ʦʙʥʦʚʣʝʥʠʡ ʠʟ ʭʨʘʥʠʣʠʱʘ, 

ʧʨʠʣʦʞʝʥʠʷ ʝʱʝ ʨʘʟ ʧʨʦʚʝʜʫʪ ʢʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʟʘʛʨʫʞʘʝʤʳʭ ʦʙʥʦʚʣʝʥʠʡ. 
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ʋʩʪʨʘʥʝʥʠʝ ʫʷʟʚʠʤʦʩʪʝʡ ʠ ʫʩʪʘʥʦʚʢʘ ʢʨʠʪʠʯʝʩʢʠʭ 
ʦʙʥʦʚʣʝʥʠʡ ʚ ʧʨʠʣʦʞʝʥʠʠ 

"ʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦ" ʤʦʞʝʪ ʚʳʧʫʩʢʘʪʴ ʦʙʥʦʚʣʝʥʠʷ ʧʨʠʣʦʞʝʥʠʷ, ʥʘʧʨʘʚʣʝʥʥʳʝ ʥʘ ʫʩʪʨʘʥʝʥʠʝ 

ʫʷʟʚʠʤʦʩʪʝʡ ʠ ʥʝʜʦʩʪʘʪʢʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ (ʢʨʠʪʠʯʝʩʢʠʝ ʦʙʥʦʚʣʝʥʠʷ). ʉʨʦʯʥʳʝ ʧʘʢʝʪʳ ʦʙʥʦʚʣʝʥʠʡ 

ʧʫʙʣʠʢʫʶʪʩʷ ʥʘ ʩʝʨʚʝʨʘʭ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʦʡ ʫʩʪʘʥʦʚʢʠ ʦʙʥʦʚʣʝʥʠʡ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". 

ʋʚʝʜʦʤʣʝʥʠʷ ʦ ʚʳʧʫʩʢʝ ʢʨʠʪʠʯʝʩʢʠʭ ʦʙʥʦʚʣʝʥʠʡ ʧʫʙʣʠʢʫʶʪʩʷ ʥʘ ʚʝʙ-ʩʘʡʪʝ 

(https://support.kaspersky.ru/general/certificates) ʠ ʨʘʩʩʳʣʘʶʪʩʷ ʧʦ ʘʜʨʝʩʘʤ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʫʢʘʟʘʥʥʳʤ 

ʧʨʠ ʟʘʢʘʟʝ ʧʨʠʣʦʞʝʥʠʷ, ʘ ʪʘʢʞʝ ʧʦʜʧʠʩʯʠʢʘʤ ʨʘʩʩʳʣʢʠ (ʧʦʜʧʠʩʘʪʴʩʷ ʥʘ ʨʘʩʩʳʣʢʫ ʤʦʞʥʦ ʧʦ ʩʩʳʣʢʝ: 

http://support.kaspersky.ru/subscribe). 

ʇʦʨʷʜʦʢ ʧʦʣʫʯʝʥʠʷ ʢʨʠʪʠʯʝʩʢʠʭ ʦʙʥʦʚʣʝʥʠʡ ʠʟʣʦʞʝʥ ʚ ʬʦʨʤʫʣʷʨʝ. 

ɼʦʧʫʩʢʘʝʪʩʷ ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʪʦʣʴʢʦ ʦʙʥʦʚʣʝʥʠʷ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ, ʧʨʦʰʝʜʰʠʝ ʧʨʦʮʝʜʫʨʫ 

ʩʝʨʪʠʬʠʢʘʮʠʠ. ɺʢʣʶʯʝʥʠʝ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʦʙʥʦʚʣʝʥʠʷ ʤʦʜʫʣʝʡ ʧʨʠʚʦʜʠʪ ʢ ʚʳʭʦʜʫ ʧʨʠʣʦʞʝʥʠʷ ʠʟ 

ʩʝʨʪʠʬʠʮʠʨʦʚʘʥʥʦʛʦ ʩʦʩʪʦʷʥʠʷ. 

ʃʠʮʦ, ʦʪʚʝʪʩʪʚʝʥʥʦʝ ʟʘ ʵʢʩʧʣʫʘʪʘʮʠʶ ʧʨʠʣʦʞʝʥʠʷ, ʜʦʣʞʥʦ ʧʝʨʠʦʜʠʯʝʩʢʠ (ʥʝ ʨʝʞʝ ʦʜʥʦʛʦ ʨʘʟʘ ʚ ʪʨʠ 

ʤʝʩʷʮʘ) ʧʨʦʚʝʨʷʪʴ ʦʪʩʫʪʩʪʚʠʝ ʦʙʥʘʨʫʞʝʥʥʳʭ ʫʷʟʚʠʤʦʩʪʝʡ ʚ ʧʨʠʣʦʞʝʥʠʠ, ʠʩʧʦʣʴʟʫʷ ʚʝʙ-ʩʘʡʪ "ʃʘʙʦʨʘʪʦʨʠʠ 

ʂʘʩʧʝʨʩʢʦʛʦ" (https://support.kaspersky.ru/vulnerability), ʙʘʥʢ ʜʘʥʥʳʭ ʫʛʨʦʟ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʠ ʌʉʊʕʂ 

ʈʦʩʩʠʠ (http://www.bdu.fstec.ru) ʠ ʠʥʳʝ ʦʙʱʝʜʦʩʪʫʧʥʳʝ ʠʩʪʦʯʥʠʢʠ. 

ɺʳ ʤʦʞʝʪʝ ʩʦʦʙʱʘʪʴ ʦʙ ʦʙʥʘʨʫʞʝʥʥʳʭ ʥʝʜʦʩʪʘʪʢʘʭ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʣʠ ʫʷʟʚʠʤʦʩʪʷʭ ʧʨʠʣʦʞʝʥʠʷ 

ʩʣʝʜʫʶʱʠʤʠ ʩʧʦʩʦʙʘʤʠ: 

¶ ʇʦ ʘʜʨʝʩʫ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ vulnerability@kaspersky.com. 

¶ ɺ ʩʦʦʙʱʝʩʪʚʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" (https://community.kaspersky.com/). 
 

https://support.kaspersky.ru/general/certificates
http://support.kaspersky.ru/subscribe
https://support.kaspersky.ru/vulnerability
http://www.bdu.fstec.ru/
https://community.kaspersky.com/
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ʈʘʙʦʪʘ ʩ ʘʢʪʠʚʥʳʤʠ ʫʛʨʦʟʘʤʠ 
Kaspersky Endpoint Security ʬʠʢʩʠʨʫʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʬʘʡʣʘʭ, ʢʦʪʦʨʳʝ ʦʥʘ ʧʦ ʢʘʢʠʤ-ʣʠʙʦ ʧʨʠʯʠʥʘʤ ʥʝ 

ʦʙʨʘʙʦʪʘʣʘ. ʕʪʘ ʠʥʬʦʨʤʘʮʠʷ ʟʘʧʠʩʳʚʘʝʪʩʷ ʚ ʚʠʜʝ ʩʦʙʳʪʠʡ ʚ ʩʧʠʩʦʢ ʘʢʪʠʚʥʳʭ ʫʛʨʦʟ (ʩʤ. ʨʠʩ. ʥʠʞʝ). ɼʣʷ 

ʨʘʙʦʪʳ ʩ ʘʢʪʠʚʥʳʤʠ ʫʛʨʦʟʘʤʠ Kaspersky Endpoint Security ʠʩʧʦʣʴʟʫʝʪ ʪʝʭʥʦʣʦʛʠʶ ʣʝʯʝʥʠʷ ʘʢʪʠʚʥʦʛʦ 

ʟʘʨʘʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ʪʝʭʥʦʣʦʛʠʠ ʣʝʯʝʥʠʷ ʘʢʪʠʚʥʦʛʦ ʟʘʨʘʞʝʥʠʷ" ʥʘ ʩʪʨ. 117). 

ʃʝʯʝʥʠʝ ʘʢʪʠʚʥʦʛʦ ʟʘʨʘʞʝʥʠʷ ʜʣʷ ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʡ ʠ ʩʝʨʚʝʨʦʚ ʦʪʣʠʯʘʝʪʩʷ. ɺʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʣʝʯʝʥʠʝ 

ʘʢʪʠʚʥʦʛʦ ʟʘʨʘʞʝʥʠʷ ʚ ʩʚʦʡʩʪʚʘʭ ʟʘʜʘʯʠ ʇʦʠʩʢ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʦʚʝʨʢʘ ʢʦʤʧʴʶʪʝʨʘ" ʥʘ 

ʩʪʨ. 66) ʠ ʚ ʧʘʨʘʤʝʪʨʘʭ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ʪʝʭʥʦʣʦʛʠʠ ʣʝʯʝʥʠʷ ʘʢʪʠʚʥʦʛʦ 

ʟʘʨʘʞʝʥʠʷ" ʥʘ ʩʪʨ. 117). 

 
ʈʠʩʫʥʦʢ 32. ʉʧʠʩʦʢ ʘʢʪʠʚʥʳʭ ʫʛʨʦʟ 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 
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ʃʝʯʝʥʠʝ ʘʢʪʠʚʥʳʭ ʫʛʨʦʟ ʥʘ ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʷʭ 

ɼʣʷ ʨʘʙʦʪʳ ʩ ʘʢʪʠʚʥʳʤʠ ʫʛʨʦʟʘʤʠ ʥʘ ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʷʭ ʚʘʤ ʥʫʞʥʦ ʚʢʣʶʯʠʪʴ ʪʝʭʥʦʣʦʛʠʶ ʣʝʯʝʥʠʷ ʘʢʪʠʚʥʦʛʦ 

ʟʘʨʘʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ʪʝʭʥʦʣʦʛʠʠ ʣʝʯʝʥʠʷ ʘʢʪʠʚʥʦʛʦ ʟʘʨʘʞʝʥʠʷ" ʥʘ ʩʪʨ. 117) ʚ 

ʧʘʨʘʤʝʪʨʘʭ ʧʨʠʣʦʞʝʥʠʷ. ɼʘʣʝʝ ʚʘʤ ʥʫʞʥʦ ʥʘʩʪʨʦʠʪʴ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʧʨʠʣʦʞʝʥʠʷ ʩ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʚ 

ʩʚʦʡʩʪʚʘʭ ʟʘʜʘʯʠ ʇʦʠʩʢ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʦʚʝʨʢʘ ʢʦʤʧʴʶʪʝʨʘ" ʥʘ ʩʪʨ. 66). ɺ ʩʚʦʡʩʪʚʘʭ 

ʟʘʜʘʯʠ ʝʩʪʴ ʬʣʘʞʦʢ ɺʳʧʦʣʥʷʪʴ ʣʝʯʝʥʠʝ ʘʢʪʠʚʥʦʛʦ ʟʘʨʘʞʝʥʠʷ ʥʝʤʝʜʣʝʥʥʦ. ɽʩʣʠ ʬʣʘʞʦʢ ʫʩʪʘʥʦʚʣʝʥ, 

Kaspersky Endpoint Security ʚʳʧʦʣʥʠʪ ʣʝʯʝʥʠʝ ʙʝʟ ʫʚʝʜʦʤʣʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʷ. ʇʦʩʣʝ ʣʝʯʝʥʠʷ ʫʛʨʦʟ 

ʢʦʤʧʴʶʪʝʨ ʙʫʜʝʪ ʧʝʨʝʟʘʛʨʫʞʝʥ. ɽʩʣʠ ʬʣʘʞʦʢ ʩʥʷʪ, Kaspersky Endpoint Security ʧʦʢʘʟʳʚʘʝʪ ʫʚʝʜʦʤʣʝʥʠʝ ʦʙ 

ʦʙʥʘʨʫʞʝʥʠʠ ʘʢʪʠʚʥʳʭ ʫʛʨʦʟ (ʩʤ. ʨʠʩ. ʥʠʞʝ). ɿʘʢʨʳʪʴ ʫʚʝʜʦʤʣʝʥʠʝ, ʥʝ ʦʙʨʘʙʦʪʘʚ ʬʘʡʣ, ʥʝʚʦʟʤʦʞʥʦ. 

ʃʝʯʝʥʠʝ ʘʢʪʠʚʥʦʛʦ ʟʘʨʘʞʝʥʠʷ ʚ ʭʦʜʝ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ ʧʦʠʩʢʘ ʚʠʨʫʩʦʚ ʥʘ ʢʦʤʧʴʶʪʝʨʝ 

ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʪʦʣʴʢʦ ʚ ʪʦʤ ʩʣʫʯʘʝ, ʝʩʣʠ ʚ ʩʚʦʡʩʪʚʘʭ ʧʨʠʤʝʥʝʥʥʦʡ ʢ ʵʪʦʤʫ ʢʦʤʧʴʶʪʝʨʫ ʧʦʣʠʪʠʢʠ 

ʚʢʣʶʯʝʥʘ ʬʫʥʢʮʠʷ ʣʝʯʝʥʠʷ ʘʢʪʠʚʥʦʛʦ ʟʘʨʘʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ʪʝʭʥʦʣʦʛʠʠ 

ʣʝʯʝʥʠʷ ʘʢʪʠʚʥʦʛʦ ʟʘʨʘʞʝʥʠʷ" ʥʘ ʩʪʨ. 117). 

 
ʈʠʩʫʥʦʢ 33. ʋʚʝʜʦʤʣʝʥʠʝ ʦʙ ʘʢʪʠʚʥʦʡ ʫʛʨʦʟʝ 
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ʃʝʯʝʥʠʝ ʘʢʪʠʚʥʳʭ ʫʛʨʦʟ ʥʘ ʩʝʨʚʝʨʘʭ 

ɼʣʷ ʨʘʙʦʪʳ ʩ ʘʢʪʠʚʥʳʤʠ ʫʛʨʦʟʘʤʠ ʥʘ ʩʝʨʚʝʨʘʭ ʚʘʤ ʥʫʞʥʦ ʚʳʧʦʣʥʠʪʴ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

¶ ʚʢʣʶʯʠʪʝ ʪʝʭʥʦʣʦʛʠʶ ʣʝʯʝʥʠʷ ʘʢʪʠʚʥʦʛʦ ʟʘʨʘʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ 

ʪʝʭʥʦʣʦʛʠʠ ʣʝʯʝʥʠʷ ʘʢʪʠʚʥʦʛʦ ʟʘʨʘʞʝʥʠʷ" ʥʘ ʩʪʨ. 117) ʚ ʧʘʨʘʤʝʪʨʘʭ ʧʨʠʣʦʞʝʥʠʷ; 

¶ ʚʢʣʶʯʠʪʝ ʥʝʤʝʜʣʝʥʥʦʝ ʣʝʯʝʥʠʝ ʘʢʪʠʚʥʦʛʦ ʟʘʨʘʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʦʚʝʨʢʘ ʢʦʤʧʴʶʪʝʨʘ" ʥʘ ʩʪʨ. 66) 

ʚ ʩʚʦʡʩʪʚʘʭ ʟʘʜʘʯʠ ʇʦʠʩʢ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ. 

ɽʩʣʠ ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security ʫʩʪʘʥʦʚʣʝʥʦ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ 

ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ Windows ʜʣʷ ʩʝʨʚʝʨʦʚ, Kaspersky Endpoint Security ʥʝ ʧʦʢʘʟʳʚʘʝʪ 

ʫʚʝʜʦʤʣʝʥʠʝ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʧʦʣʴʟʦʚʘʪʝʣʴ ʥʝ ʤʦʞʝʪ ʚʳʙʨʘʪʴ ʜʝʡʩʪʚʠʝ ʜʣʷ ʣʝʯʝʥʠʷ ʘʢʪʠʚʥʦʛʦ 

ʟʘʨʘʞʝʥʠʷ. ɼʣʷ ʫʩʪʨʘʥʝʥʠʷ ʫʛʨʦʟʳ ʚʘʤ ʥʝʦʙʭʦʜʠʤʦ ʚʢʣʶʯʠʪʴ ʪʝʭʥʦʣʦʛʠʶ ʣʝʯʝʥʠʷ ʘʢʪʠʚʥʦʛʦ 

ʟʘʨʘʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ʪʝʭʥʦʣʦʛʠʠ ʣʝʯʝʥʠʷ ʘʢʪʠʚʥʦʛʦ ʟʘʨʘʞʝʥʠʷ" ʥʘ 

ʩʪʨ. 117) ʚ ʧʘʨʘʤʝʪʨʘʭ ʧʨʠʣʦʞʝʥʠʷ ʠ ʚʢʣʶʯʠʪʴ ʥʝʤʝʜʣʝʥʥʦʝ ʣʝʯʝʥʠʝ ʘʢʪʠʚʥʦʛʦ ʟʘʨʘʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ 

"ʇʨʦʚʝʨʢʘ ʢʦʤʧʴʶʪʝʨʘ" ʥʘ ʩʪʨ. 66) ʚ ʩʚʦʡʩʪʚʘʭ ʟʘʜʘʯʠ ʇʦʠʩʢ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ. ɼʘʣʝʝ ʚʘʤ ʥʫʞʥʦ 

ʟʘʧʫʩʪʠʪʴ ʟʘʜʘʯʫ ʇʦʠʩʢ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ. 

 

ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ʪʝʭʥʦʣʦʛʠʠ ʣʝʯʝʥʠʷ 
ʘʢʪʠʚʥʦʛʦ ʟʘʨʘʞʝʥʠʷ 

ɽʩʣʠ Kaspersky Endpoint Security ʥʝ ʤʦʞʝʪ ʦʩʪʘʥʦʚʠʪʴ ʚʳʧʦʣʥʝʥʠʝ ʚʨʝʜʦʥʦʩʥʦʛʦ ʧʨʠʣʦʞʝʥʠʷ, ʚʳ ʤʦʞʝʪʝ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʪʝʭʥʦʣʦʛʠʶ ʣʝʯʝʥʠʷ ʘʢʪʠʚʥʦʛʦ ʟʘʨʘʞʝʥʠʷ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʪʝʭʥʦʣʦʛʠʷ ʣʝʯʝʥʠʷ ʘʢʪʠʚʥʦʛʦ 

ʟʘʨʘʞʝʥʠʷ ʚʳʢʣʶʯʝʥʘ, ʪʘʢ ʢʘʢ ʪʝʭʥʦʣʦʛʠʷ ʠʩʧʦʣʴʟʫʝʪ ʟʥʘʯʠʪʝʣʴʥʳʝ ʨʝʩʫʨʩʳ ʢʦʤʧʴʶʪʝʨʘ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, 

ʚʳ ʤʦʞʝʪʝ ʚʢʣʶʯʘʪʴ ʪʝʭʥʦʣʦʛʠʶ ʣʝʯʝʥʠʷ ʘʢʪʠʚʥʦʛʦ ʟʘʨʘʞʝʥʠʷ ʪʦʣʴʢʦ ʧʨʠ ʨʘʙʦʪʝ ʩ ʘʢʪʠʚʥʳʤʠ ʫʛʨʦʟʘʤʠ 

(ʩʤ. ʨʘʟʜʝʣ "ʈʘʙʦʪʘ ʩ ʘʢʪʠʚʥʳʤʠ ʫʛʨʦʟʘʤʠ" ʥʘ ʩʪʨ. 115). 

ʈʘʙʦʪʘ ʪʝʭʥʦʣʦʛʠʠ ʣʝʯʝʥʠʷ ʘʢʪʠʚʥʦʛʦ ʟʘʨʘʞʝʥʠʷ ʜʣʷ ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʡ ʠ ʩʝʨʚʝʨʦʚ ʦʪʣʠʯʘʝʪʩʷ. ɼʣʷ 

ʨʘʙʦʪʳ ʪʝʭʥʦʣʦʛʠʠ ʥʘ ʩʝʨʚʝʨʘʭ ʚʘʤ ʥʫʞʥʦ ʚʢʣʶʯʠʪʴ ʥʝʤʝʜʣʝʥʥʦʝ ʣʝʯʝʥʠʝ ʘʢʪʠʚʥʦʛʦ ʟʘʨʘʞʝʥʠʷ (ʩʤ. 

ʨʘʟʜʝʣ "ʇʨʦʚʝʨʢʘ ʢʦʤʧʴʶʪʝʨʘ" ʥʘ ʩʪʨ. 66) ʚ ʩʚʦʡʩʪʚʘʭ ʟʘʜʘʯʠ ʇʦʠʩʢ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ. ɼʣʷ ʨʘʙʦʪʳ 

ʪʝʭʥʦʣʦʛʠʠ ʥʘ ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʷʭ ʵʪʦ ʫʩʣʦʚʠʝ ʥʝ ʷʚʣʷʝʪʩʷ ʦʙʷʟʘʪʝʣʴʥʳʤ. 
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ʂʘʢ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʪʝʭʥʦʣʦʛʠʶ ʣʝʯʝʥʠʷ ʘʢʪʠʚʥʦʛʦ ʟʘʨʘʞʝʥʠʷ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʅʘʩʪʨʦʡʢʠ 

ʧʨʠʣʦʞʝʥʠʷ. 

 
ʈʠʩʫʥʦʢ 34. ʇʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security ʜʣʷ Windows 

3. ɺ ʙʣʦʢʝ ʆʙʱʠʝ ʠʩʧʦʣʴʟʫʡʪʝ ʬʣʘʞʦʢ ʇʨʠʤʝʥʷʪʴ ʪʝʭʥʦʣʦʛʠʶ ʣʝʯʝʥʠʷ ʘʢʪʠʚʥʦʛʦ ʟʘʨʘʞʝʥʠʷ 

(ʠʩʧʦʣʴʟʫʝʪ ʟʥʘʯʠʪʝʣʴʥʳʝ ʨʝʩʫʨʩʳ ʢʦʤʧʴʶʪʝʨʘ), ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʪʝʭʥʦʣʦʛʠʶ 

ʣʝʯʝʥʠʷ ʘʢʪʠʚʥʦʛʦ ʟʘʨʘʞʝʥʠʷ. 

4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ ʧʨʠ ʣʝʯʝʥʠʠ ʘʢʪʠʚʥʦʛʦ ʟʘʨʘʞʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʶ ʥʝ ʙʫʜʫʪ ʜʦʩʪʫʧʥʳ ʙʦʣʴʰʠʥʩʪʚʦ ʬʫʥʢʮʠʡ 

ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. ʇʦʩʣʝ ʟʘʚʝʨʰʝʥʠʷ ʣʝʯʝʥʠʷ ʢʦʤʧʴʶʪʝʨ ʙʫʜʝʪ ʧʝʨʝʟʘʛʨʫʞʝʥ. 

 

ʆʙʨʘʙʦʪʢʘ ʘʢʪʠʚʥʳʭ ʫʛʨʦʟ 

ɿʘʨʘʞʝʥʥʳʡ ʬʘʡʣ ʩʯʠʪʘʝʪʩʷ ʦʙʨʘʙʦʪʘʥʥʳʤ, ʝʩʣʠ Kaspersky Endpoint Security ʚ ʧʨʦʮʝʩʩʝ ʧʨʦʚʝʨʢʠ 

ʢʦʤʧʴʶʪʝʨʘ ʥʘ ʚʠʨʫʩʳ ʠ ʜʨʫʛʠʝ ʧʨʠʣʦʞʝʥʠʷ, ʧʨʝʜʩʪʘʚʣʷʶʱʠʝ ʫʛʨʦʟʫ, ʚʳʣʝʯʠʣ ʠʣʠ ʫʜʘʣʠʣ ʫʛʨʦʟʫ. 

Kaspersky Endpoint Security ʧʦʤʝʱʘʝʪ ʬʘʡʣ ʚ ʩʧʠʩʦʢ ʘʢʪʠʚʥʳʭ ʫʛʨʦʟ, ʝʩʣʠ ʚ ʧʨʦʮʝʩʩʝ ʧʨʦʚʝʨʢʠ ʢʦʤʧʴʶʪʝʨʘ 

ʥʘ ʚʠʨʫʩʳ ʠ ʜʨʫʛʠʝ ʧʨʠʣʦʞʝʥʠʷ, ʧʨʝʜʩʪʘʚʣʷʶʱʠʝ ʫʛʨʦʟʫ, Kaspersky Endpoint Security ʧʦ ʢʘʢʠʤ-ʣʠʙʦ 

ʧʨʠʯʠʥʘʤ ʥʝ ʩʦʚʝʨʰʠʣ ʜʝʡʩʪʚʠʝ ʩ ʵʪʠʤ ʬʘʡʣʦʤ ʩʦʛʣʘʩʥʦ ʟʘʜʘʥʥʳʤ ʥʘʩʪʨʦʡʢʘʤ ʧʨʠʣʦʞʝʥʠʷ. 
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ʊʘʢʘʷ ʩʠʪʫʘʮʠʷ ʚʦʟʤʦʞʥʘ ʚ ʩʣʝʜʫʶʱʠʭ ʩʣʫʯʘʷʭ: 

¶ ʇʨʦʚʝʨʷʝʤʳʡ ʬʘʡʣ ʥʝʜʦʩʪʫʧʝʥ (ʥʘʧʨʠʤʝʨ, ʥʘʭʦʜʠʪʩʷ ʥʘ ʩʝʪʝʚʦʤ ʜʠʩʢʝ ʠʣʠ ʚʥʝʰʥʝʤ ʜʠʩʢʝ ʙʝʟ 

ʧʨʘʚ ʥʘ ʟʘʧʠʩʴ ʜʘʥʥʳʭ). 

¶ ɺ ʥʘʩʪʨʦʡʢʘʭ ʟʘʜʘʯʠ ʇʦʠʩʢ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʦʚʝʨʢʘ ʢʦʤʧʴʶʪʝʨʘ" ʥʘ ʩʪʨ. 66) ʧʨʠ 

ʦʙʥʘʨʫʞʝʥʠʠ ʫʛʨʦʟʳ ʚʳʙʨʘʥʦ ʜʝʡʩʪʚʠʝ ʀʥʬʦʨʤʠʨʦʚʘʪʴ. ɼʘʣʝʝ ʢʦʛʜʘ ʥʘ ʵʢʨʘʥʝ ʦʪʦʙʨʘʟʠʣʦʩʴ 

ʫʚʝʜʦʤʣʝʥʠʝ ʦ ʟʘʨʘʞʝʥʥʦʤ ʬʘʡʣʝ, ʧʦʣʴʟʦʚʘʪʝʣʴ ʚʳʙʨʘʣ ʚʘʨʠʘʥʪ ʇʨʦʧʫʩʪʠʪʴ. 

ʇʨʠ ʥʘʣʠʯʠʠ ʥʝʦʙʨʘʙʦʪʘʥʥʳʭ ʫʛʨʦʟ Kaspersky Endpoint Security ʠʟʤʝʥʠʪ ʟʥʘʯʦʢ ʥʘ . ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ 

ʧʨʠʣʦʞʝʥʠʷ ʧʦʷʚʠʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ ʫʛʨʦʟʝ (ʩʤ. ʨʠʩ ʥʠʞʝ). ɺ ʢʦʥʩʦʣʠ Kaspersky Security Center ʩʪʘʪʫʩ 

ʢʦʤʧʴʶʪʝʨʘ ʙʫʜʝʪ ʠʟʤʝʥʝʥ ʥʘ ʂʨʠʪʠʯʝʩʢʠʡ ï . 

ʂʘʢ ʦʙʨʘʙʦʪʘʪʴ ʫʛʨʦʟʫ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ ʚ ʨʘʟʜʝʣʝ ʄʦʥʠʪʦʨʠʥʛ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɹʝʟʦʧʘʩʥʦʩʪʴ ʧʦʜ ʫʛʨʦʟʦʡ. 

ʆʪʢʨʦʝʪʩʷ ʩʧʠʩʦʢ ʘʢʪʠʚʥʳʭ ʫʛʨʦʟ. 

2. ɺʳʙʝʨʠʪʝ ʦʙʲʝʢʪ, ʢʦʪʦʨʳʡ ʚʳ ʭʦʪʠʪʝ ʫʩʪʨʘʥʠʪʴ. 

3. ɺʳʙʝʨʠʪʝ ʩʧʦʩʦʙ ʫʩʪʨʘʥʝʥʠʷ ʫʛʨʦʟʳ: 

¶ ʋʩʪʨʘʥʠʪʴ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʚʘʨʠʘʥʪ ʜʝʡʩʪʚʠʷ, ʪʦ ʧʨʠʣʦʞʝʥʠʝ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʳʪʘʝʪʩʷ 

ʚʳʣʝʯʠʪʴ ʚʩʝ ʦʙʥʘʨʫʞʝʥʥʳʝ ʟʘʨʘʞʝʥʥʳʝ ʬʘʡʣʳ. ɽʩʣʠ ʣʝʯʝʥʠʝ ʥʝʚʦʟʤʦʞʥʦ, ʪʦ ʧʨʠʣʦʞʝʥʠʝ ʠʭ 

ʫʜʘʣʷʝʪ. 

¶ ɼʦʙʘʚʠʪʴ ʚ ʠʩʢʣʶʯʝʥʠʷ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʚʘʨʠʘʥʪ ʜʝʡʩʪʚʠʷ, ʪʦ Kaspersky Endpoint Security 

ʧʨʝʜʣʦʞʠʪ ʜʦʙʘʚʠʪʴ ʬʘʡʣ ʚ ʩʧʠʩʦʢ ʠʩʢʣʶʯʝʥʠʡ ʠʟ ʧʨʦʚʝʨʢʠ (ʩʤ. ʨʘʟʜʝʣ "ʉʦʟʜʘʥʠʝ ʠʩʢʣʶʯʝʥʠʷ 

ʠʟ ʧʨʦʚʝʨʢʠ" ʥʘ ʩʪʨ. 347). ʇʨʠʣʦʞʝʥʠʝ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʥʘʩʪʨʦʠʪ ʧʘʨʘʤʝʪʨʳ ʠʩʢʣʶʯʝʥʠʷ. ɽʩʣʠ 

ʜʦʙʘʚʣʝʥʠʝ ʠʩʢʣʶʯʝʥʠʷ ʥʝʜʦʩʪʫʧʥʦ, ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʟʘʧʨʝʪʠʣ ʜʦʙʘʚʣʝʥʠʝ ʠʩʢʣʶʯʝʥʠʡ ʚ 

ʧʘʨʘʤʝʪʨʘʭ ʧʦʣʠʪʠʢʠ. 

¶ ʀʛʥʦʨʠʨʦʚʘʪʴ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʚʘʨʠʘʥʪ ʜʝʡʩʪʚʠʷ, ʪʦ Kaspersky Endpoint Security ʫʜʘʣʠʪ 

ʟʘʧʠʩʴ ʠʟ ʩʧʠʩʢʘ ʘʢʪʠʚʥʳʭ ʫʛʨʦʟ. ɽʩʣʠ ʚ ʩʧʠʩʢʝ ʥʝ ʦʩʪʘʣʦʩʴ ʘʢʪʠʚʥʳʭ ʫʛʨʦʟ, ʩʪʘʪʫʩ ʢʦʤʧʴʶʪʝʨʘ 

ʙʫʜʝʪ ʠʟʤʝʥʝʥ ʥʘ ʆʂ. ʇʨʠ ʧʦʚʪʦʨʥʦʤ ʦʙʥʘʨʫʞʝʥʠʠ ʦʙʲʝʢʪʘ Kaspersky Endpoint Security ʩʥʦʚʘ 

ʜʦʙʘʚʠʪ ʟʘʧʠʩʴ ʚ ʩʧʠʩʦʢ ʘʢʪʠʚʥʳʭ ʫʛʨʦʟ. 

¶ ʆʪʢʨʳʪʴ ʧʘʧʢʫ ʩ ʬʘʡʣʦʤ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʚʘʨʠʘʥʪ ʜʝʡʩʪʚʠʷ, ʪʦ Kaspersky Endpoint Security 

ʦʪʢʨʦʝʪ ʧʘʧʢʫ ʩ ʦʙʲʝʢʪʦʤ ʚ ʬʘʡʣʦʚʦʤ ʤʝʥʝʜʞʝʨʝ. ɼʘʣʝʝ ʚʳ ʤʦʞʝʪʝ ʚʨʫʯʥʫʶ ʫʜʘʣʠʪʴ ʦʙʲʝʢʪ 

ʠʣʠ ʧʝʨʝʤʝʩʪʠʪʴ ʦʙʲʝʢʪ ʚ ʧʘʧʢʫ, ʢʦʪʦʨʘʷ ʥʝ ʚʭʦʜʠʪ ʚ ʦʙʣʘʩʪʴ ʟʘʱʠʪʳ. 

¶ ʋʟʥʘʪʴ ʙʦʣʴʰʝ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʚʘʨʠʘʥʪ ʜʝʡʩʪʚʠʷ, ʪʦ Kaspersky Endpoint Security ʦʪʢʨʦʝʪ 

ʩʘʡʪ ɺʠʨʫʩʥʦʡ ʵʥʮʠʢʣʦʧʝʜʠʠ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" 

https://encyclopedia.kaspersky.ru/knowledge/classification/the-classification-tree/. 

https://encyclopedia.kaspersky.ru/knowledge/classification/the-classification-tree/
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Kaspersky Security Network 
ʏʪʦʙʳ ʧʦʚʳʩʠʪʴ ʵʬʬʝʢʪʠʚʥʦʩʪʴ ʟʘʱʠʪʳ ʢʦʤʧʴʶʪʝʨʘ ʧʦʣʴʟʦʚʘʪʝʣʷ, Kaspersky Endpoint Security ʠʩʧʦʣʴʟʫʝʪ 

ʜʘʥʥʳʝ, ʧʦʣʫʯʝʥʥʳʝ ʦʪ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚʦ ʚʩʝʤ ʤʠʨʝ. ɼʣʷ ʧʦʣʫʯʝʥʠʷ ʵʪʠʭ ʜʘʥʥʳʭ ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʩʝʪʴ 

Kaspersky Security Network. 

Kaspersky Security Network (KSN) ï ʵʪʦ ʠʥʬʨʘʩʪʨʫʢʪʫʨʘ ʦʙʣʘʯʥʳʭ ʩʣʫʞʙ, ʧʨʝʜʦʩʪʘʚʣʷʶʱʘʷ ʜʦʩʪʫʧ ʢ 

ʦʧʝʨʘʪʠʚʥʦʡ ʙʘʟʝ ʟʥʘʥʠʡ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʦ ʨʝʧʫʪʘʮʠʠ ʬʘʡʣʦʚ, ʠʥʪʝʨʥʝʪ-ʨʝʩʫʨʩʦʚ ʠ 

ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ. ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʜʘʥʥʳʭ Kaspersky Security Network ʦʙʝʩʧʝʯʠʚʘʝʪ ʙʦʣʝʝ 

ʚʳʩʦʢʫʶ ʩʢʦʨʦʩʪʴ ʨʝʘʢʮʠʠ Kaspersky Endpoint Security ʥʘ ʥʝʠʟʚʝʩʪʥʳʝ ʫʛʨʦʟʳ, ʧʦʚʳʰʘʝʪ ʵʬʬʝʢʪʠʚʥʦʩʪʴ 

ʨʘʙʦʪʳ ʥʝʢʦʪʦʨʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʟʘʱʠʪʳ, ʘ ʪʘʢʞʝ ʩʥʠʞʘʝʪ ʚʝʨʦʷʪʥʦʩʪʴ ʣʦʞʥʳʭ ʩʨʘʙʘʪʳʚʘʥʠʡ. 

ɺ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʨʘʩʧʦʣʦʞʝʥʠʷ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʨʘʟʣʠʯʘʶʪ ɻʣʦʙʘʣʴʥʳʡ KSN (ʠʥʬʨʘʩʪʨʫʢʪʫʨʘ 

ʨʘʩʧʦʣʦʞʝʥʘ ʥʘ ʩʝʨʚʝʨʘʭ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ") ʠ ʃʦʢʘʣʴʥʳʡ KSN. 

ɺ ʩʝʨʪʠʬʠʮʠʨʦʚʘʥʥʦʡ ʚʝʨʩʠʠ ʧʨʦʛʨʘʤʤʳ Kaspersky Endpoint Security ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʦʣʴʢʦ ʃʦʢʘʣʴʥʳʡ 

KSN (KPSN). ʀʩʧʦʣʴʟʦʚʘʥʠʝ ɻʣʦʙʘʣʴʥʦʛʦ KSN ʥʝ ʜʦʧʫʩʢʘʝʪʩʷ. 

ʋʯʘʩʪʠʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ KSN ʧʦʟʚʦʣʷʝʪ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʦʧʝʨʘʪʠʚʥʦ ʧʦʣʫʯʘʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ 

ʪʠʧʘʭ ʠ ʠʩʪʦʯʥʠʢʘʭ ʫʛʨʦʟ, ʨʘʟʨʘʙʘʪʳʚʘʪʴ ʩʧʦʩʦʙʳ ʥʝʡʪʨʘʣʠʟʘʮʠʠ ʫʛʨʦʟ, ʫʤʝʥʴʰʘʪʴ ʢʦʣʠʯʝʩʪʚʦ ʣʦʞʥʳʭ 

ʩʨʘʙʘʪʳʚʘʥʠʡ ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʦʛʨʘʤʤʳ. 

ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʨʘʩʰʠʨʝʥʥʦʛʦ ʨʝʞʠʤʘ KSN ʧʨʦʛʨʘʤʤʘ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʦʪʧʨʘʚʣʷʝʪ ʚ KSN 

ʩʪʘʪʠʩʪʠʯʝʩʢʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʧʦʣʫʯʝʥʥʫʶ ʚ ʨʝʟʫʣʴʪʘʪʝ ʩʚʦʝʡ ʨʘʙʦʪʳ. ʊʘʢʞʝ ʧʨʦʛʨʘʤʤʘ ʤʦʞʝʪ ʦʪʧʨʘʚʣʷʪʴ 

ʚ "ʃʘʙʦʨʘʪʦʨʠʶ ʂʘʩʧʝʨʩʢʦʛʦ" ʜʣʷ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʧʨʦʚʝʨʢʠ ʬʘʡʣʳ (ʠʣʠ ʯʘʩʪʠ ʬʘʡʣʦʚ), ʢʦʪʦʨʳʝ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʥʘʥʝʩʝʥʠʷ ʚʨʝʜʘ ʢʦʤʧʴʶʪʝʨʫ ʠʣʠ ʜʘʥʥʳʤ. 

ɹʦʣʝʝ ʧʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʦʪʧʨʘʚʢʝ ʚ "ʃʘʙʦʨʘʪʦʨʠʶ ʂʘʩʧʝʨʩʢʦʛʦ", ʭʨʘʥʝʥʠʠ ʠ ʫʥʠʯʪʦʞʝʥʠʠ 

ʩʪʘʪʠʩʪʠʯʝʩʢʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʧʦʣʫʯʝʥʥʦʡ ʚʦ ʚʨʝʤʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ KSN, ʚʳ ʤʦʞʝʪʝ ʧʨʦʯʠʪʘʪʴ ʚ 

ʇʦʣʦʞʝʥʠʠ ʦ Kaspersky Security Network ʠ ʥʘ ʚʝʙ-ʩʘʡʪʝ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" 

(https://www.kaspersky.ru/products-and-services-privacy-policy). ʌʘʡʣ ksn_<ID ʷʟʳʢʘ>.txt ʩ ʪʝʢʩʪʦʤ 

ʇʦʣʦʞʝʥʠʷ ʦ Kaspersky Security Network ʚʭʦʜʠʪ ʚ ʢʦʤʧʣʝʢʪ ʧʦʩʪʘʚʢʠ ʧʨʦʛʨʘʤʤʳ. 

ɼʣʷ ʩʥʠʞʝʥʠʷ ʥʘʛʨʫʟʢʠ ʥʘ ʩʝʨʚʝʨʳ KSN ʩʧʝʮʠʘʣʠʩʪʳ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʤʦʛʫʪ ʚʳʧʫʩʢʘʪʴ 

ʘʥʪʠʚʠʨʫʩʥʳʝ ʙʘʟʳ ʧʨʦʛʨʘʤʤʳ, ʢʦʪʦʨʳʝ ʚʨʝʤʝʥʥʦ ʚʳʢʣʶʯʘʶʪ ʠʣʠ ʯʘʩʪʠʯʥʦ ʦʛʨʘʥʠʯʠʚʘʶʪ ʦʙʨʘʱʝʥʠʷ 

ʚ Kaspersky Security Network. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʩʪʘʪʫʩ ʧʦʜʢʣʶʯʝʥʠʷ ʢ KSN ï ɺʢʣʶʯʝʥʦ ʩ ʦʛʨʘʥʠʯʝʥʠʷʤʠ. 

ʂʦʤʧʴʶʪʝʨʳ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʨʘʙʦʪʘʶʱʠʝ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʉʝʨʚʝʨʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security 

Center, ʤʦʛʫʪ ʚʟʘʠʤʦʜʝʡʩʪʚʦʚʘʪʴ ʩ KSN ʧʨʠ ʧʦʤʦʱʠ ʩʣʫʞʙʳ KSN Proxy. 

ʉʣʫʞʙʘ KSN Proxy ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʩʣʝʜʫʶʱʠʝ ʚʦʟʤʦʞʥʦʩʪʠ: 

¶ ʂʦʤʧʴʶʪʝʨ ʧʦʣʴʟʦʚʘʪʝʣʷ ʤʦʞʝʪ ʚʳʧʦʣʥʷʪʴ ʟʘʧʨʦʩʳ ʢ KSN ʠ ʧʝʨʝʜʘʚʘʪʴ ʚ KSN ʠʥʬʦʨʤʘʮʠʶ, ʜʘʞʝ 

ʝʩʣʠ ʦʥ ʥʝ ʠʤʝʝʪ ʧʨʷʤʦʛʦ ʜʦʩʪʫʧʘ ʚ ʠʥʪʝʨʥʝʪ. 

¶ ʉʣʫʞʙʘ KSN Proxy ʢʝʰʠʨʫʝʪ ʦʙʨʘʙʦʪʘʥʥʳʝ ʜʘʥʥʳʝ, ʩʥʠʞʘʷ ʪʝʤ ʩʘʤʳʤ ʥʘʛʨʫʟʢʫ ʥʘ ʢʘʥʘʣ ʚʦ 

ʚʥʝʰʥʶʶ ʩʝʪʴ ʠ ʫʩʢʦʨʷʷ ʧʦʣʫʯʝʥʠʝ ʢʦʤʧʴʶʪʝʨʦʤ ʧʦʣʴʟʦʚʘʪʝʣʷ ʟʘʧʨʦʰʝʥʥʦʡ ʠʥʬʦʨʤʘʮʠʠ. 

ʇʦʜʨʦʙʥʝʝ ʦ ʩʣʫʞʙʝ KSN Proxy ʚʳ ʤʦʞʝʪʝ ʧʨʦʯʠʪʘʪʴ ʚ ʈʫʢʦʚʦʜʩʪʚʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʜʣʷ Kaspersky 

Security Center. 

https://www.kaspersky.ru/products-and-services-privacy-policy
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ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʩʣʫʞʙʳ KSN Proxy ʜʦʩʪʫʧʥʘ ʚ ʩʚʦʡʩʪʚʘʭ ʧʦʣʠʪʠʢʠ Kaspersky Security 

Center. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ Kaspersky Security Network ʷʚʣʷʝʪʩʷ ʜʦʙʨʦʚʦʣʴʥʳʤ. ʇʨʦʛʨʘʤʤʘ ʧʨʝʜʣʘʛʘʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ 

KSN ʚʦ ʚʨʝʤʷ ʧʝʨʚʦʥʘʯʘʣʴʥʦʡ ʥʘʩʪʨʦʡʢʠ ʧʨʦʛʨʘʤʤʳ. ʅʘʯʘʪʴ ʠʣʠ ʧʨʝʢʨʘʪʠʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʝ KSN ʤʦʞʥʦ ʚ 

ʣʶʙʦʡ ʤʦʤʝʥʪ. 

ɺ ʪɻʦʤ ʨʘʟʜʝʣʝ 
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ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ Kaspersky 
Security Network 

Ʒ ʏʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʝ Kaspersky Security Network, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʇʨʦʜʚʠʥʫʪʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ Kaspersky 

Security Network. 

3. ʀʩʧʦʣʴʟʫʡʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ Kaspersky Security Network, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ 

ʢʦʤʧʦʥʝʥʪ. 

ɽʩʣʠ ʚʳ ʚʢʣʶʯʠʣʠ ʠʩʧʦʣʴʟʦʚʘʥʠʝ KSN, Kaspersky Endpoint Security ʧʦʢʘʞʝʪ ʇʦʣʦʞʝʥʠʝ ʦ Kaspersky 

Security Network. ɽʩʣʠ ʚʳ ʩʦʛʣʘʩʥʳ, ʧʨʠʤʠʪʝ ʫʩʣʦʚʠʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ KSN. 

ʇʦ ʫʤʦʣʯʘʥʠʶ Kaspersky Endpoint Security ʠʩʧʦʣʴʟʫʝʪ ʨʘʩʰʠʨʝʥʥʳʡ ʨʝʞʠʤ KSN. ʈʘʩʰʠʨʝʥʥʳʡ 

ʨʝʞʠʤ KSN ï ʨʝʞʠʤ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ, ʧʨʠ ʢʦʪʦʨʦʤ Kaspersky Endpoint Security ʧʝʨʝʜʘʝʪ ʚ 

"ʃʘʙʦʨʘʪʦʨʠʶ ʂʘʩʧʝʨʩʢʦʛʦ" ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʜʘʥʥʳʝ. 

4. ɽʩʣʠ ʪʨʝʙʫʝʪʩʷ, ʚʳʢʣʶʯʠʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ɺʢʣʶʯʠʪʴ ʨʘʩʰʠʨʝʥʥʳʡ ʨʝʞʠʤ KSN. 

5. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ, ʝʩʣʠ ʠʩʧʦʣʴʟʦʚʘʥʠʝ KSN ʚʢʣʶʯʝʥʦ, Kaspersky Endpoint Security ʠʩʧʦʣʴʟʫʝʪ ʠʥʬʦʨʤʘʮʠʶ 

ʦ ʨʝʧʫʪʘʮʠʠ ʬʘʡʣʦʚ, ʚʝʙ-ʨʝʩʫʨʩʦʚ ʠ ʧʨʠʣʦʞʝʥʠʡ, ʧʦʣʫʯʝʥʥʫʶ ʠʟ Kaspersky Security Network. 
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ʆʛʨʘʥʠʯʝʥʠʷ ʨʘʙʦʪʳ c ʃʦʢʘʣʴʥʳʤ KSN 

ɺ ʩʝʨʪʠʬʠʮʠʨʦʚʘʥʥʦʡ ʚʝʨʩʠʠ ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʦʣʴʢʦ ʃʦʢʘʣʴʥʳʡ 

KSN (KPSN). ʀʩʧʦʣʴʟʦʚʘʥʠʝ ɻʣʦʙʘʣʴʥʦʛʦ KSN ʥʝ ʜʦʧʫʩʢʘʝʪʩʷ. 

Kaspersky Private Security Network (KPSN) ï ʵʪʦ ʨʝʰʝʥʠʝ, ʧʦʟʚʦʣʷʶʱʝʝ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʢʦʤʧʴʶʪʝʨʦʚ, ʥʘ 

ʢʦʪʦʨʳʝ ʫʩʪʘʥʦʚʣʝʥʦ ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security ʠʣʠ ʜʨʫʛʠʝ ʧʨʠʣʦʞʝʥʠʝ "ʃʘʙʦʨʘʪʦʨʠʠ 

ʂʘʩʧʝʨʩʢʦʛʦ", ʧʦʣʫʯʘʪʴ ʜʦʩʪʫʧ ʢ ʨʝʧʫʪʘʮʠʦʥʥʳʤ ʙʘʟʘʤ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ", ʘ ʪʘʢʞʝ ʜʨʫʛʠʤ 

ʩʪʘʪʠʩʪʠʯʝʩʢʠʤ ʜʘʥʥʳʤ, ʥʝ ʦʪʧʨʘʚʣʷʷ ʜʘʥʥʳʝ ʚ "ʃʘʙʦʨʘʪʦʨʠʶ ʂʘʩʧʝʨʩʢʦʛʦ" ʩʦ ʩʚʦʠʭ ʢʦʤʧʴʶʪʝʨʦʚ. 

Kaspersky Private Security Network ʧʦʟʚʦʣʷʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʦʙʩʪʚʝʥʥʫʶ ʙʘʟʫ ʜʘʥʥʳʭ ʨʝʧʫʪʘʮʠʡ ʦʙʲʝʢʪʦʚ 

(ʬʘʡʣʦʚ ʠʣʠ ʚʝʙ-ʘʜʨʝʩʦʚ) ʩ ʧʦʤʦʱʴʶ ʣʦʢʘʣʴʥʦʡ ʨʝʧʫʪʘʮʠʦʥʥʦʡ ʙʘʟʳ. ʈʝʧʫʪʘʮʠʷ ʦʙʲʝʢʪʘ, ʜʦʙʘʚʣʝʥʥʦʛʦ ʚ 

ʣʦʢʘʣʴʥʫʶ ʨʝʧʫʪʘʮʠʦʥʥʫʶ ʙʘʟʫ, ʠʤʝʝʪ ʧʨʠʦʨʠʪʝʪ ʚʳʰʝ, ʯʝʤ ʚ KSN / KPSN. ʊʦ ʝʩʪʴ, ʝʩʣʠ Kaspersky 

Endpoint Security ʧʨʠ ʧʨʦʚʝʨʢʝ ʢʦʤʧʴʶʪʝʨʘ ʟʘʧʨʦʩʠʪ ʨʝʧʫʪʘʮʠʶ ʬʘʡʣʘ ʚ KSN / KPSN, ʠ ʚ ʣʦʢʘʣʴʥʦʡ 

ʨʝʧʫʪʘʮʠʦʥʥʦʡ ʙʘʟʝ ʬʘʡʣ ʠʤʝʝʪ ʨʝʧʫʪʘʮʠʶ ʅʝʜʦʚʝʨʝʥʥʳʝ, ʘ ʚ KSN / KPSN ʦʙʲʝʢʪ ʠʤʝʝʪ ʨʝʧʫʪʘʮʠʶ 

ɼʦʚʝʨʝʥʥʳʝ, ʪʦ Kaspersky Endpoint Security ʦʙʥʘʨʫʞʠʪ ʬʘʡʣ ʢʘʢ ʅʝʜʦʚʝʨʝʥʥʳʝ ʠ ʚʳʧʦʣʥʠʪ ʜʝʡʩʪʚʠʝ, 

ʟʘʜʘʥʥʦʝ ʜʣʷ ʦʙʥʘʨʫʞʝʥʥʳʭ ʫʛʨʦʟ. 

ʆʜʥʘʢʦ ʚ ʥʝʢʦʪʦʨʳʭ ʩʣʫʯʘʷʭ Kaspersky Endpoint Security ʤʦʞʝʪ ʥʝ ʟʘʧʨʘʰʠʚʘʪʴ ʨʝʧʫʪʘʮʠʶ ʦʙʲʝʢʪʘ ʚ KSN / 

KPSN. ɺ ʨʝʟʫʣʴʪʘʪʝ Kaspersky Endpoint Security ʥʝ ʧʦʣʫʯʠʪ ʜʘʥʥʳʝ ʠʟ ʣʦʢʘʣʴʥʦʡ ʨʝʧʫʪʘʮʠʦʥʥʦʡ ʙʘʟʳ 

KPSN. Kaspersky Endpoint Security ʤʦʞʝʪ ʥʝ ʟʘʧʨʘʰʠʚʘʪʴ ʨʝʧʫʪʘʮʠʶ ʦʙʲʝʢʪʘ ʚ KSN / KPSN, ʥʘʧʨʠʤʝʨ, ʧʦ 

ʩʣʝʜʫʶʱʠʤ ʧʨʠʯʠʥʘʤ: 

¶ ʇʨʠʣʦʞʝʥʠʷ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʠʩʧʦʣʴʟʫʶʪ ʦʬʣʘʡʥ ʨʝʧʫʪʘʮʠʦʥʥʳʝ ʙʘʟʳ. ʆʬʣʘʡʥ 

ʨʝʧʫʪʘʮʠʦʥʥʳʝ ʙʘʟʳ ʧʨʝʜʥʘʟʥʘʯʝʥʳ ʜʣʷ ʦʧʪʠʤʠʟʘʮʠʠ ʨʝʩʫʨʩʦʚ ʧʨʠ ʨʘʙʦʪʝ ʧʨʠʣʦʞʝʥʠʡ 

"ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʠ ʟʘʱʠʪʝ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʳʭ ʦʙʲʝʢʪʦʚ ʢʦʤʧʴʶʪʝʨʘ. ʆʬʣʘʡʥ 

ʨʝʧʫʪʘʮʠʦʥʥʳʝ ʙʘʟʳ ʬʦʨʤʠʨʫʶʪ ʩʧʝʮʠʘʣʠʩʪʳ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʥʘ ʦʩʥʦʚʘʥʠʠ ʜʘʥʥʳʭ 

Kaspersky Security Network. ʧʨʠʣʦʞʝʥʠʷ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʦʙʥʦʚʣʷʶʪ ʦʬʣʘʡʥ 

ʨʝʧʫʪʘʮʠʦʥʥʳʝ ʙʘʟʳ ʩ ʘʥʪʠʚʠʨʫʩʥʳʤʠ ʙʘʟʘʤʠ ʧʨʠʣʦʞʝʥʠʷ. ɽʩʣʠ ʠʥʬʦʨʤʘʮʠʷ ʦ ʧʨʦʚʝʨʷʝʤʦʤ 

ʦʙʲʝʢʪʝ ʩʦʜʝʨʞʠʪʩʷ ʚ ʦʬʣʘʡʥ ʨʝʧʫʪʘʮʠʦʥʥʳʭ ʙʘʟʘʭ, ʧʨʠʣʦʞʝʥʠʝ ʥʝ ʟʘʧʨʘʰʠʚʘʝʪ ʨʝʧʫʪʘʮʠʶ ʵʪʦʛʦ 

ʦʙʲʝʢʪʘ ʚ KSN / KPSN. 

¶ ɺ ʧʘʨʘʤʝʪʨʘʭ ʧʨʠʣʦʞʝʥʠʷ ʥʘʩʪʨʦʝʥʳ ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʧʨʦʚʝʨʢʠ (ʜʦʚʝʨʝʥʥʘʷ ʟʦʥʘ (ʥʘ ʩʪʨ. 347)). ɺ 

ʵʪʦʤ ʩʣʫʯʘʝ ʧʨʠʣʦʞʝʥʠʝ ʥʝ ʫʯʠʪʳʚʘʝʪ ʨʝʧʫʪʘʮʠʶ ʦʙʲʝʢʪʘ ʚ ʣʦʢʘʣʴʥʦʡ ʨʝʧʫʪʘʮʠʦʥʥʦʡ ʙʘʟʝ. 

¶ ʇʨʠʣʦʞʝʥʠʝ ʠʩʧʦʣʴʟʫʝʪ ʪʝʭʥʦʣʦʛʠʠ ʦʧʪʠʤʠʟʘʮʠʠ ʧʨʦʚʝʨʢʠ, ʥʘʧʨʠʤʝʨ, ʪʝʭʥʦʣʦʛʠʠ iSwift, iChecker 

ʠʣʠ ʢʝʰʠʨʦʚʘʥʠʝ ʟʘʧʨʦʩʦʚ ʨʝʧʫʪʘʮʠʠ ʚ KSN / KPSN. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʧʨʠʣʦʞʝʥʠʝ ʤʦʞʝʪ ʥʝ 

ʟʘʧʨʘʰʠʚʘʪʴ ʨʝʧʫʪʘʮʠʶ ʨʘʥʝʝ ʧʨʦʚʝʨʝʥʥʳʭ ʦʙʲʝʢʪʦʚ. 

¶ ɼʣʷ ʦʧʪʠʤʠʟʘʮʠʠ ʥʘʛʨʫʟʢʠ ʧʨʠʣʦʞʝʥʠʝ ʧʨʦʚʝʨʷʝʪ ʬʘʡʣʳ ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʬʦʨʤʘʪʘ ʠ ʨʘʟʤʝʨʘ. 

ʉʧʠʩʦʢ ʬʦʨʤʘʪʦʚ ʠ ʦʛʨʘʥʠʯʝʥʠʷ ʧʦ ʨʘʟʤʝʨʫ ʦʧʨʝʜʝʣʷʶʪ ʩʧʝʮʠʘʣʠʩʪʳ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". 

ʕʪʦʪ ʩʧʠʩʦʢ ʦʙʥʦʚʣʷʝʪʩʷ ʩ ʘʥʪʠʚʠʨʫʩʥʳʤʠ ʙʘʟʘʤʠ ʧʨʠʣʦʞʝʥʠʷ. ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ 

ʧʘʨʘʤʝʪʨʳ ʦʧʪʠʤʠʟʘʮʠʠ ʧʨʦʚʝʨʢʠ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ, ʥʘʧʨʠʤʝʨ, ʜʣʷ ʢʦʤʧʦʥʝʥʪʘ ɿʘʱʠʪʘ ʦʪ 

ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ (ʩʤ. ʨʘʟʜʝʣ "ʆʧʪʠʤʠʟʘʮʠʷ ʧʨʦʚʝʨʢʠ ʬʘʡʣʦʚ" ʥʘ ʩʪʨ. 165). 

¶ Kaspersky Endpoint Security ʚ ʨʝʞʠʤʝ ʃʝʛʢʦʛʦ ʘʛʝʥʪʘ ʚʟʘʠʤʦʜʝʡʩʪʚʫʝʪ ʩ ʩʝʨʚʝʨʘʤʠ KSN ʩ ʧʦʤʦʱʴʶ 

ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ KSN. ɺʟʘʠʤʦʜʝʡʩʪʚʠʝ ʩ KSN ʥʘʧʨʷʤʫʶ ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ. 
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ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ʦʙʣʘʯʥʦʛʦ ʨʝʞʠʤʘ ʜʣʷ 
ʢʦʤʧʦʥʝʥʪʦʚ ʟʘʱʠʪʳ 

ʆʙʣʘʯʥʳʡ ʨʝʞʠʤ ï ʨʝʞʠʤ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ, ʧʨʠ ʢʦʪʦʨʦʤ Kaspersky Endpoint Security ʠʩʧʦʣʴʟʫʝʪ 

ʦʙʣʝʛʯʝʥʥʫʶ ʚʝʨʩʠʶ ʘʥʪʠʚʠʨʫʩʥʳʭ ʙʘʟ. ʈʘʙʦʪʫ ʧʨʠʣʦʞʝʥʠʷ ʩ ʦʙʣʝʛʯʝʥʥʳʤʠ ʘʥʪʠʚʠʨʫʩʥʳʤʠ ʙʘʟʘʤʠ 

ʦʙʝʩʧʝʯʠʚʘʝʪ Kaspersky Security Network. ʆʙʣʝʛʯʝʥʥʘʷ ʚʝʨʩʠʷ ʘʥʪʠʚʠʨʫʩʥʳʭ ʙʘʟ ʧʦʟʚʦʣʷʝʪ ʩʥʠʟʠʪʴ 

ʥʘʛʨʫʟʢʫ ʥʘ ʦʧʝʨʘʪʠʚʥʫʶ ʧʘʤʷʪʴ ʢʦʤʧʴʶʪʝʨʘ ʧʨʠʤʝʨʥʦ ʚ ʜʚʘ ʨʘʟʘ. ɽʩʣʠ ʚʳ ʥʝ ʫʯʘʩʪʚʫʝʪʝ ʚ Kaspersky 

Security Network ʠʣʠ ʦʙʣʘʯʥʳʡ ʨʝʞʠʤ ʚʳʢʣʶʯʝʥ, Kaspersky Endpoint Security ʟʘʛʨʫʞʘʝʪ ʧʦʣʥʫʶ ʚʝʨʩʠʶ 

ʘʥʪʠʚʠʨʫʩʥʳʭ ʙʘʟ ʩ ʩʝʨʚʝʨʦʚ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". 

ɺʢʣʶʯʝʥʠʝ ʦʙʣʘʯʥʦʛʦ ʨʝʞʠʤʘ ʧʨʠʚʦʜʠʪ ʢ ʚʳʭʦʜʫ ʧʨʠʣʦʞʝʥʠʷ ʠʟ ʩʝʨʪʠʬʠʮʠʨʦʚʘʥʥʦʛʦ ʩʦʩʪʦʷʥʠʷ. 

ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ Kaspersky Private Security Network ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ ʦʙʣʘʯʥʦʛʦ ʨʝʞʠʤʘ ʜʦʩʪʫʧʥʘ 

ʥʘʯʠʥʘʷ ʩ ʚʝʨʩʠʠ Kaspersky Private Security Network 3.0. 

ɽʩʣʠ ʧʨʠʣʦʞʝʥʠʝ ʨʘʙʦʪʘʝʪ ʚ ʨʝʞʠʤʝ ʃʝʛʢʦʛʦ ʘʛʝʥʪʘ, ʦʙʣʘʯʥʳʡ ʨʝʞʠʤ ʥʝʜʦʩʪʫʧʝʥ. 

Ʒ ʏʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʦʙʣʘʯʥʳʡ ʨʝʞʠʤ ʜʣʷ ʢʦʤʧʦʥʝʥʪʦʚ ʟʘʱʠʪʳ, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʇʨʦʜʚʠʥʫʪʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ Kaspersky 

Security Network. 

3. ʀʩʧʦʣʴʟʫʡʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ɺʢʣʶʯʠʪʴ ʦʙʣʘʯʥʳʡ ʨʝʞʠʤ, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ 

ʢʦʤʧʦʥʝʥʪ. 

4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ Kaspersky Endpoint Security ʟʘʛʨʫʞʘʝʪ ʦʙʣʝʛʯʝʥʥʫʶ ʠʣʠ ʧʦʣʥʫʶ ʚʝʨʩʠʶ ʘʥʪʠʚʠʨʫʩʥʳʭ ʙʘʟ 

ʚ ʭʦʜʝ ʙʣʠʞʘʡʰʝʛʦ ʦʙʥʦʚʣʝʥʠʷ. 

ɽʩʣʠ ʦʙʣʝʛʯʝʥʥʘʷ ʚʝʨʩʠʷ ʘʥʪʠʚʠʨʫʩʥʳʭ ʙʘʟ ʥʝʜʦʩʪʫʧʥʘ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ, Kaspersky Endpoint 

Security ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʝʨʝʢʣʶʯʘʝʪʩʷ ʥʘ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʧʦʣʥʦʡ ʚʝʨʩʠʠ ʘʥʪʠʚʠʨʫʩʥʳʭ ʙʘʟ. 
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ʇʨʦʚʝʨʢʘ ʨʝʧʫʪʘʮʠʠ ʬʘʡʣʘ ʚ Kaspersky Security 
Network 

ɽʩʣʠ ʚʳ ʩʦʤʥʝʚʘʝʪʝʩʴ ʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʬʘʡʣʘ, ʚʳ ʤʦʞʝʪʝ ʧʨʦʚʝʨʠʪʴ ʝʛʦ ʨʝʧʫʪʘʮʠʶ ʚ Kaspersky Security Network. 

ʇʨʦʚʝʨʢʘ ʨʝʧʫʪʘʮʠʠ ʬʘʡʣʘ ʜʦʩʪʫʧʥʘ, ʝʩʣʠ ʚʳ ʧʨʠʥʷʣʠ ʫʩʣʦʚʠʷ ʇʦʣʦʞʝʥʠʷ ʦ Kaspersky Security 

Network (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ Kaspersky Security Network" ʥʘ ʩʪʨ. 122). 

Ʒ ʏʪʦʙʳ ʧʨʦʚʝʨʠʪʴ ʨʝʧʫʪʘʮʠʶ ʬʘʡʣʘ ʚ Kaspersky Security Network, 

ʦʪʢʨʦʡʪʝ ʢʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʬʘʡʣʘ ʠ ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ʇʨʦʚʝʨʠʪʴ ʨʝʧʫʪʘʮʠʶ ʚ KSN (ʩʤ. ʨʠʩ. ʥʠʞʝ). 

 
ʈʠʩʫʥʦʢ 36. ʂʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʬʘʡʣʘ 

Kaspersky Endpoint Security ʦʪʦʙʨʘʞʘʝʪ ʨʝʧʫʪʘʮʠʶ ʬʘʡʣʘ: 

 ɼʦʚʝʨʝʥʥʘʷ (Kaspersky Security Network). ʇʨʠʣʦʞʝʥʠʝ ʩʯʠʪʘʝʪ ʬʘʡʣ ʜʦʚʝʨʝʥʥʳʤ ʧʨʠ 

ʚʳʧʦʣʥʝʥʠʠ ʦʜʥʦʛʦ ʠʣʠ ʙʦʣʝʝ ʩʣʝʜʫʶʱʠʭ ʫʩʣʦʚʠʡ: 

¶ ʬʘʡʣ ʦʙʣʘʜʘʝʪ ʮʠʬʨʦʚʦʡ ʧʦʜʧʠʩʴʶ ʜʦʚʝʨʝʥʥʦʛʦ ʧʨʦʠʟʚʦʜʠʪʝʣʷ; 

¶ ʬʘʡʣ ʠʤʝʝʪ ʨʝʧʫʪʘʮʠʶ ʜʦʚʝʨʝʥʥʦʛʦ ʚ Kaspersky Security Network; 

¶ ʧʦʣʴʟʦʚʘʪʝʣʴ ʧʦʤʝʩʪʠʣ ʬʘʡʣ ʚ ʛʨʫʧʧʫ "ɼʦʚʝʨʝʥʥʳʝ" (ʩʤ. ʨʘʟʜʝʣ "ʀʟʤʝʥʝʥʠʝ ʛʨʫʧʧʳ ʜʦʚʝʨʠʷ 

ʜʣʷ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 143). 

 ʃʝʛʘʣʴʥʦʝ ʧʨʠʣʦʞʝʥʠʝ, ʢʦʪʦʨʦʝ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤʠ ʜʣʷ ʥʘʥʝʩʝʥʠʷ 

ʚʨʝʜʘ ʢʦʤʧʴʶʪʝʨʫ ʠʣʠ ʜʘʥʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʷ. ʊʘʢʠʝ ʧʨʠʣʦʞʝʥʠʷ ʩʘʤʠ ʧʦ ʩʝʙʝ ʥʝ ʠʤʝʶʪ ʚʨʝʜʦʥʦʩʥʳʭ 

ʬʫʥʢʮʠʡ, ʥʦ ʵʪʠ ʧʨʠʣʦʞʝʥʠʷ ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤʠ. ʇʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ 

ʣʝʛʘʣʴʥʳʭ ʧʨʠʣʦʞʝʥʠʷʭ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤʠ ʜʣʷ ʥʘʥʝʩʝʥʠʷ ʚʨʝʜʘ 

ʢʦʤʧʴʶʪʝʨʫ ʠʣʠ ʜʘʥʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʚʳ ʤʦʞʝʪʝ ʧʦʣʫʯʠʪʴ ʥʘ ʩʘʡʪʝ ɺʠʨʫʩʥʦʡ ʵʥʮʠʢʣʦʧʝʜʠʠ "ʃʘʙʦʨʘʪʦʨʠʠ 

ʂʘʩʧʝʨʩʢʦʛʦ" https://encyclopedia.kaspersky.ru/knowledge/classification/the-classification-tree/. ɺʳ ʤʦʞʝʪʝ 

ʜʦʙʘʚʠʪʴ ʵʪʠ ʧʨʠʣʦʞʝʥʠʷ ʚ ʩʧʠʩʦʢ ʜʦʚʝʨʝʥʥʳʭ (ʩʤ. ʨʘʟʜʝʣ "ʌʦʨʤʠʨʦʚʘʥʠʝ ʩʧʠʩʢʘ ʜʦʚʝʨʝʥʥʳʭ ʧʨʠʣʦʞʝʥʠʡ" 

ʥʘ ʩʪʨ. 353). 

https://encyclopedia.kaspersky.ru/knowledge/classification/the-classification-tree/
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 ʅʝʜʦʚʝʨʝʥʥʘʷ (Kaspersky Security Network). ɺʠʨʫʩ ʠʣʠ ʜʨʫʛʦʝ ʧʨʠʣʦʞʝʥʠʝ, ʧʨʝʜʩʪʘʚʣʷʶʱʝʝ 

ʫʛʨʦʟʫ (ʩʤ. ʨʘʟʜʝʣ "ʈʘʙʦʪʘ ʩ ʘʢʪʠʚʥʳʤʠ ʫʛʨʦʟʘʤʠ" ʥʘ ʩʪʨ. 115). 

 ʅʝʠʟʚʝʩʪʝʥ (Kaspersky Security Network). ɺ Kaspersky Security Network ʦʪʩʫʪʩʪʚʫʝʪ ʠʥʬʦʨʤʘʮʠʷ 

ʦ ʬʘʡʣʝ. ɺʳ ʤʦʞʝʪʝ ʧʨʦʚʝʨʠʪʴ ʬʘʡʣ ʩ ʧʦʤʦʱʴʶ ʘʥʪʠʚʠʨʫʩʥʳʭ ʙʘʟ (ʧʫʥʢʪ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ 

ʇʨʦʚʝʨʠʪʴ ʥʘ ʚʠʨʫʩʳ). 

Kaspersky Endpoint Security ʦʪʦʙʨʘʞʘʝʪ ʨʝʰʝʥʠʝ KSN, ʢʦʪʦʨʦʝ ʙʳʣʦ ʠʩʧʦʣʴʟʦʚʘʥʦ ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ 

ʨʝʧʫʪʘʮʠʠ ʬʘʡʣʘ: Kaspersky Security Network ʠʣʠ Kaspersky Private Security Network. 

ʊʘʢʞʝ Kaspersky Endpoint Security ʦʪʦʙʨʘʞʘʝʪ ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʬʘʡʣʝ (ʩʤ. ʨʠʩ. ʥʠʞʝ). 

 
ʈʠʩʫʥʦʢ 37. ʈʝʧʫʪʘʮʠʷ ʬʘʡʣʘ ʚ Kaspersky Security Network 
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ɸʥʘʣʠʟ ʧʦʚʝʜʝʥʠʷ 
ʂʦʤʧʦʥʝʥʪ ɸʥʘʣʠʟ ʧʦʚʝʜʝʥʠʷ ʧʦʣʫʯʘʝʪ ʜʘʥʥʳʝ ʦ ʜʝʡʩʪʚʠʷʭ ʧʨʠʣʦʞʝʥʠʡ ʥʘ ʚʘʰʝʤ ʢʦʤʧʴʶʪʝʨʝ ʠ 

ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʵʪʫ ʠʥʬʦʨʤʘʮʠʶ ʜʨʫʛʠʤ ʢʦʤʧʦʥʝʥʪʘʤ ʟʘʱʠʪʳ ʜʣʷ ʧʦʚʳʰʝʥʠʷ ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʠʭ ʨʘʙʦʪʳ. 

ʂʦʤʧʦʥʝʥʪ ɸʥʘʣʠʟ ʧʦʚʝʜʝʥʠʷ ʠʩʧʦʣʴʟʫʝʪ ʰʘʙʣʦʥʳ ʦʧʘʩʥʦʛʦ ʧʦʚʝʜʝʥʠʷ ʧʨʠʣʦʞʝʥʠʡ. ɽʩʣʠ ʘʢʪʠʚʥʦʩʪʴ 

ʧʨʠʣʦʞʝʥʠʷ ʩʦʚʧʘʜʘʝʪ ʩ ʦʜʥʠʤ ʠʟ ʰʘʙʣʦʥʦʚ ʦʧʘʩʥʦʛʦ ʧʦʚʝʜʝʥʠʷ, Kaspersky Endpoint Security ʚʳʧʦʣʥʷʝʪ 

ʚʳʙʨʘʥʥʦʝ ʦʪʚʝʪʥʦʝ ʜʝʡʩʪʚʠʝ. ʌʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ Kaspersky Endpoint Security, ʦʩʥʦʚʘʥʥʘʷ ʥʘ ʰʘʙʣʦʥʘʭ 

ʦʧʘʩʥʦʛʦ ʧʦʚʝʜʝʥʠʷ, ʦʙʝʩʧʝʯʠʚʘʝʪ ʧʨʦʘʢʪʠʚʥʫʶ ʟʘʱʠʪʫ ʢʦʤʧʴʶʪʝʨʘ. 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 
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ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ɸʥʘʣʠʟʘ ʧʦʚʝʜʝʥʠʷ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ɸʥʘʣʠʟ ʧʦʚʝʜʝʥʠʷ ʚʢʣʶʯʝʥ ʠ ʨʘʙʦʪʘʝʪ ʚ ʨʝʞʠʤʝ, ʨʝʢʦʤʝʥʜʦʚʘʥʥʦʤ ʩʧʝʮʠʘʣʠʩʪʘʤʠ 

"ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". ɺʳ ʤʦʞʝʪʝ ʚʳʢʣʶʯʠʪʴ ɸʥʘʣʠʟ ʧʦʚʝʜʝʥʠʷ ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ. 

ʅʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʚʳʢʣʶʯʘʪʴ ɸʥʘʣʠʟ ʧʦʚʝʜʝʥʠʷ ʙʝʟ ʥʝʦʙʭʦʜʠʤʦʩʪʠ, ʪʘʢ ʢʘʢ ʵʪʦ ʩʥʠʞʘʝʪ 

ʵʬʬʝʢʪʠʚʥʦʩʪʴ ʨʘʙʦʪʳ ʢʦʤʧʦʥʝʥʪʦʚ ʟʘʱʠʪʳ. ʂʦʤʧʦʥʝʥʪʳ ʟʘʱʠʪʳ ʤʦʛʫʪ ʟʘʧʨʘʰʠʚʘʪʴ ʜʘʥʥʳʝ, 

ʧʦʣʫʯʝʥʥʳʝ ʢʦʤʧʦʥʝʥʪʦʤ ɸʥʘʣʠʟ ʧʦʚʝʜʝʥʠʷ, ʜʣʷ ʦʙʥʘʨʫʞʝʥʠʷ ʫʛʨʦʟ. 

Ʒ ʏʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ɸʥʘʣʠʟ ʧʦʚʝʜʝʥʠʷ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʇʨʦʜʚʠʥʫʪʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɸʥʘʣʠʟ 

ʧʦʚʝʜʝʥʠʷ. 
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ʈʠʩʫʥʦʢ 38. ʇʘʨʘʤʝʪʨʳ ɸʥʘʣʠʟʘ ʧʦʚʝʜʝʥʠʷ 

3. ʀʩʧʦʣʴʟʫʡʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ɸʥʘʣʠʟ ʧʦʚʝʜʝʥʠʷ, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʢʦʤʧʦʥʝʥʪ. 

4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ, ʝʩʣʠ ɸʥʘʣʠʟ ʧʦʚʝʜʝʥʠʷ ʚʢʣʶʯʝʥ, Kaspersky Endpoint Security ʙʫʜʝʪ ʘʥʘʣʠʟʠʨʦʚʘʪʴ 

ʘʢʪʠʚʥʦʩʪʴ ʧʨʠʣʦʞʝʥʠʡ ʚ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ, ʠʩʧʦʣʴʟʫʷ ʰʘʙʣʦʥʳ ʦʧʘʩʥʦʛʦ ʧʦʚʝʜʝʥʠʷ. 

 

ɺʳʙʦʨ ʜʝʡʩʪʚʠʷ ʧʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʚʨʝʜʦʥʦʩʥʦʡ 
ʘʢʪʠʚʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʷ 

Ʒ ʏʪʦʙʳ ʚʳʙʨʘʪʴ ʜʝʡʩʪʚʠʝ ʧʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʚʨʝʜʦʥʦʩʥʦʡ ʘʢʪʠʚʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʷ, 

ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʇʨʦʜʚʠʥʫʪʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɸʥʘʣʠʟ 

ʧʦʚʝʜʝʥʠʷ. 
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ʈʠʩʫʥʦʢ 39. ʇʘʨʘʤʝʪʨʳ ɸʥʘʣʠʟʘ ʧʦʚʝʜʝʥʠʷ 

3. ɺ ʙʣʦʢʝ ɼʝʡʩʪʚʠʝ ʧʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʚʨʝʜʦʥʦʩʥʦʡ ʘʢʪʠʚʥʦʩʪʠ ʚʳʙʝʨʠʪʝ ʥʫʞʥʦʝ ʜʝʡʩʪʚʠʝ: 

¶ ʋʜʘʣʷʪʴ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʵʣʝʤʝʥʪ, ʪʦ, ʦʙʥʘʨʫʞʠʚ ʚʨʝʜʦʥʦʩʥʫʶ ʘʢʪʠʚʥʦʩʪʴ ʧʨʠʣʦʞʝʥʠʷ, 

Kaspersky Endpoint Security ʫʜʘʣʷʝʪ ʠʩʧʦʣʥʷʝʤʳʡ ʬʘʡʣ ʚʨʝʜʦʥʦʩʥʦʛʦ ʧʨʠʣʦʞʝʥʠʷ ʠ ʩʦʟʜʘʝʪ 

ʨʝʟʝʨʚʥʫʶ ʢʦʧʠʶ ʬʘʡʣʘ ʚ ʨʝʟʝʨʚʥʦʤ ʭʨʘʥʠʣʠʱʝ. 

¶ ɹʣʦʢʠʨʦʚʘʪʴ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʵʣʝʤʝʥʪ, ʪʦ, ʦʙʥʘʨʫʞʠʚ ʚʨʝʜʦʥʦʩʥʫʶ ʘʢʪʠʚʥʦʩʪʴ ʧʨʠʣʦʞʝʥʠʷ, 

Kaspersky Endpoint Security ʟʘʚʝʨʰʘʝʪ ʨʘʙʦʪʫ ʵʪʦʛʦ ʧʨʠʣʦʞʝʥʠʷ. 

¶ ʀʥʬʦʨʤʠʨʦʚʘʪ.ɹ ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʵʣʝʤʝʥʪ, ʪʦ, ʦʙʥʘʨʫʞʠʚ ʚʨʝʜʦʥʦʩʥʫʶ ʘʢʪʠʚʥʦʩʪʴ 

ʧʨʠʣʦʞʝʥʠʷ, Kaspersky Endpoint Security ʜʦʙʘʚʣʷʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʚʨʝʜʦʥʦʩʥʦʡ ʘʢʪʠʚʥʦʩʪʠ 

ʵʪʦʛʦ ʧʨʠʣʦʞʝʥʠʷ ʚ ʩʧʠʩʦʢ ʘʢʪʠʚʥʳʭ ʫʛʨʦʟ. 
 

4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
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ɿʘʱʠʪʘ ʧʘʧʦʢ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ ʦʪ ʚʥʝʰʥʝʛʦ ʰʠʬʨʦʚʘʥʠʷ 

ʂʦʤʧʦʥʝʥʪ ʦʙʝʩʧʝʯʠʚʘʝʪ ʦʪʩʣʝʞʠʚʘʥʠʝ ʦʧʝʨʘʮʠʡ ʪʦʣʴʢʦ ʥʘʜ ʪʝʤʠ ʬʘʡʣʘʤʠ, ʢʦʪʦʨʳʝ ʨʘʩʧʦʣʦʞʝʥʳ ʥʘ 

ʟʘʧʦʤʠʥʘʶʱʠʭ ʫʩʪʨʦʡʩʪʚʘʭ ʩ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʦʡ NTFS ʠ ʥʝ ʟʘʰʠʬʨʦʚʘʥʳ ʩʠʩʪʝʤʦʡ EFS. 

ʌʫʥʢʮʠʷ ʟʘʱʠʪʳ ʧʘʧʦʢ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ ʦʪ ʚʥʝʰʥʝʛʦ ʰʠʬʨʦʚʘʥʠʷ ʦʙʝʩʧʝʯʠʚʘʝʪ ʘʥʘʣʠʟ ʘʢʪʠʚʥʦʩʪʠ ʚ ʧʘʧʢʘʭ 

ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ. ɽʩʣʠ ʘʢʪʠʚʥʦʩʪʴ ʩʦʚʧʘʜʘʝʪ ʩ ʦʜʥʠʤ ʠʟ ʰʘʙʣʦʥʦʚ ʧʦʚʝʜʝʥʠʷ, ʭʘʨʘʢʪʝʨʥʦʛʦ ʜʣʷ ʚʥʝʰʥʝʛʦ 

ʰʠʬʨʦʚʘʥʠʷ, Kaspersky Endpoint Security ʚʳʧʦʣʥʷʝʪ ʚʳʙʨʘʥʥʦʝ ʜʝʡʩʪʚʠʝ. 

ʇʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʧʦʧʳʪʢʠ ʠʟʤʝʥʝʥʠʷ ʬʘʡʣʦʚ ʚ ʧʘʧʢʘʭ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ, Kaspersky Endpoint 

Security ʚʳʧʦʣʥʷʝʪ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

¶ ʙʣʦʢʠʨʫʝʪ ʜʦʩʪʫʧ ʥʘ ʠʟʤʝʥʝʥʠʝ ʬʘʡʣʦʚ ʜʣʷ ʩʝʩʩʠʠ, ʢʦʪʦʨʘʷ ʠʥʠʮʠʠʨʦʚʘʣʘ ʚʨʝʜʦʥʦʩʥʫʶ ʘʢʪʠʚʥʦʩʪʴ 

(ʬʘʡʣ ʜʦʩʪʫʧʝʥ ʪʦʣʴʢʦ ʥʘ ʯʪʝʥʠʝ); 

¶ ʩʦʟʜʘʝʪ ʨʝʟʝʨʚʥʳʝ ʢʦʧʠʠ ʧʦʜʚʝʨʞʝʥʥʳʭ ʠʟʤʝʥʝʥʠʶ ʬʘʡʣʦʚ; 

¶ ʜʦʙʘʚʣʷʝʪ ʟʘʧʠʩʴ ʚ ʦʪʯʝʪʳ ʣʦʢʘʣʴʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʈʘʙʦʪʘ ʩ ʦʪʯʝʪʘʤʠ" ʥʘ 

ʩʪʨ. 373) ʠ ʦʪʧʨʘʚʣʷʝʪ ʚ Kaspersky Security Center ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʦʙʥʘʨʫʞʝʥʠʠ ʚʨʝʜʦʥʦʩʥʦʡ 

ʘʢʪʠʚʥʦʩʪʠ; 

¶ ʝʩʣʠ ʧʨʠ ʵʪʦʤ ʚʢʣʶʯʝʥ ʢʦʤʧʦʥʝʥʪ ʆʪʢʘʪ ʚʨʝʜʦʥʦʩʥʳʭ ʜʝʡʩʪʚʠʡ (ʩʤ. ʨʘʟʜʝʣ "ʆʪʢʘʪ ʚʨʝʜʦʥʦʩʥʳʭ 

ʜʝʡʩʪʚʠʡ" ʥʘ ʩʪʨ. 154), ʪʦ ʚʳʧʦʣʥʷʝʪʩʷ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʠʟʤʝʥʝʥʥʳʭ ʬʘʡʣʦʚ ʠʟ ʨʝʟʝʨʚʥʳʭ ʢʦʧʠʡ. 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 

ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ʟʘʱʠʪʳ ʧʘʧʦʢ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ ʦʪ ʚʥʝʰʥʝʛʦ ʰʠʬʨʦʚʘʥʠʷ .......................130 
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ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ʟʘʱʠʪʳ ʧʘʧʦʢ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ ʦʪ 
ʚʥʝʰʥʝʛʦ ʰʠʬʨʦʚʘʥʠʷ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʬʫʥʢʮʠʷ ʟʘʱʠʪʳ ʧʘʧʦʢ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ ʦʪ ʚʥʝʰʥʝʛʦ ʰʠʬʨʦʚʘʥʠʷ ʚʢʣʶʯʝʥʘ ʠ ʨʘʙʦʪʘʝʪ ʚ 

ʨʝʢʦʤʝʥʜʦʚʘʥʥʦʤ ʩʧʝʮʠʘʣʠʩʪʘʤʠ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʨʝʞʠʤʝ. ɼʣʷ ʥʘʩʪʨʦʡʢʠ ʬʫʥʢʮʠʠ ʚʳ ʤʦʞʝʪʝ 

ʩʬʦʨʤʠʨʦʚʘʪʴ ʦʙʣʘʩʪʴ ʟʘʱʠʪʳ, ʘ ʪʘʢʞʝ ʟʘʜʘʪʴ ʠʩʢʣʶʯʝʥʠʷ, ʝʩʣʠ ʪʨʝʙʫʝʪʩʷ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʨʠʣʦʞʝʥʠʝ 

ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʦʧʨʝʜʝʣʷʝʪ ʧʘʧʢʠ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ ʠ ʦʪʩʣʝʞʠʚʘʝʪ ʬʘʡʣʦʚʫʶ ʘʢʪʠʚʥʦʩʪʴ ʚʦ ʚʩʝʭ ʧʘʧʢʘʭ. ʇʨʠ 

ʦʙʥʘʨʫʞʝʥʠʠ ʧʦʧʳʪʢʠ ʚʥʝʰʥʝʛʦ ʰʠʬʨʦʚʘʥʠʷ ʬʘʡʣʦʚ ʚ ʧʘʧʢʘʭ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ Kaspersky Endpoint Security 

ʙʣʦʢʠʨʫʝʪ ʩʝʩʩʠʶ ʫʜʘʣʝʥʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʘ ʦʜʠʥ ʯʘʩ (ʧʦ ʫʤʦʣʯʘʥʠʶ). 

ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Endpoint Security ʬʫʥʢʮʠʷ ʟʘʱʠʪʳ ʧʘʧʦʢ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ ʦʪ ʚʥʝʰʥʝʛʦ 

ʰʠʬʨʦʚʘʥʠʷ ʙʫʜʝʪ ʦʛʨʘʥʠʯʝʥʘ ʜʦ ʧʝʨʝʟʘʛʨʫʟʢʠ ʢʦʤʧʴʶʪʝʨʘ. 

ʂʘʢ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʟʘʱʠʪʫ ʧʘʧʦʢ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ ʦʪ ʚʥʝʰʥʝʛʦ ʰʠʬʨʦʚʘʥʠʷ ʚ ʠʥʪʝʨʬʝʡʩʝ 

ʧʨʠʣʦʞʝʥʠʷ 
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1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʇʨʦʜʚʠʥʫʪʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɸʥʘʣʠʟ 

ʧʦʚʝʜʝʥʠʷ. 

 
ʈʠʩʫʥʦʢ 40. ʇʘʨʘʤʝʪʨʳ ɸʥʘʣʠʟʘ ʧʦʚʝʜʝʥʠʷ 

3. ʀʩʧʦʣʴʟʫʡʪʝ ʬʣʘʞʦʢ ɿʘʱʠʱʘʪʴ ʧʘʧʢʠ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʘʥʘʣʠʟ 

ʘʢʪʠʚʥʦʩʪʠ, ʭʘʨʘʢʪʝʨʥʫʶ ʜʣʷ ʚʥʝʰʥʝʛʦ ʰʠʬʨʦʚʘʥʠʷ. 

4. ʀʩʧʦʣʴʟʫʡʪʝ ʬʣʘʞʦʢ ɿʘʱʠʱʘʪʴ ʧʘʧʢʠ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʘʥʘʣʠʟ 

ʘʢʪʠʚʥʦʩʪʠ, ʭʘʨʘʢʪʝʨʥʫʶ ʜʣʷ ʚʥʝʰʥʝʛʦ ʰʠʬʨʦʚʘʥʠʷ. 

5. ɺʳʙʝʨʠʪʝ ʥʫʞʥʦʝ ʜʝʡʩʪʚʠʝ ʧʨʠʣʦʞʝʥʠʷ ʧʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʧʦʧʳʪʢʠ ʠʟʤʝʥʝʥʠʷ ʬʘʡʣʦʚ ʚ ʧʘʧʢʘʭ 

ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ: 

¶ ɹʣʦʢʠʨʦʚʘʪʴ ʩʦʝʜʠʥʝʥʠʝ ʥʘ N ʤʠʥ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʚʘʨʠʘʥʪ, ʪʦ, ʦʙʥʘʨʫʞʠʚ ʧʦʧʳʪʢʫ 

ʠʟʤʝʥʝʥʠʷ ʬʘʡʣʦʚ ʚ ʧʘʧʢʘʭ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ, Kaspersky Endpoint Security ʙʣʦʢʠʨʫʝʪ ʜʦʩʪʫʧ ʥʘ 

ʠʟʤʝʥʝʥʠʝ ʬʘʡʣʦʚ (ʪʦʣʴʢʦ ʯʪʝʥʠʝ) ʜʣʷ ʩʝʩʩʠʠ, ʢʦʪʦʨʘʷ ʠʥʠʮʠʠʨʦʚʘʣʘ ʚʨʝʜʦʥʦʩʥʫʶ ʘʢʪʠʚʥʦʩʪʴ, 

ʠ ʩʦʟʜʘʝʪ ʨʝʟʝʨʚʥʳʝ ʢʦʧʠʠ ʠʟʤʝʥʝʥʥʳʭ ʬʘʡʣʦʚ. 

ɽʩʣʠ ʚʢʣʶʯʝʥ ʢʦʤʧʦʥʝʥʪ ʆʪʢʘʪ ʚʨʝʜʦʥʦʩʥʳʭ ʜʝʡʩʪʚʠʡ (ʩʤ. ʨʘʟʜʝʣ "ʆʪʢʘʪ ʚʨʝʜʦʥʦʩʥʳʭ 

ʜʝʡʩʪʚʠʡ" ʥʘ ʩʪʨ. 154) ʠ ʚʳʙʨʘʥ ʚʘʨʠʘʥʪ ɹʣʦʢʠʨʦʚʘʪʴ ʩʦʝʜʠʥʝʥʠʝ ʥʘ N ʤʠʥ, ʪʦ 

ʚʳʧʦʣʥʷʝʪʩʷ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʠʟʤʝʥʝʥʥʳʭ ʬʘʡʣʦʚ ʠʟ ʨʝʟʝʨʚʥʳʭ ʢʦʧʠʡ. 

¶ ʀʥʬʦʨʤʠʨʦʚʘʪʴ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʚʘʨʠʘʥʪ, ʪʦ, ʦʙʥʘʨʫʞʠʚ ʧʦʧʳʪʢʫ ʠʟʤʝʥʝʥʠʷ ʬʘʡʣʦʚ ʚ 

ʧʘʧʢʘʭ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ, Kaspersky Endpoint Security ʜʦʙʘʚʣʷʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʵʪʦʡ ʧʦʧʳʪʢʝ 
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ʠʟʤʝʥʝʥʠʷ ʬʘʡʣʦʚ ʚ ʧʘʧʢʘʭ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ ʚ ʩʧʠʩʦʢ ʘʢʪʠʚʥʳʭ ʫʛʨʦʟ, ʜʦʙʘʚʣʷʝʪ ʟʘʧʠʩʴ ʚ ʦʪʯʝʪʳ 

ʣʦʢʘʣʴʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʈʘʙʦʪʘ ʩ ʦʪʯʝʪʘʤʠ" ʥʘ ʩʪʨ. 373) ʠ ʦʪʧʨʘʚʣʷʝʪ ʚ 

Kaspersky Security Center ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʦʙʥʘʨʫʞʝʥʠʠ ʚʨʝʜʦʥʦʩʥʦʡ ʘʢʪʠʚʥʦʩʪʠ. 

6. ɽʩʣʠ ʪʨʝʙʫʝʪʩʷ ʩʬʦʨʤʠʨʫʡʪʝ ʦʙʣʘʩʪʴ ʟʘʱʠʪʳ ʠ ʟʘʜʘʡʪʝ ʠʩʢʣʶʯʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʌʦʨʤʠʨʦʚʘʥʠʝ 

ʦʙʣʘʩʪʠ ʟʘʱʠʪʳ" ʥʘ ʩʪʨ. 133). 

7. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
 

ʅʘʩʪʨʦʡʢʘ ʧʝʨʠʦʜʘ ʙʣʦʢʠʨʦʚʢʠ ʥʝʜʦʚʝʨʝʥʥʦʛʦ ʢʦʤʧʴʶʪʝʨʘ 

ʅʝʜʦʚʝʨʝʥʥʳʡ ʢʦʤʧʴʶʪʝʨ ï ʫʜʘʣʝʥʥʳʡ ʢʦʤʧʴʶʪʝʨ, ʩ ʢʦʪʦʨʦʛʦ ʚʝʜʝʪʩʷ ʚʨʝʜʦʥʦʩʥʘʷ ʘʢʪʠʚʥʦʩʪʴ ʠʣʠ 

ʰʠʬʨʦʚʘʥʠʝ ʜʘʥʥʳʭ. ʇʦ ʫʤʦʣʯʘʥʠʶ Kaspersky Endpoint Security ʙʣʦʢʠʨʫʝʪ ʩʝʩʩʠʶ ʫʜʘʣʝʥʥʦʛʦ 

ʧʦʣʟɹʦʚʘʪʝʣʷ ʥʘ ʦʜʠʥ ʯʘʩ. ʇʦ ʠʩʪʝʯʝʥʠʠ ʧʝʨʠʦʜʘ ʙʣʦʢʠʨʦʚʢʠ Kaspersky Endpoint Security ʫʜʘʣʷʝʪ 

ʢʦʤʧʴʶʪʝʨ ʠʟ ʩʧʠʩʢʘ ʟʘʙʣʦʢʠʨʦʚʘʥʥʳʭ ʠ ʚʦʩʩʪʘʥʘʚʣʠʚʘʝʪ ʜʦʩʪʫʧ ʢ ʧʘʧʢʝ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ. 

ʂʘʢ ʥʘʩʪʨʦʠʪʴ ʧʝʨʠʦʜ ʙʣʦʢʠʨʦʚʢʠ ʥʝʜʦʚʝʨʝʥʥʦʛʦ ʢʦʤʧʴʶʪʝʨʘ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʇʨʦʜʚʠʥʫʪʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɸʥʘʣʠʟ 

ʧʦʚʝʜʝʥʠʷ. 
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ʈʠʩʫʥʦʢ 41. ʇʘʨʘʤʝʪʨʳ ɸʥʘʣʠʟʘ ʧʦʚʝʜʝʥʠʷ 

3. ɺ ʙʣʦʢʝ ɿʘʱʠʪʘ ʧʘʧʦʢ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ ʦʪ ʚʥʝʰʥʝʛʦ ʰʠʬʨʦʚʘʥʠʷ ʥʘʩʪʨʦʡʪʝ ʧʝʨʠʦʜ ʙʣʦʢʠʨʦʚʢʠ 

ʫʜʘʣʝʥʥʦʛʦ ʢʦʤʧʴʶʪʝʨʘ, ʩ ʢʦʪʦʨʦʛʦ ʚʝʜʝʪʩʷ ʚʨʝʜʦʥʦʩʥʘʷ ʘʢʪʠʚʥʦʩʪʴ ʠʣʠ ʰʠʬʨʦʚʘʥʠʝ ʜʘʥʥʳʭ. 

4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ ʫʜʘʣʝʥʥʳʡ ʢʦʤʧʴʶʪʝʨ ʙʫʜʝʪ ʟʘʙʣʦʢʠʨʦʚʘʥ. ɼʣʷ ʨʘʟʙʣʦʢʠʨʦʚʢʠ ʫʜʘʣʝʥʥʦʛʦ ʢʦʤʧʴʶʪʝʨʘ ʚʳ 

ʤʦʞʝʪʝ ʧʝʨʝʟʘʧʫʩʪʠʪʴ Kaspersky Endpoint Security. 

 

ʌʦʨʤʠʨʦʚʘʥʠʝ ʦʙʣʘʩʪʠ ʟʘʱʠʪʳ 

ʆʙʣʘʩʪʴ ʟʘʱʠʪʳ ï ʩʧʠʩʦʢ ʧʫʪʝʡ ʢ ʧʘʧʢʘʤ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ, ʚ ʢʦʪʦʨʳʭ Kaspersky Endpoint Security 

ʦʪʩʣʝʞʠʚʘʝʪ ʬʘʡʣʦʚʫʶ ʘʢʪʠʚʥʦʩʪʴ. Kaspersky Endpoint Security ʧʦʜʜʝʨʞʠʚʘʝʪ ʧʝʨʝʤʝʥʥʳʝ ʩʨʝʜʳ ʠ 

ʩʠʤʚʦʣʳ *  ʠ ? ʜʣʷ ʚʚʦʜʘ ʤʘʩʢʠ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʨʠʣʦʞʝʥʠʝ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʦʧʨʝʜʝʣʷʝʪ ʧʘʧʢʠ ʦʙʱʝʛʦ 

ʜʦʩʪʫʧʘ ʠ ʦʪʩʣʝʞʠʚʘʝʪ ʬʘʡʣʦʚʫʶ ʘʢʪʠʚʥʦʩʪʴ ʚʦ ʚʩʝʭ ʧʘʧʢʘʭ. 

ʀʩʢʣʶʯʝʥʠʝ ʧʘʧʢʠ ʠʟ ʦʙʣʘʩʪʠ ʟʘʱʠʪʳ ʧʦʟʚʦʣʠʪ ʩʦʢʨʘʪʠʪʴ ʢʦʣʠʯʝʩʪʚʦ ʣʦʞʥʳʭ ʩʨʘʙʘʪʳʚʘʥʠʡ, ʝʩʣʠ ʚ ʚʘʰʝʡ 

ʦʨʛʘʥʠʟʘʮʠʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʰʠʬʨʦʚʘʥʠʝ ʜʘʥʥʳʭ ʧʨʠ ʦʙʤʝʥʝ ʬʘʡʣʘʤʠ ʩ ʧʦʤʦʱʴʶ ʧʘʧʦʢ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ. 

ʅʘʧʨʠʤʝʨ, ɸʥʘʣʠʟ ʧʦʚʝʜʝʥʠʷ ʤʦʞʝʪ ʩʦʟʜʘʚʘʪʴ ʣʦʞʥʳʝ ʩʨʘʙʘʪʳʚʘʥʠʷ ʧʨʠ ʨʘʙʦʪʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʩ ʬʘʡʣʘʤʠ 

ʩ ʨʘʩʰʠʨʝʥʠʝʤ ENC ʚ ʧʘʧʢʝ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ. ʊʘʢʘʷ ʘʢʪʠʚʥʦʩʪʴ ʩʦʚʧʘʜʘʝʪ ʩ ʰʘʙʣʦʥʦʤ ʧʦʚʝʜʝʥʠʷ, 

ʭʘʨʘʢʪʝʨʥʦʛʦ ʜʣʷ ʚʥʝʰʥʝʛʦ ʰʠʬʨʦʚʘʥʠʷ. ɽʩʣʠ ʚʳ ʟʘʰʠʬʨʦʚʘʣʠ ʬʘʡʣʳ ʚ ʧʘʧʢʝ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ ʜʣʷ 

ʟʘʱʠʪʳ ʜʘʥʥʳʭ, ʜʦʙʘʚʴʪʝ ʵʪʫ ʧʘʧʢʫ ʚ ʠʩʢʣʶʯʝʥʠʷ. 
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ɺʳ ʪʘʢʞʝ ʤʦʞʝʪʝ ʠʩʢʣʶʯʠʪʴ ʢʦʤʧʴʶʪʝʨʳ, ʧʦʧʳʪʢʠ ʚʥʝʰʥʝʛʦ ʰʠʬʨʦʚʘʥʠʷ ʩ ʢʦʪʦʨʦʛʦ, ʥʝ ʜʦʣʞʥʳ 

ʦʙʨʘʙʘʪʳʚʘʪʴʩʷ (ʩʤ. ʨʘʟʜʝʣ "ɼʦʙʘʚʣʝʥʠʝ ʜʦʚʝʨʝʥʥʳʭ ʢʦʤʧʴʶʪʝʨʦʚ ʜʣʷ ʚʥʝʰʥʝʛʦ ʰʠʬʨʦʚʘʥʠʷ 

ʜʘʥʥʳʭ" ʥʘ ʩʪʨ. 136). 

ʂʘʢ ʩʬʦʨʤʠʨʦʚʘʪʴ ʦʙʣʘʩʪʴ ʟʘʱʠʪʳ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ  

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʀʩʢʣʶʯʝʥʠʷ ʠ 

ʪʠʧʳ ʦʙʥʘʨʫʞʠʚʘʝʤʳʭ ʦʙʲʝʢʪʦʚ. 

3. ɺ ʙʣʦʢʝ ʀʩʢʣʶʯʝʥʠʷ ʧʝʨʝʡʜʠʪʝ ʧʦ ʩʩʳʣʢʝ ʅʘʩʪʨʦʠʪʴ ʠʩʢʣʶʯʝʥʠʷ. 

4. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

5. ɺʳʙʝʨʠʪʝ ʧʘʧʢʫ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ, ʥʘʞʘʚ ʥʘ ʢʥʦʧʢʫ ʆʙʟʦʨ. 

ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʚʚʝʩʪʠ ʧʫʪʴ ʚʨʫʯʥʫʶ. Kaspersky Endpoint Security ʧʦʜʜʝʨʞʠʚʘʝʪ ʩʠʤʚʦʣʳ *  ʠ ? ʜʣʷ 

ʚʚʦʜʘ ʤʘʩʢʠ: 

¶ ʉʠʤʚʦʣ *, ʢʦʪʦʨʳʡ ʟʘʤʝʥʷʝʪ ʣʶʙʦʡ ʥʘʙʦʨ ʩʠʤʚʦʣʦʚ, ʚ ʪʦʤ ʯʠʩʣʝ ʧʫʩʪʦʡ, ʢʨʦʤʝ ʩʠʤʚʦʣʦʚ \  ʠ /  

(ʨʘʟʜʝʣʠʪʝʣʠ ʠʤʝʥ ʬʘʡʣʦʚ ʠ ʧʘʧʦʢ ʚ ʧʫʪʷʭ ʢ ʬʘʡʣʘʤ ʠ ʧʘʧʢʘʤ). ʅʘʧʨʠʤʝʨ, ʤʘʩʢʘ C:\ * \ *.txt  

ʙʫʜʝʪ ʚʢʣʶʯʘʪʴ ʚʩʝ ʧʫʪʠ ʢ ʬʘʡʣʘʤ ʩ ʨʘʩʰʠʨʝʥʠʝʤ txt, ʨʘʩʧʦʣʦʞʝʥʥʳʤ ʚ ʧʘʧʢʘʭ ʥʘ ʜʠʩʢʝ (C:), ʥʦ 

ʥʝ ʚ ʧʦʜʧʘʧʢʘʭ. 

¶ ɼʚʘ ʚʚʝʜʝʥʥʳʭ ʧʦʜʨʷʜ ʩʠʤʚʦʣʘ *  ʟʘʤʝʥʷʶʪ ʣʶʙʦʡ ʥʘʙʦʨ ʩʠʤʚʦʣʦʚ, ʚ ʪʦʤ ʯʠʩʣʝ ʧʫʩʪʦʡ, ʚ ʠʤʝʥʠ 

ʬʘʡʣʘ ʠʣʠ ʧʘʧʢʠ, ʚʢʣʶʯʘʷ ʩʠʤʚʦʣʳ \  ʠ /  (ʨʘʟʜʝʣʠʪʝʣʠ ʠʤʝʥ ʬʘʡʣʦʚ ʠ ʧʘʧʦʢ ʚ ʧʫʪʷʭ ʢ ʬʘʡʣʘʤ ʠ 

ʧʘʧʢʘʤ). ʅʘʧʨʠʤʝʨ, ʤʘʩʢʘ C:\ Folder \ ** \ *.txt  ʙʫʜʝʪ ʚʢʣʶʯʘʪʴ ʚʩʝ ʧʫʪʠ ʢ ʬʘʡʣʘʤ ʩ ʨʘʩʰʠʨʝʥʠʝʤ 

txt ʚ ʧʘʧʢʘʭ, ʚʣʦʞʝʥʥʳʭ ʚ ʧʘʧʢʫ Folder , ʢʨʦʤʝ ʩʘʤʦʡ ʧʘʧʢʠ Folder . ʄʘʩʢʘ ʜʦʣʞʥʘ ʚʢʣʶʯʘʪʴ ʭʦʪʷ 

ʙʳ ʦʜʠʥ ʫʨʦʚʝʥʴ ʚʣʦʞʝʥʥʦʩʪʠ. ʄʘʩʢʘ C:\ ** \ *.txt  ʥʝ ʨʘʙʦʪʘʝʪ. 

¶ ʉʠʤʚʦʣ ?, ʢʦʪʦʨʳʡ ʟʘʤʝʥʷʝʪ ʣʶʙʦʡ ʦʜʠʥ ʩʠʤʚʦʣ, ʢʨʦʤʝ ʩʠʤʚʦʣʦʚ \  ʠ /  (ʨʘʟʜʝʣʠʪʝʣʠ ʠʤʝʥ 

ʬʘʡʣʦʚ ʠ ʧʘʧʦʢ ʚ ʧʫʪʷʭ ʢ ʬʘʡʣʘʤ ʠ ʧʘʧʢʘʤ). ʅʘʧʨʠʤʝʨ, ʤʘʩʢʘ C:\ Folder \ ???.txt  ʙʫʜʝʪ ʚʢʣʶʯʘʪʴ 

ʧʫʪʠ ʢʦ ʚʩʝʤ ʨʘʩʧʦʣʦʞʝʥʥʳʤ ʚ ʧʘʧʢʝ Folder  ʬʘʡʣʘʤ ʩ ʨʘʩʰʠʨʝʥʠʝʤ txt ʠ ʠʤʝʥʝʤ, ʩʦʩʪʦʷʱʠʤ ʠʟ 

ʪʨʝʭ ʩʠʤʚʦʣʦʚ. 

ɺʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʤʘʩʢʠ ʚ ʥʘʯʘʣʝ, ʚ ʩʝʨʝʜʠʥʝ ʠʣʠ ʚ ʢʦʥʮʝ ʧʫʪʠ ʢ ʬʘʡʣʘʤ. ʅʘʧʨʠʤʝʨ, ʝʩʣʠ ʚʳ 

ʭʦʪʠʪʝ ʜʦʙʘʚʠʪʴ ʚ ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʧʨʦʚʝʨʢʠ ʧʘʧʢʫ ʜʣʷ ʚʩʝʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʚʚʝʜʠʪʝ ʤʘʩʢʫ 

?: \ Users \ * \ Folder \ . 

6. ɺ ʙʣʦʢʝ ʂʦʤʧʦʥʝʥʪʳ ʟʘʱʠʪʳ ʚʳʙʝʨʠʪʝ ʢʦʤʧʦʥʝʥʪ ɸʥʘʣʠʟ ʧʦʚʝʜʝʥʠʷ. 

7. ɽʩʣʠ ʥʝʦʙʭʦʜʠʤʦ, ʚ ʧʦʣʝ ʂʦʤʤʝʥʪʘʨʠʡ ʚʚʝʜʠʪʝ ʢʨʘʪʢʠʡ ʢʦʤʤʝʥʪʘʨʠʡ ʢ ʩʦʟʜʘʚʘʝʤʦʤʫ ʠʩʢʣʶʯʝʥʠʶ 

ʠʟ ʧʨʦʚʝʨʢʠ. 

8. ʋʩʪʘʥʦʚʠʪʝ ʩʪʘʪʫʩ ʜʣʷ ʠʩʢʣʶʯʝʥʠʷ ɸʢʪʠʚʥʦ. 

ɺʳ ʤʦʞʝʪʝ ʚ ʣʶʙʦʝ ʚʨʝʤʷ ʦʩʪʘʥʦʚʠʪʴ ʨʘʙʦʪʫ ʠʩʢʣʶʯʝʥʠʷ ʩ ʧʦʤʦʱʴʶ ʧʝʨʝʢʣʶʯʘʪʝʣʷ. 

9. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

10. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

11. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʇʨʦʜʚʠʥʫʪʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɸʥʘʣʠʟ 

ʧʦʚʝʜʝʥʠʷ. 
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ʈʠʩʫʥʦʢ 42. ʇʘʨʘʤʝʪʨʳ ɸʥʘʣʠʟʘ ʧʦʚʝʜʝʥʠʷ 

12. ɺ ʙʣʦʢʝ ʆʙʣʘʩʪʴ ʟʘʱʠʪʳ ʧʝʨʝʡʜʠʪʝ ʧʦ ʩʩʳʣʢʝ ʇʘʧʢʠ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ. 

13. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʚʳʙʝʨʠʪʝ ʨʝʞʠʤ ʊʦʣʴʢʦ ʫʢʘʟʘʥʥʳʝ ʦʙʱʠʝ ʧʘʧʢʠ. 

14. ɺ ʩʧʠʩʢʝ ʧʘʧʦʢ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

15. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʚʚʝʜʠʪʝ ʧʫʪʴ ʢ ʧʘʧʢʝ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ, ʢʦʪʦʨʫʶ ʚʳ ʭʦʪʠʪʝ ʚʢʣʶʯʠʪʴ ʦʙʣʘʩʪʴ 

ʟʘʱʠʪʳ (ʥʘʧʨʠʤʝʨ, C: \ Share ). 

ɼʣʷ ʜʦʙʘʚʣʝʥʠʷ ʧʘʧʢʠ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ ʚ ʦʙʣʘʩʪʴ ʟʘʱʠʪʳ ʠʩʧʦʣʴʟʫʡʪʝ ʣʦʢʘʣʴʥʳʡ ʧʫʪʴ. 

16. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʆʂ. 

17. ɽʩʣʠ ʪʨʝʙʫʝʪʩʷ, ʟʘʜʘʡʪʝ ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʦʙʣʘʩʪʠ ʟʘʱʠʪʳ: 

a. ɺ ʙʣʦʢʝ ʀʩʢʣʶʯʝʥʠʷ ʧʝʨʝʡʜʠʪʝ ʧʦ ʩʩʳʣʢʝ ʀʩʢʣʶʯʝʥʠʷ ʧʦ ʤʘʩʢʝ. 

b. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

c. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʫʢʘʞʠʪʝ ʨʘʩʰʠʨʝʥʠʝ ʬʘʡʣʘ ʚ ʬʦʨʤʘʪʝ *.<file extension>  ʠʣʠ ʧʫʪʴ ʢ 

ʧʘʧʢʝ. Kaspersky Endpoint Security ʧʦʜʜʝʨʞʠʚʘʝʪ ʩʠʤʚʦʣʳ *  ʠ ? ʜʣʷ ʚʚʦʜʘ ʤʘʩʢʠ. 

ʇʨʠʣʦʞʝʥʠʝ ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪ ʥʝʢʦʪʦʨʳʝ ʨʘʩʰʠʨʝʥʠʷ ʬʘʡʣʦʚ ʜʣʷ ʠʩʢʣʶʯʝʥʠʡ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, 

ʚʳ ʤʦʞʝʪʝ ʫʢʘʟʘʪʴ ʠʩʢʣʶʯʝʥʠʝ ʚ ʩʣʝʜʫʶʱʝʤ ʚʠʜʝ *.docx  ʠʣʠ ** \ Folder \ ** . 
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18. ɺʳ ʤʦʞʝʪʝ ʠʩʢʣʶʯʠʪʴ ʦʙʲʝʢʪ ʠʟ ʧʨʦʚʝʨʢʠ, ʥʝ ʫʜʘʣʷʷ ʝʛʦ ʠʟ ʩʧʠʩʢʘ ʦʙʲʝʢʪʦʚ ʦʙʣʘʩʪʠ ʟʘʱʠʪʳ. ɼʣʷ 

ʵʪʦʛʦ ʩʥʠʤʠʪʝ ʬʣʘʞʦʢ ʨʷʜʦʤ ʩ ʥʠʤ. 

19. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
 

ɼʦʙʘʚʣʝʥʠʝ ʜʦʚʝʨʝʥʥʳʭ ʢʦʤʧʴʶʪʝʨʦʚ ʜʣʷ ʚʥʝʰʥʝʛʦ ʰʠʬʨʦʚʘʥʠʷ 
ʜʘʥʥʳʭ 

ɽʩʣʠ ʚ ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚʥʝʰʥʝʝ ʰʠʬʨʦʚʘʥʠʝ ʜʘʥʥʳʭ ʧʨʠ ʦʙʤʝʥʝ ʬʘʡʣʘʤʠ, ʚʘʤ ʥʫʞʥʦ 

ʩʬʦʨʤʠʨʦʚʘʪʴ ʩʧʠʩʦʢ ʜʦʚʝʨʝʥʥʳʭ ʢʦʤʧʴʶʪʝʨʦʚ. Kaspersky Endpoint Security ʥʝ ʦʪʩʣʝʞʠʚʘʝʪ ʰʠʬʨʦʚʘʥʠʝ 

ʜʘʥʥʳʭ ʩ ʜʦʚʝʨʝʥʥʳʭ ʢʦʤʧʴʶʪʝʨʦʚ. 

ɼʣʷ ʨʘʙʦʪʳ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʠʩʢʣʶʯʝʥʠʡ ʘʜʨʝʩʦʚ ʠʟ ʟʘʱʠʪʳ ʧʘʧʦʢ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ ʦʪ ʚʥʝʰʥʝʛʦ 

ʰʠʬʨʦʚʘʥʠʷ ʥʝʦʙʭʦʜʠʤʦ ʚʢʣʶʯʠʪʴ ʩʣʫʞʙʫ ɸʫʜʠʪ ʚʭʦʜʘ ʚ ʩʠʩʪʝʤʫ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʩʣʫʞʙʘ ɸʫʜʠʪ ʚʭʦʜʘ 

ʚ ʩʠʩʪʝʤʫ ʚʳʢʣʶʯʝʥʘ (ʧʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʚʢʣʶʯʝʥʠʠ ʩʣʫʞʙʳ ɸʫʜʠʪ ʚʭʦʜʘ ʚ ʩʠʩʪʝʤʫ ʩʤ. ʥʘ 

ʩʘʡʪʝ ʢʦʨʧʦʨʘʮʠʠ Microsoft). 

ʌʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ ʠʩʢʣʶʯʝʥʠʡ ʘʜʨʝʩʦʚ ʠʟ ʟʘʱʠʪʳ ʧʘʧʦʢ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ ʥʝ ʨʘʙʦʪʘʝʪ ʥʘ ʫʜʘʣʝʥʥʦʤ 

ʢʦʤʧʴʶʪʝʨʝ, ʝʩʣʠ ʵʪʦʪ ʫʜʘʣʝʥʥʳʡ ʢʦʤʧʴʶʪʝʨ ʙʳʣ ʚʢʣʶʯʝʥ ʜʦ ʟʘʧʫʩʢʘ Kaspersky Endpoint Security. ɺʳ 

ʤʦʞʝʪʝ ʧʝʨʝʟʘʛʨʫʟʠʪʴ ʵʪʦʪ ʫʜʘʣʝʥʥʳʡ ʢʦʤʧʴʶʪʝʨ ʧʦʩʣʝ ʟʘʧʫʩʢʘ Kaspersky Endpoint Security, ʯʪʦʙʳ 

ʦʙʝʩʧʝʯʠʪʴ ʨʘʙʦʪʫ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʠʩʢʣʶʯʝʥʠʡ ʘʜʨʝʩʦʚ ʠʟ ʟʘʱʠʪʳ ʧʘʧʦʢ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ ʥʘ ʵʪʦʤ 

ʫʜʘʣʝʥʥʦʤ ʢʦʤʧʴʶʪʝʨʝ. 

ʂʘʢ ʜʦʙʘʚʠʪʴ ʜʦʚʝʨʝʥʥʳʡ ʢʦʤʧʴʶʪʝʨ ʜʣʷ ʚʥʝʰʥʝʛʦ ʰʠʬʨʦʚʘʥʠʷ ʜʘʥʥʳʭ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʇʨʦʜʚʠʥʫʪʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɸʥʘʣʠʟ 

ʧʦʚʝʜʝʥʠʷ. 
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ʈʠʩʫʥʦʢ 43. ʇʘʨʘʤʝʪʨʳ ɸʥʘʣʠʟʘ ʧʦʚʝʜʝʥʠʷ 

3. ɺ ʙʣʦʢʝ ʀʩʢʣʶʯʝʥʠʷ ʧʝʨʝʡʜʠʪʝ ʧʦ ʩʩʳʣʢʝ ʀʩʢʣʶʯʝʥʠʷ ʧʦ ʠʤʝʥʠ ʠʣʠ IP-ʘʜʨʝʩʫ. 

4. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

5. ɺʚʝʜʠʪʝ IP-ʘʜʨʝʩʘ ʢʦʤʧʴʶʪʝʨʦʚ, ʜʠʘʧʘʟʦʥ IP-ʘʜʨʝʩʦʚ ʠʣʠ ʠʤʝʥʘ ʢʦʤʧʴʶʪʝʨʦʚ, ʧʦʧʳʪʢʠ ʚʥʝʰʥʝʛʦ 

ʰʠʬʨʦʚʘʥʠʷ ʩ ʢʦʪʦʨʳʭ ʥʝ ʜʦʣʞʥʳ ʦʙʨʘʙʘʪʳʚʘʪʴʩʷ. 

ʇʨʠʤʝʨʳ: 

¶ 192.168.0.0 -  192.168.255.255  

¶ 192.168.0.0/24  

¶ 192.168.2 - 3.0 - 128  

¶ 2001:db8:fd0c::/64  

¶ 2001:db8:fd0c:: -  2001:db8:fd0c:ffff:ffff:ffff:ffff:ffff  

6. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
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ɿʘʱʠʪʘ ʦʪ ʵʢʩʧʣʦʡʪʦʚ 
ʂʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʵʢʩʧʣʦʡʪʦʚ ʦʪʩʣʝʞʠʚʘʝʪ ʧʨʦʛʨʘʤʤʥʳʡ ʢʦʜ, ʢʦʪʦʨʳʡ ʠʩʧʦʣʴʟʫʝʪ ʫʷʟʚʠʤʦʩʪʠ ʥʘ 

ʢʦʤʧʴʶʪʝʨʝ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʵʢʩʧʣʦʡʪʦʤ ʧʨʘʚ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʠʣʠ ʚʳʧʦʣʥʝʥʠʷ ʚʨʝʜʦʥʦʩʥʳʭ ʜʝʡʩʪʚʠʡ. 

ʕʢʩʧʣʦʡʪʳ, ʥʘʧʨʠʤʝʨ, ʠʩʧʦʣʴʟʫʶʪ ʘʪʘʢʫ ʥʘ ʧʝʨʝʧʦʣʥʝʥʠʝ ʙʫʬʝʨʘ ʦʙʤʝʥʘ. ɼʣʷ ʵʪʦʛʦ ʵʢʩʧʣʦʡʪ ʦʪʧʨʘʚʣʷʝʪ 

ʙʦʣʴʰʦʡ ʦʙʲʝʤ ʜʘʥʥʳʭ ʚ ʫʷʟʚʠʤʦʝ ʧʨʠʣʦʞʝʥʠʝ. ʇʨʠ ʦʙʨʘʙʦʪʢʝ ʵʪʠʭ ʜʘʥʥʳʭ ʫʷʟʚʠʤʦʝ ʧʨʠʣʦʞʝʥʠʝ 

ʚʳʧʦʣʥʷʝʪ ʚʨʝʜʦʥʦʩʥʳʡ ʢʦʜ. ɺ ʨʝʟʫʣʴʪʘʪʝ ʵʪʦʡ ʘʪʘʢʠ ʵʢʩʧʣʦʡʪ ʤʦʞʝʪ ʟʘʧʫʩʪʠʪʴ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʫʶ 

ʫʩʪʘʥʦʚʢʫ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ. ɽʩʣʠ ʧʦʧʳʪʢʘ ʟʘʧʫʩʪʠʪʴ ʠʩʧʦʣʥʷʝʤʳʡ ʬʘʡʣ ʠʟ ʫʷʟʚʠʤʦʛʦ ʧʨʠʣʦʞʝʥʠʷ ʥʝ ʙʳʣʘ 

ʧʨʦʠʟʚʝʜʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʤ, ʪʦ Kaspersky Endpoint Security ʙʣʦʢʠʨʫʝʪ ʟʘʧʫʩʢ ʵʪʦʛʦ ʬʘʡʣʘ ʠʣʠ 

ʠʥʬʦʨʤʠʨʫʝʪ ʧʦʣʴʟʦʚʘʪʝʣʷ.  

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 

ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ɿʘʱʠʪʳ ʦʪ ʵʢʩʧʣʦʡʪʦʚ .................................................................................138 
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ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ɿʘʱʠʪʳ ʦʪ ʵʢʩʧʣʦʡʪʦʚ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʵʢʩʧʣʦʡʪʦʚ ʚʢʣʶʯʝʥ ʠ ʨʘʙʦʪʘʝʪ ʚ ʦʧʪʠʤʘʣʴʥʦʤ ʨʝʞʠʤʝ. Kaspersky 

Endpoint Security ʙʫʜʝʪ ʦʪʩʣʝʞʠʚʘʪʴ ʠʩʧʦʣʥʷʝʤʳʝ ʬʘʡʣʳ, ʟʘʧʫʩʢʘʝʤʳʝ ʫʷʟʚʠʤʳʤʠ ʧʨʠʣʦʞʝʥʠʷʤʠ. ɽʩʣʠ 

Kaspersky Endpoint Security ʦʙʥʘʨʫʞʠʚʘʝʪ, ʯʪʦ ʠʩʧʦʣʥʷʝʤʳʡ ʬʘʡʣ ʠʟ ʫʷʟʚʠʤʦʛʦ ʧʨʠʣʦʞʝʥʠʷ ʙʳʣ ʟʘʧʫʱʝʥ 

ʥʝ ʧʦʣʴʟʦʚʘʪʝʣʝʤ, ʪʦ Kaspersky Endpoint Security ʚʳʧʦʣʥʷʝʪ ʚʳʙʨʘʥʥʦʝ ʜʝʡʩʪʚʠʝ (ʥʘʧʨʠʤʝʨ, ʙʣʦʢʠʨʫʝʪ 

ʦʧʝʨʘʮʠʶ). 

ʂʘʢ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ɿʘʱʠʪʫ ʦʪ ʵʢʩʧʣʦʡʪʦʚ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʠ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʇʨʦʜʚʠʥʫʪʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɿʘʱʠʪʘ ʦʪ 

ʵʢʩʧʣʦʡʪʦʚ. 



 

 

 

ɿʘʱʠʪʘ ʦʪ ʵʢʩʧʣʦʡʪʦʚ 

139 

 

 

 

 
ʈʠʩʫʥʦʢ 44. ʇʘʨʘʤʝʪʨʳ ɿʘʱʠʪʳ ʦʪ ʵʢʩʧʣʦʡʪʦʚ 

3. ʀʩʧʦʣʴʟʫʡʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ɿʘʱʠʪʘ ʦʪ ʵʢʩʧʣʦʡʪʦʚ, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʢʦʤʧʦʥʝʥʪ. 

4. ɺ ʙʣʦʢʝ ʇʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʵʢʩʧʣʦʡʪʘ ʚʳʙʝʨʠʪʝ ʥʫʞʥʦʝ ʜʝʡʩʪʚʠʝ: 

¶ ɹʣʦʢʠʨʦʚʘʪʴ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʵʣʝʤʝʥʪ, ʪʦ, ʦʙʥʘʨʫʞʠʚ ʵʢʩʧʣʦʡʪ, Kaspersky Endpoint Security 

ʙʣʦʢʠʨʫʝʪ ʦʧʝʨʘʮʠʠ ʵʪʦʛʦ ʵʢʩʧʣʦʡʪʘ ʠ ʩʦʟʜʘʝʪ ʚ ʞʫʨʥʘʣʝ ʟʘʧʠʩʴ, ʩʦʜʝʨʞʘʱʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦʙ 

ʵʪʦʤ ʵʢʩʧʣʦʡʪʝ. 

¶ ʀʥʬʦʨʤʠʨʦʚʘʪʴ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʵʣʝʤʝʥʪ, ʪʦ, ʦʙʥʘʨʫʞʠʚ ʵʢʩʧʣʦʡʪ, Kaspersky Endpoint 

Security ʩʦʟʜʘʝʪ ʚ ʞʫʨʥʘʣʝ ʟʘʧʠʩʴ, ʩʦʜʝʨʞʘʱʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʵʪʦʤ ʵʢʩʧʣʦʡʪʝ, ʠ ʜʦʙʘʚʣʷʝʪ 

ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʵʪʦʤ ʵʢʩʧʣʦʡʪʝ ʚ ʩʧʠʩʦʢ ʘʢʪʠʚʥʳʭ ʫʛʨʦʟ (ʩʤ. ʨʘʟʜʝʣ "ʈʘʙʦʪʘ ʩ ʘʢʪʠʚʥʳʤʠ 

ʫʛʨʦʟʘʤʠ" ʥʘ ʩʪʨ. 115). 

5. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
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ɿʘʱʠʪʘ ʧʘʤʷʪʠ ʩʠʩʪʝʤʥʳʭ ʧʨʦʮʝʩʩʦʚ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʟʘʱʠʪʘ ʧʘʤʷʪʠ ʩʠʩʪʝʤʥʳʭ ʧʨʦʮʝʩʩʦʚ ʚʢʣʶʯʝʥʘ. Kaspersky Endpoint Security ʙʣʦʢʠʨʫʝʪ 

ʩʪʦʨʦʥʥʠʝ ʧʨʦʮʝʩʩʳ, ʢʦʪʦʨʳʝ ʦʩʫʱʝʩʪʚʣʷʶʪ ʧʦʧʳʪʢʠ ʜʦʩʪʫʧʘ ʢ ʩʠʩʪʝʤʥʳʤ ʧʨʦʮʝʩʩʘʤ. 

ʂʘʢ ʚʢʣʶʯʠʪʴ ʣʠ ʚʳʢʣʶʯʠʪʴ ʟʘʱʠʪʫ ʧʘʤʷʪʠ ʩʠʩʪʝʤʥʳʭ ʧʨʦʮʝʩʩʦʚ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʇʨʦʜʚʠʥʫʪʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɿʘʱʠʪʘ ʦʪ 

ʵʢʩʧʣʦʡʪʦʚ. 

 
ʈʠʩʫʥʦʢ 45. ʇʘʨʘʤʝʪʨʳ ɿʘʱʠʪʳ ʦʪ ʵʢʩʧʣʦʡʪʦʚ 

3. ʀʩʧʦʣʴʟʫʡʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ɺʢʣʶʯʠʪʴ ʟʘʱʠʪʫ ʧʘʤʷʪʠ ʩʠʩʪʝʤʥʳʭ ʧʨʦʮʝʩʩʦʚ, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ 

ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʬʫʥʢʮʠʶ. 

4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
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ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʡ 

ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʜʦʩʪʫʧʝʥ, ʝʩʣʠ ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security ʫʩʪʘʥʦʚʣʝʥʦ ʥʘ ʢʦʤʧʴʶʪʝʨʝ 

ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ Windows ʜʣʷ ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʡ. ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʥʝʜʦʩʪʫʧʝʥ, 

ʝʩʣʠ ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security ʫʩʪʘʥʦʚʣʝʥʦ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ 

ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ Windows ʜʣʷ ʩʝʨʚʝʨʦʚ. 

ʂʦʤʧʦʥʝʥʪ ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʡ (ʘʥʛʣ. Host Intrusion Prevention System, HIPS) ʧʨʝʜʦʪʚʨʘʱʘʝʪ 

ʚʳʧʦʣʥʝʥʠʝ ʧʨʠʣʦʞʝʥʠʷʤʠ ʦʧʘʩʥʳʭ ʜʣʷ ʩʠʩʪʝʤʳ ʜʝʡʩʪʚʠʡ, ʘ ʪʘʢʞʝ ʦʙʝʩʧʝʯʠʚʘʝʪ ʢʦʥʪʨʦʣʴ ʜʦʩʪʫʧʘ ʢ 

ʨʝʩʫʨʩʘʤ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʠ ʧʝʨʩʦʥʘʣʴʥʳʤ ʜʘʥʥʳʤ. ʂʦʤʧʦʥʝʥʪ ʦʙʝʩʧʝʯʠʚʘʝʪ ʟʘʱʠʪʫ ʢʦʤʧʴʶʪʝʨʘ ʩ 

ʧʦʤʦʱʴʶ ʘʥʪʠʚʠʨʫʩʥʳʭ ʙʘʟ ʠ ʦʙʣʘʯʥʦʡ ʩʣʫʞʙʳ Kaspersky Security Network. 

ʂʦʤʧʦʥʝʥʪ ʢʦʥʪʨʦʣʠʨʫʝʪ ʨʘʙʦʪʫ ʧʨʠʣʦʞʝʥʠʡ ʩ ʧʦʤʦʱʴʶ ʧʨʘʚ ʧʨʠʣʦʞʝʥʠʡ. ʇʨʘʚʘ ʧʨʠʣʦʞʝʥʠʡ ʚʢʣʶʯʘʶʪ ʚ 

ʩʝʙʷ ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ ʜʦʩʪʫʧʘ: 

¶ ʜʦʩʪʫʧ ʢ ʨʝʩʫʨʩʘʤ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ (ʥʘʧʨʠʤʝʨ, ʧʘʨʘʤʝʪʨʳ ʘʚʪʦʟʘʧʫʩʢʘ, ʢʣʶʯʠ ʨʝʝʩʪʨʘ); 

¶ ʜʦʩʪʫʧ ʢ ʧʝʨʩʦʥʘʣʴʥʳʤ ʜʘʥʥʳʤ (ʥʘʧʨʠʤʝʨ, ʢ ʬʘʡʣʘʤ, ʧʨʠʣʦʞʝʥʠʷʤ). 

ʉʝʪʝʚʫʶ ʘʢʪʠʚʥʦʩʪʴ ʧʨʠʣʦʞʝʥʠʡ ʢʦʥʪʨʦʣʠʨʫʝʪ ʉʝʪʝʚʦʡ ʵʢʨʘʥ ʩ ʧʦʤʦʱʴʶ ʩʝʪʝʚʳʭ ʧʨʘʚʠʣ. 

ɺʦ ʚʨʝʤʷ ʧʝʨʚʦʛʦ ʟʘʧʫʩʢʘ ʧʨʠʣʦʞʝʥʠʷ ʢʦʤʧʦʥʝʥʪ ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʡ ʚʳʧʦʣʥʷʝʪ ʩʣʝʜʫʶʱʠʝ 

ʜʝʡʩʪʚʠʷ: 

1. ʇʨʦʚʝʨʷʝʪ ʙʝʟʦʧʘʩʥʦʩʪʴ ʧʨʠʣʦʞʝʥʠʷ ʩ ʧʦʤʦʱʴʶ ʟʘʛʨʫʞʝʥʥʳʭ ʘʥʪʠʚʠʨʫʩʥʳʭ ʙʘʟ. 

2. ʇʨʦʚʝʨʷʝʪ ʙʝʟʦʧʘʩʥʦʩʪʴ ʧʨʠʣʦʞʝʥʠʷ ʚ Kaspersky Security Network. 

ɼʣʷ ʙʦʣʝʝ ʵʬʬʝʢʪʠʚʥʦʡ ʨʘʙʦʪʳ ʢʦʤʧʦʥʝʥʪʘ ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʡ ʚʘʤ ʨʝʢʦʤʝʥʜʫʝʪʩʷ 

ʧʨʠʥʷʪʴ ʫʯʘʩʪʠʝ ʚ Kaspersky Security Network (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ Kaspersky Security Network" ʥʘ ʩʪʨ. 122). 

3. ʇʦʤʝʱʘʝʪ ʧʨʠʣʦʞʝʥʠʝ ʚ ʦʜʥʫ ʠʟ ʛʨʫʧʧ ʜʦʚʝʨʠʷ: ɼʦʚʝʨʝʥʥʳʝ, ʉʣʘʙʳʝ ʦʛʨʘʥʠʯʝʥʠʷ, ʉʠʣʴʥʳʝ 

ʦʛʨʘʥʠʯʝʥʠʷ, ʅʝʜʦʚʝʨʝʥʥʳʝ. 

ɻʨʫʧʧʘ ʜʦʚʝʨʠʷ ʦʧʨʝʜʝʣʷʝʪ ʧʨʘʚʘ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʠʣʦʞʝʥʠʝ 2. ɻʨʫʧʧʳ ʜʦʚʝʨʠʷ ʧʨʠʣʦʞʝʥʠʡ" ʥʘ 

ʩʪʨ. 506), ʢʦʪʦʨʳʝ Kaspersky Endpoint Security ʠʩʧʦʣʴʟʫʝʪ ʜʣʷ ʢʦʥʪʨʦʣʷ ʘʢʪʠʚʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʡ. 

Kaspersky Endpoint Security ʧʦʤʝʱʘʝʪ ʧʨʠʣʦʞʝʥʠʝ ʚ ʛʨʫʧʧʫ ʜʦʚʝʨʠʷ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʫʨʦʚʥʷ 

ʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʫʶ ʵʪʦ ʧʨʠʣʦʞʝʥʠʝ ʤʦʞʝʪ ʧʨʝʜʩʪʘʚʣʷʪʴ ʜʣʷ ʢʦʤʧʴʶʪʝʨʘ. 

Kaspersky Endpoint Security ʧʦʤʝʱʘʝʪ ʧʨʠʣʦʞʝʥʠʝ ʚ ʛʨʫʧʧʫ ʜʦʚʝʨʠʷ ʜʣʷ ʢʦʤʧʦʥʝʥʪʦʚ ʉʝʪʝʚʦʡ 

ʵʢʨʘʥ ʠ ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʡ. ʀʟʤʝʥʠʪʴ ʛʨʫʧʧʫ ʜʦʚʝʨʠʷ ʪʦʣʴʢʦ ʜʣʷ ʉʝʪʝʚʦʛʦ ʵʢʨʘʥʘ ʠʣʠ 

ʪʦʣʴʢʦ ʜʣʷ ʇʨʝʜʦʪʚʨʘʱʝʥʠʷ ʚʪʦʨʞʝʥʠʡ ʥʝʚʦʟʤʦʞʥʦ. 
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ɽʩʣʠ ʚʳ ʦʪʢʘʟʘʣʠʩʴ ʧʨʠʥʠʤʘʪʴ ʫʯʘʩʪʠʝ ʚ KSN ʠʣʠ ʦʪʩʫʪʩʪʚʫʝʪ ʩʝʪʴ, Kaspersky Endpoint Security 

ʧʦʤʝʱʘʝʪ ʧʨʠʣʦʞʝʥʠʝ ʚ ʛʨʫʧʧʫ ʜʦʚʝʨʠʷ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʧʘʨʘʤʝʪʨʦʚ ʢʦʤʧʦʥʝʥʪʘ 

ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʡ (ʩʤ. ʨʘʟʜʝʣ "ɺʳʙʦʨ ʛʨʫʧʧʳ ʜʦʚʝʨʠʷ ʜʣʷ ʥʝʠʟʚʝʩʪʥʳʭ ʧʨʠʣʦʞʝʥʠʡ" 

ʥʘ ʩʪʨ. 145). ʇʦʩʣʝ ʧʦʣʫʯʝʥʠʷ ʜʘʥʥʳʭ ʦ ʨʝʧʫʪʘʮʠʠ ʧʨʠʣʦʞʝʥʠʷ ʦʪ KSN ʛʨʫʧʧʘ ʜʦʚʝʨʠʷ ʤʦʞʝʪ 

ʙʳʪʴ ʠʟʤʝʥʝʥʘ ʘʚʪʦʤʘʪʠʯʝʩʢʠ. 

4. ɹʣʦʢʠʨʫʝʪ ʜʝʡʩʪʚʠʷ ʧʨʠʣʦʞʝʥʠʷ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʛʨʫʧʧʳ ʜʦʚʝʨʠʷ. ʅʘʧʨʠʤʝʨ, ʧʨʠʣʦʞʝʥʠʷʤ ʠʟ 

ʛʨʫʧʧʳ ʜʦʚʝʨʠʷ ʉʠʣʴʥʳʝ ʦʛʨʘʥʠʯʝʥʠʷ ʟʘʧʨʝʱʝʥ ʜʦʩʪʫʧ ʢ ʤʦʜʫʣʷʤ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. 

ʇʨʠ ʩʣʝʜʫʶʱʝʤ ʟʘʧʫʩʢʝ ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security ʧʨʦʚʝʨʷʝʪ ʮʝʣʦʩʪʥʦʩʪʴ ʧʨʠʣʦʞʝʥʠʷ. ɽʩʣʠ 

ʧʨʠʣʦʞʝʥʠʝ ʥʝ ʙʳʣʦ ʠʟʤʝʥʝʥʦ, ʢʦʤʧʦʥʝʥʪ ʧʨʠʤʝʥʷʝʪ ʢ ʥʝʡ ʪʝʢʫʱʠʝ ʧʨʘʚʘ ʧʨʠʣʦʞʝʥʠʷ. ɽʩʣʠ ʧʨʠʣʦʞʝʥʠʝ 

ʙʳʣʦ ʠʟʤʝʥʝʥʦ, Kaspersky Endpoint Security ʠʩʩʣʝʜʫʝʪ ʧʨʠʣʦʞʝʥʠʝ ʢʘʢ ʧʨʠ ʧʝʨʚʦʤ ʟʘʧʫʩʢʝ. 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 
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ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ʇʨʝʜʦʪʚʨʘʱʝʥʠʷ ʚʪʦʨʞʝʥʠʡ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʢʦʤʧʦʥʝʥʪ ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʡ ʚʢʣʶʯʝʥ ʠ ʨʘʙʦʪʘʝʪ ʚ ʨʝʢʦʤʝʥʜʦʚʘʥʥʦʤ 

ʩʧʝʮʠʘʣʠʩʪʘʤʠ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʨʝʞʠʤʝ. 

ʂʘʢ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʢʦʤʧʦʥʝʥʪ ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʡ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʇʨʦʜʚʠʥʫʪʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ 

ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʡ. 

3. ʀʩʧʦʣʴʟʫʡʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʡ, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ 

ʢʦʤʧʦʥʝʥʪ. 

4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ, ʝʩʣʠ ʢʦʤʧʦʥʝʥʪ ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʡ ʚʢʣʶʯʝʥ, Kaspersky Endpoint Security ʧʦʤʝʱʘʝʪ 

ʧʨʠʣʦʞʝʥʠʝ ʚ ʛʨʫʧʧʫ ʜʦʚʝʨʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʠʣʦʞʝʥʠʝ 2. ɻʨʫʧʧʳ ʜʦʚʝʨʠʷ ʧʨʠʣʦʞʝʥʠʡ" ʥʘ ʩʪʨ. 506) ʚ 

ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʫʨʦʚʥʷ ʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʫʶ ʵʪʦ ʧʨʠʣʦʞʝʥʠʝ ʤʦʞʝʪ ʧʨʝʜʩʪʘʚʣʷʪʴ ʜʣʷ ʢʦʤʧʴʶʪʝʨʘ. ɼʘʣʝʝ 

Kaspersky Endpoint Security ʙʫʜʝʪ ʙʣʦʢʠʨʦʚʘʪʴ ʜʝʡʩʪʚʠʷ ʧʨʠʣʦʞʝʥʠʷ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʛʨʫʧʧʳ ʜʦʚʝʨʠʷ. 
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ʈʘʙʦʪʘ ʩ ʛʨʫʧʧʘʤʠ ʜʦʚʝʨʠʷ ʧʨʠʣʦʞʝʥʠʡ 

ɺʦ ʚʨʝʤʷ ʧʝʨʚʦʛʦ ʟʘʧʫʩʢʘ ʢʘʞʜʦʛʦ ʧʨʠʣʦʞʝʥʠʷ ʢʦʤʧʦʥʝʥʪ ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʡ ʧʨʦʚʝʨʷʝʪ 

ʙʝʟʦʧʘʩʥʦʩʪʴ ʧʨʠʣʦʞʝʥʠʷ ʠ ʧʦʤʝʱʘʝʪ ʧʨʠʣʦʞʝʥʠʝ ʚ ʦʜʥʫ ʠʟ ʛʨʫʧʧ ʜʦʚʝʨʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʠʣʦʞʝʥʠʝ 2. 

ɻʨʫʧʧʳ ʜʦʚʝʨʠʷ ʧʨʠʣʦʞʝʥʠʡ" ʥʘ ʩʪʨ. 506). 

ʅʘ ʧʝʨʚʦʤ ʵʪʘʧʝ ʧʨʦʚʝʨʢʠ ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security ʠʱʝʪ ʟʘʧʠʩʴ ʦ ʧʨʠʣʦʞʝʥʠʠ ʚʦ 

ʚʥʫʪʨʝʥʥʝʡ ʙʘʟʝ ʠʟʚʝʩʪʥʳʭ ʧʨʠʣʦʞʝʥʠʡ ʠ ʦʜʥʦʚʨʝʤʝʥʥʦ ʦʪʧʨʘʚʣʷʝʪ ʟʘʧʨʦʩ ʚ ʙʘʟʫ Kaspersky Security 

Network (ʧʨʠ ʥʘʣʠʯʠʠ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʠʥʪʝʨʥʝʪʫ). ʇʦ ʨʝʟʫʣʴʪʘʪʘʤ ʧʨʦʚʝʨʢʠ ʧʦ ʚʥʫʪʨʝʥʥʝʡ ʙʘʟʝ ʠ ʧʦ ʙʘʟʝ 

Kaspersky Security Network ʧʨʠʣʦʞʝʥʠʝ ʧʦʤʝʱʘʝʪʩʷ ʚ ʛʨʫʧʧʫ ʜʦʚʝʨʠʷ. ʇʨʠ ʢʘʞʜʦʤ ʧʦʚʪʦʨʥʦʤ ʟʘʧʫʩʢʝ 

ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security ʦʪʧʨʘʚʣʷʝʪ ʥʦʚʳʡ ʟʘʧʨʦʩ ʚ ʙʘʟʫ KSN ʠ ʧʝʨʝʤʝʱʘʝʪ ʧʨʠʣʦʞʝʥʠʝ ʚ 

ʜʨʫʛʫʶ ʛʨʫʧʧʫ ʜʦʚʝʨʠʷ, ʝʩʣʠ ʨʝʧʫʪʘʮʠʷ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʘʟʝ KSN ʠʟʤʝʥʠʣʘʩʴ. 

ɺʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʛʨʫʧʧʫ ʜʦʚʝʨʠʷ, ʚ ʢʦʪʦʨʫʶ Kaspersky Endpoint Security ʜʦʣʞʝʥ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʦʤʝʱʘʪʴ 

ʚʩʝ ʥʝʠʟʚʝʩʪʥʳʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ɺʳʙʦʨ ʛʨʫʧʧʳ ʜʦʚʝʨʠʷ ʜʣʷ ʥʝʠʟʚʝʩʪʥʳʭ ʧʨʠʣʦʞʝʥʠʡ" ʥʘ 

ʩʪʨ. 145). ʧʨʠʣʦʞʝʥʠʷ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʟʘʧʫʱʝʥʳ ʜʦ Kaspersky Endpoint Security, ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʦʤʝʱʘʶʪʩʷ 

ʚ ʛʨʫʧʧʫ ʜʦʚʝʨʠʷ, ʫʩʪʘʥʦʚʣʝʥʥʫʶ ʚ ʧʘʨʘʤʝʪʨʘʭ ʢʦʤʧʦʥʝʥʪʘ ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʡ (ʩʤ. ʨʘʟʜʝʣ 

"ɺʳʙʦʨ ʛʨʫʧʧʳ ʜʦʚʝʨʠʷ ʜʣʷ ʧʨʠʣʦʞʝʥʠʡ, ʟʘʧʫʩʢʘʝʤʳʭ ʜʦ Kaspersky Endpoint Security" ʥʘ ʩʪʨ. 145). 

ɼʣʷ ʧʨʠʣʦʞʝʥʠʡ, ʟʘʧʫʱʝʥʥʳʭ ʜʦ Kaspersky Endpoint Security, ʢʦʥʪʨʦʣʠʨʫʝʪʩʷ ʪʦʣʴʢʦ ʩʝʪʝʚʘʷ 

ʘʢʪʠʚʥʦʩʪʴ. ʂʦʥʪʨʦʣʴ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʩʦʛʣʘʩʥʦ ʩʝʪʝʚʳʤ ʧʨʘʚʠʣʘʤ, ʫʩʪʘʥʦʚʣʝʥʥʳʤ ʚ ʧʘʨʘʤʝʪʨʘʭ 

ʉʝʪʝʚʦʛʦ ʵʢʨʘʥʘ. 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 

ʀʟʤʝʥʝʥʠʝ ʛʨʫʧʧʳ ʜʦʚʝʨʠʷ ʜʣʷ ʧʨʠʣʦʞʝʥʠʷ .........................................................................................143 

ʅʘʩʪʨʦʡʢʘ ʧʨʘʚ ʛʨʫʧʧʳ ʜʦʚʝʨʠʷ ..............................................................................................................144 

ɺʳʙʦʨ ʛʨʫʧʧʳ ʜʦʚʝʨʠʷ ʜʣʷ ʧʨʠʣʦʞʝʥʠʡ, ʟʘʧʫʩʢʘʝʤʳʭ ʜʦ Kaspersky Endpoint Security ....................145 

ɺʳʙʦʨ ʛʨʫʧʧʳ ʜʦʚʝʨʠʷ ʜʣʷ ʥʝʠʟʚʝʩʪʥʳʭ ʧʨʠʣʦʞʝʥʠʡ ..........................................................................145 

ɺʳʙʦʨ ʛʨʫʧʧʳ ʜʦʚʝʨʠʷ ʜʣʷ ʧʨʠʣʦʞʝʥʠʡ ʩ ʮʠʬʨʦʚʦʡ ʧʦʜʧʠʩʴʶ ..........................................................146 

 

 

ʀʟʤʝʥʝʥʠʝ ʛʨʫʧʧʳ ʜʦʚʝʨʠʷ ʜʣʷ ʧʨʠʣʦʞʝʥʠʷ 

ɺʦ ʚʨʝʤʷ ʧʝʨʚʦʛʦ ʟʘʧʫʩʢʘ ʢʘʞʜʦʛʦ ʧʨʠʣʦʞʝʥʠʷ ʢʦʤʧʦʥʝʥʪ ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʡ ʧʨʦʚʝʨʷʝʪ 

ʙʝʟʦʧʘʩʥʦʩʪʴ ʧʨʠʣʦʞʝʥʠʷ ʠ ʧʦʤʝʱʘʝʪ ʧʨʠʣʦʞʝʥʠʝ ʚ ʦʜʥʫ ʠʟ ʛʨʫʧʧ ʜʦʚʝʨʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʠʣʦʞʝʥʠʝ 2. 

ɻʨʫʧʧʳ ʜʦʚʝʨʠʷ ʧʨʠʣʦʞʝʥʠʡ" ʥʘ ʩʪʨ. 506). 

ʉʧʝʮʠʘʣʠʩʪʳ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʥʝ ʨʝʢʦʤʝʥʜʫʶʪ ʧʝʨʝʤʝʱʘʪʴ ʧʨʠʣʦʞʝʥʠʷ ʠʟ ʛʨʫʧʧʳ 

ʜʦʚʝʨʠʷ, ʦʧʨʝʜʝʣʝʥʥʦʡ ʘʚʪʦʤʘʪʠʯʝʩʢʠ, ʚ ʜʨʫʛʫʶ ʛʨʫʧʧʫ ʜʦʚʝʨʠʷ. ɺʤʝʩʪʦ ʵʪʦʛʦ ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ 

ʠʟʤʝʥʠʪʝ ʧʨʘʚʘ ʦʪʜʝʣʴʥʦʛʦ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʈʘʙʦʪʘ ʩ ʧʨʘʚʘʤʠ ʧʨʠʣʦʞʝʥʠʡ" ʥʘ ʩʪʨ. 146). 



 

 

 

ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʡ 

144 

 

 

 

ʂʘʢ ʠʟʤʝʥʠʪʴ ʛʨʫʧʧʫ ʜʦʚʝʨʠʷ ʜʣʷ ʧʨʠʣʦʞʝʥʠʷ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʇʨʦʜʚʠʥʫʪʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ 

ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʡ. 

3. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʋʧʨʘʚʣʝʥʠʝ ʧʨʠʣʦʞʝʥʠʷʤʠ. 

ʆʪʢʨʦʝʪʩʷ ʩʧʠʩʦʢ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʧʨʠʣʦʞʝʥʠʡ. 

4. ɺʳʙʝʨʠʪʝ ʥʫʞʥʦʝ ʧʨʠʣʦʞʝʥʠʝ. 

5. ɺ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʧʨʠʣʦʞʝʥʠʷ ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ʆʛʨʘʥʠʯʝʥʠʷ Ÿ <ʛʨʫʧʧʘ ʜʦʚʝʨʠʷ>. 

6. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ ʧʨʠʣʦʞʝʥʠʝ ʙʫʜʝʪ ʧʝʨʝʤʝʱʝʥʦ ʚ ʜʨʫʛʫʶ ʛʨʫʧʧʫ ʜʦʚʝʨʠʷ. ɼʘʣʝʝ Kaspersky Endpoint Security 

ʙʫʜʝʪ ʙʣʦʢʠʨʦʚʘʪʴ ʜʝʡʩʪʚʠʷ ʧʨʠʣʦʞʝʥʠʷ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʛʨʫʧʧʳ ʜʦʚʝʨʠʷ. ʇʨʠʣʦʞʝʥʠʶ ʙʫʜʝʪ ʧʨʠʩʚʦʝʥ 

ʩʪʘʪʫʩ  (ʟʘʜʘʥʦ ʧʦʣʴʟʦʚʘʪʝʣʝʤ). ʇʨʠ ʠʟʤʝʥʝʥʠʠ ʨʝʧʫʪʘʮʠʠ ʧʨʠʣʦʞʝʥʠʷ ʚ Kaspersky Security Network 

ʢʦʤʧʦʥʝʥʪ ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʡ ʦʩʪʘʚʠʪ ʛʨʫʧʧʫ ʜʦʚʝʨʠʷ ʜʣʷ ʵʪʦʛʦ ʧʨʠʣʦʞʝʥʠʷ ʙʝʟ ʠʟʤʝʥʝʥʠʡ. 

 

ʅʘʩʪʨʦʡʢʘ ʧʨʘʚ ʛʨʫʧʧʳ ʜʦʚʝʨʠʷ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ ʨʘʟʥʳʭ ʛʨʫʧʧ ʜʦʚʝʨʠʷ ʩʦʟʜʘʥʳ ʦʧʪʠʤʘʣʴʥʳʝ ʧʨʘʚʘ ʧʨʠʣʦʞʝʥʠʡ (ʩʤ. ʨʘʟʜʝʣ 

"ʇʨʠʣʦʞʝʥʠʝ 2. ɻʨʫʧʧʳ ʜʦʚʝʨʠʷ ʧʨʠʣʦʞʝʥʠʡ" ʥʘ ʩʪʨ. 506). ʇʘʨʘʤʝʪʨʳ ʧʨʘʚ ʛʨʫʧʧ ʧʨʠʣʦʞʝʥʠʡ, ʚʭʦʜʷʱʠʭ ʚ 

ʛʨʫʧʧʫ ʜʦʚʝʨʠʷ, ʥʘʩʣʝʜʫʶʪ ʟʥʘʯʝʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʧʨʘʚ ʛʨʫʧʧ ʜʦʚʝʨʠʷ. 

ʂʘʢ ʠʟʤʝʥʠʪʴ ʧʨʘʚʘ ʛʨʫʧʧʳ ʜʦʚʝʨʠʷ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʇʨʦʜʚʠʥʫʪʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ 

ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʡ. 

3. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʋʧʨʘʚʣʝʥʠʝ ʧʨʠʣʦʞʝʥʠʷʤʠ. 

ʆʪʢʨʦʝʪʩʷ ʩʧʠʩʦʢ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʧʨʠʣʦʞʝʥʠʡ. 

4. ɺʳʙʝʨʠʪʝ ʥʫʞʥʫʶ ʛʨʫʧʧʫ ʜʦʚʝʨʠʷ. 

5. ɺ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʛʨʫʧʧʳ ʜʦʚʝʨʠʷ ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ʇʦʜʨʦʙʥʦʩʪʠ ʠ ʧʨʘʚʠʣʘ. 

ʆʪʢʨʦʶʪʩʷ ʩʚʦʡʩʪʚʘ ʛʨʫʧʧʳ ʜʦʚʝʨʠʷ. 

6. ɺʳʧʦʣʥʠʪʝ ʦʜʥʦ ʠʟ ʩʣʝʜʫʶʱʠʭ ʜʝʡʩʪʚʠʡ: 

¶ ɺʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʌʘʡʣʳ ʠ ʩʠʩʪʝʤʥʳʡ ʨʝʝʩʪʨ, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ ʠʟʤʝʥʠʪʴ ʧʨʘʚʘ ʛʨʫʧʧʳ 

ʜʦʚʝʨʠʷ, ʨʝʛʫʣʠʨʫʶʱʠʝ ʦʧʝʨʘʮʠʠ ʩ ʨʝʝʩʪʨʦʤ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ, ʬʘʡʣʘʤʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ 

ʧʘʨʘʤʝʪʨʘʤʠ ʧʨʠʣʦʞʝʥʠʡ. 

¶ ɺʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʇʨʘʚʘ, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ ʠʟʤʝʥʠʪʴ ʧʨʘʚʘ ʛʨʫʧʧʳ ʜʦʚʝʨʠʷ, ʨʝʛʫʣʠʨʫʶʱʠʝ 

ʜʦʩʪʫʧ ʢ ʧʨʦʮʝʩʩʘʤ ʠ ʦʙʲʝʢʪʘʤ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. 

ʉʝʪʝʚʫʶ ʘʢʪʠʚʥʦʩʪʴ ʧʨʠʣʦʞʝʥʠʡ ʢʦʥʪʨʦʣʠʨʫʝʪ ʉʝʪʝʚʦʡ ʵʢʨʘʥ ʩ ʧʦʤʦʱʴʶ ʩʝʪʝʚʳʭ ʧʨʘʚʠʣ. 

7. ɼʣʷ ʥʫʞʥʦʛʦ ʨʝʩʫʨʩʘ ʚ ʛʨʘʬʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʜʝʡʩʪʚʠʷ ʧʦ ʧʨʘʚʦʡ ʢʣʘʚʠʰʝ ʤʳʰʠ ʦʪʢʨʦʡʪʝ 

ʢʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʠ ʚʳʙʝʨʠʪʝ ʥʫʞʥʳʡ ʧʫʥʢʪ: ʅʘʩʣʝʜʦʚʘʪʴ, ʈʘʟʨʝʰʠʪʴ ( ), ɿʘʧʨʝʪʠʪʴ ( ). 
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8. ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʨʝʩʫʨʩʦʚ ʢʦʤʧʴʶʪʝʨʘ, ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ɿʘʧʠʩʳʚʘʪʴ 

ʚ ʦʪʯʝʪ ( ). 

Kaspersky Endpoint Security ʙʫʜʝʪ ʟʘʧʠʩʳʚʘʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʨʘʙʦʪʝ ʢʦʤʧʦʥʝʥʪʘ ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ 

ʚʪʦʨʞʝʥʠʡ. ʆʪʯʝʪʳ ʩʦʜʝʨʞʘʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʚʳʧʦʣʥʝʥʠʠ ʧʨʠʣʦʞʝʥʠʝʤ ʦʧʝʨʘʮʠʡ ʩ ʨʝʩʫʨʩʘʤʠ 

ʢʦʤʧʴʶʪʝʨʘ (ʨʘʟʨʝʰʝʥʦ ʠʣʠ ʟʘʧʨʝʱʝʥʦ). ʊʘʢʞʝ ʦʪʯʝʪʳ ʩʦʜʝʨʞʘʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʨʠʣʦʞʝʥʠʷʭ, 

ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪ ʢʘʞʜʳʡ ʨʝʩʫʨʩ. 

9. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ ʧʨʘʚʘ ʛʨʫʧʧʳ ʜʦʚʝʨʠʷ ʙʫʜʫʪ ʠʟʤʝʥʝʥʳ. ɼʘʣʝʝ Kaspersky Endpoint Security ʙʫʜʝʪ ʙʣʦʢʠʨʦʚʘʪʴ 

ʜʝʡʩʪʚʠʷ ʧʨʠʣʦʞʝʥʠʷ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʛʨʫʧʧʳ ʜʦʚʝʨʠʷ. ɻʨʫʧʧʝ ʜʦʚʝʨʠʷ ʙʫʜʝʪ ʧʨʠʩʚʦʝʥ ʩʪʘʪʫʩ  

(ʅʘʩʪʨʦʡʢʠ ʧʦʣʴʟʦʚʘʪʝʣʷ). 

 

ɺʳʙʦʨ ʛʨʫʧʧʳ ʜʦʚʝʨʠʷ ʜʣʷ ʧʨʠʣʦʞʝʥʠʡ, ʟʘʧʫʩʢʘʝʤʳʭ ʜʦ 
Kaspersky Endpoint Security 

ɼʣʷ ʧʨʠʣʦʞʝʥʠʡ, ʟʘʧʫʱʝʥʥʳʭ ʜʦ Kaspersky Endpoint Security, ʢʦʥʪʨʦʣʠʨʫʝʪʩʷ ʪʦʣʴʢʦ ʩʝʪʝʚʘʷ 

ʘʢʪʠʚʥʦʩʪʴ. ʂʦʥʪʨʦʣʴ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʩʦʛʣʘʩʥʦ ʩʝʪʝʚʳʤ ʧʨʘʚʠʣʘʤ, ʫʩʪʘʥʦʚʣʝʥʥʳʤ ʚ ʧʘʨʘʤʝʪʨʘʭ 

ʉʝʪʝʚʦʛʦ ʵʢʨʘʥʘ. ʏʪʦʙʳ ʫʢʘʟʘʪʴ, ʢʘʢʠʤʠ ʩʝʪʝʚʳʤʠ ʧʨʘʚʠʣʘʤʠ ʜʦʣʞʝʥ ʨʝʛʫʣʠʨʦʚʘʪʴʩʷ ʢʦʥʪʨʦʣʴ 

ʩʝʪʝʚʦʡ ʘʢʪʠʚʥʦʩʪʠ ʪʘʢʠʭ ʧʨʠʣʦʞʝʥʠʡ, ʥʝʦʙʭʦʜʠʤʦ ʚʳʙʨʘʪʴ ʛʨʫʧʧʫ ʜʦʚʝʨʠʷ. 

ʂʘʢ ʚʳʙʨʘʪʴ ʛʨʫʧʧʫ ʜʦʚʝʨʠʷ ʜʣʷ ʧʨʠʣʦʞʝʥʠʡ, ʟʘʧʫʩʢʘʝʤʳʭ ʜʦ Kaspersky Endpoint Security, ʚ ʠʥʪʝʨʬʝʡʩʝ 

ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʇʨʦʜʚʠʥʫʪʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ 

ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʡ. 

3. ɺ ʙʣʦʢʝ ɻʨʫʧʧʘ ʜʦʚʝʨʠʷ ʜʣʷ ʧʨʠʣʦʞʝʥʠʡ, ʟʘʧʫʱʝʥʥʳʭ ʜʦ ʥʘʯʘʣʘ ʨʘʙʦʪʳ <PRODUCT> 

ʚʳʙʝʨʠʪʝ ʥʫʞʥʫʶ ʛʨʫʧʧʫ ʜʦʚʝʨʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʠʣʦʞʝʥʠʝ 2. ɻʨʫʧʧʳ ʜʦʚʝʨʠʷ ʧʨʠʣʦʞʝʥʠʡ" ʥʘ 

ʩʪʨ. 506). 

4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ ʧʨʠʣʦʞʝʥʠʝ, ʟʘʧʫʩʢʘʝʤʦʝ ʜʦ Kaspersky Endpoint Security, ʙʫʜʝʪ ʧʦʤʝʱʝʥʦ ʚ ʜʨʫʛʫʶ ʛʨʫʧʧʫ 

ʜʦʚʝʨʠʷ. ɼʘʣʝʝ Kaspersky Endpoint Security ʙʫʜʝʪ ʙʣʦʢʠʨʦʚʘʪʴ ʜʝʡʩʪʚʠʷ ʧʨʠʣʦʞʝʥʠʷ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ 

ʛʨʫʧʧʳ ʜʦʚʝʨʠʷ. 

 

ɺʳʙʦʨ ʛʨʫʧʧʳ ʜʦʚʝʨʠʷ ʜʣʷ ʥʝʠʟʚʝʩʪʥʳʭ ʧʨʠʣʦʞʝʥʠʡ 

ɺʦ ʚʨʝʤʷ ʧʝʨʚʦʛʦ ʟʘʧʫʩʢʘ ʧʨʠʣʦʞʝʥʠʷ ʢʦʤʧʦʥʝʥʪ ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʡ ʦʧʨʝʜʝʣʷʝʪ ʛʨʫʧʧʫ ʜʦʚʝʨʠʷ 

(ʩʤ. ʨʘʟʜʝʣ "ʇʨʠʣʦʞʝʥʠʝ 2. ɻʨʫʧʧʳ ʜʦʚʝʨʠʷ ʧʨʠʣʦʞʝʥʠʡ" ʥʘ ʩʪʨ. 506) ʜʣʷ ʧʨʠʣʦʞʝʥʠʷ. ɽʩʣʠ ʫ ʚʘʩ 

ʦʪʩʫʪʩʪʚʫʝʪ ʜʦʩʪʫʧ ʚ ʠʥʪʝʨʥʝʪ ʠʣʠ ʚ Kaspersky Security Network ʥʝʪ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʵʪʦʤ ʧʨʠʣʦʞʝʥʠʠ, ʪʦ 

Kaspersky Endpoint Security ʧʦ ʫʤʦʣʯʘʥʠʶ ʧʦʤʝʱʘʝʪ ʧʨʠʣʦʞʝʥʠʝ ʚ ʛʨʫʧʧʫ ʉʣʘʙʳʝ ʦʛʨʘʥʠʯʝʥʠʷ. ʇʨʠ 

ʦʙʥʘʨʫʞʝʥʠʠ ʚ KSN ʠʥʬʦʨʤʘʮʠʠ ʦ ʨʘʥʝʝ ʥʝʠʟʚʝʩʪʥʦʤ ʧʨʠʣʦʞʝʥʠʠ Kaspersky Endpoint Security ʦʙʥʦʚʠʪ 

ʧʨʘʚʘ ʧʨʠʣʦʞʝʥʠʷ. ʇʦʩʣʝ ʵʪʦʛʦ ʚʳ ʤʦʞʝʪʝ ʠʟʤʝʥʠʪʴ ʧʨʘʚʘ ʧʨʠʣʦʞʝʥʠʷ ʚʨʫʯʥʫʶ (ʩʤ. ʨʘʟʜʝʣ "ʈʘʙʦʪʘ ʩ 

ʧʨʘʚʘʤʠ ʧʨʠʣʦʞʝʥʠʡ" ʥʘ ʩʪʨ. 146). 
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ʂʘʢ ʚʳʙʨʘʪʴ ʛʨʫʧʧʫ ʜʦʚʝʨʠʷ ʜʣʷ ʥʝʠʟʚʝʩʪʥʳʭ ʧʨʠʣʦʞʝʥʠʡ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʇʨʦʜʚʠʥʫʪʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ 

ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʡ. 

3. ɺ ʙʣʦʢʝ ʇʨʘʚʠʣʘ ʦʙʨʘʙʦʪʢʠ ʧʨʠʣʦʞʝʥʠʡ ʚʳʙʝʨʠʪʝ ʥʫʞʥʫʶ ʛʨʫʧʧʫ ʜʦʚʝʨʠʷ. 

ɽʩʣʠ ʫʯʘʩʪʠʝ ʚ Kaspersky Security Network ʚʢʣʶʯʝʥʦ (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ Kaspersky Security Network" ʥʘ ʩʪʨ. 122), Kaspersky Endpoint Security ʦʪʧʨʘʚʣʷʝʪ 

ʟʘʧʨʦʩ ʦ ʨʝʧʫʪʘʮʠʠ ʧʨʠʣʦʞʝʥʠʷ ʚ KSN ʧʨʠ ʢʘʞʜʦʤ ʟʘʧʫʩʢʝ ʧʨʠʣʦʞʝʥʠʷ. ʅʘ ʦʩʥʦʚʝ ʧʦʣʫʯʝʥʥʦʛʦ 

ʦʪʚʝʪʘ ʧʨʠʣʦʞʝʥʠʝ ʤʦʞʝʪ ʙʳʪʴ ʧʝʨʝʤʝʱʝʥʦ ʚ ʛʨʫʧʧʫ ʜʦʚʝʨʠʷ, ʦʪʣʠʯʥʫʶ ʦʪ ʟʘʜʘʥʥʦʡ ʚ ʧʘʨʘʤʝʪʨʘʭ 

ʢʦʤʧʦʥʝʥʪʘ ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʡ. 

4. ʀʩʧʦʣʴʟʫʡʪʝ ʬʣʘʞʦʢ ʆʙʥʦʚʣʷʪʴ ʧʨʘʚʠʣʘ ʜʣʷ ʨʘʥʝʝ ʥʝʠʟʚʝʩʪʥʳʭ ʧʨʠʣʦʞʝʥʠʡ ʠʟ KSN, ʯʪʦʙʳ 

ʥʘʩʪʨʦʠʪʴ ʘʚʪʦʤʘʪʠʯʝʩʢʦʝ ʦʙʥʦʚʣʝʥʠʝ ʧʨʘʚ ʥʝʠʟʚʝʩʪʥʳʭ ʧʨʠʣʦʞʝʥʠʡ. 

5. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
 

ɺʳʙʦʨ ʛʨʫʧʧʳ ʜʦʚʝʨʠʷ ʜʣʷ ʧʨʠʣʦʞʝʥʠʡ ʩ ʮʠʬʨʦʚʦʡ ʧʦʜʧʠʩʴʶ 

Kaspersky Endpoint Security ʚʩʝʛʜʘ ʧʦʤʝʱʘʝʪ ʧʨʠʣʦʞʝʥʠʷ, ʧʦʜʧʠʩʘʥʥʳʝ ʩʝʨʪʠʬʠʢʘʪʘʤʠ Microsoft ʠʣʠ 

ʩʝʨʪʠʬʠʢʘʪʘʤʠ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ", ʚ ʛʨʫʧʧʫ ʜʦʚʝʨʠʷ ɼʦʚʝʨʝʥʥʳʝ. 

ʂʘʢ ʚʳʙʨʘʪʴ ʛʨʫʧʧʫ ʜʦʚʝʨʠʷ ʜʣʷ ʧʨʠʣʦʞʝʥʠʡ ʩ ʮʠʬʨʦʚʦʡ ʧʦʜʧʠʩʴʶ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʇʨʦʜʚʠʥʫʪʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ 

ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʡ. 

3. ɺ ʙʣʦʢʝ ʇʨʘʚʠʣʘ ʦʙʨʘʙʦʪʢʠ ʧʨʠʣʦʞʝʥʠʡ ʠʩʧʦʣʴʟʫʡʪʝ ʬʣʘʞʦʢ ɼʦʚʝʨʷʪʴ ʧʨʠʣʦʞʝʥʠʷʤ, 

ʠʤʝʶʱʠʤ ʮʠʬʨʦʚʫʶ ʧʦʜʧʠʩʴ, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʘʚʪʦʤʘʪʠʯʝʩʢʦʝ ʧʝʨʝʤʝʱʝʥʠʝ 

ʧʨʠʣʦʞʝʥʠʡ ʩ ʮʠʬʨʦʚʦʡ ʧʦʜʧʠʩʴʶ ʜʦʚʝʨʝʥʥʳʭ ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ ʚ ʛʨʫʧʧʫ ʜʦʚʝʨʠʷ "ɼʦʚʝʨʝʥʥʳʝ". 

ɼʦʚʝʨʝʥʥʳʝ ʧʨʦʠʟʚʦʜʠʪʝʣʠ ï ʧʨʦʠʟʚʦʜʠʪʝʣʠ, ʢʦʪʦʨʳʝ ʚʢʣʶʯʝʥʳ ʚ ʩʧʠʩʦʢ ʜʦʚʝʨʝʥʥʳʭ 

"ʃʘʙʦʨʘʪʦʨʠʝʡ ʂʘʩʧʝʨʩʢʦʛʦ". ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʜʦʙʘʚʠʪʴ ʩʝʨʪʠʬʠʢʘʪ ʧʨʦʠʟʚʦʜʠʪʝʣʷ ʚ ʜʦʚʝʨʝʥʥʦʝ 

ʩʠʩʪʝʤʥʦʝ ʭʨʘʥʠʣʠʱʝ ʩʝʨʪʠʬʠʢʘʪʦʚ ʚʨʫʯʥʫʶ (ʩʤ. ʨʘʟʜʝʣ "ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʜʦʚʝʨʝʥʥʦʛʦ ʩʠʩʪʝʤʥʦʛʦ 

ʭʨʘʥʠʣʠʱʘ ʩʝʨʪʠʬʠʢʘʪʦʚ" ʥʘ ʩʪʨ. 359). 

ɽʩʣʠ ʬʣʘʞʦʢ ʩʥʷʪ, ʢʦʤʧʦʥʝʥʪ ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʡ ʥʝ ʩʯʠʪʘʝʪ ʧʨʠʣʦʞʝʥʠʷ ʩ ʮʠʬʨʦʚʦʡ 

ʧʦʜʧʠʩʴʶ ʜʦʚʝʨʝʥʥʳʤʠ ʠ ʨʘʩʧʨʝʜʝʣʷʝʪ ʠʭ ʧʦ ʛʨʫʧʧʘʤ ʜʦʚʝʨʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʠʣʦʞʝʥʠʝ 2. ɻʨʫʧʧʳ 

ʜʦʚʝʨʠʷ ʧʨʠʣʦʞʝʥʠʡ" ʥʘ ʩʪʨ. 506) ʥʘ ʦʩʥʦʚʘʥʠʠ ʜʨʫʛʠʭ ʧʘʨʘʤʝʪʨʦʚ. 

4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
 

ʈʘʙʦʪʘ ʩ ʧʨʘʚʘʤʠ ʧʨʠʣʦʞʝʥʠʡ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ ʢʦʥʪʨʦʣʷ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ ʧʨʠʤʝʥʷʶʪʩʷ ʧʨʘʚʘ ʧʨʠʣʦʞʝʥʠʡ, ʦʧʨʝʜʝʣʝʥʥʳʝ ʜʣʷ ʪʦʡ 

ʛʨʫʧʧʳ ʜʦʚʝʨʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʠʣʦʞʝʥʠʝ 2. ɻʨʫʧʧʳ ʜʦʚʝʨʠʷ ʧʨʠʣʦʞʝʥʠʡ" ʥʘ ʩʪʨ. 506), ʚ ʢʦʪʦʨʫʶ Kaspersky 

Endpoint Security ʧʦʤʝʩʪʠʣ ʧʨʠʣʦʞʝʥʠʝ ʧʨʠ ʧʝʨʚʦʤ ʝʝ ʟʘʧʫʩʢʝ. ʇʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʚʳ ʤʦʞʝʪʝ ʠʟʤʝʥʠʪʴ 

ʧʨʘʚʘ ʧʨʠʣʦʞʝʥʠʡ ʜʣʷ ʚʩʝʡ ʛʨʫʧʧʳ ʜʦʚʝʨʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʅʘʩʪʨʦʡʢʘ ʧʨʘʚ ʛʨʫʧʧʳ ʜʦʚʝʨʠʷ" ʥʘ ʩʪʨ. 144), ʜʣʷ 

ʦʪʜʝʣʴʥʦʛʦ ʧʨʠʣʦʞʝʥʠʷ ʠʣʠ ʛʨʫʧʧʳ ʧʨʠʣʦʞʝʥʠʡ ʚʥʫʪʨʠ ʛʨʫʧʧʳ ʜʦʚʝʨʠʷ. 
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ʇʨʘʚʘ ʧʨʠʣʦʞʝʥʠʡ, ʟʘʜʘʥʥʳʝ ʚʨʫʯʥʫʶ, ʠʤʝʶʪ ʙʦʣʝʝ ʚʳʩʦʢʠʡ ʧʨʠʦʨʠʪʝʪ, ʯʝʤ ʧʨʘʚʘ ʧʨʠʣʦʞʝʥʠʡ, 

ʦʧʨʝʜʝʣʝʥʥʳʝ ʜʣʷ ʛʨʫʧʧʳ ʜʦʚʝʨʠʷ. ʊʦ ʝʩʪʴ, ʝʩʣʠ ʧʨʘʚʘ ʧʨʠʣʦʞʝʥʠʷ, ʟʘʜʘʥʥʳʝ ʚʨʫʯʥʫʶ, ʦʪʣʠʯʘʶʪʩʷ ʦʪ 

ʧʨʘʚ ʧʨʠʣʦʞʝʥʠʡ, ʦʧʨʝʜʝʣʝʥʥʳʭ ʜʣʷ ʛʨʫʧʧʳ ʜʦʚʝʨʠʷ, ʢʦʤʧʦʥʝʥʪ ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʷ ʢʦʥʪʨʦʣʠʨʫʝʪ 

ʨʘʙʦʪʫ ʧʨʠʣʦʞʝʥʠʷ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʧʨʘʚʘʤʠ ʧʨʠʣʦʞʝʥʠʡ, ʟʘʜʘʥʥʳʤʠ ʚʨʫʯʥʫʶ. 

ʇʨʘʚʠʣʘ, ʢʦʪʦʨʳʝ ʚʳ ʩʦʟʜʘʝʪʝ ʜʣʷ ʧʨʠʣʦʞʝʥʠʡ, ʥʘʩʣʝʜʫʶʪʩʷ ʜʦʯʝʨʥʠʤʠ ʧʨʠʣʦʞʝʥʠʷʤʠ. ʅʘʧʨʠʤʝʨ, ʝʩʣʠ 

ʚʳ ʟʘʧʨʝʪʠʣʠ ʣʶʙʫʶ ʩʝʪʝʚʫʶ ʘʢʪʠʚʥʦʩʪʴ ʧʨʠʣʦʞʝʥʠʶ cmd.exe, ʵʪʦʪ ʟʘʧʨʝʪ ʙʫʜʝʪ ʨʘʩʧʨʦʩʪʨʘʥʷʪʩʷ ʥʘ 

ʧʨʠʣʦʞʝʥʠʝ notepad.exe, ʝʩʣʠ ʦʥʘ ʙʳʣʘ ʟʘʧʫʱʝʥʘ ʩ ʧʦʤʦʱʴʶ cmd.exe. ʇʨʠ ʦʧʦʩʨʝʜʦʚʘʥʥʦʤ ʟʘʧʫʩʢʝ 

ʧʨʠʣʦʞʝʥʠʷ (ʝʩʣʠ ʧʨʠʣʦʞʝʥʠʝ ʥʝ ʷʚʣʷʝʪʩʷ ʜʦʯʝʨʥʠʤ ʧʦ ʦʪʥʦʰʝʥʠʶ ʢ ʧʨʠʣʦʞʝʥʠʶ, ʠʟ ʢʦʪʦʨʦʛʦ ʦʥʦ 

ʟʘʧʫʩʢʘʝʪʩʷ), ʧʨʘʚʠʣʘ ʫʥʘʩʣʝʜʦʚʘʥʳ ʥʝ ʙʫʜʫʪ. 

ʂʘʢ ʠʟʤʝʥʠʪʴ ʧʨʘʚʘ ʧʨʠʣʦʞʝʥʠʷ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʇʨʦʜʚʠʥʫʪʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ 

ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʡ. 

3. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʋʧʨʘʚʣʝʥʠʝ ʧʨʠʣʦʞʝʥʠʷʤʠ. 

ʆʪʢʨʦʝʪʩʷ ʩʧʠʩʦʢ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʧʨʠʣʦʞʝʥʠʡ. 

4. ɺʳʙʝʨʠʪʝ ʥʫʞʥʦʝ ʧʨʠʣʦʞʝʥʠʝ. 

5. ɺ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʧʨʠʣʦʞʝʥʠʷ ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ʇʦʜʨʦʙʥʦʩʪʠ ʠ ʧʨʘʚʠʣʘ. 

ʆʪʢʨʦʶʪʩʷ ʩʚʦʡʩʪʚʘ ʧʨʠʣʦʞʝʥʠʷ. 

6. ɺʳʧʦʣʥʠʪʝ ʦʜʥʦ ʠʟ ʩʣʝʜʫʶʱʠʭ ʜʝʡʩʪʚʠʡ: 

¶ ɺʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʌʘʡʣʳ ʠ ʩʠʩʪʝʤʥʳʡ ʨʝʝʩʪʨ, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ ʠʟʤʝʥʠʪʴ ʧʨʘʚʘ ʛʨʫʧʧʳ 

ʜʦʚʝʨʠʷ, ʨʝʛʫʣʠʨʫʶʱʠʝ ʦʧʝʨʘʮʠʠ ʩ ʨʝʝʩʪʨʦʤ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ, ʬʘʡʣʘʤʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ 

ʧʘʨʘʤʝʪʨʘʤʠ ʧʨʠʣʦʞʝʥʠʡ. 

¶ ɺʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʇʨʘʚʘ, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ ʠʟʤʝʥʠʪʴ ʧʨʘʚʘ ʛʨʫʧʧʳ ʜʦʚʝʨʠʷ, ʨʝʛʫʣʠʨʫʶʱʠʝ 

ʜʦʩʪʫʧ ʢ ʧʨʦʮʝʩʩʘʤ ʠ ʦʙʲʝʢʪʘʤ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. 

7. ɼʣʷ ʥʫʞʥʦʛʦ ʨʝʩʫʨʩʘ ʚ ʛʨʘʬʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʜʝʡʩʪʚʠʷ ʧʦ ʧʨʘʚʦʡ ʢʣʘʚʠʰʝ ʤʳʰʠ ʦʪʢʨʦʡʪʝ 

ʢʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʠ ʚʳʙʝʨʠʪʝ ʥʫʞʥʳʡ ʧʫʥʢʪ: ʅʘʩʣʝʜʦʚʘʪʴ, ʈʘʟʨʝʰʠʪʴ ( ), ɿʘʧʨʝʪʠʪʴ ( ). 

8. ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʨʝʩʫʨʩʦʚ ʢʦʤʧʴʶʪʝʨʘ, ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ɿʘʧʠʩʳʚʘʪʴ 

ʚ ʦʪʯʝʪ ( ). 

Kaspersky Endpoint Security ʙʫʜʝʪ ʟʘʧʠʩʳʚʘʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʨʘʙʦʪʝ ʢʦʤʧʦʥʝʥʪʘ ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ 

ʚʪʦʨʞʝʥʠʡ. ʆʪʯʝʪʳ ʩʦʜʝʨʞʘʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʚʳʧʦʣʥʝʥʠʠ ʧʨʠʣʦʞʝʥʠʝʤ ʦʧʝʨʘʮʠʡ ʩ ʨʝʩʫʨʩʘʤʠ 

ʢʦʤʧʴʶʪʝʨʘ (ʨʘʟʨʝʰʝʥʦ ʠʣʠ ʟʘʧʨʝʱʝʥʦ). ʊʘʢʞʝ ʦʪʯʝʪʳ ʩʦʜʝʨʞʘʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʨʠʣʦʞʝʥʠʷʭ, 

ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪ ʢʘʞʜʳʡ ʨʝʩʫʨʩ. 

9. ɺʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʀʩʢʣʶʯʝʥʠʷ ʠ ʥʘʩʪʨʦʡʪʝ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʪʘʙʣʠʮʫ 

ʥʠʞʝ). 

10. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
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ʊʘʙʣʠʮʘ 8. ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ 
 

ʇʘʨʘʤʝʪʨ ʆʧʠʩʘʥʠʝ 

ʅʝ ʧʨʦʚʝʨʷʪʴ ʦʪʢʨʳʚʘʝʤʳʝ ʬʘʡʣʳ Kaspersky Endpoint Security ʠʩʢʣʶʯʘʝʪ ʠʟ ʧʨʦʚʝʨʢʠ ʚʩʝ 

ʬʘʡʣʳ, ʦʪʢʨʳʚʘʝʤʳʝ ʩ ʧʦʤʦʱʴʶ ʧʨʠʣʦʞʝʥʠʷ. ʅʘʧʨʠʤʝʨ, 

ʝʩʣʠ ʚʳ ʠʩʧʦʣʴʟʫʝʪʝ ʧʨʠʣʦʞʝʥʠʷ ʨʝʟʝʨʚʥʦʛʦ ʢʦʧʠʨʦʚʘʥʠʷ 

ʬʘʡʣʦʚ, ʬʫʥʢʮʠʷ ʧʦʟʚʦʣʠʪ ʩʥʠʟʠʪʴ ʧʦʪʨʝʙʣʝʥʠʝ ʨʝʩʫʨʩʦʚ 

ʢʦʤʧʴʶʪʝʨʘ Kaspersky Endpoint Security. 

ʅʝ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʘʢʪʠʚʥʦʩʪʴ 

ʧʨʠʣʦʞʝʥʠʷ 

Kaspersky Endpoint Security ʥʝ ʢʦʥʪʨʦʣʠʨʫʝʪ ʬʘʡʣʦʚʫʶ ʠ 

ʩʝʪʝʚʫʶ ʘʢʪʠʚʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʷ ʚ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ. 

ɺʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʢʦʥʪʨʦʣʴ ʘʢʪʠʚʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʷ ʜʣʷ 

ʨʘʟʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Endpoint Security: 

¶ ʅʝ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʜʣʷ ʢʦʤʧʦʥʝʥʪʦʚ ʟʘʱʠʪʳ ʠ 

ʢʦʥʪʨʦʣʷ. ʂʦʥʪʨʦʣʴ ʟʘ ʘʢʪʠʚʥʦʩʪʴʶ ʧʨʠʣʦʞʝʥʠʷ 

ʚʳʧʦʣʥʷʶʪ ʩʣʝʜʫʶʱʠʝ ʢʦʤʧʦʥʝʥʪʳ: ɸʥʘʣʠʟ ʧʦʚʝʜʝʥʠʷ 

(ʥʘ ʩʪʨ. 127), ɿʘʱʠʪʘ ʦʪ ʵʢʩʧʣʦʡʪʦʚ (ʥʘ ʩʪʨ. 138), 

ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʡ (ʥʘ ʩʪʨ. 141), ʆʪʢʘʪ 

ʚʨʝʜʦʥʦʩʥʳʭ ʜʝʡʩʪʚʠʡ (ʥʘ ʩʪʨ. 154) ʠ ʉʝʪʝʚʦʡ ʵʢʨʘʥ. 

¶ ʅʝ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʜʣʷ Managed Detection and 

Response ʠ Endpoint Detection and Response. 

ʂʦʥʪʨʦʣʴ ʟʘ ʘʢʪʠʚʥʦʩʪʴʶ ʧʨʠʣʦʞʝʥʠʷ ʚʳʧʦʣʥʷʶʪ 

ʚʩʪʨʦʝʥʥʳʡ ʘʛʝʥʪ MDR ʠ ʚʩʪʨʦʝʥʥʳʡ ʘʛʝʥʪ EDR (KATA). 

¶ ʅʝ ʧʝʨʝʭʚʘʪʳʚʘʪʴ ʢʦʥʩʦʣʴʥʳʡ ʚʚʦʜ ʜʣʷ Endpoint 

Detection and Response. Kaspersky Endpoint Security ʥʝ 

ʦʪʧʨʘʚʣʷʝʪ ʜʘʥʥʳʝ ʪʝʣʝʤʝʪʨʠʠ ʦʙ ʫʧʨʘʚʣʝʥʠʠ 

ʧʨʠʣʦʞʝʥʠʝʤ ʯʝʨʝʟ ʢʦʥʩʦʣʴ. ɼʘʥʥʳʝ ʪʝʣʝʤʝʪʨʠʠ 

ʠʩʧʦʣʴʟʫʝʪ Kaspersky Anti Targeted Attack Platform (EDR). 

ʅʝ ʥʘʩʣʝʜʦʚʘʪʴ ʦʛʨʘʥʠʯʝʥʠʷ 

ʨʦʜʠʪʝʣʴʩʢʦʛʦ ʧʨʦʮʝʩʩʘ 

(ʧʨʠʣʦʞʝʥʠʷ) 

Kaspersky Endpoint Security ʥʝ ʧʨʠʤʝʥʷʝʪ ʦʛʨʘʥʠʯʝʥʠʷ ʢ 

ʧʨʦʮʝʩʩʫ, ʢʦʪʦʨʳʝ ʥʘʩʪʨʦʝʥʳ ʜʣʷ ʨʦʜʠʪʝʣʴʩʢʦʛʦ ʧʨʦʮʝʩʩʘ. 

ʈʦʜʠʪʝʣʴʩʢʠʡ ʧʨʦʮʝʩʩ ʟʘʧʫʩʢʘʝʪ ʧʨʠʣʦʞʝʥʠʝ, ʜʣʷ ʢʦʪʦʨʦʡ 

ʥʘʩʪʨʦʝʥʳ ʧʨʘʚʘ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʈʘʙʦʪʘ ʩ ʧʨʘʚʘʤʠ 

ʧʨʠʣʦʞʝʥʠʡ" ʥʘ ʩʪʨ. 146) (ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʡ) ʠ 

ʩʝʪʝʚʳʝ ʧʨʘʚʠʣʘ ʧʨʠʣʦʞʝʥʠʷ (ʉʝʪʝʚʦʡ ʵʢʨʘʥ). 

ʅʝ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʘʢʪʠʚʥʦʩʪʴ 

ʜʦʯʝʨʥʠʭ ʧʨʠʣʦʞʝʥʠʡ 
Kaspersky Endpoint Security ʥʝ ʢʦʥʪʨʦʣʠʨʫʝʪ ʬʘʡʣʦʚʫʶ ʠ 

ʩʝʪʝʚʫʶ ʘʢʪʠʚʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʡ, ʢʦʪʦʨʳʝ ʟʘʧʫʩʢʘʝʪ 

ʧʨʠʣʦʞʝʥʠʝ. ɺʳ ʤʦʞʝʪʝ ʧʨʠʤʝʥʠʪʴ ʠʩʢʣʶʯʝʥʠʝ ʨʝʢʫʨʩʠʚʥʦ. ʊʦ 

ʝʩʪʴ ʧʨʠʣʦʞʝʥʠʝ ʥʝ ʢʦʥʪʨʦʣʠʨʫʝʪ ʘʢʪʠʚʥʦʩʪʴ ʚʩʝʡ ʮʝʧʦʯʢʠ 

ʜʦʯʝʨʥʠʭ ʧʨʠʣʦʞʝʥʠʡ. 

ʈʘʟʨʝʰʠʪʴ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʩ 

ʠʥʪʝʨʬʝʡʩʦʤ <PRODUCT> 

ʉʘʤʦʟʘʱʠʪʘ Kaspersky Endpoint Security (ʥʘ ʩʪʨ. 380) 

ʙʣʦʢʠʨʫʝʪ ʚʩʝ ʧʦʧʳʪʢʠ ʫʧʨʘʚʣʝʥʠʷ ʩʣʫʞʙʘʤʠ ʧʨʠʣʦʞʝʥʠʷ ʩ 

ʫʜʘʣʝʥʥʦʛʦ ʢʦʤʧʴʶʪʝʨʘ. ɽʩʣʠ ʬʣʘʞʦʢ ʫʩʪʘʥʦʚʣʝʥ, ʪʦ 

ʧʨʠʣʦʞʝʥʠʶ ʫʜʘʣʝʥʥʦʛʦ ʜʦʩʪʫʧʘ ʢ ʢʦʤʧʴʶʪʝʨʫ ʨʘʟʨʝʰʝʥʦ 

ʫʧʨʘʚʣʷʪʴ ʧʘʨʘʤʝʪʨʘʤʠ Kaspersky Endpoint Security ʯʝʨʝʟ 

ʠʥʪʝʨʬʝʡʩ Kaspersky Endpoint Security. 

ʅʝ ʧʨʦʚʝʨʷʪʴ ʟʘʰʠʬʨʦʚʘʥʥʳʡ 

ʪʨʘʬʠʢ / ʅʝ ʧʨʦʚʝʨʷʪʴ ʚʝʩʴ ʪʨʘʬʠʢ 
Kaspersky Endpoint Security ʠʩʢʣʶʯʘʝʪ ʠʟ ʧʨʦʚʝʨʢʠ ʩʝʪʝʚʦʡ 

ʪʨʘʬʠʢ, ʠʥʠʮʠʠʨʫʝʤʳʡ ʧʨʠʣʦʞʝʥʠʝʤ. ɺʳ ʤʦʞʝʪʝ ʠʩʢʣʶʯʠʪʴ ʠʟ 

ʧʨʦʚʝʨʢʠ ʚʝʩʴ ʪʨʘʬʠʢ ʠʣʠ ʪʦʣʴʢʦ ʟʘʰʠʬʨʦʚʘʥʥʳʡ ʪʨʘʬʠʢ. 

ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʠʩʢʣʶʯʠʪʴ ʠʟ ʧʨʦʚʝʨʢʠ ʦʪʜʝʣʴʥʳʝ IP-ʘʜʨʝʩʘ 

ʠʣʠ ʥʦʤʝʨʘ ʧʦʨʪʦʚ. 
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ɿʘʱʠʪʘ ʨʝʩʫʨʩʦʚ ʆʉ ʠ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ 
ʂʦʤʧʦʥʝʥʪ ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʡ ʫʧʨʘʚʣʷʝʪ ʧʨʘʚʘʤʠ ʧʨʠʣʦʞʝʥʠʡ ʥʘ ʦʧʝʨʘʮʠʠ ʥʘʜ ʨʘʟʣʠʯʥʳʤʠ 

ʢʘʪʝʛʦʨʠʷʤʠ ʨʝʩʫʨʩʦʚ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʠ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ. ʉʧʝʮʠʘʣʠʩʪʳ "ʃʘʙʦʨʘʪʦʨʠʠ 

ʂʘʩʧʝʨʩʢʦʛʦ" ʚʳʜʝʣʠʣʠ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʝ ʢʘʪʝʛʦʨʠʠ ʟʘʱʠʱʘʝʤʳʭ ʨʝʩʫʨʩʦʚ. ʅʘʧʨʠʤʝʨ, ʚ ʢʘʪʝʛʦʨʠʠ 

ʆʧʝʨʘʮʠʦʥʥʘʷ ʩʠʩʪʝʤʘ ʝʩʪʴ ʧʦʜʢʘʪʝʛʦʨʠʷ ʅʘʩʪʨʦʡʢʠ ʘʚʪʦʟʘʧʫʩʢʘ, ʛʜʝ ʧʝʨʝʯʠʩʣʝʥʳ ʚʩʝ ʢʣʶʯʠ ʨʝʝʩʪʨʘ, 

ʦʪʥʦʩʷʱʠʝʩʷ ʢ ʘʚʪʦʟʘʧʫʩʢʫ ʧʨʠʣʦʞʝʥʠʡ. ɺʳ ʥʝ ʤʦʞʝʪʝ ʠʟʤʝʥʷʪʴ ʠʣʠ ʫʜʘʣʷʪʴ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʝ ʢʘʪʝʛʦʨʠʠ 

ʟʘʱʠʱʘʝʤʳʭ ʨʝʩʫʨʩʦʚ ʠ ʦʪʥʦʩʷʱʠʝʩʷ ʢ ʥʠʤ ʟʘʱʠʱʘʝʤʳʝ ʨʝʩʫʨʩʳ. 

ʂʘʢ ʜʦʙʘʚʠʪʴ ʟʘʱʠʱʘʝʤʳʡ ʨʝʩʫʨʩ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʇʨʦʜʚʠʥʫʪʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ 

ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʡ. 

3. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʋʧʨʘʚʣʝʥʠʝ ʨʝʩʫʨʩʘʤʠ. 

ʆʪʢʨʦʝʪʩʷ ʩʧʠʩʦʢ ʟʘʱʠʱʘʝʤʳʭ ʨʝʩʫʨʩʦʚ. 

4. ɺʳʙʝʨʠʪʝ ʢʘʪʝʛʦʨʠʶ ʟʘʱʠʱʘʝʤʳʭ ʨʝʩʫʨʩʦʚ, ʚ ʢʦʪʦʨʫʶ ʚʳ ʭʦʪʠʪʝ ʜʦʙʘʚʠʪʴ ʥʦʚʳʡ ʟʘʱʠʱʘʝʤʳʡ ʨʝʩʫʨʩ. 

ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʜʦʙʘʚʠʪʴ ʚʣʦʞʝʥʥʫʶ ʢʘʪʝʛʦʨʠʶ, ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ Ÿ ʂʘʪʝʛʦʨʠʶ. 

5. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʠ ʚ ʨʘʩʢʨʳʚʘʶʱʝʤʩʷ ʩʧʠʩʢʝ ʚʳʙʝʨʠʪʝ ʪʠʧ ʨʝʩʫʨʩʘ, ʢʦʪʦʨʳʡ ʚʳ 

ʭʦʪʠʪʝ ʜʦʙʘʚʠʪʴ: ʌʘʡʣ ʠʣʠ ʧʘʧʢʫ ʠʣʠ ʂʣʶʯ ʨʝʝʩʪʨʘ. 

6. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʚʳʙʝʨʠʪʝ ʬʘʡʣ, ʧʘʧʢʫ ʠʣʠ ʢʣʶʯ ʨʝʝʩʪʨʘ. 

ɺʳ ʤʦʞʝʪʝ ʧʦʩʤʦʪʨʝʪʴ ʧʨʘʚʘ ʜʦʩʪʫʧʘ ʧʨʠʣʦʞʝʥʠʡ ʢ ʜʦʙʘʚʣʝʥʥʳʤ ʨʝʩʫʨʩʘʤ. ɼʣʷ ʵʪʦʛʦ ʚʳʙʝʨʠʪʝ 

ʜʦʙʘʚʣʝʥʥʳʡ ʨʝʩʫʨʩ ʚ ʣʝʚʦʡ ʯʘʩʪʠ ʦʢʥʘ ʠ Kaspersky Endpoint Security ʧʦʢʘʞʝʪ ʩʧʠʩʦʢ ʧʨʠʣʦʞʝʥʠʡ ʠ 

ʧʨʘʚʘ ʜʦʩʪʫʧʘ ʜʣʷ ʢʘʞʜʦʛʦ ʠʟ ʧʨʠʣʦʞʝʥʠʡ. ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʚʳʢʣʶʯʠʪʴ ʢʦʥʪʨʦʣʴ ʜʝʡʩʪʚʠʷ 

ʧʨʠʣʦʞʝʥʠʡ ʥʘ ʦʧʝʨʘʮʠʠ ʩ ʨʝʩʫʨʩʘʤʠ ʢʥʦʧʢʦʡ  ɺʢʣʶʯʠʪʴ ʢʦʥʪʨʦʣʴ ʚ ʛʨʘʬʝ ʉʪʘʪʫʩ. 

7. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ Kaspersky Endpoint Security ʙʫʜʝʪ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʜʦʩʪʫʧ ʢ ʜʦʙʘʚʣʝʥʥʳʤ ʨʝʩʫʨʩʘʤ 

ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʠ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ. Kaspersky Endpoint Security ʢʦʥʪʨʦʣʠʨʫʝʪ ʜʦʩʪʫʧ 

ʧʨʠʣʦʞʝʥʠʷ ʢ ʨʝʩʫʨʩʘʤ ʥʘ ʦʩʥʦʚʘʥʠʠ ʧʨʠʩʚʦʝʥʥʦʡ ʛʨʫʧʧʳ ʜʦʚʝʨʠʷ. ɺʳ ʪʘʢʞʝ ʤʦʞʝʪʝ ʠʟʤʝʥʠʪʴ ʛʨʫʧʧʫ 

ʜʦʚʝʨʠʷ ʜʣʷ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʟʤʝʥʝʥʠʝ ʛʨʫʧʧʳ ʜʦʚʝʨʠʷ ʜʣʷ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 143). 

 

ʋʜʘʣʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʦ ʥʝʠʩʧʦʣʴʟʫʝʤʳʭ ʧʨʠʣʦʞʝʥʠʷʭ 

Kaspersky Endpoint Security ʢʦʥʪʨʦʣʠʨʫʝʪ ʨʘʙʦʪʫ ʧʨʠʣʦʞʝʥʠʡ ʩ ʧʦʤʦʱʴʶ ʧʨʘʚ ʧʨʠʣʦʞʝʥʠʡ. ʇʨʘʚʘ 

ʧʨʠʣʦʞʝʥʠʷ ʦʧʨʝʜʝʣʝʥʳ ʛʨʫʧʧʦʡ ʜʦʚʝʨʠʷ. Kaspersky Endpoint Security ʧʦʤʝʱʘʝʪ ʧʨʠʣʦʞʝʥʠʝ ʚ ʛʨʫʧʧʫ 

ʜʦʚʝʨʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʠʣʦʞʝʥʠʝ 2. ɻʨʫʧʧʳ ʜʦʚʝʨʠʷ ʧʨʠʣʦʞʝʥʠʡ" ʥʘ ʩʪʨ. 506) ʧʨʠ ʧʝʨʚʦʤ ʟʘʧʫʩʢʝ. ɺʳ 

ʤʦʞʝʪʝ ʠʟʤʝʥʠʪʴ ʛʨʫʧʧʫ ʜʦʚʝʨʠʷ ʜʣʷ ʧʨʠʣʦʞʝʥʠʷ ʚʨʫʯʥʫʶ (ʩʤ. ʨʘʟʜʝʣ "ʈʘʙʦʪʘ ʩ ʧʨʘʚʘʤʠ ʧʨʠʣʦʞʝʥʠʡ" ʥʘ 

ʩʪʨ. 146). ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʧʨʘʚʘ ʜʣʷ ʦʪʜʝʣʴʥʦʛʦ ʧʨʠʣʦʞʝʥʠʷ ʚʨʫʯʥʫʶ (ʩʤ. ʨʘʟʜʝʣ "ʈʘʙʦʪʘ ʩ 

ʧʨʘʚʘʤʠ ʧʨʠʣʦʞʝʥʠʡ" ʥʘ ʩʪʨ. 146). ʊʘʢʠʤ ʦʙʨʘʟʦʤ, Kaspersky Endpoint Security ʭʨʘʥʠʪ ʩʣʝʜʫʶʱʫʶ 

ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʨʠʣʦʞʝʥʠʠ: ʛʨʫʧʧʘ ʜʦʚʝʨʠʷ ʠ ʧʨʘʚʘ ʧʨʠʣʦʞʝʥʠʷ. 

Kaspersky Endpoint Security ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʫʜʘʣʷʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʥʝʠʩʧʦʣʴʟʫʝʤʳʭ ʧʨʠʣʦʞʝʥʠʷʭ ʜʣʷ 

ʵʢʦʥʦʤʠʠ ʨʝʩʫʨʩʦʚ ʢʦʤʧʴʶʪʝʨʘ. Kaspersky Endpoint Security ʫʜʘʣʷʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʨʠʣʦʞʝʥʠʷʭ ʧʦ 

ʩʣʝʜʫʶʱʠʤ ʧʨʘʚʠʣʘʤ: 

¶ ɽʩʣʠ ʛʨʫʧʧʘ ʜʦʚʝʨʠʷ ʠ ʧʨʘʚʘ ʧʨʠʣʦʞʝʥʠʷ ʦʧʨʝʜʝʣʝʥʳ ʘʚʪʦʤʘʪʠʯʝʩʢʠ, Kaspersky Endpoint Security 

ʫʜʘʣʷʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʵʪʦʤ ʧʨʠʣʦʞʝʥʠʠ ʯʝʨʝʟ 30 ʜʥʝʡ. ʀʟʤʝʥʠʪʴ ʚʨʝʤʷ ʭʨʘʥʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ 

ʧʨʠʣʦʞʝʥʠʠ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʘʚʪʦʤʘʪʠʯʝʩʢʦʝ ʫʜʘʣʝʥʠʝ ʥʝʚʦʟʤʦʞʥʦ. 
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¶ ɽʩʣʠ ʚʳ ʚʨʫʯʥʫʶ ʧʦʤʝʩʪʠʣʠ ʧʨʠʣʦʞʝʥʠʝ ʚ ʛʨʫʧʧʫ ʜʦʚʝʨʠʷ ʠʣʠ ʥʘʩʪʨʦʠʣʠ ʧʨʘʚʘ ʜʦʩʪʫʧʘ, Kaspersky 

Endpoint Security ʫʜʘʣʷʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʵʪʦʤ ʧʨʠʣʦʞʝʥʠʠ ʯʝʨʝʟ 60 ʜʥʝʡ (ʟʥʘʯʝʥʠʝ ʧʦ 

ʫʤʦʣʯʘʥʠʶ). ɺʳ ʤʦʞʝʪʝ ʠʟʤʝʥʠʪʴ ʚʨʝʤʷ ʭʨʘʥʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ ʧʨʠʣʦʞʝʥʠʠ ʠʣʠ ʚʳʢʣʶʯʠʪʴ 

ʘʚʪʦʤʘʪʠʯʝʩʢʦʝ ʫʜʘʣʝʥʠʝ (ʩʤ. ʠʥʩʪʨʫʢʮʠʶ ʥʠʞʝ). 

ʇʨʠ ʟʘʧʫʩʢʝ ʧʨʠʣʦʞʝʥʠʷ, ʠʥʬʦʨʤʘʮʠʷ ʦ ʢʦʪʦʨʦʡ ʙʳʣʘ ʫʜʘʣʝʥʘ, Kaspersky Endpoint Security ʠʩʩʣʝʜʫʝʪ 

ʧʨʠʣʦʞʝʥʠʝ ʢʘʢ ʧʨʠ ʧʝʨʚʦʤ ʟʘʧʫʩʢʝ. 

ʂʘʢ ʥʘʩʪʨʦʠʪʴ ʘʚʪʦʤʘʪʠʯʝʩʢʦʝ ʫʜʘʣʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʦ ʥʝʠʩʧʦʣʴʟʫʝʤʳʭ ʧʨʠʣʦʞʝʥʠʷʭ ʚ ʠʥʪʝʨʬʝʡʩʝ 

ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʇʨʦʜʚʠʥʫʪʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ 

ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʡ. 

3. ɺ ʙʣʦʢʝ ʇʨʘʚʠʣʘ ʦʙʨʘʙʦʪʢʠ ʧʨʠʣʦʞʝʥʠʡ ʚʳʧʦʣʥʠʪʝ ʦʜʥʦ ʠʟ ʩʣʝʜʫʶʱʠʭ ʜʝʡʩʪʚʠʡ: 

¶ ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʥʘʩʪʨʦʠʪʴ ʘʚʪʦʤʘʪʠʯʝʩʢʦʝ ʫʜʘʣʝʥʠʝ, ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʋʜʘʣʷʪʴ ʧʨʘʚʠʣʘ ʜʣʷ 

ʧʨʠʣʦʞʝʥʠʡ, ʥʝ ʟʘʧʫʩʢʘʚʰʠʭʩʷ ʙʦʣʝʝ N ʜʥʝʡ ʠ ʫʢʘʞʠʪʝ ʥʫʞʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʜʥʝʡ. 

Kaspersky Endpoint Security ʙʫʜʝʪ ʫʜʘʣʷʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʪʝʭ ʧʨʠʣʦʞʝʥʠʷʭ, ʢʦʪʦʨʳʝ ʚʳ ʚʨʫʯʥʫʶ 

ʧʦʤʝʩʪʠʣʠ ʚ ʛʨʫʧʧʫ ʜʦʚʝʨʠʷ ʠʣʠ ʜʣʷ ʢʦʪʦʨʳʭ ʚʳ ʥʘʩʪʨʦʠʣʠ ʧʨʘʚʘ ʜʦʩʪʫʧʘ, ʯʝʨʝʟ ʟʘʜʘʥʥʦʝ 

ʢʦʣʠʯʝʩʪʚʦ ʜʥʝʡ. ʊʘʢʞʝ Kaspersky Endpoint Security ʙʫʜʝʪ ʫʜʘʣʷʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʨʠʣʦʞʝʥʠʷʭ, 

ʜʣʷ ʢʦʪʦʨʳʭ ʛʨʫʧʧʘ ʜʦʚʝʨʠʷ ʠ ʧʨʘʚʘ ʧʨʠʣʦʞʝʥʠʷ ʦʧʨʝʜʝʣʝʥʳ ʘʚʪʦʤʘʪʠʯʝʩʢʠ, ʯʝʨʝʟ 30 ʜʥʝʡ. 

¶ ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʚʳʢʣʶʯʠʪʴ ʘʚʪʦʤʘʪʠʯʝʩʢʦʝ ʫʜʘʣʝʥʠʝ, ʩʥʠʤʠʪʝ ʬʣʘʞʦʢ ʋʜʘʣʷʪʴ ʧʨʘʚʠʣʘ ʜʣʷ 

ʧʨʠʣʦʞʝʥʠʡ, ʥʝ ʟʘʧʫʩʢʘʚʰʠʭʩʷ ʙʦʣʝʝ N ʜʥʝʡ. 

Kaspersky Endpoint Security ʙʫʜʝʪ ʭʨʘʥʠʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʪʝʭ ʧʨʠʣʦʞʝʥʠʷʭ, ʢʦʪʦʨʳʝ ʚʳ ʚʨʫʯʥʫʶ 

ʧʦʤʝʩʪʠʣʠ ʚ ʛʨʫʧʧʫ ʜʦʚʝʨʠʷ ʠʣʠ ʜʣʷ ʢʦʪʦʨʳʭ ʚʳ ʥʘʩʪʨʦʠʣʠ ʧʨʘʚʘ ʜʦʩʪʫʧʘ, ʙʝʟ ʦʛʨʘʥʠʯʝʥʠʡ ʧʦ 

ʚʨʝʤʝʥʠ. Kaspersky Endpoint Security ʙʫʜʝʪ ʫʜʘʣʷʪʴ ʠʥʬʦʨʤʘʮʠʶ ʪʦʣʴʢʦ ʦ ʧʨʠʣʦʞʝʥʠʷʭ, ʜʣʷ 

ʢʦʪʦʨʳʭ ʛʨʫʧʧʘ ʜʦʚʝʨʠʷ ʠ ʧʨʘʚʘ ʧʨʠʣʦʞʝʥʠʷ ʦʧʨʝʜʝʣʝʥʳ ʘʚʪʦʤʘʪʠʯʝʩʢʠ, ʯʝʨʝʟ 30 ʜʥʝʡ. 

4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
  

 

ʄʦʥʠʪʦʨʠʥʛ ʨʘʙʦʪʳ ʇʨʝʜʦʪʚʨʘʱʝʥʠʷ ʚʪʦʨʞʝʥʠʡ 

ɺʳ ʤʦʞʝʪʝ ʧʦʣʫʯʘʪʴ ʦʪʯʝʪʳ ʦ ʨʘʙʦʪʝ ʢʦʤʧʦʥʝʥʪʘ ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʡ. ʆʪʯʝʪʳ ʩʦʜʝʨʞʘʪ 

ʠʥʬʦʨʤʘʮʠʶ ʦ ʚʳʧʦʣʥʝʥʠʠ ʧʨʠʣʦʞʝʥʠʝʤ ʦʧʝʨʘʮʠʡ ʩ ʨʝʩʫʨʩʘʤʠ ʢʦʤʧʴʶʪʝʨʘ (ʨʘʟʨʝʰʝʥʦ ʠʣʠ ʟʘʧʨʝʱʝʥʦ). 

ʊʘʢʞʝ ʦʪʯʝʪʳ ʩʦʜʝʨʞʘʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʨʠʣʦʞʝʥʠʷʭ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪ ʢʘʞʜʳʡ ʨʝʩʫʨʩ. 

ɼʣʷ ʤʦʥʠʪʦʨʠʥʛʘ ʨʘʙʦʪʳ ʇʨʝʜʦʪʚʨʘʱʝʥʠʷ ʚʪʦʨʞʝʥʠʡ ʚʘʤ ʥʫʞʥʦ ʚʢʣʶʯʠʪʴ ʟʘʧʠʩʴ ʚ ʦʪʯʝʪ. ʅʘʧʨʠʤʝʨ, ʚʳ 

ʤʦʞʝʪʝ ʚʢʣʶʯʠʪʴ ʦʪʧʨʘʚʢʫ ʦʪʯʝʪʦʚ ʜʣʷ ʦʪʜʝʣʴʥʳʭ ʧʨʠʣʦʞʝʥʠʡ ʚ ʧʘʨʘʤʝʪʨʘʭ ʢʦʤʧʦʥʝʥʪʘ ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ 

ʚʪʦʨʞʝʥʠʡ (ʩʤ. ʨʘʟʜʝʣ "ʈʘʙʦʪʘ ʩ ʧʨʘʚʘʤʠ ʧʨʠʣʦʞʝʥʠʡ" ʥʘ ʩʪʨ. 146). 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʤʦʥʠʪʦʨʠʥʛʘ ʨʘʙʦʪʳ ʇʨʝʜʦʪʚʨʘʱʝʥʠʷ ʚʪʦʨʞʝʥʠʷ ʫʯʠʪʳʚʘʡʪʝ ʥʘʛʨʫʟʢʫ ʥʘ ʩʝʪʴ ʧʨʠ 

ʦʪʧʨʘʚʢʝ ʩʦʙʳʪʠʡ ʚ Kaspersky Security Center. ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʚʢʣʶʯʠʪʴ ʩʦʭʨʘʥʝʥʠʝ ʦʪʯʝʪʦʚ ʪʦʣʴʢʦ ʚ 

ʣʦʢʘʣʴʥʦʤ ʞʫʨʥʘʣʝ Kaspersky Endpoint Security. 
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ɿʘʱʠʪʘ ʜʦʩʪʫʧʘ ʢ ʘʫʜʠʦ ʠ ʚʠʜʝʦ 

ɿʣʦʫʤʳʰʣʝʥʥʠʢʠ ʤʦʛʫʪ ʩ ʧʦʤʦʱʴʶ ʩʧʝʮʠʘʣʴʥʳʭ ʧʨʠʣʦʞʝʥʠʡ ʧʳʪʘʪʴʩʷ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʫʩʪʨʦʡʩʪʚʘʤ 

ʟʘʧʠʩʠ ʘʫʜʠʦ ʠ ʚʠʜʝʦ (ʥʘʧʨʠʤʝʨ, ʤʠʢʨʦʬʦʥʳ ʠʣʠ ʚʝʙ-ʢʘʤʝʨʳ). Kaspersky Endpoint Security ʢʦʥʪʨʦʣʠʨʫʝʪ 

ʧʦʣʫʯʝʥʠʝ ʧʨʠʣʦʞʝʥʠʷʤʠ ʘʫʜʠʦʩʠʛʥʘʣʘ ʠ ʚʠʜʝʦʩʠʛʥʘʣʘ ʠ ʟʘʱʠʱʘʝʪ ʜʘʥʥʳʝ ʦʪ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ 

ʧʝʨʝʭʚʘʪʘ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ Kaspersky Endpoint Security ʨʘʟʨʝʰʘʝʪ ʧʦʣʫʯʝʥʠʝ ʘʫʜʠʦʩʠʛʥʘʣʘ ʠ ʚʠʜʝʦʩʠʛʥʘʣʘ ʪʦʣʴʢʦ ʜʣʷ 

ʧʨʠʣʦʞʝʥʠʡ ʠʟ ʛʨʫʧʧʳ ɼʦʚʝʨʝʥʥʳʝ. ʇʨʠʣʦʞʝʥʠʷʤ ʠʟ ʛʨʫʧʧ ʉʣʘʙʳʝ ʦʛʨʘʥʠʯʝʥʠʷ, ʉʠʣʴʥʳʝ ʦʛʨʘʥʠʯʝʥʠʷ ʠ 

ʅʝʜʦʚʝʨʝʥʥʳʝ ʜʦʩʪʫʧ ʢ ʘʫʜʠʦʩʠʛʥʘʣʫ ʠ ʚʠʜʝʦʩʠʛʥʘʣʫ ʟʘʧʨʝʱʝʥ. ɺʳ ʤʦʞʝʪʝ ʚʨʫʯʥʫʶ ʨʘʟʨʝʰʘʪʴ 

ʧʨʠʣʦʞʝʥʠʷʤ ʧʦʣʫʯʘʪʴ ʘʫʜʠʦʩʠʛʥʘʣ ʠ ʚʠʜʝʦʩʠʛʥʘʣ (ʩʤ. ʨʘʟʜʝʣ "ʈʘʙʦʪʘ ʩ ʧʨʘʚʘʤʠ ʧʨʠʣʦʞʝʥʠʡ" ʥʘ 

ʩʪʨ. 146). 

ʆʩʦʙʝʥʥʦʩʪʠ ʟʘʱʠʪʳ ʘʫʜʠʦʩʠʛʥʘʣʘ 

ʌʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ ʟʘʱʠʪʳ ʘʫʜʠʦʩʠʛʥʘʣʘ ʠʤʝʝʪ ʩʣʝʜʫʶʱʠʝ ʦʩʦʙʝʥʥʦʩʪʠ: 

¶ ɼʣʷ ʨʘʙʦʪʳ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʥʝʦʙʭʦʜʠʤʦ, ʯʪʦʙʳ ʙʳʣ ʚʢʣʶʯʝʥ ʢʦʤʧʦʥʝʥʪ ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ 

ʚʪʦʨʞʝʥʠʡ (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ʇʨʝʜʦʪʚʨʘʱʝʥʠʷ ʚʪʦʨʞʝʥʠʡ" ʥʘ ʩʪʨ. 142). 

¶ ɽʩʣʠ ʧʨʠʣʦʞʝʥʠʝ ʥʘʯʘʣʦ ʧʦʣʫʯʘʪʴ ʘʫʜʠʦʩʠʛʥʘʣ ʜʦ ʟʘʧʫʩʢʘ ʢʦʤʧʦʥʝʥʪʘ ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʡ, 

ʪʦ Kaspersky Endpoint Security ʨʘʟʨʝʰʘʝʪ ʧʨʠʣʦʞʝʥʠʶ ʧʦʣʫʯʝʥʠʝ ʘʫʜʠʦʩʠʛʥʘʣʘ ʠ ʥʝ ʧʦʢʘʟʳʚʘʝʪ 

ʥʠʢʘʢʠʭ ʫʚʝʜʦʤʣʝʥʠʡ. 

¶ ɽʩʣʠ ʚʳ ʧʦʤʝʩʪʠʣʠ ʧʨʠʣʦʞʝʥʠʝ ʚ ʛʨʫʧʧʫ ʅʝʜʦʚʝʨʝʥʥʳʝ ʠʣʠ ʉʠʣʴʥʳʝ ʦʛʨʘʥʠʯʝʥʠʷ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ 

ʧʨʠʣʦʞʝʥʠʝ ʥʘʯʘʣʦ ʧʦʣʫʯʘʪʴ ʘʫʜʠʦʩʠʛʥʘʣ, ʪʦ Kaspersky Endpoint Security ʨʘʟʨʝʰʘʝʪ ʧʨʠʣʦʞʝʥʠʶ 

ʧʦʣʫʯʝʥʠʝ ʘʫʜʠʦʩʠʛʥʘʣʘ ʠ ʥʝ ʧʦʢʘʟʳʚʘʝʪ ʥʠʢʘʢʠʭ ʫʚʝʜʦʤʣʝʥʠʡ. 

¶ ʇʨʠ ʠʟʤʝʥʝʥʠʠ ʧʘʨʘʤʝʪʨʦʚ ʜʦʩʪʫʧʘ ʧʨʠʣʦʞʝʥʠʷ ʢ ʫʩʪʨʦʡʩʪʚʘʤ ʟʘʧʠʩʠ ʟʚʫʢʘ (ʥʘʧʨʠʤʝʨ, 

ʧʨʠʣʦʞʝʥʠʶ ʙʳʣʦ ʟʘʧʨʝʱʝʥʦ ʧʦʣʫʯʝʥʠʝ ʘʫʜʠʦʩʠʛʥʘʣʘ (ʩʤ. ʨʘʟʜʝʣ "ʈʘʙʦʪʘ ʩ ʧʨʘʚʘʤʠ ʧʨʠʣʦʞʝʥʠʡ" 

ʥʘ ʩʪʨ. 146)) ʪʨʝʙʫʝʪʩʷ ʧʝʨʝʟʘʧʫʩʢ ʵʪʦʛʦ ʧʨʠʣʦʞʝʥʠʷ, ʯʪʦʙʳ ʦʥʘ ʧʝʨʝʩʪʘʣʘ ʧʦʣʫʯʘʪʴ ʘʫʜʠʦʩʠʛʥʘʣ. 

¶ ʂʦʥʪʨʦʣʴ ʧʦʣʫʯʝʥʠʷ ʘʫʜʠʦʩʠʛʥʘʣʘ ʩ ʫʩʪʨʦʡʩʪʚ ʟʘʧʠʩʠ ʟʚʫʢʘ ʥʝ ʟʘʚʠʩʠʪ ʦʪ ʧʘʨʘʤʝʪʨʦʚ ʜʦʩʪʫʧʘ 

ʧʨʠʣʦʞʝʥʠʡ ʢ ʚʝʙ-ʢʘʤʝʨʝ. 

¶ Kaspersky Endpoint Security ʟʘʱʠʱʘʝʪ ʜʦʩʪʫʧ ʪʦʣʴʢʦ ʢ ʚʩʪʨʦʝʥʥʳʤ ʠ ʚʥʝʰʥʠʤ ʤʠʢʨʦʬʦʥʘʤ. ɼʨʫʛʠʝ 

ʫʩʪʨʦʡʩʪʚʘ ʧʝʨʝʜʘʯʠ ʟʚʫʢʘ ʥʝ ʧʦʜʜʝʨʞʠʚʘʶʪʩʷ. 

¶ Kaspersky Endpoint Security ʥʝ ʛʘʨʘʥʪʠʨʫʝʪ ʟʘʱʠʪʫ ʘʫʜʠʦʩʠʛʥʘʣʘ, ʧʝʨʝʜʘʚʘʝʤʦʛʦ ʩ ʪʘʢʠʭ ʫʩʪʨʦʡʩʪʚ, 

ʢʘʢ DSLR-ʢʘʤʝʨʳ, ʧʦʨʪʘʪʠʚʥʳʝ ʚʠʜʝʦʢʘʤʝʨʳ, ʵʢʰʥ-ʢʘʤʝʨʳ. 

¶ ʇʨʠ ʧʝʨʚʦʤ ʟʘʧʫʩʢʝ ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security ʩ ʤʦʤʝʥʪʘ ʝʝ ʫʩʪʘʥʦʚʢʠ 

ʚʦʩʧʨʦʠʟʚʝʜʝʥʠʝ ʠʣʠ ʟʘʧʠʩʴ ʘʫʜʠʦ ʠ ʚʠʜʝʦ ʤʦʛʫʪ ʙʳʪʴ ʧʨʝʨʚʘʥʳ ʚ ʧʨʠʣʦʞʝʥʠʷʭ ʟʘʧʠʩʠ ʠʣʠ 

ʚʦʩʧʨʦʠʟʚʝʜʝʥʠʷ ʘʫʜʠʦ ʠ ʚʠʜʝʦ. ʕʪʦ ʥʝʦʙʭʦʜʠʤʦ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʚʢʣʶʯʠʣʘʩʴ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ 

ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ ʧʨʠʣʦʞʝʥʠʡ ʢ ʫʩʪʨʦʡʩʪʚʘʤ ʟʘʧʠʩʠ ʟʚʫʢʘ. ʉʠʩʪʝʤʥʘʷ ʩʣʫʞʙʘ ʫʧʨʘʚʣʝʥʠʷ 

ʩʨʝʜʩʪʚʘʤʠ ʨʘʙʦʪʳ ʩʦ ʟʚʫʢʦʤ ʙʫʜʝʪ ʧʝʨʝʟʘʧʫʱʝʥʘ ʧʨʠ ʧʝʨʚʦʤ ʟʘʧʫʩʢʝ ʧʨʠʣʦʞʝʥʠʷ Kaspersky 

Endpoint Security. 

ʆʩʦʙʝʥʥʦʩʪʠ ʜʦʩʪʫʧʘ ʧʨʠʣʦʞʝʥʠʡ ʢ ʚʝʙ-ʢʘʤʝʨʘʤ 

ʌʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ ʟʘʱʠʪʳ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʢʘʤʝʨʝ ʠʤʝʝʪ ʩʣʝʜʫʶʱʠʝ ʦʩʦʙʝʥʥʦʩʪʠ ʠ ʦʛʨʘʥʠʯʝʥʠʷ: 

¶ ʇʨʠʣʦʞʝʥʠʝ ʢʦʥʪʨʦʣʠʨʫʝʪ ʚʠʜʝʦ ʠ ʩʪʘʪʠʯʝʩʢʠʝ ʠʟʦʙʨʘʞʝʥʠʷ, ʧʦʣʫʯʝʥʥʳʝ ʚ ʨʝʟʫʣʴʪʘʪʝ ʦʙʨʘʙʦʪʢʠ 

ʜʘʥʥʳʭ ʚʝʙ-ʢʘʤʝʨʳ. 

¶ ʇʨʠʣʦʞʝʥʠʝ ʢʦʥʪʨʦʣʠʨʫʝʪ ʘʫʜʠʦʩʠʛʥʘʣ, ʝʩʣʠ ʦʥ ʷʚʣʷʝʪʩʷ ʯʘʩʪʴʶ ʚʠʜʝʦʧʦʪʦʢʘ, ʧʦʣʫʯʘʝʤʦʛʦ ʩ ʚʝʙ-

ʢʘʤʝʨʳ. 
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¶ ʇʨʠʣʦʞʝʥʠʝ ʢʦʥʪʨʦʣʠʨʫʝʪ ʪʦʣʴʢʦ ʚʝʙ-ʢʘʤʝʨʳ, ʧʦʜʢʣʶʯʘʝʤʳʝ ʧʦ ʠʥʪʝʨʬʝʡʩʫ USB ʠʣʠ IEEE1394 ʠ 

ʦʪʦʙʨʘʞʘʝʤʳʝ ʚ ɼʠʩʧʝʪʯʝʨʝ ʫʩʪʨʦʡʩʪʚ Windows ʢʘʢ ʋʩʪʨʦʡʩʪʚʘ ʦʙʨʘʙʦʪʢʠ ʠʟʦʙʨʘʞʝʥʠʡ (ʘʥʛʣ. 

Imaging Device). 

¶ Kaspersky Endpoint Security ʧʦʜʜʝʨʞʠʚʘʝʪ ʩʣʝʜʫʶʱʠʝ ʚʝʙ-ʢʘʤʝʨʳ: 

¶ Logitech HD Webcam C270; 

¶ Logitech HD Webcam C310; 

¶ Logitech Webcam C210; 

¶ Logitech Webcam Pro 9000; 

¶ Logitech HD Webcam C525; 

¶ Microsoft LifeCam VX-1000; 

¶ Microsoft LifeCam VX-2000; 

¶ Microsoft LifeCam VX-3000; 

¶ Microsoft LifeCam VX-800; 

¶ Microsoft LifeCam Cinema. 

"ʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦ" ʥʝ ʛʘʨʘʥʪʠʨʫʝʪ ʧʦʜʜʝʨʞʢʫ ʚʝʙ-ʢʘʤʝʨ, ʥʝ ʫʢʘʟʘʥʥʳʭ ʚ ʵʪʦʤ ʩʧʠʩʢʝ. 
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ʆʪʢʘʪ ʚʨʝʜʦʥʦʩʥʳʭ ʜʝʡʩʪʚʠʡ 
ʂʦʤʧʦʥʝʥʪ ʆʪʢʘʪ ʚʨʝʜʦʥʦʩʥʳʭ ʜʝʡʩʪʚʠʡ ʧʦʟʚʦʣʷʝʪ Kaspersky Endpoint Security ʦʪʤʝʥʷʪʴ ʜʝʡʩʪʚʠʷ, 

ʧʨʦʠʟʚʝʜʝʥʥʳʝ ʚʨʝʜʦʥʦʩʥʳʤʠ ʧʨʠʣʦʞʝʥʠʷʤʠ ʚ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ. 

ɺʦ ʚʨʝʤʷ ʦʪʢʘʪʘ ʜʝʡʩʪʚʠʡ ʚʨʝʜʦʥʦʩʥʦʛʦ ʧʨʠʣʦʞʝʥʠʷ ʚ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ Kaspersky Endpoint Security 

ʦʙʨʘʙʘʪʳʚʘʝʪ ʩʣʝʜʫʶʱʠʝ ʪʠʧʳ ʘʢʪʠʚʥʦʩʪʠ ʚʨʝʜʦʥʦʩʥʦʛʦ ʧʨʠʣʦʞʝʥʠʷ: 

¶ ʌʘʡʣʦʚʘʷ ʘʢʪʠʚʥʦʩʪʴ 

Kaspersky Endpoint Security ʚʳʧʦʣʥʷʝʪ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

¶ ʫʜʘʣʷʝʪ ʠʩʧʦʣʥʷʝʤʳʝ ʬʘʡʣʳ, ʩʦʟʜʘʥʥʳʝ ʚʨʝʜʦʥʦʩʥʳʤ ʧʨʠʣʦʞʝʥʠʝʤ (ʥʘ ʚʩʝʭ ʥʦʩʠʪʝʣʷʭ, ʢʨʦʤʝ 

ʩʝʪʝʚʳʭ ʜʠʩʢʦʚ); 

¶ ʫʜʘʣʷʝʪ ʠʩʧʦʣʥʷʝʤʳʝ ʬʘʡʣʳ, ʩʦʟʜʘʥʥʳʝ ʧʨʠʣʦʞʝʥʠʷʤʠ, ʚ ʢʦʪʦʨʳʝ ʚʥʝʜʨʠʣʦʩʴ ʚʨʝʜʦʥʦʩʥʦʝ 

ʧʨʠʣʦʞʝʥʠʝ; 

¶ ʚʦʩʩʪʘʥʘʚʣʠʚʘʝʪ ʠʟʤʝʥʝʥʥʳʝ ʠʣʠ ʫʜʘʣʝʥʥʳʝ ʚʨʝʜʦʥʦʩʥʳʤ ʧʨʠʣʦʞʝʥʠʝʤ ʬʘʡʣʳ. 

ʌʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʬʘʡʣʦʚ ʠʤʝʝʪ ʨʷʜ ʦʛʨʘʥʠʯʝʥʠʡ. 

¶ ʈʝʝʩʪʨʦʚʘʷ ʘʢʪʠʚʥʦʩʪʴ 

Kaspersky Endpoint Security ʚʳʧʦʣʥʷʝʪ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

¶ ʫʜʘʣʷʝʪ ʨʘʟʜʝʣʳ ʠ ʢʣʶʯʠ ʨʝʝʩʪʨʘ, ʩʦʟʜʘʥʥʳʝ ʚʨʝʜʦʥʦʩʥʳʤ ʧʨʠʣʦʞʝʥʠʝʤ; 

¶ ʥʝ ʚʦʩʩʪʘʥʘʚʣʠʚʘʝʪ ʠʟʤʝʥʝʥʥʳʝ ʠʣʠ ʫʜʘʣʝʥʥʳʝ ʚʨʝʜʦʥʦʩʥʳʤ ʧʨʠʣʦʞʝʥʠʝʤ ʨʘʟʜʝʣʳ ʠ ʢʣʶʯʠ 

ʨʝʝʩʪʨʘ. 

¶ ʉʠʩʪʝʤʥʘʷ ʘʢʪʠʚʥʦʩʪʴ 

Kaspersky Endpoint Security ʚʳʧʦʣʥʷʝʪ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

¶ ʟʘʚʝʨʰʘʝʪ ʧʨʦʮʝʩʩʳ, ʢʦʪʦʨʳʝ ʟʘʧʫʩʢʘʣʦ ʚʨʝʜʦʥʦʩʥʦʝ ʧʨʠʣʦʞʝʥʠʝ; 

¶ ʟʘʚʝʨʰʘʝʪ ʧʨʦʮʝʩʩʳ, ʚ ʢʦʪʦʨʳʝ ʚʥʝʜʨʷʣʦʩʴ ʚʨʝʜʦʥʦʩʥʦʝ ʧʨʠʣʦʞʝʥʠʝ; 

¶ ʥʝ ʚʦʟʦʙʥʦʚʣʷʝʪ ʧʨʦʮʝʩʩʳ, ʢʦʪʦʨʳʝ ʦʩʪʘʥʦʚʠʣʦ ʚʨʝʜʦʥʦʩʥʦʝ ʧʨʠʣʦʞʝʥʠʝ. 

¶ ʉʝʪʝʚʘʷ ʘʢʪʠʚʥʦʩʪʴ 

Kaspersky Endpoint Security ʚʳʧʦʣʥʷʝʪ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

¶ ʟʘʧʨʝʱʘʝʪ ʩʝʪʝʚʫʶ ʘʢʪʠʚʥʦʩʪʴ ʚʨʝʜʦʥʦʩʥʦʛʦ ʧʨʠʣʦʞʝʥʠʷ; 

¶ ʟʘʧʨʝʱʘʝʪ ʩʝʪʝʚʫʶ ʘʢʪʠʚʥʦʩʪʴ ʪʝʭ ʧʨʦʮʝʩʩʦʚ, ʚ ʢʦʪʦʨʳʝ ʚʥʝʜʨʷʣʦʩʴ ʚʨʝʜʦʥʦʩʥʦʝ ʧʨʠʣʦʞʝʥʠʝ. 

ʆʪʢʘʪ ʜʝʡʩʪʚʠʡ ʚʨʝʜʦʥʦʩʥʦʛʦ ʧʨʠʣʦʞʝʥʠʷ ʤʦʞʝʪ ʙʳʪʴ ʟʘʧʫʱʝʥ ʢʦʤʧʦʥʝʥʪʦʤ ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ 

(ʩʤ. ʩʪʨ. 156), ɸʥʘʣʠʟ ʧʦʚʝʜʝʥʠʷ (ʥʘ ʩʪʨ. 127) ʠʣʠ ʧʨʠ ʧʦʠʩʢʝ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ (ʩʤ. ʨʘʟʜʝʣ "ʇʦʠʩʢ 

ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ" ʥʘ ʩʪʨ. 65). 

ʆʪʢʘʪ ʜʝʡʩʪʚʠʡ ʚʨʝʜʦʥʦʩʥʦʛʦ ʧʨʠʣʦʞʝʥʠʷ ʟʘʪʨʘʛʠʚʘʝʪ ʩʪʨʦʛʦ ʦʛʨʘʥʠʯʝʥʥʳʡ ʥʘʙʦʨ ʜʘʥʥʳʭ. ʆʪʢʘʪ ʥʝ 

ʦʢʘʟʳʚʘʝʪ ʥʝʛʘʪʠʚʥʦʛʦ ʚʣʠʷʥʠʷ ʥʘ ʨʘʙʦʪʫ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʠ ʮʝʣʦʩʪʥʦʩʪʴ ʠʥʬʦʨʤʘʮʠʠ ʥʘ ʚʘʰʝʤ 

ʢʦʤʧʴʶʪʝʨʝ. 

ʂʘʢ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʢʦʤʧʦʥʝʥʪ ʆʪʢʘʪ ʚʨʝʜʦʥʦʩʥʳʭ ʜʝʡʩʪʚʠʡ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʇʨʦʜʚʠʥʫʪʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʆʪʢʘʪ 

ʚʨʝʜʦʥʦʩʥʳʭ ʜʝʡʩʪʚʠʡ. 
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3. ʀʩʧʦʣʴʟʫʡʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ʆʪʢʘʪ ʚʨʝʜʦʥʦʩʥʳʭ ʜʝʡʩʪʚʠʡ, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ 

ʢʦʤʧʦʥʝʥʪ. 

4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ, ʝʩʣʠ ʆʪʢʘʪ ʚʨʝʜʦʥʦʩʥʳʭ ʜʝʡʩʪʚʠʡ ʚʢʣʶʯʝʥ, Kaspersky Endpoint Security ʙʫʜʝʪ ʦʪʢʘʪʳʚʘʪʴ 

ʜʝʡʩʪʚʠʷ, ʢʦʪʦʨʳʝ ʚʨʝʜʦʥʦʩʥʳʝ ʧʨʠʣʦʞʝʥʠʷ ʩʦʚʝʨʰʠʣʠ ʚ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ. 
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ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ 
ʂʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ ʧʦʟʚʦʣʷʝʪ ʠʟʙʝʞʘʪʴ ʟʘʨʘʞʝʥʠʷ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ ʢʦʤʧʴʶʪʝʨʘ. ʇʦ 

ʫʤʦʣʯʘʥʠʶ ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ ʧʦʩʪʦʷʥʥʦ ʥʘʭʦʜʠʪʩʷ ʚ ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ ʢʦʤʧʴʶʪʝʨʘ. 

ʂʦʤʧʦʥʝʥʪ ʧʨʦʚʝʨʷʝʪ ʬʘʡʣʳ ʥʘ ʚʩʝʭ ʜʠʩʢʘʭ ʢʦʤʧʴʶʪʝʨʘ, ʘ ʪʘʢʞʝ ʥʘ ʧʦʜʢʣʶʯʝʥʥʳʭ ʜʠʩʢʘʭ. ʂʦʤʧʦʥʝʥʪ 

ʦʙʝʩʧʝʯʠʚʘʝʪ ʟʘʱʠʪʫ ʢʦʤʧʴʶʪʝʨʘ ʩ ʧʦʤʦʱʴʶ ʘʥʪʠʚʠʨʫʩʥʳʭ ʙʘʟ, ʦʙʣʘʯʥʦʡ ʩʣʫʞʙʳ Kaspersky Security 

Network (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ Kaspersky Security Network" ʥʘ ʩʪʨ. 122) ʠ 

ʚɻʨʠʩʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ. 

ʂʦʤʧʦʥʝʥʪ ʧʨʦʚʝʨʷʝʪ ʬʘʡʣʳ, ʢ ʢʦʪʦʨʳʤ ʦʙʨʘʱʘʝʪʩʷ ʧʦʣʴʟʦʚʘʪʝʣʴ ʠʣʠ ʧʨʠʣʦʞʝʥʠʝ. ʇʨʠ ʦʙʥʘʨʫʞʝʥʠʠ 

ʚʨʝʜʦʥʦʩʥʦʛʦ ʬʘʡʣʘ Kaspersky Endpoint Security ʙʣʦʢʠʨʫʝʪ ʦʧʝʨʘʮʠʶ ʩ ʬʘʡʣʦʤ. ɼʘʣʝʝ ʧʨʠʣʦʞʝʥʠʝ ʣʝʯʠʪ 

ʠʣʠ ʫʜʘʣʷʝʪ ʚʨʝʜʦʥʦʩʥʳʡ ʬʘʡʣ, ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʥʘʩʪʨʦʡʢʠ ʢʦʤʧʦʥʝʥʪʘ ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ. 

ʇʨʠ ʦʙʨʘʱʝʥʠʠ ʢ ʬʘʡʣʫ, ʩʦʜʝʨʞʠʤʦʝ ʢʦʪʦʨʦʛʦ ʨʘʩʧʦʣʦʞʝʥʦ ʚ ʦʙʣʘʯʥʦʤ ʭʨʘʥʠʣʠʱʝ OneDrive, 

Kaspersky Endpoint Security ʟʘʛʨʫʞʘʝʪ ʠ ʧʨʦʚʝʨʷʝʪ ʩʦʜʝʨʞʠʤʦʝ ʵʪʦʛʦ ʬʘʡʣʘ. 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 
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ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ɿʘʱʠʪʳ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ ʚʢʣʶʯʝʥ ʠ ʨʘʙʦʪʘʝʪ ʚ ʨʝʢʦʤʝʥʜʦʚʘʥʥʦʤ 

ʩʧʝʮʠʘʣʠʩʪʘʤʠ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʨʝʞʠʤʝ. ɼʣʷ ʨʘʙʦʪʳ ɿʘʱʠʪʳ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ ʧʨʠʣʦʞʝʥʠʝ 

Kaspersky Endpoint Security ʧʨʠʤʝʥʷʝʪ ʨʘʟʥʳʝ ʥʘʙʦʨʳ ʥʘʩʪʨʦʝʢ. ʅʘʙʦʨʳ ʥʘʩʪʨʦʝʢ, ʩʦʭʨʘʥʝʥʥʳʝ ʚ 

ʧʨʠʣʦʞʝʥʠʠ, ʥʘʟʳʚʘʶʪʩʷ ʫʨʦʚʥʷʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ: ɺʳʩʦʢʠʡ, ʈʝʢʦʤʝʥʜʫʝʤʳʡ, ʅʠʟʢʠʡ. ʇʘʨʘʤʝʪʨʳ ʫʨʦʚʥʷ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʈʝʢʦʤʝʥʜʫʝʤʳʡ ʩʯʠʪʘʶʪʩʷ ʦʧʪʠʤʘʣʴʥʳʤʠ, ʦʥʠ ʨʝʢʦʤʝʥʜʦʚʘʥʳ ʩʧʝʮʠʘʣʠʩʪʘʤʠ 

"ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" (ʩʤ. ʪʘʙʣʠʮʫ ʥʠʞʝ). ɺʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʦʜʠʥ ʠʟ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʭ ʫʨʦʚʥʝʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʣʠ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʫʨʦʚʥʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ. ʇʦʩʣʝ ʪʦʛʦ ʢʘʢ ʚʳ ʠʟʤʝʥʠʣʠ 

ʧʘʨʘʤʝʪʨʳ ʫʨʦʚʥʷ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʚʳ ʚʩʝʛʜʘ ʤʦʞʝʪʝ ʚʝʨʥʫʪʴʩʷ ʢ ʨʝʢʦʤʝʥʜʫʝʤʳʤ ʧʘʨʘʤʝʪʨʘʤ ʫʨʦʚʥʷ 

ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʂʘʢ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 
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1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ɹʘʟʦʚʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɿʘʱʠʪʘ ʦʪ 

ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ. 

3. ʀʩʧʦʣʴʟʫʡʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ 

ʢʦʤʧʦʥʝʥʪ. 

4. ɽʩʣʠ ʚʳ ʚʢʣʶʯʠʣʠ ʢʦʤʧʦʥʝʥʪ, ʚ ʙʣʦʢʝ ʋʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʳʧʦʣʥʠʪʝ ʦʜʥʦ ʠʟ ʩʣʝʜʫʶʱʠʭ 

ʜʝʡʩʪʚʠʡ: 

¶ ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʧʨʠʤʝʥʠʪʴ ʦʜʠʥ ʠʟ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʭ ʫʨʦʚʥʝʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʚʳʙʝʨʠʪʝ ʝʛʦ ʧʨʠ 

ʧʦʤʦʱʠ ʧʦʣʟʫʥʢʘ: 

¶ ɺʳʩʦʢʠʡ. ʋʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʬʘʡʣʦʚ, ʧʨʠ ʢʦʪʦʨʦʤ ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ 

ʤʘʢʩʠʤʘʣʴʥʦ ʢʦʥʪʨʦʣʠʨʫʝʪ ʚʩʝ ʦʪʢʨʳʚʘʝʤʳʝ, ʩʦʭʨʘʥʷʝʤʳʝ ʠ ʟʘʧʫʩʢʘʝʤʳʝ ʬʘʡʣʳ. 

ʂʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ ʧʨʦʚʝʨʷʝʪ ʚʩʝ ʪʠʧʳ ʬʘʡʣʦʚ ʥʘ ʚʩʝʭ ʞʝʩʪʢʠʭ, ʩʤʝʥʥʳʭ 

ʠ ʩʝʪʝʚʳʭ ʜʠʩʢʘʭ ʢʦʤʧʴʶʪʝʨʘ, ʘ ʪʘʢʞʝ ʘʨʭʠʚʳ, ʫʩʪʘʥʦʚʦʯʥʳʝ ʧʘʢʝʪʳ ʠ ʚʣʦʞʝʥʥʳʝ OLE-

ʦʙʲʝʢʪʳ. 

¶ ʈʝʢʦʤʝʥʜʫʝʤʳʡ. ʋʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʬʘʡʣʦʚ, ʢʦʪʦʨʳʡ ʨʝʢʦʤʝʥʜʦʚʘʥ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 

ʩʧʝʮʠʘʣʠʩʪʘʤʠ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". ʂʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ 

ʧʨʦʚʝʨʷʝʪ ʪʦʣʴʢʦ ʬʘʡʣʳ ʦʧʨʝʜʝʣʝʥʥʳʭ ʬʦʨʤʘʪʦʚ ʥʘ ʚʩʝʭ ʞʝʩʪʢʠʭ, ʩʤʝʥʥʳʭ ʠ ʩʝʪʝʚʳʭ 

ʜʠʩʢʘʭ ʢʦʤʧʴʶʪʝʨʘ, ʘ ʪʘʢʞʝ ʚʣʦʞʝʥʥʳʝ OLE-ʦʙʲʝʢʪʳ, ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ 

ʥʝ ʧʨʦʚʝʨʷʝʪ ʘʨʭʠʚʳ ʠ ʫʩʪʘʥʦʚʦʯʥʳʝ ʧʘʢʝʪʳ. 

¶ ʅʠʟʢʠʡ. ʋʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʬʘʡʣʦʚ, ʧʘʨʘʤʝʪʨʳ ʢʦʪʦʨʦʛʦ ʦʙʝʩʧʝʯʠʚʘʶʪ ʤʘʢʩʠʤʘʣʴʥʫʶ 

ʩʢʦʨʦʩʪʴ ʧʨʦʚʝʨʢʠ. ʂʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ ʧʨʦʚʝʨʷʝʪ ʪʦʣʴʢʦ ʬʘʡʣʳ ʩ 

ʦʧʨʝʜʝʣʝʥʥʳʤʠ ʨʘʩʰʠʨʝʥʠʷʤʠ ʥʘ ʚʩʝʭ ʞʝʩʪʢʠʭ, ʩʤʝʥʥʳʭ ʠ ʩʝʪʝʚʳʭ ʜʠʩʢʘʭ ʢʦʤʧʴʶʪʝʨʘ, 

ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ ʥʝ ʧʨʦʚʝʨʷʝʪ ʩʦʩʪʘʚʥʳʝ ʬʘʡʣʳ. 

¶ ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʥʘʩʪʨʦʠʪʴ ʫʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ, ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ 

ʈʘʩʰʠʨʝʥʥʘʷ ʥʘʩʪʨʦʡʢʘ ʠ ʟʘʜʘʡʪʝ ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ ʢʦʤʧʦʥʝʥʪʘ. 

ɺʳ ʤʦʞʝʪʝ ʚʦʩʩʪʘʥʦʚʠʪʴ ʟʥʘʯʝʥʠʷ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʭ ʫʨʦʚʥʝʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦ ʢʥʦʧʢʝ 

ɺʦʩʩʪʘʥʦʚʠʪʴ ʨʝʢʦʤʝʥʜʫʝʤʳʡ ʫʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

5. ɺ ʙʣʦʢʝ ɼʝʡʩʪʚʠʝ ʧʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʫʛʨʦʟʳ ʚʳʙʝʨʠʪʝ ʚʘʨʠʘʥʪ ʜʝʡʩʪʚʠʷ, ʢʦʪʦʨʦʝ Kaspersky 

Endpoint Security ʚʳʧʦʣʥʷʝʪ ʥʘʜ ʚʨʝʜʦʥʦʩʥʳʤʠ ʦʙʲʝʢʪʘʤʠ: 

¶ ʃʝʯʠʪʴ. ʋʜʘʣʷʪʴ, ʝʩʣʠ ʣʝʯʝʥʠʝ ʥʝʚʦʟʤʦʞʥʦ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʚʘʨʠʘʥʪ ʜʝʡʩʪʚʠʷ, ʪʦ 

ʧʨʠʣʦʞʝʥʠʝ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʳʪʘʝʪʩʷ ʚʳʣʝʯʠʪʴ ʚʩʝ ʦʙʥʘʨʫʞʝʥʥʳʝ ʟʘʨʘʞʝʥʥʳʝ ʬʘʡʣʳ. ɽʩʣʠ 

ʣʝʯʝʥʠʝ ʥʝʚʦʟʤʦʞʥʦ, ʪʦ ʧʨʠʣʦʞʝʥʠʝ ʠʭ ʫʜʘʣʷʝʪ. 

¶ ʃʝʯʠʪʴ. ɹʣʦʢʠʨʦʚʘʪʴ, ʝʩʣʠ ʣʝʯʝʥʠʝ ʥʝʚʦʟʤʦʞʥʦ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʚʘʨʠʘʥʪ ʜʝʡʩʪʚʠʷ, ʪʦ 

Kaspersky Endpoint Security ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʳʪʘʝʪʩʷ ʚʳʣʝʯʠʪʴ ʚʩʝ ʦʙʥʘʨʫʞʝʥʥʳʝ ʟʘʨʘʞʝʥʥʳʝ 

ʬʘʡʣʳ. ɽʩʣʠ ʣʝʯʝʥʠʝ ʥʝʚʦʟʤʦʞʥʦ, ʪʦ Kaspersky Endpoint Security ʜʦʙʘʚʣʷʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦʙ 

ʦʙʥʘʨʫʞʝʥʥʳʭ ʟʘʨʘʞʝʥʥʳʭ ʬʘʡʣʘʭ ʚ ʩʧʠʩʦʢ ʘʢʪʠʚʥʳʭ ʫʛʨʦʟ. 

¶ ɹʣʦʢʠʨʦʚʘʪ.ɹ ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʚʘʨʠʘʥʪ ʜʝʡʩʪʚʠʷ, ʪʦ ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ 

ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʙʣʦʢʠʨʫʝʪ ʟʘʨʘʞʝʥʥʳʝ ʬʘʡʣʳ ʙʝʟ ʧʦʧʳʪʢʠ ʠʭ ʚʳʣʝʯʠʪʴ. 
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¶ ʀʥʬʦʨʤʠʨʦʚʘʪʴ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʚʘʨʠʘʥʪ ʜʝʡʩʪʚʠʷ, ʪʦ ʧʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʟʘʨʘʞʝʥʥʳʭ ʬʘʡʣʦʚ 

Kaspersky Endpoint Security ʜʦʙʘʚʣʷʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʵʪʠʭ ʬʘʡʣʘʭ ʚ ʩʧʠʩʦʢ ʘʢʪʠʚʥʳʭ ʫʛʨʦʟ. 

ʇʝʨʝʜ ʣʝʯʝʥʠʝʤ ʠʣʠ ʫʜʘʣʝʥʠʝʤ ʟʘʨʘʞʝʥʥʦʛʦ ʬʘʡʣʘ ʧʨʠʣʦʞʝʥʠʝ ʬʦʨʤʠʨʫʝʪ ʝʛʦ ʨʝʟʝʨʚʥʫʶ 

ʢʦʧʠʶ ʥʘ ʪʦʪ ʩʣʫʯʘʡ, ʝʩʣʠ ʚʧʦʩʣʝʜʩʪʚʠʠ ʧʦʥʘʜʦʙʠʪʩʷ ʚʦʩʩʪʘʥʦʚʠʪʴ ʬʘʡʣ ʠʣʠ ʧʦʷʚʠʪʩʷ 

ʚʦʟʤʦʞʥʦʩʪʴ ʝʛʦ ʚʳʣʝʯʠʪ ɹ(ʩʤ. ʨʘʟʜʝʣ "ɺʦʩʩʪʘʥʦʚʣʝʥʠʝ ʬʘʡʣʦʚ ʠʟ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ" ʥʘ 

ʩʪʨ. 362). 

6. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ʊʘʙʣʠʮʘ 9. ʇʘʨʘʤʝʪʨʳ ɿʘʱʠʪʳ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ, ʨʝʢʦʤʝʥʜʦʚʘʥʥʳʝ ʩʧʝʮʠʘʣʠʩʪʘʤʠ 
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"ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ", (ʨʝʢʦʤʝʥʜʦʚʘʥʥʳʡ ʫʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ) 
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ʇʘʨʘʤʝʪʨ ɿʥʘʯʝʥʠʝ ʆʧʠʩʘʥʠʝ 

ʊʠʧʳ ʬʘʡʣʦʚ ʌʘʡʣʳ, 

ʧʨʦʚʝʨʷʝʤʳʝ ʧʦ 

ʬʦʨʤʘʪʫ 

ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʧʘʨʘʤʝʪʨ, ʧʨʠʣʦʞʝʥʠʝ ʧʨʦʚʝʨʷʝʪ ʪʦʣʴʢʦ 

ʧʦʪʝʥʮʠʘʣʴʥʦ ʟʘʨʘʞʘʝʤʳʝ ʬʘʡʣʳ. ʇʝʨʝʜ ʥʘʯʘʣʦʤ ʧʦʠʩʢʘ 

ʚʨʝʜʦʥʦʩʥʦʛʦ ʢʦʜʘ ʚ ʬʘʡʣʝ ʚʳʧʦʣʥʷʝʪʩʷ ʘʥʘʣʠʟ ʝʛʦ 

ʚʥʫʪʨʝʥʥʝʛʦ ʟʘʛʦʣʦʚʢʘ ʥʘ ʧʨʝʜʤʝʪ ʬʦʨʤʘʪʘ ʬʘʡʣʘ 

(ʥʘʧʨʠʤʝʨ, TXT, DOC, EXE). ɺ ʧʨʦʮʝʩʩʝ ʧʨʦʚʝʨʢʠ 

ʫʯʠʪʳʚʘʝʪʩʷ ʪʘʢʞʝ ʨʘʩʰʠʨʝʥʠʝ ʬʘʡʣʘ. 

ʕʚʨʠʩʪʠʯʝʩʢʠʡ 

ʘʥʘʣʠʟ 

ʇʦʚʝʨʭʥʦʩʪʥʳʡ ʊʝʭʥʦʣʦʛʠʷ ʦʙʥʘʨʫʞʝʥʠʷ ʫʛʨʦʟ, ʢʦʪʦʨʳʝ ʥʝʚʦʟʤʦʞʥʦ 

ʦʧʨʝʜʝʣʠʪʴ ʩ ʧʦʤʦʱʴʶ ʪʝʢʫʱʝʡ ʚʝʨʩʠʠ ʙʘʟ ʧʨʠʣʦʞʝʥʠʡ 

"ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". ʇʦʟʚʦʣʷʝʪ ʥʘʭʦʜʠʪʴ ʬʘʡʣʳ, 

ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʩʦʜʝʨʞʘʪʴ ʥʝʠʟʚʝʩʪʥʳʡ ʚʠʨʫʩ ʠʣʠ ʥʦʚʫʶ 

ʤʦʜʠʬʠʢʘʮʠʶ ʠʟʚʝʩʪʥʦʛʦ ʚʠʨʫʩʘ. 

ɺʦ ʚʨʝʤʷ ʧʨʦʚʝʨʢʠ ʬʘʡʣʦʚ ʥʘ ʥʘʣʠʯʠʝ ʚʨʝʜʦʥʦʩʥʦʛʦ ʢʦʜʘ 

ʵʚʨʠʩʪʠʯʝʩʢʠʡ ʘʥʘʣʠʟʘʪʦʨ ʚʳʧʦʣʥʷʝʪ ʠʥʩʪʨʫʢʮʠʠ ʚ 

ʠʩʧʦʣʥʷʝʤʳʭ ʬʘʡʣʘʭ. ʂʦʣʠʯʝʩʪʚʦ ʠʥʩʪʨʫʢʮʠʡ, ʢʦʪʦʨʳʝ 

ʚʳʧʦʣʥʷʝʪ ʵʚʨʠʩʪʠʯʝʩʢʠʡ ʘʥʘʣʠʟʘʪʦʨ, ʟʘʚʠʩʠʪ ʦʪ ʟʘʜʘʥʥʦʛʦ 

ʫʨʦʚʥʷ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ. ʋʨʦʚʝʥʴ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ 

ʘʥʘʣʠʟʘ ʦʙʝʩʧʝʯʠʚʘʝʪ ʙʘʣʘʥʩ ʤʝʞʜʫ ʪʱʘʪʝʣʴʥʦʩʪʴʶ ʧʦʠʩʢʘ 

ʥʦʚʳʭ ʫʛʨʦʟ, ʩʪʝʧʝʥʴʶ ʟʘʛʨʫʟʢʠ ʨʝʩʫʨʩʦʚ ʦʧʝʨʘʮʠʦʥʥʦʡ 

ʩʠʩʪʝʤʳ ʠ ʜʣʠʪʝʣʴʥʦʩʪʴʶ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ. 

ʇʨʦʚʝʨʷʪʴ 

ʪʦʣʴʢʦ ʥʦʚʳʝ 

ʠ ʠʟʤʝʥʝʥʥʳʝ 

ʬʘʡʣʳ 

ɺʢʣ ʇʨʦʚʝʨʢʘ ʪʦʣʴʢʦ ʥʦʚʳʭ ʬʘʡʣʦʚ ʠ ʪʝʭ ʬʘʡʣʦʚ, ʢʦʪʦʨʳʝ 

ʠʟʤʝʥʠʣʠʩʴ ʧʦʩʣʝ ʧʨʝʜʳʜʫʱʝʡ ʧʨʦʚʝʨʢʠ. ʕʪʦ ʧʦʟʚʦʣʠʪ 

ʩʦʢʨʘʪʠʪʴ ʚʨʝʤʷ ʚʳʧʦʣʥʝʥʠʷ ʧʨʦʚʝʨʢʠ. ʊʘʢʦʡ ʨʝʞʠʤ 

ʧʨʦʚʝʨʢʠ ʨʘʩʧʨʦʩʪʨʘʥʷʝʪʩʷ ʢʘʢ ʥʘ ʧʨʦʩʪʳʝ, ʪʘʢ ʠ ʥʘ 

ʩʦʩʪʘʚʥʳʝ ʬʘʡʣʳ. 

ʀʩʧʦʣʴʟʦʚʘʪʴ 

ʪʝʭʥʦʣʦʛʠʶ 

iSwift 

ɺʢʣ ʊʝʭʥʦʣʦʛʠʷ, ʧʦʟʚʦʣʷʶʱʘʷ ʫʚʝʣʠʯʠʪʴ ʩʢʦʨʦʩʪʴ ʧʨʦʚʝʨʢʠ ʟʘ 

ʩʯʝʪ ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʥʝʝ ʥʝʢʦʪʦʨʳʭ ʬʘʡʣʦʚ. ʌʘʡʣʳ 

ʠʩʢʣʶʯʘʶʪʩʷ ʠʟ ʧʨʦʚʝʨʢʠ ʧʦ ʩʧʝʮʠʘʣʴʥʦʤʫ ʘʣʛʦʨʠʪʤʫ, 

ʫʯʠʪʳʚʘʶʱʝʤʫ ʜʘʪʫ ʚʳʧʫʩʢʘ ʙʘʟ Kaspersky Endpoint 

Security, ʜʘʪʫ ʧʨʝʜʳʜʫʱʝʡ ʧʨʦʚʝʨʢʠ ʬʘʡʣʘ, ʘ ʪʘʢʞʝ 

ʠʟʤʝʥʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʦʚʝʨʢʠ. ʊʝʭʥʦʣʦʛʠʷ iSwift 

ʷʚʣʷʝʪʩʷ ʨʘʟʚʠʪʠʝʤ ʪʝʭʥʦʣʦʛʠʠ iChecker ʜʣʷ ʬʘʡʣʦʚʦʡ 

ʩʠʩʪʝʤʳ NTFS. 

ʀʩʧʦʣʴʟʦʚʘʪʴ 

ʪʝʭʥʦʣʦʛʠʶ 

iChecker 

ɺʢʣ ʊʝʭʥʦʣʦʛʠʷ, ʧʦʟʚʦʣʷʶʱʘʷ ʫʚʝʣʠʯʠʪʴ ʩʢʦʨʦʩʪʴ ʧʨʦʚʝʨʢʠ ʟʘ 

ʩʯʝʪ ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʥʝʝ ʥʝʢʦʪʦʨʳʭ ʬʘʡʣʦʚ. ʌʘʡʣʳ 

ʠʩʢʣʶʯʘʶʪʩʷ ʠʟ ʧʨʦʚʝʨʢʠ ʧʦ ʩʧʝʮʠʘʣʴʥʦʤʫ ʘʣʛʦʨʠʪʤʫ, 

ʫʯʠʪʳʚʘʶʱʝʤʫ ʜʘʪʫ ʚʳʧʫʩʢʘ ʙʘʟ ʧʨʠʣʦʞʝʥʠʷ Kaspersky 

Endpoint Security, ʜʘʪʫ ʧʨʝʜʳʜʫʱʝʡ ʧʨʦʚʝʨʢʠ ʬʘʡʣʘ, ʘ 

ʪʘʢʞʝ ʠʟʤʝʥʝʥʠʝ ʥʘʩʪʨʦʝʢ ʧʨʦʚʝʨʢʠ. ʊʝʭʥʦʣʦʛʠʷ iChecker 

ʠʤʝʝʪ ʦʛʨʘʥʠʯʝʥʠʝ: ʦʥʘ ʥʝ ʨʘʙʦʪʘʝʪ ʩ ʬʘʡʣʘʤʠ ʙʦʣʴʰʠʭ 

ʨʘʟʤʝʨʦʚ, ʘ ʢʨʦʤʝ ʪʦʛʦ, ʧʨʠʤʝʥʠʤʘ ʪʦʣʴʢʦ ʢ ʬʘʡʣʘʤ ʩ 

ʠʟʚʝʩʪʥʦʡ ʧʨʠʣʦʞʝʥʠʶ ʩʪʨʫʢʪʫʨʦʡ (ʥʘʧʨʠʤʝʨ, ʢ ʬʘʡʣʘʤ 

ʬʦʨʤʘʪʘ EXE, DLL, LNK, TTF, INF, SYS, COM, CHM, ZIP, 

RAR). 

ʇʨʦʚʝʨʷʪʴ 

ʬʘʡʣʳ 

ʦʬʠʩʥʳʭ 

ʬʦʨʤʘʪʦʚ 

ɺʢʣ ʇʨʦʚʝʨʢʘ ʬʘʡʣʦʚ Microsoft Office (DOC, DOCX, XLS, PPT ʠ 

ʜʨʫʛʠʭ). ʂ ʬʘʡʣʘʤ ʦʬʠʩʥʳʭ ʬʦʨʤʘʪʦʚ ʪʘʢʞʝ ʦʪʥʦʩʷʪʩʷ 

OLE-ʦʙʲʝʢʪʳ. Kaspersky Endpoint Security ʧʨʦʚʝʨʷʝʪ ʬʘʡʣʳ 

ʦʬʠʩʥʳʭ ʬʦʨʤʘʪʦʚ, ʨʘʟʤʝʨ ʢʦʪʦʨʳʭ ʤʝʥʴʰʝ 1 ʄɹ, 

ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʩʦʩʪʦʷʥʠʷ ʬʣʘʞʢʘ. 



 

 

 

ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ 

161 

 

 

 

ʇʘʨʘʤʝʪʨ ɿʥʘʯʝʥʠʝ ʆʧʠʩʘʥʠʝ 

ʇʨʦʚʝʨʷʪʴ 

ʬʘʡʣʳ 

ʧʦʯʪʦʚʳʭ 

ʬʦʨʤʘʪʦʚ 

ɺʢʣ ʇʨʦʚʝʨʢʘ ʬʘʡʣʦʚ ʧʦʯʪʦʚʳʭ ʬʦʨʤʘʪʦʚ. ʇʨʠʣʦʞʝʥʠʝ 

ʧʨʦʚʝʨʷʝʪ MSG- ʠ EML-ʬʘʡʣʳ. ʂ ʬʘʡʣʘʤ ʧʦʯʪʦʚʳʭ 

ʬʦʨʤʘʪʦʚ ʪʘʢʞʝ ʦʪʥʦʩʷʪʩʷ OLE-ʦʙʲʝʢʪʳ. Kaspersky 

Endpoint Security ʧʨʦʚʝʨʷʝʪ ʬʘʡʣʳ ʦʬʠʩʥʳʭ ʬʦʨʤʘʪʦʚ, 

ʨʘʟʤʝʨ ʢʦʪʦʨʳʭ ʤʝʥʴʰʝ 1 ʄɹ, ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʩʦʩʪʦʷʥʠʷ 

ʬʣʘʞʢʘ. 

ʈʝʞʠʤ 

ʧʨʦʚʝʨʢʠ 

ʀʥʪʝʣʣʝʢʪʫʘʣʴʥʳʡ ʈʝʞʠʤ ʧʨʦʚʝʨʢʠ, ʧʨʠ ʢʦʪʦʨʦʤ ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ 

ʧʨʦʚʝʨʷʝʪ ʦʙʲʝʢʪ ʥʘ ʦʩʥʦʚʘʥʠʠ ʘʥʘʣʠʟʘ ʦʧʝʨʘʮʠʡ, 

ʚʳʧʦʣʥʷʝʤʳʭ ʥʘʜ ʦʙʲʝʢʪʦʤ. ʅʘʧʨʠʤʝʨ, ʧʨʠ ʨʘʙʦʪʝ ʩ 

ʜʦʢʫʤʝʥʪʦʤ Microsoft Office ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint 

Security ʧʨʦʚʝʨʷʝʪ ʬʘʡʣ ʧʨʠ ʧʝʨʚʦʤ ʦʪʢʨʳʪʠʠ ʠ ʧʨʠ 

ʧʦʩʣʝʜʥʝʤ ʟʘʢʨʳʪʠʠ. ɺʩʝ ʧʨʦʤʝʞʫʪʦʯʥʳʝ ʦʧʝʨʘʮʠʠ 

ʧʝʨʝʟʘʧʠʩʠ ʬʘʡʣʘ ʠʟ ʧʨʦʚʝʨʢʠ ʠʩʢʣʶʯʘʶʪʩʷ. 

ɼʝʡʩʪʚʠʝ ʧʨʠ 

ʦʙʥʘʨʫʞʝʥʠʠ 

ʫʛʨʦʟʳ 

ʃʝʯʠʪʴ. ʋʜʘʣʷʪʴ, 

ʝʩʣʠ ʣʝʯʝʥʠʝ 

ʥʝʚʦʟʤʦʞʥʦ 

ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʚʘʨʠʘʥʪ ʜʝʡʩʪʚʠʷ, ʪʦ ʧʨʠʣʦʞʝʥʠʝ 

ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʳʪʘʝʪʩʷ ʚʳʣʝʯʠʪʴ ʚʩʝ ʦʙʥʘʨʫʞʝʥʥʳʝ 

ʟʘʨʘʞʝʥʥʳʝ ʬʘʡʣʳ. ɽʩʣʠ ʣʝʯʝʥʠʝ ʥʝʚʦʟʤʦʞʥʦ, ʪʦ 

ʧʨʠʣʦʞʝʥʠʝ ʠʭ ʫʜʘʣʷʝʪ. 
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ɸʚʪʦʤʘʪʠʯʝʩʢʘʷ ʧʨʠʦʩʪʘʥʦʚʢʘ ɿʘʱʠʪʳ ʦʪ ʬʘʡʣʦʚʳʭ 
ʫʛʨʦʟ 

ɺʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʘʚʪʦʤʘʪʠʯʝʩʢʫʶ ʧʨʠʦʩʪʘʥʦʚʢʫ ɿʘʱʠʪʳ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ ʚ ʫʢʘʟʘʥʥʦʝ ʚʨʝʤʷ ʠʣʠ ʚʦ 

ʚʨʝʤʷ ʨʘʙʦʪʳ ʩ ʦʧʨʝʜʝʣʝʥʥʳʤʠ ʧʨʠʣʦʞʝʥʠʷʤʠ. 

ʇʨʠʦʩʪʘʥʦʚʢʘ ʨʘʙʦʪʳ ɿʘʱʠʪʳ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ ʧʨʠ ʢʦʥʬʣʠʢʪʝ ʩ ʦʧʨʝʜʝʣʝʥʥʳʤʠ ʧʨʠʣʦʞʝʥʠʷʤʠ 

ʷʚʣʷʝʪʩʷ ʵʢʩʪʨʝʥʥʦʡ ʤʝʨʦʡ. ɽʩʣʠ ʚʦ ʚʨʝʤʷ ʨʘʙʦʪʳ ʢʦʤʧʦʥʝʥʪʘ ʚʦʟʥʠʢʘʶʪ ʢʘʢʠʝ-ʣʠʙʦ ʢʦʥʬʣʠʢʪʳ, 

ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʦʙʨʘʪʠʪʴʩʷ ʚ ʉʣʫʞʙʫ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" 

(https://companyaccount.kaspersky.com). ʉʧʝʮʠʘʣʠʩʪʳ ʧʦʤʦʛʫʪ ʚʘʤ ʥʘʣʘʜʠʪʴ ʩʦʚʤʝʩʪʥʫʶ ʨʘʙʦʪʫ 

ʢʦʤʧʦʥʝʥʪʘ ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ ʩ ʜʨʫʛʠʤʠ ʧʨʠʣʦʞʝʥʠʷʤʠ ʥʘ ʚʘʰʝʤ ʢʦʤʧʴʶʪʝʨʝ. 

Ʒ ʏʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʘʚʪʦʤʘʪʠʯʝʩʢʫʶ ʧʨʠʦʩʪʘʥʦʚʢʫ ʨʘʙʦʪʳ ɿʘʱʠʪʳ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ, 

ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ɹʘʟʦʚʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɿʘʱʠʪʘ ʦʪ 

ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ. 

3. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʈʘʩʰʠʨʝʥʥʘʷ ʥʘʩʪʨʦʡʢʘ. 

4. ɺ ʙʣʦʢʝ ʇʨʠʦʩʪʘʥʦʚʢʘ ɿʘʱʠʪʳ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ ʧʝʨʝʡʜʠʪʝ ʧʦ ʩʩʳʣʢʝ ʇʨʠʦʩʪʘʥʦʚʠʪʴ ɿʘʱʠʪʫ 

ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ. 

5. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʥʘʩʪʨʦʡʪʝ ʧʘʨʘʤʝʪʨʳ ʧʨʠʦʩʪʘʥʦʚʢʠ ʨʘʙʦʪʳ ɿʘʱʠʪʳ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ: 

a. ʅʘʩʪʨʦʡʪʝ ʨʘʩʧʠʩʘʥʠʝ ʘʚʪʦʤʘʪʠʯʝʩʢʦʡ ʧʨʠʦʩʪʘʥʦʚʢʠ ɿʘʱʠʪʳ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ. 

b. ʉʬʦʨʤʠʨʫʡʪʝ ʩʧʠʩʦʢ ʧʨʠʣʦʞʝʥʠʡ, ʚʦ ʚʨʝʤʷ ʨʘʙʦʪʳ ʢʦʪʦʨʳʭ ɿʘʱʠʪʫ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ ʩʣʝʜʫʝʪ 

ʧʨʠʦʩʪʘʥʘʚʣʠʚʘʪʴ. 

6. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
  

 

ʀʟʤʝʥʝʥʠʝ ʜʝʡʩʪʚʠʷ ʢʦʤʧʦʥʝʥʪʘ ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ 
ʫʛʨʦʟ ʥʘʜ ʟʘʨʘʞʝʥʥʳʤʠ ʬʘʡʣʘʤʠ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʳʪʘʝʪʩʷ ʚʳʣʝʯʠʪʴ ʚʩʝ ʦʙʥʘʨʫʞʝʥʥʳʝ 

ʟʘʨʘʞʝʥʥʳʝ ʬʘʡʣʳ. ɽʩʣʠ ʣʝʯʝʥʠʝ ʥʝʚʦʟʤʦʞʥʦ, ʪʦ ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ ʫʜʘʣʷʝʪ ʵʪʠ 

ʬʘʡʣʳ. 

Ʒ ʏʪʦʙʳ ʠʟʤʝʥʠʪʴ ʜʝʡʩʪʚʠʝ ʢʦʤʧʦʥʝʥʪʘ ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ ʥʘʜ ʟʘʨʘʞʝʥʥʳʤʠ 

ʬʘʡʣʘʤʠ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ɹʘʟʦʚʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɿʘʱʠʪʘ ʦʪ 

ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ. 

3. ɺ ʙʣʦʢʝ ɼʝʡʩʪʚʠʝ ʧʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʫʛʨʦʟʳ ʚʳʙʝʨʠʪʝ ʥʫʞʥʳʡ ʚʘʨʠʘʥʪ: 

https://companyaccount.kaspersky.com/
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¶ ʃʝʯʠʪʴ. ʋʜʘʣʷʪʴ, ʝʩʣʠ ʣʝʯʝʥʠʝ ʥʝʚʦʟʤʦʞʥʦ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʚʘʨʠʘʥʪ ʜʝʡʩʪʚʠʷ, ʪʦ 

ʧʨʠʣʦʞʝʥʠʝ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʳʪʘʝʪʩʷ ʚʳʣʝʯʠʪʴ ʚʩʝ ʦʙʥʘʨʫʞʝʥʥʳʝ ʟʘʨʘʞʝʥʥʳʝ ʬʘʡʣʳ. ɽʩʣʠ 

ʣʝʯʝʥʠʝ ʥʝʚʦʟʤʦʞʥʦ, ʪʦ ʧʨʠʣʦʞʝʥʠʝ ʠʭ ʫʜʘʣʷʝʪ. 

¶ ʃʝʯʠʪʴ. ɹʣʦʢʠʨʦʚʘʪʴ, ʝʩʣʠ ʣʝʯʝʥʠʝ ʥʝʚʦʟʤʦʞʥʦ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʚʘʨʠʘʥʪ ʜʝʡʩʪʚʠʷ, ʪʦ 

Kaspersky Endpoint Security ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʳʪʘʝʪʩʷ ʚʳʣʝʯʠʪʴ ʚʩʝ ʦʙʥʘʨʫʞʝʥʥʳʝ ʟʘʨʘʞʝʥʥʳʝ 

ʬʘʡʣʳ. ɽʩʣʠ ʣʝʯʝʥʠʝ ʥʝʚʦʟʤʦʞʥʦ, ʪʦ Kaspersky Endpoint Security ʜʦʙʘʚʣʷʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦʙ 

ʦʙʥʘʨʫʞʝʥʥʳʭ ʟʘʨʘʞʝʥʥʳʭ ʬʘʡʣʘʭ ʚ ʩʧʠʩʦʢ ʘʢʪʠʚʥʳʭ ʫʛʨʦʟ. 

¶ ɹʣʦʢʠʨʦʚʘʪʴ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʚʘʨʠʘʥʪ ʜʝʡʩʪʚʠʷ, ʪʦ ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ 

ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʙʣʦʢʠʨʫʝʪ ʟʘʨʘʞʝʥʥʳʝ ʬʘʡʣʳ ʙʝʟ ʧʦʧʳʪʢʠ ʠʭ ʚʳʣʝʯʠʪʴ. 

ʇʝʨʝʜ ʣʝʯʝʥʠʝʤ ʠʣʠ ʫʜʘʣʝʥʠʝʤ ʟʘʨʘʞʝʥʥʦʛʦ ʬʘʡʣʘ ʧʨʠʣʦʞʝʥʠʝ ʬʦʨʤʠʨʫʝʪ ʝʛʦ ʨʝʟʝʨʚʥʫʶ 

ʢʦʧʠʶ ʥʘ ʪʦʪ ʩʣʫʯʘʡ, ʝʩʣʠ ʚʧʦʩʣʝʜʩʪʚʠʠ ʧʦʥʘʜʦʙʠʪʩʷ ʚʦʩʩʪʘʥʦʚʠʪʴ ʬʘʡʣ ʠʣʠ ʧʦʷʚʠʪʩʷ 

ʚʦʟʤʦʞʥʦʩʪʴ ʝʛʦ ʚʳʣʝʯʠʪʴ (ʩʤ. ʨʘʟʜʝʣ "ɺʦʩʩʪʘʥʦʚʣʝʥʠʝ ʬʘʡʣʦʚ ʠʟ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ" ʥʘ 

ʩʪʨ. 362). 

4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
  

 

ʌʦʨʤʠʨʦʚʘʥʠʝ ʦʙʣʘʩʪʠ ʟʘʱʠʪʳ ʢʦʤʧʦʥʝʥʪʘ ɿʘʱʠʪʘ ʦʪ 
ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ 

ʇʦʜ ʦʙʣʘʩʪʴʶ ʟʘʱʠʪʳ ʧʦʜʨʘʟʫʤʝʚʘʶʪʩʷ ʦʙʲʝʢʪʳ, ʢʦʪʦʨʳʝ ʧʨʦʚʝʨʷʝʪ ʢʦʤʧʦʥʝʥʪ ʚʦ ʚʨʝʤʷ ʩʚʦʝʡ ʨʘʙʦʪʳ. 

ʆʙʣʘʩʪʴ ʟʘʱʠʪʳ ʨʘʟʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʠʤʝʝʪ ʨʘʟʥʳʝ ʩʚʦʡʩʪʚʘ. ʉʚʦʡʩʪʚʘʤʠ ʦʙʣʘʩʪʠ ʟʘʱʠʪʳ ʢʦʤʧʦʥʝʥʪʘ 

ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ ʷʚʣʷʶʪʩʷ ʤʝʩʪʦʧʦʣʦʞʝʥʠʝ ʠ ʪʠʧ ʧʨʦʚʝʨʷʝʤʳʭ ʬʘʡʣʦʚ. ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ ʧʨʦʚʝʨʷʝʪ ʪʦʣʴʢʦ ʧʦʪʝʥʮʠʘʣʴʥʦ ʟʘʨʘʞʘʝʤʳʝ ʬʘʡʣʳ, ʟʘʧʫʩʢʘʝʤʳʝ ʩʦ 

ʚʩʝʭ ʞʝʩʪʢʠʭ, ʩʲʝʤʥʳʭ ʠ ʩʝʪʝʚʳʭ ʜʠʩʢʦʚ ʢʦʤʧʴʶʪʝʨʘ. 

ɺʳʙʠʨʘʷ ʪʠʧ ʧʨʦʚʝʨʷʝʤʳʭ ʬʘʡʣʦʚ, ʥʫʞʥʦ ʫʯʠʪʳʚʘʪʴ ʩʣʝʜʫʶʱʝʝ: 

1. ɺʝʨʦʷʪʥʦʩʪʴ ʚʥʝʜʨʝʥʠʷ ʚʨʝʜʦʥʦʩʥʦʛʦ ʢʦʜʘ ʚ ʬʘʡʣʳ ʥʝʢʦʪʦʨʳʭ ʬʦʨʤʘʪʦʚ ʠ ʝʛʦ ʧʦʩʣʝʜʫʶʱʝʡ 

ʘʢʪʠʚʘʮʠʠ ʥʠʟʢʘ (ʥʘʧʨʠʤʝʨ, ʬʦʨʤʘʪ TXT). ɺ ʪʦ ʞʝ ʚʨʝʤʷ ʩʫʱʝʩʪʚʫʶʪ ʬʦʨʤʘʪʳ ʬʘʡʣʦʚ, ʢʦʪʦʨʳʝ 

ʩʦʜʝʨʞʘʪ ʠʩʧʦʣʥʷʝʤʳʡ ʢʦʜ (ʥʘʧʨʠʤʝʨ, ʬʦʨʤʘʪʳ EXE, DLL). ʊʘʢʞʝ ʠʩʧʦʣʥʷʝʤʳʡ ʢʦʜ ʤʦʛʫʪ 

ʩʦʜʝʨʞʘʪʴ ʬʦʨʤʘʪʳ ʬʘʡʣʦʚ, ʢʦʪʦʨʳʝ ʜʣʷ ʵʪʦʛʦ ʥʝ ʧʨʝʜʥʘʟʥʘʯʝʥʳ (ʥʘʧʨʠʤʝʨ, ʬʦʨʤʘʪ DOC). ʈʠʩʢ 

ʚʥʝʜʨʝʥʠʷ ʚ ʪʘʢʠʝ ʬʘʡʣʳ ʚʨʝʜʦʥʦʩʥʦʛʦ ʢʦʜʘ ʠ ʝʛʦ ʘʢʪʠʚʘʮʠʠ ʚʳʩʦʢ. 

2. ɿʣʦʫʤʳʰʣʝʥʥʠʢ ʤʦʞʝʪ ʦʪʧʨʘʚʠʪʴ ʚʠʨʫʩ ʠʣʠ ʜʨʫʛʦʝ ʧʨʠʣʦʞʝʥʠʝ, ʧʨʝʜʩʪʘʚʣʷʶʱʝʝ ʫʛʨʦʟʫ, ʥʘ ʚʘʰ 

ʢʦʤʧʴʶʪʝʨ ʚ ʠʩʧʦʣʥʷʝʤʦʤ ʬʘʡʣʝ, ʧʝʨʝʠʤʝʥʦʚʘʥʥʦʤ ʚ ʬʘʡʣ ʩ ʨʘʩʰʠʨʝʥʠʝʤ txt. ɽʩʣʠ ʚʳ ʚʳʙʨʘʣʠ 

ʧʨʦʚʝʨʢʫ ʬʘʡʣʦʚ ʧʦ ʨʘʩʰʠʨʝʥʠʶ, ʪʦ ʚ ʧʨʦʮʝʩʩʝ ʧʨʦʚʝʨʢʠ ʧʨʠʣʦʞʝʥʠʝ ʧʨʦʧʫʩʢʘʝʪ ʪʘʢʦʡ ʬʘʡʣ. ɽʩʣʠ 

ʞʝ ʚʳʙʨʘʥʘ ʧʨʦʚʝʨʢʘ ʬʘʡʣʦʚ ʧʦ ʬʦʨʤʘʪʫ, ʪʦ ʚʥʝ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʨʘʩʰʠʨʝʥʠʷ Kaspersky Endpoint 

Security ʘʥʘʣʠʟʠʨʫʝʪ ʟʘʛʦʣʦʚʦʢ ʬʘʡʣʘ. ɽʩʣʠ ʚ ʨʝʟʫʣʴʪʘʪʝ ʚʳʷʩʥʷʝʪʩʷ, ʯʪʦ ʬʘʡʣ ʠʤʝʝʪ ʬʦʨʤʘʪ 

ʠʩʧʦʣʥʷʝʤʦʛʦ ʬʘʡʣʘ (ʥʘʧʨʠʤʝʨ, EXE), ʪʦ ʧʨʠʣʦʞʝʥʠʝ ʧʨʦʚʝʨʷʝʪ ʝʛʦ. 

Ʒ ʏʪʦʙʳ ʩʬʦʨʤʠʨʦʚʘʪʴ ʦʙʣʘʩʪʴ ʟʘʱʠʪʳ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ɹʘʟʦʚʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɿʘʱʠʪʘ ʦʪ 

ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ. 

3. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʈʘʩʰʠʨʝʥʥʘʷ ʥʘʩʪʨʦʡʢʘ. 
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4. ɺ ʙʣʦʢʝ ʊʠʧʳ ʬʘʡʣʦʚ ʫʢʘʞʠʪʝ ʪʠʧ ʬʘʡʣʦʚ, ʢʦʪʦʨʳʝ ʚʳ ʭʦʪʠʪʝ ʧʨʦʚʝʨʷʪʴ ʢʦʤʧʦʥʝʥʪʦʤ ɿʘʱʠʪʘ ʦʪ 

ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ: 

¶ ɺʩʝ ʬʘʡʣʳ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʧʘʨʘʤʝʪʨ, Kaspersky Endpoint Security ʧʨʦʚʝʨʷʝʪ ʚʩʝ ʬʘʡʣʳ ʙʝʟ 

ʠʩʢʣʶʯʝʥʠʷ (ʣʶʙʳʭ ʬʦʨʤʘʪʦʚ ʠ ʨʘʩʰʠʨʝʥʠʡ). 

¶ ʌʘʡʣʳ, ʧʨʦʚʝʨʷʝʤʳʝ ʧʦ ʬʦʨʤʘʪʫ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʧʘʨʘʤʝʪʨ, ʧʨʠʣʦʞʝʥʠʝ ʧʨʦʚʝʨʷʝʪ ʪʦʣʴʢʦ 

ʧʦʪʝʥʮʠʘʣʴʥʦ ʟʘʨʘʞʘʝʤʳʝ ʬʘʡʣʳ. ʇʝʨʝʜ ʥʘʯʘʣʦʤ ʧʦʠʩʢʘ ʚʨʝʜʦʥʦʩʥʦʛʦ ʢʦʜʘ ʚ ʬʘʡʣʝ 

ʚʳʧʦʣʥʷʝʪʩʷ ʘʥʘʣʠʟ ʝʛʦ ʚʥʫʪʨʝʥʥʝʛʦ ʟʘʛʦʣʦʚʢʘ ʥʘ ʧʨʝʜʤʝʪ ʬʦʨʤʘʪʘ ʬʘʡʣʘ (ʥʘʧʨʠʤʝʨ, TXT, 

DOC, EXE). ɺ ʧʨʦʮʝʩʩʝ ʧʨʦʚʝʨʢʠ ʫʯʠʪʳʚʘʝʪʩʷ ʪʘʢʞʝ ʨʘʩʰʠʨʝʥʠʝ ʬʘʡʣʘ. 

¶ ʌʘʡʣʳ, ʧʨʦʚʝʨʷʝʤʳʝ ʧʦ ʨʘʩʰʠʨʝʥʠʶ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʧʘʨʘʤʝʪʨ, ʧʨʠʣʦʞʝʥʠʝ ʧʨʦʚʝʨʷʝʪ 

ʪʦʣʴʢʦ ʧʦʪʝʥʮʠʘʣʴʥʦ ʟʘʨʘʞʘʝʤʳʝ ʬʘʡʣʳ. ʌʦʨʤʘʪ ʬʘʡʣʘ ʦʧʨʝʜʝʣʷʝʪʩʷ ʥʘ ʦʩʥʦʚʘʥʠʠ ʝʛʦ 

ʨʘʩʰʠʨʝʥʠʷ. 

5. ʇʝʨʝʡʜʠʪʝ ʧʦ ʩʩʳʣʢʝ ʀʟʤʝʥʠʪʴ ʦʙʣʘʩʪʴ ʟʘʱʠʪʳ. 

6. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʚʳʙʝʨʠʪʝ ʦʙʲʝʢʪʳ, ʢʦʪʦʨʳʝ ʚʳ ʭʦʪʠʪʝ ʜʦʙʘʚʠʪʴ ʚ ʦʙʣʘʩʪʴ ʟʘʱʠʪʳ ʠʣʠ 

ʠʩʢʣʶʯʠʪʴ ʠʟ ʥʝʝ. 

ɺʳ ʥʝ ʤʦʞʝʪʝ ʫʜʘʣʠʪʴ ʠʣʠ ʠʟʤʝʥʠʪʴ ʦʙʲʝʢʪʳ, ʚʢʣʶʯʝʥʥʳʝ ʚ ʦʙʣʘʩʪʴ ʟʘʱʠʪʳ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

7. ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʜʦʙʘʚʠʪʴ ʥʦʚʳʡ ʦʙʲʝʢʪ ʚ ʦʙʣʘʩʪʴ ʟʘʱʠʪʳ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

a. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

ʆʪʢʨʦʝʪʩʷ ʜʝʨʝʚʦ ʧʘʧʦʢ. 

b. ɺʳʙʝʨʠʪʝ ʦʙʲʝʢʪ ʜʣʷ ʜʦʙʘʚʣʝʥʠʷ ʚ ʦʙʣʘʩʪʴ ʟʘʱʠʪʳ. 

ɺʳ ʤʦʞʝʪʝ ʠʩʢʣʶʯʠʪʴ ʦʙʲʝʢʪ ʠʟ ʧʨʦʚʝʨʢʠ, ʥʝ ʫʜʘʣʷʷ ʝʛʦ ʠʟ ʩʧʠʩʢʘ ʦʙʲʝʢʪʦʚ ʦʙʣʘʩʪʠ ʧʨʦʚʝʨʢʠ. ɼʣʷ 

ʵʪʦʛʦ ʩʥʠʤʠʪʝ ʬʣʘʞʦʢ ʨʷʜʦʤ ʩ ʥʠʤ. 

8. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
  

 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʤʝʪʦʜʦʚ ʧʨʦʚʝʨʢʠ 

ɺʦ ʚʨʝʤʷ ʩʚʦʝʡ ʨʘʙʦʪʳ Kaspersky Endpoint Security ʠʩʧʦʣʴʟʫʝʪ ʤʝʪʦʜ ʧʨʦʚʝʨʢʠ ʄʘʰʠʥʥʦʝ ʦʙʫʯʝʥʠʝ ʠ 

ʩʠʛʥʘʪʫʨʥʳʡ ʘʥʘʣʠʟ. ɺ ʧʨʦʮʝʩʩʝ ʩʠʛʥʘʪʫʨʥʦʛʦ ʘʥʘʣʠʟʘ Kaspersky Endpoint Security ʩʨʘʚʥʠʚʘʝʪ ʥʘʡʜʝʥʥʳʡ 

ʦʙʲʝʢʪ ʩ ʟʘʧʠʩʷʤʠ ʚ ʙʘʟʘʭ ʧʨʠʣʦʞʝʥʠʷ. ɺ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʨʝʢʦʤʝʥʜʘʮʠʷʤʠ ʩʧʝʮʠʘʣʠʩʪʦʚ "ʃʘʙʦʨʘʪʦʨʠʠ 

ʂʘʩʧʝʨʩʢʦʛʦ" ʤʝʪʦʜ ʧʨʦʚʝʨʢʠ ʄʘʰʠʥʥʦʝ ʦʙʫʯʝʥʠʝ ʠ ʩʠʛʥʘʪʫʨʥʳʡ ʘʥʘʣʠʟ ʚʩʝʛʜʘ ʚʢʣʶʯʝʥ. 

ʏʪʦʙʳ ʧʦʚʳʩʠʪʴ ʵʬʬʝʢʪʠʚʥʦʩʪʴ ʟʘʱʠʪʳ, ʚʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʵʚʨʠʩʪʠʯʝʩʢʠʡ ʘʥʘʣʠʟ. ɺʦ ʚʨʝʤʷ ʧʨʦʚʝʨʢʠ 

ʬʘʡʣʦʚ ʥʘ ʥʘʣʠʯʠʝ ʚʨʝʜʦʥʦʩʥʦʛʦ ʢʦʜʘ ʵʚʨʠʩʪʠʯʝʩʢʠʡ ʘʥʘʣʠʟʘʪʦʨ ʚʳʧʦʣʥʷʝʪ ʠʥʩʪʨʫʢʮʠʠ ʚ ʠʩʧʦʣʥʷʝʤʳʭ 

ʬʘʡʣʘʭ. ʂʦʣʠʯʝʩʪʚʦ ʠʥʩʪʨʫʢʮʠʡ, ʢʦʪʦʨʳʝ ʚʳʧʦʣʥʷʝʪ ʵʚʨʠʩʪʠʯʝʩʢʠʡ ʘʥʘʣʠʟʘʪʦʨ, ʟʘʚʠʩʠʪ ʦʪ ʟʘʜʘʥʥʦʛʦ ʫʨʦʚʥʷ 

ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ. ʋʨʦʚʝʥʴ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ ʦʙʝʩʧʝʯʠʚʘʝʪ ʙʘʣʘʥʩ ʤʝʞʜʫ ʪʱʘʪʝʣʴʥʦʩʪʴʶ ʧʦʠʩʢʘ 

ʥʦʚʳʭ ʫʛʨʦʟ, ʩʪʝʧʝʥʴʶ ʟʘʛʨʫʟʢʠ ʨʝʩʫʨʩʦʚ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʠ ʜʣʠʪʝʣʴʥʦʩʪʴʶ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ. 

Ʒ ʏʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ ʚ ʨʘʙʦʪʝ ʢʦʤʧʦʥʝʥʪʘ ɿʘʱʠʪʘ 

ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ɹʘʟʦʚʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɿʘʱʠʪʘ ʦʪ 

ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ. 
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3. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʈʘʩʰʠʨʝʥʥʘʷ ʥʘʩʪʨʦʡʢʘ. 

4. ɺ ʙʣʦʢʝ ʄʝʪʦʜʳ ʧʨʦʚʝʨʢʠ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʕʚʨʠʩʪʠʯʝʩʢʠʡ ʘʥʘʣʠʟ, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ, ʯʪʦʙʳ 

ʧʨʠʣʦʞʝʥʠʝ ʠʩʧʦʣʴʟʦʚʘʣʦ ʵʚʨʠʩʪʠʯʝʩʢʠʡ ʘʥʘʣʠʟ ʜʣʷ ʟʘʱʠʪʳ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ. ɼʘʣʝʝ ʧʨʠ ʧʦʤʦʱʠ 

ʧʦʣʟʫʥʢʘ ʟʘʜʘʡʪʝ ʫʨʦʚʝʥʴ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ: ʇʦʚʝʨʭʥʦʩʪʥʳʡ, ʉʨʝʜʥʠʡ ʠʣʠ ɻʣʫʙʦʢʠʡ. 

5. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
  

 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʪʝʭʥʦʣʦʛʠʡ ʧʨʦʚʝʨʢʠ ʚ ʨʘʙʦʪʝ 
ʢʦʤʧʦʥʝʥʪʘ ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ 

Ʒ ʏʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʪʝʭʥʦʣʦʛʠʡ ʧʨʦʚʝʨʢʠ ʚ ʨʘʙʦʪʝ ʢʦʤʧʦʥʝʥʪʘ ɿʘʱʠʪʘ ʦʪ 

ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ɹʘʟʦʚʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɿʘʱʠʪʘ ʦʪ 

ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ. 

3. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʈʘʩʰʠʨʝʥʥʘʷ ʥʘʩʪʨʦʡʢʘ. 

4. ɺ ʙʣʦʢʝ ʊʝʭʥʦʣʦʛʠʠ ʧʨʦʚʝʨʢʠ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʢʠ ʦʢʦʣʦ ʥʘʟʚʘʥʠʡ ʪʝʭʥʦʣʦʛʠʡ, ʢʦʪʦʨʳʝ ʚʳ ʭʦʪʠʪʝ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʟʘʱʠʪʳ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ: 

¶ ʀʩʧʦʣʴʟʦʚʘʪʴ ʪʝʭʥʦʣʦʛʠʶ iSwift. ʊʝʭʥʦʣʦʛʠʷ, ʧʦʟʚʦʣʷʶʱʘʷ ʫʚʝʣʠʯʠʪʴ ʩʢʦʨʦʩʪʴ ʧʨʦʚʝʨʢʠ ʟʘ 

ʩʯʝʪ ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʥʝʝ ʥʝʢʦʪʦʨʳʭ ʬʘʡʣʦʚ. ʌʘʡʣʳ ʠʩʢʣʶʯʘʶʪʩʷ ʠʟ ʧʨʦʚʝʨʢʠ ʧʦ ʩʧʝʮʠʘʣʴʥʦʤʫ 

ʘʣʛʦʨʠʪʤʫ, ʫʯʠʪʳʚʘʶʱʝʤʫ ʜʘʪʫ ʚʳʧʫʩʢʘ ʙʘʟ Kaspersky Endpoint Security, ʜʘʪʫ ʧʨʝʜʳʜʫʱʝʡ 

ʧʨʦʚʝʨʢʠ ʬʘʡʣʘ, ʘ ʪʘʢʞʝ ʠʟʤʝʥʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʦʚʝʨʢʠ. ʊʝʭʥʦʣʦʛʠʷ iSwift ʷʚʣʷʝʪʩʷ 

ʨʘʟʚʠʪʠʝʤ ʪʝʭʥʦʣʦʛʠʠ iChecker ʜʣʷ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ NTFS. 

¶ ʀʩʧʦʣʴʟʦʚʘʪʴ ʪʝʭʥʦʣʦʛʠʶ iChecker. ʊʝʭʥʦʣʦʛʠʷ, ʧʦʟʚʦʣʷʶʱʘʷ ʫʚʝʣʠʯʠʪʴ ʩʢʦʨʦʩʪʴ ʧʨʦʚʝʨʢʠ 

ʟʘ ʩʯʝʪ ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʥʝʝ ʥʝʢʦʪʦʨʳʭ ʬʘʡʣʦʚ. ʌʘʡʣʳ ʠʩʢʣʶʯʘʶʪʩʷ ʠʟ ʧʨʦʚʝʨʢʠ ʧʦ 

ʩʧʝʮʠʘʣʴʥʦʤʫ ʘʣʛʦʨʠʪʤʫ, ʫʯʠʪʳʚʘʶʱʝʤʫ ʜʘʪʫ ʚʳʧʫʩʢʘ ʙʘʟ ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint 

Security, ʜʘʪʫ ʧʨʝʜʳʜʫʱʝʡ ʧʨʦʚʝʨʢʠ ʬʘʡʣʘ, ʘ ʪʘʢʞʝ ʠʟʤʝʥʝʥʠʝ ʥʘʩʪʨʦʝʢ ʧʨʦʚʝʨʢʠ. ʊʝʭʥʦʣʦʛʠʷ 

iChecker ʠʤʝʝʪ ʦʛʨʘʥʠʯʝʥʠʝ: ʦʥʘ ʥʝ ʨʘʙʦʪʘʝʪ ʩ ʬʘʡʣʘʤʠ ʙʦʣʴʰʠʭ ʨʘʟʤʝʨʦʚ, ʘ ʢʨʦʤʝ ʪʦʛʦ, 

ʧʨʠʤʝʥʠʤʘ ʪʦʣʴʢʦ ʢ ʬʘʡʣʘʤ ʩ ʠʟʚʝʩʪʥʦʡ ʧʨʠʣʦʞʝʥʠʶ ʩʪʨʫʢʪʫʨʦʡ (ʥʘʧʨʠʤʝʨ, ʢ ʬʘʡʣʘʤ ʬʦʨʤʘʪʘ 

EXE, DLL, LNK, TTF, INF, SYS, COM, CHM, ZIP, RAR). 

5. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
 

ʆʧʪʠʤʠʟʘʮʠʷ ʧʨʦʚʝʨʢʠ ʬʘʡʣʦʚ 

ɺʳ ʤʦʞʝʪʝ ʦʧʪʠʤʠʟʠʨʦʚʘʪʴ ʧʨʦʚʝʨʢʫ ʬʘʡʣʦʚ ʢʦʤʧʦʥʝʥʪʦʤ ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ: ʩʦʢʨʘʪʠʪʴ ʚʨʝʤʷ 

ʧʨʦʚʝʨʢʠ ʠ ʫʚʝʣʠʯʠʪʴ ʩʢʦʨʦʩʪʴ ʨʘʙʦʪʳ Kaspersky Endpoint Security. ʕʪʦʛʦ ʤʦʞʥʦ ʜʦʩʪʠʯʴ, ʝʩʣʠ ʧʨʦʚʝʨʷʪʴ 

ʪʦʣʴʢʦ ʥʦʚʳʝ ʬʘʡʣʳ ʠ ʪʝ ʬʘʡʣʳ, ʢʦʪʦʨʳʝ ʠʟʤʝʥʠʣʠʩʴ ʩ ʤʦʤʝʥʪʘ ʠʭ ʧʨʝʜʳʜʫʱʝʛʦ ʘʥʘʣʠʟʘ. ʊʘʢʦʡ ʨʝʞʠʤ 

ʧʨʦʚʝʨʢʠ ʨʘʩʧʨʦʩʪʨʘʥʷʝʪʩʷ ʢʘʢ ʥʘ ʧʨʦʩʪʳʝ, ʪʘʢ ʠ ʥʘ ʩʦʩʪʘʚʥʳʝ ʬʘʡʣʳ. 

ɺʳ ʪʘʢʞʝ ʤʦʞʝʪʝ ʚʢʣʶʯʠʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʪʝʭʥʦʣʦʛʠʡ iChecker ʠ iSwift (ʩʤ. ʨʘʟʜʝʣ "ʀʩʧʦʣʴʟʦʚʘʥʠʝ 

ʪʝʭʥʦʣʦʛʠʡ ʧʨʦʚʝʨʢʠ ʚ ʨʘʙʦʪʝ ʢʦʤʧʦʥʝʥʪʘ ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ" ʥʘ ʩʪʨ. 165), ʢʦʪʦʨʳʝ ʧʦʟʚʦʣʷʶʪ 

ʦʧʪʠʤʠʟʠʨʦʚʘʪʴ ʩʢʦʨʦʩʪʴ ʧʨʦʚʝʨʢʠ ʬʘʡʣʦʚ ʟʘ ʩʯʝʪ ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʧʨʦʚʝʨʢʠ ʬʘʡʣʦʚ, ʥʝ ʠʟʤʝʥʝʥʥʳʭ ʩ 

ʤʦʤʝʥʪʘ ʠʭ ʧʦʩʣʝʜʥʝʡ ʧʨʦʚʝʨʢʠ. 
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Ʒ ʏʪʦʙʳ ʦʧʪʠʤʠʟʠʨʦʚʘʪʴ ʧʨʦʚʝʨʢʫ ʬʘʡʣʦʚ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ɹʘʟʦʚʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɿʘʱʠʪʘ ʦʪ 

ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ. 

3. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʈʘʩʰʠʨʝʥʥʘʷ ʥʘʩʪʨʦʡʢʘ. 

4. ɺ ʙʣʦʢʝ ʆʧʪʠʤʠʟʘʮʠʷ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʇʨʦʚʝʨʷʪʴ ʪʦʣʴʢʦ ʥʦʚʳʝ ʠ ʠʟʤʝʥʝʥʥʳʝ ʬʘʡʣʳ. 

5. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
  

 

ʇʨʦʚʝʨʢʘ ʩʦʩʪʘʚʥʳʭ ʬʘʡʣʦʚ 

ʈʘʩʧʨʦʩʪʨʘʥʝʥʥʦʡ ʧʨʘʢʪʠʢʦʡ ʩʦʢʨʳʪʠʷ ʚʠʨʫʩʦʚ ʠ ʜʨʫʛʠʭ ʧʨʠʣʦʞʝʥʠʡ, ʧʨʝʜʩʪʘʚʣʷʶʱʠʭ ʫʛʨʦʟʫ, ʷʚʣʷʝʪʩʷ 

ʚʥʝʜʨʝʥʠʝ ʠʭ ʚ ʩʦʩʪʘʚʥʳʝ ʬʘʡʣʳ, ʥʘʧʨʠʤʝʨ, ʘʨʭʠʚʳ ʠʣʠ ʙʘʟʳ ʜʘʥʥʳʭ. ʏʪʦʙʳ ʦʙʥʘʨʫʞʠʪʴ ʩʢʨʳʪʳʝ ʪʘʢʠʤ 

ʦʙʨʘʟʦʤ ʚʠʨʫʩʳ ʠ ʜʨʫʛʠʝ ʧʨʠʣʦʞʝʥʠʷ, ʧʨʝʜʩʪʘʚʣʷʶʱʠʝ ʫʛʨʦʟʫ, ʩʦʩʪʘʚʥʦʡ ʬʘʡʣ ʥʫʞʥʦ ʨʘʩʧʘʢʦʚʘʪʴ, ʯʪʦ 

ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʩʥʠʞʝʥʠʶ ʩʢʦʨʦʩʪʠ ʧʨʦʚʝʨʢʠ. ɺʳ ʤʦʞʝʪʝ ʦʛʨʘʥʠʯʠʪʴ ʪʠʧʳ ʧʨʦʚʝʨʷʝʤʳʭ ʩʦʩʪʘʚʥʳʭ 

ʬʘʡʣʦʚ, ʪʘʢʠʤ ʦʙʨʘʟʦʤ ʫʚʝʣʠʯʠʚ ʩʢʦʨʦʩʪʴ ʧʨʦʚʝʨʢʠ. 

ʉʧʦʩʦʙ ʦʙʨʘʙʦʪʢʠ ʟʘʨʘʞʝʥʥʦʛʦ ʩʦʩʪʘʚʥʦʛʦ ʬʘʡʣʘ (ʣʝʯʝʥʠʝ ʠʣʠ ʫʜʘʣʝʥʠʝ) ʟʘʚʠʩʠʪ ʦʪ ʪʠʧʘ ʬʘʡʣʘ. 

ʂʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ ʣʝʯʠʪ ʩʦʩʪʘʚʥʳʝ ʬʘʡʣʳ ʬʦʨʤʘʪʦʚ ZIP, GZIP, BZIP, RAR, TAR, 

ARJ, CAB, LHA, JAR, ICE ʠ ʫʜʘʣʷʝʪ ʬʘʡʣʳ ʚʩʝʭ ʦʩʪʘʣʴʥʳʭ ʬʦʨʤʘʪʦʚ (ʢʨʦʤʝ ʧʦʯʪʦʚʳʭ ʙʘʟ). 

Ʒ ʏʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʧʨʦʚʝʨʢʫ ʩʦʩʪʘʚʥʳʭ ʬʘʡʣʦʚ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ɹʘʟʦʚʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɿʘʱʠʪʘ ʦʪ 

ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ. 

3. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʈʘʩʰʠʨʝʥʥʘʷ ʥʘʩʪʨʦʡʢʘ. 

4. ɺ ʙʣʦʢʝ ʇʨʦʚʝʨʢʘ ʩʦʩʪʘʚʥʳʭ ʬʘʡʣʦʚ ʫʢʘʞʠʪʝ, ʢʘʢʠʝ ʩʦʩʪʘʚʥʳʝ ʬʘʡʣʳ ʚʳ ʭʦʪʠʪʝ ʧʨʦʚʝʨʷʪʴ: 

ʘʨʭʠʚʳ, ʫʩʪʘʥʦʚʦʯʥʳʝ ʧʘʢʝʪʳ, ʬʘʡʣʳ ʧʦʯʪʦʚʳʭ ʠʣʠ ʦʬʠʩʥʳʭ ʬʦʨʤʘʪʦʚ. 

5. ɽʩʣʠ ʨʝʞʠʤ ʧʨʦʚʝʨʢʠ ʪʦʣʴʢʦ ʥʦʚʳʭ ʠ ʠʟʤʝʥʝʥʥʳʭ ʬʘʡʣʦʚ ʚʳʢʣʶʯʝʥ (ʩʤ. ʨʘʟʜʝʣ "ʆʧʪʠʤʠʟʘʮʠʷ 

ʧʨʦʚʝʨʢʠ ʬʘʡʣʦʚ" ʥʘ ʩʪʨ. 165), ʥʘʩʪʨʦʡʪʝ ʧʘʨʘʤʝʪʨʳ ʧʨʦʚʝʨʢʠ ʢʘʞʜʦʛʦ ʪʠʧʘ ʩʦʩʪʘʚʥʳʭ ʬʘʡʣʦʚ: 

ʧʨʦʚʝʨʢʘ ʚʩʝʭ ʬʘʡʣʦʚ ʵʪʦʛʦ ʪʠʧʘ ʠʣʠ ʪʦʣʴʢʦ ʥʦʚʳʭ ʬʘʡʣʦʚ. 

ɽʩʣʠ ʨʝʞʠʤ ʧʨʦʚʝʨʢʠ ʪʦʣʴʢʦ ʥʦʚʳʭ ʠ ʠʟʤʝʥʝʥʥʳʭ ʬʘʡʣʦʚ ʚʢʣʶʯʝʥ, Kaspersky Endpoint Security 

ʧʨʦʚʝʨʷʝʪ ʪʦʣʴʢʦ ʥʦʚʳʝ ʠ ʠʟʤʝʥʝʥʥʳʝ ʬʘʡʣʳ ʚʩʝʭ ʪʠʧʦʚ ʩʦʩʪʘʚʥʳʭ ʬʘʡʣʦʚ. 

6. ʅʘʩʪʨʦʡʪʝ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʧʨʦʚʝʨʢʠ ʩʦʩʪʘʚʥʳʭ ʬʘʡʣʦʚ: 

¶ ʅʝ ʨʘʩʧʘʢʦʚʳʚʘʪʴ ʩʦʩʪʘʚʥʳʝ ʬʘʡʣʳ ʙʦʣʴʰʦʛʦ ʨʘʟʤʝʨʘ. 

ɽʩʣʠ ʬʣʘʞʦʢ ʫʩʪʘʥʦʚʣʝʥ, ʪʦ Kaspersky Endpoint Security ʥʝ ʧʨʦʚʝʨʷʝʪ ʩʦʩʪʘʚʥʳʝ ʬʘʡʣʳ, 

ʨʘʟʤʝʨʳ ʢʦʪʦʨʳʭ ʙʦʣʴʰʝ ʟʘʜʘʥʥʦʛʦ ʟʥʘʯʝʥʠʷ. 

ɽʩʣʠ ʬʣʘʞʦʢ ʩʥʷʪ, Kaspersky Endpoint Security ʧʨʦʚʝʨʷʝʪ ʩʦʩʪʘʚʥʳʝ ʬʘʡʣʳ ʣʶʙʦʛʦ ʨʘʟʤʝʨʘ. 
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Kaspersky Endpoint Security ʧʨʦʚʝʨʷʝʪ ʬʘʡʣʳ ʙʦʣʴʰʠʭ ʨʘʟʤʝʨʦʚ, ʠʟʚʣʝʯʝʥʥʳʝ ʠʟ ʘʨʭʠʚʦʚ, 

ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ, ʫʩʪʘʥʦʚʣʝʥ ʣʠ ʬʣʘʞʦʢ ʅʝ ʨʘʩʧʘʢʦʚʳʚʘʪʴ ʩʦʩʪʘʚʥʳʝ ʬʘʡʣʳ 

ʙʦʣʴʰʦʛʦ ʨʘʟʤʝʨʘ. 

¶ ʈʘʩʧʘʢʦʚʳʚʘʪʴ ʩʦʩʪʘʚʥʳʝ ʬʘʡʣʳ ʚ ʬʦʥʦʚʦʤ ʨʝʞʠʤʝ. 

ɽʩʣʠ ʬʣʘʞʦʢ ʫʩʪʘʥʦʚʣʝʥ, Kaspersky Endpoint Security ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʜʦʩʪʫʧ ʢ ʩʦʩʪʘʚʥʳʤ 

ʬʘʡʣʘʤ, ʨʘʟʤʝʨ ʢʦʪʦʨʳʭ ʧʨʝʚʳʰʘʝʪ ʟʘʜʘʥʥʦʝ ʟʥʘʯʝʥʠʝ, ʜʦ ʧʨʦʚʝʨʢʠ ʵʪʠʭ ʬʘʡʣʦʚ. ʇʨʠ ʵʪʦʤ 

Kaspersky Endpoint Security ʚ ʬʦʥʦʚʦʤ ʨʝʞʠʤʝ ʨʘʩʧʘʢʦʚʳʚʘʝʪ ʠ ʧʨʦʚʝʨʷʝʪ ʩʦʩʪʘʚʥʳʝ ʬʘʡʣʳ. 

Kaspersky Endpoint Security ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʜʦʩʪʫʧ ʢ ʩʦʩʪʘʚʥʳʤ ʬʘʡʣʘʤ, ʨʘʟʤʝʨ ʢʦʪʦʨʳʭ ʤʝʥʴʰʝ 

ʜʘʥʥʦʛʦ ʟʥʘʯʝʥʠʷ, ʪʦʣʴʢʦ ʧʦʩʣʝ ʨʘʩʧʘʢʦʚʢʠ ʠ ʧʨʦʚʝʨʢʠ ʵʪʠʭ ʬʘʡʣʦʚ. 

ɽʩʣʠ ʬʣʘʞʦʢ ʩʥʷʪ, Kaspersky Endpoint Security ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʜʦʩʪʫʧ ʢ ʩʦʩʪʘʚʥʳʤ ʬʘʡʣʘʤ 

ʪʦʣʴʢʦ ʧʦʩʣʝ ʨʘʩʧʘʢʦʚʢʠ ʠ ʧʨʦʚʝʨʢʠ ʬʘʡʣʦʚ ʣʶʙʦʛʦ ʨʘʟʤʝʨʘ. 

7. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
 

ʀʟʤʝʥʝʥʠʝ ʨʝʞʠʤʘ ʧʨʦʚʝʨʢʠ ʬʘʡʣʦʚ 

ʇʦʜ ʨʝʞʠʤʦʤ ʧʨʦʚʝʨʢʠ ʧʦʜʨʘʟʫʤʝʚʘʝʪʩʷ ʫʩʣʦʚʠʝ, ʧʨʠ ʢʦʪʦʨʦʤ ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ ʥʘʯʠʥʘʝʪ 

ʧʨʦʚʝʨʷʪʴ ʬʘʡʣʳ. ʇʦ ʫʤʦʣʯʘʥʠʶ Kaspersky Endpoint Security ʠʩʧʦʣʴʟʫʝʪ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʳʡ ʨʝʞʠʤ ʧʨʦʚʝʨʢʠ 

ʬʘʡʣʦʚ. ʈʘʙʦʪʘʷ ʚ ʵʪʦʤ ʨʝʞʠʤʝ ʧʨʦʚʝʨʢʠ ʬʘʡʣʦʚ, ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ ʧʨʠʥʠʤʘʝʪ ʨʝʰʝʥʠʝ ʦ 

ʧʨʦʚʝʨʢʝ ʬʘʡʣʦʚ ʥʘ ʦʩʥʦʚʘʥʠʠ ʘʥʘʣʠʟʘ ʦʧʝʨʘʮʠʡ, ʢʦʪʦʨʳʝ ʧʦʣʴʟʦʚʘʪʝʣʴ, ʧʨʠʣʦʞʝʥʠʝ ʦʪ ʠʤʝʥʠ ʧʦʣʴʟʦʚʘʪʝʣʷ 

(ʧʦʜ ʫʯʝʪʥʳʤʠ ʜʘʥʥʳʤʠ ʢʦʪʦʨʦʛʦ ʙʳʣ ʦʩʫʱʝʩʪʚʣʝʥ ʚʭʦʜ ʚ ʦʧʝʨʘʮʠʦʥʥʫʶ ʩʠʩʪʝʤʫ ʠʣʠ ʜʨʫʛʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ) 

ʠʣʠ ʦʧʝʨʘʮʠʦʥʥʘʷ ʩʠʩʪʝʤʘ ʚʳʧʦʣʥʷʝʪ ʥʘʜ ʬʘʡʣʘʤʠ. ʅʘʧʨʠʤʝʨ, ʨʘʙʦʪʘʷ ʩ ʜʦʢʫʤʝʥʪʦʤ Microsoft Office Word, 

Kaspersky Endpoint Security ʧʨʦʚʝʨʷʝʪ ʬʘʡʣ ʧʨʠ ʧʝʨʚʦʤ ʦʪʢʨʳʪʠʠ ʠ ʧʨʠ ʧʦʩʣʝʜʥʝʤ ʟʘʢʨʳʪʠʠ. ɺʩʝ 

ʧʨʦʤʝʞʫʪʦʯʥʳʝ ʦʧʝʨʘʮʠʠ ʧʝʨʝʟʘʧʠʩʠ ʬʘʡʣʘ ʠʟ ʧʨʦʚʝʨʢʠ ʠʩʢʣʶʯʘʶʪʩʷ. 

Ʒ ʏʪʦʙʳ ʠʟʤʝʥʠʪʴ ʨʝʞʠʤ ʧʨʦʚʝʨʢʠ ʬʘʡʣʦʚ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ɹʘʟʦʚʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɿʘʱʠʪʘ ʦʪ 

ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ. 

3. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʈʘʩʰʠʨʝʥʥʘʷ ʥʘʩʪʨʦʡʢʘ. 

4. ɺ ʙʣʦʢʝ ʈʝʞʠʤ ʧʨʦʚʝʨʢʠ ʚʳʙʝʨʠʪʝ ʥʫʞʥʳʡ ʨʝʞʠʤ: 

¶ ʀʥʪʝʣʣʝʢʪʫʘʣʴʥʳʡ. ʈʝʞʠʤ ʧʨʦʚʝʨʢʠ, ʧʨʠ ʢʦʪʦʨʦʤ ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ ʧʨʦʚʝʨʷʝʪ 

ʦʙʲʝʢʪ ʥʘ ʦʩʥʦʚʘʥʠʠ ʘʥʘʣʠʟʘ ʦʧʝʨʘʮʠʡ, ʚʳʧʦʣʥʷʝʤʳʭ ʥʘʜ ʦʙʲʝʢʪʦʤ. ʅʘʧʨʠʤʝʨ, ʧʨʠ ʨʘʙʦʪʝ ʩ 

ʜʦʢʫʤʝʥʪʦʤ Microsoft Office ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security ʧʨʦʚʝʨʷʝʪ ʬʘʡʣ ʧʨʠ ʧʝʨʚʦʤ 

ʦʪʢʨʳʪʠʠ ʠ ʧʨʠ ʧʦʩʣʝʜʥʝʤ ʟʘʢʨʳʪʠʠ. ɺʩʝ ʧʨʦʤʝʞʫʪʦʯʥʳʝ ʦʧʝʨʘʮʠʠ ʧʝʨʝʟʘʧʠʩʠ ʬʘʡʣʘ ʠʟ 

ʧʨʦʚʝʨʢʠ ʠʩʢʣʶʯʘʶʪʩʷ. 

¶ ʇʨʠ ʜʦʩʪʫʧʝ ʠ ʠʟʤʝʥʝʥʠʠ. ʈʝʞʠʤ ʧʨʦʚʝʨʢʠ, ʧʨʠ ʢʦʪʦʨʦʤ ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ ʧʨʦʚʝʨʷʝʪ 

ʦʙʲʝʢʪʳ ʧʨʠ ʧʦʧʳʪʢʝ ʠʭ ʦʪʢʨʳʪʴ ʠʣʠ ʠʟʤʝʥʠʪʴ. 

¶ ʇʨʠ ʜʦʩʪʫʧʝ. ʈʝʞʠʤ ʧʨʦʚʝʨʢʠ, ʧʨʠ ʢʦʪʦʨʦʤ ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ ʧʨʦʚʝʨʷʝʪ ʦʙʲʝʢʪʳ 

ʪʦʣʴʢʦ ʧʨʠ ʧʦʧʳʪʢʝ ʠʭ ʦʪʢʨʳʪʴ. 

¶ ʇʨʠ ʚʳʧʦʣʥʝʥʠʠ. ʈʝʞʠʤ ʧʨʦʚʝʨʢʠ, ʧʨʠ ʢʦʪʦʨʦʤ ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ ʧʨʦʚʝʨʷʝʪ ʦʙʲʝʢʪʳ 

ʪʦʣʴʢʦ ʧʨʠ ʧʦʧʳʪʢʝ ʠʭ ʟʘʧʫʩʪʠʪʴ. 

5. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
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ʇʨʦʚʝʨʢʘ ʢʦʥʪʝʡʥʝʨʦʚ 

ʂʦʥʪʝʡʥʝʨ ï ʵʪʦ ʠʟʦʣʠʨʦʚʘʥʥʘʷ ʩʨʝʜʘ, ʛʜʝ ʧʨʠʣʦʞʝʥʠʝ ʤʦʞʝʪ ʨʘʙʦʪʘʪʴ ʙʝʟ ʧʨʷʤʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ 

ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʦʡ. ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʥʪʝʡʥʝʨʦʚ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʩʣʝʜʫʶʱʠʝ ʨʠʩʢʠ: 

¶ ʋʷʟʚʠʤʦʩʪʠ ʚ ʧʨʦʮʝʩʩʝ ʢʦʥʪʝʡʥʝʨʠʟʘʮʠʠ ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤʠ ʜʣʷ 

ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʧʨʠʣʦʞʝʥʠʡ ʚʥʫʪʨʠ ʢʦʥʪʝʡʥʝʨʘ. 

¶ ʅʝʙʝʟʦʧʘʩʥʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ ʢʦʥʪʝʡʥʝʨʥʦʡ ʩʨʝʜʳ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʘ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤʠ 

ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʜʦʩʪʫʧʘ ʢ ʜʘʥʥʳʤ ʢʦʤʧʴʶʪʝʨʘ ʠʣʠ ʥʘʨʫʰʝʥʠʷ ʮʝʣʦʩʪʥʦʩʪʠ 

ʩʠʩʪʝʤʳ. 

¶ ɺʟʣʦʤ ʢʦʥʪʝʡʥʝʨʘ ʤʦʞʝʪ ʧʦʟʚʦʣʠʪʴ ʟʣʦʫʤʳʰʣʝʥʥʠʢʫ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʜʘʥʥʳʤ ʢʦʤʧʴʶʪʝʨʘ. 

¶ ʉʝʪʝʚʳʝ ʫʷʟʚʠʤʦʩʪʠ ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤʠ ʜʣʷ ʧʝʨʝʭʚʘʪʘ ʩʝʪʝʚʦʛʦ 

ʪʨʘʬʠʢʘ. 

Kaspersky Endpoint Security ʧʨʦʚʝʨʷʝʪ ʬʘʡʣʳ ʥʝ ʪʦʣʴʢʦ ʥʘ ʜʠʩʢʘʭ, ʪʦ ʠ ʚʥʫʪʨʠ ʢʦʥʪʝʡʥʝʨʦʚ. ʊʦ ʝʩʪʴ 

Kaspersky Endpoint Security ʷʚʣʷʝʪʩʷ ʚʥʝʰʥʠʤ ʠʥʩʪʨʫʤʝʥʪʦʤ ʜʣʷ ʦʙʥʘʨʫʞʝʥʠʷ ʚʨʝʜʦʥʦʩʥʦʡ ʘʢʪʠʚʥʦʩʪʠ 

ʚʥʫʪʨʠ ʢʦʥʪʝʡʥʝʨʦʚ. ʕʪʦ ʧʦʟʚʦʣʷʝʪ ʩʦʭʨʘʥʠʪʴ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ ʢʦʥʪʝʡʥʝʨʦʚ ʠ ʠʟʙʝʞʘʪʴ ʢʦʥʬʣʠʢʪʦʚ ʩ 

ʜʨʫʛʠʤʠ ʧʨʠʣʦʞʝʥʠʷʤʠ ʚʥʫʪʨʠ ʢʦʥʪʝʡʥʝʨʘ. ʋʩʪʘʥʦʚʢʘ ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security ʚʥʫʪʨʴ 

ʢʦʥʪʝʡʥʝʨʘ ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ. 

ʂʨʦʤʝ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʥʪʝʡʥʝʨʦʚ, Kaspersky Endpoint Security ʧʦʟʚʦʣʷʝʪ ʫʧʨʘʚʣʷʪʴ ʨʘʙʦʪʦʡ 

ʧʨʠʣʦʞʝʥʠʡ ʚʥʫʪʨʠ ʢʦʥʪʝʡʥʝʨʦʚ ʩ ʧʦʤʦʱʴʶ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ (ʩʤ. ʨʘʟʜʝʣ "ʂʦʥʪʨʦʣʴ ʧʨʠʣʦʞʝʥʠʡ" ʥʘ 

ʩʪʨ. 216). ʅʘʩʪʨʦʡʢʘ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʷ ʜʣʷ ʢʦʥʪʝʡʥʝʨʦʚ ʥʝ ʦʪʣʠʯʘʝʪʩʷ ʦʪ ʥʘʩʪʨʦʡʢʠ ʢʦʤʧʦʥʝʥʪʘ ʜʣʷ 

ʧʨʠʣʦʞʝʥʠʡ, ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʥʘ ʢʦʤʧʴʶʪʝʨʝ. ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ (ʥʘ ʩʪʨ. 307) ʪʘʢʞʝ 

ʧʦʜʜʝʨʞʠʚʘʝʪ ʢʦʥʪʝʡʥʝʨʳ. 

ʊʨʝʙʦʚʘʥʠʷ ʢ ʢʦʥʪʝʡʥʝʨʘʤ 

¶ ʂʦʥʪʝʡʥʝʨ ʩʦʟʜʘʥ ʥʘ ʧʣʘʪʬʦʨʤʝ Docker. ɼʨʫʛʠʝ ʩʨʝʜʩʪʚʘ ʢʦʥʪʝʡʥʝʨʠʟʘʮʠʠ ʥʝ ʧʦʜʜʝʨʞʠʚʘʶʪʩʷ. 

¶ ʂʦʥʪʝʡʥʝʨ ʟʘʧʫʱʝʥ ʚ ʨʝʞʠʤʝ ʠʟʦʣʷʮʠʠ ʧʨʦʮʝʩʩʦʚ. ʈʝʞʠʤ ʠʟʦʣʷʮʠʠ Hyper-V ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ. 

¶ ʂʦʥʪʝʡʥʝʨ ʨʘʩʧʦʣʦʞʝʥ ʥʘ ʩʝʨʚʝʨʝ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ Windows Server 2016, 2019 ʠʣʠ 2022 (Docker Host). 

¶ ʂʦʥʪʝʡʥʝʨ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʦʙʨʘʟ Windows (Docker Image). ʆʉ Windows 10 ʠ 11 ʥʝ ʧʦʜʜʝʨʞʠʚʘʶʪʩʷ. 

ʆʙʨʘʟʳ Linux ʥʝ ʧʦʜʜʝʨʞʠʚʘʶʪʩʷ. 

¶ ʅʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʧʨʦʚʝʨʢʘ ʢʦʥʪʝʡʥʝʨʦʚ ʟʘʧʫʱʝʥʥʳʭ ʚ ʨʝʞʠʤʝ WSL2 ï Windows Subsystem for 

Linux v2 (Docker Wine). 

ɼʝʡʩʪʚʠʝ ʧʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʫʛʨʦʟʳ 

ʇʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʫʛʨʦʟʳ ʚʥʫʪʨʠ ʢʦʥʪʝʡʥʝʨʘ, ʧʨʠʣʦʞʝʥʠʝ ʧʨʠʤʝʥʷʝʪ ʜʝʡʩʪʚʠʝ, ʚʳʙʨʘʥʥʦʝ ʜʣʷ ʢʦʤʧʦʥʝʥʪʘ 

ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ (ʩʤ. ʨʘʟʜʝʣ "ʀʟʤʝʥʝʥʠʝ ʜʝʡʩʪʚʠʷ ʢʦʤʧʦʥʝʥʪʘ ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ ʥʘʜ 

ʟʘʨʘʞʝʥʥʳʤʠ ʬʘʡʣʘʤʠ" ʥʘ ʩʪʨ. 162). ʊʘʢʞʝ ʧʨʦʚʝʨʢʘ ʢʦʥʪʝʡʥʝʨʦʚ ʠʤʝʝʪ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ (ʩʤ. 

ʠʥʩʪʨʫʢʮʠʶ ʥʠʞʝ). ʇʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʫʛʨʦʟʳ, ʧʨʠʣʦʞʝʥʠʝ ʙʣʦʢʠʨʫʝʪ ʚʨʝʜʦʥʦʩʥʫʶ ʘʢʪʠʚʥʦʩʪʴ ʠ ʚʳʧʦʣʥʷʝʪ 

ʚʳʙʨʘʥʥʦʝ ʜʝʡʩʪʚʠʝ (ʥʘʧʨʠʤʝʨ, ʧʳʪʘʝʪʩʷ ʚʳʣʝʯʠʪʴ ʦʙʲʝʢʪ). Kaspersky Endpoint Security ʤʦʞʝʪ ʦʩʪʘʥʦʚʠʪʴ 

ʢʦʥʪʝʡʥʝʨ, ʝʩʣʠ ʚʳʣʝʯʠʪʴ ʦʙʥʘʨʫʞʝʥʥʳʡ ʦʙʲʝʢʪ ʥʝ ʫʜʘʣʦʩʴ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʬʫʥʢʮʠʷ ʦʩʪʘʥʦʚʢʠ 

ʢʦʥʪʝʡʥʝʨʦʚ ʚʳʢʣʶʯʝʥʘ. 

ʂʘʢ ʥʘʩʪʨʦʠʪʴ ʧʨʦʚʝʨʢʫ ʢʦʥʪʝʡʥʝʨʦʚ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ɹʘʟʦʚʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɿʘʱʠʪʘ ʦʪ 

ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ. 
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3. ɺ ʙʣʦʢʝ ʇʨʦʚʝʨʢʘ ʬʘʡʣʦʚʳʭ ʦʧʝʨʘʮʠʡ, ʠʩʧʦʣʥʷʝʤʳʭ ʚ ʢʦʥʪʝʡʥʝʨʘʭ Windows ʥʘʩʪʨʦʡʪʝ 

ʧʘʨʘʤʝʪʨʳ ʧʨʦʚʝʨʢʠ ʢʦʥʪʝʡʥʝʨʦʚ: 

¶ ʆʩʪʘʥʘʚʣʠʚʘʪʴ ʢʦʥʪʝʡʥʝʨ, ʝʩʣʠ ʣʝʯʝʥʠʝ ʥʝʚʦʟʤʦʞʥʦ. ʋ ʧʨʠʣʦʞʝʥʠʷ ʤʦʞʝʪ ʥʝ ʙʳʪʴ ʧʨʘʚ ʥʘ 

ʯʪʝʥʠʝ ʠ ʟʘʧʠʩʴ ʦʙʥʘʨʫʞʝʥʥʦʛʦ ʦʙʲʝʢʪʘ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʚʳʣʝʯʠʪʴ ʠʣʠ ʫʜʘʣʠʪʴ ʦʙʥʘʨʫʞʝʥʥʳʡ 

ʦʙʲʝʢʪ ʥʝʚʦʟʤʦʞʥʦ. ɽʩʣʠ ʬʣʘʞʦʢ ʫʩʪʘʥʦʚʣʝʥ, ʧʨʠʣʦʞʝʥʠʝ ʙʣʦʢʠʨʫʝʪ ʦʙʥʘʨʫʞʝʥʥʳʡ ʦʙʲʝʢʪ ʠ 

ʦʩʪʘʥʘʚʣʠʚʘʝʪ ʢʦʥʪʝʡʥʝʨ. ɽʩʣʠ ʬʣʘʞʦʢ ʩʥʷʪ, ʧʨʠʣʦʞʝʥʠʝ ʪʦʣʴʢʦ ʙʣʦʢʠʨʫʝʪ ʦʙʥʘʨʫʞʝʥʥʳʡ 

ʦʙʲʝʢʪ. 

¶ ʅʝ ʧʨʦʚʝʨʷʪʴ ʬʘʡʣʦʚʳʝ ʦʧʝʨʘʮʠʠ, ʠʩʧʦʣʥʷʝʤʳʝ ʚ ʢʦʥʪʝʡʥʝʨʘʭ Windows. ɽʩʣʠ ʬʣʘʞʦʢ 

ʫʩʪʘʥʦʚʣʝʥ, ʧʨʠʣʦʞʝʥʠʝ ʧʨʦʚʝʨʷʝʪ ʢʦʥʪʝʡʥʝʨ ʪʦʣʴʢʦ ʧʨʠ ʟʘʧʫʩʢʝ ʢʦʥʪʝʡʥʝʨʘ. ɽʩʣʠ ʬʣʘʞʦʢ 

ʩʥʷʪ, ʧʨʠʣʦʞʝʥʠʝ ʧʨʦʚʝʨʷʝʪ ʢʦʥʪʝʡʥʝʨ ʧʦʩʪʦʷʥʥʦ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ. 

4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
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ɿʘʱʠʪʘ ʦʪ ʚʝʙ-ʫʛʨʦʟ 
ʂʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʚʝʙ-ʫʛʨʦʟ ʧʨʝʜʦʪʚʨʘʱʘʝʪ ʟʘʛʨʫʟʢʫ ʚʨʝʜʦʥʦʩʥʳʭ ʬʘʡʣʦʚ ʠʟ ʠʥʪʝʨʥʝʪʘ, ʘ ʪʘʢʞʝ 

ʙʣʦʢʠʨʫʝʪ ʚʨʝʜʦʥʦʩʥʳʝ ʠ ʬʠʰʠʥʛʦʚʳʝ ʚʝʙ-ʩʘʡʪʳ. ʂʦʤʧʦʥʝʥʪ ʦʙʝʩʧʝʯʠʚʘʝʪ ʟʘʱʠʪʫ ʢʦʤʧʴʶʪʝʨʘ ʩ ʧʦʤʦʱʴʶ 

ʘʥʪʠʚʠʨʫʩʥʳʭ ʙʘʟ, ʦʙʣʘʯʥʦʡ ʩʣʫʞʙʳ Kaspersky Security Network (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ Kaspersky Security Network" ʥʘ ʩʪʨ. 122) ʠ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ. 

Kaspersky Endpoint Security ʧʨʦʚʝʨʷʝʪ HTTP-, HTTPS- ʠ FTP-ʪʨʘʬʠʢ. Kaspersky Endpoint Security ʧʨʦʚʝʨʷʝʪ 

URL- ʠ IP-ʘʜʨʝʩʘ. 

ɼʣʷ ʨʘʙʦʪʳ ɺʝʙ-ʂʦʥʪʨʦʣʷ ʥʝʦʙʭʦʜʠʤʦ ʚʳʧʦʣʥʠʪʴ ʧʝʨʚʦʥʘʯʘʣʴʥʫʶ ʥʘʩʪʨʦʡʢʫ ʧʨʠʣʦʞʝʥʠʷ: 

¶ ɼʣʷ ʢʦʥʪʨʦʣʷ HTTPS-ʪʨʘʬʠʢʘ ʥʫʞʥʦ ʚʢʣʶʯʠʪʴ ʧʨʦʚʝʨʢʫ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ (ʩʤ. ʨʘʟʜʝʣ 

"ɺʢʣʶʯʝʥʠʝ ʧʨʦʚʝʨʢʠ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ" ʥʘ ʩʪʨ. 205) (ʧʦ ʫʤʦʣʯʘʥʠʶ ʧʨʦʚʝʨʢʘ ʚʢʣʶʯʝʥʘ). 

¶ ɺʳʙʝʨʠʪʝ ʧʦʨʪʳ, ʢʦʪʦʨʳʝ Kaspersky Endpoint Security ʙʫʜʝʪ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ (ʩʤ. ʨʘʟʜʝʣ "ʂʦʥʪʨʦʣʴ 

ʩʝʪʝʚʳʭ ʧʦʨʪʦʚ" ʥʘ ʩʪʨ. 303). ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʨʠʣʦʞʝʥʠʝ ʢʦʥʪʨʦʣʠʨʫʝʪ ʚʩʝ ʧʦʨʪʳ. 

¶ ɺʳʙʝʨʠʪʝ ʧʨʠʣʦʞʝʥʠʷ, ʪʨʘʬʠʢ ʢʦʪʦʨʳʭ ʙʫʜʝʪ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ Kaspersky Endpoint Security (ʩʤ. 

ʨʘʟʜʝʣ "ʌʦʨʤʠʨʦʚʘʥʠʝ ʩʧʠʩʢʘ ʧʨʠʣʦʞʝʥʠʡ, ʜʣʷ ʢʦʪʦʨʳʭ ʢʦʥʪʨʦʣʠʨʫʶʪʩʷ ʚʩʝ ʩʝʪʝʚʳʝ ʧʦʨʪʳ" ʥʘ 

ʩʪʨ. 305). ʆʩʥʦʚʥʳʝ ʙʨʘʫʟʝʨʳ ʫʞʝ ʜʦʙʘʚʣʝʥʳ ʚ ʩʧʠʩʦʢ, ʨʝʢʦʤʝʥʜʦʚʘʥʥʳʡ "ʃʘʙʦʨʘʪʦʨʠʝʡ 

ʂʘʩʧʝʨʩʢʦʛʦ". ɽʩʣʠ ʚʘʰʝʛʦ ʙʨʘʫʟʝʨʘ ʥʝʪ ʚ ʩʧʠʩʢʝ, ʜʦʙʘʚʴʪʝ ʧʨʠʣʦʞʝʥʠʝ ʚʨʫʯʥʫʶ. 

¶ ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʚʥʝʜʨʠʪʴ ʚ ʪʨʘʬʠʢ ʩʢʨʠʧʪ ʜʣʷ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʚʝʙ-ʩʪʨʘʥʠʮʘʤʠ (ʩʤ. ʨʘʟʜʝʣ 

"ʄʦʥʠʪʦʨʠʥʛ ʘʢʪʠʚʥʦʩʪʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ ʠʥʪʝʨʥʝʪʝ" ʥʘ ʩʪʨ. 292). ʉʢʨʠʧʪ ʧʦʟʚʦʣʷʝʪ ʨʝʛʠʩʪʨʠʨʦʚʘʪʴ 

ʩʦʙʳʪʠʷ ʨʘʙʦʪʳ ɺʝʙ-ʂʦʥʪʨʦʣʷ ʜʣʷ ʞʫʨʥʘʣʘ ʩʦʙʳʪʠʡ ʧʨʠʣʦʞʝʥʠʷ, ʞʫʨʥʘʣʘ ʩʦʙʳʪʠʡ ʆʉ, ʦʪʯʝʪʦʚ 

(ʩʤ. ʨʘʟʜʝʣ "ʈʘʙʦʪʘ ʩ ʦʪʯʝʪʘʤʠ" ʥʘ ʩʪʨ. 373). 

ʇʨʠ ʧʦʧʳʪʢʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʦʪʢʨʳʪʴ ʚʨʝʜʦʥʦʩʥʳʡ ʠʣʠ ʬʠʰʠʥʛʦʚʳʡ ʚʝʙ-ʩʘʡʪ, Kaspersky Endpoint Security 

ʟʘʙʣʦʢʠʨʫʝʪ ʜʦʩʪʫʧ ʠ ʧʦʢʘʞʝʪ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ (ʩʤ. ʨʠʩ. ʥʠʞʝ). 
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ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ɿʘʱʠʪʳ ʦʪ ʚʝʙ-ʫʛʨʦʟ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʚʝʙ-ʫʛʨʦʟ ʚʢʣʶʯʝʥ ʠ ʨʘʙʦʪʘʝʪ ʚ ʨʝʢʦʤʝʥʜʦʚʘʥʥʦʤ ʩʧʝʮʠʘʣʠʩʪʘʤʠ 

"ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʨʝʞʠʤʝ. ɼʣʷ ʨʘʙʦʪʳ ɿʘʱʠʪʳ ʦʪ ʚʝʙ-ʫʛʨʦʟ ʧʨʠʣʦʞʝʥʠʝ ʧʨʠʤʝʥʷʝʪ ʨʘʟʥʳʝ 

ʥʘʙʦʨʳ ʥʘʩʪʨʦʝʢ. ʅʘʙʦʨʳ ʥʘʩʪʨʦʝʢ, ʩʦʭʨʘʥʝʥʥʳʝ ʚ ʧʨʠʣʦʞʝʥʠʠ, ʥʘʟʳʚʘʶʪʩʷ ʫʨʦʚʥʷʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ: 

ɺʳʩʦʢʠʡ, ʈʝʢʦʤʝʥʜʫʝʤʳʡ, ʅʠʟʢʠʡ. ʇʘʨʘʤʝʪʨʳ ʫʨʦʚʥʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʝʙ-ʪʨʘʬʠʢʘ ʈʝʢʦʤʝʥʜʫʝʤʳʡ 

ʩʯʠʪʘʶʪʩʷ ʦʧʪʠʤʘʣʴʥʳʤʠ, ʦʥʠ ʨʝʢʦʤʝʥʜʦʚʘʥʳ ʩʧʝʮʠʘʣʠʩʪʘʤʠ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" (ʩʤ. ʪʘʙʣʠʮʫ 

ʥʠʞʝ). ɺʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʦʜʠʥ ʠʟ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʭ ʫʨʦʚʥʝʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʝʙ-ʪʨʘʬʠʢʘ, ʧʦʣʫʯʘʝʤʳʭ 

ʠʣʠ ʧʝʨʝʜʘʚʘʝʤʳʭ ʧʦ ʧʨʦʪʦʢʦʣʘʤ HTTP ʠ FTP, ʠʣʠ ʥʘʩʪʨʦʠʪʴ ʫʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʝʙ-

ʪʨʘʬʠʢʘ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ. ʇʦʩʣʝ ʪʦʛʦ ʢʘʢ ʚʳ ʠʟʤʝʥʠʣʠ ʧʘʨʘʤʝʪʨʳ ʫʨʦʚʥʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʝʙ-ʪʨʘʬʠʢʘ, ʚʳ 

ʚʩʝʛʜʘ ʤʦʞʝʪʝ ʚʝʨʥʫʪʴʩʷ ʢ ʨʝʢʦʤʝʥʜʫʝʤʳʤ ʧʘʨʘʤʝʪʨʘʤ ʫʨʦʚʥʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʝʙ-ʪʨʘʬʠʢʘ. 
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ɺʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʠʣʠ ʥʘʩʪʨʦʠʪʴ ʫʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʪʦʣʴʢʦ ʚ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ (MMC) 

ʠʣʠ ʚ ʣʦʢʘʣʴʥʦʤ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ. ɺʳʙʨʘʪʴ ʠʣʠ ʥʘʩʪʨʦʠʪʴ ʫʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ Web 

Console ʥʝʚʦʟʤʦʞʥʦ. 

ʂʘʢ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʚʝʙ-ʫʛʨʦʟ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ɹʘʟʦʚʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɿʘʱʠʪʘ ʦʪ ʚʝʙ-

ʫʛʨʦʟ. 

3. ʀʩʧʦʣʴʟʫʡʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ɿʘʱʠʪʘ ʦʪ ʚʝʙ-ʫʛʨʦʟ, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʢʦʤʧʦʥʝʥʪ. 

4. ɽʩʣʠ ʚʳ ʚʢʣʶʯʠʣʠ ʢʦʤʧʦʥʝʥʪ, ʚ ʙʣʦʢʝ ʋʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʳʧʦʣʥʠʪʝ ʦʜʥʦ ʠʟ ʩʣʝʜʫʶʱʠʭ 

ʜʝʡʩʪʚʠʡ: 

¶ ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʧʨʠʤʝʥʠʪʴ ʦʜʠʥ ʠʟ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʭ ʫʨʦʚʥʝʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʚʳʙʝʨʠʪʝ ʝʛʦ ʧʨʠ 

ʧʦʤʦʱʠ ʧʦʣʟʫʥʢʘ: 

¶ ɺʳʩʦʢʠʡ. ʋʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʝʙ-ʪʨʘʬʠʢʘ, ʧʨʠ ʢʦʪʦʨʦʤ ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʚʝʙ-ʫʛʨʦʟ 

ʤʘʢʩʠʤʘʣʴʥʦ ʧʨʦʚʝʨʷʝʪ ʚʝʙ-ʪʨʘʬʠʢ, ʧʦʩʪʫʧʘʶʱʠʡ ʥʘ ʢʦʤʧʴʶʪʝʨ ʧʦ HTTP- ʠ FTP-

ʧʨʦʪʦʢʦʣʘʤ. ɿʘʱʠʪʘ ʦʪ ʚʝʙ-ʫʛʨʦʟ ʜʝʪʘʣʴʥʦ ʧʨʦʚʝʨʷʝʪ ʚʩʝ ʦʙʲʝʢʪʳ ʚʝʙ-ʪʨʘʬʠʢʘ, ʠʩʧʦʣʴʟʫʷ 

ʧʦʣʥʳʡ ʥʘʙʦʨ ʙʘʟ ʧʨʠʣʦʞʝʥʠʷ, ʘ ʪʘʢʞʝ ʚʳʧʦʣʥʷʝʪ ʤʘʢʩʠʤʘʣʴʥʦ ʛʣʫʙʦʢʠʡ ʵʚʨʠʩʪʠʯʝʩʢʠʡ 

ʘʥʘʣʠʟ. 

¶ ʈʝʢʦʤʝʥʜʫʝʤʳʡ. ʋʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʝʙ-ʪʨʘʬʠʢʘ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʡ ʦʧʪʠʤʘʣʴʥʳʡ 

ʙʘʣʘʥʩ ʤʝʞʜʫ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴʶ ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security ʠ 

ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʚʝʙ-ʪʨʘʬʠʢʘ. ʂʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʚʝʙ-ʫʛʨʦʟ ʚʳʧʦʣʥʷʝʪ ʵʚʨʠʩʪʠʯʝʩʢʠʡ 

ʘʥʘʣʠʟ ʥʘ ʩʨʝʜʥʝʤ ʫʨʦʚʥʝ. ʕʪʦʪ ʫʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʝʙ-ʪʨʘʬʠʢʘ ʨʝʢʦʤʝʥʜʦʚʘʥ ʜʣʷ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʩʧʝʮʠʘʣʠʩʪʘʤʠ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". ɿʥʘʯʝʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʜʣʷ 

ʨʝʢʦʤʝʥʜʫʝʤʦʛʦ ʫʨʦʚʥʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʤ. ʚ ʪʘʙʣʠʮʝ ʥʠʞʝ. 

¶ ʅʠʟʢʠʡ. ʋʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʝʙ-ʪʨʘʬʠʢʘ, ʧʘʨʘʤʝʪʨʳ ʢʦʪʦʨʦʛʦ ʦʙʝʩʧʝʯʠʚʘʶʪ 

ʤʘʢʩʠʤʘʣʴʥʫʶ ʩʢʦʨʦʩʪʴ ʧʨʦʚʝʨʢʠ ʚʝʙ-ʪʨʘʬʠʢʘ. ʂʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʚʝʙ-ʫʛʨʦʟ ʚʳʧʦʣʥʷʝʪ 

ʵʚʨʠʩʪʠʯʝʩʢʠʡ ʘʥʘʣʠʟ ʥʘ ʧʦʚʝʨʭʥʦʩʪʥʦʤ ʫʨʦʚʥʝ. 

¶ ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʥʘʩʪʨʦʠʪʴ ʫʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ, ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ 

ʈʘʩʰʠʨʝʥʥʘʷ ʥʘʩʪʨʦʡʢʘ ʠ ʟʘʜʘʡʪʝ ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ ʢʦʤʧʦʥʝʥʪʘ. 

ɺʳ ʤʦʞʝʪʝ ʚʦʩʩʪʘʥʦʚʠʪʴ ʟʥʘʯʝʥʠʷ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʭ ʫʨʦʚʥʝʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦ ʢʥʦʧʢʝ 

ɺʦʩʩʪʘʥʦʚʠʪʴ ʨʝʢʦʤʝʥʜʫʝʤʳʡ ʫʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

5. ɺ ʙʣʦʢʝ ɼʝʡʩʪʚʠʝ ʧʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʫʛʨʦʟʳ ʚʳʙʝʨʠʪʝ ʚʘʨʠʘʥʪ ʜʝʡʩʪʚʠʷ, ʢʦʪʦʨʦʝ Kaspersky 

Endpoint Security ʚʳʧʦʣʥʷʝʪ ʥʘʜ ʚʨʝʜʦʥʦʩʥʳʤʠ ʦʙʲʝʢʪʘʤʠ ʚʝʙ-ʪʨʘʬʠʢʘ: 

¶ ɹʣʦʢʠʨʦʚʘʪʴ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʚʘʨʠʘʥʪ, ʪʦ ʚ ʩʣʫʯʘʝ ʦʙʥʘʨʫʞʝʥʠʷ ʚ ʚʝʙ-ʪʨʘʬʠʢʝ ʟʘʨʘʞʝʥʥʦʛʦ 

ʦʙʲʝʢʪʘ ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʚʝʙ-ʫʛʨʦʟ ʙʣʦʢʠʨʫʝʪ ʜʦʩʪʫʧ ʢ ʦʙʲʝʢʪʫ ʠ ʧʦʢʘʟʳʚʘʝʪ ʩʦʦʙʱʝʥʠʝ ʚ 

ʙʨʘʫʟʝʨʝ. 

¶ ʀʥʬʦʨʤʠʨʦʚʘʪʴ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʚʘʨʠʘʥʪ, ʪʦ ʚ ʩʣʫʯʘʝ ʦʙʥʘʨʫʞʝʥʠʷ ʚ ʚʝʙ-ʪʨʘʬʠʢʝ 

ʟʘʨʘʞʝʥʥʦʛʦ ʦʙʲʝʢʪʘ Kaspersky Endpoint Security ʨʘʟʨʝʰʘʝʪ ʟʘʛʨʫʟʢʫ ʵʪʦʛʦ ʦʙʲʝʢʪʘ ʥʘ 

ʢʦʤʧʴʶʪʝʨ ʠ ʜʦʙʘʚʣʷʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʟʘʨʘʞʝʥʥʦʤ ʦʙʲʝʢʪʝ ʚ ʩʧʠʩʦʢ ʘʢʪʠʚʥʳʭ ʫʛʨʦʟ. 

6. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ʊʘʙʣʠʮʘ 10. ʇʘʨʘʤʝʪʨʳ ɿʘʱʠʪʳ ʦʪ ʚʝʙ-ʫʛʨʦʟ, ʨʝʢʦʤʝʥʜʦʚʘʥʥʳʝ ʩʧʝʮʠʘʣʠʩʪʘʤʠ 
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ʇʨʦʚʝʨʷʪʴ ʚʝʙ-ʘʜʨʝʩ ʧʦ 

ʙʘʟʝ ʚʨʝʜʦʥʦʩʥʳʭ ʚʝʙ-

ʘʜʨʝʩʦʚ 

ɺʢʣ ʇʨʦʚʝʨʢʘ ʩʩʳʣʦʢ ʥʘ ʧʨʠʥʘʜʣʝʞʥʦʩʪʴ ʢ 

ʙʘʟʝ ʚʨʝʜʦʥʦʩʥʳʭ ʚʝʙ-ʘʜʨʝʩʦʚ ʧʦʟʚʦʣʷʝʪ 

ʦʪʩʣʝʜʠʪʴ ʚʝʙ-ʩʘʡʪʳ, ʢʦʪʦʨʳʝ ʥʘʭʦʜʷʪʩʷ ʚ 

ʩʧʠʩʢʝ ʟʘʧʨʝʱʝʥʥʳʭ ʚʝʙ-ʘʜʨʝʩʦʚ. ɹʘʟʘ 

ʚʨʝʜʦʥʦʩʥʳʭ ʚʝʙ-ʘʜʨʝʩʦʚ ʬʦʨʤʠʨʫʝʪʩʷ 

ʩʧʝʮʠʘʣʠʩʪʘʤʠ "ʃʘʙʦʨʘʪʦʨʠʠ 

ʂʘʩʧʝʨʩʢʦʛʦ", ʚʭʦʜʠʪ ʚ ʢʦʤʧʣʝʢʪ ʧʦʩʪʘʚʢʠ 

ʧʨʠʣʦʞʝʥʠʷ ʠ ʧʦʧʦʣʥʷʝʪʩʷ ʧʨʠ 

ʦʙʥʦʚʣʝʥʠʠ ʙʘʟ ʧʨʠʣʦʞʝʥʠʷ Kaspersky 

Endpoint Security. 

ʇʨʦʚʝʨʷʪʴ ʚʝʙ-ʘʜʨʝʩ ʧʦ 

ʙʘʟʝ ʬʠʰʠʥʛʦʚʳʭ ʚʝʙ-

ʘʜʨʝʩʦʚ 

ɺʢʣ ɺ ʩʦʩʪʘʚ ʙʘʟʳ ʬʠʰʠʥʛʦʚʳʭ ʚʝʙ-ʘʜʨʝʩʦʚ ʠ 

ʧʦʜʜʝʣʴʥʳʭ ʢʨʠʧʪʦʚʘʣʶʪʥʳʭ 

ʙʠʨʞ ʚʢʣʶʯʝʥʳ ʚʝʙ-ʘʜʨʝʩʘ ʠʟʚʝʩʪʥʳʭ ʥʘ 

ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʚʝʙ-ʩʘʡʪʦʚ, ʢʦʪʦʨʳʝ 

ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʬʠʰʠʥʛ-ʘʪʘʢ. 

ʉʧʝʮʠʘʣʠʩʪʳ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" 

ʧʦʧʦʣʥʷʶʪ ʙʘʟʫ ʚʝʙ-ʘʜʨʝʩʘʤʠ, 

ʧʨʝʜʦʩʪʘʚʣʝʥʥʳʤʠ ʤʝʞʜʫʥʘʨʦʜʥʦʡ 

ʦʨʛʘʥʠʟʘʮʠʝʡ ʧʦ ʙʦʨʴʙʝ ʩ ʬʠʰʠʥʛʦʤ The 

Anti-Phishing Working Group. 

ɹʘʟʘ ʬʠʰʠʥʛʦʚʳʭ ʚʝʙ-ʘʜʨʝʩʦʚ ʠ 

ʧʦʜʜʝʣʴʥʳʭ ʢʨʠʧʪʦʚʘʣʶʪʥʳʭ ʙʠʨʞ ʚʭʦʜʠʪ 

ʚ ʢʦʤʧʣʝʢʪ ʧʦʩʪʘʚʢʠ ʧʨʠʣʦʞʝʥʠʷ 

ʠ ʧʦʧʦʣʥʷʝʪʩʷ ʧʨʠ ʦʙʥʦʚʣʝʥʠʠ ʙʘʟ 

ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security. 

ʀʩʧʦʣʴʟʦʚʘʪʴ 

ʵʚʨʠʩʪʠʯʝʩʢʠʡ ʘʥʘʣʠʟ 

(ɿʘʱʠʪʘ ʦʪ ʚʝʙ-ʫʛʨʦʟ) 

ʉʨʝʜʥʠʡ ʊʝʭʥʦʣʦʛʠʷ ʦʙʥʘʨʫʞʝʥʠʷ ʫʛʨʦʟ, ʢʦʪʦʨʳʝ 

ʥʝʚʦʟʤʦʞʥʦ ʦʧʨʝʜʝʣʠʪʴ ʩ ʧʦʤʦʱʴʶ 

ʪʝʢʫʱʝʡ ʚʝʨʩʠʠ ʙʘʟ ʧʨʠʣʦʞʝʥʠʡ 

"ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". ʇʦʟʚʦʣʷʝʪ 

ʥʘʭʦʜʠʪʴ ʬʘʡʣʳ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ 

ʩʦʜʝʨʞʘʪʴ ʥʝʠʟʚʝʩʪʥʳʡ ʚʠʨʫʩ ʠʣʠ ʥʦʚʫʶ 

ʤʦʜʠʬʠʢʘʮʠʶ ʠʟʚʝʩʪʥʦʛʦ ʚʠʨʫʩʘ. 

ɺʦ ʚʨʝʤʷ ʧʨʦʚʝʨʢʠ ʚʝʙ-ʪʨʘʬʠʢʘ ʥʘ 

ʥʘʣʠʯʠʝ ʚʠʨʫʩʦʚ ʠ ʜʨʫʛʠʭ ʧʨʠʣʦʞʝʥʠʡ, 

ʧʨʝʜʩʪʘʚʣʷʶʱʠʭ ʫʛʨʦʟʫ, ʵʚʨʠʩʪʠʯʝʩʢʠʡ 

ʘʥʘʣʠʟʘʪʦʨ ʚʳʧʦʣʥʷʝʪ ʠʥʩʪʨʫʢʮʠʠ ʚ 

ʠʩʧʦʣʥʷʝʤʳʭ ʬʘʡʣʘʭ. ʂʦʣʠʯʝʩʪʚʦ 

ʠʥʩʪʨʫʢʮʠʡ, ʢʦʪʦʨʳʝ ʚʳʧʦʣʥʷʝʪ 

ʵʚʨʠʩʪʠʯʝʩʢʠʡ ʘʥʘʣʠʟʘʪʦʨ, ʟʘʚʠʩʠʪ ʦʪ 

ʟʘʜʘʥʥʦʛʦ ʫʨʦʚʥʷ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ. 

ʋʨʦʚʝʥʴ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ 

ʦʙʝʩʧʝʯʠʚʘʝʪ ʙʘʣʘʥʩ ʤʝʞʜʫ 

ʪʱʘʪʝʣʴʥʦʩʪʴʶ ʧʦʠʩʢʘ ʥʦʚʳʭ ʫʛʨʦʟ, 

ʩʪʝʧʝʥʴʶ ʟʘʛʨʫʟʢʠ ʨʝʩʫʨʩʦʚ ʦʧʝʨʘʮʠʦʥʥʦʡ 

ʩʠʩʪʝʤʳ ʠ ʜʣʠʪʝʣʴʥʦʩʪʴʶ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ 

ʘʥʘʣʠʟʘ. 
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ʀʩʧʦʣʴʟʦʚʘʪʴ 

ʵʚʨʠʩʪʠʯʝʩʢʠʡ ʘʥʘʣʠʟ 

(ɸʥʪʠ-ʌʠʰʠʥʛ) 

ɺʢʣ ʊʝʭʥʦʣʦʛʠʷ ʦʙʥʘʨʫʞʝʥʠʷ ʫʛʨʦʟ, ʢʦʪʦʨʳʝ 

ʥʝʚʦʟʤʦʞʥʦ ʦʧʨʝʜʝʣʠʪʴ ʩ ʧʦʤʦʱʴʶ 

ʪʝʢʫʱʝʡ ʚʝʨʩʠʠ ʙʘʟ ʧʨʠʣʦʞʝʥʠʡ 

"ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". ʇʦʟʚʦʣʷʝʪ 

ʥʘʭʦʜʠʪʴ ʬʘʡʣʳ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ 

ʩʦʜʝʨʞʘʪʴ ʥʝʠʟʚʝʩʪʥʳʡ ʚʠʨʫʩ ʠʣʠ ʥʦʚʫʶ 

ʤʦʜʠʬʠʢʘʮʠʶ ʠʟʚʝʩʪʥʦʛʦ ʚʠʨʫʩʘ. 

ɼʝʡʩʪʚʠʝ ʧʨʠ 

ʦʙʥʘʨʫʞʝʥʠʠ ʫʛʨʦʟʳ 

ɹʣʦʢʠʨʦʚʘʪʴ ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʚʘʨʠʘʥʪ, ʪʦ ʚ ʩʣʫʯʘʝ 

ʦʙʥʘʨʫʞʝʥʠʷ ʚ ʚʝʙ-ʪʨʘʬʠʢʝ ʟʘʨʘʞʝʥʥʦʛʦ 

ʦʙʲʝʢʪʘ ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʚʝʙ-ʫʛʨʦʟ 

ʙʣʦʢʠʨʫʝʪ ʜʦʩʪʫʧ ʢ ʦʙʲʝʢʪʫ ʠ ʧʦʢʘʟʳʚʘʝʪ 

ʩʦʦʙʱʝʥʠʝ ʚ ʙʨʘʫʟʝʨʝ. 
  

 

ʅʘʩʪʨʦʡʢʘ ʤʝʪʦʜʦʚ ʦʙʥʘʨʫʞʝʥʠʷ ʚʨʝʜʦʥʦʩʥʳʭ ʚʝʙ-
ʘʜʨʝʩʦʚ 

ɿʘʱʠʪʘ ʦʪ ʚʝʙ-ʫʛʨʦʟ ʦʙʥʘʨʫʞʠʚʘʝʪ ʚʨʝʜʦʥʦʩʥʳʝ ʚʝʙ-ʘʜʨʝʩʘ ʩ ʧʦʤʦʱʴʶ ʘʥʪʠʚʠʨʫʩʥʳʭ ʙʘʟ, ʦʙʣʘʯʥʦʡ 

ʩʣʫʞʙʳ Kaspersky Security Network (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ Kaspersky Security 

Network" ʥʘ ʩʪʨ. 122) ʠ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ. 

ɺʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʤʝʪʦʜʳ ʦʙʥʘʨʫʞʝʥʠʷ ʚʨʝʜʦʥʦʩʥʳʭ ʚʝʙ-ʘʜʨʝʩʦʚ ʪʦʣʴʢʦ ʚ ʂʦʥʩʦʣʠ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ (MMC) ʠʣʠ ʚ ʣʦʢʘʣʴʥʦʤ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ. ɺʳʙʨʘʪʴ ʤʝʪʦʜʳ ʦʙʥʘʨʫʞʝʥʠʷ 

ʚʨʝʜʦʥʦʩʥʳʭ ʚʝʙ-ʘʜʨʝʩʦʚ ʚ Web Console ʥʝʚʦʟʤʦʞʥʦ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʨʦʚʝʨʢʘ ʧʦ ʙʘʟʝ ʚʨʝʜʦʥʦʩʥʳʭ 

ʚʝʙ-ʘʜʨʝʩʦʚ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ (ʩʨʝʜʥʠʡ ʫʨʦʚʝʥʴ) ʚʢʣʶʯʝʥʘ. 

ʇʨʦʚʝʨʢʘ ʧʦ ʙʘʟʝ ʚʨʝʜʦʥʦʩʥʳʭ ʘʜʨʝʩʦʚ 

ʇʨʦʚʝʨʢʘ ʩʩʳʣʦʢ ʥʘ ʧʨʠʥʘʜʣʝʞʥʦʩʪʴ ʢ ʙʘʟʝ ʚʨʝʜʦʥʦʩʥʳʭ ʚʝʙ-ʘʜʨʝʩʦʚ ʧʦʟʚʦʣʷʝʪ ʦʪʩʣʝʜʠʪʴ ʚʝʙ-ʩʘʡʪʳ, 

ʢʦʪʦʨʳʝ ʥʘʭʦʜʷʪʩʷ ʚ ʩʧʠʩʢʝ ʟʘʧʨʝʱʝʥʥʳʭ ʚʝʙ-ʘʜʨʝʩʦʚ. ɹʘʟʘ ʚʨʝʜʦʥʦʩʥʳʭ ʚʝʙ-ʘʜʨʝʩʦʚ ʬʦʨʤʠʨʫʝʪʩʷ 

ʩʧʝʮʠʘʣʠʩʪʘʤʠ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ", ʚʭʦʜʠʪ ʚ ʢʦʤʧʣʝʢʪ ʧʦʩʪʘʚʢʠ ʧʨʠʣʦʞʝʥʠʷ ʠ ʧʦʧʦʣʥʷʝʪʩʷ ʧʨʠ 

ʦʙʥʦʚʣʝʥʠʠ ʙʘʟ ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security. 

Kaspersky Endpoint Security ʧʨʦʚʝʨʷʝʪ ʚʩʝ ʩʩʳʣʢʠ ʧʦ ʙʘʟʘʤ ʚʨʝʜʦʥʦʩʥʳʭ ʚʝʙ-ʘʜʨʝʩʦʚ. ʇʘʨʘʤʝʪʨʳ 

ʧʨʦʚʝʨʢʠ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ʧʨʦʚʝʨʢʠ ʟʘʱʠʱʝʥʥʳʭ 

ʩʦʝʜʠʥʝʥʠʡ" ʥʘ ʩʪʨ. 205) ʥʝ ʚʣʠʷʶʪ ʥʘ ʧʨʦʚʝʨʢʫ ʩʩʳʣʦʢ. ʊʦ ʝʩʪʴ, ʝʩʣʠ ʧʨʦʚʝʨʢʘ ʟʘʱʠʱʝʥʥʳʭ 

ʩʦʝʜʠʥʝʥʠʡ ʚʳʢʣʶʯʝʥʘ, Kaspersky Endpoint Security ʧʨʦʚʝʨʷʝʪ ʩʩʳʣʢʠ ʧʦ ʙʘʟʘʤ ʚʨʝʜʦʥʦʩʥʳʭ ʚʝʙ-

ʘʜʨʝʩʦʚ, ʜʘʞʝ ʝʩʣʠ ʩʝʪʝʚʦʡ ʪʨʘʬʠʢ ʧʝʨʝʜʘʝʪʩʷ ʧʦ ʟʘʱʠʱʝʥʥʦʤʫ ʩʦʝʜʠʥʝʥʠʶ. 

ʂʘʢ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʧʨʦʚʝʨʢʫ ʧʦ ʙʘʟʝ ʚʨʝʜʦʥʦʩʥʳʭ ʘʜʨʝʩʦʚ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ɹʘʟʦʚʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɿʘʱʠʪʘ ʦʪ ʚʝʙ-

ʫʛʨʦʟ. 

3. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʈʘʩʰʠʨʝʥʥʘʷ ʥʘʩʪʨʦʡʢʘ. 
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4. ɺ ʙʣʦʢʝ ʄʝʪʦʜʳ ʧʨʦʚʝʨʢʠ ʠʩʧʦʣʴʟʫʡʪʝ ʬʣʘʞʦʢ ʇʨʦʚʝʨʷʪʴ ʚʝʙ-ʘʜʨʝʩ ʧʦ ʙʘʟʝ ʚʨʝʜʦʥʦʩʥʳʭ ʚʝʙ-

ʘʜʨʝʩʦʚ, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʧʨʦʚʝʨʢʫ ʧʦ ʙʘʟʝ ʚʨʝʜʦʥʦʩʥʳʭ ʘʜʨʝʩʦʚ. 

5. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ʕʚʨʠʩʪʠʯʝʩʢʠʡ ʘʥʘʣʠʟ 

ɺ ʧʨʦʮʝʩʩʝ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ Kaspersky Endpoint Security ʘʥʘʣʠʟʠʨʫʝʪ ʘʢʪʠʚʥʦʩʪʴ, ʢʦʪʦʨʫʶ 

ʧʨʠʣʦʞʝʥʠʷ ʧʨʦʠʟʚʦʜʷʪ ʚ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ. ʕʚʨʠʩʪʠʯʝʩʢʠʡ ʘʥʘʣʠʟ ʧʦʟʚʦʣʷʝʪ ʦʙʥʘʨʫʞʠʚʘʪʴ ʫʛʨʦʟʳ, 

ʟʘʧʠʩʝʡ ʦ ʢʦʪʦʨʳʭ ʝʱʝ ʥʝʪ ʚ ʙʘʟʘʭ Kaspersky Endpoint Security. 

ɺʦ ʚʨʝʤʷ ʧʨʦʚʝʨʢʠ ʚʝʙ-ʪʨʘʬʠʢʘ ʥʘ ʥʘʣʠʯʠʝ ʚʠʨʫʩʦʚ ʠ ʜʨʫʛʠʭ ʧʨʠʣʦʞʝʥʠʡ, ʧʨʝʜʩʪʘʚʣʷʶʱʠʭ ʫʛʨʦʟʫ, 

ʵʚʨʠʩʪʠʯʝʩʢʠʡ ʘʥʘʣʠʟʘʪʦʨ ʚʳʧʦʣʥʷʝʪ ʠʥʩʪʨʫʢʮʠʠ ʚ ʠʩʧʦʣʥʷʝʤʳʭ ʬʘʡʣʘʭ. ʂʦʣʠʯʝʩʪʚʦ ʠʥʩʪʨʫʢʮʠʡ, ʢʦʪʦʨʳʝ 

ʚʳʧʦʣʥʷʝʪ ʵʚʨʠʩʪʠʯʝʩʢʠʡ ʘʥʘʣʠʟʘʪʦʨ, ʟʘʚʠʩʠʪ ʦʪ ʟʘʜʘʥʥʦʛʦ ʫʨʦʚʥʷ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ. ʋʨʦʚʝʥʴ 

ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ ʦʙʝʩʧʝʯʠʚʘʝʪ ʙʘʣʘʥʩ ʤʝʞʜʫ ʪʱʘʪʝʣʴʥʦʩʪʴʶ ʧʦʠʩʢʘ ʥʦʚʳʭ ʫʛʨʦʟ, ʩʪʝʧʝʥʴʶ ʟʘʛʨʫʟʢʠ 

ʨʝʩʫʨʩʦʚ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʠ ʜʣʠʪʝʣʴʥʦʩʪʴʶ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ. 

ʂʘʢ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ɹʘʟʦʚʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɿʘʱʠʪʘ ʦʪ ʚʝʙ-

ʫʛʨʦʟ. 

3. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʈʘʩʰʠʨʝʥʥʘʷ ʥʘʩʪʨʦʡʢʘ. 

4. ɺ ʙʣʦʢʝ ʄʝʪʦʜʳ ʧʨʦʚʝʨʢʠ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʀʩʧʦʣʴʟʦʚʘʪʴ ʵʚʨʠʩʪʠʯʝʩʢʠʡ ʘʥʘʣʠʟ, ʝʩʣʠ ʚʳ 

ʭʦʪʠʪʝ, ʯʪʦʙʳ ʧʨʠʣʦʞʝʥʠʝ ʠʩʧʦʣʴʟʦʚʘʣʦ ʵʚʨʠʩʪʠʯʝʩʢʠʡ ʘʥʘʣʠʟ ʧʨʠ ʧʨʦʚʝʨʢʝ ʚʝʙ-ʪʨʘʬʠʢʘ ʥʘ 

ʥʘʣʠʯʠʝ ʚʠʨʫʩʦʚ ʠ ʜʨʫʛʠʭ ʧʨʠʣʦʞʝʥʠʡ, ʧʨʝʜʩʪʘʚʣʷʶʱʠʭ ʫʛʨʦʟʫ. 

ɺʦ ʚʨʝʤʷ ʧʨʦʚʝʨʢʠ ʚʝʙ-ʪʨʘʬʠʢʘ ʥʘ ʥʘʣʠʯʠʝ ʚʠʨʫʩʦʚ ʠ ʜʨʫʛʠʭ ʧʨʠʣʦʞʝʥʠʡ, ʧʨʝʜʩʪʘʚʣʷʶʱʠʭ ʫʛʨʦʟʫ, 

ʵʚʨʠʩʪʠʯʝʩʢʠʡ ʘʥʘʣʠʟʘʪʦʨ ʚʳʧʦʣʥʷʝʪ ʠʥʩʪʨʫʢʮʠʠ ʚ ʠʩʧʦʣʥʷʝʤʳʭ ʬʘʡʣʘʭ. ʂʦʣʠʯʝʩʪʚʦ ʠʥʩʪʨʫʢʮʠʡ, 

ʢʦʪʦʨʳʝ ʚʳʧʦʣʥʷʝʪ ʵʚʨʠʩʪʠʯʝʩʢʠʡ ʘʥʘʣʠʟʘʪʦʨ, ʟʘʚʠʩʠʪ ʦʪ ʟʘʜʘʥʥʦʛʦ ʫʨʦʚʥʷ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ 

ʘʥʘʣʠʟʘ. ʋʨʦʚʝʥʴ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ ʦʙʝʩʧʝʯʠʚʘʝʪ ʙʘʣʘʥʩ ʤʝʞʜʫ ʪʱʘʪʝʣʴʥʦʩʪʴʶ ʧʦʠʩʢʘ 

ʥʦʚʳʭ ʫʛʨʦʟ, ʩʪʝʧʝʥʴʶ ʟʘʛʨʫʟʢʠ ʨʝʩʫʨʩʦʚ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʠ ʜʣʠʪʝʣʴʥʦʩʪʴʶ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ 

ʘʥʘʣʠʟʘ. 

5. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
  

 

ɸʥʪʠ-ʌʠʰʠʥʛ 

ɿʘʱʠʪʘ ʦʪ ʚʝʙ-ʫʛʨʦʟ ʧʨʦʚʝʨʷʝʪ ʩʩʳʣʢʠ ʥʘ ʧʨʠʥʘʜʣʝʞʥʦʩʪʴ ʢ ʬʠʰʠʥʛʦʚʳʤ ʚʝʙ-ʘʜʨʝʩʘʤ. ʕʪʦ ʧʦʟʚʦʣʷʝʪ 

ʠʟʙʝʞʘʪʴ ʬʠʰʠʥʛʦʚʳʭ ʘʪʘʢ. ʏʘʩʪʥʳʤ ʧʨʠʤʝʨʦʤ ʬʠʰʠʥʛʦʚʳʭ ʘʪʘʢ ʤʦʞʝʪ ʩʣʫʞʠʪʴ ʩʦʦʙʱʝʥʠʝ ʵʣʝʢʪʨʦʥʥʦʡ 

ʧʦʯʪʳ ʷʢʦʙʳ ʦʪ ʙʘʥʢʘ, ʢʣʠʝʥʪʦʤ ʢʦʪʦʨʦʛʦ ʚʳ ʷʚʣʷʝʪʝʩʴ, ʩʦ ʩʩʳʣʢʦʡ ʥʘ ʦʬʠʮʠʘʣʴʥʳʡ ʚʝʙ-ʩʘʡʪ ʙʘʥʢʘ ʚ 

ʠʥʪʝʨʥʝʪʝ. ɺʦʩʧʦʣʴʟʦʚʘʚʰʠʩʴ ʩʩʳʣʢʦʡ, ʚʳ ʧʦʧʘʜʘʝʪʝ ʥʘ ʪʦʯʥʫʶ ʢʦʧʠʶ ʚʝʙ-ʩʘʡʪʘ ʙʘʥʢʘ ʠ ʜʘʞʝ ʤʦʞʝʪʝ 

ʚʠʜʝʪʴ ʝʛʦ ʚʝʙ-ʘʜʨʝʩ ʚ ʙʨʘʫʟʝʨʝ, ʦʜʥʘʢʦ ʥʘʭʦʜʠʪʝʩʴ ʥʘ ʬʠʢʪʠʚʥʦʤ ʚʝʙ-ʩʘʡʪʝ. ɺʩʝ ʚʘʰʠ ʜʘʣʴʥʝʡʰʠʝ 

ʜʝʡʩʪʚʠʷ ʥʘ ʚʝʙ-ʩʘʡʪʝ ʦʪʩʣʝʞʠʚʘʶʪʩʷ ʠ ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ ʜʣʷ ʢʨʘʞʠ ʚʘʰʠʭ ʜʝʥʝʞʥʳʭ ʩʨʝʜʩʪʚ. 

ʇʦʩʢʦʣʴʢʫ ʩʩʳʣʢʘ ʥʘ ʬʠʰʠʥʛʦʚʳʡ ʚʝʙ-ʩʘʡʪ ʤʦʞʝʪ ʩʦʜʝʨʞʘʪʴʩʷ ʥʝ ʪʦʣʴʢʦ ʚ ʩʦʦʙʱʝʥʠʠ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, 

ʥʦ ʠ, ʥʘʧʨʠʤʝʨ, ʚ ʩʦʦʙʱʝʥʠʠ ʤʝʩʩʝʥʜʞʝʨʘ, ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʚʝʙ-ʫʛʨʦʟ ʦʪʩʣʝʞʠʚʘʝʪ ʧʦʧʳʪʢʠ ʧʝʨʝʡʪʠ 

ʥʘ ʬʠʰʠʥʛʦʚʳʡ ʚʝʙ-ʩʘʡʪ ʥʘ ʫʨʦʚʥʝ ʧʨʦʚʝʨʢʠ ʚʝʙ-ʪʨʘʬʠʢʘ ʠ ʙʣʦʢʠʨʫʝʪ ʜʦʩʪʫʧ ʢ ʪʘʢʠʤ ʚʝʙ-ʩʘʡʪʘʤ. ʉʧʠʩʢʠ 

ʬʠʰʠʥʛʦʚʳʭ ʚʝʙ-ʘʜʨʝʩʦʚ ʚʢʣʶʯʝʥʳ ʚ ʢʦʤʧʣʝʢʪ ʧʦʩʪʘʚʢʠ Kaspersky Endpoint Security. 
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ɺʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʬʫʥʢʮʠʶ ɸʥʪʠ-ʌʠʰʠʥʛ ʪʦʣʴʢʦ ʚ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ (MMC) ʠʣʠ ʚ 

ʣʦʢʘʣʴʥʦʤ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ. ʅʘʩʪʨʦʠʪʴ ʬʫʥʢʮʠʶ ɸʥʪʠ-ʌʠʰʠʥʛ ʚ Web Console ʥʝʚʦʟʤʦʞʥʦ. ʇʦ 

ʫʤʦʣʯʘʥʠʶ ʬʫʥʢʮʠʷ ɸʥʪʠ-ʌʠʰʠʥʛ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ ʚʢʣʶʯʝʥʘ. 

ʂʘʢ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʬʫʥʢʮʠʶ ɸʥʪʠ-ʌʠʰʠʥʛ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠ ̫

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ɹʘʟʦʚʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɿʘʱʠʪʘ ʦʪ ʚʝʙ-

ʫʛʨʦʟ. 

3. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʈʘʩʰʠʨʝʥʥʘʷ ʥʘʩʪʨʦʡʢʘ. 

4. ɺ ʙʣʦʢʝ ɸʥʪʠ-ʌʠʰʠʥʛ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʇʨʦʚʝʨʷʪʴ ʚʝʙ-ʘʜʨʝʩ ʧʦ ʙʘʟʝ ʬʠʰʠʥʛʦʚʳʭ ʚʝʙ-

ʘʜʨʝʩʦʚ, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ, ʯʪʦʙʳ ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʚʝʙ-ʫʛʨʦʟ ʧʨʦʚʝʨʷʣ ʩʩʳʣʢʠ ʧʦ 

ʙʘʟʘʤ ʬʠʰʠʥʛʦʚʳʭ ʚʝʙ-ʘʜʨʝʩʦʚ. ɺ ʩʦʩʪʘʚ ʙʘʟʳ ʬʠʰʠʥʛʦʚʳʭ ʚʝʙ-ʘʜʨʝʩʦʚ ʠ ʧʦʜʜʝʣʴʥʳʭ 

ʢʨʠʧʪʦʚʘʣʶʪʥʳʭ ʙʠʨʞ ʚʢʣʶʯʝʥʳ ʚʝʙ-ʘʜʨʝʩʘ ʠʟʚʝʩʪʥʳʭ ʥʘ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʚʝʙ-ʩʘʡʪʦʚ, ʢʦʪʦʨʳʝ 

ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʬʠʰʠʥʛ-ʘʪʘʢ. ʉʧʝʮʠʘʣʠʩʪʳ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʧʦʧʦʣʥʷʶʪ ʙʘʟʫ ʚʝʙ-

ʘʜʨʝʩʘʤʠ, ʧʨʝʜʦʩʪʘʚʣʝʥʥʳʤʠ ʤʝʞʜʫʥʘʨʦʜʥʦʡ ʦʨʛʘʥʠʟʘʮʠʝʡ ʧʦ ʙʦʨʴʙʝ ʩ ʬʠʰʠʥʛʦʤ The Anti-

Phishing Working Group. ɹʘʟʘ ʬʠʰʠʥʛʦʚʳʭ ʚʝʙ-ʘʜʨʝʩʦʚ ʠ ʧʦʜʜʝʣʴʥʳʭ ʢʨʠʧʪʦʚʘʣʶʪʥʳʭ ʙʠʨʞ ʚʭʦʜʠʪ 

ʚ ʢʦʤʧʣʝʢʪ ʧʦʩʪʘʚʢʠ ʧʨʠʣʦʞʝʥʠʷ ʠ ʧʦʧʦʣʥʷʝʪʩʷ ʧʨʠ ʦʙʥʦʚʣʝʥʠʠ ʙʘʟ ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint 

Security. 

5. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʀʩʧʦʣʴʟʦʚʘʪʴ ʵʚʨʠʩʪʠʯʝʩʢʠʡ ʘʥʘʣʠʟ, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ, ʯʪʦʙʳ ʧʨʠʣʦʞʝʥʠʝ 

ʠʩʧʦʣʴʟʦʚʘʣʦ ʵʚʨʠʩʪʠʯʝʩʢʠʡ ʘʥʘʣʠʟ ʧʨʠ ʧʨʦʚʝʨʢʝ ʚʝʙ-ʩʪʨʘʥʠʮ ʥʘ ʥʘʣʠʯʠʝ ʬʠʰʠʥʛʦʚʳʭ ʩʩʳʣʦʢ. 

ɺ ʧʨʦʮʝʩʩʝ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ Kaspersky Endpoint Security ʘʥʘʣʠʟʠʨʫʝʪ ʘʢʪʠʚʥʦʩʪʴ, ʢʦʪʦʨʫʶ 

ʧʨʠʣʦʞʝʥʠʷ ʧʨʦʠʟʚʦʜʷʪ ʚ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ. ʕʚʨʠʩʪʠʯʝʩʢʠʡ ʘʥʘʣʠʟ ʧʦʟʚʦʣʷʝʪ ʦʙʥʘʨʫʞʠʚʘʪʴ 

ʫʛʨʦʟʳ, ʟʘʧʠʩʝʡ ʦ ʢʦʪʦʨʳʭ ʝʱʝ ʥʝʪ ʚ ʙʘʟʘʭ Kaspersky Endpoint Security. 

ɼʣʷ ʧʨʦʚʝʨʢʠ ʩʩʳʣʦʢ ʢʨʦʤʝ ʘʥʪʠʚʠʨʫʩʥʳʭ ʙʘʟ ʠ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ ʚʳ ʪʘʢʞʝ ʤʦʞʝʪʝ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʨʝʧʫʪʘʮʠʦʥʥʳʝ ʙʘʟʳ Kaspersky Security Network (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ʠ 

ʚʳʢʣʶʯʝʥʠʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ Kaspersky Security Network" ʥʘ ʩʪʨ. 122). 

6. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
 

ʌʦʨʤʠʨʦʚʘʥʠʝ ʩʧʠʩʢʘ ʜʦʚʝʨʝʥʥʳʭ ʚʝʙ-ʘʜʨʝʩʦʚ 

ɿʘʱʠʪʘ ʦʪ ʚʝʙ-ʫʛʨʦʟ, ʢʨʦʤʝ ʚʨʝʜʦʥʦʩʥʳʭ ʠ ʬʠʰʠʥʛʦʚʳʭ ʚʝʙ-ʩʘʡʪʦʚ, ʤʦʞʝʪ ʟʘʙʣʦʢʠʨʦʚʘʪʴ ʠ ʜʨʫʛʠʝ ʚʝʙ-

ʩʘʡʪʳ. ʅʘʧʨʠʤʝʨ, ɿʘʱʠʪʘ ʦʪ ʚʝʙ-ʫʛʨʦʟ ʙʣʦʢʠʨʫʝʪ HTTP-ʪʨʘʬʠʢ, ʢʦʪʦʨʳʡ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʩʪʘʥʜʘʨʪʘʤ RFC. 

ɺʳ ʤʦʞʝʪʝ ʩʬʦʨʤʠʨʦʚʘʪʴ ʩʧʠʩʦʢ ʚʝʙ-ʘʜʨʝʩʦʚ, ʩʦʜʝʨʞʘʥʠʶ ʢʦʪʦʨʳʭ ʚʳ ʜʦʚʝʨʷʝʪʝ. ʂʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ 

ʚʝʙ-ʫʛʨʦʟ ʥʝ ʘʥʘʣʠʟʠʨʫʝʪ ʠʥʬʦʨʤʘʮʠʶ, ʧʦʩʪʫʧʘʶʱʫʶ ʩ ʜʦʚʝʨʝʥʥʳʭ ʚʝʙ-ʘʜʨʝʩʦʚ, ʥʘ ʧʨʠʩʫʪʩʪʚʠʝ ʚʠʨʫʩʦʚ ʠ 

ʜʨʫʛʠʭ ʧʨʠʣʦʞʝʥʠʡ, ʧʨʝʜʩʪʘʚʣʷʶʱʠʭ ʫʛʨʦʟʫ. ʊʘʢʘʷ ʚʦʟʤʦʞʥʦʩʪʴ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʘ, ʥʘʧʨʠʤʝʨ, ʚ 

ʪʦʤ ʩʣʫʯʘʝ, ʝʩʣʠ ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʚʝʙ-ʫʛʨʦʟ ʧʨʝʧʷʪʩʪʚʫʝʪ ʟʘʛʨʫʟʢʝ ʬʘʡʣʘ ʩ ʠʟʚʝʩʪʥʦʛʦ ʚʘʤ ʚʝʙ-ʩʘʡʪʘ. 

ʇʦʜ ʚʝʙ-ʘʜʨʝʩʦʤ ʧʦʜʨʘʟʫʤʝʚʘʝʪʩʷ ʘʜʨʝʩ ʢʘʢ ʦʪʜʝʣʴʥʦʡ ʚʝʙ-ʩʪʨʘʥʠʮʳ, ʪʘʢ ʠ ʚʝʙ-ʩʘʡʪʘ. 
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ʂʘʢ ʜʦʙʘʚʠʪʴ ʜʦʚʝʨʝʥʥʳʡ ʚʝʙ-ʘʜʨʝʩ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ɹʘʟʦʚʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɿʘʱʠʪʘ ʦʪ ʚʝʙ-

ʫʛʨʦʟ. 

3. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʈʘʩʰʠʨʝʥʥʘʷ ʥʘʩʪʨʦʡʢʘ. 

4. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʅʝ ʧʨʦʚʝʨʷʪʴ ʚʝʙ-ʪʨʘʬʠʢ ʩ ʜʦʚʝʨʝʥʥʳʭ ʚʝʙ-ʘʜʨʝʩʦʚ . 

ɽʩʣʠ ʬʣʘʞʦʢ ʫʩʪʘʥʦʚʣʝʥ, ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʚʝʙ-ʫʛʨʦʟ ʥʝ ʧʨʦʚʝʨʷʝʪ ʩʦʜʝʨʞʠʤʦʝ ʚʝʙ-

ʩʪʨʘʥʠʮ / ʚʝʙ-ʩʘʡʪʦʚ, ʘʜʨʝʩʘ ʢʦʪʦʨʳʭ ʚʢʣʶʯʝʥʳ ʚ ʩʧʠʩʦʢ ʜʦʚʝʨʝʥʥʳʭ ʚʝʙ-ʘʜʨʝʩʦʚ. ɺʳ ʤʦʞʝʪʝ 

ʜʦʙʘʚʠʪʴ ʚ ʩʧʠʩʦʢ ʜʦʚʝʨʝʥʥʳʭ ʚʝʙ-ʘʜʨʝʩʦʚ ʢʘʢ ʢʦʥʢʨʝʪʥʳʡ ʘʜʨʝʩ ʚʝʙ-ʩʪʨʘʥʠʮʳ / ʚʝʙ-ʩʘʡʪʘ, ʪʘʢ ʠ 

ʤʘʩʢʫ ʘʜʨʝʩʘ ʚʝʙ-ʩʪʨʘʥʠʮʳ / ʚʝʙ-ʩʘʡʪʘ. 

5. ʉʬʦʨʤʠʨʫʡʪʝ ʩʧʠʩʦʢ ʘʜʨʝʩʦʚ ʚʝʙ-ʩʘʡʪʦʚ / ʚʝʙ-ʩʪʨʘʥʠʮ, ʩʦʜʝʨʞʠʤʦʤʫ ʢʦʪʦʨʳʭ ʚʳ ʜʦʚʝʨʷʝʪʝ. 

Kaspersky Endpoint Security ʧʦʜʜʝʨʞʠʚʘʝʪ ʩʠʤʚʦʣʳ *  ʠ ? ʜʣʷ ʚʚʦʜʘ ʤʘʩʢʠ. 

ɺʳ ʪʘʢʞʝ ʤʦʞʝʪʝ ʠʤʧʦʨʪʠʨʦʚʘʪʴ ʩʧʠʩʦʢ ʜʦʚʝʨʝʥʥʳʭ ʚʝʙ-ʘʜʨʝʩʦʚ ʠʟ XML-ʬʘʡʣʘ. 

6. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ ɿʘʱʠʪʘ ʦʪ ʚʝʙ-ʫʛʨʦʟ ʥʝ ʙʫʜʝʪ ʧʨʦʚʝʨʷʪʴ ʪʨʘʬʠʢ ʜʦʚʝʨʝʥʥʳʭ ʚʝʙ-ʘʜʨʝʩʦʚ. ʇʦʣʴʟʦʚʘʪʝʣʴ 

ʚʩʝʛʜʘ ʤʦʞʝʪ ʦʪʢʨʳʪʴ ʜʦʚʝʨʝʥʥʳʡ ʚʝʙ-ʩʘʡʪ ʠ ʟʘʛʨʫʟʠʪʴ ʬʘʡʣ ʩ ʚʝʙ-ʩʘʡʪʘ. ɽʩʣʠ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʚʝʙ-ʩʘʡʪʫ 

ʥʝ ʫʜʘʣʦʩʴ, ʧʨʦʚʝʨʴʪʝ ʧʘʨʘʤʝʪʨʳ ʢʦʤʧʦʥʝʥʪʦʚ ʇʨʦʚʝʨʢʘ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ (ʥʘ ʩʪʨ. 205), ɺʝʙ-

ʂʦʥʪʨʦʣʴ (ʥʘ ʩʪʨ. 277) ʠ ʂʦʥʪʨʦʣʴ ʩʝʪʝʚʳʭ ʧʦʨʪʦʚ (ʥʘ ʩʪʨ. 303). ɽʩʣʠ Kaspersky Endpoint Security 

ʦʧʨʝʜʝʣʷʝʪ ʟʘʛʨʫʞʝʥʥʳʡ ʩ ʜʦʚʝʨʝʥʥʦʛʦ ʚʝʙ-ʩʘʡʪʘ ʬʘʡʣ ʢʘʢ ʚʨʝʜʦʥʦʩʥʳʡ, ʚʘʤ ʥʫʞʥʦ ʜʦʙʘʚʠʪʴ ʵʪʦʪ ʬʘʡʣ ʚ 

ʠʩʢʣʶʯʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʉʦʟʜʘʥʠʝ ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʧʨʦʚʝʨʢʠ" ʥʘ ʩʪʨ. 347). 

ɺʳ ʪʘʢʞʝ ʤʦʞʝʪʝ ʩʬʦʨʤʠʨʦʚʘʪʴ ʦʙʱʠʡ ʩʧʠʩʦʢ ʠʩʢʣʶʯʝʥʠʡ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ (ʩʤ. ʨʘʟʜʝʣ 

"ʀʩʢʣʶʯʝʥʠʝ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ ʠʟ ʧʨʦʚʝʨʢʠ" ʥʘ ʩʪʨ. 213). ɺ ʵʪʦʤ ʩʣʫʯʘʝ Kaspersky Endpoint Security 

ʥʝ ʙʫʜʝʪ ʧʨʦʚʝʨʷʪʴ HTTPS-ʪʨʘʬʠʢ ʜʦʚʝʨʝʥʥʳʭ ʚʝʙ-ʘʜʨʝʩʦʚ ʧʨʠ ʨʘʙʦʪʝ ʢʦʤʧʦʥʝʥʪʦʚ ɿʘʱʠʪʘ ʦʪ ʚʝʙ-ʫʛʨʦʟ, 

ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ, ɺʝʙ-ʂʦʥʪʨʦʣʴ. 
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ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ 
ʂʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ ʧʨʦʚʝʨʷʝʪ ʚʣʦʞʝʥʠʷ ʚʭʦʜʷʱʠʭ ʠ ʠʩʭʦʜʷʱʠʭ ʩʦʦʙʱʝʥʠʡ ʵʣʝʢʪʨʦʥʥʦʡ 

ʧʦʯʪʳ ʥʘ ʥʘʣʠʯʠʝ ʚ ʥʠʭ ʚʠʨʫʩʦʚ ʠ ʜʨʫʛʠʭ ʧʨʠʣʦʞʝʥʠʡ, ʧʨʝʜʩʪʘʚʣʷʶʱʠʭ ʫʛʨʦʟʫ. ʂʦʤʧʦʥʝʥʪ ʦʙʝʩʧʝʯʠʚʘʝʪ 

ʟʘʱʠʪʫ ʢʦʤʧʴʶʪʝʨʘ ʩ ʧʦʤʦʱʴʶ ʘʥʪʠʚʠʨʫʩʥʳʭ ʙʘʟ, ʦʙʣʘʯʥʦʡ ʩʣʫʞʙʳ Kaspersky Security Network (ʩʤ. ʨʘʟʜʝʣ 

"ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ Kaspersky Security Network" ʥʘ ʩʪʨ. 122) ʠ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ 

ʘʥʘʣʠʟʘ. 

ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ ʤʦʞʝʪ ʧʨʦʚʝʨʷʪʴ ʠ ʧʦʣʫʯʘʝʤʳʝ, ʠ ʦʪʧʨʘʚʣʷʝʤʳʝ ʩʦʦʙʱʝʥʠʷ. ʇʨʠʣʦʞʝʥʠʝ 

ʧʦʜʜʝʨʞʠʚʘʝʪ ʧʨʦʪʦʢʦʣʳ POP3, SMTP, IMAP, NNTP ʚ ʩʣʝʜʫʶʱʠʭ ʧʦʯʪʦʚʳʭ ʢʣʠʝʥʪʘʭ: 

¶ Microsoft Office Outlook; 

¶ Mozilla Thunderbird; 

¶ Windows Mail; 

¶ ʄʦʡʆʬʠʩ ʇʦʯʪʘ; 

¶ ʆʨʛʘʥʘʡʟʝʨ ʈ7-ʆʬʠʩ. 

ɼʣʷ ʧʨʦʚʝʨʢʠ ʪʨʘʬʠʢʘ ʚ ʧʦʯʪʦʚʳʭ ʢʣʠʝʥʪʘʭ Mozilla Thunderbird, ʄʦʡʆʬʠʩ ʇʦʯʪʘ ʠ ʆʨʛʘʥʘʡʟʝʨ ʈ7-

ʆʬʠʩ ʚʘʤ ʥʫʞʥʦ ʜʦʙʘʚʠʪʴ ʩʝʨʪʠʬʠʢʘʪ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʚ ʭʨʘʥʠʣʠʱʝ ʩʝʨʪʠʬʠʢʘʪʦʚ ʠ 

ʚʳʙʨʘʪʴ ʩʦʙʩʪʚʝʥʥʦʝ ʭʨʘʥʠʣʠʱʝ ʩʝʨʪʠʬʠʢʘʪʦʚ (ʩʤ. ʨʘʟʜʝʣ "ɼʦʙʘʚʣʝʥʠʝ ʩʝʨʪʠʬʠʢʘʪʘ "ʃʘʙʦʨʘʪʦʨʠʠ 

ʂʘʩʧʝʨʩʢʦʛʦ" ʚ ʩʦʙʩʪʚʝʥʥʦʝ ʭʨʘʥʠʣʠʱʝ ʩʝʨʪʠʬʠʢʘʪʦʚ" ʥʘ ʩʪʨ. 212). 

ɼʨʫʛʠʝ ʧʨʦʪʦʢʦʣʳ ʠ ʧʦʯʪʦʚʳʝ ʢʣʠʝʥʪʳ ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪ. 

ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ ʥʝ ʚʩʝʛʜʘ ʤʦʞʝʪ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʩʦʦʙʱʝʥʠʷʤ ʥʘ ʫʨʦʚʥʝ ʧʨʦʪʦʢʦʣʘ (ʥʘʧʨʠʤʝʨ, 

ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʨʝʰʝʥʠʷ Microsoft Exchange). ʇʦʵʪʦʤʫ ʜʦʧʦʣʥʠʪʝʣʴʥʦ ʚ ʩʦʩʪʘʚ ɿʘʱʠʪʳ ʦʪ ʧʦʯʪʦʚʳʭ 

ʫʛʨʦʟ ʚʢʣʶʯʝʥʦ ʨʘʩʰʠʨʝʥʠʝ ʜʣʷ Microsoft Office Outlook. ʈʘʩʰʠʨʝʥʠʝ ʧʦʟʚʦʣʷʝʪ ʧʨʦʚʝʨʷʪʴ ʩʦʦʙʱʝʥʠʷ ʥʘ 

ʫʨʦʚʥʝ ʧʦʯʪʦʚʦʛʦ ʢʣʠʝʥʪʘ. ʈʘʩʰʠʨʝʥʠʝ ʢʦʤʧʦʥʝʥʪʘ ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ ʧʦʜʜʝʨʞʠʚʘʝʪ ʨʘʙʦʪʫ ʩ 

Outlook 2010, 2013, 2016, 2019, 2021. 

ʂʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ ʥʝ ʧʨʦʚʝʨʷʝʪ ʩʦʦʙʱʝʥʠʷ, ʝʩʣʠ ʧʦʯʪʦʚʳʡ ʢʣʠʝʥʪ ʦʪʢʨʳʪ ʚ 

ʙʨʘʫʟʝʨʝ. 

ʇʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʚʨʝʜʦʥʦʩʥʦʛʦ ʬʘʡʣʘ ʚʦ ʚʣʦʞʝʥʠʠ Kaspersky Endpoint Security ʜʦʙʘʚʣʷʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦ 

ʚʳʧʦʣʥʝʥʥʦʤ ʜʝʡʩʪʚʠʠ ʚ ʪʝʤʫ ʩʦʦʙʱʝʥʠʷ, ʥʘʧʨʠʤʝʨ, [ʉʦʦʙʱʝʥʠʝ ʙʳʣʦ ʦʙʨʘʙʦʪʘʥʦ] <ʪʝʤʘ ʩʦʦʙʱʝʥʠʷ>. 
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ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ɿʘʱʠʪʳ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ ʚʢʣʶʯʝʥ ʠ ʨʘʙʦʪʘʝʪ ʚ ʨʝʢʦʤʝʥʜʦʚʘʥʥʦʤ 

ʩʧʝʮʠʘʣʠʩʪʘʤʠ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʨʝʞʠʤʝ. ɼʣʷ ʨʘʙʦʪʳ ɿʘʱʠʪʳ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ ʧʨʠʣʦʞʝʥʠʝ 

Kaspersky Endpoint Security ʧʨʠʤʝʥʷʝʪ ʨʘʟʥʳʝ ʥʘʙʦʨʳ ʥʘʩʪʨʦʝʢ. ʅʘʙʦʨʳ ʥʘʩʪʨʦʝʢ, ʩʦʭʨʘʥʝʥʥʳʝ ʚ 

ʧʨʠʣʦʞʝʥʠʠ, ʥʘʟʳʚʘʶʪʩʷ ʫʨʦʚʥʷʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ: ɺʳʩʦʢʠʡ, ʈʝʢʦʤʝʥʜʫʝʤʳʡ, ʅʠʟʢʠʡ. ʇʘʨʘʤʝʪʨʳ ʫʨʦʚʥʷ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʯʪʳ ʈʝʢʦʤʝʥʜʫʝʤʳʡ ʩʯʠʪʘʶʪʩʷ ʦʧʪʠʤʘʣʴʥʳʤʠ, ʦʥʠ ʨʝʢʦʤʝʥʜʦʚʘʥʳ ʩʧʝʮʠʘʣʠʩʪʘʤʠ 

"ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" (ʩʤ. ʪʘʙʣʠʮʫ ʥʠʞʝ). ɺʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʦʜʠʥ ʠʟ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʭ ʫʨʦʚʥʝʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʯʪʳ ʠʣʠ ʥʘʩʪʨʦʠʪʴ ʫʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʯʪʳ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ. ʇʦʩʣʝ ʪʦʛʦ ʢʘʢ ʚʳ 

ʠʟʤʝʥʠʣʠ ʧʘʨʘʤʝʪʨʳ ʫʨʦʚʥʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʯʪʳ, ʚʳ ʚʩʝʛʜʘ ʤʦʞʝʪʝ ʚʝʨʥʫʪʴʩʷ ʢ ʨʝʢʦʤʝʥʜʫʝʤʳʤ 

ʧʘʨʘʤʝʪʨʘʤ ʫʨʦʚʥʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʯʪʳ. 

ʈʘʙʦʪʘʷ ʩ ʧʦʯʪʦʚʳʤ ʢʣʠʝʥʪʦʤ Mozilla Thunderbird, ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ ʥʝ ʧʨʦʚʝʨʷʝʪ 

ʥʘ ʚʠʨʫʩʳ ʠ ʜʨʫʛʠʝ ʧʨʠʣʦʞʝʥʠʷ, ʧʨʝʜʩʪʘʚʣʷʶʱʠʝ ʫʛʨʦʟʫ, ʩʦʦʙʱʝʥʠʷ, ʧʝʨʝʜʘʚʘʝʤʳʝ ʧʦ ʧʨʦʪʦʢʦʣʫ 

IMAP, ʚ ʩʣʫʯʘʝ ʝʩʣʠ ʠʩʧʦʣʴʟʫʶʪʩʷ ʬʠʣʴʪʨʳ, ʧʝʨʝʤʝʱʘʶʱʠʝ ʩʦʦʙʱʝʥʠʷ ʠʟ ʧʘʧʢʠ ʚʭʦʜʷʱʠʭ 

ʩʦʦʙʱʝʥʠʡ. 

ʂʘʢ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ɹʘʟʦʚʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ 

ʫʛʨʦʟ. 

3. ʀʩʧʦʣʴʟʫʡʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ 

ʢʦʤʧʦʥʝʥʪ. 

4. ɽʩʣʠ ʚʳ ʚʢʣʶʯʠʣʠ ʢʦʤʧʦʥʝʥʪ, ʚ ʙʣʦʢʝ ʋʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʳʧʦʣʥʠʪʝ ʦʜʥʦ ʠʟ ʩʣʝʜʫʶʱʠʭ ʜʝʡʩʪʚʠʡ: 

¶ ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʧʨʠʤʝʥʠʪʴ ʦʜʠʥ ʠʟ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʭ ʫʨʦʚʥʝʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʚʳʙʝʨʠʪʝ ʝʛʦ ʧʨʠ 

ʧʦʤʦʱʠ ʧʦʣʟʫʥʢʘ: 

¶ ɺʳʩʦʢʠʡ. ʋʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʯʪʳ, ʧʨʠ ʢʦʪʦʨʦʤ ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ 

ʤʘʢʩʠʤʘʣʴʥʦ ʢʦʥʪʨʦʣʠʨʫʝʪ ʩʦʦʙʱʝʥʠʷ. ʂʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ ʧʨʦʚʝʨʷʝʪ 

ʚʭʦʜʷʱʠʝ ʠ ʠʩʭʦʜʷʱʠʝ ʩʦʦʙʱʝʥʠʷ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʘ ʪʘʢʞʝ ʚʳʧʦʣʥʷʝʪ ʛʣʫʙʦʢʠʡ 

ʵʚʨʠʩʪʠʯʝʩʢʠʡ ʘʥʘʣʠʟ. ɺʳʩʦʢʠʡ ʫʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʯʪʳ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʧʨʠʤʝʥʷʪʴ ʜʣʷ 

ʨʘʙʦʪʳ ʚ ʦʧʘʩʥʦʡ ʩʨʝʜʝ. ʇʨʠʤʝʨʦʤ ʦʧʘʩʥʦʡ ʩʨʝʜʳ ʤʦʞʝʪ ʩʣʫʞʠʪʴ ʧʦʜʢʣʶʯʝʥʠʝ ʢ ʦʜʥʦʤʫ ʠʟ 

ʙʝʩʧʣʘʪʥʳʭ ʧʦʯʪʦʚʳʭ ʩʝʨʚʠʩʦʚ ʠʟ ʜʦʤʘʰʥʝʡ ʩʝʪʠ, ʥʝ ʦʙʝʩʧʝʯʠʚʘʶʱʝʡ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦʡ 

ʟʘʱʠʪʳ ʧʦʯʪʳ. 

¶ ʈʝʢʦʤʝʥʜʫʝʤʳʡ. ʋʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʯʪʳ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʡ ʦʧʪʠʤʘʣʴʥʳʡ ʙʘʣʘʥʩ 

ʤʝʞʜʫ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴʶ ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security ʠ ʙʝʟʦʧʘʩʥʦʩʪʴʶ 

ʧʦʯʪʳ. ʂʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ ʧʨʦʚʝʨʷʝʪ ʚʭʦʜʷʱʠʝ ʠ ʠʩʭʦʜʷʱʠʝ ʩʦʦʙʱʝʥʠʷ 

ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʘ ʪʘʢʞʝ ʚʳʧʦʣʥʷʝʪ ʵʚʨʠʩʪʠʯʝʩʢʠʡ ʘʥʘʣʠʟ ʩʨʝʜʥʝʛʦ ʫʨʦʚʥʷ. ʕʪʦʪ ʫʨʦʚʝʥʴ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʯʪʳ ʨʝʢʦʤʝʥʜʦʚʘʥ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʩʧʝʮʠʘʣʠʩʪʘʤʠ "ʃʘʙʦʨʘʪʦʨʠʠ 

ʂʘʩʧʝʨʩʢʦʛʦ". ɿʥʘʯʝʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʜʣʷ ʨʝʢʦʤʝʥʜʫʝʤʦʛʦ ʫʨʦʚʥʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʤ. ʚ ʪʘʙʣʠʮʝ 

ʥʠʞʝ. 

¶ ʅʠʟʢʠʡ. ʋʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʯʪʳ, ʧʨʠ ʢʦʪʦʨʦʤ ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ 

ʧʨʦʚʝʨʷʝʪ ʪʦʣʴʢʦ ʚʭʦʜʷʱʠʝ ʩʦʦʙʱʝʥʠʷ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʘ ʪʘʢʞʝ ʚʳʧʦʣʥʷʝʪ 

ʧʦʚʝʨʭʥʦʩʪʥʳʡ ʵʚʨʠʩʪʠʯʝʩʢʠʡ ʘʥʘʣʠʟ ʠ ʥʝ ʧʨʦʚʝʨʷʝʪ ʘʨʭʠʚʳ, ʚʣʦʞʝʥʥʳʝ ʚ ʩʦʦʙʱʝʥʠʷ. ɽʩʣʠ 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʵʪʦʪ ʫʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʯʪʳ, ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ 
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ʧʨʦʚʝʨʷʝʪ ʩʦʦʙʱʝʥʠʷ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʤʘʢʩʠʤʘʣʴʥʦ ʙʳʩʪʨʦ ʠ ʟʘʪʨʘʯʠʚʘʝʪ ʤʠʥʠʤʫʤ 

ʨʝʩʫʨʩʦʚ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. ʅʠʟʢʠʡ ʫʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʯʪʳ ʨʝʢʦʤʝʥʜʫʝʪʩʷ 

ʧʨʠʤʝʥʷʪʴ ʜʣʷ ʨʘʙʦʪʳ ʚ ʭʦʨʦʰʦ ʟʘʱʠʱʝʥʥʦʡ ʩʨʝʜʝ. ʇʨʠʤʝʨʦʤ ʪʘʢʦʡ ʩʨʝʜʳ ʤʦʞʝʪ ʩʣʫʞʠʪʴ 

ʣʦʢʘʣʴʥʘʷ ʩʝʪʴ ʦʨʛʘʥʠʟʘʮʠʠ ʩ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʳʤ ʦʙʝʩʧʝʯʝʥʠʝʤ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʯʪʳ. 

¶ ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʥʘʩʪʨʦʠʪʴ ʫʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ, ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ 

ʈʘʩʰʠʨʝʥʥʘʷ ʥʘʩʪʨʦʡʢʘ ʠ ʟʘʜʘʡʪʝ ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ ʢʦʤʧʦʥʝʥʪʘ. 

ɺʳ ʤʦʞʝʪʝ ʚʦʩʩʪʘʥʦʚʠʪʴ ʟʥʘʯʝʥʠʷ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʭ ʫʨʦʚʥʝʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦ ʢʥʦʧʢʝ 

ɺʦʩʩʪʘʥʦʚʠʪʴ ʨʝʢʦʤʝʥʜʫʝʤʳʡ ʫʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

5. ɺ ʙʣʦʢʝ ɼʝʡʩʪʚʠʝ ʧʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʫʛʨʦʟʳ ʚʳʙʝʨʠʪʝ ʚʘʨʠʘʥʪ ʜʝʡʩʪʚʠʷ, ʢʦʪʦʨʦʝ Kaspersky 

Endpoint Security ʚʳʧʦʣʥʷʝʪ ʥʘʜ ʚʨʝʜʦʥʦʩʥʳʤʠ ʦʙʲʝʢʪʘʤʠ: 

¶ ʃʝʯʠʪʴ. ʋʜʘʣʷʪʴ, ʝʩʣʠ ʣʝʯʝʥʠʝ ʥʝʚʦʟʤʦʞʥʦ. ʇʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʟʘʨʘʞʝʥʥʦʛʦ ʦʙʲʝʢʪʘ ʚʦ 

ʚʭʦʜʷʱʝʤ ʠʣʠ ʠʩʭʦʜʷʱʝʤ ʩʦʦʙʱʝʥʠʠ ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security ʧʳʪʘʝʪʩʷ 

ʚʳʣʝʯʠʪʴ ʦʙʥʘʨʫʞʝʥʥʳʡ ʦʙʲʝʢʪ. ʇʦʣʴʟʦʚʘʪʝʣʶ ʙʫʜʝʪ ʜʦʩʪʫʧʥʦ ʩʦʦʙʱʝʥʠʝ ʩ ʙʝʟʦʧʘʩʥʳʤ 

ʚʣʦʞʝʥʠʝʤ. ɽʩʣʠ ʚʳʣʝʯʠʪʴ ʦʙʲʝʢʪ ʥʝ ʫʜʘʣʦʩʴ, ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security ʫʜʘʣʷʝʪ 

ʟʘʨʘʞʝʥʥʳʡ ʦʙʲʝʢʪ. ʇʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security ʜʦʙʘʚʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦ 

ʚʳʧʦʣʥʝʥʥʦʤ ʜʝʡʩʪʚʠʠ ʚ ʪʝʤʫ ʩʦʦʙʱʝʥʠʷ, ʥʘʧʨʠʤʝʨ, [ʉʦʦʙʱʝʥʠʝ ʙʳʣʦ ʦʙʨʘʙʦʪʘʥʦ] <ʪʝʤʘ 

ʩʦʦʙʱʝʥʠʷ>. 

¶ ʃʝʯʠʪʴ. ɹʣʦʢʠʨʦʚʘʪʴ, ʝʩʣʠ ʣʝʯʝʥʠʝ ʥʝʚʦʟʤʦʞʥʦ. ʇʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʟʘʨʘʞʝʥʥʦʛʦ ʦʙʲʝʢʪʘ ʚʦ 

ʚʭʦʜʷʱʝʤ ʩʦʦʙʱʝʥʠʠ ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security ʧʳʪʘʝʪʩʷ ʚʳʣʝʯʠʪʴ 

ʦʙʥʘʨʫʞʝʥʥʳʡ ʦʙʲʝʢʪ. ʇʦʣʴʟʦʚʘʪʝʣʶ ʙʫʜʝʪ ʜʦʩʪʫʧʥʦ ʩʦʦʙʱʝʥʠʝ ʩ ʙʝʟʦʧʘʩʥʳʤ ʚʣʦʞʝʥʠʝʤ. 

ɽʩʣʠ ʚʳʣʝʯʠʪʴ ʦʙʲʝʢʪ ʥʝ ʫʜʘʣʦʩʴ, ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security ʜʦʙʘʚʠʪ 

ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ ʢ ʪʝʤʝ ʩʦʦʙʱʝʥʠʷ. ʇʦʣʴʟʦʚʘʪʝʣʶ ʙʫʜʝʪ ʜʦʩʪʫʧʥʦ ʩʦʦʙʱʝʥʠʝ ʩ ʠʩʭʦʜʥʳʤ 

ʚʣʦʞʝʥʠʝʤ. ʇʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʟʘʨʘʞʝʥʥʦʛʦ ʦʙʲʝʢʪʘ ʚ ʠʩʭʦʜʷʱʝʤ ʩʦʦʙʱʝʥʠʠ ʧʨʠʣʦʞʝʥʠʝ 

Kaspersky Endpoint Security ʧʳʪʘʝʪʩʷ ʚʳʣʝʯʠʪʴ ʦʙʥʘʨʫʞʝʥʥʳʡ ʦʙʲʝʢʪ. ɽʩʣʠ ʚʳʣʝʯʠʪʴ ʦʙʲʝʢʪ ʥʝ 

ʫʜʘʣʦʩʴ, ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security ʙʣʦʢʠʨʫʝʪ ʦʪʧʨʘʚʢʫ ʩʦʦʙʱʝʥʠʷ, ʧʦʯʪʦʚʳʡ 

ʢʣʠʝʥʪ ʧʦʢʘʟʳʚʘʝʪ ʦʰʠʙʢʫ. 

¶ ɹʣʦʢʠʨʦʚʘʪʴ. ʇʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʟʘʨʘʞʝʥʥʦʛʦ ʦʙʲʝʢʪʘ ʚʦ ʚʭʦʜʷʱʝʤ ʩʦʦʙʱʝʥʠʠ ʧʨʠʣʦʞʝʥʠʝ 

Kaspersky Endpoint Security ʜʦʙʘʚʠʪ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ ʢ ʪʝʤʝ ʩʦʦʙʱʝʥʠʷ. ʇʦʣʴʟʦʚʘʪʝʣʶ ʙʫʜʝʪ 

ʜʦʩʪʫʧʥʦ ʩʦʦʙʱʝʥʠʝ ʩ ʠʩʭʦʜʥʳʤ ʚʣʦʞʝʥʠʝʤ. ʇʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʟʘʨʘʞʝʥʥʦʛʦ ʦʙʲʝʢʪʘ ʚ 

ʠʩʭʦʜʷʱʝʤ ʩʦʦʙʱʝʥʠʠ ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security ʙʣʦʢʠʨʫʝʪ ʦʪʧʨʘʚʢʫ ʩʦʦʙʱʝʥʠʷ, 

ʧʦʯʪʦʚʳʡ ʢʣʠʝʥʪ ʧʦʢʘʟʳʚʘʝʪ ʦʰʠʙʢʫ. 

6. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
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"ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ", (ʨʝʢʦʤʝʥʜʦʚʘʥʥʳʡ ʫʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ) 
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ʇʘʨʘʤʝʪʨ ɿʥʘʯʝʥʠʝ ʆʧʠʩʘʥʠʝ 

ʆʙʣʘʩʪʴ ʟʘʱʠʪʳ ɺʭʦʜʷʱʠʝ ʠ ʠʩʭʦʜʷʱʠʝ 

ʩʦʦʙʱʝʥʠʷ 

ʆʙʣʘʩʪʴ ʟʘʱʠʪʳ ï ʵʪʦ ʦʙʲʝʢʪʳ, ʢʦʪʦʨʳʝ 

ʧʨʦʚʝʨʷʝʪ ʢʦʤʧʦʥʝʥʪ ʚʦ ʚʨʝʤʷ ʩʚʦʝʡ 

ʨʘʙʦʪʳ: ʚʭʦʜʷʱʠʝ ʠ ʠʩʭʦʜʷʱʠʝ 

ʩʦʦʙʱʝʥʠʷ ʠʣʠ ʪʦʣʴʢʦ ʚʭʦʜʷʱʠʝ 

ʩʦʦʙʱʝʥʠʷ. 

ɼʣʷ ʟʘʱʠʪʳ ʢʦʤʧʴʶʪʝʨʦʚ ʜʦʩʪʘʪʦʯʥʦ 

ʧʨʦʚʝʨʷʪʴ ʪʦʣʴʢʦ ʚʭʦʜʷʱʠʝ ʩʦʦʙʱʝʥʠʷ. 

ɺʳ ʤʦʞʝʪʝ ʚʢʣʶʯʠʪʴ ʧʨʦʚʝʨʢʫ ʠʩʭʦʜʷʱʠʭ 

ʩʦʦʙʱʝʥʠʡ ʜʣʷ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʦʪʧʨʘʚʢʠ 

ʟʘʨʘʞʝʥʥʳʭ ʬʘʡʣʦʚ ʚ ʘʨʭʠʚʘʭ. ɺʳ ʪʘʢʞʝ 

ʤʦʞʝʪʝ ʚʢʣʶʯʠʪʴ ʧʨʦʚʝʨʢʫ ʠʩʭʦʜʷʱʠʭ 

ʩʦʦʙʱʝʥʠʡ, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ ʟʘʧʨʝʪʠʪʴ 

ʦʙʤʝʥ ʬʘʡʣʘʤʠ ʦʧʨʝʜʝʣʝʥʥʳʭ ʬʦʨʤʘʪʦʚ, 

ʥʘʧʨʠʤʝʨ, ʘʫʜʠʦ ʠʣʠ ʚʠʜʝʦ. 

ʇʦʜʢʣʶʯʠʪʴ ʨʘʩʰʠʨʝʥʠʝ 

ʜʣʷ Microsoft Outlook 

ɺʢʣ ɽʩʣʠ ʬʣʘʞʦʢ ʫʩʪʘʥʦʚʣʝʥ, ʚʢʣʶʯʝʥʘ 

ʧʨʦʚʝʨʢʘ ʩʦʦʙʱʝʥʠʡ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, 

ʧʝʨʝʜʘʶʱʠʭʩʷ ʧʦ ʧʨʦʪʦʢʦʣʘʤ POP3, 

SMTP, NNTP, IMAP ʥʘ ʩʪʦʨʦʥʝ 

ʨʘʩʰʠʨʝʥʠʷ, ʠʥʪʝʛʨʠʨʦʚʘʥʥʦʛʦ ʚ Microsoft 

Outlook. 

ɺ ʩʣʫʯʘʝ ʧʨʦʚʝʨʢʠ ʧʦʯʪʳ ʩ ʧʦʤʦʱʴʶ 

ʨʘʩʰʠʨʝʥʠʷ ʜʣʷ Microsoft Outlook 

ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʨʝʞʠʤ 

ʢʝʰʠʨʦʚʘʥʠʷ Exchange (Cached Exchange 

Mode). ɹʦʣʝʝ ʧʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ 

ʨʝʞʠʤʝ ʢʝʰʠʨʦʚʘʥʠʷ Exchange ʠ 

ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʝʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʚʳ 

ʤʦʞʝʪʝ ʥʘʡʪʠ ʚ ʙʘʟʝ ʟʥʘʥʠʡ Microsoft 

https://technet.microsoft.com/ru-

ru/library/cc179175.aspx. 

ʇʨʦʚʝʨʷʪʴ ʚʣʦʞʝʥʥʳʝ 

ʘʨʭʠʚʳ 

ɺʢʣ ʇʨʦʚʝʨʢʘ ʘʨʭʠʚʦʚ ZIP, GZIP, BZIP, RAR, 

TAR, ARJ, CAB, LHA, JAR, ICE ʠ ʜʨʫʛʠʭ 

ʘʨʭʠʚʦʚ. ʇʨʠʣʦʞʝʥʠʝ ʧʨʦʚʝʨʷʝʪ ʘʨʭʠʚʳ 

ʥʝ ʪʦʣʴʢʦ ʧʦ ʨʘʩʰʠʨʝʥʠʶ, ʥʦ ʠ ʧʦ 

ʬʦʨʤʘʪʫ. ʇʨʠ ʧʨʦʚʝʨʢʝ ʘʨʭʠʚʦʚ 

ʧʨʠʣʦʞʝʥʠʝ ʚʳʧʦʣʥʷʝʪ ʨʝʢʫʨʩʠʚʥʫʶ 

ʨʘʩʧʘʢʦʚʢʫ. ʕʪʦ ʧʦʟʚʦʣʷʝʪ ʦʙʥʘʨʫʞʠʚʘʪʴ 

ʫʛʨʦʟʳ ʚʥʫʪʨʠ ʤʥʦʛʦʫʨʦʚʥʝʚʳʭ ʘʨʭʠʚʦʚ 

(ʘʨʭʠʚ ʚʥʫʪʨʠ ʘʨʭʠʚʘ). 

ʇʨʦʚʝʨʷʪʴ ʚʣʦʞʝʥʥʳʝ 

ʬʘʡʣʳ ʬʦʨʤʘʪʦʚ 

Microsoft Office 

ɺʢʣ ʇʨʦʚʝʨʢʘ ʬʘʡʣʦʚ Microsoft Office (DOC, 

DOCX, XLS, PPT ʠ ʜʨʫʛʠʭ). ʂ ʬʘʡʣʘʤ 

ʦʬʠʩʥʳʭ ʬʦʨʤʘʪʦʚ ʪʘʢʞʝ ʦʪʥʦʩʷʪʩʷ OLE-

ʦʙʲʝʢʪʳ. Kaspersky Endpoint Security 

ʧʨʦʚʝʨʷʝʪ ʬʘʡʣʳ ʦʬʠʩʥʳʭ ʬʦʨʤʘʪʦʚ, 

ʨʘʟʤʝʨ ʢʦʪʦʨʳʭ ʤʝʥʴʰʝ 1 ʄɹ, ʥʝʟʘʚʠʩʠʤʦ 

ʦʪ ʩʦʩʪʦʷʥʠʷ ʬʣʘʞʢʘ. 

https://technet.microsoft.com/ru-ru/library/cc179175.aspx
https://technet.microsoft.com/ru-ru/library/cc179175.aspx
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ʇʘʨʘʤʝʪʨ ɿʥʘʯʝʥʠʝ ʆʧʠʩʘʥʠʝ 

ʌʠʣʴʪʨ ʚʣʦʞʝʥʠʡ ʇʝʨʝʠʤʝʥʦʚʳʚʘʪʴ 

ʚʣʦʞʝʥʠʷ ʫʢʘʟʘʥʥʳʭ 

ʪʠʧʦʚ 

ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʚʘʨʠʘʥʪ, ʢʦʤʧʦʥʝʥʪ 

ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ ʟʘʤʝʥʷʝʪ 

ʧʦʩʣʝʜʥʠʡ ʩʠʤʚʦʣ ʨʘʩʰʠʨʝʥʠʷ ʚʣʦʞʝʥʥʳʭ 

ʬʘʡʣʦʚ ʫʢʘʟʘʥʥʳʭ ʪʠʧʦʚ ʥʘ ʩʠʤʚʦʣ 

ʧʦʜʯʝʨʢʠʚʘʥʠʷ (ʥʘʧʨʠʤʝʨ, 

attachment.doc_). ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʯʪʦʙʳ 

ʦʪʢʨʳʪʴ ʬʘʡʣ, ʧʦʣʴʟʦʚʘʪʝʣʶ ʥʫʞʥʦ 

ʧʝʨʝʠʤʝʥʦʚʘʪʴ ʬʘʡʣ. 

ʕʚʨʠʩʪʠʯʝʩʢʠʡ ʘʥʘʣʠʟ ʉʨʝʜʥʠʡ ʊʝʭʥʦʣʦʛʠʷ ʦʙʥʘʨʫʞʝʥʠʷ ʫʛʨʦʟ, ʢʦʪʦʨʳʝ 

ʥʝʚʦʟʤʦʞʥʦ ʦʧʨʝʜʝʣʠʪʴ ʩ ʧʦʤʦʱʴʶ 

ʪʝʢʫʱʝʡ ʚʝʨʩʠʠ ʙʘʟ ʧʨʠʣʦʞʝʥʠʡ 

"ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". ʇʦʟʚʦʣʷʝʪ 

ʥʘʭʦʜʠʪʴ ʬʘʡʣʳ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ 

ʩʦʜʝʨʞʘʪʴ ʥʝʠʟʚʝʩʪʥʳʡ ʚʠʨʫʩ ʠʣʠ ʥʦʚʫʶ 

ʤʦʜʠʬʠʢʘʮʠʶ ʠʟʚʝʩʪʥʦʛʦ ʚʠʨʫʩʘ. 

ɺʦ ʚʨʝʤʷ ʧʨʦʚʝʨʢʠ ʬʘʡʣʦʚ ʥʘ ʥʘʣʠʯʠʝ 

ʚʨʝʜʦʥʦʩʥʦʛʦ ʢʦʜʘ ʵʚʨʠʩʪʠʯʝʩʢʠʡ 

ʘʥʘʣʠʟʘʪʦʨ ʚʳʧʦʣʥʷʝʪ ʠʥʩʪʨʫʢʮʠʠ ʚ 

ʠʩʧʦʣʥʷʝʤʳʭ ʬʘʡʣʘʭ. ʂʦʣʠʯʝʩʪʚʦ 

ʠʥʩʪʨʫʢʮʠʡ, ʢʦʪʦʨʳʝ ʚʳʧʦʣʥʷʝʪ 

ʵʚʨʠʩʪʠʯʝʩʢʠʡ ʘʥʘʣʠʟʘʪʦʨ, ʟʘʚʠʩʠʪ ʦʪ 

ʟʘʜʘʥʥʦʛʦ ʫʨʦʚʥʷ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ. 

ʋʨʦʚʝʥʴ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ 

ʦʙʝʩʧʝʯʠʚʘʝʪ ʙʘʣʘʥʩ ʤʝʞʜʫ 

ʪʱʘʪʝʣʴʥʦʩʪʴʶ ʧʦʠʩʢʘ ʥʦʚʳʭ ʫʛʨʦʟ, 

ʩʪʝʧʝʥʴʶ ʟʘʛʨʫʟʢʠ ʨʝʩʫʨʩʦʚ ʦʧʝʨʘʮʠʦʥʥʦʡ 

ʩʠʩʪʝʤʳ ʠ ʜʣʠʪʝʣʴʥʦʩʪʴʶ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ 

ʘʥʘʣʠʟʘ. 

ɼʝʡʩʪʚʠʝ ʧʨʠ 

ʦʙʥʘʨʫʞʝʥʠʠ ʫʛʨʦʟʳ 

ʃʝʯʠʪʴ. ʋʜʘʣʷʪʴ, ʝʩʣʠ 

ʣʝʯʝʥʠʝ ʥʝʚʦʟʤʦʞʥʦ 

ʇʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʟʘʨʘʞʝʥʥʦʛʦ ʦʙʲʝʢʪʘ ʚʦ 

ʚʭʦʜʷʱʝʤ ʠʣʠ ʠʩʭʦʜʷʱʝʤ ʩʦʦʙʱʝʥʠʠ 

ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security 

ʧʳʪʘʝʪʩʷ ʚʳʣʝʯʠʪʴ ʦʙʥʘʨʫʞʝʥʥʳʡ ʦʙʲʝʢʪ. 

ʇʦʣʴʟʦʚʘʪʝʣʶ ʙʫʜʝʪ ʜʦʩʪʫʧʥʦ ʩʦʦʙʱʝʥʠʝ 

ʩ ʙʝʟʦʧʘʩʥʳʤ ʚʣʦʞʝʥʠʝʤ. ɽʩʣʠ ʚʳʣʝʯʠʪʴ 

ʦʙʲʝʢʪ ʥʝ ʫʜʘʣʦʩʴ, ʧʨʠʣʦʞʝʥʠʝ Kaspersky 

Endpoint Security ʫʜʘʣʷʝʪ ʟʘʨʘʞʝʥʥʳʡ 

ʦʙʲʝʢʪ. ʇʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint 

Security ʜʦʙʘʚʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦ 

ʚʳʧʦʣʥʝʥʥʦʤ ʜʝʡʩʪʚʠʠ ʚ ʪʝʤʫ ʩʦʦʙʱʝʥʠʷ, 

ʥʘʧʨʠʤʝʨ, [ʉʦʦʙʱʝʥʠʝ ʙʳʣʦ ʦʙʨʘʙʦʪʘʥʦ] 

<ʪʝʤʘ ʩʦʦʙʱʝʥʠʷ>. 
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ʀʟʤʝʥʝʥʠʝ ʜʝʡʩʪʚʠʷ ʥʘʜ ʟʘʨʘʞʝʥʥʳʤʠ ʩʦʦʙʱʝʥʠʷʤʠ 
ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʳʪʘʝʪʩʷ ʚʳʣʝʯʠʪʴ ʚʩʝ ʦʙʥʘʨʫʞʝʥʥʳʝ 

ʟʘʨʘʞʝʥʥʳʝ ʩʦʦʙʱʝʥʠʷ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ. ɽʩʣʠ ʣʝʯʝʥʠʝ ʥʝʚʦʟʤʦʞʥʦ, ʪʦ ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ 

ʫʛʨʦʟ ʫʜʘʣʷʝʪ ʟʘʨʘʞʝʥʥʳʝ ʩʦʦʙʱʝʥʠʷ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ. 

Ʒ ʏʪʦʙʳ ʠʟʤʝʥʠʪʴ ʜʝʡʩʪʚʠʝ ʥʘʜ ʟʘʨʘʞʝʥʥʳʤʠ ʩʦʦʙʱʝʥʠʷʤʠ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ɹʘʟʦʚʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ 

ʫʛʨʦʟ. 
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3. ɺ ʙʣʦʢʝ ɼʝʡʩʪʚʠʝ ʧʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʫʛʨʦʟʳ ʚʳʙʝʨʠʪʝ ʚʘʨʠʘʥʪ ʜʝʡʩʪʚʠʷ, ʢʦʪʦʨʦʝ ʚʳʧʦʣʥʷʝʪ 

Kaspersky Endpoint Security ʧʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʟʘʨʘʞʝʥʥʦʛʦ ʩʦʦʙʱʝʥʠʷ: 

¶ ʃʝʯʠʪʴ. ʋʜʘʣʷʪʴ, ʝʩʣʠ ʣʝʯʝʥʠʝ ʥʝʚʦʟʤʦʞʥʦ. ʇʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʟʘʨʘʞʝʥʥʦʛʦ ʦʙʲʝʢʪʘ ʚʦ 

ʚʭʦʜʷʱʝʤ ʠʣʠ ʠʩʭʦʜʷʱʝʤ ʩʦʦʙʱʝʥʠʠ ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security ʧʳʪʘʝʪʩʷ 

ʚʳʣʝʯʠʪʴ ʦʙʥʘʨʫʞʝʥʥʳʡ ʦʙʲʝʢʪ. ʇʦʣʴʟʦʚʘʪʝʣʶ ʙʫʜʝʪ ʜʦʩʪʫʧʥʦ ʩʦʦʙʱʝʥʠʝ ʩ ʙʝʟʦʧʘʩʥʳʤ 

ʚʣʦʞʝʥʠʝʤ. ɽʩʣʠ ʚʳʣʝʯʠʪʴ ʦʙʲʝʢʪ ʥʝ ʫʜʘʣʦʩʴ, ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security ʫʜʘʣʷʝʪ 

ʟʘʨʘʞʝʥʥʳʡ ʦʙʲʝʢʪ. ʇʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security ʜʦʙʘʚʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦ 

ʚʳʧʦʣʥʝʥʥʦʤ ʜʝʡʩʪʚʠʠ ʚ ʪʝʤʫ ʩʦʦʙʱʝʥʠʷ, ʥʘʧʨʠʤʝʨ, [ʉʦʦʙʱʝʥʠʝ ʙʳʣʦ ʦʙʨʘʙʦʪʘʥʦ] <ʪʝʤʘ 

ʩʦʦʙʱʝʥʠʷ>. 

¶ ʃʝʯʠʪʴ. ɹʣʦʢʠʨʦʚʘʪʴ, ʝʩʣʠ ʣʝʯʝʥʠʝ ʥʝʚʦʟʤʦʞʥʦ. ʇʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʟʘʨʘʞʝʥʥʦʛʦ ʦʙʲʝʢʪʘ ʚʦ 

ʚʭʦʜʷʱʝʤ ʩʦʦʙʱʝʥʠʠ ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security ʧʳʪʘʝʪʩʷ ʚʳʣʝʯʠʪʴ 

ʦʙʥʘʨʫʞʝʥʥʳʡ ʦʙʲʝʢʪ. ʇʦʣʴʟʦʚʘʪʝʣʶ ʙʫʜʝʪ ʜʦʩʪʫʧʥʦ ʩʦʦʙʱʝʥʠʝ ʩ ʙʝʟʦʧʘʩʥʳʤ ʚʣʦʞʝʥʠʝʤ. 

ɽʩʣʠ ʚʳʣʝʯʠʪʴ ʦʙʲʝʢʪ ʥʝ ʫʜʘʣʦʩʴ, ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security ʜʦʙʘʚʠʪ 

ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ ʢ ʪʝʤʝ ʩʦʦʙʱʝʥʠʷ. ʇʦʣʴʟʦʚʘʪʝʣʶ ʙʫʜʝʪ ʜʦʩʪʫʧʥʦ ʩʦʦʙʱʝʥʠʝ ʩ ʠʩʭʦʜʥʳʤ 

ʚʣʦʞʝʥʠʝʤ. ʇʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʟʘʨʘʞʝʥʥʦʛʦ ʦʙʲʝʢʪʘ ʚ ʠʩʭʦʜʷʱʝʤ ʩʦʦʙʱʝʥʠʠ ʧʨʠʣʦʞʝʥʠʝ 

Kaspersky Endpoint Security ʧʳʪʘʝʪʩʷ ʚʳʣʝʯʠʪʴ ʦʙʥʘʨʫʞʝʥʥʳʡ ʦʙʲʝʢʪ. ɽʩʣʠ ʚʳʣʝʯʠʪʴ ʦʙʲʝʢʪ ʥʝ 

ʫʜʘʣʦʩʴ, ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security ʙʣʦʢʠʨʫʝʪ ʦʪʧʨʘʚʢʫ ʩʦʦʙʱʝʥʠʷ, ʧʦʯʪʦʚʳʡ 

ʢʣʠʝʥʪ ʧʦʢʘʟʳʚʘʝʪ ʦʰʠʙʢʫ. 

¶ ɹʣʦʢʠʨʦʚʘʪʴ. ʇʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʟʘʨʘʞʝʥʥʦʛʦ ʦʙʲʝʢʪʘ ʚʦ ʚʭʦʜʷʱʝʤ ʩʦʦʙʱʝʥʠʠ ʧʨʠʣʦʞʝʥʠʝ 

Kaspersky Endpoint Security ʜʦʙʘʚʠʪ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ ʢ ʪʝʤʝ ʩʦʦʙʱʝʥʠʷ. ʇʦʣʴʟʦʚʘʪʝʣʶ ʙʫʜʝʪ 

ʜʦʩʪʫʧʥʦ ʩʦʦʙʱʝʥʠʝ ʩ ʠʩʭʦʜʥʳʤ ʚʣʦʞʝʥʠʝʤ. ʇʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʟʘʨʘʞʝʥʥʦʛʦ ʦʙʲʝʢʪʘ ʚ 

ʠʩʭʦʜʷʱʝʤ ʩʦʦʙʱʝʥʠʠ ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security ʙʣʦʢʠʨʫʝʪ ʦʪʧʨʘʚʢʫ ʩʦʦʙʱʝʥʠʷ, 

ʧʦʯʪʦʚʳʡ ʢʣʠʝʥʪ ʧʦʢʘʟʳʚʘʝʪ ʦʰʠʙʢʫ. 

4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
  

 

ʌʦʨʤʠʨʦʚʘʥʠʝ ʦʙʣʘʩʪʠ ʟʘʱʠʪʳ ʢʦʤʧʦʥʝʥʪʘ ɿʘʱʠʪʘ ʦʪ 
ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ 

ʆʙʣʘʩʪʴ ʟʘʱʠʪ rï ʵʪʦ ʦʙʲʝʢʪʳ, ʢʦʪʦʨʳʝ ʧʨʦʚʝʨʷʝʪ ʢʦʤʧʦʥʝʥʪ ʚʦ ʚʨʝʤʷ ʩʚʦʝʡ ʨʘʙʦʪʳ. ʆʙʣʘʩʪʴ ʟʘʱʠʪʳ 

ʨʘʟʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʠʤʝʝʪ ʨʘʟʥʳʝ ʩʚʦʡʩʪʚʘ. ʉʚʦʡʩʪʚʘʤʠ ʦʙʣʘʩʪʠ ʟʘʱʠʪʳ ʢʦʤʧʦʥʝʥʪʘ ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ 

ʫʛʨʦʟ ʷʚʣʷʶʪʩʷ ʧʘʨʘʤʝʪʨʳ ʠʥʪʝʛʨʘʮʠʠ ʢʦʤʧʦʥʝʥʪʘ ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ ʚ ʧʦʯʪʦʚʳʝ ʢʣʠʝʥʪʳ, ʪʠʧ 

ʩʦʦʙʱʝʥʠʡ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʠ ʧʦʯʪʦʚʳʝ ʧʨʦʪʦʢʦʣʳ, ʪʨʘʬʠʢ ʢʦʪʦʨʳʭ ʧʨʦʚʝʨʷʝʪ ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ 

ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ. ʇʦ ʫʤʦʣʯʘʥʠʶ Kaspersky Endpoint Security ʧʨʦʚʝʨʷʝʪ ʢʘʢ ʚʭʦʜʷʱʠʝ, ʪʘʢ ʠ ʠʩʭʦʜʷʱʠʝ 

ʩʦʦʙʱʝʥʠʷ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʪʨʘʬʠʢ ʧʦʯʪʦʚʳʭ ʧʨʦʪʦʢʦʣʦʚ POP3, SMTP, NNTP ʠ IMAP, ʘ ʪʘʢʞʝ 

ʠʥʪʝʛʨʠʨʫʝʪʩʷ ʚ ʧʦʯʪʦʚʳʡ ʢʣʠʝʥʪ Microsoft Office Outlook. 

Ʒ ʏʪʦʙʳ ʩʬʦʨʤʠʨʦʚʘʪʴ ʦʙʣʘʩʪʴ ʟʘʱʠʪʳ ʢʦʤʧʦʥʝʥʪʘ ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ, 

ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ɹʘʟʦʚʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ 

ʫʛʨʦʟ. 

3. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʈʘʩʰʠʨʝʥʥʘʷ ʥʘʩʪʨʦʡʢʘ. 
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4. ɺ ʙʣʦʢʝ ʆʙʣʘʩʪʴ ʟʘʱʠʪʳ ʚʳʙʝʨʠʪʝ ʩʦʦʙʱʝʥʠʷ ʜʣʷ ʧʨʦʚʝʨʢʠ: 

¶ ɺʭʦʜʷʱʠʝ ʠ ʠʩʭʦʜʷʱʠʝ ʩʦʦʙʱʝʥʠʷ. 

¶ ʊʦʣʴʢʦ ʚʭʦʜʷʱʠʝ ʩʦʦʙʱʝʥʠʷ. 

ɼʣʷ ʟʘʱʠʪʳ ʢʦʤʧʴʶʪʝʨʦʚ ʜʦʩʪʘʪʦʯʥʦ ʧʨʦʚʝʨʷʪʴ ʪʦʣʴʢʦ ʚʭʦʜʷʱʠʝ ʩʦʦʙʱʝʥʠʷ. ɺʳ ʤʦʞʝʪʝ ʚʢʣʶʯʠʪʴ 

ʧʨʦʚʝʨʢʫ ʠʩʭʦʜʷʱʠʭ ʩʦʦʙʱʝʥʠʡ ʜʣʷ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʦʪʧʨʘʚʢʠ ʟʘʨʘʞʝʥʥʳʭ ʬʘʡʣʦʚ ʚ ʘʨʭʠʚʘʭ. ɺʳ 

ʪʘʢʞʝ ʤʦʞʝʪʝ ʚʢʣʶʯʠʪʴ ʧʨʦʚʝʨʢʫ ʠʩʭʦʜʷʱʠʭ ʩʦʦʙʱʝʥʠʡ, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ ʟʘʧʨʝʪʠʪʴ ʦʙʤʝʥ ʬʘʡʣʘʤʠ 

ʦʧʨʝʜʝʣʝʥʥʳʭ ʬʦʨʤʘʪʦʚ, ʥʘʧʨʠʤʝʨ, ʘʫʜʠʦ ʠʣʠ ʚʠʜʝʦ. 

ɽʩʣʠ ʚʳ ʚʳʙʠʨʘʝʪʝ ʧʨʦʚʝʨʢʫ ʪʦʣʴʢʦ ʚʭʦʜʷʱʠʭ ʩʦʦʙʱʝʥʠʡ, ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʦʜʥʦʢʨʘʪʥʦ 

ʧʨʦʚʝʨʠʪʴ ʚʩʝ ʠʩʭʦʜʷʱʠʝ ʩʦʦʙʱʝʥʠʷ, ʧʦʩʢʦʣʴʢʫ ʩʫʱʝʩʪʚʫʝʪ ʚʝʨʦʷʪʥʦʩʪʴ ʪʦʛʦ, ʯʪʦ ʥʘ ʚʘʰʝʤ 

ʢʦʤʧʴʶʪʝʨʝ ʝʩʪʴ ʧʦʯʪʦʚʳʝ ʯʝʨʚʠ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪ ʵʣʝʢʪʨʦʥʥʫʶ ʧʦʯʪʫ ʚ ʢʘʯʝʩʪʚʝ ʢʘʥʘʣʘ 

ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ. ʕʪʦ ʧʦʟʚʦʣʠʪ ʠʟʙʝʞʘʪʴ ʧʨʦʙʣʝʤ, ʩʚʷʟʘʥʥʳʭ ʩ ʥʝʢʦʥʪʨʦʣʠʨʫʝʤʦʡ ʨʘʩʩʳʣʢʦʡ 

ʟʘʨʘʞʝʥʥʳʭ ʩʦʦʙʱʝʥʠʡ ʩ ʚʘʰʝʛʦ ʢʦʤʧʴʶʪʝʨʘ. 

5. ɺ ʙʣʦʢʝ ɺʩʪʨʘʠʚʘʥʠʝ ʚ ʦʧʝʨʘʮʠʦʥʥʫʶ ʩʠʩʪʝʤʫ ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

¶ ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʇʨʦʚʝʨʷʪʴ ʪʨʘʬʠʢ POP3, SMTP, NNTP, IMAP, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ, ʯʪʦʙʳ 

ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ ʧʨʦʚʝʨʷʣ ʩʦʦʙʱʝʥʠʷ, ʧʝʨʝʜʘʶʱʠʝʩʷ ʧʦ ʧʨʦʪʦʢʦʣʘʤ POP3, 

SMTP, NNTP ʠ IMAP, ʜʦ ʠʭ ʧʦʣʫʯʝʥʠʷ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ʉʥʠʤʠʪʝ ʬʣʘʞʦʢ ʇʨʦʚʝʨʷʪʴ ʪʨʘʬʠʢ POP3, SMTP, NNTP, IMAP, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ, ʯʪʦʙʳ 

ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ ʥʝ ʧʨʦʚʝʨʷʣ ʩʦʦʙʱʝʥʠʷ, ʧʝʨʝʜʘʶʱʠʝʩʷ ʧʦ ʧʨʦʪʦʢʦʣʘʤ 

POP3, SMTP, NNTP ʠ IMAP, ʜʦ ʠʭ ʧʦʣʫʯʝʥʠʷ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ 

ʩʦʦʙʱʝʥʠʷ ʧʨʦʚʝʨʷʝʪ ʨʘʩʰʠʨʝʥʠʝ ʢʦʤʧʦʥʝʥʪʘ ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ, ʚʩʪʨʦʝʥʥʦʝ ʚ 

ʧʦʯʪʦʚʳʡ ʢʣʠʝʥʪ Microsoft Office Outlook, ʧʦʩʣʝ ʠʭ ʧʦʣʫʯʝʥʠʷ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʝʩʣʠ 

ʫʩʪʘʥʦʚʣʝʥ ʬʣʘʞʦʢ ʇʦʜʢʣʶʯʠʪʴ ʨʘʩʰʠʨʝʥʠʝ ʜʣʷ Microsoft Outlook. 

ɽʩʣʠ ʚʳ ʠʩʧʦʣʴʟʫʝʪʝ ʧʦʯʪʦʚʳʡ ʢʣʠʝʥʪ, ʦʪʣʠʯʥʳʡ ʦʪ Microsoft Office Outlook, ʪʦ ʧʨʠ ʩʥʷʪʦʤ 

ʬʣʘʞʢʝ ʇʨʦʚʝʨʷʪʴ ʪʨʘʬʠʢ POP3, SMTP, NNTP, IMAP ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ 

ʫʛʨʦʟ ʥʝ ʧʨʦʚʝʨʷʝʪ ʩʦʦʙʱʝʥʠʷ, ʧʝʨʝʜʘʶʱʠʝʩʷ ʧʦ ʧʦʯʪʦʚʳʤ ʧʨʦʪʦʢʦʣʘʤ POP3, SMTP, 

NNTP ʠ IMAP. 

¶ ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʇʦʜʢʣʶʯʠʪʴ ʨʘʩʰʠʨʝʥʠʝ ʜʣʷ Microsoft Outlook, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ ʦʪʢʨʳʪʴ 

ʜʦʩʪʫʧ ʢ ʥʘʩʪʨʦʡʢʝ ʧʘʨʘʤʝʪʨʦʚ ʢʦʤʧʦʥʝʥʪʘ ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ ʠʟ ʧʨʠʣʦʞʝʥʠʷ Microsoft 

Office Outlook ʠ ʚʢʣʶʯʠʪʴ ʧʨʦʚʝʨʢʫ ʩʦʦʙʱʝʥʠʡ, ʧʝʨʝʜʘʶʱʠʭʩʷ ʧʦ ʧʨʦʪʦʢʦʣʘʤ POP3, SMTP, 

NNTP, IMAP ʠ MAPI, ʧʦʩʣʝ ʠʭ ʧʦʣʫʯʝʥʠʷ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʩ ʧʦʤʦʱʴʶ ʨʘʩʰʠʨʝʥʠʷ, 

ʠʥʪʝʛʨʠʨʦʚʘʥʥʦʛʦ ʚ ʧʨʠʣʦʞʝʥʠʝ Microsoft Office Outlook. 

ʉʥʠʤʠʪʝ ʬʣʘʞʦʢ ʇʦʜʢʣʶʯʠʪʴ ʨʘʩʰʠʨʝʥʠʝ ʜʣʷ Microsoft Outlook, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ ʟʘʢʨʳʪʴ 

ʜʦʩʪʫʧ ʢ ʥʘʩʪʨʦʡʢʝ ʧʘʨʘʤʝʪʨʦʚ ʢʦʤʧʦʥʝʥʪʘ ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ ʠʟ ʧʨʠʣʦʞʝʥʠʷ Microsoft 

Office Outlook ʠ ʚʳʢʣʶʯʠʪʴ ʧʨʦʚʝʨʢʫ ʩʦʦʙʱʝʥʠʡ, ʧʝʨʝʜʘʶʱʠʭʩʷ ʧʦ ʧʨʦʪʦʢʦʣʘʤ POP3, SMTP, 

NNTP, IMAP ʠ MAPI, ʧʦʩʣʝ ʠʭ ʧʦʣʫʯʝʥʠʷ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʩ ʧʦʤʦʱʴʶ ʨʘʩʰʠʨʝʥʠʷ, 

ʠʥʪʝʛʨʠʨʦʚʘʥʥʦʛʦ ʚ ʧʨʠʣʦʞʝʥʠʝ Microsoft Office Outlook. 

ʈʘʩʰʠʨʝʥʠʝ ʢʦʤʧʦʥʝʥʪʘ ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ ʚʩʪʨʘʠʚʘʝʪʩʷ ʚ ʧʦʯʪʦʚʳʡ ʢʣʠʝʥʪ 

Microsoft Office Outlook ʚʦ ʚʨʝʤʷ ʫʩʪʘʥʦʚʢʠ Kaspersky Endpoint Security. 

6. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
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ʇʨʦʚʝʨʢʘ ʩʦʩʪʘʚʥʳʭ ʬʘʡʣʦʚ, ʚʣʦʞʝʥʥʳʭ ʚ ʩʦʦʙʱʝʥʠʷ 
ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ 

ɺʳ ʤʦʞʝʪʝ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʧʨʦʚʝʨʢʫ ʦʙʲʝʢʪʦʚ, ʚʣʦʞʝʥʥʳʭ ʚ ʩʦʦʙʱʝʥʠʷ, ʦʛʨʘʥʠʯʠʪʴ 

ʤʘʢʩʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ ʧʨʦʚʝʨʷʝʤʳʭ ʦʙʲʝʢʪʦʚ, ʚʣʦʞʝʥʥʳʭ ʚ ʩʦʦʙʱʝʥʠʷ, ʠ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʪʝʣʴʥʦʩʪʴ 

ʧʨʦʚʝʨʢʠ ʦʙʲʝʢʪʦʚ, ʚʣʦʞʝʥʥʳʭ ʚ ʩʦʦʙʱʝʥʠʷ. 

Ʒ ʏʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʧʨʦʚʝʨʢʫ ʩʦʩʪʘʚʥʳʭ ʬʘʡʣʦʚ, ʚʣʦʞʝʥʥʳʭ ʚ ʩʦʦʙʱʝʥʠʷ ʵʣʝʢʪʨʦʥʥʦʡ 

ʧʦʯʪʳ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ɹʘʟʦʚʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ 

ʫʛʨʦʟ. 

3. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʈʘʩʰʠʨʝʥʥʘʷ ʥʘʩʪʨʦʡʢʘ. 

4. ɺ ʙʣʦʢʝ ʇʨʦʚʝʨʢʘ ʩʦʩʪʘʚʥʳʭ ʬʘʡʣʦʚ ʥʘʩʪʨʦʡʪʝ ʧʘʨʘʤʝʪʨʳ ʧʨʦʚʝʨʢʠ: 

¶ ʇʨʦʚʝʨʷʪʴ ʚʣʦʞʝʥʥʳʝ ʬʘʡʣʳ ʬʦʨʤʘʪʦʚ Microsoft Office. ʇʨʦʚʝʨʢʘ ʬʘʡʣʦʚ Microsoft Office 

(DOC, DOCX, XLS, PPT ʠ ʜʨʫʛʠʭ). ʂ ʬʘʡʣʘʤ ʦʬʠʩʥʳʭ ʬʦʨʤʘʪʦʚ ʪʘʢʞʝ ʦʪʥʦʩʷʪʩʷ OLE-ʦʙʲʝʢʪʳ. 

Kaspersky Endpoint Security ʧʨʦʚʝʨʷʝʪ ʬʘʡʣʳ ʦʬʠʩʥʳʭ ʬʦʨʤʘʪʦʚ, ʨʘʟʤʝʨ ʢʦʪʦʨʳʭ ʤʝʥʴʰʝ 1 

ʄɹ, ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʩʦʩʪʦʷʥʠʷ ʬʣʘʞʢʘ. 

¶ ʇʨʦʚʝʨʷʪʴ ʚʣʦʞʝʥʥʳʝ ʘʨʭʠʚʳ. ʇʨʦʚʝʨʢʘ ʘʨʭʠʚʦʚ ZIP, GZIP, BZIP, RAR, TAR, ARJ, CAB, LHA, 

JAR, ICE ʠ ʜʨʫʛʠʭ ʘʨʭʠʚʦʚ. ʇʨʠʣʦʞʝʥʠʝ ʧʨʦʚʝʨʷʝʪ ʘʨʭʠʚʳ ʥʝ ʪʦʣʴʢʦ ʧʦ ʨʘʩʰʠʨʝʥʠʶ, ʥʦ ʠ ʧʦ 

ʬʦʨʤʘʪʫ. ʇʨʠ ʧʨʦʚʝʨʢʝ ʘʨʭʠʚʦʚ ʧʨʠʣʦʞʝʥʠʝ ʚʳʧʦʣʥʷʝʪ ʨʝʢʫʨʩʠʚʥʫʶ ʨʘʩʧʘʢʦʚʢʫ. ʕʪʦ ʧʦʟʚʦʣʷʝʪ 

ʦʙʥʘʨʫʞʠʚʘʪʴ ʫʛʨʦʟʳ ʚʥʫʪʨʠ ʤʥʦʛʦʫʨʦʚʥʝʚʳʭ ʘʨʭʠʚʦʚ (ʘʨʭʠʚ ʚʥʫʪʨʠ ʘʨʭʠʚʘ). 

ɽʩʣʠ ʚʦ ʚʨʝʤʷ ʧʨʦʚʝʨʢʠ ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security ʦʙʥʘʨʫʞʠʣʦ ʚ ʪʝʢʩʪʝ 

ʩʦʦʙʱʝʥʠʷ ʧʘʨʦʣʴ ʢ ʘʨʭʠʚʫ, ʧʘʨʦʣʴ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʥ ʜʣʷ ʧʨʦʚʝʨʢʠ ʩʦʜʝʨʞʘʥʠʷ ʵʪʦʛʦ 

ʘʨʭʠʚʘ ʥʘ ʥʘʣʠʯʠʝ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʠʣʦʞʝʥʠʡ. ʇʘʨʦʣʴ ʧʨʠ ʵʪʦʤ ʥʝ ʩʦʭʨʘʥʷʝʪʩʷ. ʇʨʠ 

ʧʨʦʚʝʨʢʝ ʘʨʭʠʚʘ ʚʳʧʦʣʥʷʝʪʩʷ ʝʛʦ ʨʘʩʧʘʢʦʚʢʘ. ɽʩʣʠ ʚʦ ʚʨʝʤʷ ʨʘʩʧʘʢʦʚʢʠ ʘʨʭʠʚʘ ʧʨʦʠʟʦʰʝʣ 

ʩʙʦʡ ʚ ʨʘʙʦʪʝ ʧʨʠʣʦʞʝʥʠʷ, ʚʳ ʤʦʞʝʪʝ ʚʨʫʯʥʫʶ ʫʜʘʣʠʪʴ ʬʘʡʣʳ, ʢʦʪʦʨʳʝ ʧʨʠ ʨʘʩʧʘʢʦʚʢʝ 

ʩʦʭʨʘʥʷʶʪʩʷ ʧʦ ʩʣʝʜʫʶʱʝʤʫ ʧʫʪʠ: %systemroot%\temp. ʌʘʡʣʳ ʠʤʝʶʪ ʧʨʝʬʠʢʩ PR. 

¶ ʅʝ ʧʨʦʚʝʨʷʪʴ ʘʨʭʠʚʳ ʨʘʟʤʝʨʦʤ ʙʦʣʝʝ N ʄɹ (ʦʪ 1 ʜʦ 9999). ɽʩʣʠ ʬʣʘʞʦʢ ʫʩʪʘʥʦʚʣʝʥ, 

ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ ʠʩʢʣʶʯʘʝʪ ʠʟ ʧʨʦʚʝʨʢʠ ʚʣʦʞʝʥʥʳʝ ʚ ʩʦʦʙʱʝʥʠʷ 

ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʘʨʭʠʚʳ, ʨʘʟʤʝʨ ʢʦʪʦʨʳʭ ʙʦʣʴʰʝ ʟʘʜʘʥʥʦʛʦ. ɽʩʣʠ ʬʣʘʞʦʢ ʩʥʷʪ, ʢʦʤʧʦʥʝʥʪ 

ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ ʧʨʦʚʝʨʷʝʪ ʘʨʭʠʚʳ ʣʶʙʦʛʦ ʨʘʟʤʝʨʘ, ʚʣʦʞʝʥʥʳʝ ʚ ʩʦʦʙʱʝʥʠʷ 

ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ. 

¶ ʆʛʨʘʥʠʯʠʪʴ ʚʨʝʤʷ ʧʨʦʚʝʨʢʠ ʘʨʭʠʚʘ ʜʦ N ʩʝʢ (ʦʪ 1 ʜʦ 9999). ɽʩʣʠ ʬʣʘʞʦʢ ʫʩʪʘʥʦʚʣʝʥ, ʪʦ 

ʚʨʝʤʷ ʧʨʦʚʝʨʢʠ ʘʨʭʠʚʦʚ, ʚʣʦʞʝʥʥʳʭ ʚ ʩʦʦʙʱʝʥʠʷ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʦʛʨʘʥʠʯʝʥʦ ʫʢʘʟʘʥʥʳʤ 

ʧʝʨʠʦʜʦʤ. 

5. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
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ʌʠʣʴʪʨʘʮʠʷ ʚʣʦʞʝʥʠʡ ʚ ʩʦʦʙʱʝʥʠʷʭ ʵʣʝʢʪʨʦʥʥʦʡ 
ʧʦʯʪʳ 

ʌʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ ʬʠʣʴʪʨʘʮʠʠ ʚʣʦʞʝʥʠʡ ʥʝ ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʠʩʭʦʜʷʱʠʭ ʩʦʦʙʱʝʥʠʡ ʵʣʝʢʪʨʦʥʥʦʡ 

ʧʦʯʪʳ. 

ɺʨʝʜʦʥʦʩʥʳʝ ʧʨʠʣʦʞʝʥʠʷ ʤʦʛʫʪ ʨʘʩʧʨʦʩʪʨʘʥʷʪʴʩʷ ʚ ʚʠʜʝ ʚʣʦʞʝʥʠʡ ʚ ʩʦʦʙʱʝʥʠʷʭ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ. ɺʳ 

ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʬʠʣʴʪʨʘʮʠʶ ʧʦ ʪʠʧʫ ʚʣʦʞʝʥʠʡ ʚ ʩʦʦʙʱʝʥʠʷʭ, ʯʪʦʙʳ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʝʨʝʠʤʝʥʦʚʳʚʘʪʴ 

ʠʣʠ ʫʜʘʣʷʪʴ ʬʘʡʣʳ ʫʢʘʟʘʥʥʳʭ ʪʠʧʦʚ. ʇʝʨʝʠʤʝʥʦʚʘʚ ʚʣʦʞʝʥʠʝ ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʪʠʧʘ, Kaspersky Endpoint 

Security ʤʦʞʝʪ ʟʘʱʠʪʠʪʴ ʚʘʰ ʢʦʤʧʴʶʪʝʨ ʦʪ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʟʘʧʫʩʢʘ ʚʨʝʜʦʥʦʩʥʦʛʦ ʧʨʠʣʦʞʝʥʠʷ. 

Ʒ ʏʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʬʠʣʴʪʨʘʮʠʶ ʚʣʦʞʝʥʠʡ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ɹʘʟʦʚʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ 

ʫʛʨʦʟ. 

3. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʈʘʩʰʠʨʝʥʥʘʷ ʥʘʩʪʨʦʡʢʘ. 

4. ɺ ʙʣʦʢʝ ʌʠʣʴʪʨ ʚʣʦʞʝʥʠʡ ʚʳʧʦʣʥʠʪʝ ʦʜʥʦ ʠʟ ʩʣʝʜʫʶʱʠʭ ʜʝʡʩʪʚʠʡ: 

¶ ʅʝ ʧʨʠʤʝʥʷʪʴ ʬʠʣʴʪʨ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʚʘʨʠʘʥʪ, ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ ʥʝ 

ʬʠʣʴʪʨʫʝʪ ʬʘʡʣʳ, ʚʣʦʞʝʥʥʳʝ ʚ ʩʦʦʙʱʝʥʠʷ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ. 

¶ ʇʝʨʝʠʤʝʥʦʚʳʚʘʪʴ ʚʣʦʞʝʥʠʷ ʫʢʘʟʘʥʥʳʭ ʪʠʧʦʚ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʚʘʨʠʘʥʪ, ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ 

ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ ʟʘʤʝʥʷʝʪ ʧʦʩʣʝʜʥʠʡ ʩʠʤʚʦʣ ʨʘʩʰʠʨʝʥʠʷ ʚʣʦʞʝʥʥʳʭ ʬʘʡʣʦʚ ʫʢʘʟʘʥʥʳʭ ʪʠʧʦʚ 

ʥʘ ʩʠʤʚʦʣ ʧʦʜʯʝʨʢʠʚʘʥʠʷ (ʥʘʧʨʠʤʝʨ, attachment.doc_). ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʯʪʦʙʳ ʦʪʢʨʳʪʴ ʬʘʡʣ, 

ʧʦʣʴʟʦʚʘʪʝʣʶ ʥʫʞʥʦ ʧʝʨʝʠʤʝʥʦʚʘʪʴ ʬʘʡʣ. 

¶ ʋʜʘʣʷʪʴ ʚʣʦʞʝʥʠʷ ʫʢʘʟʘʥʥʳʭ ʪʠʧʦʚ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʚʘʨʠʘʥʪ, ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ 

ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ ʫʜʘʣʷʝʪ ʠʟ ʩʦʦʙʱʝʥʠʡ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʚʣʦʞʝʥʥʳʝ ʬʘʡʣʳ ʫʢʘʟʘʥʥʳʭ ʪʠʧʦʚ. 

5. ɽʩʣʠ ʥʘ ʧʨʝʜʳʜʫʱʝʤ ʰʘʛʝ ʠʥʩʪʨʫʢʮʠʠ ʚʳ ʚʳʙʨʘʣʠ ʚʘʨʠʘʥʪ ʇʝʨʝʠʤʝʥʦʚʳʚʘʪʴ ʚʣʦʞʝʥʠʷ 

ʫʢʘʟʘʥʥʳʭ ʪʠʧʦʚ ʠʣʠ ʚʘʨʠʘʥʪ ʋʜʘʣʷʪʴ ʚʣʦʞʝʥʠʷ ʫʢʘʟʘʥʥʳʭ ʪʠʧʦʚ, ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʢʠ ʥʘʧʨʦʪʠʚ 

ʥʫʞʥʳʭ ʪʠʧʦʚ ʬʘʡʣʦʚ. 

6. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
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ɿʘʱʠʪʘ ʦʪ ʩʝʪʝʚʳʭ ʫʛʨʦʟ 
ʂʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʩʝʪʝʚʳʭ ʫʛʨʦʟ (ʪʘʢʞʝ Intrusion Detection System (IDS) ï ʩʠʩʪʝʤʘ ʦʙʥʘʨʫʞʝʥʠʷ 

ʚʪʦʨʞʝʥʠʡ) ʦʪʩʣʝʞʠʚʘʝʪ ʚʦ ʚʭʦʜʷʱʝʤ ʩʝʪʝʚʦʤ ʪʨʘʬʠʢʝ ʘʢʪʠʚʥʦʩʪʴ, ʭʘʨʘʢʪʝʨʥʫʶ ʜʣʷ ʩʝʪʝʚʳʭ ʘʪʘʢ. 

ʆʙʥʘʨʫʞʠʚ ʧʦʧʳʪʢʫ ʩʝʪʝʚʦʡ ʘʪʘʢʠ ʥʘ ʢʦʤʧʴʶʪʝʨ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security 

ʙʣʦʢʠʨʫʝʪ ʩʝʪʝʚʦʝ ʩʦʝʜʠʥʝʥʠʝ ʩ ʘʪʘʢʫʶʱʠʤ ʢʦʤʧʴʶʪʝʨʦʤ. ʆʧʠʩʘʥʠʷ ʠʟʚʝʩʪʥʳʭ ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʚʠʜʦʚ 

ʩʝʪʝʚʳʭ ʘʪʘʢ ʠ ʤʝʪʦʜʦʚ ʙʦʨʴʙʳ ʩ ʥʠʤʠ ʩʦʜʝʨʞʘʪʩʷ ʚ ʙʘʟʘʭ ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security. ʉʧʠʩʦʢ 

ʩʝʪʝʚʳʭ ʘʪʘʢ, ʢʦʪʦʨʳʝ ʦʙʥʘʨʫʞʠʚʘʝʪ ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʩʝʪʝʚʳʭ ʫʛʨʦʟ, ʧʦʧʦʣʥʷʝʪʩʷ ʚ ʧʨʦʮʝʩʩʝ 

ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ. 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 
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ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ɿʘʱʠʪʳ ʦʪ ʩʝʪʝʚʳʭ ʫʛʨʦʟ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʩʝʪʝʚʳʭ ʫʛʨʦʟ ʚʢʣʶʯʝʥ ʠ ʨʘʙʦʪʘʝʪ ʚ ʦʧʪʠʤʘʣʴʥʦʤ ʨʝʞʠʤʝ. Kaspersky 

Endpoint Security ʦʪʩʣʝʞʠʚʘʝʪ ʚʦ ʚʭʦʜʷʱʝʤ ʩʝʪʝʚʦʤ ʪʨʘʬʠʢʝ ʘʢʪʠʚʥʦʩʪʴ, ʭʘʨʘʢʪʝʨʥʫʶ ʜʣʷ ʩʝʪʝʚʳʭ ʘʪʘʢ, ʠ 

ʙʣʦʢʠʨʫʝʪ ʘʪʘʢʠ. 

ʂʘʢ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ɿʘʱʠʪʫ ʦʪ ʩʝʪʝʚʳʭ ʫʛʨʦʟ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ɹʘʟʦʚʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɿʘʱʠʪʘ ʦʪ ʩʝʪʝʚʳʭ 

ʫʛʨʦʟ. 
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ʈʠʩʫʥʦʢ 47. ʇʘʨʘʤʝʪʨʳ ɿʘʱʠʪʳ ʦʪ ʩʝʪʝʚʳʭ ʫʛʨʦʟ 

3. ʀʩʧʦʣʴʟʫʡʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ɿʘʱʠʪʘ ʦʪ ʩʝʪʝʚʳʭ ʫʛʨʦʟ, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʢʦʤʧʦʥʝʥʪ. 

4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
 

ɹʣʦʢʠʨʦʚʘʥʠʝ ʘʪʘʢʫʶʱʝʛʦ ʢʦʤʧʴʶʪʝʨʘ 

ɽʩʣʠ ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʩʝʪʝʚʳʭ ʫʛʨʦʟ ʚʢʣʶʯʝʥ, Kaspersky Endpoint Security ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʙʣʦʢʠʨʫʝʪ 

ʩʝʪʝʚʳʝ ʘʪʘʢʠ. ɼʦʧʦʣʥʠʪʝʣʴʥʦ ʧʨʠʣʦʞʝʥʠʝ ʤʦʞʝʪ ʟʘʙʣʦʢʠʨʦʚʘʪʴ ʘʪʘʢʫʶʱʠʡ ʢʦʤʧʴʶʪʝʨ ʠ ʦʛʨʘʥʠʯʠʪʴ 

ʦʪʧʨʘʚʢʫ ʩʝʪʝʚʳʭ ʧʘʢʝʪʦʚ ʥʘ ʦʧʨʝʜʝʣʝʥʥʳʡ ʧʝʨʠʦʜ ʚʨʝʤʝʥʠ. ʇʦ ʫʤʦʣʯʘʥʠʶ Kaspersky Endpoint Security 

ʙʣʦʢʠʨʫʝʪ ʢʦʤʧʴʶʪʝʨ ʥʘ ʦʜʠʥ ʯʘʩ. 

ʂʘʢ ʟʘʙʣʦʢʠʨʦʚʘʪʴ ʘʪʘʢʫʶʱʠʡ ʢʦʤʧʴʶʪʝʨ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ɹʘʟʦʚʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɿʘʱʠʪʘ ʦʪ ʩʝʪʝʚʳʭ 

ʫʛʨʦʟ. 
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ʈʠʩʫʥʦʢ 48. ʇʘʨʘʤʝʪʨʳ ɿʘʱʠʪʳ ʦʪ ʩʝʪʝʚʳʭ ʫʛʨʦʟ 

3. ɺʢʣʶʯʠʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ɹʣʦʢʠʨʦʚʘʪʴ ʘʪʘʢʫʶʱʠʝ ʫʩʪʨʦʡʩʪʚʘ ʥʘ N ʤʠʥ. 

ɽʩʣʠ ʬʫʥʢʮʠʷ ʚʢʣʶʯʝʥʘ, ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʩʝʪʝʚʳʭ ʫʛʨʦʟ ʜʦʙʘʚʣʷʝʪ ʘʪʘʢʫʶʱʠʡ ʢʦʤʧʴʶʪʝʨ ʚ 

ʩʧʠʩʦʢ ʙʣʦʢʠʨʦʚʘʥʠʷ. ʕʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʩʝʪʝʚʳʭ ʫʛʨʦʟ ʙʣʦʢʠʨʫʝʪ ʩʝʪʝʚʦʝ 

ʩʦʝʜʠʥʝʥʠʝ ʩ ʘʪʘʢʫʶʱʠʤ ʢʦʤʧʴʶʪʝʨʦʤ ʧʦʩʣʝ ʧʝʨʚʦʡ ʧʦʧʳʪʢʠ ʩʝʪʝʚʦʡ ʘʪʘʢʠ ʚ ʪʝʯʝʥʠʝ ʟʘʜʘʥʥʦʛʦ 

ʚʨʝʤʝʥʠ, ʯʪʦʙʳ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʟʘʱʠʪʠʪʴ ʢʦʤʧʴʶʪʝʨ ʧʦʣʴʟʦʚʘʪʝʣʷ ʦʪ ʚʦʟʤʦʞʥʳʭ ʙʫʜʫʱʠʭ ʩʝʪʝʚʳʭ 

ʘʪʘʢ ʩ ʵʪʦʛʦ ʘʜʨʝʩʘ. ʄʠʥʠʤʘʣʴʥʦʝ ʚʨʝʤʷ, ʥʘ ʢʦʪʦʨʦʝ ʘʪʘʢʫʶʱʠʡ ʢʦʤʧʴʶʪʝʨ ʤʦʞʥʦ ʜʦʙʘʚʠʪʴ ʚ 

ʩʧʠʩʦʢ ʙʣʦʢʠʨʦʚʘʥʠʷ, ʩʦʩʪʘʚʣʷʝʪ ʦʜʥʫ ʤʠʥʫʪʫ. ʄʘʢʩʠʤʘʣʴʥʦʝ ï 999 ʤʠʥʫʪ. 

4. ʀʟʤʝʥʠʪʝ ʚʨʝʤʷ ʙʣʦʢʠʨʦʚʘʥʠʷ ʘʪʘʢʫʶʱʝʛʦ ʢʦʤʧʴʶʪʝʨʘ ʚ ʧʦʣʝ, ʨʘʩʧʦʣʦʞʝʥʥʦʤ ʩʥʠʟʫ ʦʪ 

ʧʝʨʝʢʣʶʯʘʪʝʣʷ ɹʣʦʢʠʨʦʚʘʪʴ ʘʪʘʢʫʶʱʠʝ ʫʩʪʨʦʡʩʪʚʘ ʥʘ N ʤʠʥ. 

5. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ Kaspersky Endpoint Security, ʦʙʥʘʨʫʞʠʚ ʧʦʧʳʪʢʫ ʩʝʪʝʚʦʡ ʘʪʘʢʠ ʥʘ ʢʦʤʧʴʶʪʝʨ ʧʦʣʴʟʦʚʘʪʝʣʷ, 

ʙʣʦʢʠʨʫʝʪ ʚʩʝ ʩʦʝʜʠʥʝʥʠʷ ʩ ʘʪʘʢʫʶʱʠʤ ʢʦʤʧʴʶʪʝʨʦʤ. Kaspersky Endpoint Security ʩʦʟʜʘʝʪ ʩʦʙʳʪʠʝ 

ʆʙʥʘʨʫʞʝʥʘ ʩʝʪʝʚʘʷ ʘʪʘʢʘ. ʉʦʙʳʪʠʝ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʘʪʘʢʫʶʱʝʤ ʢʦʤʧʴʶʪʝʨʝ: IP- ʠ MAC-

ʘʜʨʝʩʘ. 
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MAC-ʘʜʨʝʩ ʘʪʘʢʫʶʱʝʛʦ ʢʦʤʧʴʶʪʝʨʘ ʚʳ ʤʦʞʝʪʝ ʧʨʦʩʤʦʪʨʝʪʴ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ ʠ ʚ ʢʦʥʩʦʣʠ 

Kaspersky Security Center ʚʝʨʩʠʠ 15.1 ʠ ʚʳʰʝ. 

 

Kaspersky Endpoint Security ʨʘʟʙʣʦʢʠʨʫʝʪ ʢʦʤʧʴʶʪʝʨ ʧʦ ʠʩʪʝʯʝʥʠʶ ʟʘʜʘʥʥʦʛʦ ʧʝʨʠʦʜʘ ʚʨʝʤʝʥʠ. ɺ ʢʦʥʩʦʣʠ 

Kaspersky Security Center ʥʝʪ ʠʥʩʪʨʫʤʝʥʪʦʚ ʤʦʥʠʪʦʨʠʥʛʘ ʟʘʙʣʦʢʠʨʦʚʘʥʥʳʭ ʢʦʤʧʴʶʪʝʨʦʚ ʢʨʦʤʝ ʩʦʙʳʪʠʡ 

ʆʙʥʘʨʫʞʝʥʘ ʩʝʪʝʚʘʷ ʘʪʘʢʘ ʚ ʦʪʯʝʪʝ. ɺʳ ʤʦʞʝʪʝ ʧʨʦʩʤʦʪʨʝʪʴ ʩʧʠʩʦʢ ʟʘʙʣʦʢʠʨʦʚʘʥʥʳʭ ʢʦʤʧʴʶʪʝʨʦʚ 

ʪʦʣʴʢʦ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ. ɼʣʷ ʵʪʦʛʦ ʧʨʝʜʥʘʟʥʘʯʝʥ ʠʥʩʪʨʫʤʝʥʪ ʄʦʥʠʪʦʨʠʥʛ ʩʝʪʠ. ʊʘʢʞʝ ʩ 

ʧʦʤʦʱʴʶ ʠʥʩʪʨʫʤʝʥʪʘ ʄʦʥʠʪʦʨʠʥʛ ʩʝʪʠ ʚʳ ʤʦʞʝʪʝ ʨʘʟʙʣʦʢʠʨʦʚʘʪʴ ʢʦʤʧʴʶʪʝʨ. 

Ʒ ʏʪʦʙʳ ʨʘʟʙʣʦʢʠʨʦʚʘʪʴ ʢʦʤʧʴʶʪʝʨ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ ʚ ʨʘʟʜʝʣʝ ʄʦʥʠʪʦʨʠʥʛ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʄʦʥʠʪʦʨʠʥʛ ʩʝʪʠ. 

2. ʇʝʨʝʡʜʠʪʝ ʥʘ ʟʘʢʣʘʜʢʫ ɿʘʙʣʦʢʠʨʦʚʘʥʥʳʝ ʢʦʤʧʴʶʪʝʨʳ. 

ʆʪʢʨʦʝʪʩʷ ʩʧʠʩʦʢ ʟʘʙʣʦʢʠʨʦʚʘʥʥʳʭ ʢʦʤʧʴʶʪʝʨʦʚ (ʩʤ. ʨʠʩ. ʥʠʞʝ). 

Kaspersky Endpoint Security ʦʯʠʱʘʝʪ ʩʧʠʩʦʢ ʙʣʦʢʠʨʦʚʘʥʠʷ ʧʨʠ ʧʝʨʝʟʘʧʫʩʢʝ ʧʨʠʣʦʞʝʥʠʷ ʠ ʧʨʠ 

ʠʟʤʝʥʝʥʠʠ ʧʘʨʘʤʝʪʨʦʚ ɿʘʱʠʪʳ ʦʪ ʩʝʪʝʚʳʭ ʫʛʨʦʟ. 
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3. ɺʳʙʝʨʠʪʝ ʢʦʤʧʴʶʪʝʨ, ʢʦʪʦʨʳʡ ʚʳ ʭʦʪʠʪʝ ʨʘʟʙʣʦʢʠʨʦʚʘʪʴ ʠ ʥʘʞʤʠʪʝ ʈʘʟʙʣʦʢʠʨʦʚʘʪʴ. 

 
 

ʅʘʩʪʨʦʡʢʘ ʘʜʨʝʩʦʚ ʠʩʢʣʶʯʝʥʠʡ ʠʟ ʙʣʦʢʠʨʦʚʘʥʠʷ 

Kaspersky Endpoint Security ʤʦʞʝʪ ʨʘʩʧʦʟʥʘʪʴ ʩʝʪʝʚʫʶ ʘʪʘʢʫ ʠ ʟʘʙʣʦʢʠʨʦʚʘʪʴ ʙʝʟʦʧʘʩʥʦʝ ʩʝʪʝʚʦʝ 

ʩʦʝʜʠʥʝʥʠʝ, ʧʦ ʢʦʪʦʨʦʤʫ ʧʝʨʝʜʘʝʪʩʷ ʙʦʣʴʰʦʝ ʢʦʣʠʯʝʩʪʚʦ ʧʘʢʝʪʦʚ (ʥʘʧʨʠʤʝʨ, ʦʪ ʢʘʤʝʨ ʥʘʙʣʶʜʝʥʠʷ). ɼʣʷ 

ʨʘʙʦʪʳ ʩ ʜʦʚʝʨʝʥʥʳʤʠ ʫʩʪʨʦʡʩʪʚʘʤʠ ʚʳ ʤʦʞʝʪʝ ʜʦʙʘʚʠʪʴ IP-ʘʜʨʝʩʘ ʵʪʠʭ ʫʩʪʨʦʡʩʪʚ ʚ ʩʧʠʩʦʢ ʠʩʢʣʶʯʝʥʠʡ. 

ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʧʨʦʪʦʢʦʣ ʠ ʧʦʨʪ, ʧʦ ʢʦʪʦʨʳʤ ʧʝʨʝʜʘʶʪʩʷ ʜʘʥʥʳʝ, ʯʪʦʙʳ ʨʘʟʨʝʰʠʪʴ ʦʪʜʝʣʴʥʫʶ 

ʩʝʪʝʚʫʶ ʘʢʪʠʚʥʦʩʪʴ. 

ɺʳʙʦʨ ʧʨʦʪʦʢʦʣʘ ʠ ʧʦʨʪʦʚ ʜʣʷ ʠʩʢʣʶʯʝʥʠʡ ʜʦʙʘʚʣʝʥ ʚ Kaspersky Endpoint Security ʚʝʨʩʠʠ 12.2. 

ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʧʨʠʣʦʞʝʥʠʝ ʠ ʧʣʘʛʠʥ ʫʧʨʘʚʣʝʥʠʷ ʦʙʥʦʚʣʝʥʳ ʜʦ ʚʝʨʩʠʠ 12.2 ʠʣʠ ʚʳʰʝ. ɽʩʣʠ ʚʳ 

ʠʩʧʦʣʴʟʫʝʪʝ ʙʦʣʝʝ ʨʘʥʥʶʶ ʚʝʨʩʠʶ ʧʨʠʣʦʞʝʥʠʷ ʠʣʠ ʧʣʘʛʠʥʘ ʫʧʨʘʚʣʝʥʠʷ, Kaspersky Endpoint Security 

ʨʘʟʨʝʰʘʝʪ ʘʢʪʠʚʥʦʩʪʴ ʢʦʤʧʴʶʪʝʨʦʚ ʪʦʣʴʢʦ ʧʦ IP-ʘʜʨʝʩʫ. 

ʂʘʢ ʥʘʩʪʨʦʠʪʴ ʘʜʨʝʩʘ ʠʩʢʣʶʯʝʥʠʡ ʠʟ ʙʣʦʢʠʨʦʚʘʥʠʷ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ɹʘʟʦʚʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɿʘʱʠʪʘ ʦʪ ʩʝʪʝʚʳʭ 

ʫʛʨʦʟ. 
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ʈʠʩʫʥʦʢ 49. ʇʘʨʘʤʝʪʨʳ ɿʘʱʠʪʳ ʦʪ ʩʝʪʝʚʳʭ ʫʛʨʦʟ 

3. ʅʘʞʤʠʪʝ ʥʘ ʩʩʳʣʢʫ ʅʘʩʪʨʦʠʪʴ ʠʩʢʣʶʯʝʥʠʷ. 

4. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

5. ɺʚʝʜʠʪʝ IP-ʘʜʨʝʩ ʢʦʤʧʴʶʪʝʨʘ, ʩʝʪʝʚʳʝ ʘʪʘʢʠ ʩ ʢʦʪʦʨʦʛʦ ʥʝ ʜʦʣʞʥʳ ʙʣʦʢʠʨʦʚʘʪʴʩʷ. 

ɽʩʣʠ ʪʨʝʙʫʝʪʩʷ, ʚʳʙʝʨʠʪʝ ʧʨʦʪʦʢʦʣ ʠ ʧʦʨʪʳ, ʧʦ ʢʦʪʦʨʳʤ ʧʝʨʝʜʘʶʪʩʷ ʜʘʥʥʳʝ. 

6. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
 

ʅʘʩʪʨʦʡʢʘ ɿʘʱʠʪʳ ʦʪ ʩʝʪʝʚʳʭ ʘʪʘʢ ʧʦ ʪʠʧʘʤ 

Kaspersky Endpoint Security ʧʦʟʚʦʣʷʝʪ ʫʧʨʘʚʣʷʪʴ ʟʘʱʠʪʦʡ ʦʪ ʩʣʝʜʫʶʱʠʭ ʪʠʧʦʚ ʩʝʪʝʚʳʭ ʘʪʘʢ: 

¶ ɸʪʘʢʘ ʪʠʧʘ ʀʥʪʝʥʩʠʚʥʳʝ ʩʝʪʝʚʳʝ ʟʘʧʨʦʩʳ (ʘʥʛʣ. Network Flooding) ï ʘʪʘʢʘ ʥʘ ʩʝʪʝʚʳʝ ʨʝʩʫʨʩʳ 

ʦʨʛʘʥʠʟʘʮʠʠ (ʥʘʧʨʠʤʝʨ, ʚʝʙ-ʩʝʨʚʝʨʳ). ɸʪʘʢʘ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʦʪʧʨʘʚʢʝ ʙʦʣʴʰʦʛʦ ʢʦʣʠʯʝʩʪʚʘ ʟʘʧʨʦʩʦʚ 

ʜʣʷ ʧʨʝʚʳʰʝʥʠʷ ʧʨʦʧʫʩʢʥʦʡ ʩʧʦʩʦʙʥʦʩʪʠ ʩʝʪʝʚʳʭ ʨʝʩʫʨʩʦʚ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʧʦʣʴʟʦʚʘʪʝʣʠ ʥʝ ʤʦʛʫʪ 

ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʩʝʪʝʚʳʤ ʨʝʩʫʨʩʘʤ ʦʨʛʘʥʠʟʘʮʠʠ. 

¶ ɸʪʘʢʘ ʪʠʧʘ ʉʢʘʥʠʨʦʚʘʥʠʝ ʧʦʨʪʦʚ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʩʢʘʥʠʨʦʚʘʥʠʠ UDP- ʠ TCP-ʧʦʨʪʦʚ, ʘ ʪʘʢʞʝ 

ʩʝʪʝʚʳʭ ʩʣʫʞʙ ʥʘ ʢʦʤʧʴʶʪʝʨʝ. ɸʪʘʢʘ ʧʦʟʚʦʣʷʝʪ ʦʧʨʝʜʝʣʠʪʴ ʩʪʝʧʝʥʴ ʫʷʟʚʠʤʦʩʪʠ ʢʦʤʧʴʶʪʝʨʘ ʧʝʨʝʜ 

ʙʦʣʝʝ ʦʧʘʩʥʳʤʠ ʚʠʜʘʤʠ ʩʝʪʝʚʳʭ ʘʪʘʢ. ʉʢʘʥʠʨʦʚʘʥʠʝ ʧʦʨʪʦʚ ʪʘʢʞʝ ʧʦʟʚʦʣʷʝʪ ʟʣʦʫʤʳʰʣʝʥʥʠʢʫ 

ʦʧʨʝʜʝʣʠʪʴ ʦʧʝʨʘʮʠʦʥʥʫʶ ʩʠʩʪʝʤʫ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʠ ʚʳʙʨʘʪʴ ʧʦʜʭʦʜʷʱʠʝ ʜʣʷ ʥʝʝ ʩʝʪʝʚʳʝ ʘʪʘʢʠ. 
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¶ ɸʪʘʢʘ ʪʠʧʘ MAC-ʩʧʫʬʠʥʛ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʠʟʤʝʥʝʥʠʠ MAC-ʘʜʨʝʩʘ ʩʝʪʝʚʦʛʦ ʫʩʪʨʦʡʩʪʚʘ (ʩʝʪʝʚʦʡ 

ʢʘʨʪʳ). ɺ ʨʝʟʫʣʴʪʘʪʝ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʤʦʞʝʪ ʧʝʨʝʥʘʧʨʘʚʠʪʴ ʜʘʥʥʳʝ, ʦʪʧʨʘʚʣʝʥʥʳʝ ʥʘ ʫʩʪʨʦʡʩʪʚʦ, 

ʥʘ ʜʨʫʛʦʝ ʫʩʪʨʦʡʩʪʚʦ ʠ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʵʪʠʤ ʜʘʥʥʳʤ. Kaspersky Endpoint Security ʧʦʟʚʦʣʷʝʪ 

ʙʣʦʢʠʨʦʚʘʪʴ ʘʪʘʢʠ MAC-ʩʧʫʬʠʥʛʘ ʠ ʧʦʣʫʯʘʪʴ ʫʚʝʜʦʤʣʝʥʠʷ ʦʙ ʘʪʘʢʘʭ. 

ɺʳ ʤʦʞʝʪʝ ʚʳʢʣʶʯʠʪʴ ʦʙʥʘʨʫʞʝʥʠʝ ʵʪʠʭ ʪʠʧʦʚ ʘʪʘʢ, ʪʘʢ ʢʘʢ ʥʝʢʦʪʦʨʳʝ ʨʘʟʨʝʰʝʥʥʳʝ ʧʨʠʣʦʞʝʥʠʷ ʚʳʧʦʣʥʷʶʪ 

ʜʝʡʩʪʚʠʷ, ʭʘʨʘʢʪʝʨʥʳʝ ʜʣʷ ʪʘʢʠʭ ʘʪʘʢ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʚʳ ʤʦʞʝʪʝ ʠʟʙʝʞʘʪʴ ʣʦʞʥʳʭ ʩʨʘʙʘʪʳʚʘʥʠʡ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ Kaspersky Endpoint Security ʥʝ ʦʪʩʣʝʞʠʚʘʝʪ ʘʪʘʢʠ ʪʠʧʘ ʀʥʪʝʥʩʠʚʥʳʝ ʩʝʪʝʚʳʝ ʟʘʧʨʦʩʳ, 

ʉʢʘʥʠʨʦʚʘʥʠʝ ʧʦʨʪʦʚ ʠ MAC-ʩʧʫʬʠʥʛ. 

ʂʘʢ ʥʘʩʪʨʦʠʪʴ ʟʘʱʠʪʫ ʦʪ ʩʝʪʝʚʳʭ ʘʪʘʢ ʧʦ ʪʠʧʘʤ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ɹʘʟʦʚʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɿʘʱʠʪʘ ʦʪ ʩʝʪʝʚʳʭ 

ʫʛʨʦʟ. 

 
ʈʠʩʫʥʦʢ 50. ʇʘʨʘʤʝʪʨʳ ɿʘʱʠʪʳ ʦʪ ʩʝʪʝʚʳʭ ʫʛʨʦʟ 

3. ʀʩʧʦʣʴʟʫʡʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ʉʯʠʪʘʪʴ ʘʪʘʢʘʤʠ ʩʢʘʥʠʨʦʚʘʥʠʝ ʧʦʨʪʦʚ ʠ ʠʥʪʝʥʩʠʚʥʳʝ ʩʝʪʝʚʳʝ 

ʟʘʧʨʦʩʳ, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʦʙʥʘʨʫʞʝʥʠʝ ʘʪʘʢ. 

ɽʩʣʠ ʬʫʥʢʮʠʷ ʚʢʣʶʯʝʥʘ, Kaspersky Endpoint Security ʢʦʥʪʨʦʣʠʨʫʝʪ ʩʝʪʝʚʦʡ ʪʨʘʬʠʢ ʥʘ ʥʘʣʠʯʠʝ 

ʩʢʘʥʠʨʦʚʘʥʠʷ ʧʦʨʪʦʚ ʠ ʠʥʪʝʥʩʠʚʥʳʭ ʩʝʪʝʚʳʭ ʟʘʧʨʦʩʦʚ. ʇʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʪʘʢʦʛʦ ʧʦʚʝʜʝʥʠʷ 

ʧʨʠʣʦʞʝʥʠʝ ʫʚʝʜʦʤʣʷʝʪ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʦʪʧʨʘʚʣʷʝʪ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ ʩʦʙʳʪʠʝ ʚ Kaspersky Security 

Center. ʇʨʠʣʦʞʝʥʠʝ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʢʦʤʧʴʶʪʝʨʝ, ʩ ʢʦʪʦʨʦʛʦ ʚʳʧʦʣʥʷʶʪʩʷ ʟʘʧʨʦʩʳ. 

ʕʪʘ ʠʥʬʦʨʤʘʮʠʷ ʥʫʞʥʘ ʜʣʷ ʧʨʠʥʷʪʠʷ ʩʚʦʝʚʨʝʤʝʥʥʳʭ ʜʝʡʩʪʚʠʡ ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ. ʇʨʠ ʵʪʦʤ 

Kaspersky Endpoint Security ʥʝ ʙʣʦʢʠʨʫʝʪ ʢʦʤʧʴʶʪʝʨ, ʩ ʢʦʪʦʨʦʛʦ ʚʳʧʦʣʥʷʶʪʩʷ ʟʘʧʨʦʩʳ, ʪʘʢ ʢʘʢ ʪʘʢʦʡ 

ʪʨʘʬʠʢ ʤʦʞʝʪ ʙʳʪʴ ʰʪʘʪʥʳʤ ʧʦʚʝʜʝʥʠʝʤ ʚ ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ. 
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4. ʀʩʧʦʣʴʟʫʡʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ɿʘʱʠʪʘ ʦʪ MAC-ʩʧʫʬʠʥʛʘ, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ 

ʦʙʥʘʨʫʞʝʥʠʝ ʘʪʘʢ. 

5. ɺ ʙʣʦʢʝ ɼʝʡʩʪʚʠʝ ʧʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʘʪʘʢʠ MAC-ʩʧʫʬʠʥʛ ʚʳʙʝʨʠʪʝ ʦʜʠʥ ʠʟ ʩʣʝʜʫʶʱʠʭ ʚʘʨʠʘʥʪʦʚ: 

¶ ʀʥʬʦʨʤʠʨʦʚʘʪʴ. 

¶ ɹʣʦʢʠʨʦʚʘʪʴ. 

6. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
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ɿʘʱʠʪʘ ʦʪ ʘʪʘʢ BadUSB 
ʅʝʢʦʪʦʨʳʝ ʚʠʨʫʩʳ ʠʟʤʝʥʷʶʪ ʚʩʪʨʦʝʥʥʦʝ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ USB-ʫʩʪʨʦʡʩʪʚ ʪʘʢ, ʯʪʦʙʳ 

ʦʧʝʨʘʮʠʦʥʥʘʷ ʩʠʩʪʝʤʘ ʦʧʨʝʜʝʣʷʣʘ USB-ʫʩʪʨʦʡʩʪʚʦ ʢʘʢ ʢʣʘʚʠʘʪʫʨʫ. ɺ ʨʝʟʫʣʴʪʘʪʝ ʚʠʨʫʩ ʤʦʞʝʪ ʚʳʧʦʣʥʷʪʴ 

ʢʦʤʘʥʜʳ ʧʦʜ ʚʘʰʝʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʴʶ, ʥʘʧʨʠʤʝʨ, ʟʘʛʨʫʟʠʪʴ ʚʨʝʜʦʥʦʩʥʦʝ ʧʨʠʣʦʞʝʥʠʝ. 

ʂʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʘʪʘʢ BadUSB ʧʦʟʚʦʣʷʝʪ ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʧʦʜʢʣʶʯʝʥʠʝ ʢ ʢʦʤʧʴʶʪʝʨʫ ʟʘʨʘʞʝʥʥʳʭ USB-

ʫʩʪʨʦʡʩʪʚ, ʠʤʠʪʠʨʫʶʱʠʭ ʢʣʘʚʠʘʪʫʨʫ. 

ʂʦʛʜʘ ʢ ʢʦʤʧʴʶʪʝʨʫ ʧʦʜʢʣʶʯʘʝʪʩʷ USB-ʫʩʪʨʦʡʩʪʚʦ, ʦʧʨʝʜʝʣʝʥʥʦʝ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʦʡ ʢʘʢ ʢʣʘʚʠʘʪʫʨʘ, 

ʧʨʠʣʦʞʝʥʠʝ ʧʨʝʜʣʘʛʘʝʪ ʧʦʣʴʟʦʚʘʪʝʣʶ ʚʚʝʩʪʠ c ʵʪʦʡ ʢʣʘʚʠʘʪʫʨʳ ʠʣʠ ʩ ʧʦʤʦʱʴʶ ʵʢʨʘʥʥʦʡ ʢʣʘʚʠʘʪʫʨʳ 

(ʝʩʣʠ ʦʥʘ ʜʦʩʪʫʧʥʘ) (ʩʤ. ʨʘʟʜʝʣ "ʀʩʧʦʣʴʟʦʚʘʥʠʠ ʵʢʨʘʥʥʦʡ ʢʣʘʚʠʘʪʫʨʳ ʧʨʠ ʘʚʪʦʨʠʟʘʮʠʠ USB-ʫʩʪʨʦʡʩʪʚ" ʥʘ 

ʩʪʨ. 201) ʮʠʬʨʦʚʦʡ ʢʦʜ, ʩʬʦʨʤʠʨʦʚʘʥʥʳʡ ʧʨʠʣʦʞʝʥʠʝʤ (ʩʤ. ʨʠʩ. ʥʠʞʝ). ʕʪʘ ʧʨʦʮʝʜʫʨʘ ʥʘʟʳʚʘʝʪʩʷ 

ʘʚʪʦʨʠʟʘʮʠʝʡ ʢʣʘʚʠʘʪʫʨʳ. 

ɽʩʣʠ ʢʦʜ ʚʚʝʜʝʥ ʧʨʘʚʠʣʴʥʦ, ʧʨʠʣʦʞʝʥʠʝ ʩʦʭʨʘʥʷʝʪ ʠʜʝʥʪʠʬʠʢʘʮʠʦʥʥʳʝ ʧʘʨʘʤʝʪʨʳ ï VID/PID ʢʣʘʚʠʘʪʫʨʳ ʠ 

ʥʦʤʝʨ ʧʦʨʪʘ, ʧʦ ʢʦʪʦʨʦʤʫ ʦʥʘ ʧʦʜʢʣʶʯʝʥʘ, ʚ ʩʧʠʩʢʝ ʘʚʪʦʨʠʟʦʚʘʥʥʳʭ ʢʣʘʚʠʘʪʫʨ. ɸʚʪʦʨʠʟʘʮʠʷ ʢʣʘʚʠʘʪʫʨʳ 

ʧʨʠ ʝʝ ʧʦʚʪʦʨʥʦʤ ʧʦʜʢʣʶʯʝʥʠʠ ʠʣʠ ʧʝʨʝʟʘʛʨʫʟʢʝ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʥʝ ʪʨʝʙʫʝʪʩʷ. 

ʇʨʠ ʧʦʜʢʣʶʯʝʥʠʠ ʘʚʪʦʨʠʟʦʚʘʥʥʦʡ ʢʣʘʚʠʘʪʫʨʳ ʯʝʨʝʟ ʜʨʫʛʦʡ USB-ʧʦʨʪ ʢʦʤʧʴʶʪʝʨʘ ʧʨʠʣʦʞʝʥʠʝ ʩʥʦʚʘ 

ʟʘʧʨʘʰʠʚʘʝʪ ʝʝ ʘʚʪʦʨʠʟʘʮʠʶ. 

ɽʩʣʠ ʮʠʬʨʦʚʦʡ ʢʦʜ ʚʚʝʜʝʥ ʥʝʧʨʘʚʠʣʴʥʦ, ʧʨʠʣʦʞʝʥʠʝ ʬʦʨʤʠʨʫʝʪ ʥʦʚʳʡ. ɺʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʯʠʩʣʦ 

ʧʦʧʳʪʦʢ ʜʣʷ ʚʚʦʜʘ ʮʠʬʨʦʚʦʛʦ ʢʦʜʘ (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ɿʘʱʠʪʳ ʦʪ ʘʪʘʢ BadUSB" ʥʘ 

ʩʪʨ. 200). ɽʩʣʠ ʮʠʬʨʦʚʦʡ ʢʦʜ ʚʚʝʜʝʥ ʥʝʧʨʘʚʠʣʴʥʦ ʥʝʩʢʦʣʴʢʦ ʨʘʟ ʠʣʠ ʟʘʢʨʳʪʦ ʦʢʥʦ ʘʚʪʦʨʠʟʘʮʠʠ ʢʣʘʚʠʘʪʫʨʳ 

(ʩʤ. ʨʠʩ. ʥʠʞʝ), ʧʨʠʣʦʞʝʥʠʝ ʙʣʦʢʠʨʫʝʪ ʚʚʦʜ ʩ ʵʪʦʡ ʢʣʘʚʠʘʪʫʨʳ. ʇʦ ʠʩʪʝʯʝʥʠʠ ʚʨʝʤʝʥʠ ʙʣʦʢʠʨʦʚʢʠ USB-

ʫʩʪʨʦʡʩʪʚʘ ʠʣʠ ʧʝʨʝʟʘʛʨʫʟʢʝ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʧʨʠʣʦʞʝʥʠʝ ʩʥʦʚʘ ʧʨʝʜʣʘʛʘʝʪ ʧʨʦʡʪʠ ʘʚʪʦʨʠʟʘʮʠʶ 

ʢʣʘʚʠʘʪʫʨʳ. 

ʇʨʠʣʦʞʝʥʠʝ ʨʘʟʨʝʰʘʝʪ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʘʚʪʦʨʠʟʦʚʘʥʥʦʡ ʢʣʘʚʠʘʪʫʨʳ ʠ ʙʣʦʢʠʨʫʝʪ ʠʩʧʦʣʴʟʦʚʘʥʠʝ 

ʢʣʘʚʠʘʪʫʨʳ, ʥʝ ʧʨʦʰʝʜʰʝʡ ʘʚʪʦʨʠʟʘʮʠʶ. 
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ʂʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʘʪʘʢ BadUSB ʥʝ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʧʦ ʫʤʦʣʯʘʥʠʶ. ɽʩʣʠ ʚʘʤ ʥʫʞʝʥ ʢʦʤʧʦʥʝʥʪ 

ɿʘʱʠʪʘ ʦʪ ʘʪʘʢ BadUSB, ʚʳ ʤʦʞʝʪʝ ʜʦʙʘʚʠʪʴ ʢʦʤʧʦʥʝʥʪ ʚ ʩʚʦʡʩʪʚʘʭ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ ʧʝʨʝʜ 

ʫʩʪʘʥʦʚʢʦʡ ʧʨʠʣʦʞʝʥʠʷ ʠʣʠ ʠʟʤʝʥʠʪʝ ʩʦʩʪʘʚ ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʠʣʦʞʝʥʠʷ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʧʨʠʣʦʞʝʥʠʷ. 

 
ʈʠʩʫʥʦʢ 51. ʋʚʝʜʦʤʣʝʥʠʝ ʦʙ ʘʚʪʦʨʠʟʘʮʠʠ ʢʣʘʚʠʘʪʫʨʳ 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 

ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ɿʘʱʠʪʳ ʦʪ ʘʪʘʢ BadUSB ..............................................................................200 

ʀʩʧʦʣʴʟʦʚʘʥʠʠ ʵʢʨʘʥʥʦʡ ʢʣʘʚʠʘʪʫʨʳ ʧʨʠ ʘʚʪʦʨʠʟʘʮʠʠ USB-ʫʩʪʨʦʡʩʪʚ .............................................201 
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ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ɿʘʱʠʪʳ ʦʪ ʘʪʘʢ BadUSB 

USB-ʫʩʪʨʦʡʩʪʚʘ, ʦʧʨʝʜʝʣʝʥʥʳʝ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʦʡ ʢʘʢ ʢʣʘʚʠʘʪʫʨʳ ʠ ʧʦʜʢʣʶʯʝʥʥʳʝ ʢ ʢʦʤʧʴʶʪʝʨʫ ʜʦ 

ʫʩʪʘʥʦʚʢʠ ʢʦʤʧʦʥʝʥʪʘ ɿʘʱʠʪʘ ʦʪ ʘʪʘʢ BadUSB, ʩʯʠʪʘʶʪʩʷ ʘʚʪʦʨʠʟʦʚʘʥʥʳʤʠ ʧʦʩʣʝ ʝʛʦ ʫʩʪʘʥʦʚʢʠ. 

Ʒ ʏʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ɿʘʱʠʪʫ ʦʪ ʘʪʘʢ BadUSB, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ 

ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ɹʘʟʦʚʘʷ ʟʘʱʠʪʘ Ÿ ɿʘʱʠʪʘ ʦʪ ʘʪʘʢ BadUSB. 

3. ʀʩʧʦʣʴʟʫʡʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ɿʘʱʠʪʘ ʦʪ ʘʪʘʢ BadUSB, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʢʦʤʧʦʥʝʥʪ. 

4. ɺ ʙʣʦʢʝ ɸʚʪʦʨʠʟʘʮʠʷ USB-ʫʩʪʨʦʡʩʪʚ ʧʨʠ ʧʦʜʢʣʶʯʝʥʠʠ ʥʘʩʪʨʦʡʪʝ ʧʘʨʘʤʝʪʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʚʚʦʜʘ ʢʦʜʘ ʘʚʪʦʨʠʟʘʮʠʠ: 

¶ ʄʘʢʩʠʤʘʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʧʦʧʳʪʦʢ ʘʚʪʦʨʠʟʘʮʠʠ USB-ʫʩʪʨʦʡʩʪʚʘ. ɸʚʪʦʤʘʪʠʯʝʩʢʦʝ 

ʙʣʦʢʠʨʦʚʘʥʠʝ USB-ʫʩʪʨʦʡʩʪʚʘ, ʝʩʣʠ ʢʦʜ ʘʚʪʦʨʠʟʘʮʠʠ ʚʚʝʜʝʥ ʥʝʚʝʨʥʦ ʟʘʜʘʥʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʨʘʟ. 

ɼʦʩʪʫʧʥʳ ʟʥʘʯʝʥʠʷ ʦʪ 1 ʜʦ 10. ʅʘʧʨʠʤʝʨ, ʝʩʣʠ ʚʳ ʨʘʟʨʝʰʠʣʠ 5 ʧʦʧʳʪʦʢ ʚʚʦʜʘ ʢʦʜʘ 

ʘʚʪʦʨʠʟʘʮʠʠ, ʧʦʩʣʝ ʧʷʪʦʡ ʥʝʫʜʘʯʥʦʡ ʧʦʧʳʪʢʠ ʧʨʠʣʦʞʝʥʠʝ ʟʘʙʣʦʢʠʨʫʝʪ USB-ʫʩʪʨʦʡʩʪʚʦ. 

Kaspersky Endpoint Security ʧʦʢʘʞʝʪ ʚʨʝʤʷ ʙʣʦʢʠʨʦʚʢʠ USB-ʫʩʪʨʦʡʩʪʚʘ. ʇʦ ʠʩʪʝʯʝʥʠʠ 

ʫʢʘʟʘʥʥʦʛʦ ʚʨʝʤʝʥʠ, ʚʘʤ ʙʫʜʝʪ ʜʦʩʪʫʧʥʦ 5 ʧʦʧʳʪʦʢ ʚʚʦʜʘ ʢʦʜʘ ʘʚʪʦʨʠʟʘʮʠʠ. 

¶ ʊʘʡʤ-ʘʫʪ ʧʨʠ ʜʦʩʪʠʞʝʥʠʠ ʤʘʢʩʠʤʘʣʴʥʦʛʦ ʢʦʣʠʯʝʩʪʚʘ ʧʦʧʳʪʦʢ. ɺʨʝʤʷ ʙʣʦʢʠʨʦʚʢʠ USB-

ʫʩʪʨʦʡʩʪʚʘ ʧʦʩʣʝ ʟʘʜʘʥʥʦʛʦ ʢʦʣʠʯʝʩʪʚʘ ʥʝʫʜʘʯʥʳʭ ʧʦʧʳʪʦʢ ʚʚʦʜʘ ʢʦʜʘ ʘʚʪʦʨʠʟʘʮʠʠ. ɼʦʩʪʫʧʥʳ 

ʟʥʘʯʝʥʠʷ ʦʪ 1 ʜʦ 180 (ʤʠʥʫʪ). 

5. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ, ʝʩʣʠ ɿʘʱʠʪʘ ʦʪ ʘʪʘʢ BadUSB ʚʢʣʶʯʝʥʘ, Kaspersky Endpoint Security ʪʨʝʙʫʝʪ ʘʚʪʦʨʠʟʘʮʠʶ 

ʧʦʜʢʣʶʯʝʥʥʦʛʦ USB-ʫʩʪʨʦʡʩʪʚʘ, ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʦʡ ʢʘʢ ʢʣʘʚʠʘʪʫʨʘ. ʇʦʣʴʟʦʚʘʪʝʣʴ 

ʥʝ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʥʝʘʚʪʦʨʠʟʦʚʘʥʥʫʶ ʢʣʘʚʠʘʪʫʨʫ ʜʦ ʪʝʭ ʧʦʨ, ʧʦʢʘ ʦʥʘ ʥʝ ʙʫʜʝʪ ʘʚʪʦʨʠʟʦʚʘʥʘ. 

 

ʀʩʧʦʣʴʟʦʚʘʥʠʠ ʵʢʨʘʥʥʦʡ ʢʣʘʚʠʘʪʫʨʳ ʧʨʠ ʘʚʪʦʨʠʟʘʮʠʠ 
USB-ʫʩʪʨʦʡʩʪʚ 

ɺʦʟʤʦʞʥʦʩʪʴ ʠʩʧʦʣʴʟʦʚʘʪʴ ʵʢʨʘʥʥʫʶ ʢʣʘʚʠʘʪʫʨʫ ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʪʦʣʴʢʦ ʜʣʷ ʘʚʪʦʨʠʟʘʮʠʠ USB-ʫʩʪʨʦʡʩʪʚ, ʥʝ 

ʧʦʜʜʝʨʞʠʚʘʶʱʠʭ ʧʨʦʠʟʚʦʣʴʥʳʡ ʚʚʦʜ ʩʠʤʚʦʣʦʚ (ʥʘʧʨʠʤʝʨ, ʩʢʘʥʝʨʦʚ ʰʪʨʠʭ-ʢʦʜʦʚ). ʅʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʵʢʨʘʥʥʫʶ ʢʣʘʚʠʘʪʫʨʫ ʜʣʷ ʘʚʪʦʨʠʟʘʮʠʠ ʥʝʠʟʚʝʩʪʥʳʭ ʚʘʤ USB-ʫʩʪʨʦʡʩʪʚ. 

Ʒ ʏʪʦʙʳ ʨʘʟʨʝʰʠʪʴ ʠʣʠ ʟʘʧʨʝʪʠʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʵʢʨʘʥʥʦʡ ʢʣʘʚʠʘʪʫʨʳ ʧʨʠ ʘʚʪʦʨʠʟʘʮʠʠ, 

ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ɹʘʟʦʚʘʷ ʟʘʱʠʪʘ Ÿ ɿʘʱʠʪʘ ʦʪ ʘʪʘʢ BadUSB. 

3. ʀʩʧʦʣʴʟʫʡʪʝ ʬʣʘʞʦʢ ɿʘʧʨʝʪʠʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʵʢʨʘʥʥʦʡ ʢʣʘʚʠʘʪʫʨʳ ʜʣʷ ʘʚʪʦʨʠʟʘʮʠʠ USB-

ʫʩʪʨʦʡʩʪʚ, ʯʪʦʙʳ ʟʘʧʨʝʪʠʪʴ ʠʣʠ ʨʘʟʨʝʰʠʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʵʢʨʘʥʥʦʡ ʢʣʘʚʠʘʪʫʨʳ ʜʣʷ ʘʚʪʦʨʠʟʘʮʠʠ. 

4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
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AMSI-ʟʘʱʠʪʘ 
ʂʦʤʧʦʥʝʥʪ AMSI-ʟʘʱʠʪʘ ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʧʦʜʜʝʨʞʢʠ ʠʥʪʝʨʬʝʡʩʘ Antimalware Scan Interface ʦʪ Microsoft. 

ʀʥʪʝʨʬʝʡʩ Antimalware Scan Interface (AMSI) ʧʦʟʚʦʣʷʝʪ ʩʪʦʨʦʥʥʠʤ ʧʨʠʣʦʞʝʥʠʷʤ ʩ ʧʦʜʜʝʨʞʢʦʡ AMSI 

ʦʪʧʨʘʚʣʷʪʴ ʦʙʲʝʢʪʳ (ʥʘʧʨʠʤʝʨ, ʩʢʨʠʧʪʳ PowerShell) ʚ Kaspersky Endpoint Security ʜʣʷ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ 

ʧʨʦʚʝʨʢʠ ʠ ʧʦʣʫʯʘʪʴ ʨʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ ʵʪʠʭ ʦʙʲʝʢʪʦʚ. ʉʪʦʨʦʥʥʠʤʠ ʧʨʠʣʦʞʝʥʠʷʤʠ ʤʦʛʫʪ ʙʳʪʴ, ʥʘʧʨʠʤʝʨ, 

ʧʨʠʣʦʞʝʥʠʷ Microsoft Office (ʩʤ. ʨʠʩ. ʥʠʞʝ). ʇʦʜʨʦʙʥʝʝ ʦʙ ʠʥʪʝʨʬʝʡʩʝ AMSI ʩʤ. ʚ ʜʦʢʫʤʝʥʪʘʮʠʠ Microsoft 

https://docs.microsoft.com/ru-ru/windows/desktop/amsi/antimalware-scan-interface-portal. 

AMSI-ʟʘʱʠʪʘ ʤʦʞʝʪ ʪʦʣʴʢʦ ʦʙʥʘʨʫʞʠʚʘʪʴ ʫʛʨʦʟʫ ʠ ʫʚʝʜʦʤʣʷʪʴ ʩʪʦʨʦʥʥʝʝ ʧʨʠʣʦʞʝʥʠʝ ʦʙ ʦʙʥʘʨʫʞʝʥʥʦʡ 

ʫʛʨʦʟʝ. ʉʪʦʨʦʥʥʝʝ ʧʨʠʣʦʞʝʥʠʝ ʧʦʩʣʝ ʧʦʣʫʯʝʥʠʷ ʫʚʝʜʦʤʣʝʥʠʷ ʦʙ ʫʛʨʦʟʝ ʥʝ ʜʘʝʪ ʚʳʧʦʣʥʠʪʴ ʚʨʝʜʦʥʦʩʥʳʝ 

ʜʝʡʩʪʚʠʷ (ʥʘʧʨʠʤʝʨ, ʟʘʚʝʨʰʘʝʪ ʨʘʙʦʪʫ). 

 
ʈʠʩʫʥʦʢ 52. ʇʨʠʤʝʨ ʨʘʙʦʪʳ AMSI 

ʂʦʤʧʦʥʝʥʪ AMSI-ʟʘʱʠʪʘ ʤʦʞʝʪ ʦʪʢʣʦʥʠʪʴ ʟʘʧʨʦʩ ʦʪ ʩʪʦʨʦʥʥʝʛʦ ʧʨʠʣʦʞʝʥʠʷ, ʥʘʧʨʠʤʝʨ, ʝʩʣʠ ʵʪʦ 

ʧʨʠʣʦʞʝʥʠʝ ʧʨʝʚʳʩʠʣʦ ʤʘʢʩʠʤʘʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʟʘʧʨʦʩʦʚ ʟʘ ʧʨʦʤʝʞʫʪʦʢ ʚʨʝʤʝʥʠ. Kaspersky 

Endpoint Security ʦʪʧʨʘʚʣʷʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʦʪʢʣʦʥʝʥʠʠ ʟʘʧʨʦʩʘ ʦʪ ʩʪʦʨʦʥʥʝʛʦ ʧʨʠʣʦʞʝʥʠʷ ʥʘ 

ʉʝʨʚʝʨ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. ʂʦʤʧʦʥʝʥʪ AMSI-ʟʘʱʠʪʘ ʥʝ ʦʪʢʣʦʥʷʝʪ ʟʘʧʨʦʩʳ ʦʪ ʪʝʭ ʩʪʦʨʦʥʥʠʭ 

ʧʨʠʣʦʞʝʥʠʡ, ʜʣʷ ʢʦʪʦʨʳʭ ʚʢʣʶʯʝʥʘ ʬʫʥʢʮʠʷ ʧʦʩʪʦʷʥʥʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʢʦʤʧʦʥʝʥʪʦʤ AMSI-ʟʘʱʠʪʘ 

(ʩʤ. ʨʘʟʜʝʣ "ʌʦʨʤʠʨʦʚʘʥʠʝ ʩʧʠʩʢʘ ʜʦʚʝʨʝʥʥʳʭ ʧʨʠʣʦʞʝʥʠʡ" ʥʘ ʩʪʨ. 353). 

AMSI-ʟʘʱʠʪʘ ʜʦʩʪʫʧʥʘ ʜʣʷ ʩʣʝʜʫʶʱʠʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʡ ʠ ʩʝʨʚʝʨʦʚ: 

¶ Windows 10 Home / Pro / Pro ʜʣʷ ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʡ / Education / Enterprise / Enterprise multi-session; 

¶ Windows 11 Home / Pro / Pro ʜʣʷ ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʡ / Education / Enterprise; 

¶ Windows Server 2016 Essentials / Standard / Datacenter (ʚʢʣʶʯʘʷ ʨʝʞʠʤ Server Core); 

¶ Windows Server 2019 Essentials / Standard / Datacenter (ʚʢʣʶʯʘʷ ʨʝʞʠʤ Server Core); 

¶ Windows Server 2022 Standard / Datacenter / Datacenter: Azure Edition (ʚʢʣʶʯʘʷ ʨʝʞʠʤ Server Core). 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 

ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ AMSI-ʟʘʱʠʪʳ ................................................................................................203 
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ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ AMSI-ʟʘʱʠʪʳ 

ʇʦ ʫʤʦʣʯʘʥʠʶ AMSI-ʟʘʱʠʪʘ ʚʢʣʶʯʝʥʘ. 

Ʒ ʏʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ AMSI-ʟʘʱʠʪʫ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ɹʘʟʦʚʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ AMSI-ʟʘʱʠʪʘ. 

 
ʈʠʩʫʥʦʢ 53. ʇʘʨʘʤʝʪʨʳ AMSI-ʟʘʱʠʪʳ 

3. ʀʩʧʦʣʴʟʫʡʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ AMSI-ʟʘʱʠʪʘ, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʢʦʤʧʦʥʝʥʪ. 

4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
 

ʇʨʦʚʝʨʢʘ ʩʦʩʪʘʚʥʳʭ ʬʘʡʣʦʚ AMSI-ʟʘʱʠʪʦʡ 

ʈʘʩʧʨʦʩʪʨʘʥʝʥʥʦʡ ʧʨʘʢʪʠʢʦʡ ʩʦʢʨʳʪʠʷ ʚʠʨʫʩʦʚ ʠ ʜʨʫʛʠʭ ʧʨʠʣʦʞʝʥʠʡ, ʧʨʝʜʩʪʘʚʣʷʶʱʠʭ ʫʛʨʦʟʫ, ʷʚʣʷʝʪʩʷ 

ʚʥʝʜʨʝʥʠʝ ʠʭ ʚ ʩʦʩʪʘʚʥʳʝ ʬʘʡʣʳ, ʥʘʧʨʠʤʝʨ, ʘʨʭʠʚʳ. ʏʪʦʙʳ ʦʙʥʘʨʫʞʠʪʴ ʩʢʨʳʪʳʝ ʪʘʢʠʤ ʦʙʨʘʟʦʤ ʚʠʨʫʩʳ ʠ 

ʜʨʫʛʠʝ ʧʨʠʣʦʞʝʥʠʷ, ʧʨʝʜʩʪʘʚʣʷʶʱʠʝ ʫʛʨʦʟʫ, ʩʦʩʪʘʚʥʦʡ ʬʘʡʣ ʥʫʞʥʦ ʨʘʩʧʘʢʦʚʘʪʴ, ʯʪʦ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ 

ʩʥʠʞʝʥʠʶ ʩʢʦʨʦʩʪʠ ʧʨʦʚʝʨʢʠ. ɺʳ ʤʦʞʝʪʝ ʦʛʨʘʥʠʯʠʪʴ ʥʘʙʦʨ ʪʠʧʦʚ ʧʨʦʚʝʨʷʝʤʳʭ ʩʦʩʪʘʚʥʳʭ ʬʘʡʣʦʚ, ʪʘʢʠʤ 

ʦʙʨʘʟʦʤ ʫʚʝʣʠʯʠʚ ʩʢʦʨʦʩʪʴ ʧʨʦʚʝʨʢʠ. 
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Ʒ ʏʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʧʨʦʚʝʨʢʫ ʩʦʩʪʘʚʥʳʭ ʬʘʡʣʦʚ AMSI-ʟʘʱʠʪʦʡ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ 

ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ɹʘʟʦʚʘʷ ʟʘʱʠʪʘ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ AMSI-ʟʘʱʠʪʘ. 

 
ʈʠʩʫʥʦʢ 54. ʇʘʨʘʤʝʪʨʳ AMSI-ʟʘʱʠʪʳ 

3. ɺ ʙʣʦʢʝ ʇʨʦʚʝʨʢʘ ʩʦʩʪʘʚʥʳʭ ʬʘʡʣʦʚ ʫʢʘʞʠʪʝ, ʢʘʢʠʝ ʩʦʩʪʘʚʥʳʝ ʬʘʡʣʳ ʚʳ ʭʦʪʠʪʝ ʧʨʦʚʝʨʷʪʴ: 

ʘʨʭʠʚʳ, ʜʠʩʪʨʠʙʫʪʠʚʳ ʠʣʠ ʬʘʡʣʳ ʦʬʠʩʥʳʭ ʬʦʨʤʘʪʦʚ. 

4. ɺ ʙʣʦʢʝ ʆʛʨʘʥʠʯʝʥʠʝ ʧʦ ʨʘʟʤʝʨʫ ʚʳʧʦʣʥʠʪʝ ʦʜʥʦ ʠʟ ʩʣʝʜʫʶʱʠʭ ʜʝʡʩʪʚʠʡ: 

¶ ʏʪʦʙʳ ʟʘʧʨʝʪʠʪʴ ʢʦʤʧʦʥʝʥʪʫ AMSI-ʟʘʱʠʪʘ ʨʘʩʧʘʢʦʚʳʚʘʪʴ ʩʦʩʪʘʚʥʳʝ ʬʘʡʣʳ ʙʦʣʴʰʦʛʦ ʨʘʟʤʝʨʘ, 

ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʅʝ ʨʘʩʧʘʢʦʚʳʚʘʪʴ ʩʦʩʪʘʚʥʳʝ ʬʘʡʣʳ ʙʦʣʴʰʦʛʦ ʨʘʟʤʝʨʘ ʠ ʚ ʧʦʣʝ 

ʄʘʢʩʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ ʬʘʡʣʘ ʫʢʘʞʠʪʝ ʥʫʞʥʦʝ ʟʥʘʯʝʥʠʝ. ʂʦʤʧʦʥʝʥʪ AMSI-ʟʘʱʠʪʘ ʥʝ ʙʫʜʝʪ 

ʨʘʩʧʘʢʦʚʳʚʘʪʴ ʩʦʩʪʘʚʥʳʝ ʬʘʡʣʳ ʙʦʣʴʰʝ ʫʢʘʟʘʥʥʦʛʦ ʨʘʟʤʝʨʘ. 

¶ ʏʪʦʙʳ ʨʘʟʨʝʰʠʪʴ ʢʦʤʧʦʥʝʥʪʫ AMSI-ʟʘʱʠʪʘ ʨʘʩʧʘʢʦʚʳʚʘʪʴ ʩʦʩʪʘʚʥʳʝ ʬʘʡʣʳ ʙʦʣʴʰʦʛʦ 

ʨʘʟʤʝʨʘ, ʩʥʠʤʠʪʝ ʬʣʘʞʦʢ ʅʝ ʨʘʩʧʘʢʦʚʳʚʘʪʴ ʩʦʩʪʘʚʥʳʝ ʬʘʡʣʳ ʙʦʣʴʰʦʛʦ ʨʘʟʤʝʨʘ. 

ʂʦʤʧʦʥʝʥʪ AMSI-ʟʘʱʠʪʘ ʧʨʦʚʝʨʷʝʪ ʬʘʡʣʳ ʙʦʣʴʰʠʭ ʨʘʟʤʝʨʦʚ, ʠʟʚʣʝʯʝʥʥʳʝ ʠʟ ʘʨʭʠʚʦʚ, 

ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ, ʫʩʪʘʥʦʚʣʝʥ ʣʠ ʬʣʘʞʦʢ ʅʝ ʨʘʩʧʘʢʦʚʳʚʘʪʴ ʩʦʩʪʘʚʥʳʝ ʬʘʡʣʳ ʙʦʣʴʰʦʛʦ 

ʨʘʟʤʝʨʘ. 

5. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
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ʇʨʦʚʝʨʢʘ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ 
ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Endpoint Security ʜʦʙʘʚʣʷʝʪ ʩʝʨʪʠʬʠʢʘʪ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʚ ʩʠʩʪʝʤʥʦʝ 

ʭʨʘʥʠʣʠʱʝ ʜʦʚʝʨʝʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ (ʭʨʘʥʠʣʠʱʝ ʩʝʨʪʠʬʠʢʘʪʦʚ Windows). Kaspersky Endpoint Security 

ʠʩʧʦʣʴʟʫʝʪ ʵʪʦʪ ʩʝʨʪʠʬʠʢʘʪ ʜʣʷ ʧʨʦʚʝʨʢʠ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ. ʊʘʢʞʝ Kaspersky Endpoint Security 

ʚʢʣʶʯʘʝʪ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʩʠʩʪʝʤʥʦʛʦ ʭʨʘʥʠʣʠʱʘ ʜʦʚʝʨʝʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ ʚ ʧʨʠʣʦʞʝʥʠʷʭ Firefox ʠ 

Thunderbird ʜʣʷ ʧʨʦʚʝʨʢʠ ʪʨʘʬʠʢʘ ʵʪʠʭ ʧʨʠʣʦʞʝʥʠʡ. 

ʂʦʤʧʦʥʝʥʪʳ ɺʝʙ-ʂʦʥʪʨʦʣʴ (ʥʘ ʩʪʨ. 277), ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ (ʥʘ ʩʪʨ. 179), ɿʘʱʠʪʘ ʦʪ ʚʝʙ-ʫʛʨʦʟ (ʥʘ 

ʩʪʨ. 170) ʤʦʛʫʪ ʨʘʩʰʠʬʨʦʚʳʚʘʪʴ ʠ ʧʨʦʚʝʨʷʪʴ ʩʝʪʝʚʦʡ ʪʨʘʬʠʢ, ʧʝʨʝʜʘʚʘʝʤʳʡ ʧʦ ʟʘʱʠʱʝʥʥʳʤ ʩʦʝʜʠʥʝʥʠʷʤ 

ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʩʣʝʜʫʶʱʠʭ ʧʨʦʪʦʢʦʣʦʚ: 

¶ SSL 3.0; 

¶ TLS 1.0, TLS 1.1, TLS 1.2, TLS 1.3. 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 

ɺʢʣʶʯʝʥʠʝ ʧʨʦʚʝʨʢʠ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ.....................................................................................205 

ʋʩʪʘʥʦʚʢʘ ʜʦʚʝʨʝʥʥʳʭ ʢʦʨʥʝʚʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ ...................................................................................210 
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ɼʦʙʘʚʣʝʥʠʝ ʩʝʨʪʠʬʠʢʘʪʘ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʚ ʩʦʙʩʪʚʝʥʥʦʝ ʭʨʘʥʠʣʠʱʝ ʩʝʨʪʠʬʠʢʘʪʦʚ ...212 
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ɺʢʣʶʯʝʥʠʝ ʧʨʦʚʝʨʢʠ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ 

Ʒ ʏʪʦʙʳ ʚʢʣʶʯʠʪʴ ʧʨʦʚʝʨʢʫ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʅʘʩʪʨʦʡʢʠ ʩʝʪʠ. 
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ʈʠʩʫʥʦʢ 55. ʇʘʨʘʤʝʪʨʳ ʧʨʦʚʝʨʢʠ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ 

3. ɺ ʙʣʦʢʝ ʇʨʦʚʝʨʢʘ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ ʚ ʙrʝʨʠʪʝ ʨʝʞʠʤ ʧʨʦʚʝʨʢʠ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ: 

¶ ʅʝ ʧʨʦʚʝʨʷʪʴ ʟʘʱʠʱʝʥʥʳʝ ʩʦʝʜʠʥʝʥʠʷ. Kaspersky Endpoint Security ʥʝ ʠʤʝʝʪ ʜʦʩʪʫʧ ʢ 

ʩʦʜʝʨʞʘʥʠʶ ʩʘʡʪʦʚ, ʘʜʨʝʩ ʢʦʪʦʨʳʭ ʥʘʯʠʥʘʝʪʩʷ ʩ https://. 

¶ ʇʨʦʚʝʨʷʪʴ ʟʘʱʠʱʝʥʥʳʝ ʩʦʝʜʠʥʝʥʠʷ ʧʦ ʟʘʧʨʦʩʫ ʢʦʤʧʦʥʝʥʪʦʚ ʟʘʱʠʪ .r Kaspersky Endpoint 

Security ʧʨʦʚʝʨʷʝʪ ʟʘʰʠʬʨʦʚʘʥʥʳʡ ʪʨʘʬʠʢ ʪʦʣʴʢʦ ʧʦ ʟʘʧʨʦʩʫ ʢʦʤʧʦʥʝʥʪʦʚ ɿʘʱʠʪʘ ʦʪ ʚʝʙ-ʫʛʨʦʟ, 

ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ ʠ ɺʝʙ-ʂʦʥʪʨʦʣʴ. 

¶ ɺʩʝʛʜʘ ʧʨʦʚʝʨʷʪʴ ʟʘʱʠʱʝʥʥʳʝ ʩʦʝʜʠʥʝʥʠʷ. Kaspersky Endpoint Security ʧʨʦʚʝʨʷʝʪ 

ʟʘʰʠʬʨʦʚʘʥʥʳʡ ʩʝʪʝʚʦʡ ʪʨʘʬʠʢ, ʜʘʞʝ ʝʩʣʠ ʢʦʤʧʦʥʝʥʪʳ ʟʘʱʠʪʳ ʚʳʢʣʶʯʝʥʳ. 

Kaspersky Endpoint Security ʥʝ ʧʨʦʚʝʨʷʝʪ ʟʘʱʠʱʝʥʥʳʝ ʩʦʝʜʠʥʝʥʠʷ, ʫʩʪʘʥʦʚʣʝʥʥʳʝ 

ʜʦʚʝʨʝʥʥʳʤʠ ʧʨʠʣʦʞʝʥʠʷʤʠ, ʜʣʷ ʢʦʪʦʨʳʭ ʚʳʢʣʶʯʝʥʘ ʧʨʦʚʝʨʢʘ ʪʨʘʬʠʢʘ (ʩʤ. ʨʘʟʜʝʣ 

"ʌʦʨʤʠʨʦʚʘʥʠʝ ʩʧʠʩʢʘ ʜʦʚʝʨʝʥʥʳʭ ʧʨʠʣʦʞʝʥʠʡ" ʥʘ ʩʪʨ. 353). ʊʘʢʞʝ Kaspersky Endpoint 

Security ʥʝ ʧʨʦʚʝʨʷʝʪ ʟʘʱʠʱʝʥʥʳʝ ʩʦʝʜʠʥʝʥʠʷ ʠʟ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʦʛʦ ʩʧʠʩʢʘ ʜʦʚʝʨʝʥʥʳʭ 

ʩʘʡʪʦʚ. ʇʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʡ ʩʧʠʩʦʢ ʜʦʚʝʨʝʥʥʳʭ ʩʘʡʪʦʚ ʩʦʩʪʘʚʣʷʶʪ ʩʧʝʮʠʘʣʠʩʪʳ "ʃʘʙʦʨʘʪʦʨʠʠ 

ʂʘʩʧʝʨʩʢʦʛʦ". ʕʪʦʪ ʩʧʠʩʦʢ ʦʙʥʦʚʣʷʝʪʩʷ ʩ ʘʥʪʠʚʠʨʫʩʥʳʤʠ ʙʘʟʘʤʠ ʧʨʠʣʦʞʝʥʠʷ. ɺʳ ʤʦʞʝʪʝ 

ʧʨʦʩʤʦʪʨʝʪʴ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʡ ʩʧʠʩʦʢ ʜʦʚʝʨʝʥʥʳʭ ʩʘʡʪʦʚ ʪʦʣʴʢʦ ʚ ʠʥʪʝʨʬʝʡʩʝ Kaspersky 

Endpoint Security. ɺ ʢʦʥʩʦʣʠ Kaspersky Security Center ʧʨʦʩʤʦʪʨʝʪʴ ʩʧʠʩʦʢ ʥʝʚʦʟʤʦʞʥʦ. 

4. ɽʩʣʠ ʪʨʝʙʫʝʪʩʷ, ʜʦʙʘʚʴʪʝ ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʧʨʦʚʝʨʢʠ: ʜʦʚʝʨʝʥʥʳʝ ʘʜʨʝʩʘ ʠ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ 

"ʀʩʢʣʶʯʝʥʠʝ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ ʠʟ ʧʨʦʚʝʨʢʠ" ʥʘ ʩʪʨ. 213). 
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5. ʅʘʩʪʨʦʡʪʝ ʧʘʨʘʤʝʪʨʳ ʧʨʦʚʝʨʢʠ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ (ʩʤ. ʪʘʙʣʠʮʫ ʥʠʞʝ). 

 
ʈʠʩʫʥʦʢ 56. ʇʘʨʘʤʝʪʨʳ ʩʝʪʠ ʧʨʠʣʦʞʝʥʠʷ 

6. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
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ʇʘʨʘʤʝʪʨ ʆʧʠʩʘʥʠʝ 

ɼʦʚʝʨʝʥʥʳʝ 

ʢʦʨʥʝʚʳʝ 

ʩʝʨʪʠʬʠʢʘʪʳ 

ʉʧʠʩʦʢ ʜʦʚʝʨʝʥʥʳʭ ʢʦʨʥʝʚʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ. Kaspersky Endpoint Security 

ʧʦʟʚʦʣʷʝʪ ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʜʦʚʝʨʝʥʥʳʝ ʢʦʨʥʝʚʳʝ ʩʝʨʪʠʬʠʢʘʪʳ ʥʘ ʢʦʤʧʴʶʪʝʨʳ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʝʩʣʠ, ʥʘʧʨʠʤʝʨ, ʚʘʤ ʥʫʞʥʦ ʨʘʟʚʝʨʥʫʪʴ ʥʦʚʳʡ ʮʝʥʪʨ 

ʩʝʨʪʠʬʠʢʘʮʠʠ. ʇʨʠʣʦʞʝʥʠʝ ʧʦʟʚʦʣʷʝʪ ʜʦʙʘʚʠʪʴ ʩʝʨʪʠʬʠʢʘʪ ʚ ʩʧʝʮʠʘʣʴʥʦʝ 

ʭʨʘʥʠʣʠʱʝ ʩʝʨʪʠʬʠʢʘʪʦʚ Kaspersky Endpoint Security. ʇʨʠ ʵʪʦʤ ʩʝʨʪʠʬʠʢʘʪ 

ʙʫʜʝʪ ʜʦʚʝʨʝʥʥʳʤ ʪʦʣʴʢʦ ʜʣʷ ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security. ʊʦ 

ʝʩʪʴ ʧʦʣʴʟʦʚʘʪʝʣʴ ʙʫʜʝʪ ʠʤʝʪʴ ʜʦʩʪʫʧ ʢ ʚʝʙ-ʩʘʡʪʫ ʩ ʥʦʚʳʤ ʩʝʨʪʠʬʠʢʘʪʦʤ ʚ 

ʙʨʘʫʟʝʨʝ. ɽʩʣʠ ʜʨʫʛʦʝ ʧʨʠʣʦʞʝʥʠʝ ʧʦʧʳʪʘʝʪʩʷ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʚʝʙ-ʩʘʡʪʫ, 

ʚʳ ʤʦʞʝʪʝ ʧʦʣʫʯʠʪʴ ʦʰʠʙʢʫ ʩʦʝʜʠʥʝʥʠʷ ʠʟ-ʟʘ ʧʨʦʙʣʝʤ ʩ ʩʝʨʪʠʬʠʢʘʪʦʤ. ɼʣʷ 

ʜʦʙʘʚʣʝʥʠʷ ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʩʠʩʪʝʤʥʦʝ ʭʨʘʥʠʣʠʱʝ ʩʝʨʪʠʬʠʢʘʪʦʚ, ʚʳ ʤʦʞʝʪʝ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʛʨʫʧʧʦʚʳʝ ʧʦʣʠʪʠʢʠ Active Directory. 

ʇʝʨʝʭʦʜ ʥʘ ʜʦʤʝʥ ʩ 

ʥʝʜʦʚʝʨʝʥʥʳʤ 

ʩʝʨʪʠʬʠʢʘʪʦʤ 

¶ ʈʘʟʨʝʰʘʪʴ. ʇʨʠ ʧʝʨʝʭʦʜʝ ʥʘ ʜʦʤʝʥ ʩ ʥʝʜʦʚʝʨʝʥʥʳʤ ʩʝʨʪʠʬʠʢʘʪʦʤ 

Kaspersky Endpoint Security ʨʘʟʨʝʰʘʝʪ ʫʩʪʘʥʦʚʢʫ ʩʝʪʝʚʦʛʦ ʩʦʝʜʠʥʝʥʠʷ (ʩʤ. 

ʨʘʟʜʝʣ "ʇʨʦʚʝʨʢʘ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ ʩ ʥʝʜʦʚʝʨʝʥʥʳʤ 

ʩʝʨʪʠʬʠʢʘʪʦʤ" ʥʘ ʩʪʨ. 211). 

ʇʨʠ ʧʝʨʝʭʦʜʝ ʥʘ ʜʦʤʝʥ ʩ ʥʝʜʦʚʝʨʝʥʥʳʤ ʩʝʨʪʠʬʠʢʘʪʦʤ ʚ ʙʨʘʫʟʝʨʝ, 

Kaspersky Endpoint Security ʦʪʦʙʨʘʞʘʝʪ HTML-ʩʪʨʘʥʠʮʫ ʩ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝʤ 

ʠ ʠʥʬʦʨʤʘʮʠʝʡ ʦ ʧʨʠʯʠʥʝ, ʧʦ ʢʦʪʦʨʦʡ ʵʪʦʪ ʜʦʤʝʥ ʥʝ ʨʝʢʦʤʝʥʜʦʚʘʥ ʜʣʷ 

ʧʦʩʝʱʝʥʠʷ. ʇʦ ʩʩʳʣʢʝ ʠʟ HTML-ʩʪʨʘʥʠʮʳ ʩ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝʤ ʧʦʣʴʟʦʚʘʪʝʣʴ 

ʤʦʞʝʪ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʟʘʧʨʦʰʝʥʥʦʤʫ ʚʝʙ-ʨʝʩʫʨʩʫ. 

ɽʩʣʠ ʩʪʦʨʦʥʥʝʝ ʧʨʠʣʦʞʝʥʠʝ ʠʣʠ ʩʣʫʞʙʘ ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʩʦʝʜʠʥʝʥʠʝ ʩ 

ʜʦʤʝʥʦʤ ʩ ʥʝʜʦʚʝʨʝʥʥʳʤ ʩʝʨʪʠʬʠʢʘʪʦʤ, Kaspersky Endpoint Security ʩʦʟʜʘʩʪ 

ʩʦʙʩʪʚʝʥʥʳʡ ʩʝʨʪʠʬʠʢʘʪ ʜʣʷ ʧʨʦʚʝʨʢʠ ʪʨʘʬʠʢʘ. ʅʦʚʳʡ ʩʝʨʪʠʬʠʢʘʪ ʙʫʜʝʪ 

ʠʤʝʪʴ ʩʪʘʪʫʩ ʅʝʜʦʚʝʨʝʥʥʳʡ. ʕʪʦ ʥʫʞʥʦ, ʯʪʦʙʳ ʧʨʝʜʫʧʨʝʜʠʪʴ ʩʪʦʨʦʥʥʝʝ 

ʧʨʠʣʦʞʝʥʠʝ ʦ ʥʝʜʦʚʝʨʝʥʥʦʤ ʩʦʝʜʠʥʝʥʠʠ, ʪʘʢ ʢʘʢ ʧʦʢʘʟʘʪʴ HTML-ʩʪʨʘʥʠʮʫ ʚ 

ʵʪʦʤ ʩʣʫʯʘʝ ʥʝʚʦʟʤʦʞʥʦ ʠ ʩʦʝʜʠʥʝʥʠʝ ʤʦʞʝʪ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥʦ ʚ ʬʦʥʦʚʦʤ 

ʨʝʞʠʤʝ. 

¶ ɹʣʦʢʠʨʦʚʘʪʴ. ʇʨʠ ʧʝʨʝʭʦʜʝ ʥʘ ʜʦʤʝʥ ʩ ʥʝʜʦʚʝʨʝʥʥʳʤ ʩʝʨʪʠʬʠʢʘʪʦʤ 

Kaspersky Endpoint Security ʙʣʦʢʠʨʫʝʪ ʩʝʪʝʚʦʝ ʩʦʝʜʠʥʝʥʠʝ. ʇʨʠ ʧʝʨʝʭʦʜʝ 

ʥʘ ʜʦʤʝʥ ʩ ʥʝʜʦʚʝʨʝʥʥʳʤ ʩʝʨʪʠʬʠʢʘʪʦʤ ʚ ʙʨʘʫʟʝʨʝ, Kaspersky Endpoint 

Security ʦʪʦʙʨʘʞʘʝʪ HTML-ʩʪʨʘʥʠʮʫ ʩ ʠʥʬʦʨʤʘʮʠʝʡ ʦ ʧʨʠʯʠʥʝ, ʧʦ ʢʦʪʦʨʦʡ 

ʧʝʨʝʭʦʜ ʥʘ ʵʪʦʪ ʜʦʤʝʥ ʟʘʙʣʦʢʠʨʦʚʘʥ. 

ʇʝʨʝʭʦʜ ʥʘ ʜʦʤʝʥ ʩ 

ʦʰʠʙʢʦʡ ʧʨʦʚʝʨʢʠ 

ʟʘʱʠʱʝʥʥʦʛʦ 

ʩʦʝʜʠʥʝʥʠʷ 

¶ ɹʣʦʢʠʨʦʚʘʪʴ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʵʣʝʤʝʥʪ, ʪʦ ʧʨʠ ʚʦʟʥʠʢʥʦʚʝʥʠʠ ʦʰʠʙʢʠ 

ʧʨʦʚʝʨʢʠ ʟʘʱʠʱʝʥʥʦʛʦ ʩʦʝʜʠʥʝʥʠʷ Kaspersky Endpoint Security ʙʣʦʢʠʨʫʝʪ 

ʵʪʦ ʩʝʪʝʚʦʝ ʩʦʝʜʠʥʝʥʠʝ. 

¶ ʈʘʟʨʝʰʘʪʴ ʠ ʜʦʙʘʚʣʷʪʴ ʜʦʤʝʥ ʚ ʠʩʢʣʶʯʝʥʠʷ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ 

ʵʣʝʤʝʥʪ, ʪʦ ʧʨʠ ʚʦʟʥʠʢʥʦʚʝʥʠʠ ʦʰʠʙʢʠ ʧʨʦʚʝʨʢʠ ʟʘʱʠʱʝʥʥʦʛʦ 

ʩʦʝʜʠʥʝʥʠʷ Kaspersky Endpoint Security ʜʦʙʘʚʣʷʝʪ ʜʦʤʝʥ, ʧʨʠ ʧʝʨʝʭʦʜʝ ʥʘ 

ʢʦʪʦʨʳʡ ʚʦʟʥʠʢʣʘ ʦʰʠʙʢʘ, ʚ ʩʧʠʩʦʢ ʜʦʤʝʥʦʚ ʩ ʦʰʠʙʢʘʤʠ ʧʨʦʚʝʨʢʠ ʠ ʥʝ 

ʢʦʥʪʨʦʣʠʨʫʝʪ ʟʘʰʠʬʨʦʚʘʥʥʳʡ ʩʝʪʝʚʦʡ ʪʨʘʬʠʢ ʧʨʠ ʧʝʨʝʭʦʜʝ ʥʘ ʵʪʦʪ 

ʜʦʤʝʥ. ɺʳ ʤʦʞʝʪʝ ʧʨʦʩʤʦʪʨʝʪʴ ʩʧʠʩʦʢ ʜʦʤʝʥʦʚ ʩ ʦʰʠʙʢʘʤʠ ʧʨʦʚʝʨʢʠ 

ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ ʪʦʣʴʢʦ ʚ ʣʦʢʘʣʴʥʦʤ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ. 

ʏʪʦʙʳ ʩʙʨʦʩʠʪʴ ʩʦʜʝʨʞʘʥʠʝ ʩʧʠʩʢʘ, ʥʫʞʥʦ ʚʳʙʨʘʪʴ ʵʣʝʤʝʥʪ 

ɹʣʦʢʠʨʦʚʘʪʴ. ʊʘʢʞʝ Kaspersky Endpoint Security ʬʦʨʤʠʨʫʝʪ ʩʦʙʳʪʠʝ ʦʙ 

ʦʰʠʙʢʝ ʧʨʦʚʝʨʢʠ ʟʘʱʠʱʝʥʥʦʛʦ ʩʦʝʜʠʥʝʥʠʷ. 
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ʇʘʨʘʤʝʪʨ ʆʧʠʩʘʥʠʝ 

ɹʣʦʢʠʨʦʚʘʪʴ 

ʩʦʝʜʠʥʝʥʠʷ ʧʦ 

ʧʨʦʪʦʢʦʣʫ SSL 2.0 

ɽʩʣʠ ʬʣʘʞʦʢ ʫʩʪʘʥʦʚʣʝʥ, ʪʦ ʧʨʠʣʦʞʝʥʠʝ ʙʣʦʢʠʨʫʝʪ ʩʝʪʝʚʳʝ ʩʦʝʜʠʥʝʥʠʷ, 

ʫʩʪʘʥʘʚʣʠʚʘʝʤʳʝ ʧʦ ʧʨʦʪʦʢʦʣʫ SSL 2.0. 

ɽʩʣʠ ʬʣʘʞʦʢ ʩʥʷʪ, ʪʦ ʧʨʠʣʦʞʝʥʠʝ ʥʝ ʙʣʦʢʠʨʫʝʪ ʩʝʪʝʚʳʝ ʩʦʝʜʠʥʝʥʠʷ, 

ʫʩʪʘʥʘʚʣʠʚʘʝʤʳʝ ʧʦ ʧʨʦʪʦʢʦʣʫ SSL 2.0, ʠ ʥʝ ʢʦʥʪʨʦʣʠʨʫʝʪ ʩʝʪʝʚʦʡ ʪʨʘʬʠʢ, 

ʧʝʨʝʜʘʚʘʝʤʳʡ ʧʦ ʵʪʠʤ ʩʦʝʜʠʥʝʥʠʷʤ. 

ʈʘʩʰʠʬʨʦʚʳʚʘʪʴ 

ʟʘʱʠʱʝʥʥʦʝ 

ʩʦʝʜʠʥʝʥʠʝ ʩ 

ʩʘʡʪʦʤ, 

ʠʩʧʦʣʴʟʫʶʱʠʤ EV-

ʩʝʨʪʠʬʠʢʘʪ 

EV-ʩʝʨʪʠʬʠʢʘʪʳ (ʘʥʛʣ. Extended Validation Certificate) ʧʦʜʪʚʝʨʞʜʘʶʪ ʧʦʜʣʠʥʥʦʩʪʴ ʚʝʙ-

ʩʘʡʪʦʚ ʠ ʧʦʚʳʰʘʶʪ ʙʝʟʦʧʘʩʥʦʩʪʴ ʩʦʝʜʠʥʝʥʠʷ. ɹʨʘʫʟʝʨʳ ʩʦʦʙʱʘʶʪ ʦ ʥʘʣʠʯʠʠ 

ʥʘ ʚʝʙ-ʩʘʡʪʝ EV-ʩʝʨʪʠʬʠʢʘʪʘ ʩ ʧʦʤʦʱʴʶ ʟʥʘʯʢʘ ʟʘʤʢʘ ʚ ʘʜʨʝʩʥʦʡ ʩʪʨʦʢʝ 

ʙʨʘʫʟʝʨʘ. ʊʘʢʞʝ ʙʨʘʫʟʝʨʳ ʤʦʛʫʪ ʧʦʣʥʦʩʪʴʶ ʠʣʠ ʯʘʩʪʠʯʥʦ ʦʢʨʘʰʠʚʘʪʴ 

ʘʜʨʝʩʥʫʶ ʩʪʨʦʢʫ ʚ ʟʝʣʝʥʳʡ ʮʚʝʪ. 

ɽʩʣʠ ʬʣʘʞʦʢ ʫʩʪʘʥʦʚʣʝʥ, ʧʨʠʣʦʞʝʥʠʝ ʨʘʩʰʠʬʨʦʚʳʚʘʝʪ ʠ ʢʦʥʪʨʦʣʠʨʫʝʪ 

ʟʘʱʠʱʝʥʥʳʝ ʩʦʝʜʠʥʝʥʠʷ ʩ EV-ʩʝʨʪʠʬʠʢʘʪʦʤ. 

ɽʩʣʠ ʬʣʘʞʦʢ ʩʥʷʪ, ʧʨʠʣʦʞʝʥʠʝ ʥʝ ʠʤʝʝʪ ʜʦʩʪʫʧʘ ʢ ʩʦʜʝʨʞʘʥʠʶ HTTPS-

ʪʨʘʬʠʢʘ. ʇʦʵʪʦʤʫ ʧʨʠʣʦʞʝʥʠʝ ʢʦʥʪʨʦʣʠʨʫʝʪ HTTPS-ʪʨʘʬʠʢ ʪʦʣʴʢʦ ʧʦ ʘʜʨʝʩʫ 

ʚʝʙ-ʩʘʡʪʘ, ʥʘʧʨʠʤʝʨ, https://bing.com . 

ɽʩʣʠ ʚʳ ʚʧʝʨʚʳʝ ʦʪʢʨʳʚʘʝʪʝ ʚʝʙ-ʩʘʡʪ ʩ EV-ʩʝʨʪʠʬʠʢʘʪʦʤ, ʟʘʱʠʱʝʥʥʦʝ 

ʩʦʝʜʠʥʝʥʠʝ ʙʫʜʝʪ ʨʘʩʰʠʬʨʦʚʘʥʦ ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ, ʫʩʪʘʥʦʚʣʝʥ ʬʣʘʞʦʢ 

ʠʣʠ ʥʝʪ. 

 

 

ʋʩʪʘʥʦʚʢʘ ʜʦʚʝʨʝʥʥʳʭ ʢʦʨʥʝʚʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ 

Kaspersky Endpoint Security ʧʦʟʚʦʣʷʝʪ ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʜʦʚʝʨʝʥʥʳʝ ʢʦʨʥʝʚʳʝ ʩʝʨʪʠʬʠʢʘʪʳ ʥʘ ʢʦʤʧʴʶʪʝʨʳ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʝʩʣʠ, ʥʘʧʨʠʤʝʨ, ʚʘʤ ʥʫʞʥʦ ʨʘʟʚʝʨʥʫʪʴ ʥʦʚʳʡ ʮʝʥʪʨ ʩʝʨʪʠʬʠʢʘʮʠʠ. ʇʨʠʣʦʞʝʥʠʝ ʧʦʟʚʦʣʷʝʪ 

ʜʦʙʘʚʠʪʴ ʩʝʨʪʠʬʠʢʘʪ ʚ ʩʧʝʮʠʘʣʴʥʦʝ ʭʨʘʥʠʣʠʱʝ ʩʝʨʪʠʬʠʢʘʪʦʚ Kaspersky Endpoint Security. ʇʨʠ ʵʪʦʤ 

ʩʝʨʪʠʬʠʢʘʪ ʙʫʜʝʪ ʜʦʚʝʨʝʥʥʳʤ ʪʦʣʴʢʦ ʜʣʷ ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security. ʊʦ ʝʩʪʴ ʧʦʣʴʟʦʚʘʪʝʣʴ 

ʙʫʜʝʪ ʠʤʝʪʴ ʜʦʩʪʫʧ ʢ ʚʝʙ-ʩʘʡʪʫ ʩ ʥʦʚʳʤ ʩʝʨʪʠʬʠʢʘʪʦʤ ʚ ʙʨʘʫʟʝʨʝ. ɽʩʣʠ ʜʨʫʛʦʝ ʧʨʠʣʦʞʝʥʠʝ ʧʦʧʳʪʘʝʪʩʷ 

ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʚʝʙ-ʩʘʡʪʫ, ʚʳ ʤʦʞʝʪʝ ʧʦʣʫʯʠʪʴ ʦʰʠʙʢʫ ʩʦʝʜʠʥʝʥʠʷ ʠʟ-ʟʘ ʧʨʦʙʣʝʤ ʩ ʩʝʨʪʠʬʠʢʘʪʦʤ. ɼʣʷ 

ʜʦʙʘʚʣʝʥʠʷ ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʩʠʩʪʝʤʥʦʝ ʭʨʘʥʠʣʠʱʝ ʩʝʨʪʠʬʠʢʘʪʦʚ, ʚʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʛʨʫʧʧʦʚʳʝ 

ʧʦʣʠʪʠʢʠ Active Directory. 

ʂʘʢ ʫʩʪʘʥʦʚʠʪʴ ʜʦʚʝʨʝʥʥʳʝ ʩʝʨʪʠʬʠʢʘʪʳ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʅʘʩʪʨʦʡʢʠ ʩʝʪʠ. 

3. ɺ ʙʣʦʢʝ ʇʨʦʚʝʨʢʘ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʇʦʢʘʟʘʪʴ ʩʝʨʪʠʬʠʢʘʪʳ. 

4. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʠ ʚʳʙʝʨʠʪʝ ʜʦʚʝʨʝʥʥʳʡ ʢʦʨʥʝʚʦʡ ʩʝʨʪʠʬʠʢʘʪ. 

Kaspersky Endpoint Security ʧʦʜʜʝʨʞʠʚʘʝʪ ʩʝʨʪʠʬʠʢʘʪʳ ʩ ʨʘʩʰʠʨʝʥʠʝʤ PEM, DER ʠ CRT. 

5. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ Kaspersky Endpoint Security ʧʨʠ ʧʨʦʚʝʨʢʝ ʪʨʘʬʠʢʘ ʢʨʦʤʝ ʩʠʩʪʝʤʥʦʛʦ ʭʨʘʥʠʣʠʱʘ ʩʝʨʪʠʬʠʢʘʪʦʚ 

ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʦʙʩʪʚʝʥʥʦʝ ʭʨʘʥʠʣʠʱʝ ʩʝʨʪʠʬʠʢʘʪʦʚ. 
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ʇʨʦʚʝʨʢʘ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ ʩ ʥʝʜʦʚʝʨʝʥʥʳʤ 
ʩʝʨʪʠʬʠʢʘʪʦʤ 

ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Endpoint Security ʜʦʙʘʚʣʷʝʪ ʩʝʨʪʠʬʠʢʘʪ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʚ ʩʠʩʪʝʤʥʦʝ 

ʭʨʘʥʠʣʠʱʝ ʜʦʚʝʨʝʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ (ʭʨʘʥʠʣʠʱʝ ʩʝʨʪʠʬʠʢʘʪʦʚ Windows). Kaspersky Endpoint Security 

ʠʩʧʦʣʴʟʫʝʪ ʵʪʦʪ ʩʝʨʪʠʬʠʢʘʪ ʜʣʷ ʧʨʦʚʝʨʢʠ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ. ʇʨʠ ʧʝʨʝʭʦʜʝ ʥʘ ʜʦʤʝʥ ʩ 

ʥʝʜʦʚʝʨʝʥʥʳʤ ʩʝʨʪʠʬʠʢʘʪʦʤ ʚʳ ʤʦʞʝʪʝ ʨʘʟʨʝʰʠʪʴ ʠʣʠ ʟʘʙʣʦʢʠʨʦʚʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʶ ʜʦʩʪʫʧ ʢ ʵʪʦʤʫ 

ʜʦʤʝʥʫ (ʩʤ. ʠʥʩʪʨʫʢʮʠʶ ʥʠʞʝ). 

ɽʩʣʠ ʚʳ ʨʘʟʨʝʰʠʣʠ ʧʦʣʴʟʦʚʘʪʝʣʶ ʧʝʨʝʭʦʜʠʪʴ ʥʘ ʜʦʤʝʥʳ ʩ ʥʝʜʦʚʝʨʝʥʥʳʤ ʩʝʨʪʠʬʠʢʘʪʦʤ, Kaspersky 

Endpoint Security ʚʳʧʦʣʥʷʝʪ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

¶ ʇʨʠ ʧʝʨʝʭʦʜʝ ʥʘ ʜʦʤʝʥ ʩ ʥʝʜʦʚʝʨʝʥʥʳʤ ʩʝʨʪʠʬʠʢʘʪʦʤ ʚ ʙʨʘʫʟʝʨʝ, Kaspersky Endpoint Security 

ʠʩʧʦʣʴʟʫʝʪ ʩʝʨʪʠʬʠʢʘʪ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʜʣʷ ʧʨʦʚʝʨʢʠ ʪʨʘʬʠʢʘ. Kaspersky Endpoint 

Security ʦʪʦʙʨʘʞʘʝʪ HTML-ʩʪʨʘʥʠʮʫ ʩ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝʤ ʠ ʠʥʬʦʨʤʘʮʠʝʡ ʦ ʧʨʠʯʠʥʝ, ʧʦ ʢʦʪʦʨʦʡ ʵʪʦʪ 

ʜʦʤʝʥ ʥʝ ʨʝʢʦʤʝʥʜʦʚʘʥ ʜʣʷ ʧʦʩʝʱʝʥʠʷ (ʩʤ. ʨʠʩ. ʥʠʞʝ). ʇʦ ʩʩʳʣʢʝ ʠʟ HTML-ʩʪʨʘʥʠʮʳ ʩ 

ʧʨʝʜʫʧʨʝʞʜʝʥʠʝʤ ʧʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʟʘʧʨʦʰʝʥʥʦʤʫ ʚʝʙ-ʨʝʩʫʨʩʫ. ʇʦʩʣʝ 

ʧʝʨʝʭʦʜʘ ʧʦ ʵʪʦʡ ʩʩʳʣʢʝ Kaspersky Endpoint Security ʚ ʪʝʯʝʥʠʝ ʯʘʩʘ ʥʝ ʙʫʜʝʪ ʦʪʦʙʨʘʞʘʪʴ 

ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ ʦ ʥʝʜʦʚʝʨʝʥʥʦʤ ʩʝʨʪʠʬʠʢʘʪʝ ʧʨʠ ʧʝʨʝʭʦʜʝ ʥʘ ʜʨʫʛʠʝ ʚʝʙ-ʨʝʩʫʨʩʳ ʚ ʪʦʤ ʞʝ 

ʜʦʤʝʥʝ. ʊʘʢʞʝ Kaspersky Endpoint Security ʬʦʨʤʠʨʫʝʪ ʩʦʙʳʪʠʝ ʦʙ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʟʘʱʠʱʝʥʥʦʛʦ 

ʩʦʝʜʠʥʝʥʠʷ ʩ ʥʝʜʦʚʝʨʝʥʥʳʤ ʩʝʨʪʠʬʠʢʘʪʦʤ. 

ɺ ʥʝʢʦʪʦʨʳʭ ʩʣʫʯʘʷʭ ʫ Kaspersky Endpoint Security ʥʝʪ ʪʝʭʥʠʯʝʩʢʦʡ ʚʦʟʤʦʞʥʦʩʪʠ ʧʦʢʘʟʘʪʴ 

HTML-ʩʪʨʘʥʠʮʫ ʩ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝʤ ʚ ʙʨʘʫʟʝʨʝ (ʩʤ. ʨʠʩ. ʥʠʞʝ). ʅʘʧʨʠʤʝʨ, ʝʩʣʠ ʚʝʙ-ʨʝʩʫʨʩ 

ʠʩʧʦʣʴʟʫʝʪ ʫʩʪʘʨʝʚʰʫʶ ʚʝʨʩʠʶ ʩʝʪʝʚʦʛʦ ʧʨʦʪʦʢʦʣʘ ʠ ʥʝʩʪʘʥʜʘʨʪʥʳʡ ʧʦʨʪ. ɺ ʵʪʠʭ ʩʣʫʯʘʷʭ 

Kaspersky Endpoint Security ʟʘʙʣʦʢʠʨʫʝʪ ʜʦʩʪʫʧ ʢ ʵʪʦʤʫ ʜʦʤʝʥʫ, ʘ ʙʨʘʫʟʝʨ ʧʦʢʘʞʝʪ ʩʪʘʥʜʘʨʪʥʦʝ 

ʦʢʥʦ ERR_CONNECTION_RESET. ɼʣʷ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʨʝʩʫʨʩʫ ʚʳ ʤʦʞʝʪʝ ʜʦʙʘʚʠʪʴ ʜʦʤʝʥ ʚ 

ʠʩʢʣʶʯʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʩʢʣʶʯʝʥʠʝ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ ʠʟ ʧʨʦʚʝʨʢʠ" ʥʘ ʩʪʨ. 213) ʠʣʠ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʦʚʝʨʝʥʥʳʡ ʩʝʨʪʠʬʠʢʘʪ. 

¶ ɽʩʣʠ ʩʪʦʨʦʥʥʝʝ ʧʨʠʣʦʞʝʥʠʝ ʠʣʠ ʩʣʫʞʙʘ ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʩʦʝʜʠʥʝʥʠʝ ʩ ʜʦʤʝʥʦʤ ʩ ʥʝʜʦʚʝʨʝʥʥʳʤ 

ʩʝʨʪʠʬʠʢʘʪʦʤ, Kaspersky Endpoint Security ʩʦʟʜʘʩʪ ʩʦʙʩʪʚʝʥʥʳʡ ʩʝʨʪʠʬʠʢʘʪ ʜʣʷ ʧʨʦʚʝʨʢʠ ʪʨʘʬʠʢʘ. 

ʅʦʚʳʡ ʩʝʨʪʠʬʠʢʘʪ ʙʫʜʝʪ ʠʤʝʪʴ ʩʪʘʪʫʩ ʅʝʜʦʚʝʨʝʥʥʳʡ. ʕʪʦ ʥʫʞʥʦ, ʯʪʦʙʳ ʧʨʝʜʫʧʨʝʜʠʪʴ ʩʪʦʨʦʥʥʝʝ 

ʧʨʠʣʦʞʝʥʠʝ ʦ ʥʝʜʦʚʝʨʝʥʥʦʤ ʩʦʝʜʠʥʝʥʠʠ, ʪʘʢ ʢʘʢ ʧʦʢʘʟʘʪʴ HTML-ʩʪʨʘʥʠʮʫ ʚ ʵʪʦʤ ʩʣʫʯʘʝ 

ʥʝʚʦʟʤʦʞʥʦ ʠ ʩʦʝʜʠʥʝʥʠʝ ʤʦʞʝʪ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥʦ ʚ ʬʦʥʦʚʦʤ ʨʝʞʠʤʝ. ʇʦʵʪʦʤʫ, ʝʩʣʠ ʩʪʦʨʦʥʥʝʝ 

ʧʨʠʣʦʞʝʥʠʝ ʠʤʝʝʪ ʚʩʪʨʦʝʥʥʳʝ ʠʥʩʪʨʫʤʝʥʪʳ ʧʨʦʚʝʨʢʠ ʩʝʨʪʠʬʠʢʘʪʦʚ, ʩʦʝʜʠʥʝʥʠʝ ʤʦʞʝʪ ʙʳʪʴ 

ʨʘʟʦʨʚʘʥʦ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ, ʚʘʤ ʥʫʞʥʦ ʦʙʨʘʪʠʪʴʩʷ ʢ ʚʣʘʜʝʣʴʮʫ ʜʦʤʝʥʘ ʠ ʥʘʩʪʨʦʠʪʴ ʜʦʚʝʨʝʥʥʦʝ 

ʩʦʝʜʠʥʝʥʠʝ. ɽʩʣʠ ʥʘʩʪʨʦʠʪʴ ʜʦʚʝʨʝʥʥʦʝ ʩʦʝʜʠʥʝʥʠʝ ʥʝʚʦʟʤʦʞʥʦ, ʚʳ ʤʦʞʝʪʝ ʜʦʙʘʚʠʪʴ ʵʪʦ 

ʩʪʦʨʦʥʥʝʝ ʧʨʠʣʦʞʝʥʠʝ ʚ ʩʧʠʩʦʢ ʜʦʚʝʨʝʥʥʳʭ ʧʨʠʣʦʞʝʥʠʡ (ʩʤ. ʨʘʟʜʝʣ "ʌʦʨʤʠʨʦʚʘʥʠʝ ʩʧʠʩʢʘ 

ʜʦʚʝʨʝʥʥʳʭ ʧʨʠʣʦʞʝʥʠʡ" ʥʘ ʩʪʨ. 353). ʊʘʢʞʝ Kaspersky Endpoint Security ʬʦʨʤʠʨʫʝʪ ʩʦʙʳʪʠʝ ʦʙ 

ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʟʘʱʠʱʝʥʥʦʛʦ ʩʦʝʜʠʥʝʥʠʷ ʩ ʥʝʜʦʚʝʨʝʥʥʳʤ ʩʝʨʪʠʬʠʢʘʪʦʤ. 

ʂʘʢ ʥʘʩʪʨʦʠʪʴ ʧʨʦʚʝʨʢʫ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ ʩ ʥʝʜʦʚʝʨʝʥʥʳʤ ʩʝʨʪʠʬʠʢʘʪʦʤ ʚ ʠʥʪʝʨʬʝʡʩʝ 

ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʅʘʩʪʨʦʡʢʠ ʩʝʪʠ. 

3. ɺ ʙʣʦʢʝ ʇʨʦʚʝʨʢʘ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ ʚʳʙʝʨʠʪʝ ʨʝʞʠʤ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ ʧʨʠ ʧʝʨʝʭʦʜʝ 

ʥʘ ʜʦʤʝʥ ʩ ʥʝʜʦʚʝʨʝʥʥʳʤ ʩʝʨʪʠʬʠʢʘʪʦʤ: ʈʘʟʨʝʰʘʪʴ ʠʣʠ ɹʣʦʢʠʨʦʚʘʪʴ. 
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4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

 
ʈʠʩʫʥʦʢ 57. ʇʨʝʜʫʧʨʝʞʜʝʥʠʝ ʦ ʧʝʨʝʭʦʜʝ ʥʘ ʜʦʤʝʥ ʩ ʥʝʜʦʚʝʨʝʥʥʳʤ ʩʝʨʪʠʬʠʢʘʪʦʤ 

 

ɼʦʙʘʚʣʝʥʠʝ ʩʝʨʪʠʬʠʢʘʪʘ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʚ 
ʩʦʙʩʪʚʝʥʥʦʝ ʭʨʘʥʠʣʠʱʝ ʩʝʨʪʠʬʠʢʘʪʦʚ 

ʉ ʧʦʤʦʱʴʶ ʩʝʨʪʠʬʠʢʘʪʘ ʙʨʘʫʟʝʨʳ ʠ ʧʦʯʪʦʚʳʝ ʢʣʠʝʥʪʳ ʧʨʦʚʝʨʷʶʪ ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʧʦʜʣʠʥʥʦʩʪʴ ʚʝʙ-

ʨʝʩʫʨʩʦʚ. ʊʘʢʞʝ ʩʝʨʪʠʬʠʢʘʪ ʦʙʝʩʧʝʯʠʚʘʝʪ ʰʠʬʨʦʚʘʥʠʝ ʜʘʥʥʳʭ ʤʝʞʜʫ ʚʝʙ-ʨʝʩʫʨʩʘʤʠ ʠ ʧʦʣʴʟʦʚʘʪʝʣʝʤ. 

ɹʦʣʴʰʠʥʩʪʚʦ ʙʨʘʫʟʝʨʦʚ ʠ ʧʦʯʪʦʚʳʭ ʢʣʠʝʥʪʦʚ ʠʩʧʦʣʴʟʫʶʪ ʭʨʘʥʠʣʠʱʝ ʜʦʚʝʨʝʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ 

(ʭʨʘʥʠʣʠʱʝ ʩʝʨʪʠʬʠʢʘʪʦʚ Windows), ʥʘʧʨʠʤʝʨ, Google Chrome. ʅʝʢʦʪʦʨʳʝ ʙʨʘʫʟʝʨʳ ʠ ʧʦʯʪʦʚʳʝ ʢʣʠʝʥʪʳ 

ʧʦ ʫʤʦʣʯʘʥʠʶ ʠʩʧʦʣʴʟʫʶʪ ʩʦʙʩʪʚʝʥʥʦʝ ʭʨʘʥʠʣʠʱʝ ʩʝʨʪʠʬʠʢʘʪʦʚ, ʘ ʥʝ ʭʨʘʥʠʣʠʱʝ ʩʝʨʪʠʬʠʢʘʪʦʚ Windows, 

ʥʘʧʨʠʤʝʨ, Firefox ʠ Thunderbird. 

ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Endpoint Security ʜʦʙʘʚʣʷʝʪ ʩʝʨʪʠʬʠʢʘʪ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʚ ʩʠʩʪʝʤʥʦʝ 

ʭʨʘʥʠʣʠʱʝ ʜʦʚʝʨʝʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ (ʭʨʘʥʠʣʠʱʝ ʩʝʨʪʠʬʠʢʘʪʦʚ Windows). ɽʩʣʠ ʚ ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ 

ʨʘʟʚʝʨʥʫʪʦ ʨʝʰʝʥʠʝ Kaspersky Security Center ʠ ʢ ʢʦʤʧʴʶʪʝʨʫ ʧʨʠʤʝʥʝʥʘ ʧʦʣʠʪʠʢʘ, Kaspersky Endpoint 

Security ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʚʢʣʶʯʘʝʪ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʭʨʘʥʠʣʠʱʘ ʩʝʨʪʠʬʠʢʘʪʦʚ Windows ʚ ʙʨʘʫʟʝʨʘʭ ʠ ʧʦʯʪʦʚʳʭ 

ʢʣʠʝʥʪʘʭ ʜʣʷ ʧʨʦʚʝʨʢʠ ʪʨʘʬʠʢʘ ʵʪʠʭ ʧʨʠʣʦʞʝʥʠʡ. ɽʩʣʠ ʢ ʢʦʤʧʴʶʪʝʨʫ ʥʝ ʧʨʠʤʝʥʝʥʘ ʧʦʣʠʪʠʢʘ, ʚʳ ʤʦʞʝʪʝ 

ʚʳʙʨʘʪʴ ʭʨʘʥʠʣʠʱʝ ʩʝʨʪʠʬʠʢʘʪʦʚ, ʢʦʪʦʨʦʝ ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʙʨʘʫʟʝʨʳ ʠ ʧʦʯʪʦʚʳʝ ʢʣʠʝʥʪʳ. ɽʩʣʠ ʚʳ 

ʚʳʙʨʘʣʠ ʩʦʙʩʪʚʝʥʥʦʝ ʭʨʘʥʠʣʠʱʝ ʩʝʨʪʠʬʠʢʘʪʦʚ, ʜʦʙʘʚʴʪʝ ʩʝʨʪʠʬʠʢʘʪ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʚ 

ʭʨʘʥʠʣʠʱʝ ʚʨʫʯʥʫʶ. ʕʪʦ ʧʦʟʚʦʣʠʪ ʠʟʙʝʞʘʪʴ ʦʰʠʙʦʢ ʧʨʠ ʨʘʙʦʪʝ ʩ HTTPS-ʪʨʘʬʠʢʦʤ. 
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ɼʣʷ ʧʨʦʚʝʨʢʠ ʪʨʘʬʠʢʘ ʚ ʙʨʘʫʟʝʨʝ Mozilla Firefox ʠ ʧʦʯʪʦʚʦʤ ʢʣʠʝʥʪʝ Thunderbird ʜʦʣʞʥʘ ʙʳʪʴ 

ʚʢʣʶʯʝʥʘ ʧʨʦʚʝʨʢʘ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ʧʨʦʚʝʨʢʠ ʟʘʱʠʱʝʥʥʳʭ 

ʩʦʝʜʠʥʝʥʠʡ" ʥʘ ʩʪʨ. 205). ɽʩʣʠ ʧʨʦʚʝʨʢʘ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ ʚʳʢʣʶʯʝʥʘ, ʧʨʠʣʦʞʝʥʠʝ ʥʝ 

ʧʨʦʚʝʨʷʝʪ ʪʨʘʬʠʢ ʚ ʙʨʘʫʟʝʨʝ Mozilla Firefox ʠ ʧʦʯʪʦʚʦʤ ʢʣʠʝʥʪʝ Thunderbird. ʊʘʢʞʝ ʧʨʦʚʝʨʢʫ 

ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ ʥʫʞʥʦ ʚʢʣʶʯʠʪʴ ʜʣʷ ʧʨʦʚʝʨʢʠ ʪʨʘʬʠʢʘ ʚ ʧʦʯʪʦʚʳʭ ʢʣʠʝʥʪʘʭ ʄʦʡʆʬʠʩ ʇʦʯʪʘ 

ʠ ʆʨʛʘʥʘʡʟʝʨ ʈ7-ʆʬʠʩ. 

ʇʝʨʝʜ ʜʦʙʘʚʣʝʥʠʝʤ ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʩʦʙʩʪʚʝʥʥʦʝ ʭʨʘʥʠʣʠʱʝ ʙʨʘʫʟʝʨʘ ʠʣʠ ʧʦʯʪʦʚʦʛʦ ʢʣʠʝʥʪʘ ʵʢʩʧʦʨʪʠʨʫʡʪʝ 

ʩʝʨʪʠʬʠʢʘʪ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʠʟ ʇʘʥʝʣʠ ʫʧʨʘʚʣʝʥʠʷ Windows (ʩʚʦʡʩʪʚʘ ʙʨʘʫʟʝʨʘ). ʇʦʜʨʦʙʥʝʝ ʦʙ 

ʵʢʩʧʦʨʪʝ ʩʝʨʪʠʬʠʢʘʪʘ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʚʳ ʤʦʞʝʪʝ ʫʟʥʘʪʴ ʚ ʙʘʟʝ ʟʥʘʥʠʡ ʉʣʫʞʙʳ ʪʝʭʥʠʯʝʩʢʦʡ 

ʧʦʜʜʝʨʞʢʠ https://support.kaspersky.ru/14620. ʇʦʜʨʦʙʥʝʝ ʦ ʜʦʙʘʚʣʝʥʠʠ ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʭʨʘʥʠʣʠʱʝ ʚʳ 

ʤʦʞʝʪʝ ʫʟʥʘʪʴ, ʥʘʧʨʠʤʝʨ, ʥʘ ʩʘʡʪʝ ʉʣʫʞʙʳ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ Mozilla https://support.mozilla.org/. 

ɺʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʭʨʘʥʠʣʠʱʝ ʩʝʨʪʠʬʠʢʘʪʦʚ ʪʦʣʴʢʦ ʚ ʣʦʢʘʣʴʥʦʤ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ. 

Ʒ ʏʪʦʙʳ ʚʳʙʨʘʪʴ ʭʨʘʥʠʣʠʱʝ ʩʝʨʪʠʬʠʢʘʪʦʚ ʜʣʷ ʧʨʦʚʝʨʢʠ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ ʚ 

ʙʨʘʫʟʝʨʘʭ ʠ ʧʦʯʪʦʚʳʭ ʢʣʠʝʥʪʘʭ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʅʘʩʪʨʦʡʢʠ ʩʝʪʠ. 

3. ɺ ʙʣʦʢʝ ʇʨʦʚʝʨʢʘ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ɺ ʧʨʠʣʦʞʝʥʠʷʭ ʩ ʩʦʙʩʪʚʝʥʥʳʤ 

ʭʨʘʥʠʣʠʱʝʤ ʩʝʨʪʠʬʠʢʘʪʦʚ ʜʣʷ ʧʨʦʚʝʨʢʠ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ ʠʩʧʦʣʴʟʦʚʘʪʴ. 

4. ɺʳʙʝʨʠʪʝ ʭʨʘʥʠʣʠʱʝ ʩʝʨʪʠʬʠʢʘʪʦʚ: 

¶ ʍʨʘʥʠʣʠʱʝ ʩʝʨʪʠʬʠʢʘʪʦʚ Windows (ʨʝʢʦʤʝʥʜʫʝʪʩʷ). ʕʪʦ ʭʨʘʥʠʣʠʱʝ, ʚ ʢʦʪʦʨʦʝ ʢʦʨʥʝʚʦʡ 

ʩʝʨʪʠʬʠʢʘʪ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʜʦʙʘʚʣʷʝʪʩʷ ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʧʨʠʣʦʞʝʥʠʷ Kaspersky 

Endpoint Security. 

¶ ʉʦʙʩʪʚʝʥʥʦʝ ʭʨʘʥʠʣʠʱʝ ʩʝʨʪʠʬʠʢʘʪʦʚ. ʇʨʠʣʦʞʝʥʠʷ Mozilla Firefox ʠ Thunderbird ʠʩʧʦʣʴʟʫʶʪ 

ʩʦʙʩʪʚʝʥʥʦʝ ʭʨʘʥʠʣʠʱʝ ʩʝʨʪʠʬʠʢʘʪʦʚ. ɽʩʣʠ ʚʳʙʨʘʥʦ ʭʨʘʥʠʣʠʱʝ ʩʝʨʪʠʬʠʢʘʪʦʚ Mozilla, 

ʢʦʨʥʝʚʦʡ ʩʝʨʪʠʬʠʢʘʪ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʥʫʞʥʦ ʜʦʙʘʚʠʪʴ ʚ ʵʪʦ ʭʨʘʥʠʣʠʱʝ ʚʨʫʯʥʫʶ 

ʯʝʨʝʟ ʩʚʦʡʩʪʚʘ ʙʨʘʫʟʝʨʘ. 

ʊʘʢʞʝ ʩʦʙʩʪʚʝʥʥʦʝ ʭʨʘʥʠʣʠʱʝ ʩʝʨʪʠʬʠʢʘʪʦʚ ʠʩʧʦʣʴʟʫʶʪ ʧʦʯʪʦʚʳʝ ʢʣʠʝʥʪʳ ʄʦʡʆʬʠʩ ʇʦʯʪʘ ʠ 

ʆʨʛʘʥʘʡʟʝʨ ʈ7-ʆʬʠʩ. 

5. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
 

ʀʩʢʣʶʯʝʥʠʝ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ ʠʟ ʧʨʦʚʝʨʢʠ 

ɹʦʣʴʰʠʥʩʪʚʦ ʚʝʙ-ʨʝʩʫʨʩʦʚ ʠʩʧʦʣʴʟʫʶʪ ʟʘʱʠʱʝʥʥʦʝ ʩʦʝʜʠʥʝʥʠʝ. ʉʧʝʮʠʘʣʠʩʪʳ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" 

ʨʝʢʦʤʝʥʜʫʶʪ ʚʢʣʶʯʠʪʴ ʧʨʦʚʝʨʢʫ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ʧʨʦʚʝʨʢʠ ʟʘʱʠʱʝʥʥʳʭ 

ʩʦʝʜʠʥʝʥʠʡ" ʥʘ ʩʪʨ. 205). ɽʩʣʠ ʧʨʦʚʝʨʢʘ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ ʤʝʰʘʝʪ ʨʘʙʦʪʝ, ʚʳ ʤʦʞʝʪʝ ʜʦʙʘʚʠʪʴ 

ʚʝʙ-ʩʘʡʪ ʚ ʠʩʢʣʶʯʝʥʠʷ, ï ʜʦʚʝʨʝʥʥʳʝ ʘʜʨʝʩʘ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ Kaspersky Endpoint Security ʥʝ ʙʫʜʝʪ 

ʧʨʦʚʝʨʷʪʴ HTTPS-ʪʨʘʬʠʢ ʜʦʚʝʨʝʥʥʳʭ ʚʝʙ-ʘʜʨʝʩʦʚ ʧʨʠ ʨʘʙʦʪʝ ʢʦʤʧʦʥʝʥʪʦʚ ɿʘʱʠʪʘ ʦʪ ʚʝʙ-ʫʛʨʦʟ, ɿʘʱʠʪʘ 

ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ, ɺʝʙ-ʂʦʥʪʨʦʣʴ. 

https://support.kaspersky.ru/14620
https://support.mozilla.org/
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ɽʩʣʠ ʜʦʚʝʨʝʥʥʦʝ ʧʨʠʣʦʞʝʥʠʝ ʠʩʧʦʣʴʟʫʝʪ ʟʘʱʠʱʝʥʥʦʝ ʩʦʝʜʠʥʝʥʠʝ, ʚʳ ʤʦʞʝʪʝ ʚʳʢʣʶʯʠʪʴ ʧʨʦʚʝʨʢʫ 

ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ ʜʣʷ ʵʪʦʛʦ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʌʦʨʤʠʨʦʚʘʥʠʝ ʩʧʠʩʢʘ ʜʦʚʝʨʝʥʥʳʭ 

ʧʨʠʣʦʞʝʥʠʡ" ʥʘ ʩʪʨ. 353). ʅʘʧʨʠʤʝʨ, ʚʳ ʤʦʞʝʪʝ ʚʳʢʣʶʯʠʪʴ ʧʨʦʚʝʨʢʫ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ ʜʣʷ 

ʧʨʠʣʦʞʝʥʠʡ ʦʙʣʘʯʥʳʭ ʭʨʘʥʠʣʠʱ, ʪʘʢ ʢʘʢ ʵʪʠ ʧʨʠʣʦʞʝʥʠʷ ʠʩʧʦʣʴʟʫʶʪ ʜʚʫʭʬʘʢʪʦʨʥʫʶ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʩ 

ʩʦʙʩʪʚʝʥʥʳʤ ʩʝʨʪʠʬʠʢʘʪʦʤ. 

ʂʘʢ ʠʩʢʣʶʯʠʪʴ ʚʝʙ-ʘʜʨʝʩ ʠʟ ʧʨʦʚʝʨʢʠ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʅʘʩʪʨʦʡʢʠ ʩʝʪʠ. 

 
ʈʠʩʫʥʦʢ 58. ʇʘʨʘʤʝʪʨʳ ʩʝʪʠ ʧʨʠʣʦʞʝʥʠʷ 

3. ɺ ʙʣʦʢʝ ʇʨʦʚʝʨʢʘ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʅʘʩʪʨʦʠʪʴ ʜʦʚʝʨʝʥʥʳʝ ʘʜʨʝʩʘ. 

4. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

5. ɺʚʝʜʠʪʝ ʠʤʷ ʜʦʤʝʥʘ ʠʣʠ IP-ʘʜʨʝʩ, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ, ʯʪʦʙʳ ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security 

ʥʝ ʧʨʦʚʝʨʷʣʦ ʟʘʱʠʱʝʥʥʳʝ ʩʦʝʜʠʥʝʥʠʷ, ʫʩʪʘʥʘʚʣʠʚʘʝʤʳʝ ʧʨʠ ʧʝʨʝʭʦʜʝ ʥʘ ʵʪʫ ʚʝʙ-ʩʪʨʘʥʠʮʫ. 

Kaspersky Endpoint Security ʧʦʜʜʝʨʞʠʚʘʝʪ ʩʠʤʚʦʣ *  ʜʣʷ ʚʚʦʜʘ ʤʘʩʢʠ ʚ ʠʤʝʥʠ ʜʦʤʝʥʘ. 

Kaspersky Endpoint Security ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪ ʩʠʤʚʦʣ *  ʜʣʷ IP-ʘʜʨʝʩʦʚ. ɺʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ 

ʜʠʘʧʘʟʦʥ IP-ʘʜʨʝʩʦʚ ʩ ʧʦʤʦʱʴʶ ʤʘʩʢʠ ʧʦʜʩʝʪʠ (ʥʘʧʨʠʤʝʨ, 198.51.100.0/24). 
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ʇʨʠʤʝʨʳ: 

¶ domain.com ï ʟʘʧʠʩʴ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʩʣʝʜʫʶʱʠʝ ʘʜʨʝʩʘ: https://domain.com , 

https://www.domain.com , https://domain.com/page123 . ɿʘʧʠʩʴ ʠʩʢʣʶʯʘʝʪ 

ʧʦʜʜʦʤʝʥʳ (ʥʘʧʨʠʤʝʨ, subdomain.domain.com ). 

¶ subdomain.domain.com  ï ʟʘʧʠʩʴ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʩʣʝʜʫʶʱʠʝ ʘʜʨʝʩʘ: 

https://subdomain.domain.com , https://subdomain.domain.com/page123 . 

ɿʘʧʠʩʴ ʠʩʢʣʶʯʘʝʪ ʜʦʤʝʥ domain.com . 

¶ *.domain.com  ï ʟʘʧʠʩʴ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʩʣʝʜʫʶʱʠʝ ʘʜʨʝʩʘ: https://movies.domain.com , 

https://images.domain.com/page123 . ɿʘʧʠʩʴ ʠʩʢʣʶʯʘʝʪ ʜʦʤʝʥ domain.com . 

6. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ Kaspersky Endpoint Security ʥʝ ʧʨʦʚʝʨʷʝʪ ʟʘʱʠʱʝʥʥʳʝ ʩʦʝʜʠʥʝʥʠʷ ʧʨʠ ʚʦʟʥʠʢʥʦʚʝʥʠʠ 

ʦʰʠʙʦʢ ʠ ʜʦʙʘʚʣʷʝʪ ʚʝʙ-ʩʘʡʪ ʚ ʩʧʝʮʠʘʣʴʥʳʡ ʩʧʠʩʦʢ ï ʜʦʤʝʥʳ ʩ ʦʰʠʙʢʘʤʠ ʧʨʦʚʝʨʢʠ. Kaspersky Endpoint 

Security ʩʦʩʪʘʚʣʷʝʪ ʩʧʠʩʦʢ ʜʣʷ ʢʘʞʜʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʦʪʜʝʣʴʥʦ ʠ ʥʝ ʧʝʨʝʜʘʝʪ ʜʘʥʥʳʝ ʚ Kaspersky Security 

Center. ɺʳ ʤʦʞʝʪʝ ʚʢʣʶʯʠʪʴ ʙʣʦʢʠʨʦʚʘʥʠʝ ʩʦʝʜʠʥʝʥʠʷ ʧʨʠ ʚʦʟʥʠʢʥʦʚʝʥʠʠ ʦʰʠʙʢʠ (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ 

ʧʨʦʚʝʨʢʠ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ" ʥʘ ʩʪʨ. 205). ɺʳ ʤʦʞʝʪʝ ʧʨʦʩʤʦʪʨʝʪʴ ʩʧʠʩʦʢ ʜʦʤʝʥʦʚ ʩ ʦʰʠʙʢʘʤʠ 

ʧʨʦʚʝʨʢʠ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ ʪʦʣʴʢʦ ʚ ʣʦʢʘʣʴʥʦʤ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ. 

Ʒ ʏʪʦʙʳ ʧʨʦʩʤʦʪʨʝʪʴ ʩʧʠʩʦʢ ʜʦʤʝʥʦʚ ʩ ʦʰʠʙʢʘʤʠ ʧʨʦʚʝʨʢʠ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ 

ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʅʘʩʪʨʦʡʢʠ ʩʝʪʠ. 

3. ɺ ʙʣʦʢʝ ʇʨʦʚʝʨʢʘ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʤʝʥʳ ʩ ʦʰʠʙʢʘʤʠ ʧʨʦʚʝʨʢʠ. 

ʆʪʢʨʦʝʪʩʷ ʩʧʠʩʦʢ ʜʦʤʝʥʦʚ ʩ ʦʰʠʙʢʘʤʠ ʧʨʦʚʝʨʢʠ. ʏʪʦʙʳ ʩʙʨʦʩʠʪʴ ʩʧʠʩʦʢ ʚʘʤ ʥʫʞʥʦ ʚʢʣʶʯʠʪʴ 

ʙʣʦʢʠʨʦʚʘʥʠʝ ʩʦʝʜʠʥʝʥʠʷ ʧʨʠ ʚʦʟʥʠʢʥʦʚʝʥʠʠ ʦʰʠʙʢʠ ʚ ʧʦʣʠʪʠʢʝ, ʧʨʠʤʝʥʠʪʴ ʧʦʣʠʪʠʢʫ, ʚʝʨʥʫʪʴ 

ʧʘʨʘʤʝʪʨ ʚ ʠʩʭʦʜʥʦʝ ʩʦʩʪʦʷʥʠʝ ʠ ʩʥʦʚʘ ʧʨʠʤʝʥʠʪʴ ʧʦʣʠʪʠʢʫ. 

ʉʧʝʮʠʘʣʠʩʪʳ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʩʦʩʪʘʚʣʷʶʪ ʩʧʠʩʦʢ ʜʦʚʝʨʝʥʥʳʭ ʚʝʙ-ʩʘʡʪʦʚ, ʢʦʪʦʨʳʝ Kaspersky 

Endpoint Security ʥʝ ʧʨʦʚʝʨʷʝʪ ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ, ï ʛʣʦʙʘʣʴʥʳʝ ʠʩʢʣʶʯʝʥʠʷ. 

Ʒ ʏʪʦʙʳ ʧʨʦʩʤʦʪʨʝʪʴ ʛʣʦʙʘʣʴʥʳʝ ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʧʨʦʚʝʨʢʠ ʟʘʱʠʱʝʥʥʦʛʦ ʪʨʘʬʠʢʘ, 

ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʅʘʩʪʨʦʡʢʠ ʩʝʪʠ. 

3. ɺ ʙʣʦʢʝ ʇʨʦʚʝʨʢʘ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ ʥʘʞʤʠʪʝ ʥʘ ʩʩʳʣʢʫ ʩʦ ʩʧʠʩʢʦʤ ʜʦʚʝʨʝʥʥʳʭ ʚʝʙ-

ʩʘʡʪʦʚ. 

ʆʪʢʨʦʝʪʩʷ ʩʧʠʩʦʢ ʚʝʙ-ʩʘʡʪʦʚ, ʩʦʩʪʘʚʣʝʥʥʳʡ ʩʧʝʮʠʘʣʠʩʪʘʤʠ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". Kaspersky 

Endpoint Security ʥʝ ʧʨʦʚʝʨʷʝʪ ʟʘʱʠʱʝʥʥʳʝ ʩʦʝʜʠʥʝʥʠʷ ʜʣʷ ʩʘʡʪʦʚ ʠʟ ʩʧʠʩʢʘ. ʉʧʠʩʦʢ ʤʦʞʝʪ ʙʳʪʴ 

ʦʙʥʦʚʣʝʥ ʧʨʠ ʦʙʥʦʚʣʝʥʠʠ ʙʘʟ ʠ ʤʦʜʫʣʝʡ Kaspersky Endpoint Security. 
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ʂʦʥʪʨʦʣʴ ʧʨʠʣʦʞʝʥʠʡ 
ʂʦʥʪʨʦʣʴ ʧʨʠʣʦʞʝʥʠʡ ʫʧʨʘʚʣʷʝʪ ʟʘʧʫʩʢʦʤ ʧʨʠʣʦʞʝʥʠʡ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʕʪʦ ʧʦʟʚʦʣʷʝʪ 

ʚʳʧʦʣʥʠʪʴ ʧʦʣʠʪʠʢʫ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʨʛʘʥʠʟʘʮʠʠ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʧʨʠʣʦʞʝʥʠʡ. ʊʘʢʞʝ ʂʦʥʪʨʦʣʴ 

ʧʨʠʣʦʞʝʥʠʡ ʩʥʠʞʘʝʪ ʨʠʩʢ ʟʘʨʘʞʝʥʠʷ ʢʦʤʧʴʶʪʝʨʘ, ʦʛʨʘʥʠʯʠʚʘʷ ʜʦʩʪʫʧ ʢ ʧʨʠʣʦʞʝʥʠʷʤ. 

ʅʘʩʪʨʦʡʢʘ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ ʩʦʩʪʦʠʪ ʠʟ ʩʣʝʜʫʶʱʠʭ ʵʪʘʧʦʚ: 

1. ʉʦʟʜʘʥʠʝ ʢʘʪʝʛʦʨʠʡ ʧʨʠʣʦʞʝʥʠʡ. 

ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʩʦʟʜʘʝʪ ʢʘʪʝʛʦʨʠʠ ʧʨʠʣʦʞʝʥʠʡ, ʢʦʪʦʨʳʤʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʭʦʯʝʪ ʫʧʨʘʚʣʷʪʴ. 

ʂʘʪʝʛʦʨʠʠ ʧʨʠʣʦʞʝʥʠʡ ʧʨʝʜʥʘʟʥʘʯʝʥʳ ʜʣʷ ʚʩʝʭ ʢʦʤʧʴʶʪʝʨʦʚ ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʛʨʫʧʧ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. ɼʣʷ ʩʦʟʜʘʥʠʷ ʢʘʪʝʛʦʨʠʠ ʚʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʣʝʜʫʶʱʠʝ ʢʨʠʪʝʨʠʠ: KL-

ʢʘʪʝʛʦʨʠʷ (ʥʘʧʨʠʤʝʨ, ɹʨʘʫʟʝʨʳ), ʭʝʰ ʬʘʡʣʘ, ʧʨʦʠʟʚʦʜʠʪʝʣʴ ʧʨʠʣʦʞʝʥʠʷ ʠ ʜʨʫʛʠʝ. 

2. ʉʦʟʜʘʥʠʝ ʧʨʘʚʠʣ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ (ʩʤ. ʨʘʟʜʝʣ "ɼʦʙʘʚʣʝʥʠʝ ʧʨʘʚʠʣʘ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ" ʥʘ 

ʩʪʨ. 225). 

ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʩʦʟʜʘʝʪ ʧʨʘʚʠʣʘ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ ʚ ʧʦʣʠʪʠʢʝ ʜʣʷ ʛʨʫʧʧʳ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. 

ʇʨʘʚʠʣʦ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʢʘʪʝʛʦʨʠʠ ʧʨʠʣʦʞʝʥʠʡ ʠ ʩʪʘʪʫʩ ʟʘʧʫʩʢʘ ʧʨʠʣʦʞʝʥʠʡ ʠʟ ʵʪʠʭ ʢʘʪʝʛʦʨʠʡ: 

ʟʘʧʨʝʱʝʥ ʠʣʠ ʨʘʟʨʝʰʝʥ. 

3. ɺʳʙʦʨ ʨʝʞʠʤʘ ʨʘʙʦʪʳ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ (ʩʤ. ʨʘʟʜʝʣ "ɺʳʙʦʨ ʨʝʞʠʤʘ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ" ʥʘ 

ʩʪʨ. 222). 

ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʚʳʙʠʨʘʝʪ ʨʝʞʠʤ ʨʘʙʦʪʳ ʩ ʧʨʠʣʦʞʝʥʠʷʤʠ, ʢʦʪʦʨʳʝ ʥʝ ʚʭʦʜʷʪ ʥʠ ʚ ʦʜʥʦ ʠʟ ʧʨʘʚʠʣ 

(ʩʧʠʩʢʠ ʟʘʧʨʝʱʝʥʥʳʭ ʠ ʨʘʟʨʝʰʝʥʥʳʭ ʧʨʠʣʦʞʝʥʠʡ). 

ʇʨʠ ʧʦʧʳʪʢʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʟʘʧʫʩʪʠʪʴ ʟʘʧʨʝʱʝʥʥʦʝ ʧʨʠʣʦʞʝʥʠʝ, Kaspersky Endpoint Security ʟʘʙʣʦʢʠʨʫʝʪ 

ʟʘʧʫʩʢ ʧʨʠʣʦʞʝʥʠʷ ʠ ʧʦʢʘʞʝʪ ʫʚʝʜʦʤʣʝʥʠʝ (ʩʤ. ʨʠʩ. ʥʠʞʝ).  

ɼʣʷ ʧʨʦʚʝʨʢʠ ʥʘʩʪʨʦʡʢʠ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ ʧʨʝʜʫʩʤʦʪʨʝʥ ʪʝʩʪʦʚʳʡ ʨʝʞʠʤ. ɺ ʵʪʦʤ ʨʝʞʠʤʝ Kaspersky 

Endpoint Security ʚʳʧʦʣʥʷʝʪ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

¶ ʨʘʟʨʝʰʘʝʪ ʟʘʧʫʩʢ ʧʨʠʣʦʞʝʥʠʡ, ʚ ʪʦʤ ʯʠʩʣʝ ʟʘʧʨʝʱʝʥʥʳʭ; 

¶ ʧʦʢʘʟʳʚʘʝʪ ʫʚʝʜʦʤʣʝʥʠʝ ʦ ʟʘʧʫʩʢʝ ʟʘʧʨʝʱʝʥʥʦʛʦ ʧʨʠʣʦʞʝʥʠʷ ʠ ʜʦʙʘʚʣʷʝʪ ʠʥʬʦʨʤʘʮʠʶ ʚ ʦʪʯʝʪ ʥʘ 

ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ; 

¶ ʦʪʧʨʘʚʣʷʝʪ ʜʘʥʥʳʝ ʦ ʟʘʧʫʩʢʝ ʟʘʧʨʝʱʝʥʥʳʭ ʧʨʠʣʦʞʝʥʠʡ ʚ Kaspersky Security Center. 
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ʈʠʩʫʥʦʢ 59. ʋʚʝʜʦʤʣʝʥʠʝ ʂʦʥʪʨʦʣʷ ʧʨʦʛʨʘʤʤ 

ʈʝʞʠʤʳ ʨʘʙʦʪʳ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ 

ʂʦʤʧʦʥʝʥʪ ʂʦʥʪʨʦʣʴ ʧʨʠʣʦʞʝʥʠʡ ʤʦʞʝʪ ʨʘʙʦʪʘʪʴ ʚ ʜʚʫʭ ʨʝʞʠʤʘʭ: 

¶ ʉʧʠʩʦʢ ʟʘʧʨʝʱʝʥʥʳʭ. ʈʝʞʠʤ, ʧʨʠ ʢʦʪʦʨʦʤ ʂʦʥʪʨʦʣʴ ʧʨʠʣʦʞʝʥʠʡ ʨʘʟʨʝʰʘʝʪ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʟʘʧʫʩʢ 

ʣʶʙʳʭ ʧʨʠʣʦʞʝʥʠʡ, ʢʨʦʤʝ ʪʝʭ, ʢʦʪʦʨʳʝ ʟʘʧʨʝʱʝʥʳ ʚ ʧʨʘʚʠʣʘʭ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ. 

ʕʪʦʪ ʨʝʞʠʤ ʨʘʙʦʪʳ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ ʫʩʪʘʥʦʚʣʝʥ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

¶ ʉʧʠʩʦʢ ʨʘʟʨʝʰʝʥʥʳʭ. ʈʝʞʠʤ, ʧʨʠ ʢʦʪʦʨʦʤ ʂʦʥʪʨʦʣʴ ʧʨʠʣʦʞʝʥʠʡ ʟʘʧʨʝʱʘʝʪ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʟʘʧʫʩʢ 

ʣʶʙʳʭ ʧʨʠʣʦʞʝʥʠʡ, ʢʨʦʤʝ ʪʝʭ, ʢʦʪʦʨʳʝ ʨʘʟʨʝʰʝʥʳ ʠ ʥʝ ʟʘʧʨʝʱʝʥʳ ʚ ʧʨʘʚʠʣʘʭ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ. 

ɽʩʣʠ ʨʘʟʨʝʰʘʶʱʠʝ ʧʨʘʚʠʣʘ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ ʩʬʦʨʤʠʨʦʚʘʥʳ ʤʘʢʩʠʤʘʣʴʥʦ ʧʦʣʥʦ, ʢʦʤʧʦʥʝʥʪ 

ʟʘʧʨʝʱʘʝʪ ʟʘʧʫʩʢ ʚʩʝʭ ʥʦʚʳʭ ʧʨʠʣʦʞʝʥʠʡ, ʥʝ ʧʨʦʚʝʨʝʥʥʳʭ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ 

ʦʨʛʘʥʠʟʘʮʠʠ, ʥʦ ʦʙʝʩʧʝʯʠʚʘʝʪ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʴ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʠ ʧʨʦʚʝʨʝʥʥʳʭ 

ʧʨʠʣʦʞʝʥʠʡ, ʢʦʪʦʨʳʝ ʥʫʞʥʳ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʜʦʣʞʥʦʩʪʥʳʭ ʦʙʷʟʘʥʥʦʩʪʝʡ. 

ɺʳ ʤʦʞʝʪʝ ʦʟʥʘʢʦʤʠʪʴʩʷ ʩ ʨʝʢʦʤʝʥʜʘʮʠʷʤʠ ʧʦ ʥʘʩʪʨʦʡʢʝ ʧʨʘʚʠʣ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ ʚ ʨʝʞʠʤʝ 

ʩʧʠʩʢʘ ʨʘʟʨʝʰʝʥʥʳʭ ʧʨʠʣʦʞʝʥʠʡ. 

ʅʘʩʪʨʦʡʢʘ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ ʜʣʷ ʨʘʙʦʪʳ ʚ ʵʪʠʭ ʨʝʞʠʤʘʭ ʚʦʟʤʦʞʥʘ ʢʘʢ ʚ ʣʦʢʘʣʴʥʦʤ ʠʥʪʝʨʬʝʡʩʝ 

Kaspersky Endpoint Security, ʪʘʢ ʠ ʩ ʧʦʤʦʱʴʶ Kaspersky Security Center. 

ʆʜʥʘʢʦ Kaspersky Security Center ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʠʥʩʪʨʫʤʝʥʪʳ, ʥʝʜʦʩʪʫʧʥʳʝ ʚ ʣʦʢʘʣʴʥʦʤ ʠʥʪʝʨʬʝʡʩʝ 

Kaspersky Endpoint Security ʠ ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʩʣʝʜʫʶʱʠʭ ʟʘʜʘʯ: 

¶ ʉʦʟʜʘʥʠʝ ʢʘʪʝʛʦʨʠʡ ʧʨʠʣʦʞʝʥʠʡ. 

ʇʨʘʚʠʣʘ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ, ʩʬʦʨʤʠʨʦʚʘʥʥʳʝ ʚ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security 

Center, ʦʩʥʦʚʳʚʘʶʪʩʷ ʥʘ ʩʦʟʜʘʥʥʳʭ ʚʘʤʠ ʢʘʪʝʛʦʨʠʷʭ ʧʨʠʣʦʞʝʥʠʡ, ʘ ʥʝ ʥʘ ʚʢʣʶʯʘʶʱʠʭ ʠ 

ʠʩʢʣʶʯʘʶʱʠʭ ʫʩʣʦʚʠʷʭ, ʢʘʢ ʚ ʣʦʢʘʣʴʥʦʤ ʠʥʪʝʨʬʝʡʩʝ Kaspersky Endpoint Security. 



 

 

 

ʂʦʥʪʨʦʣʴ ʧʨʠʣʦʞʝʥʠʡ 

218 

 

 

 

¶ ʇʦʣʫʯʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʦ ʧʨʠʣʦʞʝʥʠʷʭ, ʢʦʪʦʨʳʝ ʫʩʪʘʥʦʚʣʝʥʳ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ 

ʦʨʛʘʥʠʟʘʮʠʠ. 

ʇʦʵʪʦʤʫ ʥʘʩʪʨʦʡʢʫ ʨʘʙʦʪʳ ʢʦʤʧʦʥʝʥʪʘ ʂʦʥʪʨʦʣʴ ʧʨʠʣʦʞʝʥʠʡ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʚʳʧʦʣʥʷʪʴ ʩ ʧʦʤʦʱʴʶ 

Kaspersky Security Center. 

ɸʣʛʦʨʠʪʤ ʨʘʙʦʪʳ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ 

Kaspersky Endpoint Security ʠʩʧʦʣʴʟʫʝʪ ʘʣʛʦʨʠʪʤ ʜʣʷ ʧʨʠʥʷʪʠʷ ʨʝʰʝʥʠʷ ʦ ʟʘʧʫʩʢʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʠʩ. ʥʠʞʝ). 
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ʈʠʩʫʥʦʢ 60. ɸʣʛʦʨʠʪʤ ʨʘʙʦʪʳ ʂʦʥʪʨʦʣʷ ʧʨʦʛʨʘʤʤ 
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ʆʛʨʘʥʠʯʝʥʠʷ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ 

ʈʘʙʦʪʘ ʢʦʤʧʦʥʝʥʪʘ ʂʦʥʪʨʦʣʴ ʧʨʠʣʦʞʝʥʠʡ ʦʛʨʘʥʠʯʝʥʘ ʚ ʩʣʝʜʫʶʱʠʭ ʩʣʫʯʘʷʭ: 

¶ ʇʨʠ ʦʙʥʦʚʣʝʥʠʠ ʚʝʨʩʠʠ ʧʨʠʣʦʞʝʥʠʷ ʠʤʧʦʨʪ ʧʘʨʘʤʝʪʨʦʚ ʢʦʤʧʦʥʝʥʪʘ ʂʦʥʪʨʦʣʴ ʧʨʠʣʦʞʝʥʠʡ ʥʝ 

ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ.  

¶ ʇʨʠ ʦʪʩʫʪʩʪʚʠʠ ʩʦʝʜʠʥʝʥʠʷ ʩ ʩʝʨʚʝʨʘʤʠ KSN Kaspersky Endpoint Security ʧʦʣʫʯʘʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦ 

ʨʝʧʫʪʘʮʠʠ ʧʨʠʣʦʞʝʥʠʷ ʠ ʠʭ ʤʦʜʫʣʝʡ ʪʦʣʴʢʦ ʠʟ ʣʦʢʘʣʴʥʳʭ ʙʘʟ. 

ʉʧʠʩʦʢ ʧʨʠʣʦʞʝʥʠʡ, ʜʣʷ ʢʦʪʦʨʳʭ Kaspersky Endpoint Security ʦʧʨʝʜʝʣʷʝʪ KL-ʢʘʪʝʛʦʨʠʶ ɼʨʫʛʠʝ 

ʧʨʦʛʨʘʤʤʳ / ʇʨʦʛʨʘʤʤʳ, ʜʦʚʝʨʝʥʥʳʝ ʩʦʛʣʘʩʥʦ ʨʝʧʫʪʘʮʠʠ ʚ KSN, ʧʨʠ ʥʘʣʠʯʠʠ ʩʦʝʜʠʥʝʥʠʷ 

ʩ ʩʝʨʚʝʨʘʤʠ KSN ʤʦʞʝʪ ʦʪʣʠʯʘʪʴʩʷ ʦʪ ʩʧʠʩʢʘ ʧʨʠʣʦʞʝʥʠʡ, ʜʣʷ ʢʦʪʦʨʳʭ Kaspersky Endpoint 

Security ʦʧʨʝʜʝʣʷʝʪ KL-ʢʘʪʝʛʦʨʠʶ ɼʨʫʛʠʝ ʧʨʦʛʨʘʤʤʳ / ʇʨʦʛʨʘʤʤʳ ʜʦʚʝʨʝʥʥʳʝ ʩʦʛʣʘʩʥʦ 

ʨʝʧʫʪʘʮʠʠ ʚ KSN, ʧʨʠ ʦʪʩʫʪʩʪʚʠʠ ʩʦʝʜʠʥʝʥʠʷ ʩ KSN. 

¶ ɺ ʙʘʟʝ ʜʘʥʥʳʭ Kaspersky Security Center ʤʦʞʝʪ ʭʨʘʥʠʪʴʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦ 150 000 ʦʙʨʘʙʦʪʘʥʥʳʭ 

ʬʘʡʣʦʚ. ʇʨʠ ʜʦʩʪʠʞʝʥʠʠ ʵʪʦʛʦ ʢʦʣʠʯʝʩʪʚʘ ʟʘʧʠʩʝʡ ʥʦʚʳʝ ʬʘʡʣʳ ʥʝ ʙʫʜʫʪ ʦʙʨʘʙʦʪʘʥʳ. ɼʣʷ 

ʚʦʟʦʙʥʦʚʣʝʥʠʷ ʨʘʙʦʪʳ ʠʥʚʝʥʪʘʨʠʟʘʮʠʠ ʪʨʝʙʫʝʪʩʷ ʫʜʘʣʠʪʴ ʩ ʢʦʤʧʴʶʪʝʨʘ, ʥʘ ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥʦ 

ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security, ʬʘʡʣʳ, ʫʯʪʝʥʥʳʝ ʚ ʙʘʟʝ ʜʘʥʥʳʭ Kaspersky Security Center 

ʨʘʥʝʝ ʚ ʨʝʟʫʣʴʪʘʪʝ ʠʥʚʝʥʪʘʨʠʟʘʮʠʠ. 

¶ ʂʦʤʧʦʥʝʥʪ ʥʝ ʢʦʥʪʨʦʣʠʨʫʝʪ ʟʘʧʫʩʢ ʩʢʨʠʧʪʦʚ, ʝʩʣʠ ʩʢʨʠʧʪ ʧʝʨʝʜʘʝʪʩʷ ʠʥʪʝʨʧʨʝʪʘʪʦʨʫ ʥʝ ʯʝʨʝʟ 

ʢʦʤʘʥʜʥʫʶ ʩʪʨʦʢʫ. 

ɽʩʣʠ ʟʘʧʫʩʢ ʠʥʪʝʨʧʨʝʪʘʪʦʨʘ ʨʘʟʨʝʰʝʥ ʧʨʘʚʠʣʘʤʠ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ, ʪʦ ʢʦʤʧʦʥʝʥʪ ʥʝ 

ʙʣʦʢʠʨʫʝʪ ʩʢʨʠʧʪ, ʟʘʧʫʱʝʥʥʳʡ ʠʟ ʵʪʦʛʦ ʠʥʪʝʨʧʨʝʪʘʪʦʨʘ. 

ɽʩʣʠ ʟʘʧʫʩʢ ʭʦʪʷ ʙʳ ʦʜʥʦʛʦ ʠʟ ʩʢʨʠʧʪʦʚ, ʫʢʘʟʘʥʥʳʭ ʚ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ ʠʥʪʝʨʧʨʝʪʘʪʦʨʘ, 

ʟʘʧʨʝʱʝʥ ʧʨʘʚʠʣʘʤʠ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ, ʪʦ ʢʦʤʧʦʥʝʥʪ ʙʣʦʢʠʨʫʝʪ ʚʩʝ ʩʢʨʠʧʪʳ, ʫʢʘʟʘʥʥʳʝ ʚ 

ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ ʠʥʪʝʨʧʨʝʪʘʪʦʨʘ. 

¶ ʂʦʤʧʦʥʝʥʪ ʥʝ ʢʦʥʪʨʦʣʠʨʫʝʪ ʟʘʧʫʩʢ ʩʢʨʠʧʪʦʚ ʠʟ ʠʥʪʝʨʧʨʝʪʘʪʦʨʦʚ, ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʤʳʭ ʧʨʠʣʦʞʝʥʠʝʤ 

Kaspersky Endpoint Security. 
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Kaspersky Endpoint Security ʧʦʜʜʝʨʞʠʚʘʝʪ ʩʣʝʜʫʶʱʠʝ ʠʥʪʝʨʧʨʝʪʘʪʦʨʳ: 

¶ Java; 

¶ PowerShell. 

ʇʦʜʜʝʨʞʠʚʘʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʪʠʧʳ ʠʥʪʝʨʧʨʝʪʘʪʦʨʦʚ: 

¶ %ComSpec%; 

¶ %SystemRoot%\\system32\\regedit.exe; 

¶ %SystemRoot%\\regedit.exe; 

¶ %SystemRoot%\\system32\\regedt32.exe; 

¶ %SystemRoot%\\system32\\cscript.exe; 

¶ %SystemRoot%\\system32\\wscript.exe; 

¶ %SystemRoot%\\system32\\msiexec.exe; 

¶ %SystemRoot%\\system32\\mshta.exe; 

¶ %SystemRoot%\\system32\\rundll32.exe; 

¶ %SystemRoot%\\system32\\wwahost.exe; 

¶ %SystemRoot%\\syswow64\\cmd.exe; 

¶ %SystemRoot%\\syswow64\\regedit.exe; 

¶ %SystemRoot%\\syswow64\\regedt32.exe; 

¶ %SystemRoot%\\syswow64\\cscript.exe; 

¶ %SystemRoot%\\syswow64\\wscript.exe; 

¶ %SystemRoot%\\syswow64\\msiexec.exe; 

¶ %SystemRoot%\\syswow64\\mshta.exe; 

¶ %SystemRoot%\\syswow64\\rundll32.exe; 

¶ %SystemRoot%\\syswow64\\wwahost.exe. 
 

ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʂʦʥʪʨʦʣʴ ʧʨʠʣʦʞʝʥʠʡ ʚʳʢʣʶʯʝʥ. 

Ʒ ʏʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʂʦʥʪʨʦʣʴ ʧʨʠʣʦʞʝʥʠʡ ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʂʦʥʪʨʦʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʂʦʥʪʨʦʣʴ 

ʧʨʠʣʦʞʝʥʠʡ. 

3. ʀʩʧʦʣʴʟʫʡʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ʂʦʥʪʨʦʣʴ ʧʨʠʣʦʞʝʥʠʡ, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʢʦʤʧʦʥʝʥʪ. 

4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ, ʝʩʣʠ ʂʦʥʪʨʦʣʴ ʧʨʠʣʦʞʝʥʠʡ ʚʢʣʶʯʝʥ, ʧʨʠʣʦʞʝʥʠʝ ʧʝʨʝʜʘʝʪ ʚ Kaspersky Security Center 

ʠʥʬʦʨʤʘʮʠʶ ʦ ʟʘʧʫʱʝʥʥʳʭ ʠʩʧʦʣʥʷʝʤʳʭ ʬʘʡʣʘʭ. ɺʳ ʤʦʞʝʪʝ ʧʨʦʩʤʦʪʨʝʪʴ ʩʧʠʩʦʢ ʟʘʧʫʱʝʥʥʳʭ 

ʠʩʧʦʣʥʷʝʤʳʭ ʬʘʡʣʦʚ ʚ Kaspersky Security Center ʚ ʧʘʧʢʝ ʀʩʧʦʣʥʷʝʤʳʝ ʬʘʡʣʳ. ɼʣʷ ʧʦʣʫʯʝʥʠʷ 

ʠʥʬʦʨʤʘʮʠʠ ʦʙʦ ʚʩʝʭ ʠʩʧʦʣʥʷʝʤʳʭ ʬʘʡʣʘʭ, ʘ ʥʝ ʪʦʣʴʢʦ ʦ ʟʘʧʫʱʝʥʥʳʭ ʬʘʡʣʘʭ, ʟʘʧʫʩʪʠʪʝ ʟʘʜʘʯʫ 

ʀʥʚʝʥʪʘʨʠʟʘʮʠʷ. 
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ɺʳʙʦʨ ʨʝʞʠʤʘ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ 

Ʒ ʏʪʦʙʳ ʚʳʙʨʘʪʴ ʨʝʞʠʤ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʂʦʥʪʨʦʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʂʦʥʪʨʦʣʴ 

ʧʨʠʣʦʞʝʥʠʡ. 

3. ɺ ʙʣʦʢʝ ʈʝʞʠʤ ʢʦʥʪʨʦʣʷ ʟʘʧʫʩʢʘ ʧʨʠʣʦʞʝʥʠʡ ʚʳʙʝʨʠʪʝ ʦʜʠʥ ʠʟ ʩʣʝʜʫʶʱʠʭ ʚʘʨʠʘʥʪʦʚ: 

¶ ɿʘʧʨʝʱʝʥʥʳʝ ʧʨʠʣʦʞʝʥʠʷ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʚʘʨʠʘʥʪ, ʂʦʥʪʨʦʣʴ ʧʨʠʣʦʞʝʥʠʡ ʨʘʟʨʝʰʘʝʪ ʚʩʝʤ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʟʘʧʫʩʢ ʣʶʙʳʭ ʧʨʠʣʦʞʝʥʠʡ, ʢʨʦʤʝ ʩʣʫʯʘʝʚ, ʫʜʦʚʣʝʪʚʦʨʷʶʱʠʭ ʫʩʣʦʚʠʷʤ 

ʟʘʧʨʝʱʘʶʱʠʭ ʧʨʘʚʠʣ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ. 

¶ ʈʘʟʨʝʰʝʥʥʳʝ ʧʨʠʣʦʞʝʥʠʷ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʚʘʨʠʘʥʪ, ʂʦʥʪʨʦʣʴ ʧʨʠʣʦʞʝʥʠʡ ʟʘʧʨʝʱʘʝʪ ʚʩʝʤ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʟʘʧʫʩʢ ʣʶʙʳʭ ʧʨʠʣʦʞʝʥʠʡ, ʢʨʦʤʝ ʩʣʫʯʘʝʚ, ʫʜʦʚʣʝʪʚʦʨʷʶʱʠʭ ʫʩʣʦʚʠʷʤ 

ʨʘʟʨʝʰʘʶʱʠʭ ʧʨʘʚʠʣ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ. 

ɼʣʷ ʨʝʞʠʤʘ ʉʧʠʩʦʢ ʨʘʟʨʝʰʝʥʥʳʭ ʧʨʠʣʦʞʝʥʠʡ ʠʟʥʘʯʘʣʴʥʦ ʟʘʜʘʥʳ ʧʨʘʚʠʣʘ ʇʨʠʣʦʞʝʥʠʷ 

ʆʉ ʠ ɼʦʚʝʨʝʥʥʳʝ ʧʨʠʣʦʞʝʥʠʷ ʦʙʥʦʚʣʝʥʠʷ. ʕʪʠ ʧʨʘʚʠʣʘ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ 

ʩʦʦʪʚʝʪʩʪʚʫʶʪ KL-ʢʘʪʝʛʦʨʠʷʤ. ɺ KL-ʢʘʪʝʛʦʨʠʶ "ʇʨʠʣʦʞʝʥʠʷ ʆʉ" ʚʭʦʜʷʪ ʧʨʠʣʦʞʝʥʠʷ, 

ʦʙʝʩʧʝʯʠʚʘʶʱʠʝ ʥʦʨʤʘʣʴʥʫʶ ʨʘʙʦʪʫ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. ɺ KL-ʢʘʪʝʛʦʨʠʶ "ɼʦʚʝʨʝʥʥʳʝ 

ʧʨʠʣʦʞʝʥʠʷ ʦʙʥʦʚʣʝʥʠʷ" ʚʭʦʜʷʪ ʧʨʠʣʦʞʝʥʠʷ ʦʙʥʦʚʣʝʥʠʷ ʥʘʠʙʦʣʝʝ ʠʟʚʝʩʪʥʳʭ 

ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ. ɺʳ ʥʝ ʤʦʞʝʪʝ ʫʜʘʣʠʪʴ ʵʪʠ ʧʨʘʚʠʣʘ. 

ʇʘʨʘʤʝʪʨʳ ʵʪʠʭ ʧʨʘʚʠʣ ʥʝʜʦʩʪʫʧʥʳ ʜʣʷ ʠʟʤʝʥʝʥʠʷ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʨʘʚʠʣʦ ʇʨʠʣʦʞʝʥʠʷ 

ʆʉ ʚʢʣʶʯʝʥʦ, ʘ ʧʨʘʚʠʣʦ ɼʦʚʝʨʝʥʥʳʝ ʧʨʠʣʦʞʝʥʠʷ ʦʙʥʦʚʣʝʥʠʷ ʚʳʢʣʶʯʝʥʦ. ɿʘʧʫʩʢ 

ʧʨʠʣʦʞʝʥʠʡ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʫʩʣʦʚʠʷʤ ʩʨʘʙʘʪʳʚʘʥʠʷ ʵʪʠʭ ʧʨʘʚʠʣ, ʨʘʟʨʝʰʝʥ ʚʩʝʤ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤ. 

ɺʩʝ ʧʨʘʚʠʣʘ, ʩʬʦʨʤʠʨʦʚʘʥʥʳʝ ʧʨʠ ʚʳʙʨʘʥʥʦʤ ʨʝʞʠʤʝ, ʩʦʭʨʘʥʷʶʪʩʷ ʧʦʩʣʝ ʩʤʝʥʳ ʨʝʞʠʤʘ ʜʣʷ 

ʚʦʟʤʦʞʥʦʩʪʠ ʠʭ ʧʦʚʪʦʨʥʦʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ. ʏʪʦʙʳ ʚʝʨʥʫʪʴʩʷ ʢ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʵʪʠʭ ʧʨʘʚʠʣ, 

ʜʦʩʪʘʪʦʯʥʦ ʚʳʙʨʘʪʴ ʥʫʞʥʳʡ ʨʝʞʠʤ. 

4. ɺ ʙʣʦʢʝ ɼʝʡʩʪʚʠʝ ʧʨʠ ʟʘʧʫʩʢʝ ʧʨʠʣʦʞʝʥʠʡ, ʟʘʧʨʝʱʝʥʥʳʭ ʧʨʘʚʠʣʘʤʠ ʚʳʙʝʨʠʪʝ, ʢʘʢʦʝ ʜʝʡʩʪʚʠʝ 

ʢʦʤʧʦʥʝʥʪ ʜʦʣʞʝʥ ʚʳʧʦʣʥʷʪʴ ʧʨʠ ʧʦʧʳʪʢʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʟʘʧʫʩʪʠʪʴ ʧʨʠʣʦʞʝʥʠʝ, ʟʘʧʨʝʱʝʥʥʫʶ 

ʧʨʘʚʠʣʘʤʠ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ. 

5. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʂʦʥʪʨʦʣʠʨʦʚʘʪʴ ʟʘʛʨʫʟʢʫ DLL-ʤʦʜʫʣʝʡ, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ, ʯʪʦʙʳ ʧʨʠʣʦʞʝʥʠʝ 

Kaspersky Endpoint Security ʢʦʥʪʨʦʣʠʨʦʚʘʣʦ ʟʘʛʨʫʟʢʫ DLL-ʤʦʜʫʣʝʡ ʧʨʠ ʟʘʧʫʩʢʝ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ 

ʧʨʠʣʦʞʝʥʠʡ. 

ʀʥʬʦʨʤʘʮʠʷ ʦ ʤʦʜʫʣʝ ʠ ʧʨʠʣʦʞʝʥʠʠ, ʟʘʛʨʫʟʠʚʰʝʡ ʵʪʦʪ ʤʦʜʫʣʴ, ʙʫʜʝʪ ʩʦʭʨʘʥʝʥʘ ʚ ʦʪʯʝʪ. 

Kaspersky Endpoint Security ʢʦʥʪʨʦʣʠʨʫʝʪ ʪʦʣʴʢʦ DLL-ʤʦʜʫʣʠ ʠ ʜʨʘʡʚʝʨʳ, ʟʘʛʨʫʞʝʥʥʳʝ ʩ ʤʦʤʝʥʪʘ 

ʫʩʪʘʥʦʚʢʠ ʬʣʘʞʢʘ. ʇʝʨʝʟʘʛʨʫʟʠʪʝ ʢʦʤʧʴʶʪʝʨ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʬʣʘʞʢʘ, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ, ʯʪʦʙʳ 

ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security ʢʦʥʪʨʦʣʠʨʦʚʘʣʦ ʚʩʝ DLL-ʤʦʜʫʣʠ ʠ ʜʨʘʡʚʝʨʳ, ʚʢʣʶʯʘʷ ʪʝ, 

ʢʦʪʦʨʳʝ ʟʘʛʨʫʞʘʶʪʩʷ ʜʦ ʟʘʧʫʩʢʘ Kaspersky Endpoint Security. 
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ʇʨʠ ʚʢʣʶʯʝʥʠʠ ʬʫʥʢʮʠʠ ʢʦʥʪʨʦʣʷ ʟʘʛʨʫʟʢʠ DLL-ʤʦʜʫʣʝʡ ʠ ʜʨʘʡʚʝʨʦʚ ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʚ 

ʧʘʨʘʤʝʪʨʘʭ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ ʚʢʣʶʯʝʥʦ ʧʨʘʚʠʣʦ ʧʦ ʫʤʦʣʯʘʥʠʶ ʇʨʠʣʦʞʝʥʠʷ ʆʉ ʠʣʠ 

ʜʨʫʛʦʝ ʧʨʘʚʠʣʦ, ʢʦʪʦʨʦʝ ʩʦʜʝʨʞʠʪ KL-ʢʘʪʝʛʦʨʠʶ "ɼʦʚʝʨʝʥʥʳʝ ʩʝʨʪʠʬʠʢʘʪʳ" ʠ ʦʙʝʩʧʝʯʠʚʘʝʪ 

ʟʘʛʨʫʟʢʫ ʜʦʚʝʨʝʥʥʳʭ DLL-ʤʦʜʫʣʝʡ ʠ ʜʨʘʡʚʝʨʦʚ ʜʦ ʟʘʧʫʩʢʘ Kaspersky Endpoint Security. 

ɺʢʣʶʯʝʥʠʝ ʢʦʥʪʨʦʣʷ ʟʘʛʨʫʟʢʠ DLL-ʤʦʜʫʣʝʡ ʠ ʜʨʘʡʚʝʨʦʚ ʧʨʠ ʚʳʢʣʶʯʝʥʥʦʤ ʧʨʘʚʠʣʝ 

ʇʨʠʣʦʞʝʥʠʷ ʆʉ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʥʝʩʪʘʙʠʣʴʥʦʩʪʠ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. 

ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʚʢʣʶʯʠʪʴ ʟʘʱʠʪʫ ʧʘʨʦʣʝʤ (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ɿʘʱʠʪʳ ʧʘʨʦʣʝʤ" ʥʘ 

ʩʪʨ. 388) ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ, ʯʪʦʙʳ ʠʤʝʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʚʳʢʣʶʯʠʪʴ 

ʟʘʧʨʝʱʘʶʱʠʝ ʧʨʘʚʠʣʘ, ʙʣʦʢʠʨʫʶʱʠʝ ʟʘʧʫʩʢ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʳʭ DLL-ʤʦʜʫʣʝʡ ʠ ʜʨʘʡʚʝʨʦʚ, ʥʝ 

ʠʟʤʝʥʷʷ ʧʨʠ ʵʪʦʤ ʧʘʨʘʤʝʪʨʳ ʧʦʣʠʪʠʢʠ Kaspersky Security Center. 

6. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
 

ɼʝʡʩʪʚʠʷ ʩ ʧʨʘʚʠʣʘʤʠ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ ʚ 
ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

Kaspersky Endpoint Security ʢʦʥʪʨʦʣʠʨʫʝʪ ʟʘʧʫʩʢ ʧʨʠʣʦʞʝʥʠʡ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʩ ʧʦʤʦʱʴʶ ʧʨʘʚʠʣ. ɺ 

ʧʨʘʚʠʣʝ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ ʩʦʜʝʨʞʘʪʩʷ ʫʩʣʦʚʠʷ ʩʨʘʙʘʪʳʚʘʥʠʷ ʠ ʜʝʡʩʪʚʠʷ ʢʦʤʧʦʥʝʥʪʘ ʂʦʥʪʨʦʣʴ 

ʧʨʠʣʦʞʝʥʠʡ ʧʨʠ ʩʨʘʙʘʪʳʚʘʥʠʠ ʧʨʘʚʠʣʘ (ʨʘʟʨʝʰʝʥʠʝ ʠʣʠ ʟʘʧʨʝʱʝʥʠʝ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʟʘʧʫʩʢʘʪʴ 

ʧʨʠʣʦʞʝʥʠʝ). 

ʋʩʣʦʚʠʷ ʩʨʘʙʘʪʳʚʘʥʠʷ ʧʨʘʚʠʣʘ 

ʋʩʣʦʚʠʝ ʩʨʘʙʘʪʳʚʘʥʠʷ ʧʨʘʚʠʣʘ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʩʦʦʪʚʝʪʩʪʚʠʝ "ʪʠʧ ʫʩʣʦʚʠʷ - ʢʨʠʪʝʨʠʡ ʫʩʣʦʚʠʷ - 

ʟʥʘʯʝʥʠʝ ʫʩʣʦʚʠʷ". ʅʘ ʦʩʥʦʚʘʥʠʠ ʫʩʣʦʚʠʡ ʩʨʘʙʘʪʳʚʘʥʠʷ ʧʨʘʚʠʣʘ Kaspersky Endpoint Security ʧʨʠʤʝʥʷʝʪ 

(ʠʣʠ ʥʝ ʧʨʠʤʝʥʷʝʪ) ʧʨʘʚʠʣʦ ʢ ʧʨʠʣʦʞʝʥʠʶ. 

ɺ ʧʨʘʚʠʣʘʭ ʠʩʧʦʣʴʟʫʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʪʠʧʳ ʫʩʣʦʚʠʡ: 

¶ ɺʢʣʶʯʘʶʱʠʝ ʫʩʣʦʚʠʷ. Kaspersky Endpoint Security ʧʨʠʤʝʥʷʝʪ ʧʨʘʚʠʣʦ ʢ ʧʨʠʣʦʞʝʥʠʶ, ʝʩʣʠ 

ʧʨʠʣʦʞʝʥʠʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʭʦʪʷ ʙʳ ʦʜʥʦʤʫ ʚʢʣʶʯʘʶʱʝʤʫ ʫʩʣʦʚʠʶ. 

¶ ʀʩʢʣʶʯʘʶʱʠʝ ʫʩʣʦʚʠʷ. Kaspersky Endpoint Security ʥʝ ʧʨʠʤʝʥʷʝʪ ʧʨʘʚʠʣʦ ʢ ʧʨʠʣʦʞʝʥʠʶ, ʝʩʣʠ 

ʧʨʠʣʦʞʝʥʠʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʭʦʪʷ ʙʳ ʦʜʥʦʤʫ ʠʩʢʣʶʯʘʶʱʝʤʫ ʫʩʣʦʚʠʶ ʠʣʠ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʥʠ ʦʜʥʦʤʫ 

ʚʢʣʶʯʘʶʱʝʤʫ ʫʩʣʦʚʠʶ. 

ʋʩʣʦʚʠʷ ʩʨʘʙʘʪʳʚʘʥʠʷ ʧʨʘʚʠʣʘ ʬʦʨʤʠʨʫʶʪʩʷ ʩ ʧʦʤʦʱʴʶ ʢʨʠʪʝʨʠʝʚ. ɼʣʷ ʬʦʨʤʠʨʦʚʘʥʠʷ ʫʩʣʦʚʠʡ ʚ 

Kaspersky Endpoint Security ʠʩʧʦʣʴʟʫʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʢʨʠʪʝʨʠʠ: 

¶ ʧʫʪʴ ʢ ʧʘʧʢʝ ʩ ʠʩʧʦʣʥʷʝʤʳʤ ʬʘʡʣʦʤ ʧʨʠʣʦʞʝʥʠʷ ʠʣʠ ʧʫʪʴ ʢ ʠʩʧʦʣʥʷʝʤʦʤʫ ʬʘʡʣʫ ʧʨʠʣʦʞʝʥʠʷ; 

¶ ʤʝʪʘʜʘʥʥʳʝ: ʥʘʟʚʘʥʠʝ ʠʩʧʦʣʥʷʝʤʦʛʦ ʬʘʡʣʘ ʧʨʠʣʦʞʝʥʠʷ, ʚʝʨʩʠʷ ʠʩʧʦʣʥʷʝʤʦʛʦ ʬʘʡʣʘ ʧʨʠʣʦʞʝʥʠʷ, 

ʥʘʟʚʘʥʠʝ ʧʨʠʣʦʞʝʥʠʷ, ʚʝʨʩʠʷ ʧʨʠʣʦʞʝʥʠʷ, ʧʨʦʠʟʚʦʜʠʪʝʣʴ ʧʨʠʣʦʞʝʥʠʷ; 

¶ ʭʝʰ ʠʩʧʦʣʥʷʝʤʦʛʦ ʬʘʡʣʘ ʧʨʠʣʦʞʝʥʠʷ; 

¶ ʩʝʨʪʠʬʠʢʘʪ: ʠʟʜʘʪʝʣʴ, ʩʫʙʲʝʢʪ, ʦʪʧʝʯʘʪʦʢ; 

¶ ʧʨʠʥʘʜʣʝʞʥʦʩʪʴ ʧʨʠʣʦʞʝʥʠʷ ʢ KL-ʢʘʪʝʛʦʨʠʠ; 

¶ ʨʘʩʧʦʣʦʞʝʥʠʝ ʠʩʧʦʣʥʷʝʤʦʛʦ ʬʘʡʣʘ ʧʨʠʣʦʞʝʥʠʷ ʥʘ ʩʲʝʤʥʦʤ ʜʠʩʢʝ. 
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ɼʣʷ ʢʘʞʜʦʛʦ ʢʨʠʪʝʨʠʷ, ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʚ ʫʩʣʦʚʠʠ, ʥʫʞʥʦ ʫʢʘʟʘʪʴ ʝʛʦ ʟʥʘʯʝʥʠʝ. ɽʩʣʠ ʧʘʨʘʤʝʪʨʳ 

ʟʘʧʫʩʢʘʝʤʦʛʦ ʧʨʠʣʦʞʝʥʠʷ ʩʦʦʪʚʝʪʩʪʚʫʶʪ ʟʥʘʯʝʥʠʷʤ ʢʨʠʪʝʨʠʝʚ, ʫʢʘʟʘʥʥʳʭ ʚʦ ʚʢʣʶʯʘʶʱʝʤ ʫʩʣʦʚʠʠ, 

ʧʨʘʚʠʣʦ ʩʨʘʙʘʪʳʚʘʝʪ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʂʦʥʪʨʦʣʴ ʧʨʠʣʦʞʝʥʠʡ ʚʳʧʦʣʥʷʝʪ ʜʝʡʩʪʚʠʝ, ʧʨʦʧʠʩʘʥʥʦʝ ʚ ʧʨʘʚʠʣʝ. 

ɽʩʣʠ ʧʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ ʩʦʦʪʚʝʪʩʪʚʫʶʪ ʟʥʘʯʝʥʠʷʤ ʢʨʠʪʝʨʠʝʚ, ʫʢʘʟʘʥʥʳʭ ʚ ʠʩʢʣʶʯʘʶʱʝʤ ʫʩʣʦʚʠʠ, 

ʂʦʥʪʨʦʣʴ ʧʨʠʣʦʞʝʥʠʡ ʥʝ ʢʦʥʪʨʦʣʠʨʫʝʪ ʟʘʧʫʩʢ ʧʨʠʣʦʞʝʥʠʷ. 

ɽʩʣʠ ʚ ʢʘʯʝʩʪʚʝ ʫʩʣʦʚʠʷ ʩʨʘʙʘʪʳʚʘʥʠʷ ʧʨʘʚʠʣʘ ʚʳ ʚʳʙʨʘʣʠ ʩʝʨʪʠʬʠʢʘʪ, ʚʘʤ ʥʫʞʥʦ ʫʙʝʜʠʪʴʩʷ, ʯʪʦ 

ʵʪʦʪ ʩʝʨʪʠʬʠʢʘʪ ʜʦʙʘʚʣʝʥ ʚ ʜʦʚʝʨʝʥʥʦʝ ʩʠʩʪʝʤʥʦʝ ʭʨʘʥʠʣʠʱʝ ʥʘ ʢʦʤʧʴʶʪʝʨʝ, ʠ ʧʨʦʚʝʨʠʪʴ 

ʧʘʨʘʤʝʪʨʳ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʜʦʚʝʨʝʥʥʦʛʦ ʩʠʩʪʝʤʥʦʛʦ ʭʨʘʥʠʣʠʱʘ ʚ ʧʨʠʣʦʞʝʥʠʠ (ʩʤ. ʨʘʟʜʝʣ 

"ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʜʦʚʝʨʝʥʥʦʛʦ ʩʠʩʪʝʤʥʦʛʦ ʭʨʘʥʠʣʠʱʘ ʩʝʨʪʠʬʠʢʘʪʦʚ" ʥʘ ʩʪʨ. 359). 

ʈʝʰʝʥʠʷ ʢʦʤʧʦʥʝʥʪʘ ʂʦʥʪʨʦʣʴ ʧʨʠʣʦʞʝʥʠʡ ʧʨʠ ʩʨʘʙʘʪʳʚʘʥʠʠ ʧʨʘʚʠʣʘ 

ʇʨʠ ʩʨʘʙʘʪʳʚʘʥʠʠ ʧʨʘʚʠʣʘ ʂʦʥʪʨʦʣʴ ʧʨʠʣʦʞʝʥʠʡ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʧʨʘʚʠʣʦʤ ʨʘʟʨʝʰʘʝʪ ʠʣʠ ʟʘʧʨʝʱʘʝʪ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤ (ʛʨʫʧʧʘʤ ʧʦʣʴʟʦʚʘʪʝʣʝʡ) ʟʘʧʫʩʢʘʪʴ ʧʨʠʣʦʞʝʥʠʷ. ɺʳ ʤʦʞʝʪʝ ʚʳʙʠʨʘʪʴ ʦʪʜʝʣʴʥʳʭ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠʣʠ ʛʨʫʧʧʳ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʢʦʪʦʨʳʤ ʨʘʟʨʝʰʝʥ ʠʣʠ ʟʘʧʨʝʱʝʥ ʟʘʧʫʩʢ ʧʨʠʣʦʞʝʥʠʡ, ʜʣʷ 

ʢʦʪʦʨʳʭ ʩʨʘʙʘʪʳʚʘʝʪ ʧʨʘʚʠʣʦ. 

ɽʩʣʠ ʚ ʧʨʘʚʠʣʝ ʥʝ ʫʢʘʟʘʥ ʥʠ ʦʜʠʥ ʧʦʣʴʟʦʚʘʪʝʣʴ, ʢʦʪʦʨʦʤʫ ʨʘʟʨʝʰʝʥ ʟʘʧʫʩʢ ʧʨʠʣʦʞʝʥʠʡ, ʫʜʦʚʣʝʪʚʦʨʷʶʱʠʭ 

ʧʨʘʚʠʣʫ, ʧʨʘʚʠʣʦ ʥʘʟʳʚʘʝʪʩʷ ʟʘʧʨʝʱʘʶʱʠʤ. 

ɽʩʣʠ ʚ ʧʨʘʚʠʣʝ ʥʝ ʫʢʘʟʘʥ ʥʠ ʦʜʠʥ ʧʦʣʴʟʦʚʘʪʝʣʴ, ʢʦʪʦʨʦʤʫ ʟʘʧʨʝʱʝʥ ʟʘʧʫʩʢ ʧʨʠʣʦʞʝʥʠʡ, ʫʜʦʚʣʝʪʚʦʨʷʶʱʠʭ 

ʧʨʘʚʠʣʫ, ʧʨʘʚʠʣʦ ʥʘʟʳʚʘʝʪʩʷ ʨʘʟʨʝʰʘʶʱʠʤ. 

ʇʨʠʦʨʠʪʝʪ ʟʘʧʨʝʱʘʶʱʝʛʦ ʧʨʘʚʠʣʘ ʚʳʰʝ ʧʨʠʦʨʠʪʝʪʘ ʨʘʟʨʝʰʘʶʱʝʛʦ ʧʨʘʚʠʣʘ. ʅʘʧʨʠʤʝʨ, ʝʩʣʠ ʜʣʷ ʛʨʫʧʧʳ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʘʟʥʘʯʝʥʦ ʨʘʟʨʝʰʘʶʱʝʝ ʧʨʘʚʠʣʦ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ ʠ ʜʣʷ ʦʜʥʦʛʦ ʠʟ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ʵʪʦʡ ʛʨʫʧʧʳ ʥʘʟʥʘʯʝʥʦ ʟʘʧʨʝʱʘʶʱʝʝ ʧʨʘʚʠʣʦ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ, ʪʦ ʵʪʦʤʫ ʧʦʣʴʟʦʚʘʪʝʣʶ ʙʫʜʝʪ 

ʟʘʧʨʝʱʝʥ ʟʘʧʫʩʢ ʧʨʠʣʦʞʝʥʠʷ. 

ʉʪʘʪʫʩ ʨʘʙʦʪʳ ʧʨʘʚʠʣʘ 

ʇʨʘʚʠʣʘ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ ʤʦʛʫʪ ʠʤʝʪʴ ʦʜʠʥ ʠʟ ʩʣʝʜʫʶʱʠʭ ʩʪʘʪʫʩʦʚ ʨʘʙʦʪʳ: 

¶ ɺʢʣʶʯʝʥʦ. ʉʪʘʪʫʩ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʧʨʘʚʠʣʦ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚʦ ʚʨʝʤʷ ʨʘʙʦʪʳ ʢʦʤʧʦʥʝʥʪʘ ʂʦʥʪʨʦʣʴ 

ʧʨʠʣʦʞʝʥʠʡ. 

¶ ɺʳʢʣʶʯʝʥʦ. ʉʪʘʪʫʩ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʧʨʘʚʠʣʦ ʥʝ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚʦ ʚʨʝʤʷ ʨʘʙʦʪʳ ʢʦʤʧʦʥʝʥʪʘ ʂʦʥʪʨʦʣʴ 

ʧʨʠʣʦʞʝʥʠʡ. 

¶ ʊʝʩʪʦʚʳʡ ʨʝʞʠʤ. ʉʪʘʪʫʩ ʦʟʥʘʯʘʝʪ, ʯʪʦ Kaspersky Endpoint Security ʨʘʟʨʝʰʘʝʪ ʟʘʧʫʩʢ ʧʨʠʣʦʞʝʥʠʡ, 

ʥʘ ʢʦʪʦʨʳʝ ʨʘʩʧʨʦʩʪʨʘʥʷʝʪʩʷ ʜʝʡʩʪʚʠʝ ʧʨʘʚʠʣʘ, ʥʦ ʟʘʥʦʩʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʟʘʧʫʩʢʝ ʵʪʠʭ 

ʧʨʠʣʦʞʝʥʠʡ ʚ ʦʪʯʝʪ. 
  

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 
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ɼʦʙʘʚʣʝʥʠʝ ʧʨʘʚʠʣʘ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ 

Ʒ ʏʪʦʙʳ ʜʦʙʘʚʠʪʴ ʧʨʘʚʠʣʦ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʂʦʥʪʨʦʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʂʦʥʪʨʦʣʴ 

ʧʨʠʣʦʞʝʥʠʡ. 

3. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɿʘʧʨʝʱʝʥʥʳʝ ʧʨʠʣʦʞʝʥʠʷ ʠʣʠ ʈʘʟʨʝʰʝʥʥʳʝ ʧʨʠʣʦʞʝʥʠʷ. 

ʆʪʢʨʦʝʪʩʷ ʩʧʠʩʦʢ ʧʨʘʚʠʣ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ. 

4. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʩ ʧʘʨʘʤʝʪʨʘʤʠ ʧʨʘʚʠʣʘ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ. 

5. ʅʘ ʟʘʢʣʘʜʢʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʟʘʜʘʡʪʝ ʦʩʥʦʚʥʳʝ ʧʘʨʘʤʝʪʨʳ ʧʨʘʚʠʣʘ: 

a. ɺ ʧʦʣʝ ʅʘʟʚʘʥʠʝ ʧʨʘʚʠʣʘ ʚʚʝʜʠʪʝ ʥʘʟʚʘʥʠʝ ʧʨʘʚʠʣʘ. 

b. ɺ ʧʦʣʝ ʆʧʠʩʘʥʠʝ ʚʚʝʜʠʪʝ ʦʧʠʩʘʥʠʝ ʧʨʘʚʠʣʘ. 

c. ɺ ʪʘʙʣʠʮʝ ʇʦʣʴʟʦʚʘʪʝʣʠ ʠ ʠʭ ʧʨʘʚʘ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

ɺʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ Active Directory, ʠʟ ʩʧʠʩʢʘ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʚ Kaspersky 

Security Center ʠʣʠ ʚʚʝʩʪʠ ʠʤʷ ʣʦʢʘʣʴʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚʨʫʯʥʫʶ. ʉʧʝʮʠʘʣʠʩʪʳ "ʃʘʙʦʨʘʪʦʨʠʠ 

ʂʘʩʧʝʨʩʢʦʛʦ" ʨʝʢʦʤʝʥʜʫʶʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʣʦʢʘʣʴʥʳʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʪʦʣʴʢʦ ʚ ʪʝʭ ʩʣʫʯʘʷʭ, ʢʦʛʜʘ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʦʤʝʥʥʳʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʥʝʚʦʟʤʦʞʥʦ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʠʣʦʞʝʥʠʝ 11. ʋʯʝʪʥʳʝ 

ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ ʧʨʘʚʠʣʘʭ ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 530). 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʝʡʩʪʚʠʝ ʧʨʘʚʠʣʘ ʨʘʩʧʨʦʩʪʨʘʥʷʝʪʩʷ ʥʘ ʚʩʝʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

ɽʩʣʠ ʚ ʪʘʙʣʠʮʝ ʥʝ ʫʢʘʟʘʥ ʥʠ ʦʜʠʥ ʧʦʣʴʟʦʚʘʪʝʣʴ, ʧʨʘʚʠʣʦ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʩʦʭʨʘʥʝʥʦ. 

d. ɺ ʪʘʙʣʠʮʝ ʇʦʣʴʟʦʚʘʪʝʣʠ ʠ ʠʭ ʧʨʘʚʘ ʦʧʨʝʜʝʣʠʪʝ ʧʨʘʚʦ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʘ ʟʘʧʫʩʢ ʧʨʠʣʦʞʝʥʠʡ ʩ 

ʧʦʤʦʱʴʶ ʧʝʨʝʢʣʶʯʘʪʝʣʷ. 

e. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ɿʘʧʨʝʪʠʪʴ ʦʩʪʘʣʴʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ, ʯʪʦʙʳ ʧʨʠʣʦʞʝʥʠʝ 

ʟʘʧʨʝʱʘʣʦ ʟʘʧʫʩʢ ʧʨʠʣʦʞʝʥʠʡ, ʫʜʦʚʣʝʪʚʦʨʷʶʱʠʭ ʫʩʣʦʚʠʷʤ ʩʨʘʙʘʪʳʚʘʥʠʷ ʧʨʘʚʠʣʘ, ʚʩʝʤ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤ, ʢʦʪʦʨʳʝ ʥʝ ʫʢʘʟʘʥʳ ʚ ʪʘʙʣʠʮʝ ʇʦʣʴʟʦʚʘʪʝʣʠ ʠ ʠʭ ʧʨʘʚʘ ʠ ʥʝ ʚʭʦʜʷʪ ʚ ʛʨʫʧʧʳ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʫʢʘʟʘʥʥʳʝ ʚ ʪʘʙʣʠʮʝ ʇʦʣʴʟʦʚʘʪʝʣʠ ʠ ʠʭ ʧʨʘʚʘ. 

ɽʩʣʠ ʬʣʘʞʦʢ ɿʘʧʨʝʪʠʪʴ ʦʩʪʘʣʴʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʩʥʷʪ, Kaspersky Endpoint Security ʥʝ 

ʢʦʥʪʨʦʣʠʨʫʝʪ ʟʘʧʫʩʢ ʧʨʠʣʦʞʝʥʠʡ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ, ʢʦʪʦʨʳʝ ʥʝ ʫʢʘʟʘʥʳ ʚ ʪʘʙʣʠʮʝ 

ʇʦʣʴʟʦʚʘʪʝʣʠ ʠ ʠʭ ʧʨʘʚʘ ʠ ʥʝ ʚʭʦʜʷʪ ʚ ʛʨʫʧʧʳ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʫʢʘʟʘʥʥʳʝ ʚ ʪʘʙʣʠʮʝ 

ʇʦʣʴʟʦʚʘʪʝʣʠ ʠ ʠʭ ʧʨʘʚʘ. 

f. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ɼʦʚʝʨʝʥʥʳʝ ʧʨʠʣʦʞʝʥʠʷ ʦʙʥʦʚʣʝʥʠʷ, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ, ʯʪʦʙʳ 

ʧʨʠʣʦʞʝʥʠʷ, ʫʜʦʚʣʝʪʚʦʨʷʶʱʠʝ ʫʩʣʦʚʠʷʤ ʩʨʘʙʘʪʳʚʘʥʠʷ ʧʨʘʚʠʣʘ, Kaspersky Endpoint Security 

ʩʯʠʪʘʣ ʜʦʚʝʨʝʥʥʳʤʠ ʧʨʠʣʦʞʝʥʠʷ ʦʙʥʦʚʣʝʥʠʷ. ɼʦʚʝʨʝʥʥʳʝ ʧʨʠʣʦʞʝʥʠʷ ʦʙʥʦʚʣʝʥʠʷ ï 

ʧʨʠʣʦʞʝʥʠʷ ʩ ʧʨʘʚʦʤ ʩʦʟʜʘʚʘʪʴ ʜʨʫʛʠʝ ʠʩʧʦʣʥʷʝʤʳʝ ʬʘʡʣʳ, ʟʘʧʫʩʢ ʢʦʪʦʨʳʭ ʚ ʜʘʣʴʥʝʡʰʝʤ 

ʙʫʜʝʪ ʨʘʟʨʝʰʝʥ. 
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ɽʩʣʠ ʧʨʠʣʦʞʝʥʠʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʫʩʣʦʚʠʷʤ ʩʨʘʙʘʪʳʚʘʥʠʷ ʥʝʩʢʦʣʴʢʠʭ ʧʨʘʚʠʣ, Kaspersky Endpoint 

Security ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʧʨʠʟʥʘʢ ɼʦʚʝʨʝʥʥʳʝ ʧʨʠʣʦʞʝʥʠʷ ʦʙʥʦʚʣʝʥʠʷ ʧʨʠ ʚʳʧʦʣʥʝʥʠʠ 

ʩʣʝʜʫʶʱʠʭ ʪʨʝʙʦʚʘʥʠʡ: 

¶ ʟʘʧʫʩʢ ʧʨʠʣʦʞʝʥʠʷ ʨʘʟʨʝʰʝʥ ʚʦ ʚʩʝʭ ʧʨʘʚʠʣʘʭ; 

¶ ʭʦʪʷ ʙʳ ʚ ʦʜʥʦʤ ʧʨʘʚʠʣʝ ʫʩʪʘʥʦʚʣʝʥ ʬʣʘʞʦʢ ɼʦʚʝʨʝʥʥʳʝ ʧʨʠʣʦʞʝʥʠʷ ʦʙʥʦʚʣʝʥʠʷ. 

6. ʅʘ ʟʘʢʣʘʜʢʝ ʋʩʣʦʚʠʷ: N ʩʬʦʨʤʠʨʫʡʪʝ (ʩʤ. ʨʘʟʜʝʣ "ɼʦʙʘʚʣʝʥʠʝ ʫʩʣʦʚʠʷ ʩʨʘʙʘʪʳʚʘʥʠʷ ʚ ʧʨʘʚʠʣʦ 

ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ" ʥʘ ʩʪʨ. 226) ʠʣʠ ʠʟʤʝʥʠʪʝ ʩʧʠʩʦʢ ʚʢʣʶʯʘʶʱʠʭ ʫʩʣʦʚʠʡ ʩʨʘʙʘʪʳʚʘʥʠʷ 

ʧʨʘʚʠʣʘ. 

7. ʅʘ ʟʘʢʣʘʜʢʝ ʀʩʢʣʶʯʝʥʠʷ: N ʩʬʦʨʤʠʨʫʡʪʝ ʠʣʠ ʠʟʤʝʥʠʪʝ ʩʧʠʩʦʢ ʠʩʢʣʶʯʘʶʱʠʭ ʫʩʣʦʚʠʡ 

ʩʨʘʙʘʪʳʚʘʥʠʷ ʧʨʘʚʠʣʘ. 

ʇʨʠ ʤʠʛʨʘʮʠʠ ʧʘʨʘʤʝʪʨʦʚ Kaspersky Endpoint Security ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʪʘʢʞʝ ʤʠʛʨʘʮʠʷ ʩʧʠʩʢʘ 

ʠʩʧʦʣʥʷʝʤʳʭ ʬʘʡʣʦʚ, ʩʦʟʜʘʥʥʳʭ ʜʦʚʝʨʝʥʥʳʤʠ ʧʨʠʣʦʞʝʥʠʷʤʠ ʦʙʥʦʚʣʝʥʠʷ. 

8. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
 

ɼʦʙʘʚʣʝʥʠʝ ʫʩʣʦʚʠʷ ʩʨʘʙʘʪʳʚʘʥʠʷ ʚ ʧʨʘʚʠʣʦ ʂʦʥʪʨʦʣʷ 
ʧʨʠʣʦʞʝʥʠʡ 

Ʒ ʏʪʦʙʳ ʜʦʙʘʚʠʪʴ ʥʦʚʦʝ ʫʩʣʦʚʠʝ ʩʨʘʙʘʪʳʚʘʥʠʷ ʚ ʧʨʘʚʠʣʦ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ ʚ 

ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʂʦʥʪʨʦʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʂʦʥʪʨʦʣʴ 

ʧʨʠʣʦʞʝʥʠʡ. 

3. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɿʘʧʨʝʱʝʥʥʳʝ ʧʨʠʣʦʞʝʥʠʷ ʠʣʠ ʈʘʟʨʝʰʝʥʥʳʝ ʧʨʠʣʦʞʝʥʠʷ. 

ʆʪʢʨʦʝʪʩʷ ʩʧʠʩʦʢ ʧʨʘʚʠʣ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ. 

4. ɺʳʙʝʨʠʪʝ ʧʨʘʚʠʣʦ, ʜʣʷ ʢʦʪʦʨʦʛʦ ʚʳ ʭʦʪʠʪʝ ʜʦʙʘʚʠʪʴ ʫʩʣʦʚʠʝ ʩʨʘʙʘʪʳʚʘʥʠʷ. 

ʆʪʢʨʦʶʪʩʷ ʩʚʦʡʩʪʚʘ ʧʨʘʚʠʣʘ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ. 

5. ʇʝʨʝʡʜʠʪʝ ʥʘ ʟʘʢʣʘʜʢʫ ʋʩʣʦʚʠʷ: N ʠʣʠ ʀʩʢʣʶʯʝʥʠʷ: N ʠ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

6. ɺʳʙʝʨʠʪʝ ʫʩʣʦʚʠʷ ʩʨʘʙʘʪʳʚʘʥʠʷ ʧʨʘʚʠʣʘ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ: 

¶ ʋʩʣʦʚʠʷ ʠʟ ʩʚʦʡʩʪʚ ʟʘʧʫʩʢʘʚʰʠʭʩʷ ʧʨʠʣʦʞʝʥʠʡ. ɺʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʧʨʠʣʦʞʝʥʠʷ, ʢ ʢʦʪʦʨʳʤ 

ʙʫʜʝʪ ʧʨʠʤʝʥʝʥʦ ʧʨʘʚʠʣʦ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ, ʠʟ ʩʧʠʩʢʘ ʟʘʧʫʱʝʥʥʳʭ ʧʨʠʣʦʞʝʥʠʡ. Kaspersky 

Endpoint Security ʪʘʢʞʝ ʜʦʙʘʚʣʷʝʪ ʚ ʵʪʦʪ ʩʧʠʩʦʢ ʧʨʠʣʦʞʝʥʠʷ, ʢʦʪʦʨʳʝ ʢʦʛʜʘ-ʣʠʙʦ ʙʳʣʠ 

ʟʘʧʫʱʝʥʳ ʥʘ ʢʦʤʧʴʶʪʝʨʝ. ɺʘʤ ʥʫʞʥʦ ʚʳʙʨʘʪʴ ʢʨʠʪʝʨʠʡ, ʥʘ ʦʩʥʦʚʝ ʢʦʪʦʨʦʛʦ ʚʳ ʭʦʪʠʪʝ ʩʦʟʜʘʪʴ 

ʦʜʥʦ ʠʣʠ ʥʝʩʢʦʣʴʢʦ ʫʩʣʦʚʠʡ ʩʨʘʙʘʪʳʚʘʥʠʷ ʧʨʘʚʠʣʘ: ʍʝʰ ʬʘʡʣʘ, ʉʝʨʪʠʬʠʢʘʪ, KL-ʢʘʪʝʛʦʨʠʷ, 

ʄʝʪʘʜʘʥʥʳʝ ʠʣʠ ʇʫʪʴ ʢ ʬʘʡʣʫ ʠʣʠ ʧʘʧʢʝ. 

¶ ʋʩʣʦʚʠʷ "KL-ʢʘʪʝʛʦʨʠʷ". KL-ʢʘʪʝʛʦʨʠʷ ï ʩʬʦʨʤʠʨʦʚʘʥʥʳʡ ʩʧʝʮʠʘʣʠʩʪʘʤʠ "ʃʘʙʦʨʘʪʦʨʠʠ 

ʂʘʩʧʝʨʩʢʦʛʦ" ʩʧʠʩʦʢ ʧʨʠʣʦʞʝʥʠʡ, ʦʙʣʘʜʘʶʱʠʭ ʦʙʱʠʤʠ ʪʝʤʘʪʠʯʝʩʢʠʤʠ ʧʨʠʟʥʘʢʘʤʠ. ʅʘʧʨʠʤʝʨ, 

KL-ʢʘʪʝʛʦʨʠʷ "ʆʬʠʩʥʳʝ ʧʨʠʣʦʞʝʥʠʷ" ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʧʨʠʣʦʞʝʥʠʷ ʠʟ ʧʘʢʝʪʦʚ Microsoft Office, 

AdobeÈ AcrobatÈ ʠ ʜʨʫʛʠʝ. 

¶ ʋʩʣʦʚʠʝ ʚʨʫʯʥʫʶ. ɺʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʬʘʡʣ ʧʨʠʣʦʞʝʥʠʷ ʠ ʚʳʙʨʘʪʴ ʦʜʥʦ ʠʟ ʫʩʣʦʚʠʡ 

ʩʨʘʙʘʪʳʚʘʥʠʷ ʧʨʘʚʠʣʘ: ʍʝʰ ʬʘʡʣʘ, ʉʝʨʪʠʬʠʢʘʪ, ʄʝʪʘʜʘʥʥʳʝ ʠʣʠ ʇʫʪʴ ʢ ʬʘʡʣʫ ʠʣʠ ʧʘʧʢʝ. 

¶ ʋʩʣʦʚʠʝ ʧʦ ʥʦʩʠʪʝʣʶ ʬʘʡʣʘ (ʩʲʝʤʥʳʡ ʜʠʩʢ). ʇʨʘʚʠʣʦ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ ʧʨʠʤʝʥʷʝʪʩʷ 

ʪʦʣʴʢʦ ʢ ʬʘʡʣʘʤ, ʢʦʪʦʨʳʝ ʟʘʧʫʩʢʘʶʪʩʷ ʥʘ ʩʲʝʤʥʦʤ ʜʠʩʢʝ. 



 

 

 

ʂʦʥʪʨʦʣʴ ʧʨʠʣʦʞʝʥʠʡ 

227 

 

 

 

¶ ʋʩʣʦʚʠʷ ʠʟ ʩʚʦʡʩʪʚ ʬʘʡʣʦʚ ʫʢʘʟʘʥʥʦʡ ʧʘʧʢʠ. ʇʨʘʚʠʣʦ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ ʧʨʠʤʝʥʷʝʪʩʷ 

ʪʦʣʴʢʦ ʢ ʬʘʡʣʘʤ, ʢʦʪʦʨʳʝ ʨʘʩʧʦʣʦʞʝʥʳ ʚ ʫʢʘʟʘʥʥʦʡ ʧʘʧʢʝ. ɺʳ ʪʘʢʞʝ ʤʦʞʝʪʝ ʚʢʣʶʯʠʪʴ ʠʣʠ 

ʠʩʢʣʶʯʠʪʴ ʬʘʡʣʳ ʠʟ ʚʣʦʞʝʥʥʳʭ ʧʘʧʦʢ. ɺʘʤ ʥʫʞʥʦ ʚʳʙʨʘʪʴ ʢʨʠʪʝʨʠʡ, ʥʘ ʦʩʥʦʚʝ ʢʦʪʦʨʦʛʦ ʚʳ 

ʭʦʪʠʪʝ ʩʦʟʜʘʪʴ ʦʜʥʦ ʠʣʠ ʥʝʩʢʦʣʴʢʦ ʫʩʣʦʚʠʡ ʩʨʘʙʘʪʳʚʘʥʠʷ ʧʨʘʚʠʣʘ: ʍʝʰ ʬʘʡʣʘ, ʉʝʨʪʠʬʠʢʘʪ, 

KL-ʢʘʪʝʛʦʨʠʷ, ʄʝʪʘʜʘʥʥʳʝ ʠʣʠ ʇʫʪʴ ʢ ʬʘʡʣʫ ʠʣʠ ʧʘʧʢʝ. 

7. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ʇʨʠ ʜʦʙʘʚʣʝʥʠʠ ʫʩʣʦʚʠʡ ʫʯʠʪʳʚʘʡʪʝ ʩʣʝʜʫʶʱʠʝ ʦʩʦʙʝʥʥʦʩʪʠ ʨʘʙʦʪʳ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ: 

¶ Kaspersky Endpoint Security ʧʦʜʜʝʨʞʠʚʘʝʪ ʩʠʤʚʦʣʳ *  ʠ ? ʜʣʷ ʚʚʦʜʘ ʤʘʩʢʠ ʚ ʤʝʪʘʜʘʥʥʳʭ: ʀʤʷ 

ʬʘʡʣʘ, ʅʘʟʚʘʥʠʝ ʧʨʦʛʨʘʤʤʳ, ʇʦʩʪʘʚʱʠʢ. 

¶ Kaspersky Endpoint Security ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪ MD5-ʭʝʰ ʬʘʡʣʘ ʠ ʥʝ ʢʦʥʪʨʦʣʠʨʫʝʪ ʟʘʧʫʩʢ ʧʨʠʣʦʞʝʥʠʡ 

ʥʘ ʦʩʥʦʚʝ MD5-ʭʝʰʘ. ɺ ʢʘʯʝʩʪʚʝ ʫʩʣʦʚʠʷ ʩʨʘʙʘʪʳʚʘʥʠʷ ʧʨʘʚʠʣʘ ʠʩʧʦʣʴʟʫʝʪʩʷ SHA256-ʭʝʰ. 

¶ ʅʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʚ ʢʘʯʝʩʪʚʝ ʫʩʣʦʚʠʡ ʩʨʘʙʘʪʳʚʘʥʠʷ ʧʨʘʚʠʣ ʪʦʣʴʢʦ ʢʨʠʪʝʨʠʠ 

ʀʟʜʘʪʝʣʴ ʠ ʉʫʙʲʝʢʪ ʩʝʨʪʠʬʠʢʘʪʘ. ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʵʪʠʭ ʢʨʠʪʝʨʠʝʚ ʷʚʣʷʝʪʩʷ ʥʝʥʘʜʝʞʥʳʤ. 

¶ ɽʩʣʠ ʚʳ ʠʩʧʦʣʴʟʫʝʪʝ ʩʠʤʚʦʣʴʥʫʶ ʩʩʳʣʢʫ ʚ ʧʦʣʝ ʇʫʪʴ ʢ ʬʘʡʣʫ ʠʣʠ ʧʘʧʢʝ, ʨʝʢʦʤʝʥʜʫʝʪʩʷ 

ʨʘʟʚʝʨʥʫʪʴ ʩʠʤʚʦʣʴʥʫʶ ʩʩʳʣʢʫ ʜʣʷ ʢʦʨʨʝʢʪʥʦʡ ʨʘʙʦʪʳ ʧʨʘʚʠʣʘ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ. ɼʣʷ ʵʪʦʛʦ 

ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʈʘʟʚʝʨʥʫʪʴ ʩʠʤʚʦʣʴʥʫʶ ʩʩʳʣʢʫ. 
 

ʀʟʤʝʥʝʥʠʝ ʩʪʘʪʫʩʘ ʧʨʘʚʠʣʘ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ 

Ʒ ʏʪʦʙʳ ʠʟʤʝʥʠʪʴ ʩʪʘʪʫʩ ʧʨʘʚʠʣʘ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ, 

ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʂʦʥʪʨʦʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʂʦʥʪʨʦʣʴ 

ʧʨʠʣʦʞʝʥʠʡ. 

3. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɿʘʧʨʝʱʝʥʥʳʝ ʧʨʠʣʦʞʝʥʠʷ ʠʣʠ ʈʘʟʨʝʰʝʥʥʳʝ ʧʨʠʣʦʞʝʥʠʷ. 

ʆʪʢʨʦʝʪʩʷ ʩʧʠʩʦʢ ʧʨʘʚʠʣ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ. 

4. ɺ ʛʨʘʬʝ ʉʪʘʪʫʩ ʦʪʢʨʦʡʪʝ ʢʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʠ ʚʳʙʝʨʠʪʝ ʦʜʠʥ ʠʟ ʩʣʝʜʫʶʱʠʭ ʧʫʥʢʪʦʚ: 

¶ ɺʢʣʶʯʝʥʦ. ʉʪʘʪʫʩ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʧʨʘʚʠʣʦ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚʦ ʚʨʝʤʷ ʨʘʙʦʪʳ ʢʦʤʧʦʥʝʥʪʘ ʂʦʥʪʨʦʣʴ 

ʧʨʠʣʦʞʝʥʠʡ. 

¶ ɺʳʢʣʶʯʝʥʦ. ʉʪʘʪʫʩ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʧʨʘʚʠʣʦ ʥʝ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚʦ ʚʨʝʤʷ ʨʘʙʦʪʳ ʢʦʤʧʦʥʝʥʪʘ 

ʂʦʥʪʨʦʣʴ ʧʨʠʣʦʞʝʥʠʡ. 

¶ ʊʝʩʪʦʚʳʡ ʨʝʞʠʤ. ʉʪʘʪʫʩ ʦʟʥʘʯʘʝʪ, ʯʪʦ Kaspersky Endpoint Security ʚʩʝʛʜʘ ʨʘʟʨʝʰʘʝʪ ʟʘʧʫʩʢ 

ʧʨʠʣʦʞʝʥʠʡ, ʥʘ ʢʦʪʦʨʳʝ ʨʘʩʧʨʦʩʪʨʘʥʷʝʪʩʷ ʜʝʡʩʪʚʠʝ ʵʪʦʛʦ ʧʨʘʚʠʣʘ, ʥʦ ʟʘʥʦʩʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦ 

ʟʘʧʫʩʢʝ ʵʪʠʭ ʧʨʠʣʦʞʝʥʠʡ ʚ ʦʪʯʝʪ. 

5. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
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ʊʝʩʪʠʨʦʚʘʥʠʝ ʧʨʘʚʠʣ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ 

ʏʪʦʙʳ ʫʙʝʜʠʪʴʩʷ, ʯʪʦ ʧʨʘʚʠʣʘ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ ʥʝ ʙʣʦʢʠʨʫʶʪ ʧʨʠʣʦʞʝʥʠʷ, ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʨʘʙʦʪʳ, 

ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʧʦʩʣʝ ʩʦʟʜʘʥʠʷ ʧʨʘʚʠʣ ʚʢʣʶʯʠʪʴ ʪʝʩʪʠʨʦʚʘʥʠʝ ʧʨʘʚʠʣ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ ʠ 

ʧʨʦʘʥʘʣʠʟʠʨʦʚʘʪʴ ʠʭ ʨʘʙʦʪʫ. ʇʨʠ ʚʢʣʶʯʝʥʠʠ ʪʝʩʪʠʨʦʚʘʥʠʷ ʧʨʘʚʠʣ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ Kaspersky 

Endpoint Security ʥʝ ʙʫʜʝʪ ʙʣʦʢʠʨʦʚʘʪʴ ʧʨʠʣʦʞʝʥʠʷ, ʟʘʧʫʩʢ ʢʦʪʦʨʳʭ ʟʘʧʨʝʱʝʥ ʂʦʥʪʨʦʣʝʤ ʧʨʠʣʦʞʝʥʠʡ, ʥʦ 

ʙʫʜʝʪ ʦʪʧʨʘʚʣʷʪʴ ʫʚʝʜʦʤʣʝʥʠʷ ʦʙ ʠʭ ʟʘʧʫʩʢʝ ʥʘ ʉʝʨʚʝʨ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. 

ɼʣʷ ʘʥʘʣʠʟʘ ʨʘʙʦʪʳ ʧʨʘʚʠʣ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ ʪʨʝʙʫʝʪʩʷ ʠʟʫʯʠʪʴ ʩʦʙʳʪʠʷ ʧʦ ʨʝʟʫʣʴʪʘʪʘʤ ʨʘʙʦʪʳ 

ʢʦʤʧʦʥʝʥʪʘ ʂʦʥʪʨʦʣʴ ʧʨʠʣʦʞʝʥʠʡ, ʧʨʠʭʦʜʷʱʠʝ ʚ Kaspersky Security Center. ɽʩʣʠ ʜʣʷ ʚʩʝʭ ʧʨʠʣʦʞʝʥʠʡ, 

ʢʦʪʦʨʳʝ ʥʝʦʙʭʦʜʠʤʳ ʜʣʷ ʨʘʙʦʪʳ ʧʦʣʴʟʦʚʘʪʝʣʶ ʢʦʤʧʴʶʪʝʨʘ, ʦʪʩʫʪʩʪʚʫʶʪ ʩʦʙʳʪʠʷ ʦ ʟʘʧʨʝʪʝ ʟʘʧʫʩʢʘ ʚ 

ʪʝʩʪʦʚʦʤ ʨʝʞʠʤʝ, ʪʦ ʩʦʟʜʘʥʳ ʚʝʨʥʳʝ ʧʨʘʚʠʣʘ. ɺ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʫʪʦʯʥʠʪʴ ʧʘʨʘʤʝʪʨʳ 

ʩʦʟʜʘʥʥʳʭ ʚʘʤʠ ʧʨʘʚʠʣ, ʩʦʟʜʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʠʣʠ ʫʜʘʣʠʪʴ ʩʫʱʝʩʪʚʫʶʱʠʝ ʧʨʘʚʠʣʘ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ Kaspersky Endpoint Security ʨʘʟʨʝʰʘʝʪ ʟʘʧʫʩʢ ʚʩʝʭ ʧʨʠʣʦʞʝʥʠʡ, ʢʨʦʤʝ ʧʨʠʣʦʞʝʥʠʡ, 

ʟʘʧʨʝʱʝʥʥʳʭ ʧʨʘʚʠʣʘʤʠ. 

 

ʄʦʥʠʪʦʨʠʥʛ ʘʢʪʠʚʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʡ 

ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʜʦʩʪʫʧʝʥ, ʝʩʣʠ ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security ʫʩʪʘʥʦʚʣʝʥʦ ʥʘ ʢʦʤʧʴʶʪʝʨʝ 

ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ Windows ʜʣʷ ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʡ. ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʥʝʜʦʩʪʫʧʝʥ, 

ʝʩʣʠ ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security ʫʩʪʘʥʦʚʣʝʥʦ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ 

ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ Windows ʜʣʷ ʩʝʨʚʝʨʦʚ. 

ʄʦʥʠʪʦʨʠʥʛ ʘʢʪʠʚʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʡ ï ʵʪʦ ʠʥʩʪʨʫʤʝʥʪ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʡ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʠʥʬʦʨʤʘʮʠʠ ʦʙ 

ʘʢʪʠʚʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʡ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ. 

ɼʣʷ ʨʘʙʦʪʳ ʄʦʥʠʪʦʨʠʥʛʘ ʘʢʪʠʚʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʡ ʚʘʤ ʥʫʞʥʦ ʫʩʪʘʥʦʚʠʪʴ ʢʦʤʧʦʥʝʥʪʳ ʂʦʥʪʨʦʣʴ 

ʧʨʠʣʦʞʝʥʠʡ ʠ ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʡ. ɽʩʣʠ ʵʪʠ ʢʦʤʧʦʥʝʥʪʳ ʥʝ ʫʩʪʘʥʦʚʣʝʥʳ, ʚ ʛʣʘʚʥʦʤ ʦʢʥʝ 

ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʨʘʟʜʝʣ ʄʦʥʠʪʦʨʠʥʛ ʘʢʪʠʚʥʦʩʪʠ 

ʧʨʠʣʦʞʝʥʠʡ ʩʢʨʳʪ. 

Ʒ ʏʪʦʙʳ ʟʘʧʫʩʪʠʪʴ ʄʦʥʠʪʦʨʠʥʛ ʘʢʪʠʚʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʡ, 

ʚ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ ʚ ʨʘʟʜʝʣʝ ʄʦʥʠʪʦʨʠʥʛ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʄʦʥʠʪʦʨʠʥʛ ʘʢʪʠʚʥʦʩʪʠ 

ʧʨʠʣʦʞʝʥʠʡ. 

ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʠʥʬʦʨʤʘʮʠʷ ʦʙ ʘʢʪʠʚʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʡ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ʧʨʝʜʩʪʘʚʣʝʥʘ ʥʘ ʪʨʝʭ ʟʘʢʣʘʜʢʘʭ: 

¶ ʅʘ ʟʘʢʣʘʜʢʝ ɺʩʝ ʧʨʠʣʦʞʝʥʠʷ ʦʪʦʙʨʘʞʘʝʪʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʚʩʝʭ ʧʨʠʣʦʞʝʥʠʷʭ, ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʥʘ 

ʢʦʤʧʴʶʪʝʨʝ. 

¶ ʅʘ ʟʘʢʣʘʜʢʝ ʈʘʙʦʪʘʶʱʠʝ ʦʪʦʙʨʘʞʘʝʪʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʧʦʪʨʝʙʣʝʥʠʠ ʨʝʩʫʨʩʦʚ ʢʦʤʧʴʶʪʝʨʘ ʢʘʞʜʦʛʦ 

ʠʟ ʧʨʠʣʦʞʝʥʠʡ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ. ʅʘ ʵʪʦʡ ʟʘʢʣʘʜʢʝ ʚʳ ʤʦʞʝʪʝ, ʘ ʪʘʢʞʝ ʧʝʨʝʡʪʠ ʢ 

ʥʘʩʪʨʦʡʢʝ ʨʘʟʨʝʰʝʥʠʡ ʜʣʷ ʦʪʜʝʣʴʥʦʛʦ ʧʨʠʣʦʞʝʥʠʷ. 

¶ ʅʘ ʟʘʢʣʘʜʢʝ ɿʘʧʫʩʢʘʝʤʳʝ ʧʨʠ ʩʪʘʨʪʝ ʦʪʦʙʨʘʞʘʝʪʩʷ ʩʧʠʩʦʢ ʧʨʠʣʦʞʝʥʠʡ, ʢʦʪʦʨʳʝ ʟʘʧʫʩʢʘʶʪʩʷ ʧʨʠ 

ʩʪʘʨʪʝ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. 
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ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʩʢʨʳʪʴ ʜʘʥʥʳʝ ʦʙ ʘʢʪʠʚʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʡ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʚʳ ʤʦʞʝʪʝ 

ʦʛʨʘʥʠʯʠʪʴ ʜʦʩʪʫʧ ʧʦʣʴʟʦʚʘʪʝʣʷ ʢ ʠʥʩʪʨʫʤʝʥʪʫ ʄʦʥʠʪʦʨʠʥʛ ʘʢʪʠʚʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʡ. 

ʂʘʢ ʩʢʨʳʪʴ ʄʦʥʠʪʦʨʠʥʛ ʘʢʪʠʚʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʡ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ ʯʝʨʝʟ ʂʦʥʩʦʣʴ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ (MMC) 

1. ʆʪʢʨʦʡʪʝ ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. 

2. ɺ ʜʝʨʝʚʝ ʢʦʥʩʦʣʠ ʚʳʙʝʨʠʪʝ ʧʘʧʢʫ ʇʦʣʠʪʠʢʠ. 

3. ɺʳʙʝʨʠʪʝ ʥʫʞʥʫʶ ʧʦʣʠʪʠʢʫ ʠ ʦʪʢʨʦʡʪʝ ʩʚʦʡʩʪʚʘ ʧʦʣʠʪʠʢʠ ʜʚʦʡʥʳʤ ʱʝʣʯʢʦʤ ʤʳʰʠ. 

4. ɺ ʦʢʥʝ ʧʦʣʠʪʠʢʠ ʚʳʙʝʨʠʪʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ Ÿ ʀʥʪʝʨʬʝʡʩ. 

5. ʀʩʧʦʣʴʟʫʡʪʝ ʬʣʘʞʦʢ ʉʢʨʳʪʴ ʨʘʟʜʝʣ ʄʦʥʠʪʦʨʠʥʛ ʘʢʪʠʚʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʡ, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ 

ʚʳʢʣʶʯʠʪʴ ʜʦʩʪʫʧ ʢ ʠʥʩʪʨʫʤʝʥʪʫ. 

6. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
 

ʇʨʘʚʠʣʘ ʬʦʨʤʠʨʦʚʘʥʠʷ ʤʘʩʦʢ ʠʤʝʥ ʬʘʡʣʦʚ ʠʣʠ ʧʘʧʦʢ 

ʄʘʩʢʘ ʠʤʝʥʠ ʬʘʡʣʘ ʠʣʠ ʧʘʧʢʠ ï ʵʪʦ ʧʨʝʜʩʪʘʚʣʝʥʠʝ ʠʤʝʥʠ ʧʘʧʢʠ ʠʣʠ ʠʤʝʥʠ ʠ ʨʘʩʰʠʨʝʥʠʷ ʬʘʡʣʘ ʩ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʦʙʱʠʭ ʩʠʤʚʦʣʦʚ. 

ɼʣʷ ʬʦʨʤʠʨʦʚʘʥʠʷ ʤʘʩʢʠ ʠʤʝʥʠ ʬʘʡʣʘ ʠʣʠ ʧʘʧʢʠ ʚʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʣʝʜʫʶʱʠʝ ʦʙʱʠʝ ʩʠʤʚʦʣʳ: 

¶ ʉʠʤʚʦʣ *, ʢʦʪʦʨʳʡ ʟʘʤʝʥʷʝʪ ʣʶʙʦʡ ʥʘʙʦʨ ʩʠʤʚʦʣʦʚ, ʚ ʪʦʤ ʯʠʩʣʝ ʧʫʩʪʦʡ. ʅʘʧʨʠʤʝʨ, ʤʘʩʢʘ C:\ *.txt  

ʙʫʜʝʪ ʚʢʣʶʯʘʪʴ ʚʩʝ ʧʫʪʠ ʢ ʬʘʡʣʘʤ ʩ ʨʘʩʰʠʨʝʥʠʝʤ txt , ʨʘʩʧʦʣʦʞʝʥʥʳʤ ʚ ʧʘʧʢʘʭ ʠ ʧʦʜʧʘʧʢʘʭ ʥʘ 

ʜʠʩʢʝ (C:). 

¶ ʉʠʤʚʦʣ ?, ʢʦʪʦʨʳʡ ʟʘʤʝʥʷʝʪ ʣʶʙʦʡ ʦʜʠʥ ʩʠʤʚʦʣ, ʢʨʦʤʝ ʩʠʤʚʦʣʦʚ \  ʠ /  (ʨʘʟʜʝʣʠʪʝʣʠ ʠʤʝʥ ʬʘʡʣʦʚ ʠ 

ʧʘʧʦʢ ʚ ʧʫʪʷʭ ʢ ʬʘʡʣʘʤ ʠ ʧʘʧʢʘʤ). ʅʘʧʨʠʤʝʨ, ʤʘʩʢʘ C:\ Folder \ ???.txt  ʙʫʜʝʪ ʚʢʣʶʯʘʪʴ ʧʫʪʠ ʢʦ ʚʩʝʤ 

ʨʘʩʧʦʣʦʞʝʥʥʳʤ ʚ ʧʘʧʢʝ Folder  ʬʘʡʣʘʤ ʩ ʨʘʩʰʠʨʝʥʠʝʤ txt ʠ ʠʤʝʥʝʤ, ʩʦʩʪʦʷʱʠʤ ʠʟ ʪʨʝʭ ʩʠʤʚʦʣʦʚ. 
 

ʀʟʤʝʥʝʥʠʝ ʰʘʙʣʦʥʦʚ ʩʦʦʙʱʝʥʠʡ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ 

ʂʦʛʜʘ ʧʦʣʴʟʦʚʘʪʝʣʴ ʧʳʪʘʝʪʩʷ ʟʘʧʫʩʪʠʪʴ ʧʨʠʣʦʞʝʥʠʝ, ʟʘʧʨʝʱʝʥʥʦʝ ʧʨʘʚʠʣʦʤ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ, 

Kaspersky Endpoint Security ʚʳʚʦʜʠʪ ʩʦʦʙʱʝʥʠʝ ʦ ʙʣʦʢʠʨʦʚʢʝ ʟʘʧʫʩʢʘ ʧʨʠʣʦʞʝʥʠʷ. ʉʧʝʮʠʘʣʠʩʪʳ 

"ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʩʦʩʪʘʚʠʣʠ ʰʘʙʣʦʥ ʩʦʦʙʱʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʶ, ʢʦʪʦʨʦʝ ʦʧʠʩʳʚʘʝʪ ʧʨʠʯʠʥʳ 

ʙʣʦʢʠʨʦʚʢʠ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʠʩ. ʥʠʞʝ). ɺʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʘʚʠʣʦ ʧʦ ʫʤʦʣʯʘʥʠʶ ʠʣʠ ʠʟʤʝʥʠʪʴ 

ʰʘʙʣʦʥ ʩʦʦʙʱʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʶ. ɼʣʷ ʨʘʙʦʪʳ ʩ ʰʘʙʣʦʥʦʤ ʩʦʦʙʱʝʥʠʷ ʧʨʝʜʫʩʤʦʪʨʝʥʳ ʩʧʝʮʠʘʣʴʥʳʝ 
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ʧʝʨʝʤʝʥʥʳʝ (ʥʘʧʨʠʤʝʨ, ʅʘʟʚʘʥʠʝ ʧʨʠʣʦʞʝʥʠʷ ʠʣʠ ʅʘʟʚʘʥʠʝ ʬʘʡʣʘ). ʇʝʨʝʤʝʥʥʳʝ ʧʦʟʚʦʣʷʶʪ ʩʦʟʜʘʪʴ 

ʝʜʠʥʳʡ ʰʘʙʣʦʥ ʩʦʦʙʱʝʥʠʷ ʜʣʷ ʚʩʝʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

 
ʈʠʩʫʥʦʢ 61. ʋʚʝʜʦʤʣʝʥʠʝ ʂʦʥʪʨʦʣʷ ʧʨʦʛʨʘʤʤ 

ɽʩʣʠ ʙʣʦʢʠʨʦʚʢʘ ʟʘʧʫʩʢʘ ʧʨʠʣʦʞʝʥʠʷ, ʧʦ ʤʥʝʥʠʶ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʧʨʦʠʟʦʰʣʘ ʦʰʠʙʦʯʥʦ, ʧʦ ʩʩʳʣʢʝ ʠʟ ʪʝʢʩʪʘ 

ʩʦʦʙʱʝʥʠʷ ʦ ʙʣʦʢʠʨʦʚʢʝ ʧʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʦʪʧʨʘʚʠʪʴ ʩʦʦʙʱʝʥʠʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ 

ʦʨʛʘʥʠʟʘʮʠʠ. ɼʣʷ ʵʪʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʶ ʥʫʞʥʦ ʥʘʞʘʪʴ ʥʘ ʢʥʦʧʢʫ ɿʘʧʨʦʩʠʪʴ ʜʦʩʪʫʧ ʠ ʦʪʧʨʘʚʠʪʴ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʩʦʦʙʱʝʥʠʝ ʩ ʦʧʠʩʘʥʠʝʤ ʩʠʪʫʘʮʠʠ. ɺʳ ʪʘʢʞʝ ʤʦʞʝʪʝ ʧʦʜʛʦʪʦʚʠʪʴ ʰʘʙʣʦʥ ʩʦʦʙʱʝʥʠʷ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʠ ʜʦʙʘʚʠʪʴ ʚ ʪʝʢʩʪ ʩʦʦʙʱʝʥʠʷ ʜʘʥʥʳʝ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʚʘʤ ʥʫʞʥʳ ʜʣʷ ʧʨʠʥʷʪʠʷ 

ʨʝʰʝʥʠʷ ʦ ʨʘʟʨʝʰʝʥʠʠ ʜʦʩʪʫʧʘ ʢ ʧʨʠʣʦʞʝʥʠʶ. ʇʦʩʣʝ ʟʘʧʨʦʩʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʨʝʜʦʩʪʘʚʠʪʴ ʜʦʩʪʫʧ Kaspersky 

Endpoint Security ʦʪʧʨʘʚʣʷʝʪ ʚ Kaspersky Security Center ʩʦʙʳʪʠʝ ʉʦʦʙʱʝʥʠʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʦ ʟʘʧʨʝʪʝ 

ʟʘʧʫʩʢʘ ʧʨʠʣʦʞʝʥʠʷ. ʆʧʠʩʘʥʠʝ ʩʦʙʳʪʠʷ ʩʦʜʝʨʞʠʪ ʩʦʦʙʱʝʥʠʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʩ ʧʦʜʩʪʘʚʣʝʥʥʳʤʠ 

ʧʝʨʝʤʝʥʥʳʤʠ. ɺʳ ʤʦʞʝʪʝ ʧʦʩʤʦʪʨʝʪʴ ʵʪʠ ʩʦʙʳʪʠʷ ʚ ʢʦʥʩʦʣʠ Kaspersky Security Center ʩ ʧʦʤʦʱʴʶ 

ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʦʡ ʚʳʙʦʨʢʠ ɿʘʧʨʦʩʳ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ɽʩʣʠ ʚ ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ ʥʝ ʨʘʟʚʝʨʥʫʪʦ ʨʝʰʝʥʠʝ 

Kaspersky Security Center ʠʣʠ ʩʚʷʟʴ ʩ ʉʝʨʚʝʨʦʤ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʦʪʩʫʪʩʪʚʫʝʪ, ʧʨʠʣʦʞʝʥʠʝ ʦʪʧʨʘʚʠʪ 

ʩʦʦʙʱʝʥʠʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʥʘ ʫʢʘʟʘʥʥʳʡ ʘʜʨʝʩ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ. 

ʂʘʢ ʠʟʤʝʥʠʪʴ ʰʘʙʣʦʥ ʩʦʦʙʱʝʥʠʡ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʷ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʂʦʥʪʨʦʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʂʦʥʪʨʦʣʴ 

ʧʨʠʣʦʞʝʥʠʡ. 

3. ɺ ʙʣʦʢʝ ʐʘʙʣʦʥʳ ʩʦʦʙʱʝʥʠʡ ʦ ʙʣʦʢʠʨʦʚʢʝ ʧʨʠʣʦʞʝʥʠʡ ʥʘʩʪʨʦʡʪʝ ʰʘʙʣʦʥʳ ʩʦʦʙʱʝʥʠʡ 

ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ: 

¶ ʉʦʦʙʱʝʥʠʝ ʦ ʙʣʦʢʠʨʦʚʢʝ. ʐʘʙʣʦʥ ʩʦʦʙʱʝʥʠʷ, ʢʦʪʦʨʦʝ ʧʦʷʚʣʷʝʪʩʷ ʧʨʠ ʩʨʘʙʘʪʳʚʘʥʠʠ ʧʨʘʚʠʣʘ 

ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ, ʙʣʦʢʠʨʫʶʱʝʛʦ ʟʘʧʫʩʢ ʧʨʠʣʦʞʝʥʠʷ. 
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ʅʘʩʪʨʦʠʪʴ ʰʘʙʣʦʥʳ ʩʦʦʙʱʝʥʠʷ ʜʣʷ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ ʚ ʪʝʩʪʦʚʦʤ ʨʝʞʠʤʝ (ʩʤ. ʨʘʟʜʝʣ 

"ʊʝʩʪʠʨʦʚʘʥʠʝ ʧʨʘʚʠʣ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ" ʥʘ ʩʪʨ. 227) ʥʝʚʦʟʤʦʞʥʦ. ʂʦʥʪʨʦʣʴ ʧʨʠʣʦʞʝʥʠʡ ʚ 

ʪʝʩʪʦʚʦʤ ʨʝʞʠʤʝ ʧʦʢʘʟʳʚʘʝʪ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʝ ʫʚʝʜʦʤʣʝʥʠʷ. 

¶ ʉʦʦʙʱʝʥʠʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ. ʐʘʙʣʦʥ ʩʦʦʙʱʝʥʠʷ ʜʣʷ ʦʪʧʨʘʚʢʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʣʦʢʘʣʴʥʦʡ 

ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ ʚ ʩʣʫʯʘʝ, ʝʩʣʠ ʙʣʦʢʠʨʦʚʢʘ ʧʨʠʣʦʞʝʥʠʷ, ʧʦ ʤʥʝʥʠʶ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʧʨʦʠʟʦʰʣʘ 

ʦʰʠʙʦʯʥʦ. 

4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ʉʤ. ʪʘʢʞʝ: 
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ʀʟʤʝʥʝʥʠʝ ʰʘʙʣʦʥʦʚ ʩʦʦʙʱʝʥʠʡ ʂʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ.........................................................................264 
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ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ 
ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ ʫʧʨʘʚʣʷʝʪ ʜʦʩʪʫʧʦʤ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʢ ʫʩʪʘʥʦʚʣʝʥʥʳʤ ʠʣʠ ʧʦʜʢʣʶʯʝʥʥʳʤ ʢ ʢʦʤʧʴʶʪʝʨʫ 

ʫʩʪʨʦʡʩʪʚʘʤ (ʥʘʧʨʠʤʝʨ, ʞʝʩʪʢʠʤ ʜʠʩʢʘʤ, ʢʘʤʝʨʝ ʠʣʠ ʤʦʜʫʣʶ Wi-Fi). ʕʪʦ ʧʦʟʚʦʣʷʝʪ ʟʘʱʠʪʠʪʴ ʢʦʤʧʴʶʪʝʨ ʦʪ 

ʟʘʨʘʞʝʥʠʷ ʧʨʠ ʧʦʜʢʣʶʯʝʥʠʠ ʵʪʠʭ ʫʩʪʨʦʡʩʪʚ ʠ ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʧʦʪʝʨʶ ʠʣʠ ʫʪʝʯʢʫ ʜʘʥʥʳʭ. 

ʋʨʦʚʥʠ ʜʦʩʪʫʧʘ ʢ ʫʩʪʨʦʡʩʪʚʘʤ 

ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ ʫʧʨʘʚʣʷʝʪ ʜʦʩʪʫʧʦʤ ʥʘ ʩʣʝʜʫʶʱʠʭ ʫʨʦʚʥʷʭ: 

¶ ʊʠʧ ʫʩʪʨʦʡʩʪʚʘ. ʅʘʧʨʠʤʝʨ, ʧʨʠʥʪʝʨʳ, ʩʲʝʤʥʳʝ ʜʠʩʢʠ, CD/DVD-ʧʨʠʚʦʜʳ. 

ɺʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʜʦʩʪʫʧ ʫʩʪʨʦʡʩʪʚ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

¶ ʈʘʟʨʝʰʘʪʴ ï . 

¶ ɿʘʧʨʝʱʘʪʴ ï . 

¶ ʆʛʨʘʥʠʯʠʚʘʪʴ ʧʨʘʚʠʣʘʤʠ (ʪʦʣʴʢʦ ʧʨʠʥʪʝʨʳ ʠ ʧʦʨʪʘʪʠʚʥʳʝ ʫʩʪʨʦʡʩʪʚʘ) ï . 

¶ ɿʘʚʠʩʠʪ ʦʪ ʰʠʥʳ ʧʦʜʢʣʶʯʝʥʠʷ (ʢʨʦʤʝWi-Fi) ï . 

¶ ɿʘʧʨʝʱʘʪʴ ʩ ʠʩʢʣʶʯʝʥʠʷʤʠ (ʪʦʣʴʢʦWi-Fi) ï . 

¶ ʐʠʥʘ ʧʦʜʢʣʶʯʝʥʠʷ. ʐʠʥʘ ʧʦʜʢʣʶʯʝʥʠʷ ï ʠʥʪʝʨʬʝʡʩ, ʩ ʧʦʤʦʱʴʶ ʢʦʪʦʨʦʛʦ ʫʩʪʨʦʡʩʪʚʘ 

ʧʦʜʢʣʶʯʘʶʪʩʷ ʢ ʢʦʤʧʴʶʪʝʨʫ (ʥʘʧʨʠʤʝʨ, USB, FireWire). ɽʩʣʠ ʜʣʷ ʪʠʧʘ ʫʩʪʨʦʡʩʪʚ ʚʳʙʨʘʥ ʨʝʞʠʤ 

ɿʘʚʠʩʠʪ ʦʪ ʰʠʥʳ ʧʦʜʢʣʶʯʝʥʠʷ, ʧʨʠʣʦʞʝʥʠʝ ʨʘʟʨʝʰʘʝʪ ʠʣʠ ʟʘʧʨʝʱʘʝʪ ʜʦʩʪʫʧ ʢ ʫʩʪʨʦʡʩʪʚʫ ʚ 

ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʠʥʪʝʨʬʝʡʩʘ ʧʦʜʢʣʶʯʝʥʠʷ (ʥʘʧʨʠʤʝʨ, ʯʝʨʝʟ USB). 

ɺʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʜʦʩʪʫʧ ʫʩʪʨʦʡʩʪʚ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

¶ ʈʘʟʨʝʰʘʪʴ ï . 

¶ ɿʘʧʨʝʱʘʪʴ ï . 

¶ ɼʦʚʝʨʝʥʥʳʝ ʫʩʪʨʦʡʩʪʚʘ. ɼʦʚʝʨʝʥʥʳʝ ʫʩʪʨʦʡʩʪʚʘ ï ʵʪʦ ʫʩʪʨʦʡʩʪʚʘ, ʧʦʣʥʳʡ ʜʦʩʪʫʧ ʢ ʢʦʪʦʨʳʤ 

ʨʘʟʨʝʰʝʥ ʚ ʣʶʙʦʝ ʚʨʝʤʷ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʫʢʘʟʘʥʥʳʭ ʚ ʧʘʨʘʤʝʪʨʘʭ ʜʦʚʝʨʝʥʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ. 

ɺʳ ʤʦʞʝʪʝ ʜʦʙʘʚʠʪʴ ʜʦʚʝʨʝʥʥʳʝ ʫʩʪʨʦʡʩʪʚʘ ʧʦ ʩʣʝʜʫʶʱʠʤ ʜʘʥʥʳʤ: 

¶ ʋʩʪʨʦʡʩʪʚʘ ʧʦ ʠʜʝʥʪʠʬʠʢʘʪʦʨʫ. ʂʘʞʜʦʝ ʫʩʪʨʦʡʩʪʚʦ ʠʤʝʝʪ ʫʥʠʢʘʣʴʥʳʡ ʠʜʝʥʪʠʬʠʢʘʪʦʨ (ʘʥʛʣ. 

Hardware ID, HWID). ɺʳ ʤʦʞʝʪʝ ʧʨʦʩʤʦʪʨʝʪʴ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʚ ʩʚʦʡʩʪʚʘʭ ʫʩʪʨʦʡʩʪʚʘ ʩʨʝʜʩʪʚʘʤʠ 

ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. ʇʨʠʤʝʨ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʫʩʪʨʦʡʩʪʚʘ: 

SCSI\ CDROM&VEN_NECVMWAR&PROD_VMWARE_SATA_CD00\ 5&354AE4D7&0&000000. 

ɼʦʙʘʚʣʷʪʴ ʫʩʪʨʦʡʩʪʚʘ ʧʦ ʠʜʝʥʪʠʬʠʢʘʪʦʨʫ ʫʜʦʙʥʦ, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ ʜʦʙʘʚʠʪʴ ʥʝʩʢʦʣʴʢʦ 

ʦʧʨʝʜʝʣʝʥʥʳʭ ʫʩʪʨʦʡʩʪʚ. 

¶ ʋʩʪʨʦʡʩʪʚʘ ʧʦ ʤʦʜʝʣʠ. ʂʘʞʜʦʝ ʫʩʪʨʦʡʩʪʚʦ ʠʤʝʝʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʨʦʠʟʚʦʜʠʪʝʣʷ (ʘʥʛʣ. Vendor 

ID, VID) ʠ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʨʦʜʫʢʪʘ (ʘʥʛʣ. Product ID, PID). ɺʳ ʤʦʞʝʪʝ ʧʨʦʩʤʦʪʨʝʪʴ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʳ ʚ ʩʚʦʡʩʪʚʘʭ ʫʩʪʨʦʡʩʪʚʘ ʩʨʝʜʩʪʚʘʤʠ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. ʐʘʙʣʦʥ ʜʣʷ ʚʚʦʜʘ 

VID ʠ PID: VID_1234&PID_5678 . ɼʦʙʘʚʣʷʪʴ ʫʩʪʨʦʡʩʪʚʘ ʧʦ ʤʦʜʝʣʠ ʫʜʦʙʥʦ, ʝʩʣʠ ʚʳ 

ʠʩʧʦʣʴʟʫʝʪʝ ʚ ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ ʫʩʪʨʦʡʩʪʚʘ ʦʧʨʝʜʝʣʝʥʥʦʡ ʤʦʜʝʣʠ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʚʳ ʤʦʞʝʪʝ 

ʜʦʙʘʚʠʪʴ ʚʩʝ ʫʩʪʨʦʡʩʪʚʘ ʵʪʦʡ ʤʦʜʝʣʠ. 

¶ ʋʩʪʨʦʡʩʪʚʘ ʧʦ ʤʘʩʢʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ. ɽʩʣʠ ʚʳ ʠʩʧʦʣʴʟʫʝʪʝ ʥʝʩʢʦʣʴʢʦ ʫʩʪʨʦʡʩʪʚ ʩ ʧʦʭʦʞʠʤʠ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘʤʠ, ʚʳ ʤʦʞʝʪʝ ʜʦʙʘʚʠʪʴ ʫʩʪʨʦʡʩʪʚʘ ʚ ʩʧʠʩʦʢ ʜʦʚʝʨʝʥʥʳʭ ʩ ʧʦʤʦʱʴʶ ʤʘʩʦʢ. 

ʉʠʤʚʦʣ *  ʟʘʤʝʥʷʝʪ ʣʶʙʦʡ ʥʘʙʦʨ ʩʠʤʚʦʣʦʚ. Kaspersky Endpoint Security ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪ ʩʠʤʚʦʣ 

? ʧʨʠ ʚʚʦʜʝ ʤʘʩʢʠ. ʅʘʧʨʠʤʝʨ, WDC_C*. 



 

 

 

ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ 

233 

 

 

 

¶ ʋʩʪʨʦʡʩʪʚʘ ʧʦ ʤʘʩʢʝ ʤʦʜʝʣʠ. ɽʩʣʠ ʚʳ ʠʩʧʦʣʴʟʫʝʪʝ ʥʝʩʢʦʣʴʢʦ ʫʩʪʨʦʡʩʪʚ ʩ ʧʦʭʦʞʠʤʠ VID ʠʣʠ 

PID (ʥʘʧʨʠʤʝʨ, ʫʩʪʨʦʡʩʪʚʘ ʦʜʥʦʛʦ ʧʨʦʠʟʚʦʜʠʪʝʣʷ), ʚʳ ʤʦʞʝʪʝ ʜʦʙʘʚʠʪʴ ʫʩʪʨʦʡʩʪʚʘ ʚ ʩʧʠʩʦʢ 

ʜʦʚʝʨʝʥʥʳʭ ʩ ʧʦʤʦʱʴʶ ʤʘʩʦʢ. ʉʠʤʚʦʣ *  ʟʘʤʝʥʷʝʪ ʣʶʙʦʡ ʥʘʙʦʨ ʩʠʤʚʦʣʦʚ. Kaspersky Endpoint 

Security ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪ ʩʠʤʚʦʣ ? ʧʨʠ ʚʚʦʜʝ ʤʘʩʢʠ. ʅʘʧʨʠʤʝʨ, VID_05AC&PID_*. 

ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ ʨʝʛʫʣʠʨʫʝʪ ʜʦʩʪʫʧ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʢ ʫʩʪʨʦʡʩʪʚʘʤ ʩ ʧʦʤʦʱʴʶ ʧʨʘʚʠʣ ʜʦʩʪʫʧʘ. ʊʘʢʞʝ 

ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ ʧʦʟʚʦʣʷʝʪ ʩʦʭʨʘʥʷʪʴ ʩʦʙʳʪʠʷ ʧʦʜʢʣʶʯʝʥʠʷ / ʦʪʢʣʶʯʝʥʠʷ ʫʩʪʨʦʡʩʪʚ. ɼʣʷ ʩʦʭʨʘʥʝʥʠʷ 

ʩʦʙʳʪʠʡ ʚʘʤ ʥʫʞʥʦ ʥʘʩʪʨʦʠʪʴ ʦʪʧʨʘʚʢʫ ʩʦʙʳʪʠʡ ʚ ʧʦʣʠʪʠʢʝ. 

ɽʩʣʠ ʜʦʩʪʫʧ ʢ ʫʩʪʨʦʡʩʪʚʫ ʟʘʚʠʩʠʪ ʦʪ ʰʠʥʳ ʧʦʜʢʣʶʯʝʥʠʷ (ʩʪʘʪʫʩ ), Kaspersky Endpoint Security ʥʝ 

ʩʦʭʨʘʥʷʝʪ ʩʦʙʳʪʠʷ ʧʦʜʢʣʶʯʝʥʠʷ / ʦʪʢʣʶʯʝʥʠʷ ʫʩʪʨʦʡʩʪʚʘ. ʏʪʦʙʳ ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint 

Security ʩʦʭʨʘʥʷʣʘ ʩʦʙʳʪʠʷ ʧʦʜʢʣʶʯʝʥʠʷ / ʦʪʢʣʶʯʝʥʠʷ ʫʩʪʨʦʡʩʪʚʘ, ʨʘʟʨʝʰʠʪʝ ʜʦʩʪʫʧ ʢ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʤʫ ʪʠʧʫ ʫʩʪʨʦʡʩʪʚ (ʩʪʘʪʫʩ ) ʠʣʠ ʜʦʙʘʚʴʪʝ ʫʩʪʨʦʡʩʪʚʦ ʚ ʩʧʠʩʦʢ ʜʦʚʝʨʝʥʥʳʭ. 

ʇʨʠ ʧʦʜʢʣʶʯʝʥʠʠ ʢ ʢʦʤʧʴʶʪʝʨʫ ʫʩʪʨʦʡʩʪʚʘ, ʜʦʩʪʫʧ ʢ ʢʦʪʦʨʦʤʫ ʟʘʧʨʝʱʝʥ ʂʦʥʪʨʦʣʝʤ ʫʩʪʨʦʡʩʪʚ, Kaspersky 

Endpoint Security ʟʘʙʣʦʢʠʨʫʝʪ ʜʦʩʪʫʧ ʠ ʧʦʢʘʞʝʪ ʫʚʝʜʦʤʣʝʥʠʝ (ʩʤ. ʨʠʩ. ʥʠʞʝ). 

 
ʈʠʩʫʥʦʢ 62. ʋʚʝʜʦʤʣʝʥʠʝ ʂʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ 
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ɸʣʛʦʨʠʪʤ ʨʘʙʦʪʳ ʂʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ 

Kaspersky Endpoint Security ʧʨʠʥʠʤʘʝʪ ʨʝʰʝʥʠʝ ʦ ʜʦʩʪʫʧʝ ʢ ʫʩʪʨʦʡʩʪʚʫ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʧʦʣʴʟʦʚʘʪʝʣʴ 

ʧʦʜʢʣʶʯʠʣ ʵʪʦ ʫʩʪʨʦʡʩʪʚʦ ʢ ʢʦʤʧʴʶʪʝʨʫ (ʩʤ. ʨʠʩ. ʥʠʞʝ). 

 
ʈʠʩʫʥʦʢ 63. ɸʣʛʦʨʠʪʤ ʨʘʙʦʪʳ ʂʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ 

ɽʩʣʠ ʫʩʪʨʦʡʩʪʚʦ ʧʦʜʢʣʶʯʝʥʦ ʠ ʜʦʩʪʫʧ ʨʘʟʨʝʰʝʥ, ʚʳ ʤʦʞʝʪʝ ʠʟʤʝʥʠʪʴ ʧʨʘʚʠʣʦ ʜʦʩʪʫʧʘ ʠ ʟʘʧʨʝʪʠʪʴ ʜʦʩʪʫʧ. 

ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʧʨʠ ʦʯʝʨʝʜʥʦʤ ʦʙʨʘʱʝʥʠʠ ʢ ʫʩʪʨʦʡʩʪʚʫ (ʧʨʦʩʤʦʪʨ ʜʝʨʝʚʘ ʧʘʧʦʢ, ʯʪʝʥʠʝ, ʟʘʧʠʩʴ) Kaspersky 

Endpoint Security ʙʣʦʢʠʨʫʝʪ ʜʦʩʪʫʧ. ɹʣʦʢʠʨʦʚʘʥʠʝ ʫʩʪʨʦʡʩʪʚʘ ʙʝʟ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ ʧʨʦʠʟʦʡʜʝʪ ʪʦʣʴʢʦ 

ʧʨʠ ʧʦʩʣʝʜʫʶʱʝʤ ʧʦʜʢʣʶʯʝʥʠʠ ʫʩʪʨʦʡʩʪʚʘ. 

ɽʩʣʠ ʧʦʣʴʟʦʚʘʪʝʣʶ ʢʦʤʧʴʶʪʝʨʘ ʩ ʫʩʪʘʥʦʚʣʝʥʥʳʤ ʧʨʠʣʦʞʝʥʠʝʤ Kaspersky Endpoint Security ʪʨʝʙʫʝʪʩʷ 

ʟʘʧʨʦʩʠʪʴ ʜʦʩʪʫʧ ʢ ʫʩʪʨʦʡʩʪʚʫ, ʢʦʪʦʨʦʝ, ʧʦ ʝʛʦ ʤʥʝʥʠʶ, ʙʳʣʦ ʟʘʙʣʦʢʠʨʦʚʘʥʦ ʦʰʠʙʦʯʥʦ, ʧʝʨʝʜʘʡʪʝ ʝʤʫ 

ʠʥʩʪʨʫʢʮʠʶ ʧʦ ʟʘʧʨʦʩʫ ʜʦʩʪʫʧʘ (ʩʤ. ʨʘʟʜʝʣ "ʇʦʣʫʯʝʥʠʝ ʜʦʩʪʫʧʘ ʢ ʟʘʙʣʦʢʠʨʦʚʘʥʥʦʤʫ ʫʩʪʨʦʡʩʪʚʫ" ʥʘ ʩʪʨ. 259). 
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ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ʂʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ ʚʢʣʶʯʝʥ. 

Ʒ ʏʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʂʦʥʪʨʦʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʂʦʥʪʨʦʣʴ 

ʫʩʪʨʦʡʩʪʚ. 

3. ʀʩʧʦʣʴʟʫʡʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʢʦʤʧʦʥʝʥʪ. 

4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ, ʝʩʣʠ ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ ʚʢʣʶʯʝʥ, ʧʨʠʣʦʞʝʥʠʝ ʧʝʨʝʜʘʝʪ ʚ Kaspersky Security Center 

ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʦʜʢʣʶʯʝʥʥʳʭ ʫʩʪʨʦʡʩʪʚʘʭ. ɺʳ ʤʦʞʝʪʝ ʧʨʦʩʤʦʪʨʝʪʴ ʩʧʠʩʦʢ ʧʦʜʢʣʶʯʝʥʥʳʭ ʫʩʪʨʦʡʩʪʚ ʚ 

Kaspersky Security Center ʚ ʧʘʧʢʝ ɼʦʧʦʣʥʠʪʝʣʴʥʦ Ÿ ʍʨʘʥʠʣʠʱʘ Ÿ ʆʙʦʨʫʜʦʚʘʥʠʝ. 

 

ʆ ʧʨʘʚʠʣʘʭ ʜʦʩʪʫʧʘ 

ʇʨʘʚʠʣʦ ʜʦʩʪʫʧʘ ʢ ʫʩʪʨʦʡʩʪʚʘʤ ï ʥʘʙʦʨ ʧʘʨʘʤʝʪʨʦʚ, ʢʦʪʦʨʳʝ ʦʧʨʝʜʝʣʷʶʪ ʜʦʩʪʫʧ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʢ 

ʫʩʪʘʥʦʚʣʝʥʥʳʤ ʠʣʠ ʧʦʜʢʣʶʯʝʥʥʳʤ ʢ ʢʦʤʧʴʶʪʝʨʫ ʫʩʪʨʦʡʩʪʚʘʤ: ʜʦʩʪʫʧ ʢ ʫʩʪʨʦʡʩʪʚʫ, ʨʘʩʧʠʩʘʥʠʝ ʜʦʩʪʫʧʘ, 

ʨʘʟʨʝʰʝʥʠʝ ʥʘ ʯʪʝʥʠʝ ʠʣʠ ʟʘʧʠʩʴ. ʅʝʚʦʟʤʦʞʥʦ ʜʦʙʘʚʠʪʴ ʫʩʪʨʦʡʩʪʚʦ, ʢʦʪʦʨʦʝ ʚʳʭʦʜʠʪ ʟʘ ʨʘʤʢʠ 

ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʂʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ. ɼʦʩʪʫʧ ʢ ʵʪʠʤ ʫʩʪʨʦʡʩʪʚʘʤ ʨʘʟʨʝʰʝʥ ʜʣʷ ʚʩʝʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 
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ʇʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʢ ʫʩʪʨʦʡʩʪʚʘʤ 

ʅʘʙʦʨ ʧʘʨʘʤʝʪʨʦʚ ʧʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʦʪʣʠʯʘʝʪʩʷ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʪʠʧʘ ʫʩʪʨʦʡʩʪʚ (ʩʤ. ʪʘʙʣʠʮʫ ʥʠʞʝ). 

ʊʘʙʣʠʮʘ 13. ʇʘʨʘʤʝʪʨʳ ʧʨʘʚʠʣʘ ʜʦʩʪʫʧʘ 
 

ʋʩʪʨʦʡʩʪʚʘ ʋʧʨʘʚʣʝʥ

ʠʝ 

ʜʦʩʪʫʧʦʤ 

ʈʘʩʧʠʩʘʥ

ʠʝ 

ʜʦʩʪʫʧʘ ʢ 

ʫʩʪʨʦʡʩʪʚ

ʫ 

ʅʘʟʥʘʯʝʥʠʝ 

ʧʦʣʴʟʦʚʘʪʝʣ

ʝʡ / ʛʨʫʧʧʳ 

ʧʦʣʴʟʦʚʘʪʝʣ

ʝʡ 

ʇʨʠʦʨʠʪ

ʝʪ 

ʈʘʟʨʝʰʝʥ

ʠʝ ʥʘ 

ʯʪʝʥʠʝ / 

ʟʘʧʠʩʴ 

ɾʝʩʪʢʠʝ ʜʠʩʢʠ      

ʉʲʝʤʥʳʝ ʜʠʩʢʠ 

(ʚʢʣʶʯʘʷ USB-

ʬʣʝʰʢʠ) 

     

ɼʠʩʢʝʪʳ      

CD/DVD-ʧʨʠʚʦʜʳ      

ʇʦʨʪʘʪʠʚʥʳʝ 

ʫʩʪʨʦʡʩʪʚʘ (MTP) 
     

ʃʦʢʘʣʴʥʳʝ 

ʧʨʠʥʪʝʨʳ 
 ï   ï 

ʉʝʪʝʚʳʝ ʧʨʠʥʪʝʨʳ  ï   ï 

ʄʦʜʝʤʳ  ï ï ï ï 

ʉʪʨʠʤʝʨʳ  ï ï ï ï 

ʄʥʦʛʦʬʫʥʢʮʠʦʥʘʣʴʥ

ʳʝ ʫʩʪʨʦʡʩʪʚʘ 
 ï ï ï ï 

ʋʩʪʨʦʡʩʪʚʘ ʯʪʝʥʠʷ 

ʩʤʘʨʪ-ʢʘʨʪ 
 ï ï ï ï 

Windows CE USB 

ActiveSync 

ʫʩʪʨʦʡʩʪʚʘ 

 ï ï ï ï 

ɺʥʝʰʥʠʝ ʩʝʪʝʚʳʝ 

ʘʜʘʧʪʝʨʳ 
 ï ï ï ï 

Bluetooth  ï ï ï ï 

ʂʘʤʝʨʳ ʠ ʩʢʘʥʝʨʳ  ï ï ï ï 

ʇʨʘʚʠʣʦ ʜʦʩʪʫʧʘ ʢ ʩʝʪʷʤ Wi-Fi 

ʇʨʘʚʠʣʦ ʜʦʩʪʫʧʘ ʢ ʩʝʪʷʤ Wi-Fi ʦʧʨʝʜʝʣʷʝʪ ʨʘʟʨʝʰʝʥʠʝ (ʩʪʘʪʫʩ ) ʠʣʠ ʟʘʧʨʝʪ (ʩʪʘʪʫʩ ) ʥʘ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʩʝʪʝʡ Wi-Fi. ɺʳ ʤʦʞʝʪʝ ʜʦʙʘʚʠʪʴ ʚ ʧʨʘʚʠʣʦ ʜʦʚʝʨʝʥʥʫʶ ʩʝʪʴ Wi-Fi (ʩʪʘʪʫʩ ). 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʜʦʚʝʨʝʥʥʦʡ ʩʝʪʠ Wi-Fi ʨʘʟʨʝʰʝʥʦ ʙʝʟ ʦʛʨʘʥʠʯʝʥʠʡ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʨʘʚʠʣʦ ʜʦʩʪʫʧʘ ʢ ʩʝʪʷʤ 

Wi-Fi ʨʘʟʨʝʰʘʝʪ ʜʦʩʪʫʧ ʢ ʣʶʙʳʤ ʩʝʪʷʤ Wi-Fi.  

ʇʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʢ ʰʠʥʘʤ ʧʦʜʢʣʶʯʝʥʠʷ 

ɽʩʣʠ ʜʣʷ ʧʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʧʦ ʪʠʧʫ ʫʩʪʨʦʡʩʪʚ ʚʳʙʨʘʥʦ ʟʥʘʯʝʥʠʝ ɿʘʚʠʩʠʪ ʦʪ ʰʠʥʳ ʧʦʜʢʣʶʯʝʥʠʷ, ʪʦ 
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ʧʨʠʣʦʞʝʥʠʝ ʨʘʟʨʝʰʘʝʪ ʠʣʠ ʟʘʧʨʝʱʘʝʪ ʜʦʩʪʫʧ ʢ ʫʩʪʨʦʡʩʪʚʫ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʠʥʪʝʨʬʝʡʩʘ ʧʦʜʢʣʶʯʝʥʠʷ. ɼʣʷ 

ʚʩʝʭ ʰʠʥ ʧʦʜʢʣʶʯʝʥʠʷ ʠʟ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʢʦʤʧʦʥʝʥʪʘ ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ ʧʦ ʫʤʦʣʯʘʥʠʶ ʩʦʟʜʘʥʳ ʧʨʘʚʠʣʘ, 

ʨʘʟʨʝʰʘʶʱʠʝ ʜʦʩʪʫʧ ʢ ʰʠʥʘʤ. 

ʇʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʢ ʰʠʥʘʤ ʦʧʨʝʜʝʣʷʶʪ ʪʦʣʴʢʦ ʨʘʟʨʝʰʝʥʠʝ (ʩʪʘʪʫʩ ) ʠʣʠ ʟʘʧʨʝʪ (ʩʪʘʪʫʩ ) ʥʘ 

ʧʦʜʢʣʶʯʝʥʠʝ ʫʩʪʨʦʡʩʪʚ. ʇʨʠʦʨʠʪʝʪ ʧʨʘʚʠʣ ʜʦʩʪʫʧʘ ʧʦ ʪʠʧʫ ʫʩʪʨʦʡʩʪʚ ʚʳʰʝ, ʯʝʤ ʧʨʠʦʨʠʪʝʪ ʧʨʘʚʠʣ ʜʦʩʪʫʧʘ 

ʢ ʰʠʥʝ. 

ʂʣʘʚʠʘʪʫʨʳ ʠ ʤʳʰʠ ʥʝʚʦʟʤʦʞʥʦ ʟʘʙʣʦʢʠʨʦʚʘʪʴ ʩʨʝʜʩʪʚʘʤʠ ʂʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ. ɽʩʣʠ ʚʳ ʟʘʧʨʝʪʠʣʠ 

ʜʦʩʪʫʧ ʢ ʰʠʥʝ ʧʦʜʢʣʶʯʝʥʠʷ USB, ʧʦʣʴʟʦʚʘʪʝʣʴ ʧʨʦʜʦʣʞʠʪ ʨʘʙʦʪʫ ʩ ʢʣʘʚʠʘʪʫʨʦʡ ʠ ʤʳʰʴʶ, 

ʧʦʜʢʣʶʯʝʥʥʳʤʠ ʯʝʨʝʟ USB. ɼʣʷ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʢʦʤʧʴʶʪʝʨʫ ʟʘʨʘʞʝʥʥʳʭ USB-

ʫʩʪʨʦʡʩʪʚ, ʠʤʠʪʠʨʫʶʱʠʭ ʢʣʘʚʠʘʪʫʨʳ, ʧʨʝʜʥʘʟʥʘʯʝʥ ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʘʪʘʢ BadUSB (ʥʘ ʩʪʨ. 199). 

 

ʀʟʤʝʥʝʥʠʝ ʧʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʢ ʫʩʪʨʦʡʩʪʚʘʤ 

ʇʨʘʚʠʣʦ ʜʦʩʪʫʧʘ ʢ ʫʩʪʨʦʡʩʪʚʘʤ ï ʥʘʙʦʨ ʧʘʨʘʤʝʪʨʦʚ, ʢʦʪʦʨʳʝ ʦʧʨʝʜʝʣʷʶʪ ʜʦʩʪʫʧ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʢ 

ʫʩʪʘʥʦʚʣʝʥʥʳʤ ʠʣʠ ʧʦʜʢʣʶʯʝʥʥʳʤ ʢ ʢʦʤʧʴʶʪʝʨʫ ʫʩʪʨʦʡʩʪʚʘʤ: ʜʦʩʪʫʧ ʢ ʫʩʪʨʦʡʩʪʚʫ, ʨʘʩʧʠʩʘʥʠʝ ʜʦʩʪʫʧʘ, 

ʨʘʟʨʝʰʝʥʠʝ ʥʘ ʯʪʝʥʠʝ ʠʣʠ ʟʘʧʠʩʴ. ʅʝʚʦʟʤʦʞʥʦ ʜʦʙʘʚʠʪʴ ʫʩʪʨʦʡʩʪʚʦ, ʢʦʪʦʨʦʝ ʚʳʭʦʜʠʪ ʟʘ ʨʘʤʢʠ 

ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʂʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ. ɼʦʩʪʫʧ ʢ ʵʪʠʤ ʫʩʪʨʦʡʩʪʚʘʤ ʨʘʟʨʝʰʝʥ ʜʣʷ ʚʩʝʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

Ʒ ʏʪʦʙʳ ʠʟʤʝʥʠʪʴ ʧʨʘʚʠʣʦ ʜʦʩʪʫʧʘ ʢ ʫʩʪʨʦʡʩʪʚʘʤ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʂʦʥʪʨʦʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʂʦʥʪʨʦʣʴ 

ʫʩʪʨʦʡʩʪʚ. 

3. ɺ ʙʣʦʢʝ ʅʘʩʪʨʦʡʢʘ ʜʦʩʪʫʧʘ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʋʩʪʨʦʡʩʪʚʘ ʠ ʩʝʪʠ Wi-Fi. 

ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʥʘʭʦʜʷʪʩʷ ʧʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʜʣʷ ʚʩʝʭ ʫʩʪʨʦʡʩʪʚ, ʢʦʪʦʨʳʝ ʝʩʪʴ ʚ ʢʣʘʩʩʠʬʠʢʘʮʠʠ 

ʢʦʤʧʦʥʝʥʪʘ ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ. 



 

 

 

ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ 

238 

 

 

 

 
ʈʠʩʫʥʦʢ 64. ʊʠʧʳ ʫʩʪʨʦʡʩʪʚ ʂʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ 

4. ɺ ʙʣʦʢʝ ɼʦʩʪʫʧ ʢ ʟʘʧʦʤʠʥʘʶʱʠʤ ʫʩʪʨʦʡʩʪʚʘʤ ʚʳʙʝʨʠʪʝ ʧʨʘʚʠʣʦ ʜʦʩʪʫʧʘ, ʢʦʪʦʨʦʝ ʭʦʪʠʪʝ 

ʠʟʤʝʥʠʪʴ. ɺ ʙʣʦʢʝ ʥʘʭʦʜʷʪʩʷ ʫʩʪʨʦʡʩʪʚʘ ʩ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʦʡ, ʜʣʷ ʢʦʪʦʨʳʭ ʚʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʜʦʩʪʫʧʘ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʨʘʚʠʣʦ ʜʦʩʪʫʧʘ ʢ ʫʩʪʨʦʡʩʪʚʘʤ ʨʘʟʨʝʰʘʝʪ 

ʧʦʣʥʳʡ ʜʦʩʪʫʧ ʢ ʪʠʧʫ ʫʩʪʨʦʡʩʪʚ ʚʩʝʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʚ ʣʶʙʦʝ ʚʨʝʤʷ. 

ɹʫʜʴʪʝ ʦʩʪʦʨʦʞʥʳ ʧʨʠ ʥʘʩʪʨʦʡʢʝ ʜʦʩʪʫʧʘ ʢ ʪʠʧʫ ʫʩʪʨʦʡʩʪʚ ɾʝʩʪʢʠʝ ʜʠʩʢʠ. ɽʩʣʠ ʚʳ ʟʘʧʨʝʪʠʪʝ 

ʜʦʩʪʫʧ ʢ ʩʠʩʪʝʤʥʦʤʫ ʜʠʩʢʫ, ʧʨʠʣʦʞʝʥʠʝ ʤʦʞʝʪ ʚʳʟʚʘʪʴ ʩʙʦʡ ʧʨʠ ʟʘʛʨʫʟʢʝ ʦʧʝʨʘʮʠʦʥʥʦʡ 

ʩʠʩʪʝʤʳ (BSOD). 

a. ɺ ʛʨʘʬʝ ɼʦʩʪʫʧ ʚʳʙʝʨʠʪʝ ʜʦʩʪʫʧ ʢ ʫʩʪʨʦʡʩʪʚʫ: 

¶ ʈʘʟʨʝʰʘʪʴ. 

¶ ɿʘʧʨʝʱʘʪʴ. 

¶ ɿʘʚʠʩʠʪ ʦʪ ʰʠʥʳ ʧʦʜʢʣʶʯʝʥʠʷ. 

ʏʪʦʙʳ ʟʘʧʨʝʪʠʪʴ ʠʣʠ ʨʘʟʨʝʰʠʪʴ ʜʦʩʪʫʧ ʢ ʫʩʪʨʦʡʩʪʚʫ, ʥʘʩʪʨʦʡʪʝ ʜʦʩʪʫʧ ʢ ʰʠʥʝ ʧʦʜʢʣʶʯʝʥʠʷ 

(ʩʤ. ʨʘʟʜʝʣ "ʀʟʤʝʥʝʥʠʝ ʧʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʢ ʰʠʥʝ ʧʦʜʢʣʶʯʝʥʠʷ" ʥʘ ʩʪʨ. 240). 

¶ ʇʦ ʧʨʘʚʠʣʘʤ. 

ʕʪʦʪ ʚʘʨʠʘʥʪ ʧʦʟʚʦʣʷʝʪ ʥʘʩʪʨʦʠʪʴ ʧʨʘʚʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʨʘʟʨʝʰʝʥʠʷ, ʨʘʩʧʠʩʘʥʠʝ ʜʣʷ 

ʜʦʩʪʫʧʘ ʢ ʫʩʪʨʦʡʩʪʚʘʤ. 

b. ɺ ʙʣʦʢʝ ʇʨʘʚʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 
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ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʜʦʙʘʚʣʝʥʠʷ ʥʦʚʦʛʦ ʧʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʢ ʫʩʪʨʦʡʩʪʚʘʤ. 

 
ʈʠʩʫʥʦʢ 65. ʇʘʨʘʤʝʪʨʳ ʧʨʘʚʠʣʘ ʂʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ 

c. ʅʘʟʥʘʯʴʪʝ ʧʨʠʦʨʠʪʝʪ ʟʘʧʠʩʠ ʧʨʘʚʠʣʘ. ɿʘʧʠʩʴ ʧʨʘʚʠʣʘ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʩʣʝʜʫʶʱʠʝ ʘʪʨʠʙʫʪʳ: 

ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ, ʨʘʩʧʠʩʘʥʠʝ, ʨʘʟʨʝʰʝʥʠʷ (ʯʪʝʥʠʷ / ʟʘʧʠʩʴ) ʠ ʧʨʠʦʨʠʪʝʪ. 

ɿʘʧʠʩʴ ʧʨʘʚʠʣʘ ʠʤʝʶʪ ʧʨʠʦʨʠʪʝʪ. ɽʩʣʠ ʧʦʣʴʟʦʚʘʪʝʣʴ ʜʦʙʘʚʣʝʥ ʚ ʥʝʩʢʦʣʴʢʦ ʛʨʫʧʧ, Kaspersky 

Endpoint Security ʨʝʛʫʣʠʨʫʝʪ ʜʦʩʪʫʧ ʢ ʫʩʪʨʦʡʩʪʚʫ ʧʦ ʟʘʧʠʩʠ ʧʨʘʚʠʣʘ ʩ ʚʳʩʰʠʤ ʧʨʠʦʨʠʪʝʪʦʤ. 

Kaspersky Endpoint Security ʧʦʟʚʦʣʷʝʪ ʥʘʟʥʘʯʠʪʴ ʧʨʠʦʨʠʪʝʪ ʦʪ 0 ʜʦ 10 000. ʏʝʤ ʙʦʣʴʰʝ 

ʟʥʘʯʝʥʠʝ, ʪʝʤ ʚʳʰʝ ʧʨʠʦʨʠʪʝʪ. ʊʦ ʝʩʪʴ, ʟʘʧʠʩʴ ʩʦ ʟʥʘʯʝʥʠʝʤ 0 ʠʤʝʝʪ ʥʘʠʤʝʥʴʰʠʡ ʧʨʠʦʨʠʪʝʪ. 

ʅʘʧʨʠʤʝʨ, ʚʳ ʤʦʞʝʪʝ ʧʨʝʜʦʩʪʘʚʠʪʴ ʨʘʟʨʝʰʝʥʠʝ ʪʦʣʴʢʦ ʥʘ ʯʪʝʥʠʝ ʜʣʷ ʛʨʫʧʧʳ "ɺʩʝ" ʠ 

ʨʘʟʨʝʰʝʥʠʝ ʥʘ ʯʪʝʥʠʝ ʠ ʟʘʧʠʩʴ ʜʣʷ ʛʨʫʧʧʳ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ. ɼʣʷ ʵʪʦʛʦ ʥʘʟʥʘʯʴʪʝ ʟʘʧʠʩʠ ʜʣʷ 

ʛʨʫʧʧʳ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʧʨʠʦʨʠʪʝʪ 1, ʘ ʛʨʫʧʧʝ "ɺʩʝ" ʧʨʠʦʨʠʪʝʪ 0. 

ʇʨʠʦʨʠʪʝʪ ʟʘʧʨʝʱʘʶʱʝʡ ʟʘʧʠʩʠ ʧʨʘʚʠʣʘ ʚʳʰʝ ʧʨʠʦʨʠʪʝʪʘ ʨʘʟʨʝʰʘʶʱʝʡ ʟʘʧʠʩʠ. ʊʦ ʝʩʪʴ, ʝʩʣʠ 

ʧʦʣʴʟʦʚʘʪʝʣʴ ʜʦʙʘʚʣʝʥ ʚ ʥʝʩʢʦʣʴʢʦ ʛʨʫʧʧ ʠ ʧʨʠʦʨʠʪʝʪ ʟʘʧʠʩʝʡ ʧʨʘʚʠʣʘ ʦʜʠʥʘʢʦʚʳʡ, Kaspersky 

Endpoint Security ʨʝʛʫʣʠʨʫʝʪ ʜʦʩʪʫʧ ʧʦ ʟʘʧʠʩʠ, ʟʘʧʨʝʱʘʶʱʝʡ ʜʦʩʪʫʧ ʢ ʫʩʪʨʦʡʩʪʚʫ. 

d. ʋʩʪʘʥʦʚʠʪʝ ʩʪʘʪʫʩ ʧʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʢ ʫʩʪʨʦʡʩʪʚʘʤ ɺʢʣʶʯʝʥʦ. 

e. ʅʘʩʪʨʦʡʪʝ ʨʘʟʨʝʰʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʫʩʪʨʦʡʩʪʚʘʤ: ʯʪʝʥʠʝ, ʟʘʧʠʩʴ. 

ɺʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ Active Directory, ʠʟ ʩʧʠʩʢʘ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʚ Kaspersky 

Security Center ʠʣʠ ʚʚʝʩʪʠ ʠʤʷ ʣʦʢʘʣʴʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚʨʫʯʥʫʶ. ʉʧʝʮʠʘʣʠʩʪʳ "ʃʘʙʦʨʘʪʦʨʠʠ 

ʂʘʩʧʝʨʩʢʦʛʦ" ʨʝʢʦʤʝʥʜʫʶʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʣʦʢʘʣʴʥʳʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʪʦʣʴʢʦ ʚ ʪʝʭ ʩʣʫʯʘʷʭ, ʢʦʛʜʘ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʦʤʝʥʥʳʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʥʝʚʦʟʤʦʞʥʦ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʠʣʦʞʝʥʠʝ 11. ʋʯʝʪʥʳʝ 

ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ ʧʨʘʚʠʣʘʭ ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 530). 

f. ʅʘʩʪʨʦʡʪʝ ʨʘʩʧʠʩʘʥʠʝ ʜʦʩʪʫʧʘ ʢ ʫʩʪʨʦʡʩʪʚʘʤ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 
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g. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

5. ɺ ʙʣʦʢʝ ɼʦʩʪʫʧ ʢ ʚʥʝʰʥʠʤ ʫʩʪʨʦʡʩʪʚʘʤ ʚʳʙʝʨʠʪʝ ʧʨʘʚʠʣʦ ʠ ʥʘʩʪʨʦʡʪʝ ʜʦʩʪʫʧ: ʈʘʟʨʝʰʘʪʴ, 

ɿʘʧʨʝʱʘʪʴ, ɿʘʚʠʩʠʪ ʦʪ ʰʠʥʳ ʧʦʜʢʣʶʯʝʥʠʷ. ɽʩʣʠ ʪʨʝʙʫʝʪʩʷ, ʥʘʩʪʨʦʡʪʝ ʜʦʩʪʫʧ ʢ ʰʠʥʝ 

ʧʦʜʢʣʶʯʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʟʤʝʥʝʥʠʝ ʧʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʢ ʰʠʥʝ ʧʦʜʢʣʶʯʝʥʠʷ" ʥʘ ʩʪʨ. 240). 

6. ɺ ʙʣʦʢʝ ɼʦʩʪʫʧ ʢ ʩʝʪʷʤ Wi-Fi ʧʝʨʝʡʜʠʪʝ ʧʦ ʩʩʳʣʢʝ Wi-Fi ʠ ʥʘʩʪʨʦʡʪʝ ʜʦʩʪʫʧ: ʈʘʟʨʝʰʘʪʴ, 

ɿʘʧʨʝʱʘʪʴ, ɿʘʧʨʝʱʘʪʴ ʩ ʠʩʢʣʶʯʝʥʠʷʤʠ. ɽʩʣʠ ʪʨʝʙʫʝʪʩʷ, ʜʦʙʘʚʴʪʝ ʩʝʪʠ Wi-Fi ʚ ʩʧʠʩʦʢ 

ʜʦʚʝʨʝʥʥʳʭ (ʩʤ. ʨʘʟʜʝʣ "ʂʦʥʪʨʦʣʴ ʧʦʜʢʣʶʯʝʥʠʷ ʢ Wi-Fi" ʥʘ ʩʪʨ. 252). 

 
ʈʠʩʫʥʦʢ 66. ʅʘʩʪʨʦʡʢʠ ʜʦʩʪʫʧʘ ʢ Wi-Fi 

7. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
 

ʀʟʤʝʥʝʥʠʝ ʧʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʢ ʰʠʥʝ ʧʦʜʢʣʶʯʝʥʠʷ 

Ʒ ʏʪʦʙʳ ʠʟʤʝʥʠʪʴ ʧʨʘʚʠʣʦ ʜʦʩʪʫʧʘ ʢ ʰʠʥʝ ʧʦʜʢʣʶʯʝʥʠʷ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʂʦʥʪʨʦʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʂʦʥʪʨʦʣʴ 

ʫʩʪʨʦʡʩʪʚ. 

3. ɺ ʙʣʦʢʝ ʅʘʩʪʨʦʡʢʘ ʜʦʩʪʫʧʘ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʐʠʥʳ ʧʦʜʢʣʶʯʝʥʠʷ. 

ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʥʘʭʦʜʷʪʩʷ ʧʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʜʣʷ ʚʩʝʭ ʰʠʥ ʧʦʜʢʣʶʯʝʥʠʷ, ʢʦʪʦʨʳʝ ʝʩʪʴ ʚ 

ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʢʦʤʧʦʥʝʥʪʘ ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ. 

4. ɺʳʙʝʨʠʪʝ ʧʨʘʚʠʣʦ ʜʦʩʪʫʧʘ, ʢʦʪʦʨʦʝ ʭʦʪʠʪʝ ʠʟʤʝʥʠʪʴ. 
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5. ɺ ʛʨʘʬʝ ɼʦʩʪʫʧ ʚʳʙʝʨʠʪʝ ʜʦʩʪʫʧ ʢ ʰʠʥʝ ʧʦʜʢʣʶʯʝʥʠʷ: ʈʘʟʨʝʰʘʪʴ ʠʣʠ ɿʘʧʨʝʱʘʪʴ. 

ɽʩʣʠ ʚʳ ʠʟʤʝʥʠʣʠ ʜʦʩʪʫʧ ʢ ʰʠʥʝ ʧʦʜʢʣʶʯʝʥʠʷ ʇʦʩʣʝʜʦʚʘʪʝʣʴʥʳʡ ʧʦʨʪ (COM) ʠʣʠ 

ʇʘʨʘʣʣʝʣʴʥʳʡ ʧʦʨʪ (LPT), ʜʣʷ ʘʢʪʠʚʘʮʠʠ ʧʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʚʘʤ ʥʫʞʥʦ ʧʝʨʝʟʘʛʨʫʟʠʪʴ 

ʢʦʤʧʴʶʪʝʨ. 

6. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
 

ʂʦʥʪʨʦʣʴ ʜʦʩʪʫʧʘ ʢ ʤʦʙʠʣʴʥʳʤ ʫʩʪʨʦʡʩʪʚʘʤ 

Kaspersky Endpoint Security ʧʦʟʚʦʣʷʝʪ ʫʧʨʘʚʣʷʪʴ ʜʦʩʪʫʧʦʤ ʢ ʜʘʥʥʳʤ ʥʘ ʤʦʙʠʣʴʥʳʭ ʫʩʪʨʦʡʩʪʚʘʭ ʧʦʜ 

ʫʧʨʘʚʣʝʥʠʝʤ Android ʠ iOS. ʄʦʙʠʣʴʥʳʝ ʫʩʪʨʦʡʩʪʚʘ ʦʪʥʦʩʷʪʩʷ ʢ ʧʦʨʪʘʪʠʚʥʳʤ ʫʩʪʨʦʡʩʪʚʘʤ (MTP). ʇʦʵʪʦʤʫ, 

ʯʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʜʦʩʪʫʧ ʢ ʜʘʥʥʳʤ ʥʘ ʤʦʙʠʣʴʥʳʭ ʫʩʪʨʦʡʩʪʚʘʭ ʚʘʤ ʥʫʞʥʦ ʧʝʨʝʡʪʠ ʚ ʥʘʩʪʨʦʡʢʠ ʜʦʩʪʫʧʘ ʢ 

ʧʦʨʪʘʪʠʚʥʳʤ ʫʩʪʨʦʡʩʪʚʘʤ (MTP). 

ʇʨʠ ʧʦʜʢʣʶʯʝʥʠʠ ʤʦʙʠʣʴʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ʢ ʢʦʤʧʴʶʪʝʨʫ ʦʧʝʨʘʮʠʦʥʥʘʷ ʩʠʩʪʝʤʘ ʦʧʨʝʜʝʣʷʝʪ ʪʠʧ ʫʩʪʨʦʡʩʪʚʘ. 

ɽʩʣʠ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʫʩʪʘʥʦʚʣʝʥʳ ʧʨʠʣʦʞʝʥʠʷ Android Debug Bridge (ADB), iTunes ʠʣʠ ʠʭ ʘʥʘʣʦʛʠ, 

ʦʧʝʨʘʮʠʦʥʥʘʷ ʩʠʩʪʝʤʘ ʦʧʨʝʜʝʣʷʝʪ ʤʦʙʠʣʴʥʳʝ ʫʩʪʨʦʡʩʪʚʘ ʢʘʢ ADB- ʠʣʠ iTunes-ʫʩʪʨʦʡʩʪʚʘ. ɺ ʦʩʪʘʣʴʥʳʭ 

ʩʣʫʯʘʷʭ ʦʧʝʨʘʮʠʦʥʥʘʷ ʩʠʩʪʝʤʘ ʤʦʞʝʪ ʦʧʨʝʜʝʣʠʪʴ ʪʠʧ ʤʦʙʠʣʴʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ʢʘʢ ʧʦʨʪʘʪʠʚʥʦʝ ʫʩʪʨʦʡʩʪʚʦ 

(MTP) ʜʣʷ ʧʝʨʝʜʘʯʠ ʬʘʡʣʦʚ, PTP-ʫʩʪʨʦʡʩʪʚʦ (ʢʘʤʝʨʘ) ʜʣʷ ʧʝʨʝʜʘʯʠ ʠʟʦʙʨʘʞʝʥʠʡ ʠʣʠ ʜʨʫʛʦʝ ʫʩʪʨʦʡʩʪʚʦ. 

ʊʠʧ ʫʩʪʨʦʡʩʪʚʘ ʟʘʚʠʩʠʪ ʦʪ ʤʦʜʝʣʠ ʤʦʙʠʣʴʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ʠ ʚʳʙʨʘʥʥʦʛʦ ʨʝʞʠʤʘ ʧʦʜʢʣʶʯʝʥʠʷ ʧʦ USB. 

Kaspersky Endpoint Security ʧʦʟʚʦʣʷʝʪ ʥʘʩʪʨʦʠʪʴ ʦʪʜʝʣʴʥʳʝ ʧʨʘʚʘ ʜʦʩʪʫʧʘ ʢ ʜʘʥʥʳʤ ʥʘ ʤʦʙʠʣʴʥʳʭ 

ʫʩʪʨʦʡʩʪʚʘʭ ʚ ʧʨʠʣʦʞʝʥʠʷʭ ADB, iTunes ʠʣʠ ʬʘʡʣʦʚʦʤ ʤʝʥʝʜʞʝʨʝ. ɺ ʦʩʪʘʣʴʥʳʭ ʩʣʫʯʘʷʭ ʂʦʥʪʨʦʣʴ 

ʫʩʪʨʦʡʩʪʚ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʜʦʩʪʫʧ ʢ ʤʦʙʠʣʴʥʳʤ ʫʩʪʨʦʡʩʪʚʘʤ ʩʦʛʣʘʩʥʦ ʧʨʘʚʠʣʘʤ ʜʦʩʪʫʧʘ ʢ ʧʦʨʪʘʪʠʚʥʳʤ 

ʫʩʪʨʦʡʩʪʚʘʤ (MTP). 

ɼʦʩʪʫʧ ʢ ʤʦʙʠʣʴʥʳʤ ʫʩʪʨʦʡʩʪʚʘʤ 

ʊʘʢ ʢʘʢ ʤʦʙʠʣʴʥʳʝ ʫʩʪʨʦʡʩʪʚʘ ʦʪʥʦʩʷʪʩʷ ʢ ʧʦʨʪʘʪʠʚʥʳʤ ʫʩʪʨʦʡʩʪʚʘʤ (MTP), ʥʘʩʪʨʦʡʢʠ ʜʦʩʪʫʧʘ ʫ ʵʪʠʭ 

ʫʩʪʨʦʡʩʪʚ ʦʙʱʠʝ. ɺʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʦʜʠʥ ʠʟ ʩʣʝʜʫʶʱʠʭ ʨʝʞʠʤʦʚ ʜʦʩʪʫʧʘ ʢ ʤʦʙʠʣʴʥʳʤ ʫʩʪʨʦʡʩʪʚʘʤ (ʩʤ. 

ʨʘʟʜʝʣ "ʀʟʤʝʥʝʥʠʝ ʧʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʢ ʫʩʪʨʦʡʩʪʚʘʤ" ʥʘ ʩʪʨ. 237): 

¶ ʈʘʟʨʝʰʘʪʴ . Kaspersky Endpoint Security ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʧʦʣʥʳʡ ʜʦʩʪʫʧ ʢ ʤʦʙʠʣʴʥʳʤ 

ʫʩʪʨʦʡʩʪʚʘʤ. ɺʳ ʤʦʞʝʪʝ ʦʪʢʨʳʚʘʪʴ, ʩʦʟʜʘʚʘʪʴ, ʠʟʤʝʥʷʪʴ, ʢʦʧʠʨʦʚʘʪʴ ʠʣʠ ʫʜʘʣʷʪʴ ʬʘʡʣʳ ʥʘ 

ʤʦʙʠʣʴʥʳʭ ʫʩʪʨʦʡʩʪʚʘʭ ʩ ʧʦʤʦʱʴʶ ʬʘʡʣʦʚʦʛʦ ʤʝʥʝʜʞʝʨʘ ʠʣʠ ʧʨʠʣʦʞʝʥʠʡ ADB ʠ iTunes. ʊʘʢʞʝ ʚʳ 

ʤʦʞʝʪʝ ʟʘʨʷʞʘʪʴ ʙʘʪʘʨʝʶ ʫʩʪʨʦʡʩʪʚʘ, ʧʦʜʢʣʶʯʠʚ ʤʦʙʠʣʴʥʦʝ ʫʩʪʨʦʡʩʪʚ ʯʝʨʝʟ USB ʢ ʢʦʤʧʴʶʪʝʨʫ. 

¶ ɿʘʧʨʝʱʘʪʴ . Kaspersky Endpoint Security ʦʛʨʘʥʠʯʠʚʘʝʪ ʜʦʩʪʫʧ ʢ ʤʦʙʠʣʴʥʳʤ ʫʩʪʨʦʡʩʪʚʘʤ ʚ 

ʬʘʡʣʦʚʦʤ ʤʝʥʝʜʞʝʨʝ ʠ ʧʨʠʣʦʞʝʥʠʷʭ ADB ʠ iTunes. ʇʨʠʣʦʞʝʥʠʝ ʨʘʟʨʝʰʘʝʪ ʜʦʩʪʫʧ ʪʦʣʴʢʦ ʢ 

ʜʦʚʝʨʝʥʥʳʤ ʤʦʙʠʣʴʥʳʤ ʫʩʪʨʦʡʩʪʚʘʤ. ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʟʘʨʷʞʘʪʴ ʙʘʪʘʨʝʶ ʫʩʪʨʦʡʩʪʚʘ, ʧʦʜʢʣʶʯʠʚ 

ʤʦʙʠʣʴʥʦʝ ʫʩʪʨʦʡʩʪʚʦ ʯʝʨʝʟ USB ʢ ʢʦʤʧʴʶʪʝʨʫ. 

¶ ɿʘʚʠʩʠʪ ʦʪ ʰʠʥʳ ʧʦʜʢʣʶʯʝʥʠʷ . Kaspersky Endpoint Security ʦʛʨʘʥʠʯʠʚʘʝʪ ʜʦʩʪʫʧ ʢ ʤʦʙʠʣʴʥʳʤ 

ʫʩʪʨʦʡʩʪʚʘʤ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩʦ ʩʪʘʪʫʩʦʤ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʰʠʥʝ USB (ʩʤ. ʨʘʟʜʝʣ "ʀʟʤʝʥʝʥʠʝ ʧʨʘʚʠʣʘ 

ʜʦʩʪʫʧʘ ʢ ʰʠʥʝ ʧʦʜʢʣʶʯʝʥʠʷ" ʥʘ ʩʪʨ. 240) (ʈʘʟʨʝʰʘʪʴ  ʠʣʠ ɿʘʧʨʝʱʘʪʴ ). 

¶ ʇʦ ʧʨʘʚʠʣʘʤ . Kaspersky Endpoint Security ʦʛʨʘʥʠʯʠʚʘʝʪ ʜʦʩʪʫʧ ʢ ʤʦʙʠʣʴʥʳʤ ʫʩʪʨʦʡʩʪʚʘʤ ʚ 

ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʧʨʘʚʠʣʘʤʠ. ɺ ʧʨʘʚʠʣʘʭ ʚʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʧʨʘʚʘ ʜʦʩʪʫʧʘ (ʯʪʝʥʠʝ / ʟʘʧʠʩʴ), 

ʚʳʙʨʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠʣʠ ʛʨʫʧʧʫ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʢʦʪʦʨʳʝ ʠʤʝʶʪ ʜʦʩʪʫʧ ʢ ʤʦʙʠʣʴʥʳʤ ʫʩʪʨʦʡʩʪʚʘʤ 

ʠ ʟʘʜʘʪʴ ʨʘʩʧʠʩʘʥʠʝ ʜʦʩʪʫʧʘ ʢ ʤʦʙʠʣʴʥʳʤ ʫʩʪʨʦʡʩʪʚʘʤ. ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʦʛʨʘʥʠʯʠʪʴ ʜʦʩʪʫʧ ʢ 

ʜʘʥʥʳʤ ʥʘ ʤʦʙʠʣʴʥʳʭ ʫʩʪʨʦʡʩʪʚʘʭ ʯʝʨʝʟ ʧʨʠʣʦʞʝʥʠʷ ADB ʠ iTunes. 
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ʅʘʩʪʨʦʡʢʘ ʧʨʘʚʠʣ ʜʦʩʪʫʧʘ ʢ ʤʦʙʠʣʴʥʳʤ ʫʩʪʨʦʡʩʪʚʘʤ 

ʅʘʩʪʨʦʡʢʘ ʧʨʘʚʠʣ ʜʦʩʪʫʧʘ ʜʣʷ ʧʦʨʪʘʪʠʚʥʳʭ ʫʩʪʨʦʡʩʪʚ (MTP), ADB- ʠ iTunes-ʫʩʪʨʦʡʩʪʚ ʦʪʣʠʯʘʝʪʩʷ. ɼʣʷ 

ʧʦʨʪʘʪʠʚʥʳʭ ʫʩʪʨʦʡʩʪʚ (MTP) ʠ ADB-ʫʩʪʨʦʡʩʪʚ ʚʳ ʤʦʞʝʪʝ ʥʘʟʥʘʯʘʪʴ ʧʨʘʚʠʣʘ ʜʣʷ ʦʪʜʝʣʴʥʳʭ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠʣʠ ʛʨʫʧʧ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʩʦʩʪʘʚʣʷʪʴ ʨʘʩʧʠʩʘʥʠʝ ʨʘʙʦʪʳ ʧʨʘʚʠʣ. ɼʣʷ iTunes-ʫʩʪʨʦʡʩʪʚ 

ʪʘʢʠʭ ʚʦʟʤʦʞʥʦʩʪʝʡ ʥʝʪ. ɺʳ ʤʦʞʝʪʝ ʪʦʣʴʢʦ ʨʘʟʨʝʰʠʪʴ ʠʣʠ ʟʘʧʨʝʪʠʪʴ ʜʦʩʪʫʧ ʢ ʜʘʥʥʳʤ ʯʝʨʝʟ ʧʨʠʣʦʞʝʥʠʝ 

iTunes ʜʣʷ ʚʩʝʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

ʂʘʢ ʥʘʩʪʨʦʠʪʴ ʧʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʢ ʤʦʙʠʣʴʥʳʤ ʫʩʪʨʦʡʩʪʚʘʤ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʂʦʥʪʨʦʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʂʦʥʪʨʦʣʴ 

ʫʩʪʨʦʡʩʪʚ. 

3. ɺ ʙʣʦʢʝ ʅʘʩʪʨʦʡʢʘ ʜʦʩʪʫʧʘ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʋʩʪʨʦʡʩʪʚʘ ʠ ʩʝʪʠ Wi-Fi. 

ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʥʘʭʦʜʷʪʩʷ ʧʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʜʣʷ ʚʩʝʭ ʫʩʪʨʦʡʩʪʚ, ʢʦʪʦʨʳʝ ʝʩʪʴ ʚ ʢʣʘʩʩʠʬʠʢʘʮʠʠ 

ʢʦʤʧʦʥʝʥʪʘ ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ. 

 
ʈʠʩʫʥʦʢ 67. ʊʠʧʳ ʫʩʪʨʦʡʩʪʚ ʂʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ 

4. ɺ ʙʣʦʢʝ ɼʦʩʪʫʧ ʢ ʟʘʧʦʤʠʥʘʶʱʠʤ ʫʩʪʨʦʡʩʪʚʘʤ ʧʝʨʝʡʜʠʪʝ ʧʦ ʩʩʳʣʢʝ ʇʦʨʪʘʪʠʚʥʳʝ ʫʩʪʨʦʡʩʪʚʘ 

(MTP). 

ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʥʘʭʦʜʷʪʩʷ ʧʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʢ ʧʦʨʪʘʪʠʚʥʳʤ ʫʩʪʨʦʡʩʪʚʘʤ (MTP). 

5. ɺ ʙʣʦʢʝ ɼʦʩʪʫʧ ʥʘʩʪʨʦʡʪʝ ʨʝʞʠʤ ʜʦʩʪʫʧʘ ʢ ʤʦʙʠʣʴʥʳʤ ʫʩʪʨʦʡʩʪʚʘʤ: ʈʘʟʨʝʰʘʪʴ, ɿʘʧʨʝʱʘʪʴ, 

ɿʘʚʠʩʠʪ ʦʪ ʰʠʥʳ ʧʦʜʢʣʶʯʝʥʠʷ ʠʣʠ ʇʦ ʧʨʘʚʠʣʘʤ. 
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6. ɽʩʣʠ ʚʳ ʚʳʙʨʘʣʠ ʨʝʞʠʤ ʇʦ ʧʨʘʚʠʣʘʤ, ʚʘʤ ʥʫʞʥʦ ʜʦʙʘʚʠʪʴ ʧʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʢ ʫʩʪʨʦʡʩʪʚʘʤ: 

a. ɺ ʙʣʦʢʝ ʇʨʘʚʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʜʦʙʘʚʣʝʥʠʷ ʥʦʚʦʛʦ ʧʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʢ ʤʦʙʠʣʴʥʳʤ ʫʩʪʨʦʡʩʪʚʘʤ. 

b. ɺ ʧʦʣʝ ʇʨʠʦʨʠʪʝʪ ʟʘʜʘʡʪʝ ʧʨʠʦʨʠʪʝʪ ʟʘʧʠʩʠ ʧʨʘʚʠʣʘ. ɿʘʧʠʩʴ ʧʨʘʚʠʣʘ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ 

ʩʣʝʜʫʶʱʠʝ ʘʪʨʠʙʫʪʳ: ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ, ʨʘʩʧʠʩʘʥʠʝ, ʨʘʟʨʝʰʝʥʠʷ (ʯʪʝʥʠʷ / ʟʘʧʠʩʴ / ʜʦʩʪʫʧ ʯʝʨʝʟ 

ADB) ʠ ʧʨʠʦʨʠʪʝʪ. 

ɿʘʧʠʩʴ ʧʨʘʚʠʣʘ ʠʤʝʝʪ ʧʨʠʦʨʠʪʝʪ. ɽʩʣʠ ʧʦʣʴʟʦʚʘʪʝʣʴ ʜʦʙʘʚʣʝʥ ʚ ʥʝʩʢʦʣʴʢʦ ʛʨʫʧʧ, Kaspersky 

Endpoint Security ʨʝʛʫʣʠʨʫʝʪ ʜʦʩʪʫʧ ʢ ʫʩʪʨʦʡʩʪʚʫ ʧʦ ʟʘʧʠʩʠ ʧʨʘʚʠʣʘ ʩ ʚʳʩʰʠʤ ʧʨʠʦʨʠʪʝʪʦʤ. 

Kaspersky Endpoint Security ʧʦʟʚʦʣʷʝʪ ʥʘʟʥʘʯʠʪʴ ʧʨʠʦʨʠʪʝʪ ʦʪ 0 ʜʦ 10 000. ʏʝʤ ʙʦʣʴʰʝ 

ʟʥʘʯʝʥʠʝ, ʪʝʤ ʚʳʰʝ ʧʨʠʦʨʠʪʝʪ. ʊʦ ʝʩʪʴ, ʟʘʧʠʩʴ ʩʦ ʟʥʘʯʝʥʠʝʤ 0 ʠʤʝʝʪ ʥʘʠʤʝʥʴʰʠʡ ʧʨʠʦʨʠʪʝʪ. 

ʅʘʧʨʠʤʝʨ, ʚʳ ʤʦʞʝʪʝ ʧʨʝʜʦʩʪʘʚʠʪʴ ʨʘʟʨʝʰʝʥʠʝ ʪʦʣʴʢʦ ʥʘ ʯʪʝʥʠʝ ʜʣʷ ʛʨʫʧʧʳ "ɺʩʝ" ʠ 

ʨʘʟʨʝʰʝʥʠʝ ʥʘ ʯʪʝʥʠʝ ʠ ʟʘʧʠʩʴ ʜʣʷ ʛʨʫʧʧʳ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ. ɼʣʷ ʵʪʦʛʦ ʥʘʟʥʘʯʴʪʝ ʟʘʧʠʩʠ ʜʣʷ 

ʛʨʫʧʧʳ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʧʨʠʦʨʠʪʝʪ 1, ʘ ʛʨʫʧʧʝ "ɺʩʝ" ʧʨʠʦʨʠʪʝʪ 0. 

ʇʨʠʦʨʠʪʝʪ ʟʘʧʨʝʱʘʶʱʝʡ ʟʘʧʠʩʠ ʧʨʘʚʠʣʘ ʚʳʰʝ ʧʨʠʦʨʠʪʝʪʘ ʨʘʟʨʝʰʘʶʱʝʡ ʟʘʧʠʩʠ. ʊʦ ʝʩʪʴ, ʝʩʣʠ 

ʧʦʣʴʟʦʚʘʪʝʣʴ ʜʦʙʘʚʣʝʥ ʚ ʥʝʩʢʦʣʴʢʦ ʛʨʫʧʧ ʠ ʧʨʠʦʨʠʪʝʪ ʟʘʧʠʩʝʡ ʧʨʘʚʠʣʘ ʦʜʠʥʘʢʦʚʳʡ, Kaspersky 

Endpoint Security ʨʝʛʫʣʠʨʫʝʪ ʜʦʩʪʫʧ ʧʦ ʟʘʧʠʩʠ ʟʘʧʨʝʱʘʶʱʝʡ ʜʦʩʪʫʧ ʢ ʫʩʪʨʦʡʩʪʚʫ. 

c. ɺ ʙʣʦʢʝ ʉʦʩʪʦʷʥʠʝ ʚʢʣʶʯʠʪʝ ʧʨʘʚʠʣʦ ʜʦʩʪʫʧʘ ʢ ʤʦʙʠʣʴʥʳʤ ʫʩʪʨʦʡʩʪʚʘʤ. 

d. ɺ ʙʣʦʢʝ ʇʨʘʚʘ ʜʦʩʪʫʧʘ ʥʘʩʪʨʦʡʪʝ ʨʘʟʨʝʰʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʤʦʙʠʣʴʥʳʤ 

ʫʩʪʨʦʡʩʪʚʘʤ. 

¶ ʅʘʩʪʨʦʡʪʝ ʨʘʟʨʝʰʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʤʦʙʠʣʴʥʳʤ ʫʩʪʨʦʡʩʪʚʘʤ ʚ ʬʘʡʣʦʚʦʤ 

ʤʝʥʝʜʞʝʨʝ (ʏʪʝʥʠʝ / ɿʘʧʠʩʴ). 

¶ ʅʘʩʪʨʦʡʪʝ ʜʦʩʪʫʧ ʢ ʜʘʥʥʳʤ ʤʦʙʠʣʴʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ʯʝʨʝʟ ʧʨʠʣʦʞʝʥʠʝ ADB ʩ ʧʦʤʦʱʴʶ 

ʬʣʘʞʢʘ ɼʦʩʪʫʧ ʯʝʨʝʟ ADB. 

ɽʩʣʠ ʬʣʘʞʦʢ ʩʥʷʪ, ʧʨʠ ʧʦʜʢʣʶʯʝʥʠʠ ʤʦʙʠʣʴʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ʧʨʠʣʦʞʝʥʠʝ ADB ʥʝ ʩʤʦʞʝʪ 

ʦʙʥʘʨʫʞʠʪʴ ʫʩʪʨʦʡʩʪʚʦ. 

e. ɺ ʙʣʦʢʝ ʇʦʣʴʟʦʚʘʪʝʣʠ ʚʳʙʝʨʠʪʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠʣʠ ʛʨʫʧʧʳ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʜʣʷ ʜʦʩʪʫʧʘ ʢ 

ʤʦʙʠʣʴʥʳʤ ʫʩʪʨʦʡʩʪʚʘʤ. ɺʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ Active Directory, ʠʟ ʩʧʠʩʢʘ ʫʯʝʪʥʳʭ 

ʟʘʧʠʩʝʡ ʚ Kaspersky Security Center ʠʣʠ ʚʚʝʩʪʠ ʠʤʷ ʣʦʢʘʣʴʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚʨʫʯʥʫʶ. ʉʧʝʮʠʘʣʠʩʪʳ 

"ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʨʝʢʦʤʝʥʜʫʶʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʣʦʢʘʣʴʥʳʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʪʦʣʴʢʦ ʚ ʪʝʭ 

ʩʣʫʯʘʷʭ, ʢʦʛʜʘ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʦʤʝʥʥʳʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʥʝʚʦʟʤʦʞʥʦ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʠʣʦʞʝʥʠʝ 11. 

ʋʯʝʪʥʳʝ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ ʧʨʘʚʠʣʘʭ ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 530). 

f. ɺ ʙʣʦʢʝ ʈʘʩʧʠʩʘʥʠʝ ʜʦʩʪʫʧʘ ʢ ʫʩʪʨʦʡʩʪʚʘʤ ʥʘʩʪʨʦʡʪʝ ʨʘʩʧʠʩʘʥʠʝ ʜʦʩʪʫʧʘ ʢ ʫʩʪʨʦʡʩʪʚʘʤ ʜʣʷ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

ʅʘʩʪʨʦʠʪʴ ʦʪʜʝʣʴʥʦʝ ʨʘʩʧʠʩʘʥʠʝ ʜʦʩʪʫʧʘ ʢ ADB-ʫʩʪʨʦʡʩʪʚʘʤ ʥʝʚʦʟʤʦʞʥʦ. ɺʳ ʤʦʞʝʪʝ 

ʥʘʩʪʨʦʠʪʴ ʦʙʱʝʝ ʨʘʩʧʠʩʘʥʠʝ ʜʣʷ ADB-ʫʩʪʨʦʡʩʪʚ ʠ ʧʦʨʪʘʪʠʚʥʳʭ ʫʩʪʨʦʡʩʪʚ (MTP). 

g. ɺ ʙʣʦʢʝ ɼʦʩʪʫʧ ʯʝʨʝʟ iTunes ʥʘʩʪʨʦʡʪʝ ʜʦʩʪʫʧ ʢ ʜʘʥʥʳʤ ʤʦʙʠʣʴʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ʯʝʨʝʟ 

ʧʨʠʣʦʞʝʥʠʝ iTunes. 

Kaspersky Endpoint Security ʧʨʠʤʝʥʷʝʪ ʥʘʩʪʨʦʡʢʠ ʜʦʩʪʫʧʘ ʢ ʤʦʙʠʣʴʥʳʤ ʫʩʪʨʦʡʩʪʚʘʤ ʯʝʨʝʟ 

ʧʨʠʣʦʞʝʥʠʝ iTunes ʜʣʷ ʚʩʝʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʅʘʩʪʨʦʠʪʴ ʦʪʜʝʣʴʥʦʝ ʨʘʩʧʠʩʘʥʠʝ ʜʦʩʪʫʧʘ ʢ 

iTunes-ʫʩʪʨʦʡʩʪʚʘʤ ʥʝʚʦʟʤʦʞʥʦ. 

7. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
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ɺ ʨʝʟʫʣʴʪʘʪʝ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʙʫʜʝʪ ʦʛʨʘʥʠʯʝʥ ʜʦʩʪʫʧ ʢ ʤʦʙʠʣʴʥʳʤ ʫʩʪʨʦʡʩʪʚʘʤ ʩʦʛʣʘʩʥʦ ʧʨʘʚʠʣʘʤ. ɽʩʣʠ 

ʚʳ ʟʘʧʨʝʪʠʣʠ ʜʦʩʪʫʧ ʢ ʤʦʙʠʣʴʥʳʤ ʫʩʪʨʦʡʩʪʚʘʤ ʚ ʧʨʠʣʦʞʝʥʠʷʭ ADB ʠ iTunes, ʧʨʠ ʧʦʜʢʣʶʯʝʥʠʠ ʤʦʙʠʣʴʥʦʛʦ 

ʫʩʪʨʦʡʩʪʚʘ ʧʨʠʣʦʞʝʥʠʷ ADB ʠ iTunes ʥʝ ʩʤʦʛʫʪ ʦʙʥʘʨʫʞʠʪʴ ʤʦʙʠʣʴʥʦʝ ʫʩʪʨʦʡʩʪʚʦ. 

ɼʦʚʝʨʝʥʥʳʝ ʤʦʙʠʣʴʥʳʝ ʫʩʪʨʦʡʩʪʚʘ 

ɼʦʚʝʨʝʥʥʳʝ ʫʩʪʨʦʡʩʪʚʘ ï ʵʪʦ ʫʩʪʨʦʡʩʪʚʘ, ʧʦʣʥʳʡ ʜʦʩʪʫʧ ʢ ʢʦʪʦʨʳʤ ʨʘʟʨʝʰʝʥ ʚ ʣʶʙʦʝ ʚʨʝʤʷ ʜʣʷ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʫʢʘʟʘʥʥʳʭ ʚ ʧʘʨʘʤʝʪʨʘʭ ʜʦʚʝʨʝʥʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ. 

ɼʦʙʘʚʣʝʥʠʝ ʜʦʚʝʨʝʥʥʦʛʦ ʤʦʙʠʣʴʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ʥʠʯʝʤ ʥʝ ʦʪʣʠʯʘʝʪʩʷ ʦʪ ʜʦʙʘʚʣʝʥʠʷ ʜʨʫʛʠʭ ʪʠʧʦʚ 

ʜʦʚʝʨʝʥʥʳʭ ʫʩʪʨʦʡʩʪʚ. ɺʳ ʤʦʞʝʪʝ ʜʦʙʘʚʠʪʴ ʤʦʙʠʣʴʥʦʝ ʫʩʪʨʦʡʩʪʚʦ ʧʦ ʠʜʝʥʪʠʬʠʢʘʪʦʨʫ ʠʣʠ ʤʦʜʝʣʠ 

ʫʩʪʨʦʡʩʪʚʘ. 

ɼʣʷ ʜʦʙʘʚʣʝʥʠʷ ʜʦʚʝʨʝʥʥʦʛʦ ʤʦʙʠʣʴʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ʧʦ ʠʜʝʥʪʠʬʠʢʘʪʦʨʫ, ʚʘʤ ʧʦʥʘʜʦʙʠʪʩʷ ʫʥʠʢʘʣʴʥʳʡ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨ (ʘʥʛʣ. Hardware ID, HWID). ɺʳ ʤʦʞʝʪʝ ʧʨʦʩʤʦʪʨʝʪʴ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʚ ʩʚʦʡʩʪʚʘʭ ʫʩʪʨʦʡʩʪʚʘ 

ʩʨʝʜʩʪʚʘʤʠ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ (ʩʤ. ʨʠʩ. ʥʠʞʝ). ɼʣʷ ʵʪʦʛʦ ʧʨʝʜʥʘʟʥʘʯʝʥ ʠʥʩʪʨʫʤʝʥʪ ɼʠʩʧʝʪʯʝʨ 

ʫʩʪʨʦʡʩʪʚ (ʘʥʛʣ. Device Manager). ʀʜʝʥʪʠʬʠʢʘʪʦʨʳ ʜʣʷ ʧʦʨʪʘʪʠʚʥʳʭ ʫʩʪʨʦʡʩʪʚ (MTP) ʠ ADB-, iTunes-

ʫʩʪʨʦʡʩʪʚ ʦʪʣʠʯʘʶʪʩʷ, ʜʘʞʝ ʝʩʣʠ ʵʪʦ ʦʜʥʦ ʤʦʙʠʣʴʥʦʝ ʫʩʪʨʦʡʩʪʚʦ. ʇʨʠʤʝʨ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʧʦʨʪʘʪʠʚʥʦʛʦ 

ʫʩʪʨʦʡʩʪʚʘ (MTP): 15131JECB07440 . ʇʨʠʤʝʨ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ADB-ʫʩʪʨʦʡʩʪʚʘ: 6&370DEC2A&0&0001. 

ɼʦʙʘʚʣʷʪʴ ʫʩʪʨʦʡʩʪʚʘ ʧʦ ʠʜʝʥʪʠʬʠʢʘʪʦʨʫ ʫʜʦʙʥʦ, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ ʜʦʙʘʚʠʪʴ ʥʝʩʢʦʣʴʢʦ ʦʧʨʝʜʝʣʝʥʥʳʭ 

ʫʩʪʨʦʡʩʪʚ. ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʤʘʩʢʠ. 

ɽʩʣʠ ʚʳ ʫʩʪʘʥʦʚʠʣʠ ʧʨʠʣʦʞʝʥʠʝ ADB ʠʣʠ iTunes ʧʦʩʣʝ ʧʦʜʢʣʶʯʝʥʠʷ ʫʩʪʨʦʡʩʪʚʘ ʢ ʢʦʤʧʴʶʪʝʨʫ, 

ʫʥʠʢʘʣʴʥʳʡ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʫʩʪʨʦʡʩʪʚʘ ʤʦʞʝʪ ʙʳʪʴ ʩʙʨʦʰʝʥ. ʊʦ ʝʩʪʴ, Kaspersky Endpoint Security 

ʦʧʨʝʜʝʣʠʪ ʵʪʦ ʫʩʪʨʦʡʩʪʚʦ ʢʘʢ ʥʦʚʦʝ. ɽʩʣʠ ʫʩʪʨʦʡʩʪʚʦ ʜʦʚʝʨʝʥʥʦʝ, ʜʦʙʘʚʴʪʝ ʫʩʪʨʦʡʩʪʚʦ ʚ ʩʧʠʩʦʢ 

ʜʦʚʝʨʝʥʥʳʭ ʧʦʚʪʦʨʥʦ. 

ɼʣʷ ʜʦʙʘʚʣʝʥʠʷ ʜʦʚʝʨʝʥʥʦʛʦ ʤʦʙʠʣʴʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ʧʦ ʤʦʜʝʣʠ, ʚʘʤ ʧʦʥʘʜʦʙʷʪʩʷ ʠʜʝʥʪʠʬʠʢʘʪʦʨ 

ʧʨʦʠʟʚʦʜʠʪʝʣʷ (ʘʥʛʣ. Vendor ID, VID) ʠ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʨʦʜʫʢʪʘ (ʘʥʛʣ. Product ID, PID). ɺʳ ʤʦʞʝʪʝ 

ʧʨʦʩʤʦʪʨʝʪʴ ʠʜʝʥʪʠʬʠʢʘʪʦʨʳ ʚ ʩʚʦʡʩʪʚʘʭ ʫʩʪʨʦʡʩʪʚʘ ʩʨʝʜʩʪʚʘʤʠ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ (ʩʤ. ʨʠʩ. ʥʠʞʝ). 

ʐʘʙʣʦʥ ʜʣʷ ʚʚʦʜʘ VID ʠ PID: VID_18D1&PID_4EE5 . ɼʦʙʘʚʣʷʪʴ ʫʩʪʨʦʡʩʪʚʘ ʧʦ ʤʦʜʝʣʠ ʫʜʦʙʥʦ, ʝʩʣʠ ʚʳ 

ʠʩʧʦʣʴʟʫʝʪʝ ʚ ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ ʫʩʪʨʦʡʩʪʚʘ ʦʧʨʝʜʝʣʝʥʥʦʡ ʤʦʜʝʣʠ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʚ  rʤʦʞʝʪʝ ʜʦʙʘʚʠʪʴ 

ʚʩʝ ʫʩʪʨʦʡʩʪʚʘ ʵʪʦʡ ʤʦʜʝʣʠ. 
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ʂʦʥʪʨʦʣʴ ʜʦʩʪʫʧʘ ʢ Bluetooth-ʫʩʪʨʦʡʩʪʚʘʤ 

Kaspersky Endpoint Security ʧʦʟʚʦʣʷʝʪ ʫʧʨʘʚʣʷʪʴ ʜʦʩʪʫʧʦʤ ʢ ʫʩʪʨʦʡʩʪʚʘʤ, ʧʦʜʢʣʶʯʝʥʥʳʤ ʧʦ Bluetooth. ʂ 

Bluetooth-ʫʩʪʨʦʡʩʪʚʘʤ ʦʪʥʦʩʷʪʩʷ ʙʝʩʧʨʦʚʦʜʥʳʝ ʢʣʘʚʠʘʪʫʨʳ, ʤʳʰʠ, ʛʘʨʥʠʪʫʨʳ, ʧʨʠʥʪʝʨʳ ʠ ʪ.ʜ. ʊʘʢʞʝ ʚʳ 

ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ Bluetooth ʜʣʷ ʦʙʤʝʥʘ ʜʘʥʥʳʤʠ, ʥʘʧʨʠʤʝʨ, ʩ ʤʦʙʠʣʴʥʳʤ ʫʩʪʨʦʡʩʪʚʦʤ. 

ʇʨʠ ʧʦʜʢʣʶʯʝʥʠʠ ʠʣʠ ʦʪʢʣʶʯʝʥʠʠ Bluetooth-ʫʩʪʨʦʡʩʪʚ ʧʨʠʣʦʞʝʥʠʝ ʤʦʞʝʪ ʩʦʟʜʘʚʘʪʴ ʥʝʩʢʦʣʴʢʦ 

ʩʦʙʳʪʠʡ ʦ ʜʝʡʩʪʚʠʷʭ ʩ ʫʩʪʨʦʡʩʪʚʦʤ. ʕʪʦ ʩʚʷʟʘʥʦ ʩ ʪʝʤ, ʯʪʦ ʦʧʝʨʘʮʠʦʥʥʘʷ ʩʠʩʪʝʤʘ ʤʦʞʝʪ ʦʧʨʝʜʝʣʷʪʴ 

Bluetooth-ʫʩʪʨʦʡʩʪʚʦ ʢʘʢ ʥʝʩʢʦʣʴʢʦ ʫʩʪʨʦʡʩʪʚ ʨʘʟʥʳʭ ʪʠʧʦʚ. ʊʘʢʞʝ Kaspersky Endpoint Security 

ʢʦʥʪʨʦʣʠʨʫʝʪ Bluetooth-ʘʜʘʧʪʝʨ, ʯʝʨʝʟ ʢʦʪʦʨʳʡ ʧʦʜʢʣʶʯʝʥʦ ʫʩʪʨʦʡʩʪʚʦ, ʢʘʢ ʦʪʜʝʣʴʥʦʝ ʫʩʪʨʦʡʩʪʚʦ. 

ʇʦʵʪʦʤʫ ʧʨʠʣʦʞʝʥʠʝ ʩʦʟʜʘʝʪ ʩʦʙʳʪʠʝ ʜʣʷ ʚʩʝʭ ʦʙʥʘʨʫʞʝʥʥʳʭ ʫʩʪʨʦʡʩʪʚ. 

ɺʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʦʜʠʥ ʠʟ ʩʣʝʜʫʶʱʠʭ ʨʝʞʠʤʦʚ ʜʦʩʪʫʧʘ ʢ Bluetooth-ʫʩʪʨʦʡʩʪʚʘʤ: 

¶ ʈʘʟʨʝʰʘʪʴ ʠ ʥʝ ʟʘʧʠʩʳʚʘʪʴ ʚ ʦʪʯʝʪ . Kaspersky Endpoint Security ʧʦʟʚʦʣʷʝʪ ʧʦʜʢʣʶʯʘʪʴ ʣʶʙʳʝ 

Bluetooth-ʫʩʪʨʦʡʩʪʚʘ ʠ ʥʝ ʩʦʭʨʘʥʷʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʦʜʢʣʶʯʝʥʠʠ ʚ ʞʫʨʥʘʣ ʩʦʙʳʪʠʡ. ɺʳ ʤʦʞʝʪʝ 

ʧʦʜʢʣʶʯʘʪʴ ʫʩʪʨʦʡʩʪʚʘ ʚʚʦʜʘ ʧʦ Bluetooth (ʢʣʘʚʠʘʪʫʨʳ, ʤʳʰʠ ʠ ʪ.ʧ.), ʧʝʨʝʜʘʚʘʪʴ ʜʘʥʥʳʝ ʧʦ 

Bluetooth, ʫʧʨʘʚʣʷʪʴ ʜʨʫʛʠʤʠ ʫʩʪʨʦʡʩʪʚʘʤʠ ʧʦ Bluetooth (ʛʘʨʥʠʪʫʨʘ, ʥʘʫʰʥʠʢʠ ʠ ʪ.ʧ.). 

¶ ʈʘʟʨʝʰʘʪʴ . Kaspersky Endpoint Security ʧʦʟʚʦʣʷʝʪ ʧʦʜʢʣʶʯʘʪʴ ʣʶʙʳʝ Bluetooth-ʫʩʪʨʦʡʩʪʚʘ. ɺʳ 

ʤʦʞʝʪʝ ʧʦʜʢʣʶʯʘʪʴ ʫʩʪʨʦʡʩʪʚʘ ʚʚʦʜʘ ʧʦ Bluetooth (ʢʣʘʚʠʘʪʫʨʳ, ʤʳʰʠ ʠ ʪ.ʧ.), ʧʝʨʝʜʘʚʘʪʴ ʜʘʥʥʳʝ ʧʦ 

Bluetooth, ʫʧʨʘʚʣʷʪʴ ʜʨʫʛʠʤʠ ʫʩʪʨʦʡʩʪʚʘʤʠ ʧʦ Bluetooth (ʛʘʨʥʠʪʫʨʘ, ʥʘʫʰʥʠʢʠ ʠ ʪ.ʧ.). 
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¶ ɿʘʧʨʝʱʘʪʴ . Kaspersky Endpoint Security ʦʛʨʘʥʠʯʠʚʘʝʪ ʜʦʩʪʫʧ ʢ Bluetooth-ʫʩʪʨʦʡʩʪʚʘʤ. ɺ  r

ʤʦʞʝʪʝ ʨʘʟʨʝʰʠʪʴ ʧʦʜʢʣʶʯʝʥʠʝ ʪʦʣʴʢʦ ʫʩʪʨʦʡʩʪʚ ʚʚʦʜʘ ʧʦ Bluetooth (ʢʣʘʩʩ HID-ʫʩʪʨʦʡʩʪʚ ï Human 

Interface Devices). ʂ ʵʪʠʤ ʫʩʪʨʦʡʩʪʚʘʤ ʦʪʥʦʩʷʪʩʷ ʢʣʘʚʠʘʪʫʨʳ, ʤʳʰʠ, ʜʞʦʡʩʪʠʢʠ ʠ ʪ.ʧ. 

ʉʬʦʨʤʠʨʦʚʘʪʴ ʩʧʠʩʦʢ ʜʦʚʝʨʝʥʥʳʭ Bluetooth-ʫʩʪʨʦʡʩʪʚ ʥʝʚʦʟʤʦʞʥʦ. ɽʩʣʠ ʚʳ ʦʛʨʘʥʠʯʠʣʠ ʜʦʩʪʫʧ ʢ 

Bluetooth-ʫʩʪʨʦʡʩʪʚʘʤ, ʚʳ ʤʦʞʝʪʝ ʨʘʟʨʝʰʠʪʴ ʧʦʜʢʣʶʯʝʥʠʝ ʪʦʣʴʢʦ ʫʩʪʨʦʡʩʪʚ ʚʚʦʜʘ ʧʦ Bluetooth. 

ɺʳ ʤʦʞʝʪʝ ʨʘʟʨʝʰʠʪʴ ʧʦʜʢʣʶʯʝʥʠʝ ʫʩʪʨʦʡʩʪʚ ʚʚʦʜʘ ʪʦʣʴʢʦ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ ʠʣʠ ʚ Web 

Console. ʈʘʟʨʝʰʠʪʴ ʧʦʜʢʣʶʯʝʥʠʝ ʫʩʪʨʦʡʩʪʚ ʚʚʦʜʘ ʚ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ (MMC) ʥʝʚʦʟʤʦʞʥʦ. 

ʂʘʢ ʥʘʩʪʨʦʠʪʴ ʧʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʢ Bluetooth-ʫʩʪʨʦʡʩʪʚʘʤ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʂʦʥʪʨʦʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʂʦʥʪʨʦʣʴ 

ʫʩʪʨʦʡʩʪʚ. 

3. ɺ ʙʣʦʢʝ ʅʘʩʪʨʦʡʢʘ ʜʦʩʪʫʧʘ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʋʩʪʨʦʡʩʪʚʘ ʠ ʩʝʪʠ Wi-Fi. 

ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʥʘʭʦʜʷʪʩʷ ʧʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʜʣʷ ʚʩʝʭ ʫʩʪʨʦʡʩʪʚ, ʢʦʪʦʨʳʝ ʝʩʪʴ ʚ ʢʣʘʩʩʠʬʠʢʘʮʠʠ 

ʢʦʤʧʦʥʝʥʪʘ ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ. 
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ʈʠʩʫʥʦʢ 68. ʊʠʧʳ ʫʩʪʨʦʡʩʪʚ ʂʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ 

4. ɺ ʙʣʦʢʝ ɼʦʩʪʫʧ ʢ ʚʥʝʰʥʠʤ ʫʩʪʨʦʡʩʪʚʘʤ ʧʝʨʝʡʜʠʪʝ ʧʦ ʩʩʳʣʢʝ Bluetooth. 

ʆʪʢʨʦʶʪʩʷ ʥʘʩʪʨʦʡʢʠ ʜʦʩʪʫʧʘ ʢ Bluetooth-ʫʩʪʨʦʡʩʪʚʘʤ. 

5. ɺ ʙʣʦʢʝ ɼʦʩʪʫʧ ʥʘʩʪʨʦʡʪʝ ʨʝʞʠʤ ʜʦʩʪʫʧʘ ʢ Bluetooth-ʫʩʪʨʦʡʩʪʚʘʤ: ʈʘʟʨʝʰʘʪʴ, ɿʘʧʨʝʱʘʪʴ, 

ʈʘʟʨʝʰʘʪʴ ʠ ʥʝ ʟʘʧʠʩʳʚʘʪʴ ʚ ʦʪʯʝʪ. 

6. ɽʩʣʠ ʚʳ ʚʳʙʨʘʣʠ ʨʝʞʠʤ ɿʘʧʨʝʱʘʪʴ, ʚʳ ʤʦʞʝʪʝ ʨʘʟʨʝʰʠʪʴ ʧʦʜʢʣʶʯʝʥʠʝ ʪʦʣʴʢʦ ʫʩʪʨʦʡʩʪʚ ʚʚʦʜʘ ʧʦ 

Bluetooth (ʢʣʘʚʠʘʪʫʨʳ, ʤʳʰʠ ʠ ʪ.ʧ.). ɼʣʷ ʵʪʦʛʦ ʚ ʙʣʦʢʝ ʀʩʢʣʶʯʝʥʠʷ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʋʩʪʨʦʡʩʪʚʘ 

ʚʚʦʜʘ (ʤʳʰʠ ʠ ʢʣʘʚʠʘʪʫʨʳ). 

7. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ʂʦʥʪʨʦʣʴ ʧʝʯʘʪʠ 

ʉ ʧʦʤʦʱʴʶ ʂʦʥʪʨʦʣʷ ʧʝʯʘʪʠ ʚʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʜʦʩʪʫʧ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʢ ʣʦʢʘʣʴʥʳʤ ʠ ʩʝʪʝʚʳʤ ʧʨʠʥʪʝʨʘʤ. 

ʂʦʥʪʨʦʣʴ ʣʦʢʘʣʴʥʳʭ ʧʨʠʥʪʝʨʦʚ 

Kaspersky Endpoint Security ʧʦʟʚʦʣʷʝʪ ʥʘʩʪʨʦʠʪʴ ʜʦʩʪʫʧ ʢ ʣʦʢʘʣʴʥʳʤ ʧʨʠʥʪʝʨʘʤ ʥʘ ʜʚʫʭ ʫʨʦʚʥʷʭ: 

ʧʦʜʢʣʶʯʝʥʠʝ ʠ ʧʝʯʘʪʴ. 

Kaspersky Endpoint Security ʫʧʨʘʚʣʷʝʪ ʧʦʜʢʣʶʯʝʥʠʝʤ ʣʦʢʘʣʴʥʳʭ ʧʨʠʥʪʝʨʦʚ ʧʦ ʩʣʝʜʫʶʱʠʤ ʰʠʥʘʤ: USB, 

ʇʦʩʣʝʜʦʚʘʪʝʣʴʥʳʡ ʧʦʨʪ (COM), ʇʘʨʘʣʣʝʣʴʥʳʡ ʧʦʨʪ (LPT). 
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Kaspersky Endpoint Security ʢʦʥʪʨʦʣʠʨʫʝʪ ʧʦʜʢʣʶʯʝʥʠʝ ʣʦʢʘʣʴʥʳʭ ʧʨʠʥʪʝʨʦʚ ʯʝʨʝʟ COM ʠ LPT ʪʦʣʴʢʦ 

ʥʘ ʫʨʦʚʥʝ ʰʠʥʳ. ʊʦ ʝʩʪʴ, ʯʪʦʙʳ ʟʘʧʨʝʪʠʪʴ ʧʦʜʢʣʶʯʝʥʠʝ ʧʨʠʥʪʝʨʦʚ ʯʝʨʝʟ COM ʠ LPT ʚʘʤ ʥʫʞʥʦ 

ʚʳʙʨʘʪʴ ʨʝʞʠʤ ʜʦʩʪʫʧʘ ʢ ʣʦʢʘʣʴʥʳʤ ʧʨʠʥʪʝʨʘʤ ɿʘʚʠʩʠʪ ʦʪ ʰʠʥʳ ʧʦʜʢʣʶʯʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ 

"ʀʟʤʝʥʝʥʠʝ ʧʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʢ ʫʩʪʨʦʡʩʪʚʘʤ" ʥʘ ʩʪʨ. 237) ʠ ʟʘʧʨʝʪʠʪʴ ʧʦʜʢʣʶʯʝʥʠʝ ʢ ʰʠʥʘʤ COM ʠ LPT 

(ʩʤ. ʨʘʟʜʝʣ "ʀʟʤʝʥʝʥʠʝ ʧʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʢ ʰʠʥʝ ʧʦʜʢʣʶʯʝʥʠʷ" ʥʘ ʩʪʨ. 240). 

ʇʨʠʥʪʝʨʳ, ʧʦʜʢʣʶʯʝʥʥʳʝ ʯʝʨʝʟ USB, ʧʨʠʣʦʞʝʥʠʝ ʢʦʥʪʨʦʣʠʨʫʝʪ ʥʘ ʜʚʫʭ ʫʨʦʚʥʷʭ: ʪʠʧ ʫʩʪʨʦʡʩʪʚ (ʣʦʢʘʣʴʥʳʝ 

ʧʨʠʥʪʝʨʳ) ʠ ʰʠʥʘ ʧʦʜʢʣʶʯʝʥʠʷ (USB). 

ɺʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʦʜʠʥ ʩʣʝʜʫʶʱʠʭ ʨʝʞʠʤʦʚ ʜʦʩʪʫʧʘ ʢ ʣʦʢʘʣʴʥʳʤ ʧʨʠʥʪʝʨʘʤ ʯʝʨʝʟ USB (ʩʤ. ʨʘʟʜʝʣ 

"ʀʟʤʝʥʝʥʠʝ ʧʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʢ ʫʩʪʨʦʡʩʪʚʘʤ" ʥʘ ʩʪʨ. 237): 

¶ ʈʘʟʨʝʰʘʪʴ . Kaspersky Endpoint Security ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʧʦʣʥʳʡ ʜʦʩʪʫʧ ʢ ʣʦʢʘʣʴʥʳʤ ʧʨʠʥʪʝʨʘʤ 

ʜʣʷ ʚʩʝʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʇʦʣʴʟʦʚʘʪʝʣʠ ʤʦʛʫʪ ʧʦʜʢʣʶʯʘʪʴ ʧʨʠʥʪʝʨʳ ʠ ʧʝʯʘʪʘʪʴ ʜʦʢʫʤʝʥʪʳ 

ʩʨʝʜʩʪʚʘʤʠ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. 

¶ ɿʘʧʨʝʱʘʪʴ . Kaspersky Endpoint Security ʙʣʦʢʠʨʫʝʪ ʧʦʜʢʣʶʯʝʥʠʝ ʣʦʢʘʣʴʥʳʭ ʧʨʠʥʪʝʨʦʚ. 

ʇʨʠʣʦʞʝʥʠʝ ʨʘʟʨʝʰʘʝʪ ʧʦʜʢʣʶʯʠʪʴ ʪʦʣʴʢʦ ʜʦʚʝʨʝʥʥʳʝ ʧʨʠʥʪʝʨʳ. 

¶ ɿʘʚʠʩʠʪ ʦʪ ʰʠʥʳ ʧʦʜʢʣʶʯʝʥʠʷ . Kaspersky Endpoint Security ʦʛʨʘʥʠʯʠʚʘʝʪ ʜʦʩʪʫʧ ʢ ʣʦʢʘʣʴʥʳʤ 

ʧʨʠʥʪʝʨʘʤ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩʦ ʩʪʘʪʫʩʦʤ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʰʠʥʝ USB (ʩʤ. ʨʘʟʜʝʣ "ʀʟʤʝʥʝʥʠʝ ʧʨʘʚʠʣʘ 

ʜʦʩʪʫʧʘ ʢ ʰʠʥʝ ʧʦʜʢʣʶʯʝʥʠʷ" ʥʘ ʩʪʨ. 240) (ʈʘʟʨʝʰʘʪʴ  ʠʣʠ ɿʘʧʨʝʱʘʪʴ ). 

¶ ʇʦ ʧʨʘʚʠʣʘʤ . ɼʣʷ ʢʦʥʪʨʦʣʷ ʧʝʯʘʪʠ ʚʘʤ ʥʫʞʥʦ ʜʦʙʘʚʠʪʴ ʧʨʘʚʠʣʘ ʧʝʯʘʪʠ. ɺ ʧʨʘʚʠʣʘʭ ʚʳ ʤʦʞʝʪʝ 

ʚʳʙʨʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠʣʠ ʛʨʫʧʧʫ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʢʦʪʦʨʳʤ ʙʫʜʝʪ ʨʘʟʨʝʰʝʥʦ ʠʣʠ ʟʘʧʨʝʱʝʥʦ 

ʧʝʯʘʪʘʪʴ ʜʦʢʫʤʝʥʪʳ ʥʘ ʣʦʢʘʣʴʥʳʭ ʧʨʠʥʪʝʨʘʭ. 

ʂʦʥʪʨʦʣʴ ʩʝʪʝʚʳʭ ʧʨʠʥʪʝʨʦʚ 

Kaspersky Endpoint Security ʧʦʟʚʦʣʷʝʪ ʥʘʩʪʨʦʠʪʴ ʜʦʩʪʫʧ ʢ ʧʝʯʘʪʠ ʥʘ ʩʝʪʝʚʳʭ ʧʨʠʥʪʝʨʘʭ. ɺʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ 

ʦʜʠʥ ʩʣʝʜʫʶʱʠʭ ʨʝʞʠʤʦʚ ʜʦʩʪʫʧʘ ʢ ʩʝʪʝʚʳʤ ʧʨʠʥʪʝʨʘʤ (ʩʤ. ʨʘʟʜʝʣ "ʀʟʤʝʥʝʥʠʝ ʧʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʢ 

ʫʩʪʨʦʡʩʪʚʘʤ" ʥʘ ʩʪʨ. 237): 

¶ ʈʘʟʨʝʰʘʪʴ ʠ ʥʝ ʟʘʧʠʩʳʚʘʪʴ ʚ ʦʪʯʝʪ . Kaspersky Endpoint Security ʥʝ ʢʦʥʪʨʦʣʠʨʫʝʪ ʧʝʯʘʪʴ ʥʘ 

ʩʝʪʝʚʳʭ ʧʨʠʥʪʝʨʘʭ. ʇʨʠʣʦʞʝʥʠʝ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʜʦʩʪʫʧ ʢ ʧʝʯʘʪʠ ʥʘ ʩʝʪʝʚʳʭ ʧʨʠʥʪʝʨʘʭ ʜʣʷ ʚʩʝʭ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʥʝ ʩʦʭʨʘʥʷʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʝʯʘʪʠ ʚ ʞʫʨʥʘʣ ʩʦʙʳʪʠʡ. 

¶ ʈʘʟʨʝʰʘʪʴ . Kaspersky Endpoint Security ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʜʦʩʪʫʧ ʢ ʧʝʯʘʪʠ ʥʘ ʩʝʪʝʚʳʭ ʧʨʠʥʪʝʨʘʭ 

ʜʣʷ ʚʩʝʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

¶ ɿʘʧʨʝʱʘʪʴ . Kaspersky Endpoint Security ʦʛʨʘʥʠʯʠʚʘʝʪ ʜʦʩʪʫʧ ʢ ʧʝʯʘʪʠ ʥʘ ʩʝʪʝʚʳʭ ʧʨʠʥʪʝʨʘʭ ʜʣʷ 

ʚʩʝʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʇʨʠʣʦʞʝʥʠʝ ʨʘʟʨʝʰʘʝʪ ʜʦʩʪʫʧ ʪʦʣʴʢʦ ʢ ʜʦʚʝʨʝʥʥʳʤ ʧʨʠʥʪʝʨʘʤ. 

¶ ʇʦ ʧʨʘʚʠʣʘʤ . Kaspersky Endpoint Security ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʜʦʩʪʫʧ ʢ ʧʝʯʘʪʠ ʜʣʷ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 

ʧʨʘʚʠʣʘʤʠ ʧʝʯʘʪʠ. ɺ ʧʨʘʚʠʣʘʭ ʚʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠʣʠ ʛʨʫʧʧʫ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, 

ʢʦʪʦʨʳʤ ʙʫʜʝʪ ʨʘʟʨʝʰʝʥʦ ʠʣʠ ʟʘʧʨʝʱʝʥʦ ʧʝʯʘʪʘʪʴ ʜʦʢʫʤʝʥʪʳ ʥʘ ʩʝʪʝʚʳʭ ʧʨʠʥʪʝʨʘʭ. 

ɼʦʙʘʚʣʝʥʠʝ ʧʨʘʚʠʣ ʧʝʯʘʪʠ ʜʣʷ ʧʨʠʥʪʝʨʦʚ 

ʂʘʢ ʜʦʙʘʚʠʪʴ ʧʨʘʚʠʣʘ ʧʝʯʘʪʠ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʂʦʥʪʨʦʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʂʦʥʪʨʦʣʴ 

ʫʩʪʨʦʡʩʪʚ. 

3. ɺ ʙʣʦʢʝ ʅʘʩʪʨʦʡʢʘ ʜʦʩʪʫʧʘ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʋʩʪʨʦʡʩʪʚʘ ʠ ʩʝʪʠ Wi-Fi. 
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250 

 

 

 

ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʥʘʭʦʜʷʪʩʷ ʧʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʜʣʷ ʚʩʝʭ ʫʩʪʨʦʡʩʪʚ, ʢʦʪʦʨʳʝ ʝʩʪʴ ʚ ʢʣʘʩʩʠʬʠʢʘʮʠʠ 

ʢʦʤʧʦʥʝʥʪʘ ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ. 

 
ʈʠʩʫʥʦʢ 69. ʊʠʧʳ ʫʩʪʨʦʡʩʪʚ ʂʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ 

4. ɺ ʙʣʦʢʝ ɼʦʩʪʫʧ ʢ ʚʥʝʰʥʠʤ ʫʩʪʨʦʡʩʪʚʘʤ ʧʝʨʝʡʜʠʪʝ ʧʦ ʩʩʳʣʢʝ ʃʦʢʘʣʴʥʳʝ ʧʨʠʥʪʝʨʳ ʠʣʠ 

ʉʝʪʝʚʳʝ ʧʨʠʥʪʝʨʳ. 

ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʥʘʭʦʜʷʪʩʷ ʧʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʢ ʧʨʠʥʪʝʨʘʤ. 

5. ɺ ʙʣʦʢʝ ɼʦʩʪʫʧ ʢ ʣʦʢʘʣʴʥʳʤ ʧʨʠʥʪʝʨʘʤ ʠʣʠ ɼʦʩʪʫʧ ʢ ʩʝʪʝʚʳʤ ʧʨʠʥʪʝʨʘʤ ʥʘʩʪʨʦʡʪʝ ʨʝʞʠʤ ʜʦʩʪʫʧʘ 

ʢ ʧʨʠʥʪʝʨʘʤ: ʈʘʟʨʝʰʘʪʴ, ɿʘʧʨʝʱʘʪʴ, ʈʘʟʨʝʰʘʪʴ ʠ ʥʝ ʟʘʧʠʩʳʚʘʪʴ ʚ ʦʪʯʝʪ (ʪʦʣʴʢʦ ʜʣʷ ʩʝʪʝʚʳʭ 

ʧʨʠʥʪʝʨʦʚ), ɿʘʚʠʩʠʪ ʦʪ ʰʠʥʳ ʧʦʜʢʣʶʯʝʥʠʷ (ʪʦʣʴʢʦ ʜʣʷ ʣʦʢʘʣʴʥʳʭ ʧʨʠʥʪʝʨʦʚ) ʠʣʠ ʇʦ ʧʨʘʚʠʣʘʤ. 

6. ɽʩʣʠ ʚʳ ʚʳʙʨʘʣʠ ʨʝʞʠʤ ʇʦ ʧʨʘʚʠʣʘʤ, ʚʘʤ ʥʫʞʥʦ ʜʦʙʘʚʠʪʴ ʧʨʘʚʠʣʘ ʧʝʯʘʪʠ ʜʣʷ ʧʨʠʥʪʝʨʦʚ. 

ɺʳʙʝʨʠʪʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠʣʠ ʛʨʫʧʧʳ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʢ ʢʦʪʦʨʳʤ ʚʳ ʭʦʪʠʪʝ ʧʨʠʤʝʥʠʪʴ ʧʨʘʚʠʣʦ 

ʧʝʯʘʪʠ: 

a. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʜʦʙʘʚʣʝʥʠʷ ʥʦʚʦʛʦ ʧʨʘʚʠʣʘ ʧʝʯʘʪʠ. 

b. ʅʘʟʥʘʯʴʪʝ ʧʨʠʦʨʠʪʝʪ ʟʘʧʠʩʠ ʧʨʘʚʠʣʘ. ɿʘʧʠʩʴ ʧʨʘʚʠʣʘ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʩʣʝʜʫʶʱʠʝ ʘʪʨʠʙʫʪʳ: 

ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ, ʨʘʟʨʝʰʝʥʠʷ (ʨʘʟʨʝʰʝʥʦ / ʟʘʧʨʝʱʝʥʦ) ʠ ʧʨʠʦʨʠʪʝʪ. 

ɿʘʧʠʩʴ ʧʨʘʚʠʣʘ ʠʤʝʶʪ ʧʨʠʦʨʠʪʝʪ. ɽʩʣʠ ʧʦʣʴʟʦʚʘʪʝʣʴ ʜʦʙʘʚʣʝʥ ʚ ʥʝʩʢʦʣʴʢʦ ʛʨʫʧʧ, Kaspersky 

Endpoint Security ʨʝʛʫʣʠʨʫʝʪ ʜʦʩʪʫʧ ʢ ʫʩʪʨʦʡʩʪʚʫ ʧʦ ʟʘʧʠʩʠ ʧʨʘʚʠʣʘ ʩ ʚʳʩʰʠʤ ʧʨʠʦʨʠʪʝʪʦʤ. 

Kaspersky Endpoint Security ʧʦʟʚʦʣʷʝʪ ʥʘʟʥʘʯʠʪʴ ʧʨʠʦʨʠʪʝʪ ʦʪ 0 ʜʦ 10 000. ʏʝʤ ʙʦʣʴʰʝ 

ʟʥʘʯʝʥʠʝ, ʪʝʤ ʚʳʰʝ ʧʨʠʦʨʠʪʝʪ. ʊʦ ʝʩʪʴ, ʟʘʧʠʩʴ ʩʦ ʟʥʘʯʝʥʠʝʤ 0 ʠʤʝʝʪ ʥʘʠʤʝʥʴʰʠʡ ʧʨʠʦʨʠʪʝʪ. 
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ʅʘʧʨʠʤʝʨ, ʚʳ ʤʦʞʝʪʝ ʧʨʝʜʦʩʪʘʚʠʪʴ ʨʘʟʨʝʰʝʥʠʝ ʪʦʣʴʢʦ ʥʘ ʯʪʝʥʠʝ ʜʣʷ ʛʨʫʧʧʳ "ɺʩʝ" ʠ 

ʨʘʟʨʝʰʝʥʠʝ ʥʘ ʯʪʝʥʠʝ ʠ ʟʘʧʠʩʴ ʜʣʷ ʛʨʫʧʧʳ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ. ɼʣʷ ʵʪʦʛʦ ʥʘʟʥʘʯʴʪʝ ʟʘʧʠʩʠ ʜʣʷ 

ʛʨʫʧʧʳ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʧʨʠʦʨʠʪʝʪ 1, ʘ ʛʨʫʧʧʝ "ɺʩʝ" ʧʨʠʦʨʠʪʝʪ 0. 

ʇʨʠʦʨʠʪʝʪ ʟʘʧʨʝʱʘʶʱʝʡ ʟʘʧʠʩʠ ʧʨʘʚʠʣʘ ʚʳʰʝ ʧʨʠʦʨʠʪʝʪʘ ʨʘʟʨʝʰʘʶʱʝʡ ʟʘʧʠʩʠ. ʊʦ ʝʩʪʴ, ʝʩʣʠ 

ʧʦʣʴʟʦʚʘʪʝʣʴ ʜʦʙʘʚʣʝʥ ʚ ʥʝʩʢʦʣʴʢʦ ʛʨʫʧʧ ʠ ʧʨʠʦʨʠʪʝʪ ʟʘʧʠʩʝʡ ʧʨʘʚʠʣʘ ʦʜʠʥʘʢʦʚʳʡ, Kaspersky 

Endpoint Security ʨʝʛʫʣʠʨʫʝʪ ʜʦʩʪʫʧ ʧʦ ʟʘʧʠʩʠ, ʟʘʧʨʝʱʘʶʱʝʡ ʜʦʩʪʫʧ ʢ ʫʩʪʨʦʡʩʪʚʫ. 

c. ɺ ʙʣʦʢʝ ɼʝʡʩʪʚʠʝ ʥʘʩʪʨʦʡʪʝ ʨʘʟʨʝʰʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʜʣʷ ʜʦʩʪʫʧʘ ʧʝʯʘʪʠ. 

d. ɺ ʙʣʦʢʝ ʇʦʣʴʟʦʚʘʪʝʣʠ ʠ ʛʨʫʧʧʳ ʚʳʙʝʨʠʪʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠʣʠ ʛʨʫʧʧʳ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʜʣʷ 

ʜʦʩʪʫʧʘ ʢ ʧʝʯʘʪʠ. ɺʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ Active Directory, ʠʟ ʩʧʠʩʢʘ ʫʯʝʪʥʳʭ 

ʟʘʧʠʩʝʡ ʚ Kaspersky Security Center ʠʣʠ ʚʚʝʩʪʠ ʠʤʷ ʣʦʢʘʣʴʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚʨʫʯʥʫʶ. 

ʉʧʝʮʠʘʣʠʩʪʳ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʨʝʢʦʤʝʥʜʫʶʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʣʦʢʘʣʴʥʳʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ 

ʪʦʣʴʢʦ ʚ ʪʝʭ ʩʣʫʯʘʷʭ, ʢʦʛʜʘ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʦʤʝʥʥʳʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʥʝʚʦʟʤʦʞʥʦ (ʩʤ. ʨʘʟʜʝʣ 

"ʇʨʠʣʦʞʝʥʠʝ 11. ʋʯʝʪʥʳʝ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ ʧʨʘʚʠʣʘʭ ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ 

ʩʪʨ. 530). 

7. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ɼʦʚʝʨʝʥʥʳʝ ʧʨʠʥʪʝʨʳ 

ɼʦʚʝʨʝʥʥʳʝ ʫʩʪʨʦʡʩʪʚʘ ï ʵʪʦ ʫʩʪʨʦʡʩʪʚʘ, ʧʦʣʥʳʡ ʜʦʩʪʫʧ ʢ ʢʦʪʦʨʳʤ ʨʘʟʨʝʰʝʥ ʚ ʣʶʙʦʝ ʚʨʝʤʷ ʜʣʷ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʫʢʘʟʘʥʥʳʭ ʚ ʧʘʨʘʤʝʪʨʘʭ ʜʦʚʝʨʝʥʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ. 

ɼʦʙʘʚʣʝʥʠʝ ʜʦʚʝʨʝʥʥʳʭ ʧʨʠʥʪʝʨʦʚ ʥʠʯʝʤ ʥʝ ʦʪʣʠʯʘʝʪʩʷ ʦʪ ʜʦʙʘʚʣʝʥʠʷ ʜʨʫʛʠʭ ʪʠʧʦʚ ʜʦʚʝʨʝʥʥʳʭ 

ʫʩʪʨʦʡʩʪʚ. ʃʦʢʘʣʴʥʳʝ ʧʨʠʥʪʝʨʳ ʚʳ ʤʦʞʝʪʝ ʜʦʙʘʚʠʪʴ ʧʦ ʠʜʝʥʪʠʬʠʢʘʪʦʨʫ ʠʣʠ ʤʦʜʝʣʠ ʫʩʪʨʦʡʩʪʚʘ. ʉʝʪʝʚʳʝ 

ʧʨʠʥʪʝʨʳ ʚʳ ʤʦʞʝʪʝ ʜʦʙʘʚʠʪʴ ʪʦʣʴʢʦ ʧʦ ʠʜʝʥʪʠʬʠʢʘʪʦʨʫ ʫʩʪʨʦʡʩʪʚʘ. 

ɼʣʷ ʜʦʙʘʚʣʝʥʠʷ ʜʦʚʝʨʝʥʥʦʛʦ ʣʦʢʘʣʴʥʦʛʦ ʧʨʠʥʪʝʨʘ ʧʦ ʠʜʝʥʪʠʬʠʢʘʪʦʨʫ, ʚʘʤ ʧʦʥʘʜʦʙʠʪʩʷ ʫʥʠʢʘʣʴʥʳʡ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨ (ʘʥʛʣ. Hardware ID, HWID). ɺʳ ʤʦʞʝʪʝ ʧʨʦʩʤʦʪʨʝʪʴ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʚ ʩʚʦʡʩʪʚʘʭ ʫʩʪʨʦʡʩʪʚʘ 

ʩʨʝʜʩʪʚʘʤʠ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ (ʩʤ. ʨʠʩ. ʥʠʞʝ). ɼʣʷ ʵʪʦʛʦ ʧʨʝʜʥʘʟʥʘʯʝʥ ʠʥʩʪʨʫʤʝʥʪ ɼʠʩʧʝʪʯʝʨ 

ʫʩʪʨʦʡʩʪʚ (ʘʥʛʣ. Device Manager). ʇʨʠʤʝʨ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʣʦʢʘʣʴʥʦʛʦ ʧʨʠʥʪʝʨʘ: 6&2D09F5AF&1&C000. 

ɼʦʙʘʚʣʷʪʴ ʫʩʪʨʦʡʩʪʚʘ ʧʦ ʠʜʝʥʪʠʬʠʢʘʪʦʨʫ ʫʜʦʙʥʦ, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ ʜʦʙʘʚʠʪʴ ʥʝʩʢʦʣʴʢʦ ʦʧʨʝʜʝʣʝʥʥʳʭ 

ʫʩʪʨʦʡʩʪʚ. ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʤʘʩʢʠ. 

ɼʣʷ ʜʦʙʘʚʣʝʥʠʷ ʜʦʚʝʨʝʥʥʦʛʦ ʣʦʢʘʣʴʥʦʛʦ ʧʨʠʥʪʝʨʘ ʧʦ ʤʦʜʝʣʠ, ʚʘʤ ʧʦʥʘʜʦʙʷʪʩʷ ʠʜʝʥʪʠʬʠʢʘʪʦʨ 

ʧʨʦʠʟʚʦʜʠʪʝʣʷ (ʘʥʛʣ. Vendor ID, VID) ʠ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʨʦʜʫʢʪʘ (ʘʥʛʣ. Product ID, PID). ɺʳ ʤʦʞʝʪʝ 

ʧʨʦʩʤʦʪʨʝʪʴ ʠʜʝʥʪʠʬʠʢʘʪʦʨʳ ʚ ʩʚʦʡʩʪʚʘʭ ʫʩʪʨʦʡʩʪʚʘ ʩʨʝʜʩʪʚʘʤʠ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ (ʩʤ. ʨʠʩ. ʥʠʞʝ). 

ʐʘʙʣʦʥ ʜʣʷ ʚʚʦʜʘ VID ʠ PID: VID_04A9&PID_27FD . ɼʦʙʘʚʣʷʪʴ ʫʩʪʨʦʡʩʪʚʘ ʧʦ ʤʦʜʝʣʠ ʫʜʦʙʥʦ, ʝʩʣʠ ʚʳ 
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ʠʩʧʦʣʴʟʫʝʪʝ ʚ ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ ʫʩʪʨʦʡʩʪʚʘ ʦʧʨʝʜʝʣʝʥʥʦʡ ʤʦʜʝʣʠ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʚʳ ʤʦʞʝʪʝ ʜʦʙʘʚʠʪʴ 

ʚʩʝ ʫʩʪʨʦʡʩʪʚʘ ʵʪʦʡ ʤʦʜʝʣʠ. 

 
ʈʠʩʫʥʦʢ 70. ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʫʩʪʨʦʡʩʪʚ ʚ ɼʠʩʧʝʪʯʝʨʝ ʫʩʪʨʦʡʩʪʚ 

ɼʣʷ ʜʦʙʘʚʣʝʥʠʷ ʜʦʚʝʨʝʥʥʦʛʦ ʩʝʪʝʚʦʛʦ ʧʨʠʥʪʝʨʘ, ʚʘʤ ʧʦʥʘʜʦʙʠʪʩʷ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʫʩʪʨʦʡʩʪʚʘ. ɼʣʷ ʩʝʪʝʚʳʭ 

ʧʨʠʥʪʝʨʦʚ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ ʤʦʞʝʪ ʙʳʪʴ ʩʝʪʝʚʦʝ ʠʤʷ ʧʨʠʥʪʝʨʘ (ʠʤʷ ʦʙʱʝʛʦ ʧʨʠʥʪʝʨʘ), IP-ʘʜʨʝʩ ʧʨʠʥʪʝʨʘ 

ʠʣʠ URL-ʘʜʨʝʩ ʧʨʠʥʪʝʨʘ. 

 

ʂʦʥʪʨʦʣʴ ʧʦʜʢʣʶʯʝʥʠʷ ʢ Wi-Fi 

ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ ʧʦʟʚʦʣʷʝʪ ʫʧʨʘʚʣʷʪʴ ʧʦʜʢʣʶʯʝʥʠʝʤ ʢʦʤʧʴʶʪʝʨʘ (ʥʦʫʪʙʫʢʘ) ʢ ʩʝʪʷʤ Wi-Fi. ʇʫʙʣʠʯʥʳʝ 

ʩʝʪʠ Wi-Fi ʤʦʛʫʪ ʙʳʪʴ ʥʝ ʟʘʱʠʱʝʥʳ, ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʪʘʢʠʭ ʩʝʪʝʡ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʧʦʪʝʨʝ ʜʘʥʥʳʭ. ʉ 

ʧʦʤʦɦɹ ʶ ʂʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ ʚʳ ʤʦʞʝʪʝ ʟʘʧʨʝʪʠʪʴ ʧʦʣʴʟʦʚʘʪʝʣʶ ʧʦʜʢʣʶʯʝʥʠʝ ʢ Wi-Fi ʠʣʠ ʨʘʟʨʝʰʠʪʴ 

ʧʦʜʢʣʶʯʝʥʠʝ ʪʦʣʴʢʦ ʢ ʜʦʚʝʨʝʥʥʳʤ ʩʝʪʷʤ. ʅʘʧʨʠʤʝʨ, ʚʳ ʤʦʞʝʪʝ ʨʘʟʨʝʰʠʪʴ ʧʦʜʢʣʶʯʝʥʠʝ ʪʦʣʴʢʦ ʢ 

ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʩʝʪʠ Wi-Fi, ʢʦʪʦʨʘʷ ʜʦʩʪʘʪʦʯʥʦ ʟʘʱʠʱʝʥʘ. ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ ʙʫʜʝʪ ʙʣʦʢʠʨʦʚʘʪʴ ʜʦʩʪʫʧ ʢʦ 

ʚʩʝʤ ʩʝʪʷʤ Wi-Fi, ʢʨʦʤʝ ʪʝʭ, ʢʦʪʦʨʳʝ ʫʢʘʟʘʥʳ ʚ ʩʧʠʩʢʝ ʜʦʚʝʨʝʥʥʳʭ. 
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ʅʘ ʢʦʤʧʴʶʪʝʨʘʭ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ Windows 11 ʜʣʷ ʢʦʥʪʨʦʣʷ ʧʦʜʢʣʶʯʝʥʠʷ ʢ Wi-Fi ʥʫʞʥʦ ʚʢʣʶʯʠʪʴ 

ʩʣʫʞʙʳ ʦʧʨʝʜʝʣʝʥʠʷ ʤʝʩʪʦʧʦʣʦʞʝʥʠʷ. ɼʣʷ ʵʪʦʛʦ ʚʘʤ ʥʫʞʥʦ ʚʢʣʶʯʠʪʴ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ʉʣʫʞʙʳ 

ʦʧʨʝʜʝʣʝʥʠʷ ʤʝʩʪʦʧʦʣʦʞʝʥʠʷ ʚ ʧʘʨʘʤʝʪʨʘʭ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ (ʅʘʩʪʨʦʡʢʠ Ÿ 

ʂʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ ʠ ʟʘʱʠʪʘ Ÿ ʈʘʩʧʦʣʦʞʝʥʠʝ). ɽʩʣʠ ʩʣʫʞʙʳ ʦʧʨʝʜʝʣʝʥʠʷ ʤʝʩʪʦʧʦʣʦʞʝʥʠʷ 

ʚʳʢʣʶʯʝʥʳ, Kaspersky Endpoint Security ʥʝ ʢʦʥʪʨʦʣʠʨʫʝʪ ʧʦʜʢʣʶʯʝʥʠʝ ʢ ʩʝʪʷʤ Wi-Fi. 

ʂʘʢ ʦʛʨʘʥʠʯʠʪʴ ʧʦʜʢʣʶʯʝʥʠʝ ʢ Wi-Fi ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʂʦʥʪʨʦʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʂʦʥʪʨʦʣʴ 

ʫʩʪʨʦʡʩʪʚ. 

3. ɺ ʙʣʦʢʝ ʅʘʩʪʨʦʡʢʘ ʜʦʩʪʫʧʘ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʋʩʪʨʦʡʩʪʚʘ ʠ ʩʝʪʠ Wi-Fi. 

ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʥʘʭʦʜʷʪʩʷ ʧʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʜʣʷ ʚʩʝʭ ʫʩʪʨʦʡʩʪʚ, ʢʦʪʦʨʳʝ ʝʩʪʴ ʚ ʢʣʘʩʩʠʬʠʢʘʮʠʠ 

ʢʦʤʧʦʥʝʥʪʘ ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ. 

4. ɺ ʙʣʦʢʝ ɼʦʩʪʫʧ ʢ ʩʝʪʷʤ Wi-Fi ʧʝʨʝʡʜʠʪʝ ʧʦ ʩʩʳʣʢʝ Wi-Fi. 

ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʥʘʭʦʜʷʪʩʷ ʧʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʢ ʩʝʪʷʤ Wi-Fi. 

 
ʈʠʩʫʥʦʢ 71. ʅʘʩʪʨʦʡʢʠ ʜʦʩʪʫʧʘ ʢ Wi-Fi 

5. ɺ ʙʣʦʢʝ ɼʦʩʪʫʧ ʚʳʙʝʨʠʪʝ ʜʝʡʩʪʚʠʝ ʂʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ ʧʨʠ ʧʦʜʢʣʶʯʝʥʠʷ ʢ Wi-Fi: ʈʘʟʨʝʰʘʪʴ, 

ɿʘʧʨʝʱʘʪʴ ʠʣʠ ɿʘʧʨʝʱʘʪʴ ʩ ʠʩʢʣʶʯʝʥʠʷʤʠ. 
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6. ɽʩʣʠ ʚʳ ʚʳʙʨʘʣʠ ʚʘʨʠʘʥʪ ɿʘʧʨʝʱʘʪʴ ʩ ʠʩʢʣʶʯʝʥʠʷʤʠ, ʩʬʦʨʤʠʨʫʡʪʝ ʩʧʠʩʦʢ ʜʦʚʝʨʝʥʥʳʭ ʩʝʪʝʡ Wi-

Fi: 

a. ɺ ʙʣʦʢʝ ɼʦʚʝʨʝʥʥʳʝ ʩʝʪʠ Wi-Fi ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

b. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʟʘʜʘʡʪʝ ʧʘʨʘʤʝʪʨʳ ʜʦʚʝʨʝʥʥʦʡ ʩʝʪʠ Wi-Fi (ʩʤ. ʨʠʩ. ʥʠʞʝ): 

¶ ʀʤ ̫ʩʝʪʠ. ʀʤ ̫ʩʝʪʠ Wi-Fi ʠʣʠ SSID (Service Set Identifier). 

¶ ʊʠʧ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. ʊʠʧ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʨʠ ʧʦʜʢʣʶʯʝʥʠʠ ʢ ʩʝʪʠ Wi-Fi. 

ʅʘʯʠʥʘʷ ʩ ʚʝʨʩʠʠ Kaspersky Endpoint Security ʜʣʷ Windows 12.0 ʚ ʧʨʠʣʦʞʝʥʠʝ 

ʜʦʙʘʚʣʝʥʘ ʧʦʜʜʝʨʞʢʘ ʧʨʦʪʦʢʦʣʘ WPA3. ɽʩʣʠ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʨʠʤʝʥʝʥʘ ʧʦʣʠʪʠʢʘ 

Kaspersky Endpoint Security ʚʝʨʩʠʠ 12.2, ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʩ ʫʩʪʘʥʦʚʣʝʥʥʳʤ 

ʧʨʠʣʦʞʝʥʠʝʤ Kaspersky Endpoint Security ʚʝʨʩʠʠ 11.11.0 ʠ ʙʦʣʝʝ ʨʘʥʥʠʭ ʚʝʨʩʠʡ ʙʫʜʝʪ 

ʚʳʙʨʘʥ ʧʨʦʪʦʢʦʣ WPA2, ʜʣʷ ʚʝʨʩʠʡ 12.0 ï 12.1 ʙʫʜʝʪ ʚʳʙʨʘʥ ʧʨʦʪʦʢʦʣ WPA2 / WPA3, 

ʜʣʷ ʚʝʨʩʠʠ 12.2 ʠ ʚʳʰʝ ï WPA3. 

¶ ʊʠʧ ʰʠʬʨʦʚʘʥʠʷ. ʊʠʧ ʰʠʬʨʦʚʘʥʠʷ, ʠʩʧʦʣʴʟʫʝʤʳʡ ʜʣʷ ʟʘʱʠʪʳ ʪʨʘʬʠʢʘ ʩʝʪʠ Wi-Fi. 

¶ ʂʦʤʤʝʥʪʘʨʠʡ. ɼʦʧʦʣʥʠʪʝʣʴʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʜʦʙʘʚʣʝʥʥʦʡ ʩʝʪʠ Wi-Fi. 

ɺʳ ʤʦʞʝʪʝ ʧʦʩʤʦʪʨʝʪʴ ʧʘʨʘʤʝʪʨʳ ʜʦʚʝʨʝʥʥʦʡ ʩʝʪʠ Wi-Fi ʚ ʧʘʨʘʤʝʪʨʘʭ ʨʦʫʪʝʨʘ. 

ʉʝʪʴ Wi-Fi ʩʯʠʪʘʝʪʩʷ ʜʦʚʝʨʝʥʥʦʡ, ʝʩʣʠ ʝʝ ʧʘʨʘʤʝʪʨʳ ʩʦʦʪʚʝʪʩʪʚʫʶʪ ʚʩʝʤ ʧʘʨʘʤʝʪʨʘʤ, 

ʫʢʘʟʘʥʥʳʤ ʚ ʧʨʘʚʠʣʝ. 

7. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
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ʈʠʩʫʥʦʢ 72. ʇʘʨʘʤʝʪʨʳ ʜʦʚʝʨʝʥʥʦʡ ʩʝʪʠ Wi-Fi 

ɺ ʨʝʟʫʣʴʪʘʪʝ ʧʨʠ ʧʦʧʳʪʢʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʦʜʢʣʶʯʠʪʴʩʷ ʢ ʩʝʪʠ Wi-Fi, ʢʦʪʦʨʘʷ ʥʝ ʫʢʘʟʘʥʘ ʚ ʩʧʠʩʢʝ 

ʜʦʚʝʨʝʥʥʳʭ, ʧʨʠʣʦʞʝʥʠʝ ʟʘʙʣʦʢʠʨʫʝʪ ʧʦʜʢʣʶʯʝʥʠʝ ʠ ʧʦʢʘʞʝʪ ʫʚʝʜʦʤʣʝʥʠʝ (ʩʤ. ʨʠʩ. ʥʠʞʝ). 

 
ʈʠʩʫʥʦʢ 73. ʋʚʝʜʦʤʣʝʥʠʝ ʂʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ 
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ʄʦʥʠʪʦʨʠʥʛ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʩʲʝʤʥʳʭ ʜʠʩʢʦʚ 

ʄʦʥʠʪʦʨʠʥʛ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʩʲʝʤʥʳʭ ʜʠʩʢʦʚ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʩʣʝʜʫʶʱʠʝ ʠʥʩʪʨʫʤʝʥʪʳ: 

¶ ʂʦʥʪʨʦʣʴ ʦʧʝʨʘʮʠʡ ʩ ʬʘʡʣʘʤʠ ʥʘ ʩʲʝʤʥʳʭ ʜʠʩʢʘʭ. 

¶ ʂʦʥʪʨʦʣʴ ʧʦʜʢʣʶʯʝʥʠʷ ʠ ʦʪʢʣʶʯʝʥʠʷ ʜʦʚʝʨʝʥʥʳʭ ʩʲʝʤʥʳʭ ʜʠʩʢʦʚ. 

Kaspersky Endpoint Security ʧʦʟʚʦʣʷʝʪ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʧʦʜʢʣʶʯʝʥʠʝ ʠ ʦʪʢʣʶʯʝʥʠʝ ʚʩʝʭ ʜʦʚʝʨʝʥʥʳʭ 

ʫʩʪʨʦʡʩʪʚ, ʥʝ ʪʦʣʴʢʦ ʩʲʝʤʥʳʭ ʜʠʩʢʦʚ. ɺʳ ʤʦʞʝʪʝ ʚʢʣʶʯʠʪʴ ʟʘʧʠʩʴ ʩʦʙʳʪʠʡ ʚ ʧʘʨʘʤʝʪʨʘʭ 

ʫʚʝʜʦʤʣʝʥʠʡ (ʩʤ. ʨʘʟʜʝʣ "ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʞʫʨʥʘʣʦʚ ʩʦʙʳʪʠʡ" ʥʘ ʩʪʨ. 370) ʜʣʷ ʢʦʤʧʦʥʝʥʪʘ 

ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ. ʉʦʙʳʪʠʷ ʠʤʝʶʪ ʫʨʦʚʝʥʴ ʚʘʞʥʦʩʪʠ ʀʥʬʦʨʤʘʮʠʦʥʥʦʝ. 

Ʒ ʏʪʦʙʳ ʚʢʣʶʯʠʪʴ ʤʦʥʠʪʦʨʠʥʛ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʩʲʝʤʥʳʭ ʜʠʩʢʦʚ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ 

ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʂʦʥʪʨʦʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʂʦʥʪʨʦʣʴ 

ʫʩʪʨʦʡʩʪʚ. 

3. ɺ ʙʣʦʢʝ ʅʘʩʪʨʦʡʢʘ ʜʦʩʪʫʧʘ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʋʩʪʨʦʡʩʪʚʘ ʠ ʩʝʪʠ Wi-Fi. 

ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʥʘʭʦʜʷʪʩʷ ʧʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʜʣʷ ʚʩʝʭ ʫʩʪʨʦʡʩʪʚ, ʢʦʪʦʨʳʝ ʝʩʪʴ ʚ ʢʣʘʩʩʠʬʠʢʘʮʠʠ 

ʢʦʤʧʦʥʝʥʪʘ ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ. 

 
ʈʠʩʫʥʦʢ 74. ʊʠʧʳ ʫʩʪʨʦʡʩʪʚ ʂʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ 
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4. ɺ ʙʣʦʢʝ ɼʦʩʪʫʧ ʢ ʟʘʧʦʤʠʥʘʶʱʠʤ ʫʩʪʨʦʡʩʪʚʘʤ ʚʳʙʝʨʠʪʝ ʵʣʝʤʝʥʪ ʉʲʝʤʥʳʝ ʜʠʩʢʠ. 

5. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʧʝʨʝʡʜʠʪʝ ʥʘ ʟʘʢʣʘʜʢʫ ɿʘʧʠʩʴ ʩʦʙʳʪʠʡ ʚ ʞʫʨʥʘʣ. 

 
ʈʠʩʫʥʦʢ 75. ʇʘʨʘʤʝʪʨʳ ʤʦʥʠʪʦʨʠʥʛʘ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʩʲʝʤʥʳʭ ʜʠʩʢʦʚ 

6. ɺʢʣʶʯʠʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ɿʘʧʠʩʴ ʩʦʙʳʪʠʡ ʚ ʞʫʨʥʘʣ. 

7. ɺ ʙʣʦʢʝ ʆʧʝʨʘʮʠʠ c ʬʘʡʣʘʤʠ ʚʳʙʝʨʠʪʝ ʦʧʝʨʘʮʠʠ, ʢʦʪʦʨʳʝ ʚʳ ʭʦʪʠʪʝ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ: ɿʘʧʠʩʴ, 

ʋʜʘʣʝʥʠʝ. 

8. ɺ ʙʣʦʢʝ ʌʠʣʴʪʨ ʧʦ ʬʦʨʤʘʪʘʤ ʬʘʡʣʦʚ ʚʳʙʝʨʠʪʝ ʬʦʨʤʘʪʳ ʬʘʡʣʦʚ, ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʦʧʝʨʘʮʠʷʭ ʩ 

ʢʦʪʦʨʳʤʠ ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ ʜʦʣʞʝʥ ʟʘʧʠʩʳʚʘʪʴ ʚ ʞʫʨʥʘʣ. 

9. ɺʳʙʝʨʠʪʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠʣʠ ʛʨʫʧʧʳ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʩʲʝʤʥʳʭ ʜʠʩʢʦʚ ʢʦʪʦʨʳʭ ʚʳ 

ʭʦʪʠʪʝ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ. 

10. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
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ɺ ʨʝʟʫʣʴʪʘʪʝ, ʢʦʛʜʘ ʧʦʣʴʟʦʚʘʪʝʣʠ ʙʫʜʫʪ ʧʨʦʠʟʚʦʜʠʪʴ ʟʘʧʠʩʴ ʚ ʬʘʡʣʳ, ʨʘʩʧʦʣʦʞʝʥʥʳʝ ʥʘ ʩʲʝʤʥʳʭ 

ʜʠʩʢʘʭ, ʠʣʠ ʫʜʘʣʷʪʴ ʬʘʡʣʳ ʩʦ ʩʲʝʤʥʳʭ ʜʠʩʢʦʚ, Kaspersky Endpoint Security ʙʫʜʝʪ ʩʦʭʨʘʥʷʪʴ 

ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʦʚʝʨʰʝʥʥʦʡ ʦʧʝʨʘʮʠʠ ʚ ʞʫʨʥʘʣ ʩʦʙʳʪʠʡ ʠ ʦʪʧʨʘʚʣʷʪʴ ʩʦʙʳʪʠʷ ʚ Kaspersky Security 

Center. ɺʳ ʤʦʞʝʪʝ ʧʨʦʩʤʦʪʨʝʪʴ ʩʦʙʳʪʠʷ, ʩʚʷʟʘʥʥʳʝ ʩ ʬʘʡʣʘʤʠ ʥʘ ʩʲʝʤʥʳʭ ʜʠʩʢʘʭ, ʚ ʂʦʥʩʦʣʠ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center ʚ ʨʘʙʦʯʝʡ ʦʙʣʘʩʪʠ ʜʣʷ ʫʟʣʘ ʉʝʨʚʝʨ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʥʘ ʟʘʢʣʘʜʢʝ ʉʦʙʳʪʠʷ. ʏʪʦʙʳ ʩʦʙʳʪʠʷ ʦʪʦʙʨʘʞʘʣʠʩʴ ʚ ʣʦʢʘʣʴʥʦʤ ʞʫʨʥʘʣʝ 

ʩʦʙʳʪʠʡ Kaspersky Endpoint Security, ʪʨʝʙʫʝʪʩʷ ʫʩʪʘʥʦʚʠʪʴ ʬʣʘʞʦʢ ɺʳʧʦʣʥʝʥʘ ʦʧʝʨʘʮʠʷ ʩ ʬʘʡʣʦʤ ʚ 

ʧʘʨʘʤʝʪʨʘʭ ʫʚʝʜʦʤʣʝʥʠʡ (ʩʤ. ʨʘʟʜʝʣ "ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʞʫʨʥʘʣʦʚ ʩʦʙʳʪʠʡ" ʥʘ ʩʪʨ. 370) ʜʣʷ 

ʢʦʤʧʦʥʝʥʪʘ ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ. 

 

ʀʟʤʝʥʝʥʠʝ ʧʝʨʠʦʜʘ ʢʝʰʠʨʦʚʘʥʠʷ 

ʂʦʤʧʦʥʝʥʪ ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ ʨʝʛʠʩʪʨʠʨʫʝʪ ʩʦʙʳʪʠʷ, ʩʚʷʟʘʥʥʳʝ ʩ ʢʦʥʪʨʦʣʠʨʫʝʤʳʤʠ ʫʩʪʨʦʡʩʪʚʘʤʠ, ʪʘʢʠʝ 

ʢʘʢ ʧʦʜʢʣʶʯʝʥʠʝ ʠ ʦʪʢʣʶʯʝʥʠʝ ʫʩʪʨʦʡʩʪʚʘ, ʯʪʝʥʠʝ ʬʘʡʣʘ ʩ ʫʩʪʨʦʡʩʪʚʘ, ʟʘʧʠʩʴ ʬʘʡʣʘ ʥʘ ʫʩʪʨʦʡʩʪʚʦ ʠ 

ʜʨʫʛʠʝ ʩʦʙʳʪʠʷ. ɼʘʣʝʝ ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ ʨʘʟʨʝʰʘʝʪ ʠʣʠ ʟʘʧʨʝʱʘʝʪ ʚʳʧʦʣʥʝʥʠʝ ʜʝʡʩʪʚʠʷ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ 

ʩ ʧʘʨʘʤʝʪʨʘʤʠ Kaspersky Endpoint Security. 

ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ ʭʨʘʥʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʦʙʳʪʠʷʭ ʚ ʪʝʯʝʥʠʝ ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʚʨʝʤʝʥʠ, ʢʦʪʦʨʦʝ ʥʘʟʳʚʘʝʪʩʷ 

ʧʝʨʠʦʜʦʤ ʢʝʰʠʨʦʚʘʥʠʷ. ʂʝʰʠʨʦʚʘʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʦʙʳʪʠʠ ʧʦʟʚʦʣʷʝʪ ʧʨʠ ʧʦʚʪʦʨʝʥʠʠ ʵʪʦʛʦ ʩʦʙʳʪʠʷ ʥʝ 

ʫʚʝʜʦʤʣʷʪʴ Kaspersky Endpoint Security ʦ ʥʝʤ ʠ ʥʝ ʟʘʧʨʘʰʠʚʘʪʴ ʧʦʚʪʦʨʥʦ ʜʦʩʪʫʧ ʥʘ ʚʳʧʦʣʥʝʥʠʝ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʜʝʡʩʪʚʠʷ, ʥʘʧʨʠʤʝʨ, ʧʦʜʢʣʶʯʝʥʠʝ ʫʩʪʨʦʡʩʪʚʘ. ʕʪʦ ʧʦʟʚʦʣʷʝʪ ʫʩʢʦʨʠʪʴ ʨʘʙʦʪʫ ʩ ʫʩʪʨʦʡʩʪʚʦʤ. 

ʉʦʙʳʪʠʝ ʩʯʠʪʘʝʪʩʷ ʧʦʚʪʦʨʷʶʱʠʤʩʷ, ʝʩʣʠ ʚʩʝ ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ ʩʦʙʳʪʠʷ ʩʦʚʧʘʜʘʶʪ ʩ ʟʘʧʠʩʴʶ ʚ ʢʝʰʝ: 

¶ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʫʩʪʨʦʡʩʪʚʘ; 

¶ SID ʧʦʣʴʟʦʚʘʪʝʣʷ, ʦʪ ʠʤʝʥʠ ʢʦʪʦʨʦʛʦ ʧʨʦʠʩʭʦʜʠʪ ʦʙʨʘʱʝʥʠʝ; 

¶ ʢʣʘʩʩ ʫʩʪʨʦʡʩʪʚʘ; 

¶ ʜʝʡʩʪʚʠʝ ʩ ʫʩʪʨʦʡʩʪʚʦʤ; 

¶ ʨʘʟʨʝʰʝʥʠʝ ʧʨʠʣʦʞʝʥʠʷ ʜʣʷ ʵʪʦʛʦ ʜʝʡʩʪʚʠʷ: ʨʘʟʨʝʰʝʥʦ ʠʣʠ ʟʘʧʨʝʱʝʥʦ; 

¶ ʧʫʪʴ ʢ ʧʨʦʮʝʩʩʫ, ʦʪ ʠʤʝʥʠ ʢʦʪʦʨʦʛʦ ʩʦʚʝʨʰʘʝʪʩʷ ʜʝʡʩʪʚʠʝ; 

¶ ʬʘʡʣ, ʢ ʢʦʪʦʨʦʤʫ ʧʨʦʠʩʭʦʜʠʪ ʦʙʨʘʱʝʥʠʝ. 

ʇʝʨʝʜ ʠʟʤʝʥʝʥʠʝʤ ʧʝʨʠʦʜʘ ʢʝʰʠʨʦʚʘʥʠʷ ʚʳʢʣʶʯʠʪʝ ʩʘʤʦʟʘʱʠʪʫ Kaspersky Endpoint Security (ʩʤ. 

ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ʤʝʭʘʥʠʟʤʘ ʩʘʤʦʟʘʱʠʪʳ" ʥʘ ʩʪʨ. 381). ʇʦʩʣʝ ʠʟʤʝʥʝʥʠʷ ʧʝʨʠʦʜʘ 

ʢʝʰʠʨʦʚʘʥʠʷ ʚʢʣʶʯʠʪʝ ʩʘʤʦʟʘʱʠʪʫ. 

Ʒ ʏʪʦʙʳ ʠʟʤʝʥʠʪʴ ʧʝʨʠʦʜ ʢʝʰʠʨʦʚʘʥʠʷ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ʆʪʢʨʦʡʪʝ ʨʝʜʘʢʪʦʨ ʨʝʝʩʪʨʘ ʥʘ ʢʦʤʧʴʶʪʝʨʝ. 

2. ɺ ʨʝʜʘʢʪʦʨʝ ʨʝʝʩʪʨʘ ʧʝʨʝʡʜʠʪʝ ʚ ʨʘʟʜʝʣ: 

¶ ʜʣʷ 64-ʙʠʪʥʳʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ: 

[HKEY_LOCAL_MACHINE\ SOFTWARE\ WOW6432Node\ KasperskyLab \ protected \ KES\ e

nvironment] ; 

¶ ʜʣʷ 32-ʙʠʪʥʳʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ: 

[HKEY_LOCAL_MACHINE\ SOFTWARE\ KasperskyLab \ protected \ KES\ environment] . 
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3. ʆʪʢʨʦʡʪʝ ʧʘʨʘʤʝʪʨ DeviceControlEventsCachePeriod  ʥʘ ʨʝʜʘʢʪʠʨʦʚʘʥʠʝ. 

4. ʋʢʘʞʠʪʝ ʢʦʣʠʯʝʩʪʚʦ ʤʠʥʫʪ, ʧʦ ʠʩʪʝʯʝʥʠʠ ʢʦʪʦʨʳʭ ʠʥʬʦʨʤʘʮʠʷ ʦ ʩʦʙʳʪʠʠ ʚ ʂʦʥʪʨʦʣʝ ʫʩʪʨʦʡʩʪʚ 

ʜʦʣʞʥʘ ʫʜʘʣʷʪʴʩʷ. 
 

ɼʦʙʘʚʣʝʥʠʝ ʫʩʪʨʦʡʩʪʚʘ ʚ ʩʧʠʩʦʢ ʜʦʚʝʨʝʥʥʳʭ ʠʟ 
ʠʥʪʝʨʬʝʡʩʘ ʧʨʠʣʦʞʝʥʠʷ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʨʠ ʜʦʙʘʚʣʝʥʠʠ ʫʩʪʨʦʡʩʪʚʘ ʚ ʩʧʠʩʦʢ ʜʦʚʝʨʝʥʥʳʭ ʫʩʪʨʦʡʩʪʚ ʜʦʩʪʫʧ ʢ ʫʩʪʨʦʡʩʪʚʫ ʨʘʟʨʝʰʘʝʪʩʷ 

ʚʩʝʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ (ʛʨʫʧʧʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ "ɺʩʝ"). 

Ʒ ʏʪʦʙʳ ʜʦʙʘʚʠʪʴ ʫʩʪʨʦʡʩʪʚʦ ʚ ʩʧʠʩʦʢ ʜʦʚʝʨʝʥʥʳʭ ʠʟ ʠʥʪʝʨʬʝʡʩʘ ʧʨʠʣʦʞʝʥʠʷ, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʂʦʥʪʨʦʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʂʦʥʪʨʦʣʴ 

ʫʩʪʨʦʡʩʪʚ. 

3. ɺ ʙʣʦʢʝ ʅʘʩʪʨʦʡʢʘ ʜʦʩʪʫʧʘ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʚʝʨʝʥʥʳʝ ʫʩʪʨʦʡʩʪʚʘ. 

ʆʪʢʨʦʝʪʩʷ ʩʧʠʩʦʢ ʜʦʚʝʨʝʥʥʳʭ ʫʩʪʨʦʡʩʪʚ. 

4. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɺʳʙʨʘʪʴ. 

ʆʪʢʨʦʝʪʩʷ ʩʧʠʩʦʢ ʧʦʜʢʣʶʯʝʥʥʳʭ ʫʩʪʨʦʡʩʪʚ. ʉʧʠʩʦʢ ʫʩʪʨʦʡʩʪʚ ʟʘʚʠʩʠʪ ʦʪ ʪʦʛʦ, ʢʘʢʦʝ ʟʥʘʯʝʥʠʝ 

ʚʳʙʨʘʥʦ ʚ ʨʘʩʢʨʳʚʘʶʱʝʤʩʷ ʩʧʠʩʢʝ ʆʪʦʙʨʘʞʘʪʴ ʧʦʜʢʣʶʯʝʥʥʳʝ ʫʩʪʨʦʡʩʪʚʘ. 

5. ɺ ʩʧʠʩʢʝ ʫʩʪʨʦʡʩʪʚ ʚʳʙʝʨʠʪʝ ʫʩʪʨʦʡʩʪʚʦ, ʢʦʪʦʨʦʝ ʚʳ ʭʦʪʠʪʝ ʜʦʙʘʚʠʪʴ ʚ ʩʧʠʩʦʢ ʜʦʚʝʨʝʥʥʳʭ. 

6. ɺ ʧʦʣʝ ʂʦʤʤʝʥʪʘʨʠʡ ʚʳ ʤʦʞʝʪʝ ʫʢʘʟʘʪʴ ʣʶʙʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʜʦʚʝʨʝʥʥʦʤ ʫʩʪʨʦʡʩʪʚʝ. 

7. ɺʳʙʝʨʠʪʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠʣʠ ʛʨʫʧʧʳ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʜʣʷ ʢʦʪʦʨʳʭ ʚʳ ʭʦʪʠʪʝ ʨʘʟʨʝʰʠʪʴ ʜʦʩʪʫʧ ʢ 

ʜʦʚʝʨʝʥʥʳʤ ʫʩʪʨʦʡʩʪʚʘʤ. 

ɺʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ Active Directory, ʠʟ ʩʧʠʩʢʘ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʚ Kaspersky Security 

Center ʠʣʠ ʚʚʝʩʪʠ ʠʤʷ ʣʦʢʘʣʴʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚʨʫʯʥʫʶ. ʉʧʝʮʠʘʣʠʩʪʳ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" 

ʨʝʢʦʤʝʥʜʫʶʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʣʦʢʘʣʴʥʳʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʪʦʣʴʢʦ ʚ ʪʝʭ ʩʣʫʯʘʷʭ, ʢʦʛʜʘ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʜʦʤʝʥʥʳʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʥʝʚʦʟʤʦʞʥʦ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʠʣʦʞʝʥʠʝ 11. ʋʯʝʪʥʳʝ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ʚ ʧʨʘʚʠʣʘʭ ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 530). 

8. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
 

ʇʦʣʫʯʝʥʠʝ ʜʦʩʪʫʧʘ ʢ ʟʘʙʣʦʢʠʨʦʚʘʥʥʦʤʫ ʫʩʪʨʦʡʩʪʚʫ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʂʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ ʚʳ ʤʦʞʝʪʝ ʩʣʫʯʘʡʥʦ ʟʘʧʨʝʪʠʪʴ ʜʦʩʪʫʧ ʢ ʥʝʦʙʭʦʜʠʤʦʤʫ ʜʣʷ ʨʘʙʦʪʳ 

ʫʩʪʨʦʡʩʪʚʫ. 

ɽʩʣʠ ʚ ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ ʥʝ ʨʘʟʚʝʨʥʫʪʦ ʨʝʰʝʥʠʝ Kaspersky Security Center, ʪʦ ʚʳ ʤʦʞʝʪʝ ʧʨʝʜʦʩʪʘʚʠʪʴ 

ʜʦʩʪʫʧ ʢ ʫʩʪʨʦʡʩʪʚʫ ʚ ʧʘʨʘʤʝʪʨʘʭ Kaspersky Endpoint Security. ʅʘʧʨʠʤʝʨ, ʚʳ ʤʦʞʝʪʝ ʜʦʙʘʚʠʪʴ ʫʩʪʨʦʡʩʪʚʦ ʚ 

ʩʧʠʩʦʢ ʜʦʚʝʨʝʥʥʳʭ ʠʣʠ ʚʨʝʤʝʥʥʦ ʚʳʢʣʶʯʠʪʴ ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ 

ʂʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ" ʥʘ ʩʪʨ. 235). 

ɽʩʣʠ ʚ ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ ʨʘʟʚʝʨʥʫʪʦ ʨʝʰʝʥʠʝ Kaspersky Security Center ʠ ʢ ʢʦʤʧʴʶʪʝʨʘʤ ʧʨʠʤʝʥʝʥʘ 

ʧʦʣʠʪʠʢʘ, ʚʳ ʤʦʞʝʪʝ ʧʨʝʜʦʩʪʘʚʠʪʴ ʜʦʩʪʫʧ ʢ ʫʩʪʨʦʡʩʪʚʫ ʚ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. 
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ʆʥʣʘʡʥ-ʨʝʞʠʤ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʜʦʩʪʫʧʘ 

ʇʨʝʜʦʩʪʘʚʣʝʥʠʝ ʜʦʩʪʫʧʘ ʢ ʟʘʙʣʦʢʠʨʦʚʘʥʥʦʤʫ ʫʩʪʨʦʡʩʪʚʫ ʚ ʦʥʣʘʡʥ-ʨʝʞʠʤʝ ʜʦʩʪʫʧʥʦ ʪʦʣʴʢʦ ʚ ʪʦʤ 

ʩʣʫʯʘʝ, ʝʩʣʠ ʚ ʦʨʛʘʥʠʟʘʮʠʠ ʨʘʟʚʝʨʥʫʪʦ ʨʝʰʝʥʠʝ Kaspersky Security Center ʠ ʢ ʢʦʤʧʴʶʪʝʨʫ ʧʨʠʤʝʥʝʥʘ 

ʧʦʣʠʪʠʢʘ. ʂʦʤʧʴʶʪʝʨ ʜʦʣʞʝʥ ʠʤʝʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʫʩʪʘʥʦʚʠʪʴ ʩʚʷʟʴ ʩ ʉʝʨʚʝʨʦʤ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. 

ʇʨʝʜʦʩʪʘʚʣʝʥʠʝ ʜʦʩʪʫʧʘ ʚ ʦʥʣʘʡʥ-ʨʝʞʠʤʝ ʩʦʩʪʦʠʪ ʠʟ ʩʣʝʜʫʶʱʠʭ ʵʪʘʧʦʚ: 

1. ʇʦʣʴʟʦʚʘʪʝʣʴ ʦʪʧʨʘʚʣʷʝʪ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʩʦʦʙʱʝʥʠʝ ʩ ʟʘʧʨʦʩʦʤ ʥʘ ʧʨʝʜʦʩʪʘʚʣʝʥʠʝ ʜʦʩʪʫʧʘ (ʩʤ. 

ʨʘʟʜʝʣ "ʆʥʣʘʡʥ-ʨʝʞʠʤ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʜʦʩʪʫʧʘ" ʥʘ ʩʪʨ. 261). 

2. ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʧʦʣʫʯʘʝʪ ʩʦʦʙʱʝʥʠʝ ʩ ʟʘʧʨʦʩʦʤ ʚ ʢʦʥʩʦʣʠ Kaspersky Security Center. 

ɺ ʢʦʥʩʦʣʠ Kaspersky Security Center ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʘ ʚʳʙʦʨʢʘ ʩʦʙʳʪʠʡ ɿʘʧʨʦʩʳ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ʜʣʷ ʫʜʦʙʥʦʛʦ ʧʦʠʩʢʘ ʩʦʦʙʱʝʥʠʡ ʦʪ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

3. ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʜʦʙʘʚʣʷʝʪ ʫʩʪʨʦʡʩʪʚʦ ʚ ʩʧʠʩʦʢ ʜʦʚʝʨʝʥʥʳʭ. 

ɺʳ ʤʦʞʝʪʝ ʜʦʙʘʚʠʪʴ ʜʦʚʝʨʝʥʥʦʝ ʫʩʪʨʦʡʩʪʚʦ ʚ ʧʦʣʠʪʠʢʝ ʜʣʷ ʛʨʫʧʧʳ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʠʣʠ ʚ 

ʣʦʢʘʣʴʥʳʭ ʧʘʨʘʤʝʪʨʘʭ ʧʨʠʣʦʞʝʥʠʷ ʜʣʷ ʦʪʜʝʣʴʥʦʛʦ ʢʦʤʧʴʶʪʝʨʘ. 

4. ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʦʙʥʦʚʣʷʝʪ ʧʘʨʘʤʝʪʨʳ Kaspersky Endpoint Security ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

 
ʈʠʩʫʥʦʢ 76. ʉʭʝʤʘ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʜʦʩʪʫʧʘ ʢ ʫʩʪʨʦʡʩʪʚʫ ʚ ʦʥʣʘʡʥ-ʨʝʞʠʤʝ 

ʆʬʣʘʡʥ-ʨʝʞʠʤ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʜʦʩʪʫʧʘ 

ʇʨʝʜʦʩʪʘʚʣʝʥʠʝ ʜʦʩʪʫʧʘ ʢ ʟʘʙʣʦʢʠʨʦʚʘʥʥʦʤʫ ʫʩʪʨʦʡʩʪʚʫ ʚ ʦʬʣʘʡʥ-ʨʝʞʠʤʝ ʜʦʩʪʫʧʥʦ ʪʦʣʴʢʦ ʚ ʪʦʤ 

ʩʣʫʯʘʝ, ʝʩʣʠ ʚ ʦʨʛʘʥʠʟʘʮʠʠ ʨʘʟʚʝʨʥʫʪʦ ʨʝʰʝʥʠʝ Kaspersky Security Center ʠ ʢ ʢʦʤʧʴʶʪʝʨʫ ʧʨʠʤʝʥʝʥʘ 

ʧʦʣʠʪʠʢʘ. ɺ ʧʘʨʘʤʝʪʨʘʭ ʧʦʣʠʪʠʢʠ ʚ ʨʘʟʜʝʣʝ ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ ʜʦʣʞʝʥ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥ ʬʣʘʞʦʢ 

ʈʘʟʨʝʰʘʪʴ ʟʘʧʨʘʰʠʚʘʪʴ ʚʨʝʤʝʥʥʳʡ ʜʦʩʪʫʧ. 

ɽʩʣʠ ʚʘʤ ʥʝʦʙʭʦʜʠʤʦ ʧʨʝʜʦʩʪʘʚʠʪʴ ʚʨʝʤʝʥʥʳʡ ʜʦʩʪʫʧ ʢ ʟʘʙʣʦʢʠʨʦʚʘʥʥʦʤʫ ʫʩʪʨʦʡʩʪʚʫ, ʘ ʜʦʙʘʚʠʪʴ 

ʫʩʪʨʦʡʩʪʚʦ ʚ ʩʧʠʩʦʢ ʜʦʚʝʨʝʥʥʳʭ ʥʝʚʦʟʤʦʞʥʦ, ʚʳ ʤʦʞʝʪʝ ʧʨʝʜʦʩʪʘʚʠʪʴ ʜʦʩʪʫʧ ʢ ʫʩʪʨʦʡʩʪʚʫ ʚ ʦʬʣʘʡʥ-

ʨʝʞʠʤʝ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʚʳ ʤʦʞʝʪʝ ʧʨʝʜʦʩʪʘʚʠʪʴ ʜʦʩʪʫʧ ʢ ʟʘʙʣʦʢʠʨʦʚʘʥʥʦʤʫ ʫʩʪʨʦʡʩʪʚʫ, ʝʩʣʠ ʫ 

ʢʦʤʧʴʶʪʝʨʘ ʦʪʩʫʪʩʪʚʫʝʪ ʜʦʩʪʫʧ ʢ ʩʝʪʠ ʠʣʠ ʢʦʤʧʴʶʪʝʨ ʥʘʭʦʜʠʪʩʷ ʟʘ ʧʨʝʜʝʣʘʤʠ ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ. 
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ʇʨʝʜʦʩʪʘʚʣʝʥʠʝ ʜʦʩʪʫʧʘ ʚ ʦʬʣʘʡʥ-ʨʝʞʠʤʝ ʩʦʩʪʦʠʪ ʠʟ ʩʣʝʜʫʶʱʠʭ ʵʪʘʧʦʚ: 

1. ʇʦʣʴʟʦʚʘʪʝʣʴ ʩʦʟʜʘʝʪ ʬʘʡʣ ʟʘʧʨʦʩʘ ʠ ʧʝʨʝʜʘʝʪ ʝʛʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ. 

2. ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʩʦʟʜʘʝʪ ʠʟ ʬʘʡʣʘ ʟʘʧʨʦʩʘ ʢʣʶʯ ʜʦʩʪʫʧʘ ʠ ʧʝʨʝʜʘʝʪ ʝʛʦ ʧʦʣʴʟʦʚʘʪʝʣʶ. 

3. ʇʦʣʴʟʦʚʘʪʝʣʴ ʘʢʪʠʚʠʨʫʝʪ ʢʣʶʯ ʜʦʩʪʫʧʘ. 

 
ʈʠʩʫʥʦʢ 77. ʉʭʝʤʘ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʜʦʩʪʫʧʘ ʢ ʫʩʪʨʦʡʩʪʚʫ ʚ ʦʬʣʘʡʥ-ʨʝʞʠʤʝ 

 

ʆʥʣʘʡʥ-ʨʝʞʠʤ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʜʦʩʪʫʧʘ 

ʇʨʝʜʦʩʪʘʚʣʝʥʠʝ ʜʦʩʪʫʧʘ ʢ ʟʘʙʣʦʢʠʨʦʚʘʥʥʦʤʫ ʫʩʪʨʦʡʩʪʚʫ ʚ ʦʥʣʘʡʥ-ʨʝʞʠʤʝ ʜʦʩʪʫʧʥʦ ʪʦʣʴʢʦ ʚ ʪʦʤ 

ʩʣʫʯʘʝ, ʝʩʣʠ ʚ ʦʨʛʘʥʠʟʘʮʠʠ ʨʘʟʚʝʨʥʫʪʦ ʨʝʰʝʥʠʝ Kaspersky Security Center ʠ ʢ ʢʦʤʧʴʶʪʝʨʫ ʧʨʠʤʝʥʝʥʘ 

ʧʦʣʠʪʠʢʘ. ʂʦʤʧʴʶʪʝʨ ʜʦʣʞʝʥ ʠʤʝʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʫʩʪʘʥʦʚʠʪʴ ʩʚʷʟʴ ʩ ʉʝʨʚʝʨʦʤ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. 

Ʒ ʏʪʦʙʳ ʧʦʣʴʟʦʚʘʪʝʣʶ ʟʘʧʨʦʩʠʪʴ ʜʦʩʪʫʧ ʢ ʟʘʙʣʦʢʠʨʦʚʘʥʥʦʤʫ ʫʩʪʨʦʡʩʪʚʫ, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ʇʦʜʢʣʶʯʠʪʝ ʫʩʪʨʦʡʩʪʚʦ ʢ ʢʦʤʧʴʶʪʝʨʫ. 

Kaspersky Endpoint Security ʧʦʢʘʞʝʪ ʫʚʝʜʦʤʣʝʥʠʝ ʙʣʦʢʠʨʦʚʢʠ ʜʦʩʪʫʧʘ ʢ ʫʩʪʨʦʡʩʪʚʫ (ʩʤ. ʨʠʩ. ʥʠʞʝ). 

2. ʅʘʞʤʠʪʝ ʥʘ ʩʩʳʣʢʫ ɿʘʧʨʦʩʠʪʴ ʜʦʩʪʫʧ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʩ ʩʦʦʙʱʝʥʠʝʤ ʜʣʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ. ɺ ʩʦʦʙʱʝʥʠʠ ʩʦʜʝʨʞʠʪʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦ 

ʟʘʙʣʦʢʠʨʦʚʘʥʥʦʤ ʫʩʪʨʦʡʩʪʚʝ. 

3. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʆʪʧʨʘʚʠʪʴ. 
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ʈʠʩʫʥʦʢ 78. ʋʚʝʜʦʤʣʝʥʠʝ ʂʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ 

ɼʘʣʝʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʚ ʢʦʥʩʦʣʠ Kaspersky Security Center ʧʦʣʫʯʠʪ ʩʦʙʳʪʠʝ ʉʦʦʙʱʝʥʠʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʦ 

ʟʘʧʨʝʪʝ ʜʦʩʪʫʧʘ ʢ ʫʩʪʨʦʡʩʪʚʫ. ʉʦʙʳʪʠʝ ʩʦʜʝʨʞʠʪ ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʠʤʷ ʢʦʤʧʴʶʪʝʨʘ, ʜʘʥʥʳʝ ʦʙ 

ʫʩʪʨʦʡʩʪʚʝ, ʢ ʢʦʪʦʨʦʤʫ ʧʦʣʴʟʦʚʘʪʝʣʴ ʧʳʪʘʝʪʩʷ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ, ʠ ʜʨʫʛʠʝ ʜʘʥʥʳʝ. ɺʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ 

ʩʧʦʩʦʙ ʫʚʝʜʦʤʣʝʥʠʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʦ ʧʦʣʫʯʝʥʠʠ ʪʘʢʠʭ ʩʦʙʳʪʠʡ ʠ, ʥʘʧʨʠʤʝʨ, ʚʳʙʨʘʪʴ ʫʚʝʜʦʤʣʝʥʠʝ ʧʦ 

ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʝ. ɺ ʢʦʥʩʦʣʠ Kaspersky Security Center ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʘ ʚʳʙʦʨʢʘ ʩʦʙʳʪʠʡ ɿʘʧʨʦʩʳ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʜʣʷ ʫʜʦʙʥʦʛʦ ʧʦʠʩʢʘ ʩʦʦʙʱʝʥʠʡ ʦʪ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

ɼʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʧʨʝʜʦʩʪʘʚʠʪʴ ʜʦʩʪʫʧ ʚʘʤ ʥʫʞʥʦ ʜʦʙʘʚʠʪʴ ʫʩʪʨʦʡʩʪʚʦ ʚ ʩʧʠʩʦʢ ʜʦʚʝʨʝʥʥʳʭ. ʇʦʩʣʝ 

ʦʙʥʦʚʣʝʥʠʷ ʧʘʨʘʤʝʪʨʦʚ Kaspersky Endpoint Security ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʴ ʧʦʣʫʯʠʪ ʜʦʩʪʫʧ ʢ 

ʫʩʪʨʦʡʩʪʚʫ. 

 

ʆʬʣʘʡʥ-ʨʝʞʠʤ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʜʦʩʪʫʧʘ 

ʇʨʝʜʦʩʪʘʚʣʝʥʠʝ ʜʦʩʪʫʧʘ ʢ ʟʘʙʣʦʢʠʨʦʚʘʥʥʦʤʫ ʫʩʪʨʦʡʩʪʚʫ ʚ ʦʬʣʘʡʥ-ʨʝʞʠʤʝ ʜʦʩʪʫʧʥʦ ʪʦʣʴʢʦ ʚ ʪʦʤ 

ʩʣʫʯʘʝ, ʝʩʣʠ ʚ ʦʨʛʘʥʠʟʘʮʠʠ ʨʘʟʚʝʨʥʫʪʦ ʨʝʰʝʥʠʝ Kaspersky Security Center ʠ ʢ ʢʦʤʧʴʶʪʝʨʫ ʧʨʠʤʝʥʝʥʘ 

ʧʦʣʠʪʠʢʘ. ɺ ʧʘʨʘʤʝʪʨʘʭ ʧʦʣʠʪʠʢʠ ʚ ʨʘʟʜʝʣʝ ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ ʜʦʣʞʝʥ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥ ʬʣʘʞʦʢ 

ʈʘʟʨʝʰʘʪʴ ʟʘʧʨʘʰʠʚʘʪʴ ʚʨʝʤʝʥʥʳʡ ʜʦʩʪʫʧ. 

Ʒ ʏʪʦʙʳ ʧʦʣʴʟʦʚʘʪʝʣʶ ʟʘʧʨʦʩʠʪʴ ʜʦʩʪʫʧ ʢ ʟʘʙʣʦʢʠʨʦʚʘʥʥʦʤʫ ʫʩʪʨʦʡʩʪʚʫ, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ʇʦʜʢʣʶʯʠʪʝ ʫʩʪʨʦʡʩʪʚʦ ʢ ʢʦʤʧʴʶʪʝʨʫ. 

Kaspersky Endpoint Security ʧʦʢʘʞʝʪ ʫʚʝʜʦʤʣʝʥʠʝ ʙʣʦʢʠʨʦʚʢʠ ʜʦʩʪʫʧʘ ʢ ʫʩʪʨʦʡʩʪʚʫ (ʩʤ. ʨʠʩ. ʥʠʞʝ). 

2. ʅʘʞʤʠʪʝ ʥʘ ʩʩʳʣʢʫ ɿʘʧʨʦʩʠʪʴ ʚʨʝʤʝʥʥʳʡ ʜʦʩʪʫʧ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʩʦ ʩʧʠʩʢʦʤ ʧʦʜʢʣʶʯʝʥʥʳʭ ʫʩʪʨʦʡʩʪʚ. 

3. ɺ ʩʧʠʩʢʝ ʧʦʜʢʣʶʯʝʥʥʳʭ ʫʩʪʨʦʡʩʪʚ ʚʳʙʝʨʠʪʝ ʫʩʪʨʦʡʩʪʚʦ, ʢ ʢʦʪʦʨʦʤʫ ʚʳ ʭʦʪʠʪʝ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ. 
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4. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʉʬʦʨʤʠʨʦʚʘʪʴ ʬʘʡʣ ʟʘʧʨʦʩʘ. 

5. ɺ ʧʦʣʝ ɼʣʠʪʝʣʴʥʦʩʪʴ ʜʦʩʪʫʧʘ ʢ ʫʩʪʨʦʡʩʪʚʫ ʫʢʘʞʠʪʝ, ʥʘ ʢʘʢʦʝ ʚʨʝʤʷ ʚʳ ʭʦʪʠʪʝ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ 

ʫʩʪʨʦʡʩʪʚʫ. 

6. ʉʦʭʨʘʥʠʪʝ ʬʘʡʣ ʚ ʧʘʤʷʪʴ ʢʦʤʧʴʶʪʝʨʘ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ ʚ ʧʘʤʷʪʴ ʢʦʤʧʴʶʪʝʨʘ ʙʫʜʝʪ ʟʘʛʨʫʞʝʥ ʬʘʡʣ ʟʘʧʨʦʩʘ ʩ ʨʘʩʰʠʨʝʥʠʝʤ *.akey. ʇʝʨʝʜʘʡʪʝ ʬʘʡʣ 

ʟʘʧʨʦʩʘ ʜʦʩʪʫʧʘ ʢ ʫʩʪʨʦʡʩʪʚʫ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ ʣʶʙʳʤ ʜʦʩʪʫʧʥʳʤ ʩʧʦʩʦʙʦʤ. 

 
ʈʠʩʫʥʦʢ 79. ʋʚʝʜʦʤʣʝʥʠʝ ʂʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ 

ʂʘʢ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʩʦʟʜʘʪʴ ʢʣʶʯ ʜʦʩʪʫʧʘ ʢ ʟʘʙʣʦʢʠʨʦʚʘʥʥʦʤʫ ʫʩʪʨʦʡʩʪʚʫ ʚ ʂʦʥʩʦʣʠ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ (MMC) 

1. ʆʪʢʨʦʡʪʝ ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. 

2. ɺ ʧʘʧʢʝ ʋʧʨʘʚʣʷʝʤʳʝ ʫʩʪʨʦʡʩʪʚʘ ʜʝʨʝʚʘ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʦʪʢʨʦʡʪʝ ʧʘʧʢʫ ʩ 

ʥʘʟʚʘʥʠʝʤ ʛʨʫʧʧʳ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ, ʚ ʩʦʩʪʘʚ ʢʦʪʦʨʦʡ ʚʭʦʜʠʪ ʥʫʞʥʳʡ ʚʘʤ ʢʣʠʝʥʪʩʢʠʡ ʢʦʤʧʴʶʪʝʨ. 

3. ɺ ʨʘʙʦʯʝʡ ʦʙʣʘʩʪʠ ʚʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʋʩʪʨʦʡʩʪʚʘ. 

4. ɺ ʩʧʠʩʢʝ ʢʣʠʝʥʪʩʢʠʭ ʢʦʤʧʴʶʪʝʨʦʚ ʚʳʙʝʨʠʪʝ ʢʦʤʧʴʶʪʝʨ, ʧʦʣʴʟʦʚʘʪʝʣʶ ʢʦʪʦʨʦʛʦ ʚʳ ʭʦʪʠʪʝ ʜʘʪʴ 

ʚʨʝʤʝʥʥʳʡ ʜʦʩʪʫʧ ʢ ʟʘʙʣʦʢʠʨʦʚʘʥʥʦʤʫ ʫʩʪʨʦʡʩʪʚʫ. 

5. ɺ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʢʦʤʧʴʶʪʝʨʘ ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ʇʨʝʜʦʩʪʘʚʣʝʥʠʝ ʜʦʩʪʫʧʘ ʚ ʦʬʣʘʡʥ-ʨʝʞʠʤʝ. 

6. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʚʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ. 

7. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʆʙʟʦʨ ʠ ʟʘʛʨʫʟʠʪʝ ʧʦʣʫʯʝʥʥʳʡ ʦʪ ʧʦʣʴʟʦʚʘʪʝʣʷ ʬʘʡʣ ʟʘʧʨʦʩʘ. 

ʆʪʦʙʨʘʟʠʪʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʟʘʙʣʦʢʠʨʦʚʘʥʥʦʤ ʫʩʪʨʦʡʩʪʚʝ, ʢ ʢʦʪʦʨʦʤʫ ʧʦʣʴʟʦʚʘʪʝʣʴ ʟʘʧʨʦʩʠʣ 

ʜʦʩʪʫʧ. 

8. ɽʩʣʠ ʪʨʝʙʫʝʪʩʷ, ʠʟʤʝʥʠʪʝ ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʘ ɼʣʠʪʝʣʴʥʦʩʪʴ ʜʦʩʪʫʧʘ ʢ ʫʩʪʨʦʡʩʪʚʫ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ ʧʘʨʘʤʝʪʨʘ ɼʣʠʪʝʣʴʥʦʩʪʴ ʜʦʩʪʫʧʘ ʢ ʫʩʪʨʦʡʩʪʚʫ ʚʳʙʨʘʥʦ ʟʥʘʯʝʥʠʝ, ʫʢʘʟʘʥʥʦʝ 

ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʧʨʠ ʬʦʨʤʠʨʦʚʘʥʠʠ ʬʘʡʣʘ ʟʘʧʨʦʩʘ. 

9. ʋʢʘʞʠʪʝ ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʘ ʉʨʦʢ ʘʢʪʠʚʘʮʠʠ. 
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ʇʘʨʘʤʝʪʨ ʩʦʜʝʨʞʠʪ ʧʝʨʠʦʜ ʚʨʝʤʝʥʠ, ʚ ʪʝʯʝʥʠʝ ʢʦʪʦʨʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʘʢʪʠʚʠʨʦʚʘʪʴ ʜʦʩʪʫʧ ʢ 

ʟʘʙʣʦʢʠʨʦʚʘʥʥʦʤʫ ʫʩʪʨʦʡʩʪʚʫ ʩ ʧʦʤʦʱʴʶ ʧʨʝʜʦʩʪʘʚʣʝʥʥʦʛʦ ʢʣʶʯʘ ʜʦʩʪʫʧʘ. 

10. ʉʦʭʨʘʥʠʪʝ ʬʘʡʣ ʢʣʶʯʘ ʜʦʩʪʫʧʘ ʚ ʧʘʤʷʪʴ ʢʦʤʧʴʶʪʝʨʘ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ ʚ ʧʘʤʷʪʴ ʢʦʤʧʴʶʪʝʨʘ ʙʫʜʝʪ ʟʘʛʨʫʞʝʥ ʢʣʶʯ ʜʦʩʪʫʧʘ ʢ ʟʘʙʣʦʢʠʨʦʚʘʥʥʦʤʫ ʫʩʪʨʦʡʩʪʚʫ. ʌʘʡʣ 

ʢʣʶʯʘ ʜʦʩʪʫʧʘ ʠʤʝʝʪ ʨʘʩʰʠʨʝʥʠʝ *.acode. ʇʝʨʝʜʘʡʪʝ ʢʣʶʯ ʜʦʩʪʫʧʘ ʢ ʟʘʙʣʦʢʠʨʦʚʘʥʥʦʤʫ ʫʩʪʨʦʡʩʪʚʫ 

ʧʦʣʴʟʦʚʘʪʝʣʶ ʣʶʙʳʤ ʜʦʩʪʫʧʥʳʤ ʩʧʦʩʦʙʦʤ. 

Ʒ ʏʪʦʙʳ ʧʦʣʴʟʦʚʘʪʝʣʶ ʘʢʪʠʚʠʨʦʚʘʪʴ ʢʣʶʯ ʜʦʩʪʫʧʘ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʂʦʥʪʨʦʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʂʦʥʪʨʦʣʴ 

ʫʩʪʨʦʡʩʪʚ. 

3. ɺ ʙʣʦʢʝ ɿʘʧʨʦʩ ʜʦʩʪʫʧʘ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɿʘʧʨʦʩʠʪʴ ʜʦʩʪʫʧ ʢ ʫʩʪʨʦʡʩʪʚʫ. 

4. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɸʢʪʠʚʠʨʦʚʘʪʴ ʢʣʶʯ ʜʦʩʪʫʧʘ. 

5. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʚʳʙʝʨʠʪʝ ʬʘʡʣ ʩ ʢʣʶʯʦʤ ʜʦʩʪʫʧʘ ʢ ʫʩʪʨʦʡʩʪʚʫ, ʧʦʣʫʯʝʥʥʳʡ ʦʪ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ 

ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʩ ʠʥʬʦʨʤʘʮʠʝʡ ʦ ʧʨʝʜʦʩʪʘʚʣʝʥʥʦʤ ʜʦʩʪʫʧʝ. 

6. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ OK. 

ɺ ʨʝʟʫʣʴʪʘʪʝ ʧʦʣʴʟʦʚʘʪʝʣʴ ʧʦʣʫʯʠʪ ʜʦʩʪʫʧ ʢ ʫʩʪʨʦʡʩʪʚʫ ʥʘ ʩʨʦʢ, ʫʩʪʘʥʦʚʣʝʥʥʳʡ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ. 

ʇʦʣʴʟʦʚʘʪʝʣʴ ʧʦʣʫʯʠʪ ʧʦʣʥʳʡ ʥʘʙʦʨ ʧʨʘʚ ʜʦʩʪʫʧʘ ʢ ʫʩʪʨʦʡʩʪʚʫ (ʟʘʧʠʩʴ ʠ ʯʪʝʥʠʝ). ʇʦ ʠʩʪʝʯʝʥʠʠ ʩʨʦʢʘ 

ʜʝʡʩʪʚʠʷ ʢʣʶʯʘ ʜʦʩʪʫʧ ʢ ʫʩʪʨʦʡʩʪʚʫ ʙʫʜʝʪ ʟʘʙʣʦʢʠʨʦʚʘʥ. ɽʩʣʠ ʧʦʣʴʟʦʚʘʪʝʣʶ ʪʨʝʙʫʝʪʩʷ ʧʦʩʪʦʷʥʥʳʡ 

ʜʦʩʪʫʧ ʢ ʫʩʪʨʦʡʩʪʚʫ, ʜʦʙʘʚʴʪʝ ʫʩʪʨʦʡʩʪʚʦ ʚ ʩʧʠʩʦʢ ʜʦʚʝʨʝʥʥʳʭ. 

 

ʀʟʤʝʥʝʥʠʝ ʰʘʙʣʦʥʦʚ ʩʦʦʙʱʝʥʠʡ ʂʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ 

ʂʦʛʜʘ ʧʦʣʴʟʦʚʘʪʝʣʴ ʧʳʪʘʝʪʩʷ ʦʙʨʘʪʠʪʴʩʷ ʢ ʟʘʙʣʦʢʠʨʦʚʘʥʥʦʤʫ ʫʩʪʨʦʡʩʪʚʫ, Kaspersky Endpoint Security 

ʚʳʚʦʜʠʪ ʩʦʦʙʱʝʥʠʝ ʦ ʙʣʦʢʠʨʦʚʢʝ ʜʦʩʪʫʧʘ ʢ ʫʩʪʨʦʡʩʪʚʫ ʠʣʠ ʦ ʟʘʧʨʝʪʝ ʦʧʝʨʘʮʠʠ ʥʘʜ ʩʦʜʝʨʞʠʤʳʤ 

ʫʩʪʨʦʡʩʪʚʘ. ʉʧʝʮʠʘʣʠʩʪʳ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʩʦʩʪʘʚʠʣʠ ʰʘʙʣʦʥ ʩʦʦʙʱʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʶ, ʢʦʪʦʨʦʝ 

ʦʧʠʩʳʚʘʝʪ ʧʨʠʯʠʥʳ ʙʣʦʢʠʨʦʚʢʠ ʜʦʩʪʫʧʘ ʢ ʫʩʪʨʦʡʩʪʚʫ (ʩʤ. ʨʠʩ. ʥʠʞʝ). ɺʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʘʚʠʣʦ ʧʦ 

ʫʤʦʣʯʘʥʠʶ ʠʣʠ ʠʟʤʝʥʠʪʴ ʰʘʙʣʦʥ ʩʦʦʙʱʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʶ. ɼʣʷ ʨʘʙʦʪʳ ʩ ʰʘʙʣʦʥʦʤ ʩʦʦʙʱʝʥʠʷ 
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ʧʨʝʜʫʩʤʦʪʨʝʥʳ ʩʧʝʮʠʘʣʴʥʳʝ ʧʝʨʝʤʝʥʥʳʝ (ʥʘʧʨʠʤʝʨ, ʅʘʟʚʘʥʠʝ ʫʩʪʨʦʡʩʪʚʘ ʠʣʠ ʀʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ʇʝʨʝʤʝʥʥʳʝ ʧʦʟʚʦʣʷʶʪ ʩʦʟʜʘʪʴ ʝʜʠʥʳʡ ʰʘʙʣʦʥ ʩʦʦʙʱʝʥʠʷ ʜʣʷ ʚʩʝʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

 
ʈʠʩʫʥʦʢ 80. ʋʚʝʜʦʤʣʝʥʠʝ ʂʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ 

ɽʩʣʠ ʙʣʦʢʠʨʦʚʢʘ ʜʦʩʪʫʧʘ ʢ ʫʩʪʨʦʡʩʪʚʫ ʠʣʠ ʟʘʧʨʝʪ ʦʧʝʨʘʮʠʠ ʩ ʩʦʜʝʨʞʠʤʳʤ ʫʩʪʨʦʡʩʪʚʘ, ʧʦ ʤʥʝʥʠʶ 

ʧʦʣʴʟʦʚʘʪʝʣʷ, ʧʨʦʠʟʦʰʣʦ ʦʰʠʙʦʯʥʦ, ʧʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʦʪʧʨʘʚʠʪʴ ʩʦʦʙʱʝʥʠʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʣʦʢʘʣʴʥʦʡ 

ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ ʧʦ ʩʩʳʣʢʝ ʠʟ ʪʝʢʩʪʘ ʩʦʦʙʱʝʥʠʷ ʦ ʙʣʦʢʠʨʦʚʢʝ. ɼʣʷ ʵʪʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʶ ʥʫʞʥʦ ʥʘʞʘʪʴ ʥʘ 

ʢʥʦʧʢʫ ɿʘʧʨʦʩʠʪʴ ʜʦʩʪʫʧ ʠʣʠ ɿʘʧʨʦʩʠʪʴ ʚʨʝʤʝʥʥʳʡ ʜʦʩʪʫʧ ʠ ʦʪʧʨʘʚʠʪʴ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʩʦʦʙʱʝʥʠʝ ʩ 

ʦʧʠʩʘʥʠʝʤ ʩʠʪʫʘʮʠʠ. ɺʳ ʪʘʢʞʝ ʤʦʞʝʪʝ ʧʦʜʛʦʪʦʚʠʪʴ ʰʘʙʣʦʥ ʩʦʦʙʱʝʥʠʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʠ ʜʦʙʘʚʠʪʴ ʚ ʪʝʢʩʪ 

ʩʦʦʙʱʝʥʠʷ ʜʘʥʥʳʝ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʚʘʤ ʥʫʞʥʳ ʜʣʷ ʧʨʠʥʷʪʠʷ ʨʝʰʝʥʠʷ ʦ ʨʘʟʨʝʰʝʥʠʠ ʜʦʩʪʫʧʘ ʢ 

ʫʩʪʨʦʡʩʪʚʫ. ʇʦʩʣʝ ʟʘʧʨʦʩʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʨʝʜʦʩʪʘʚʠʪʴ ʜʦʩʪʫʧ Kaspersky Endpoint Security ʦʪʧʨʘʚʣʷʝʪ ʚ 

Kaspersky Security Center ʩʦʙʳʪʠʝ ʉʦʦʙʱʝʥʠʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʦ ʟʘʧʨʝʪʝ ʜʦʩʪʫʧʘ ʢ ʫʩʪʨʦʡʩʪʚʫ. 

ʆʧʠʩʘʥʠʝ ʩʦʙʳʪʠʷ ʩʦʜʝʨʞʠʪ ʩʦʦʙʱʝʥʠʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʩ ʧʦʜʩʪʘʚʣʝʥʥʳʤʠ ʧʝʨʝʤʝʥʥʳʤʠ. ɺʳ ʤʦʞʝʪʝ 

ʧʦʩʤʦʪʨʝʪʴ ʵʪʠ ʩʦʙʳʪʠʷ ʚ ʢʦʥʩʦʣʠ Kaspersky Security Center ʩ ʧʦʤʦʱʴʶ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʦʡ ʚʳʙʦʨʢʠ 

ɿʘʧʨʦʩʳ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ɽʩʣʠ ʚ ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ ʥʝ ʨʘʟʚʝʨʥʫʪʦ ʨʝʰʝʥʠʝ Kaspersky Security Center ʠʣʠ 

ʩʚʷʟʴ ʩ ʉʝʨʚʝʨʦʤ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʦʪʩʫʪʩʪʚʫʝʪ, ʧʨʠʣʦʞʝʥʠʝ ʦʪʧʨʘʚʠʪ ʩʦʦʙʱʝʥʠʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʥʘ 

ʫʢʘʟʘʥʥʳʡ ʘʜʨʝʩ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ. 

ʂʘʢ ʠʟʤʝʥʠʪʴ ʰʘʙʣʦʥʳ ʩʦʦʙʱʝʥʠʡ ʂʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʂʦʥʪʨʦʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʂʦʥʪʨʦʣʴ 

ʧʨʠʣʦʞʝʥʠʡ. 
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3. ɺ ʙʣʦʢʝ ʐʘʙʣʦʥʳ ʩʦʦʙʱʝʥʠʡ ʥʘʩʪʨʦʡʪʝ ʰʘʙʣʦʥʳ ʩʦʦʙʱʝʥʠʡ ʂʦʥʪʨʦʣʷ ʧʨʠʣʦʞʝʥʠʡ: 

¶ ʉʦʦʙʱʝʥʠʝ ʦ ʙʣʦʢʠʨʦʚʢʝ. ʐʘʙʣʦʥ ʩʦʦʙʱʝʥʠʷ, ʢʦʪʦʨʦʝ ʧʦʷʚʣʷʝʪʩʷ ʧʨʠ ʦʙʨʘʱʝʥʠʠ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʢ ʟʘʙʣʦʢʠʨʦʚʘʥʥʦʤʫ ʫʩʪʨʦʡʩʪʚʫ. ʊʘʢʞʝ ʩʦʦʙʱʝʥʠʝ ʧʦʷʚʣʷʝʪʩʷ ʧʨʠ ʧʦʧʳʪʢʝ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʩʦʚʝʨʰʠʪʴ ʦʧʝʨʘʮʠʶ ʥʘʜ ʩʦʜʝʨʞʠʤʳʤ ʫʩʪʨʦʡʩʪʚʘ, ʢʦʪʦʨʘʷ ʟʘʧʨʝʱʝʥʘ ʜʣʷ ʵʪʦʛʦ 

ʧʦʣʴʟʦʚʘʪʝʣʷ. 

¶ ʉʦʦʙʱʝʥʠʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ. ʐʘʙʣʦʥ ʩʦʦʙʱʝʥʠʷ ʜʣʷ ʦʪʧʨʘʚʢʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʣʦʢʘʣʴʥʦʡ 

ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ ʚ ʩʣʫʯʘʝ, ʝʩʣʠ ʙʣʦʢʠʨʦʚʢʘ ʜʦʩʪʫʧʘ ʢ ʫʩʪʨʦʡʩʪʚʫ ʠʣʠ ʟʘʧʨʝʪ ʦʧʝʨʘʮʠʠ ʥʘʜ 

ʩʦʜʝʨʞʠʤʳʤ ʫʩʪʨʦʡʩʪʚʘ, ʧʦ ʤʥʝʥʠʶ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʧʨʦʠʟʦʰʣʠ ʦʰʠʙʦʯʥʦ. 

4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ʉʤ. ʪʘʢʞʝ: 
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ɸʥʪʠ-ɹʨʠʜʞʠʥʛ 

ɸʥʪʠ-ɹʨʠʜʞʠʥʛ ʧʨʝʜʦʪʚʨʘʱʘʝʪ ʩʦʟʜʘʥʠʝ ʩʝʪʝʚʳʭ ʤʦʩʪʦʚ, ʠʩʢʣʶʯʘʷ ʚʦʟʤʦʞʥʦʩʪʴ ʦʜʥʦʚʨʝʤʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ 

ʥʝʩʢʦʣʴʢʠʭ ʩʝʪʝʚʳʭ ʩʦʝʜʠʥʝʥʠʡ ʜʣʷ ʢʦʤʧʴʶʪʝʨʘ. ʕʪʦ ʧʦʟʚʦʣʷʝʪ ʟʘʱʠʪʠʪʴ ʢʦʨʧʦʨʘʪʠʚʥʫʶ ʩʝʪʴ ʦʪ ʘʪʘʢ 

ʯʝʨʝʟ ʥʝʟʘʱʠʱʝʥʥʳʝ, ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʝ ʩʝʪʠ. 

ɸʥʪʠ-ɹʨʠʜʞʠʥʛ ʨʝʛʫʣʠʨʫʝʪ ʫʩʪʘʥʦʚʢʫ ʩʝʪʝʚʳʭ ʩʦʝʜʠʥʝʥʠʡ ʩ ʧʦʤʦʱʴʶ ʧʨʘʚʠʣ ʫʩʪʘʥʦʚʢʠ ʩʦʝʜʠʥʝʥʠʡ. 

ʇʨʘʚʠʣʘ ʫʩʪʘʥʦʚʢʠ ʩʦʝʜʠʥʝʥʠʡ ʩʦʟʜʘʥʳ ʜʣʷ ʩʣʝʜʫʶʱʠʭ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʭ ʪʠʧʦʚ ʫʩʪʨʦʡʩʪʚ: 

¶ ʩʝʪʝʚʳʝ ʘʜʘʧʪʝʨʳ; 

¶ ʘʜʘʧʪʝʨʳ Wi-Fi; 

¶ ʤʦʜʝʤʳ. 

ɽʩʣʠ ʧʨʘʚʠʣʦ ʫʩʪʘʥʦʚʢʠ ʩʦʝʜʠʥʝʥʠʡ ʚʢʣʶʯʝʥʦ, ʪʦ Kaspersky Endpoint Security ʚʳʧʦʣʥʷʝʪ ʩʣʝʜʫʶʱʠʝ 

ʜʝʡʩʪʚʠʷ: 

¶ ʙʣʦʢʠʨʫʝʪ ʘʢʪʠʚʥʦʝ ʩʦʝʜʠʥʝʥʠʝ ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʥʦʚʦʛʦ ʩʦʝʜʠʥʝʥʠʷ, ʝʩʣʠ ʜʣʷ ʦʙʦʠʭ ʩʦʝʜʠʥʝʥʠʡ 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʫʢʘʟʘʥʥʳʡ ʚ ʧʨʘʚʠʣʝ ʪʠʧ ʫʩʪʨʦʡʩʪʚ; 

¶ ʙʣʦʢʠʨʫʝʪ ʩʦʝʜʠʥʝʥʠʷ, ʫʩʪʘʥʦʚʣʝʥʥʳʝ ʠʣʠ ʫʩʪʘʥʘʚʣʠʚʘʝʤʳʝ ʩ ʧʦʤʦʱʴʶ ʪʝʭ ʪʠʧʦʚ ʫʩʪʨʦʡʩʪʚ, ʜʣʷ 

ʢʦʪʦʨʳʭ ʠʩʧʦʣʴʟʫʶʪʩʷ ʧʨʘʚʠʣʘ ʩ ʙʦʣʝʝ ʥʠʟʢʠʤ ʧʨʠʦʨʠʪʝʪʦʤ. 

ɺ ɻʪʦʤ ʨʘʟʜʝʣʝ 
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ɺʢʣʶʯʝʥʠʝ ɸʥʪʠ-ɹʨʠʜʞʠʥʛʘ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʬʫʥʢʮʠʷ ɸʥʪʠ-ɹʨʠʜʞʠʥʛ ʚʳʢʣʶʯʝʥʘ. 

Ʒ ʏʪʦʙʳ ʚʢʣʶʯʠʪʴ ʬʫʥʢʮʠʶ ɸʥʪʠ-ɹʨʠʜʞʠʥʛ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʂʦʥʪʨʦʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʂʦʥʪʨʦʣʴ 

ʫʩʪʨʦʡʩʪʚ. 

3. ɺ ʙʣʦʢʝ ʅʘʩʪʨʦʡʢʘ ʜʦʩʪʫʧʘ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɸʥʪʠ-ɹʨʠʜʞʠʥʛ. 

4. ʀʩʧʦʣʴʟʫʡʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ɺʢʣʶʯʠʪʴ ɸʥʪʠ-ɹʨʠʜʞʠʥʛ, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʬʫʥʢʮʠʶ. 

5. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ʇʦʩʣʝ ʚʢʣʶʯʝʥʠʷ ʬʫʥʢʮʠʠ ɸʥʪʠ-ɹʨʠʜʞʠʥʛ Kaspersky Endpoint Security ʙʣʦʢʠʨʫʝʪ ʫʞʝ ʫʩʪʘʥʦʚʣʝʥʥʳʝ 

ʩʦʝʜʠʥʝʥʠʷ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʧʨʘʚʠʣʘʤʠ ʫʩʪʘʥʦʚʢʠ ʩʦʝʜʠʥʝʥʠʡ. 

 

ʀʟʤʝʥʝʥʠʝ ʩʪʘʪʫʩʘ ʧʨʘʚʠʣʘ ʫʩʪʘʥʦʚʢʠ ʩʦʝʜʠʥʝʥʠʡ 

Ʒ ʏʪʦʙʳ ʠʟʤʝʥʠʪʴ ʩʪʘʪʫʩ ʧʨʘʚʠʣʘ ʫʩʪʘʥʦʚʢʠ ʩʦʝʜʠʥʝʥʠʡ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʂʦʥʪʨʦʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʂʦʥʪʨʦʣʴ 

ʫʩʪʨʦʡʩʪʚ. 

3. ɺ ʙʣʦʢʝ ʅʘʩʪʨʦʡʢʘ ʜʦʩʪʫʧʘ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɸʥʪʠ-ɹʨʠʜʞʠʥʛ. 

4. ɺ ʙʣʦʢʝ ʇʨʘʚʠʣʘ ʫʩʪʨʦʡʩʪʚ ʚʳʙʝʨʠʪʝ ʧʨʘʚʠʣʦ, ʩʪʘʪʫʩ ʢʦʪʦʨʦʛʦ ʚʳ ʭʦʪʠʪʝ ʠʟʤʝʥʠʪʴ. 

5. ʀʩʧʦʣʴʟʫʡʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʠ ʚ ʛʨʘʬʝ ʂʦʥʪʨʦʣʴ, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʧʨʘʚʠʣʦ. 

6. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
 

ʀʟʤʝʥʝʥʠʝ ʧʨʠʦʨʠʪʝʪʘ ʧʨʘʚʠʣʘ ʫʩʪʘʥʦʚʢʠ ʩʦʝʜʠʥʝʥʠʡ 

Ʒ ʏʪʦʙʳ ʠʟʤʝʥʠʪʴ ʧʨʠʦʨʠʪʝʪ ʧʨʘʚʠʣʘ ʫʩʪʘʥʦʚʢʠ ʩʦʝʜʠʥʝʥʠʡ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ 

ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʂʦʥʪʨʦʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʂʦʥʪʨʦʣʴ 

ʫʩʪʨʦʡʩʪʚ. 

3. ɺ ʙʣʦʢʝ ʅʘʩʪʨʦʡʢʘ ʜʦʩʪʫʧʘ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɸʥʪʠ-ɹʨʠʜʞʠʥʛ. 

4. ɺ ʙʣʦʢʝ ʇʨʘʚʠʣʘ ʫʩʪʨʦʡʩʪʚ ʚʳʙʝʨʠʪʝ ʧʨʘʚʠʣʦ, ʧʨʠʦʨʠʪʝʪ ʢʦʪʦʨʦʛʦ ʚʳ ʭʦʪʠʪʝ ʠʟʤʝʥʠʪʴ. 

5. ʂʥʦʧʢʘʤʠ ɺʚʝʨʭ / ɺʥʠʟ ʫʩʪʘʥʦʚʠʪʝ ʧʨʠʦʨʠʪʝʪ ʧʨʘʚʠʣʘ ʫʩʪʘʥʦʚʢʠ ʩʦʝʜʠʥʝʥʠʡ. 

ʏʝʤ ʚʳʰʝ ʧʨʘʚʠʣʦ ʚ ʪʘʙʣʠʮʝ ʧʨʘʚʠʣ, ʪʝʤ ʚʳʰʝ ʫ ʥʝʛʦ ʧʨʠʦʨʠʪʝʪ. ʌʫʥʢʮʠʷ ɸʥʪʠ-ɹʨʠʜʞʠʥʛ 

ʙʣʦʢʠʨʫʝʪ ʚʩʝ ʩʦʝʜʠʥʝʥʠʷ, ʢʨʦʤʝ ʦʜʥʦʛʦ ʩʦʝʜʠʥʝʥʠʷ, ʫʩʪʘʥʦʚʣʝʥʥʦʛʦ ʩ ʧʦʤʦʱʴʶ ʪʦʛʦ ʪʠʧʘ 

ʫʩʪʨʦʡʩʪʚ, ʜʣʷ ʢʦʪʦʨʦʛʦ ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʨʘʚʠʣʦ ʩ ʥʘʠʙʦʣʝʝ ʚʳʩʦʢʠʤ ʧʨʠʦʨʠʪʝʪʦʤ. 

6. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
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ɸʜʘʧʪʠʚʥʳʡ ʢʦʥʪʨʦʣʴ ʘʥʦʤʘʣʠʡ 

ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʜʦʩʪʫʧʝʥ, ʝʩʣʠ ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security ʫʩʪʘʥʦʚʣʝʥʦ ʥʘ ʢʦʤʧʴʶʪʝʨʝ 

ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ Windows ʜʣʷ ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʡ. ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʥʝʜʦʩʪʫʧʝʥ, 

ʝʩʣʠ ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security ʫʩʪʘʥʦʚʣʝʥʦ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ 

ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ Windows ʜʣʷ ʩʝʨʚʝʨʦʚ. 

ʂʦʤʧʦʥʝʥʪ ɸʜʘʧʪʠʚʥʳʡ ʢʦʥʪʨʦʣʴ ʘʥʦʤʘʣʠʡ ʦʪʩʣʝʞʠʚʘʝʪ ʠ ʙʣʦʢʠʨʫʝʪ ʜʝʡʩʪʚʠʷ, ʥʝʭʘʨʘʢʪʝʨʥʳʝ ʜʣʷ 

ʢʦʤʧʴʶʪʝʨʦʚ ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ. ɼʣʷ ʦʪʩʣʝʞʠʚʘʥʠʷ ʥʝʭʘʨʘʢʪʝʨʥʳʭ ʜʝʡʩʪʚʠʡ ɸʜʘʧʪʠʚʥʳʡ ʢʦʥʪʨʦʣʴ 

ʘʥʦʤʘʣʠʡ ʠʩʧʦʣʴʟʫʝʪ ʥʘʙʦʨ ʧʨʘʚʠʣ (ʥʘʧʨʠʤʝʨ, ʧʨʘʚʠʣʦ ɿʘʧʫʩʢ Windows PowerShell ʠʟ ʦʬʠʩʥʦʛʦ 

ʧʨʠʣʦʞʝʥʠʷ). ʇʨʘʚʠʣʘ ʩʦʟʜʘʥʳ ʩʧʝʮʠʘʣʠʩʪʘʤʠ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʥʘ ʦʩʥʦʚʝ ʪʠʧʠʯʥʳʭ ʩʮʝʥʘʨʠʝʚ 

ʚʨʝʜʦʥʦʩʥʦʡ ʘʢʪʠʚʥʦʩʪʠ. ɺʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʧʦʚʝʜʝʥʠʝ ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ ʜʣʷ ʢʘʞʜʦʛʦ ʠʟ 

ʧʨʘʚʠʣ ʠ, ʥʘʧʨʠʤʝʨ, ʨʘʟʨʝʰʠʪʴ ʟʘʧʫʩʢ PowerShell-ʩʢʨʠʧʪʦʚ ʜʣʷ ʘʚʪʦʤʘʪʠʟʘʮʠʠ ʨʝʰʝʥʠʷ ʢʦʨʧʦʨʘʪʠʚʥʳʭ 

ʟʘʜʘʯ. Kaspersky Endpoint Security ʦʙʥʦʚʣʷʝʪ ʥʘʙʦʨ ʧʨʘʚʠʣ ʩ ʙʘʟʘʤʠ ʧʨʠʣʦʞʝʥʠʷ. ʆʙʥʦʚʣʝʥʠʝ ʥʘʙʦʨʘ 

ʧʨʘʚʠʣ ʥʫʞʥʦ ʧʦʜʪʚʝʨʞʜʘʪʴ ʚʨʫʯʥʫʶ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʠʤʝʥʝʥʠʝ ʦʙʥʦʚʣʝʥʠʡ ʜʣʷ ʧʨʘʚʠʣ ɸʜʘʧʪʠʚʥʦʛʦ 

ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ" ʥʘ ʩʪʨ. 274). 

ʅʘʩʪʨʦʡʢʘ ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ 

ʅʘʩʪʨʦʡʢʘ ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ ʩʦʩʪʦʠʪ ʠʟ ʩʣʝʜʫʶʱʠʭ ʵʪʘʧʦʚ: 

1. ʆʙʫʯʝʥʠʝ ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ. 

ʇʦʩʣʝ ʚʢʣʶʯʝʥʠʷ ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ ʧʨʘʚʠʣʘ ʨʘʙʦʪʘʶʪ ʚ ʦʙʫʯʘʶʱʝʤ ʨʝʞʠʤʝ. ɺ ʭʦʜʝ 

ʦʙʫʯʝʥʠʷ ɸʜʘʧʪʠʚʥʳʡ ʢʦʥʪʨʦʣʴ ʘʥʦʤʘʣʠʡ ʦʪʩʣʝʞʠʚʘʝʪ ʩʨʘʙʘʪʳʚʘʥʠʝ ʧʨʘʚʠʣ ʠ ʦʪʧʨʘʚʣʷʝʪ ʩʦʙʳʪʠʷ 

ʩʨʘʙʘʪʳʚʘʥʠʷ ʚ Kaspersky Security Center. ʂʘʞʜʦʝ ʧʨʘʚʠʣʦ ʠʤʝʝʪ ʩʚʦʡ ʩʨʦʢ ʜʝʡʩʪʚʠʷ ʦʙʫʯʘʶʱʝʛʦ 

ʨʝʞʠʤʘ. ʉʨʦʢ ʜʝʡʩʪʚʠʷ ʦʙʫʯʘʶʱʝʛʦ ʨʝʞʠʤʘ ʫʩʪʘʥʘʚʣʠʚʘʶʪ ʩʧʝʮʠʘʣʠʩʪʳ "ʃʘʙʦʨʘʪʦʨʠʠ 

ʂʘʩʧʝʨʩʢʦʛʦ". ʆʙʳʯʥʦ ʩʨʦʢ ʜʝʡʩʪʚʠʷ ʦʙʫʯʘʶʱʝʛʦ ʨʝʞʠʤʘ ʩʦʩʪʘʚʣʷʝʪ 2 ʥʝʜʝʣʠ. 

ɽʩʣʠ ʚ ʭʦʜʝ ʦʙʫʯʝʥʠʷ ʧʨʘʚʠʣʦ ʥʠ ʨʘʟʫ ʥʝ ʩʨʘʙʦʪʘʣʦ, ɸʜʘʧʪʠʚʥʳʡ ʢʦʥʪʨʦʣʴ ʘʥʦʤʘʣʠʡ ʙʫʜʝʪ ʩʯʠʪʘʪʴ 

ʜʝʡʩʪʚʠʷ, ʩʚʷʟʘʥʥʳʝ ʩ ʵʪʠʤ ʧʨʘʚʠʣʦʤ, ʥʝʭʘʨʘʢʪʝʨʥʳʤ. Kaspersky Endpoint Security ʙʫʜʝʪ 

ʙʣʦʢʠʨʦʚʘʪʴ ʚʩʝ ʜʝʡʩʪʚʠʷ, ʩʚʷʟʘʥʥʳʝ ʩ ʵʪʠʤ ʧʨʘʚʠʣʦʤ. 

ɽʩʣʠ ʚ ʭʦʜʝ ʦʙʫʯʝʥʠʷ ʧʨʘʚʠʣʦ ʩʨʘʙʦʪʘʣʦ, Kaspersky Endpoint Security ʨʝʛʠʩʪʨʠʨʫʝʪ ʩʦʙʳʪʠʷ ʚ 

ʦʪʯʝʪʝ ʦ ʩʨʘʙʘʪʳʚʘʥʠʷʭ ʧʨʘʚʠʣ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʦʩʤʦʪʨ ʦʪʯʝʪʦʚ ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ" ʥʘ 

ʩʪʨ. 276) ʠ ʚ ʭʨʘʥʠʣʠʱʝ ʉʨʘʙʘʪʳʚʘʥʠʝ ʧʨʘʚʠʣ ʚ ʩʦʩʪʦʷʥʠʠ ʀʥʪʝʣʣʝʢʪʫʘʣʴʥʦʝ ʦʙʫʯʝʥʠʝ. 

2. ɸʥʘʣʠʟ ʦʪʯʝʪʘ ʦ ʩʨʘʙʘʪʳʚʘʥʠʠ ʧʨʘʚʠʣ. 

ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʘʥʘʣʠʟʠʨʫʝʪ ʦʪʯʝʪ ʦ ʩʨʘʙʘʪʳʚʘʥʠʷʭ ʧʨʘʚʠʣ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʦʩʤʦʪʨ ʦʪʯʝʪʦʚ 

ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ" ʥʘ ʩʪʨ. 276) ʠʣʠ ʩʦʜʝʨʞʘʥʠʝ ʭʨʘʥʠʣʠʱʘ ʉʨʘʙʘʪʳʚʘʥʠʝ ʧʨʘʚʠʣ ʚ 

ʩʦʩʪʦʷʥʠʠ ʀʥʪʝʣʣʝʢʪʫʘʣʴʥʦʝ ʦʙʫʯʝʥʠʝ. ɼʘʣʝʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʤʦʞʝʪ ʚʳʙʨʘʪʴ ʧʦʚʝʜʝʥʠʝ 

ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ ʧʨʠ ʩʨʘʙʘʪʳʚʘʥʠʠ ʧʨʘʚʠʣʘ: ʙʣʦʢʠʨʦʚʘʪʴ ʠʣʠ ʨʘʟʨʝʰʠʪʴ. ʊʘʢʞʝ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʤʦʞʝʪ ʧʨʦʜʦʣʞʠʪʴ ʦʪʩʣʝʞʠʚʘʪʴ ʩʨʘʙʘʪʳʚʘʥʠʝ ʧʨʘʚʠʣʘ ʠ ʧʨʦʜʣʠʪʴ ʨʘʙʦʪʫ 

ʧʨʠʣʦʞʝʥʠʷ ʚ ʦʙʫʯʘʶʱʝʤ ʨʝʞʠʤʝ. ɽʩʣʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʥʝ ʧʨʝʜʧʨʠʥʠʤʘʝʪ ʥʠʢʘʢʠʭ ʤʝʨ, 

ʧʨʠʣʦʞʝʥʠʝ ʪʘʢʞʝ ʧʨʦʜʦʣʞʠʪ ʨʘʙʦʪʘʪʴ ʚ ʦʙʫʯʘʶʱʝʤ ʨʝʞʠʤʝ. ʆʪʩʯʝʪ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʦʙʫʯʘʶʱʝʛʦ 

ʨʝʞʠʤʘ ʥʘʯʠʥʘʝʪʩʷ ʟʘʥʦʚʦ. 
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ʅʘʩʪʨʦʡʢʘ ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ ʧʨʦʠʩʭʦʜʠʪ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ. ʅʘʩʪʨʦʡʢʘ 

ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʦ ʩʣʝʜʫʶʱʠʤ ʢʘʥʘʣʘʤ: 

¶ ɸʜʘʧʪʠʚʥʳʡ ʢʦʥʪʨʦʣʴ ʘʥʦʤʘʣʠʡ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʥʘʯʠʥʘʝʪ ʙʣʦʢʠʨʦʚʘʪʴ ʜʝʡʩʪʚʠʷ, ʩʚʷʟʘʥʥʳʝ ʩ 

ʧʨʘʚʠʣʘʤʠ, ʢʦʪʦʨʳʝ ʥʝ ʩʨʘʙʦʪʘʣʠ ʚ ʪʝʯʝʥʠʝ ʦʙʫʯʘʶʱʝʛʦ ʨʝʞʠʤʘ. 

¶ Kaspersky Endpoint Security ʜʦʙʘʚʣʷʝʪ ʥʦʚʳʝ ʧʨʘʚʠʣʘ ʠʣʠ ʫʜʘʣʷʝʪ ʥʝʘʢʪʫʘʣʴʥʳʝ. 

¶ ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʥʘʩʪʨʘʠʚʘʝʪ ʨʘʙʦʪʫ ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ ʧʦʩʣʝ ʘʥʘʣʠʟʘ ʦʪʯʝʪʘ ʦ 

ʩʨʘʙʘʪʳʚʘʥʠʠ ʧʨʘʚʠʣ ʠ ʩʦʜʝʨʞʠʤʦʛʦ ʭʨʘʥʠʣʠʱʘ ʉʨʘʙʘʪʳʚʘʥʠʝ ʧʨʘʚʠʣ ʚ ʩʦʩʪʦʷʥʠʠ 

ʀʥʪʝʣʣʝʢʪʫʘʣʴʥʦʝ ʦʙʫʯʝʥʠʝ. ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʧʨʦʚʝʨʷʪʴ ʦʪʯʝʪ ʦ ʩʨʘʙʘʪʳʚʘʥʠʠ ʧʨʘʚʠʣ ʠ 

ʩʦʜʝʨʞʠʤʦʝ ʭʨʘʥʠʣʠʱʘ ʉʨʘʙʘʪʳʚʘʥʠʝ ʧʨʘʚʠʣ ʚ ʩʦʩʪʦʷʥʠʠ ʀʥʪʝʣʣʝʢʪʫʘʣʴʥʦʝ ʦʙʫʯʝʥʠʝ. 

ʇʨʠ ʧʦʧʳʪʢʝ ʚʨʝʜʦʥʦʩʥʦʛʦ ʧʨʠʣʦʞʝʥʠʷ ʚʳʧʦʣʥʠʪʴ ʜʝʡʩʪʚʠʝ, Kaspersky Endpoint Security ʟʘʙʣʦʢʠʨʫʝʪ 

ʜʝʡʩʪʚʠʝ ʠ ʧʦʢʘʞʝʪ ʫʚʝʜʦʤʣʝʥʠʝ (ʩʤ. ʨʠʩ. ʥʠʞʝ). 

 
ʈʠʩʫʥʦʢ 81. ʋʚʝʜʦʤʣʝʥʠʝ ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ 
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ɸʣʛʦʨʠʪʤ ʨʘʙʦʪʳ ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ 

Kaspersky Endpoint Security ʧʨʠʥʠʤʘʝʪ ʨʝʰʝʥʠʝ ʦ ʚʳʧʦʣʥʝʥʠʠ ʜʝʡʩʪʚʠʷ, ʩʚʷʟʘʥʥʦʛʦ ʩ ʧʨʘʚʠʣʦʤ, ʧʦ 

ʩʣʝʜʫʶʱʝʤʫ ʘʣʛʦʨʠʪʤʫ (ʩʤ. ʨʠʩ. ʥʠʞʝ). 

 
ʈʠʩʫʥʦʢ 82. ɸʣʛʦʨʠʪʤ ʨʘʙʦʪʳ ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ 
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ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ 
ʘʥʦʤʘʣʠʡ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ɸʜʘʧʪʠʚʥʳʡ ʢʦʥʪʨʦʣʴ ʘʥʦʤʘʣʠʡ ʚʢʣʶʯʝʥ. 

Ʒ ʏʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ɸʜʘʧʪʠʚʥʳʡ ʢʦʥʪʨʦʣʴ ʘʥʦʤʘʣʠʡ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ 

ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʂʦʥʪʨʦʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɸʜʘʧʪʠʚʥʳʡ 

ʢʦʥʪʨʦʣʴ ʘʥʦʤʘʣʠʡ. 

3. ʀʩʧʦʣʴʟʫʡʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ɸʜʘʧʪʠʚʥʳʡ ʢʦʥʪʨʦʣʴ ʘʥʦʤʘʣʠʡ, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ 

ʢʦʤʧʦʥʝʥʪ. 

4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ ɸʜʘʧʪʠʚʥʳʡ ʢʦʥʪʨʦʣʴ ʘʥʦʤʘʣʠʡ ʧʝʨʝʡʜʝʪ ʚ ʦʙʫʯʘʶʱʠʡ ʨʝʞʠʤ. ɺ ʭʦʜʝ ʦʙʫʯʝʥʠʷ 

ɸʜʘʧʪʠʚʥʳʡ ʢʦʥʪʨʦʣʴ ʘʥʦʤʘʣʠʡ ʦʪʩʣʝʞʠʚʘʝʪ ʩʨʘʙʘʪʳʚʘʥʠʝ ʧʨʘʚʠʣ. ʇʦʩʣʝ ʟʘʚʝʨʰʝʥʠʷ ʦʙʫʯʝʥʠʷ 

ɸʜʘʧʪʠʚʥʳʡ ʢʦʥʪʨʦʣʴ ʘʥʦʤʘʣʠʡ ʙʣʦʢʠʨʫʝʪ ʜʝʡʩʪʚʠʷ, ʥʝʭʘʨʘʢʪʝʨʥʳʝ ʜʣʷ ʢʦʤʧʴʶʪʝʨʦʚ ʩʝʪʠ 

ʦʨʛʘʥʠʟʘʮʠʠ. 

ɽʩʣʠ ʚ ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ ʥʘʯʘʣʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʥʦʚʳʝ ʠʥʩʪʨʫʤʝʥʪʳ ʜʣʷ ʨʘʙʦʪʳ, ʠ ɸʜʘʧʪʠʚʥʳʡ 

ʢʦʥʪʨʦʣʴ ʘʥʦʤʘʣʠʡ ʙʣʦʢʠʨʫʝʪ ʜʝʡʩʪʚʠʷ ʵʪʠʭ ʠʥʩʪʨʫʤʝʥʪʦʚ, ʚʳ ʤʦʞʝʪʝ ʩʙʨʦʩʠʪʴ ʨʝʟʫʣʴʪʘʪʳ 

ʨʘʙʦʪʳ ʦʙʫʯʘʶʱʝʛʦ ʨʝʞʠʤʘ ʠ ʧʦʚʪʦʨʠʪʴ ʦʙʫʯʝʥʠʝ. ɼʣʷ ʵʪʦʛʦ ʚʘʤ ʥʫʞʥʦ ʠʟʤʝʥʠʪʴ ʜʝʡʩʪʚʠʝ ʧʨʠ 

ʩʨʘʙʘʪʳʚʘʥʠʠ ʧʨʘʚʠʣʘ (ʩʤ. ʨʘʟʜʝʣ "ʀʟʤʝʥʝʥʠʝ ʜʝʡʩʪʚʠʷ ʧʨʠ ʩʨʘʙʘʪʳʚʘʥʠʠ ʧʨʘʚʠʣʘ ɸʜʘʧʪʠʚʥʦʛʦ 

ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ" ʥʘ ʩʪʨ. 272) (ʥʘʧʨʠʤʝʨ, ʫʩʪʘʥʦʚʠʪʝ ʟʥʘʯʝʥʠʝ ʀʥʬʦʨʤʠʨʦʚʘʪʴ). ɿʘʪʝʤ ʚʘʤ 

ʥʫʞʥʦ ʟʘʥʦʚʦ ʚʢʣʶʯʠʪʴ ʦʙʫʯʘʶʱʠʡ ʨʝʞʠʤ (ʫʩʪʘʥʦʚʠʪʝ ʟʥʘʯʝʥʠʝ ʀʥʪʝʣʣʝʢʪʫʘʣʴʥʦʝ). 
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ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ʧʨʘʚʠʣʘ ɸʜʘʧʪʠʚʥʦʛʦ 
ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ 

Ʒ ʏʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʧʨʘʚʠʣʦ ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʂʦʥʪʨʦʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɸʜʘʧʪʠʚʥʳʡ 

ʢʦʥʪʨʦʣʴ ʘʥʦʤʘʣʠʡ. 

3. ɺ ʙʣʦʢʝ ʇʨʘʚʠʣʘ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʀʟʤʝʥʠʪʴ ʧʨʘʚʠʣʘ. 

ʆʪʢʨʦʝʪʩʷ ʩʧʠʩʦʢ ʧʨʘʚʠʣ ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ. 

4. ɺ ʪʘʙʣʠʮʝ ʚʳʙʝʨʠʪʝ ʥʘʙʦʨ ʧʨʘʚʠʣ (ʥʘʧʨʠʤʝʨ, ɸʢʪʠʚʥʦʩʪʴ ʦʬʠʩʥʳʭ ʧʨʠʣʦʞʝʥʠʡ) ʠ ʨʘʟʚʝʨʥʠʪʝ 

ʥʘʙʦʨ. 

5. ɺʳʙʝʨʠʪʝ ʧʨʘʚʠʣʦ (ʥʘʧʨʠʤʝʨ, ɿʘʧʫʩʢ Windows PowerShell ʠʟ ʦʬʠʩʥʦʛʦ ʧʨʠʣʦʞʝʥʠʷ). 

6. ʀʩʧʦʣʴʟʫʡʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ʚ ʛʨʘʬʝ ʉʦʩʪʦʷʥʠʝ, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʧʨʘʚʠʣʦ 

ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ. 

7. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
 

ʀʟʤʝʥʝʥʠʝ ʜʝʡʩʪʚʠʷ ʧʨʠ ʩʨʘʙʘʪʳʚʘʥʠʠ ʧʨʘʚʠʣʘ 
ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ 

Ʒ ʏʪʦʙʳ ʠʟʤʝʥʠʪʴ ʜʝʡʩʪʚʠʝ ʧʨʠ ʩʨʘʙʘʪʳʚʘʥʠʠ ʧʨʘʚʠʣʘ ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ, 

ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʂʦʥʪʨʦʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɸʜʘʧʪʠʚʥʳʡ 

ʢʦʥʪʨʦʣʴ ʘʥʦʤʘʣʠʡ. 

3. ɺ ʙʣʦʢʝ ʇʨʘʚʠʣʘ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʀʟʤʝʥʠʪʴ ʧʨʘʚʠʣʘ. 

ʆʪʢʨʦʝʪʩʷ ʩʧʠʩʦʢ ʧʨʘʚʠʣ ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ. 

4. ɺ ʪʘʙʣʠʮʝ ʚʳʙʝʨʠʪʝ ʧʨʘʚʠʣʦ. 

5. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʀʟʤʝʥʠʪʴ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʩʚʦʡʩʪʚ ʧʨʘʚʠʣʘ ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ. 

6. ɺ ʙʣʦʢʝ ɼʝʡʩʪʚʠʝ ʚʳʙʝʨʠʪʝ ʦʜʠʥ ʠʟ ʩʣʝʜʫʶʱʠʭ ʧʫʥʢʪʦʚ: 

¶ ʀʥʪʝʣʣʝʢʪʫʘʣʴʥʦʝ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʚʘʨʠʘʥʪ, ʪʦ ʧʨʘʚʠʣʦ ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ 

ʨʘʙʦʪʘʝʪ ʚ ʦʙʫʯʘʶʱʝʤ ʨʝʞʠʤʝ ʚ ʪʝʯʝʥʠʝ ʧʝʨʠʦʜʘ, ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʩʧʝʮʠʘʣʠʩʪʘʤʠ "ʃʘʙʦʨʘʪʦʨʠʠ 

ʂʘʩʧʝʨʩʢʦʛʦ". ɺ ʵʪʦʤ ʨʝʞʠʤʝ ʧʨʠ ʩʨʘʙʘʪʳʚʘʥʠʠ ʧʨʘʚʠʣʘ ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ 

Kaspersky Endpoint Security ʨʘʟʨʝʰʘʝʪ ʘʢʪʠʚʥʦʩʪʴ, ʧʦʜʧʘʜʘʶʱʫʶ ʧʦʜ ʵʪʦ ʧʨʘʚʠʣʦ, ʠ ʩʦʟʜʘʝʪ 

ʟʘʧʠʩʴ ʚ ʭʨʘʥʠʣʠʱʝ ʉʨʘʙʘʪʳʚʘʥʠʝ ʧʨʘʚʠʣ ʚ ʩʦʩʪʦʷʥʠʠ ʀʥʪʝʣʣʝʢʪʫʘʣʴʥʦʝ ʦʙʫʯʝʥʠʝ 

ʉʝʨʚʝʨʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. ʇʦ ʠʩʪʝʯʝʥʠʠ ʧʝʨʠʦʜʘ ʨʘʙʦʪʳ 

ʦʙʫʯʘʶʱʝʛʦ ʨʝʞʠʤʘ Kaspersky Endpoint Security ʙʣʦʢʠʨʫʝʪ ʘʢʪʠʚʥʦʩʪʴ, ʧʦʜʧʘʜʘʶʱʫʶ ʧʦʜ 

ʧʨʘʚʠʣʦ ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ, ʠ ʩʦʟʜʘʝʪ ʚ ʞʫʨʥʘʣʝ ʟʘʧʠʩʴ, ʩʦʜʝʨʞʘʱʫʶ 

ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʵʪʦʡ ʘʢʪʠʚʥʦʩʪʠ. 
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¶ ɹʣʦʢʠʨʦʚʘʪʴ. ɽʩʣʠ ʚʳʙʨʘʥʦ ʵʪʦ ʜʝʡʩʪʚʠʝ, ʪʦ ʧʨʠ ʩʨʘʙʘʪʳʚʘʥʠʠ ʧʨʘʚʠʣʘ ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ 

ʘʥʦʤʘʣʠʡ Kaspersky Endpoint Security ʙʣʦʢʠʨʫʝʪ ʘʢʪʠʚʥʦʩʪʴ, ʧʦʜʧʘʜʘʶʱʫʶ ʧʦʜ ʵʪʦ ʧʨʘʚʠʣʦ, ʠ 

ʩʦʟʜʘʝʪ ʚ ʞʫʨʥʘʣʝ ʟʘʧʠʩʴ, ʩʦʜʝʨʞʘʱʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʵʪʦʡ ʘʢʪʠʚʥʦʩʪʠ. 

¶ ʀʥʬʦʨʤʠʨʦʚʘʪʴ. ɽʩʣʠ ʚʳʙʨʘʥʦ ʵʪʦ ʜʝʡʩʪʚʠʝ, ʪʦ ʧʨʠ ʩʨʘʙʘʪʳʚʘʥʠʠ ʧʨʘʚʠʣʘ ɸʜʘʧʪʠʚʥʦʛʦ 

ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ Kaspersky Endpoint Security ʨʘʟʨʝʰʘʝʪ ʘʢʪʠʚʥʦʩʪʴ, ʧʦʜʧʘʜʘʶʱʫʶ ʧʦʜ ʵʪʦ 

ʧʨʘʚʠʣʦ, ʠ ʩʦʟʜʘʝʪ ʚ ʞʫʨʥʘʣʝ ʟʘʧʠʩʴ, ʩʦʜʝʨʞʘʱʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʵʪʦʡ ʘʢʪʠʚʥʦʩʪʠ. 

7. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
 

ʉʦʟʜʘʥʠʝ ʠʩʢʣʶʯʝʥʠʷ ʜʣʷ ʧʨʘʚʠʣʘ ɸʜʘʧʪʠʚʥʦʛʦ 
ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ 

ɼʣʷ ʧʨʘʚʠʣ ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ ʥʝʚʦʟʤʦʞʥʦ ʩʦʟʜʘʪʴ ʙʦʣʝʝ 1000 ʠʩʢʣʶʯʝʥʠʡ. ʅʝ 

ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʩʦʟʜʘʚʘʪʴ ʙʦʣʝʝ 200 ʠʩʢʣʶʯʝʥʠʡ. ʏʪʦʙʳ ʫʤʝʥʴʰʠʪʴ ʢʦʣʠʯʝʩʪʚʦ ʠʩʧʦʣʴʟʫʝʤʳʭ 

ʠʩʢʣʶʯʝʥʠʡ, ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʤʘʩʢʠ ʚ ʧʘʨʘʤʝʪʨʘʭ ʠʩʢʣʶʯʝʥʠʡ. 

ʀʩʢʣʶʯʝʥʠʝ ʜʣʷ ʧʨʘʚʠʣʘ ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʦʧʠʩʘʥʠʝ ʠʩʭʦʜʥʳʭ ʠ ʮʝʣʝʚʳʭ 

ʦʙʲʝʢʪʦʚ. ʀʩʭʦʜʥʳʡ ʦʙʲʝʢʪ ï ʦʙʲʝʢʪ, ʢʦʪʦʨʳʡ ʚʳʧʦʣʥʷʝʪ ʜʝʡʩʪʚʠʷ. ʎʝʣʝʚʦʡ ʦʙʲʝʢʪ ï ʦʙʲʝʢʪ, ʥʘʜ 

ʢʦʪʦʨʳʤ ʚʳʧʦʣʥʷʶʪʩʷ ʜʝʡʩʪʚʠʷ. ʅʘʧʨʠʤʝʨ, ʚʳ ʦʪʢʨʳʣʠ ʬʘʡʣ file.xlsx . ɺ ʨʝʟʫʣʴʪʘʪʝ ʚ ʧʘʤʷʪʴ 

ʢʦʤʧʴʶʪʝʨʘ ʙʳʣʘ ʜʦʙʘʚʣʝʥʘ ʙʠʙʣʠʦʪʝʢʘ ʩ ʨʘʩʰʠʨʝʥʠʝʤ dll, ʢʦʪʦʨʫʶ ʠʩʧʦʣʴʟʫʝʪ ʙʨʘʫʟʝʨ (ʠʩʧʦʣʥʷʝʤʳʡ 

ʬʘʡʣ browser.exe ). ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ file.xlsx  ï ʠʩʭʦʜʥʳʡ ʦʙʲʝʢʪ, Excel ï ʠʩʭʦʜʥʳʡ ʧʨʦʮʝʩʩ, 

browser.exe  ï ʮʝʣʝʚʦʡ ʦʙʲʝʢʪ, Browser ï ʮʝʣʝʚʦʡ ʧʨʦʮʝʩʩ. 

Ʒ ʏʪʦʙʳ ʩʦʟʜʘʪʴ ʠʩʢʣʶʯʝʥʠʝ ʜʣʷ ʧʨʘʚʠʣʘ ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʂʦʥʪʨʦʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɸʜʘʧʪʠʚʥʳʡ 

ʢʦʥʪʨʦʣʴ ʘʥʦʤʘʣʠʡ. 

3. ɺ ʙʣʦʢʝ ʇʨʘʚʠʣʘ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʀʟʤʝʥʠʪʴ ʧʨʘʚʠʣʘ. 

ʆʪʢʨʦʝʪʩʷ ʩʧʠʩʦʢ ʧʨʘʚʠʣ ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ. 

4. ɺ ʪʘʙʣʠʮʝ ʚʳʙʝʨʠʪʝ ʧʨʘʚʠʣʦ. 

5. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʀʟʤʝʥʠʪʴ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʩʚʦʡʩʪʚ ʧʨʘʚʠʣʘ ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ. 

6. ɺ ʙʣʦʢʝ ʀʩʢʣʶʯʝʥʠʷ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʩʚʦʡʩʪʚ ʠʩʢʣʶʯʝʥʠʷ. 

7. ɺʳʙʝʨʠʪʝ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʜʣʷ ʢʦʪʦʨʦʛʦ ʚʳ ʭʦʪʠʪʝ ʥʘʩʪʨʦʠʪʴ ʠʩʢʣʶʯʝʥʠʝ. 

ɺʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ Active Directory, ʠʟ ʩʧʠʩʢʘ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʚ Kaspersky Security 

Center ʠʣʠ ʚʚʝʩʪʠ ʠʤʷ ʣʦʢʘʣʴʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚʨʫʯʥʫʶ. ʉʧʝʮʠʘʣʠʩʪʳ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" 

ʨʝʢʦʤʝʥʜʫʶʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʣʦʢʘʣʴʥʳʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʪʦʣʴʢʦ ʚ ʪʝʭ ʩʣʫʯʘʷʭ, ʢʦʛʜʘ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʜʦʤʝʥʥʳʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʥʝʚʦʟʤʦʞʥʦ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʠʣʦʞʝʥʠʝ 11. ʋʯʝʪʥʳʝ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ʚ ʧʨʘʚʠʣʘʭ ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 530). 
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ɸʜʘʧʪʠʚʥʳʡ ʢʦʥʪʨʦʣʴ ʘʥʦʤʘʣʠʡ ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪ ʠʩʢʣʶʯʝʥʠʷ ʜʣʷ ʛʨʫʧʧ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ɽʩʣʠ 

ʚʳ ʚʳʙʝʨʠʪʝ ʛʨʫʧʧʫ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, Kaspersky Endpoint Security ʥʝ ʧʨʠʤʝʥʠʪ ʠʩʢʣʶʯʝʥʠʝ. 

8. ɺ ʧʦʣʝ ʆʧʠʩʘʥʠʝ ʚʚʝʜʠʪʝ ʦʧʠʩʘʥʠʝ ʠʩʢʣʶʯʝʥʠʷ. 

9. ɿʘʜʘʡʪʝ ʧʘʨʘʤʝʪʨʳ ʠʩʭʦʜʥʦʛʦ ʦʙʲʝʢʪʘ ʠʣʠ ʠʩʭʦʜʥʦʛʦ ʧʨʦʮʝʩʩʘ, ʟʘʧʫʱʝʥʥʳʭ ʦʙʲʝʢʪʦʤ: 

¶ ʀʩʭʦʜʥʳʡ ʧʨʦʮʝʩʩ. ʇʫʪʴ ʠʣʠ ʤʘʩʢʘ ʧʫʪʠ ʢ ʬʘʡʣʫ ʠʣʠ ʧʘʧʢʝ ʩ ʬʘʡʣʘʤʠ (ʥʘʧʨʠʤʝʨ, 

C: \ Dir \ File.exe  ʠʣʠ Dir \ *.exe ). 

¶ ʍʝʰ ʠʩʭʦʜʥʦʛʦ ʧʨʦʮʝʩʩʘ. ʍʝʰ ʬʘʡʣʘ. 

¶ ʀʩʭʦʜʥʳʡ ʦʙʲʝʢʪ. ʇʫʪʴ ʠʣʠ ʤʘʩʢʘ ʧʫʪʠ ʢ ʬʘʡʣʫ ʠʣʠ ʧʘʧʢʝ ʩ ʬʘʡʣʘʤʠ (ʥʘʧʨʠʤʝʨ, 

C: \ Dir \ File.exe  ʠʣʠ Dir \ *.exe ). ʅʘʧʨʠʤʝʨ, ʧʫʪʴ ʢ ʬʘʡʣʫ document.docm , ʢʦʪʦʨʳʡ 

ʟʘʧʫʩʢʘʝʪ ʮʝʣʝʚʳʝ ʧʨʦʮʝʩʩʳ ʩ ʧʦʤʦʱʴʶ ʩʢʨʠʧʪʘ ʠʣʠ ʤʘʢʨʦʩʘ. 

ɺʳ ʪʘʢʞʝ ʤʦʞʝʪʝ ʫʢʘʟʘʪʴ ʜʨʫʛʠʝ ʦʙʲʝʢʪʳ ʜʣʷ ʠʩʢʣʶʯʝʥʠʷ, ʥʘʧʨʠʤʝʨ, ʚʝʙ-ʘʜʨʝʩ, ʤʘʢʨʦʩ, 

ʢʦʤʘʥʜʫ ʚ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ, ʧʫʪʴ ʨʝʝʩʪʨʘ ʠ ʜʨʫʛʠʝ. ʋʢʘʞʠʪʝ ʦʙʲʝʢʪ ʧʦ ʩʣʝʜʫʶʱʝʤʫ ʰʘʙʣʦʥʫ: 

object://<object> , ʛʜʝ <object>  ï ʥʘʟʚʘʥʠʝ ʦʙʲʝʢʪʘ, ʥʘʧʨʠʤʝʨ, 

object://web.site.example.com , object://VBA , object://ipconfig , 

object://HKEY_USERS . ɺʳ ʪʘʢʞʝ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʤʘʩʢʠ, ʥʘʧʨʠʤʝʨ, 

object://*C: \ Windows \ temp \ * . 

¶ ʍʝʰ ʠʩʭʦʜʥʦʛʦ ʦʙʲʝʢʪʘ. ʍʝʰ ʬʘʡʣʘ. 

ʇʨʘʚʠʣʦ ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ ʥʝ ʨʘʩʧʨʦʩʪʨʘʥʷʝʪʩʷ ʥʘ ʜʝʡʩʪʚʠʷ, ʚʳʧʦʣʥʷʝʤʳʝ 

ʦʙʲʝʢʪʦʤ, ʠʣʠ ʥʘ ʧʨʦʮʝʩʩʳ, ʟʘʧʫʱʝʥʥʳʝ ʦʙʲʝʢʪʦʤ. 

10. ɿʘʜʘʡʪʝ ʧʘʨʘʤʝʪʨʳ ʮʝʣʝʚʦʛʦ ʦʙʲʝʢʪʘ ʠʣʠ ʮʝʣʝʚʳʭ ʧʨʦʮʝʩʩʦʚ, ʟʘʧʫʱʝʥʥʳʭ ʥʘʜ ʦʙʲʝʢʪʦʤ. 

¶ ʎʝʣʝʚʦʡ ʧʨʦʮʝʩʩ. ʇʫʪʴ ʠʣʠ ʤʘʩʢʘ ʧʫʪʠ ʢ ʬʘʡʣʫ ʠʣʠ ʧʘʧʢʝ ʩ ʬʘʡʣʘʤʠ (ʥʘʧʨʠʤʝʨ, 

C: \ Dir \ File.exe  ʠʣʠ Dir \ *.exe ). 

¶ ʍʝʰ ʮʝʣʝʚʦʛʦ ʧʨʦʮʝʩʩʘ. ʍʝʰ ʬʘʡʣʘ. 

¶ ʎʝʣʝʚʦʡ ʦʙʲʝʢʪ. ʂʦʤʘʥʜʘ ʟʘʧʫʩʢʘ ʮʝʣʝʚʦʛʦ ʧʨʦʮʝʩʩʘ. ʋʢʘʞʠʪʝ ʢʦʤʘʥʜʫ ʧʦ ʩʣʝʜʫʶʱʝʤʫ 

ʰʘʙʣʦʥʫ object://<command> , ʥʘʧʨʠʤʝʨ, object://cmdline:powershell -

Command "$result = 'C: \ Windows \ temp \ result_local_users_pwdage.txt'" . 

ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʤʘʩʢʠ, ʥʘʧʨʠʤʝʨ, object://*C: \ Windows \ temp \ * . 

¶ ʍʝʰ ʮʝʣʝʚʦʛʦ ʦʙʲʝʢʪʘ. ʍʝʰ ʬʘʡʣʘ. 

ʇʨʘʚʠʣʦ ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ ʥʝ ʨʘʩʧʨʦʩʪʨʘʥʷʝʪʩʷ ʥʘ ʜʝʡʩʪʚʠʷ ʥʘʜ ʦʙʲʝʢʪʦʤ ʠʣʠ ʥʘ 

ʧʨʦʮʝʩʩʳ, ʟʘʧʫʱʝʥʥʳʝ ʥʘʜ ʦʙʲʝʢʪʦʤ. 

11. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
 

ʇʨʠʤʝʥʝʥʠʝ ʦʙʥʦʚʣʝʥʠʡ ʜʣʷ ʧʨʘʚʠʣ ɸʜʘʧʪʠʚʥʦʛʦ 
ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ 

ʅʦʚʳʝ ʧʨʘʚʠʣʘ ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ ʤʦʛʫʪ ʙʳʪʴ ʜʦʙʘʚʣʝʥʳ ʚ ʪʘʙʣʠʮʫ ʧʨʘʚʠʣ ʠ ʩʫʱʝʩʪʚʫʶʱʠʝ 

ʧʨʘʚʠʣʘ ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ ʤʦʛʫʪ ʙʳʪʴ ʫʜʘʣʝʥʳ ʠʟ ʪʘʙʣʠʮʳ ʧʨʘʚʠʣ ʧʦ ʨʝʟʫʣʴʪʘʪʫ 

ʦʙʥʦʚʣʝʥʠʷ ʘʥʪʠʚʠʨʫʩʥʳʭ ʙʘʟ. Kaspersky Endpoint Security ʚʳʜʝʣʷʝʪ ʫʜʘʣʷʝʤʳʝ ʠ ʜʦʙʘʚʣʷʝʤʳʝ ʧʨʘʚʠʣʘ 

ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ ʚ ʪʘʙʣʠʮʝ, ʝʩʣʠ ʜʣʷ ʵʪʠʭ ʧʨʘʚʠʣ ʦʙʥʦʚʣʝʥʠʝ ʥʝ ʙʳʣʦ ʧʨʠʤʝʥʝʥʦ. 
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ɼʦ ʪʝʭ ʧʦʨ, ʧʦʢʘ ʦʙʥʦʚʣʝʥʠʝ ʥʝ ʧʨʠʤʝʥʝʥʦ, Kaspersky Endpoint Security ʦʪʦʙʨʘʞʘʝʪ ʫʜʘʣʝʥʥʳʝ ʚ 

ʨʝʟʫʣʴʪʘʪʝ ʦʙʥʦʚʣʝʥʠʷ ʧʨʘʚʠʣʘ ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ ʚ ʪʘʙʣʠʮʝ ʧʨʘʚʠʣ ʠ ʧʨʠʩʚʘʠʚʘʝʪ 

ʵʪʠʤ ʧʨʘʚʠʣʘʤ ʩʪʘʪʫʩ ɺʳʢʣʶʯʝʥʦ. ʀʟʤʝʥʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ ʵʪʠʭ ʧʨʘʚʠʣ ʥʝʚʦʟʤʦʞʥʦ. 

Ʒ ʏʪʦʙʳ ʧʨʠʤʝʥʠʪʴ ʦʙʥʦʚʣʝʥʠʷ ʜʣʷ ʧʨʘʚʠʣ ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʂʦʥʪʨʦʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɸʜʘʧʪʠʚʥʳʡ 

ʢʦʥʪʨʦʣʴ ʘʥʦʤʘʣʠʡ. 

3. ɺ ʙʣʦʢʝ ʇʨʘʚʠʣʘ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʀʟʤʝʥʠʪʴ ʧʨʘʚʠʣʘ. 

ʆʪʢʨʦʝʪʩʷ ʩʧʠʩʦʢ ʧʨʘʚʠʣ ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ. 

4. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʇʦʜʪʚʝʨʜʠʪʴ ʦʙʥʦʚʣʝʥʠʷ. 

ʂʥʦʧʢʘ ʇʦʜʪʚʝʨʜʠʪʴ ʦʙʥʦʚʣʝʥʠʷ ʜʦʩʪʫʧʥʘ, ʝʩʣʠ ʜʦʩʪʫʧʥʦ ʦʙʥʦʚʣʝʥʠʝ ʜʣʷ ʧʨʘʚʠʣ ɸʜʘʧʪʠʚʥʦʛʦ 

ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ. 

5. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
 

ʀʟʤʝʥʝʥʠʝ ʰʘʙʣʦʥʦʚ ʩʦʦʙʱʝʥʠʡ ɸʜʘʧʪʠʚʥʦʛʦ 
ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ 
ʂʦʛʜʘ ʧʦʣʴʟʦʚʘʪʝʣʴ ʧʳʪʘʝʪʩʷ ʚʳʧʦʣʥʠʪʴ ʜʝʡʩʪʚʠʝ, ʟʘʧʨʝʱʝʥʥʦʝ ʧʨʘʚʠʣʘʤʠ ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ 

ʘʥʦʤʘʣʠʡ, Kaspersky Endpoint Security ʚʳʚʦʜʠʪ ʩʦʦʙʱʝʥʠʝ ʦ ʙʣʦʢʠʨʦʚʢʝ ʧʦʪʝʥʮʠʘʣʴʥʦ ʦʧʘʩʥʳʭ ʜʝʡʩʪʚʠʡ. 

ɽʩʣʠ ʙʣʦʢʠʨʦʚʢʘ, ʧʦ ʤʥʝʥʠʶ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʧʨʦʠʟʦʰʣʘ ʦʰʠʙʦʯʥʦ, ʧʦ ʩʩʳʣʢʝ ʠʟ ʪʝʢʩʪʘ ʩʦʦʙʱʝʥʠʷ ʦ 

ʙʣʦʢʠʨʦʚʢʝ ʧʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʦʪʧʨʘʚʠʪʴ ʩʦʦʙʱʝʥʠʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ. 

ɼʣʷ ʩʦʦʙʱʝʥʠʷ ʦ ʙʣʦʢʠʨʦʚʢʝ ʧʦʪʝʥʮʠʘʣʴʥʦ ʦʧʘʩʥʳʭ ʜʝʡʩʪʚʠʡ ʠ ʩʦʦʙʱʝʥʠʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ 

ʧʨʝʜʫʩʤʦʪʨʝʥʳ ʰʘʙʣʦʥʳ. ɺʳ ʤʦʞʝʪʝ ʠʟʤʝʥʷʪʴ ʰʘʙʣʦʥʳ ʩʦʦʙʱʝʥʠʡ. 

Ʒ ʏʪʦʙʳ ʠʟʤʝʥʠʪʴ ʰʘʙʣʦʥ ʩʦʦʙʱʝʥʠʷ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʂʦʥʪʨʦʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɸʜʘʧʪʠʚʥʳʡ 

ʢʦʥʪʨʦʣʴ ʘʥʦʤʘʣʠʡ. 

3. ɺ ʙʣʦʢʝ ʐʘʙʣʦʥʳ ʥʘʩʪʨʦʡʪʝ ʰʘʙʣʦʥʳ ʩʦʦʙʱʝʥʠʡ ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ: 

¶ ʉʦʦʙʱʝʥʠʝ ʦ ʙʣʦʢʠʨʦʚʢʝ. ʐʘʙʣʦʥ ʩʦʦʙʱʝʥʠʷ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʢʦʪʦʨʦʝ ʧʦʷʚʣʷʝʪʩʷ ʧʨʠ 

ʩʨʘʙʘʪʳʚʘʥʠʠ ʧʨʘʚʠʣʘ ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ, ʙʣʦʢʠʨʫʶʱʝʛʦ ʥʝʭʘʨʘʢʪʝʨʥʦʝ ʜʝʡʩʪʚʠʝ. 

¶ ʉʦʦʙʱʝʥʠʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ. ʐʘʙʣʦʥ ʩʦʦʙʱʝʥʠʷ ʜʣʷ ʦʪʧʨʘʚʢʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʣʦʢʘʣʴʥʦʡ 

ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ ʚ ʩʣʫʯʘʝ, ʝʩʣʠ ʙʣʦʢʠʨʦʚʢʘ ʜʝʡʩʪʚʠʷ, ʧʦ ʤʥʝʥʠʶ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʧʨʦʠʟʦʰʣʘ 

ʦʰʠʙʦʯʥʦ. ʇʦʩʣʝ ʟʘʧʨʦʩʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʨʝʜʦʩʪʘʚʠʪʴ ʜʦʩʪʫʧ Kaspersky Endpoint Security 

ʦʪʧʨʘʚʣʷʝʪ ʚ Kaspersky Security Center ʩʦʙʳʪʠʝ ʉʦʦʙʱʝʥʠʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʦ ʟʘʧʨʝʪʝ 

ʜʝʡʩʪʚʠʷ ʧʨʠʣʦʞʝʥʠʷ. ʆʧʠʩʘʥʠʝ ʩʦʙʳʪʠʷ ʩʦʜʝʨʞʠʪ ʩʦʦʙʱʝʥʠʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʩ 

ʧʦʜʩʪʘʚʣʝʥʥʳʤʠ ʧʝʨʝʤʝʥʥʳʤʠ. ɺʳ ʤʦʞʝʪʝ ʧʦʩʤʦʪʨʝʪʴ ʵʪʠ ʩʦʙʳʪʠʷ ʚ ʢʦʥʩʦʣʠ Kaspersky 

Security Center ʩ ʧʦʤʦʱʴʶ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʦʡ ʚʳʙʦʨʢʠ ɿʘʧʨʦʩʳ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ɽʩʣʠ ʚ ʚʘʰʝʡ 

ʦʨʛʘʥʠʟʘʮʠʠ ʥʝ ʨʘʟʚʝʨʥʫʪʦ ʨʝʰʝʥʠʝ Kaspersky Security Center ʠʣʠ ʩʚʷʟʴ ʩ ʉʝʨʚʝʨʦʤ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʦʪʩʫʪʩʪʚʫʝʪ, ʧʨʠʣʦʞʝʥʠʝ ʦʪʧʨʘʚʠʪ ʩʦʦʙʱʝʥʠʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʥʘ 

ʫʢʘʟʘʥʥʳʡ ʘʜʨʝʩ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ. 

4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
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ʇʨʦʩʤʦʪʨ ʦʪʯʝʪʦʚ ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ 

Ʒ ʏʪʦʙʳ ʧʨʦʩʤʦʪʨʝʪʴ ʦʪʯʝʪʳ ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ 

ʜʝʡʩʪʚʠʷ: 

1. ʆʪʢʨʦʡʪʝ ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. 

2. ɺ ʜʝʨʝʚʝ ʢʦʥʩʦʣʠ ʚʳʙʝʨʠʪʝ ʧʘʧʢʫ ʇʦʣʠʪʠʢʠ. 

3. ɺʳʙʝʨʠʪʝ ʥʫʞʥʫʶ ʧʦʣʠʪʠʢʫ ʠ ʦʪʢʨʦʡʪʝ ʩʚʦʡʩʪʚʘ ʧʦʣʠʪʠʢʠ ʜʚʦʡʥʳʤ ʱʝʣʯʢʦʤ ʤʳʰʠ. 

4. ɺ ʦʢʥʝ ʧʦʣʠʪʠʢʠ ʚʳʙʝʨʠʪʝ ʂʦʥʪʨʦʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ Ÿ ɸʜʘʧʪʠʚʥʳʡ ʢʦʥʪʨʦʣʴ ʘʥʦʤʘʣʠʡ. 

ɺ ʧʨʘʚʦʡ ʯʘʩʪʠ ʦʢʥʘ ʦʪʦʙʨʘʟʷʪʩʷ ʧʘʨʘʤʝʪʨʳ ʢʦʤʧʦʥʝʥʪʘ ɸʜʘʧʪʠʚʥʳʡ ʢʦʥʪʨʦʣʴ ʘʥʦʤʘʣʠʡ. 

5. ɺʳʧʦʣʥʠʪʝ ʦʜʥʦ ʠʟ ʩʣʝʜʫʶʱʠʭ ʜʝʡʩʪʚʠʡ: 

¶ ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʧʨʦʩʤʦʪʨʝʪʴ ʦʪʯʝʪ ʦ ʧʘʨʘʤʝʪʨʘʭ ʧʨʘʚʠʣ ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ, 

ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʆʪʯʝʪ ʦ ʩʦʩʪʦʷʥʠʠ ʧʨʘʚʠʣ ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ. 

¶ ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʧʨʦʩʤʦʪʨʝʪʴ ʦʪʯʝʪ ʦ ʩʨʘʙʘʪʳʚʘʥʠʷʭ ʧʨʘʚʠʣ ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ, 

ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʆʪʯʝʪ ʦ ʩʨʘʙʘʪʳʚʘʥʠʷʭ ʧʨʘʚʠʣ ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʘʥʦʤʘʣʠʡ. 

6. ɿʘʧʫʩʪʠʪʩʷ ʧʨʦʮʝʩʩ ʬʦʨʤʠʨʦʚʘʥʠʷ ʦʪʯʝʪʘ. 

ʆʪʯʝʪ ʦʪʦʙʨʘʟʠʪʩʷ ʚ ʥʦʚʦʤ ʦʢʥʝ. 
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ɺʝʙ-ʂʦʥʪʨʦʣʴ 
ɺʝʙ-ʂʦʥʪʨʦʣʴ ʫʧʨʘʚʣʷʝʪ ʜʦʩʪʫʧʦʤ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ. ʕʪʦ ʧʦʟʚʦʣʷʝʪ ʫʤʝʥʴʰʠʪʴ ʨʘʩʭʦʜ 

ʪʨʘʬʠʢʘ ʠ ʩʦʢʨʘʪʠʪʴ ʥʝʮʝʣʝʚʦʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʨʘʙʦʯʝʛʦ ʚʨʝʤʝʥʠ. ʇʨʠ ʧʦʧʳʪʢʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʦʪʢʨʳʪʴ ʚʝʙ-

ʩʘʡʪ, ʜʦʩʪʫʧ ʢ ʢʦʪʦʨʦʤʫ ʦʛʨʘʥʠʯʝʥ ɺʝʙ-ʂʦʥʪʨʦʣʝʤ, Kaspersky Endpoint Security ʟʘʙʣʦʢʠʨʫʝʪ ʜʦʩʪʫʧ ʠʣʠ 

ʧʦʢʘʞʝʪ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ (ʩʤ. ʨʠʩ. ʥʠʞʝ). 

ɼʣʷ ʨʘʙʦʪʳ ɺʝʙ-ʂʦʥʪʨʦʣʷ ʥʝʦʙʭʦʜʠʤʦ ʥʘʩʪʨʦʠʪʴ ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ: 

¶ ɼʣʷ ʢʦʥʪʨʦʣʷ HTTPS-ʪʨʘʬʠʢʘ ʚʢʣʶʯʠʪʝ ʧʨʦʚʝʨʢʫ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ 

ʧʨʦʚʝʨʢʠ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ" ʥʘ ʩʪʨ. 205) (ʧʦ ʫʤʦʣʯʘʥʠʶ ʧʨʦʚʝʨʢʘ ʚʢʣʶʯʝʥʘ). 

¶ ɺʳʙʝʨʠʪʝ ʧʦʨʪʳ HTTP ʠ HTTPS (ʩʤ. ʨʘʟʜʝʣ "ʌʦʨʤʠʨʦʚʘʥʠʝ ʩʧʠʩʢʘ ʢʦʥʪʨʦʣʠʨʫʝʤʳʭ ʩʝʪʝʚʳʭ 

ʧʦʨʪʦʚ" ʥʘ ʩʪʨ. 304), ʢʦʪʦʨʳʝ Kaspersky Endpoint Security ʙʫʜʝʪ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ (ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʢʦʥʪʨʦʣʴ ʧʦʨʪʦʚ ʚʢʣʶʯʝʥ). 

¶ ɺʳʙʝʨʠʪʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʌʦʨʤʠʨʦʚʘʥʠʝ ʩʧʠʩʢʘ ʧʨʠʣʦʞʝʥʠʡ, ʜʣʷ ʢʦʪʦʨʳʭ ʢʦʥʪʨʦʣʠʨʫʶʪʩʷ 

ʚʩʝ ʩʝʪʝʚʳʝ ʧʦʨʪʳ" ʥʘ ʩʪʨ. 305), ʪʨʘʬʠʢ ʢʦʪʦʨʳʭ ʙʫʜʝʪ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ Kaspersky Endpoint Security. 

ʆʩʥʦʚʥʳʝ ʙʨʘʫʟʝʨʳ ʫʞʝ ʜʦʙʘʚʣʝʥʳ ʚ ʩʧʠʩʦʢ, ʨʝʢʦʤʝʥʜʦʚʘʥʥʳʡ "ʃʘʙʦʨʘʪʦʨʠʝʡ ʂʘʩʧʝʨʩʢʦʛʦ" (ʧʦ 

ʫʤʦʣʯʘʥʠʶ ʢʦʥʪʨʦʣʴ ʦʩʥʦʚʥʳʭ ʙʨʘʫʟʝʨʦʚ ʚʢʣʶʯʝʥ). ɽʩʣʠ ʚʘʰʝʛʦ ʙʨʘʫʟʝʨʘ ʥʝʪ ʚ ʩʧʠʩʢʝ, ʜʦʙʘʚʴʪʝ 

ʧʨʠʣʦʞʝʥʠʝ ʚʨʫʯʥʫʶ. 

¶ ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʚʥʝʜʨʠʪʴ ʚ ʪʨʘʬʠʢ ʩʢʨʠʧʪ ʜʣʷ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʚʝʙ-ʩʪʨʘʥʠʮʘʤʠ (ʩʤ. ʨʘʟʜʝʣ 

"ʄʦʥʠʪʦʨʠʥʛ ʘʢʪʠʚʥʦʩʪʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ ʠʥʪʝʨʥʝʪʝ" ʥʘ ʩʪʨ. 292) (ʧʦ ʫʤʦʣʯʘʥʠʶ ʚʥʝʜʨʝʥʠʝ ʩʢʨʠʧʪʘ 

ʚʳʢʣʶʯʝʥʦ). ʉʢʨʠʧʪ ʧʦʟʚʦʣʷʝʪ ʨʝʛʠʩʪʨʠʨʦʚʘʪʴ ʩʦʙʳʪʠʷ ʨʘʙʦʪʳ ɺʝʙ-ʂʦʥʪʨʦʣʷ ʜʣʷ ʞʫʨʥʘʣʘ ʩʦʙʳʪʠʡ 

ʧʨʠʣʦʞʝʥʠʷ, ʞʫʨʥʘʣʘ ʩʦʙʳʪʠʡ ʆʉ, ʦʪʯʝʪʦʚ. 

ʉʧʦʩʦʙʳ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ ʢ ʚʝʙ-ʩʘʡʪʘʤ 

ɺʝʙ-ʂʦʥʪʨʦʣʴ ʧʦʟʚʦʣʷʝʪ ʥʘʩʪʨʘʠʚʘʪʴ ʜʦʩʪʫʧ ʢ ʚʝʙ-ʩʘʡʪʘʤ ʩʣʝʜʫʶʱʠʤʠ ʩʧʦʩʦʙʘʤʠ: 

¶ ʂʘʪʝʛʦʨʠʷ ʚʝʙ-ʩʘʡʪʘ. ʂʘʪʝʛʦʨʠʟʘʮʠʶ ʚʝʙ-ʩʘʡʪʦʚ ʦʙʝʩʧʝʯʠʚʘʝʪ ʦʙʣʘʯʥʘʷ ʩʣʫʞʙʘ Kaspersky Security 

Network, ʵʚʨʠʩʪʠʯʝʩʢʠʡ ʘʥʘʣʠʟ, ʘ ʪʘʢʞʝ ʙʘʟʘ ʠʟʚʝʩʪʥʳʭ ʚʝʙ-ʩʘʡʪʦʚ (ʚʭʦʜʠʪ ʚ ʩʦʩʪʘʚ ʙʘʟ 

ʧʨʠʣʦʞʝʥʠʷ). ɺʳ ʤʦʞʝʪʝ ʦʛʨʘʥʠʯʠʪʴ ʜʦʩʪʫʧ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʥʘʧʨʠʤʝʨ, ʢ ʢʘʪʝʛʦʨʠʠ ʉʦʮʠʘʣʴʥʳʝ 

ʩʝʪʠ ʠʣʠ ʜʨʫʛʠʤ ʢʘʪʝʛʦʨʠʷʤ (https://support.kaspersky.com/Legal/WebCategories/ru-RU/206917.htm). 

¶ ʊʠʧ ʜʘʥʥʳʭ. ɺʳ ʤʦʞʝʪʝ ʦʛʨʘʥʠʯʠʪʴ ʜʦʩʪʫʧ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʢ ʜʘʥʥʳʤ ʥʘ ʚʝʙ-ʩʘʡʪʝ ʠ, ʥʘʧʨʠʤʝʨ, 

ʩʢʨʳʪʴ ʛʨʘʬʠʯʝʩʢʠʝ ʠʟʦʙʨʘʞʝʥʠʷ. Kaspersky Endpoint Security ʦʧʨʝʜʝʣʷʝʪ ʪʠʧ ʜʘʥʥʳʭ ʧʦ ʬʦʨʤʘʪʫ 

ʬʘʡʣʘ, ʘ ʥʝ ʧʦ ʨʘʩʰʠʨʝʥʠʶ. 

Kaspersky Endpoint Security ʥʝ ʧʨʦʚʝʨʷʝʪ ʬʘʡʣʳ ʚʥʫʪʨʠ ʘʨʭʠʚʦʚ. ʅʘʧʨʠʤʝʨ, ʝʩʣʠ ʬʘʡʣʳ 

ʠʟʦʙʨʘʞʝʥʠʡ ʧʦʤʝʱʝʥʳ ʚ ʘʨʭʠʚ, Kaspersky Endpoint Security ʦʧʨʝʜʝʣʠʪ ʪʠʧ ʜʘʥʥʳʭ ɸʨʭʠʚʳ, ʘ 

ʥʝ ɻʨʘʬʠʯʝʩʢʠʝ ʬʘʡʣʳ. 

¶ ʆʪʜʝʣʴʥʳʡ ʘʜʨʝʩ. ɺʳ ʤʦʞʝʪʝ ʚʚʝʩʪʠ ʚʝʙ-ʘʜʨʝʩ ʠʣʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʤʘʩʢʠ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʘʚʠʣʘ 

ʬʦʨʤʠʨʦʚʘʥʠʷ ʤʘʩʦʢ ʘʜʨʝʩʦʚ ʚʝʙ-ʨʝʩʫʨʩʦʚ" ʥʘ ʩʪʨ. 300). 

ɺʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʦʜʥʦʚʨʝʤʝʥʥʦ ʥʝʩʢʦʣʴʢʦ ʩʧʦʩʦʙʦʚ ʨʝʛʫʣʠʨʦʚʘʥʠʷ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʩʘʡʪʘʤ. 

ʅʘʧʨʠʤʝʨ, ʚʳ ʤʦʞʝʪʝ ʦʛʨʘʥʠʯʠʪʴ ʜʦʩʪʫʧ ʢ ʪʠʧʫ ʜʘʥʥʳʭ "ʌʘʡʣʳ ʦʬʠʩʥʳʭ ʧʨʠʣʦʞʝʥʠʡ" ʪʦʣʴʢʦ ʜʣʷ ʢʘʪʝʛʦʨʠʠ 

ʚʝʙ-ʩʘʡʪʦʚ ɺʝʙ-ʧʦʯʪʘ. 

https://support.kaspersky.com/Legal/WebCategories/ru-RU/206917.htm
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ʇʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʩʘʡʪʘʤ 

ɺʝʙ-ʂʦʥʪʨʦʣʴ ʫʧʨʘʚʣʷʝʪ ʜʦʩʪʫʧʦʤ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʢ ʚʝʙ-ʩʘʡʪʘʤ ʩ ʧʦʤʦʱʴʶ ʧʨʘʚʠʣ ʜʦʩʪʫʧʘ. ɺʳ ʤʦʞʝʪʝ 

ʥʘʩʪʨʦʠʪʴ ʩʣʝʜʫʶʱʠʝ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʧʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʩʘʡʪʘʤ: 

¶ ʇʦʣʴʟʦʚʘʪʝʣʠ, ʥʘ ʢʦʪʦʨʳʭ ʨʘʩʧʨʦʩʪʨʘʥʷʝʪʩʷ ʧʨʘʚʠʣʦ. 

ʅʘʧʨʠʤʝʨ, ʚʳ ʤʦʞʝʪʝ ʦʛʨʘʥʠʯʠʪʴ ʜʦʩʪʫʧ ʚ ʠʥʪʝʨʥʝʪ ʯʝʨʝʟ ʙʨʘʫʟʝʨ ʜʣʷ ʚʩʝʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ʦʨʛʘʥʠʟʘʮʠʠ, ʢʨʦʤʝ IT-ʦʪʜʝʣʘ. 

¶ ʈʘʩʧʠʩʘʥʠʝ ʨʘʙʦʪʳ ʧʨʘʚʠʣʘ. 

ʅʘʧʨʠʤʝʨ, ʚʳ ʤʦʞʝʪʝ ʦʛʨʘʥʠʯʠʪʴ ʜʦʩʪʫʧ ʚ ʠʥʪʝʨʥʝʪ ʯʝʨʝʟ ʙʨʘʫʟʝʨ ʪʦʣʴʢʦ ʚ ʨʘʙʦʯʝʝ ʚʨʝʤʷ. 

ʇʨʠʦʨʠʪʝʪʳ ʧʨʘʚʠʣ ʜʦʩʪʫʧʘ 

ʂʘʞʜʦʝ ʧʨʘʚʠʣʦ ʠʤʝʝʪ ʧʨʠʦʨʠʪʝʪ. ʏʝʤ ʚʳʰʝ ʧʨʘʚʠʣʦ ʚ ʩʧʠʩʢʝ, ʪʝʤ ʚʳʰʝ ʝʛʦ ʧʨʠʦʨʠʪʝʪ. ɽʩʣʠ ʚʝʙ-ʩʘʡʪ 

ʜʦʙʘʚʣʝʥ ʚ ʥʝʩʢʦʣʴʢʦ ʧʨʘʚʠʣ, ɺʝʙ-ʂʦʥʪʨʦʣʴ ʨʝʛʫʣʠʨʫʝʪ ʜʦʩʪʫʧ ʢ ʚʝʙ-ʩʘʡʪʘʤ ʧʦ ʧʨʘʚʠʣʫ ʩ ʚʳʩʰʠʤ 

ʧʨʠʦʨʠʪʝʪʦʤ. ʅʘʧʨʠʤʝʨ, Kaspersky Endpoint Security ʤʦʞʝʪ ʦʧʨʝʜʝʣʠʪʴ ʢʦʨʧʦʨʘʪʠʚʥʳʡ ʧʦʨʪʘʣ ʢʘʢ 

ʩʦʮʠʘʣʴʥʫʶ ʩʝʪʴ. ʏʪʦʙʳ ʦʛʨʘʥʠʯʠʪʴ ʜʦʩʪʫʧ ʢ ʩʦʮʠʘʣʴʥʳʤ ʩʝʪʷʤ ʠ ʧʨʝʜʦʩʪʘʚʠʪʴ ʜʦʩʪʫʧ ʢ ʢʦʨʧʦʨʘʪʠʚʥʦʤʫ 

ʚʝʙ-ʧʦʨʪʘʣʫ, ʩʦʟʜʘʡʪʝ ʜʚʘ ʧʨʘʚʠʣʘ: ʟʘʧʨʝʱʘʶʱʝʝ ʧʨʘʚʠʣʦ ʜʣʷ ʢʘʪʝʛʦʨʠʠ ʚʝʙ-ʩʘʡʪʦʚ ʉʦʮʠʘʣʴʥʳʝ ʩʝʪʠ ʠ 

ʨʘʟʨʝʰʘʶʱʝʝ ʧʨʘʚʠʣʦ ʜʣʷ ʢʦʨʧʦʨʘʪʠʚʥʦʛʦ ʚʝʙ-ʧʦʨʪʘʣʘ. ʇʨʘʚʠʣʦ ʜʦʩʪʫʧʘ ʢ ʢʦʨʧʦʨʘʪʠʚʥʦʤʫ ʚʝʙ-ʧʦʨʪʘʣʫ 

ʜʦʣʞʥʦ ʠʤʝʪʴ ʧʨʠʦʨʠʪʝʪ ʚʳʰʝ, ʯʝʤ ʧʨʘʚʠʣʦ ʜʦʩʪʫʧʘ ʢ ʩʦʮʠʘʣʴʥʳʤ ʩʝʪʷʤ. 
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ɼʦʙʘʚʣʝʥʠʝ ʧʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ 

ʇʨʘʚʠʣʦ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ ï ʥʘʙʦʨ ʬʠʣʴʪʨʦʚ ʠ ʜʝʡʩʪʚʠʡ, ʢʦʪʦʨʦʝ Kaspersky Endpoint Security 

ʚʳʧʦʣʥʷʝʪ ʧʨʠ ʧʦʩʝʱʝʥʠʠ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʚʝʙ-ʨʝʩʫʨʩʦʚ. ʇʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʤʦʛʫʪ ʚʢʣʶʯʘʪʴ ʚ ʩʝʙʷ 

ʨʘʩʧʠʩʘʥʠʝ ʨʘʙʦʪʳ ʧʨʘʚʠʣʘ. 

ʅʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʩʦʟʜʘʚʘʪʴ ʙʦʣʝʝ 1000 ʧʨʘʚʠʣ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ, ʧʦʩʢʦʣʴʢʫ ʵʪʦ ʤʦʞʝʪ 

ʧʨʠʚʝʩʪʠ ʢ ʥʝʩʪʘʙʠʣʴʥʦʩʪʠ ʩʠʩʪʝʤʳ. 

ʇʨʘʚʠʣʦ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʥʘʙʦʨ ʬʠʣʴʪʨʦʚ ʠ ʜʝʡʩʪʚʠʝ, ʢʦʪʦʨʦʝ Kaspersky 

Endpoint Security ʚʳʧʦʣʥʷʝʪ ʧʨʠ ʧʦʩʝʱʝʥʠʠ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʦʧʠʩʘʥʥʳʭ ʚ ʧʨʘʚʠʣʝ ʚʝʙ-ʨʝʩʫʨʩʦʚ ʚ 

ʫʢʘʟʘʥʥʦʝ ʚ ʨʘʩʧʠʩʘʥʠʠ ʨʘʙʦʪʳ ʧʨʘʚʠʣʘ ʚʨʝʤʷ. ʌʠʣʴʪʨʳ ʧʦʟʚʦʣʷʶʪ ʪʦʯʥʦ ʟʘʜʘʪʴ ʢʨʫʛ ʚʝʙ-ʨʝʩʫʨʩʦʚ, ʜʦʩʪʫʧ 

ʢ ʢʦʪʦʨʳʤ ʢʦʥʪʨʦʣʠʨʫʝʪ ʢʦʤʧʦʥʝʥʪ ɺʝʙ-ʂʦʥʪʨʦʣʴ. 

ɼʦʩʪʫʧʥʳ ʩʣʝʜʫʶʱʠʝ ʬʠʣʴʪʨʳ: 

¶ ʌʠʣʴʪʨ ʧʦ ʩʦʜʝʨʞʘʥʠʶ. ɺʝʙ-ʂʦʥʪʨʦʣʴ ʨʘʟʜʝʣʷʝʪ ʚʝʙ-ʨʝʩʫʨʩʳ ʧʦ ʢʘʪʝʛʦʨʠʷʤ ʩʦʜʝʨʞʘʥʠ ̫

(https://support.kaspersky.com/Legal/WebCategories/ru-RU/206917.htm) ʠ ʢʘʪʝʛʦʨʠʷʤ ʪʠʧʘ ʜʘʥʥʳʭ. ɺʳ 

ʤʦʞʝʪʝ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʜʦʩʪʫʧ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʢ ʨʘʟʤʝʱʝʥʥʳʤ ʥʘ ʚʝʙ-ʨʝʩʫʨʩʘʭ ʜʘʥʥʳʤ, 

ʦʪʥʦʩʷʱʠʭʩʷ ʢ ʦʧʨʝʜʝʣʝʥʥʳʤʠ ʵʪʠʤʠ ʢʘʪʝʛʦʨʠʷʤʠ ʪʠʧʘʤ ʜʘʥʥʳʭ. ʇʨʠ ʧʦʩʝʱʝʥʠʠ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ 

ʚʝʙ-ʨʝʩʫʨʩʦʚ, ʢʦʪʦʨʳʝ ʦʪʥʦʩʷʪʩʷ ʢ ʚʳʙʨʘʥʥʦʡ ʢʘʪʝʛʦʨʠʠ ʩʦʜʝʨʞʘʥʠʷ ʠ / ʠʣʠ ʢʘʪʝʛʦʨʠʠ ʪʠʧʘ ʜʘʥʥʳʭ, 

Kaspersky Endpoint Security ʚʳʧʦʣʥʷʝʪ ʜʝʡʩʪʚʠʝ, ʫʢʘʟʘʥʥʦʝ ʚ ʧʨʘʚʠʣʝ. 

¶ ʌʠʣʴʪʨ ʧʦ ʘʜʨʝʩʘʤ ʚʝʙ-ʨʝʩʫʨʩʦʚ. ɺʳ ʤʦʞʝʪʝ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʜʦʩʪʫʧ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʢʦ ʚʩʝʤ 

ʘʜʨʝʩʘʤ ʚʝʙ-ʨʝʩʫʨʩʦʚ ʠʣʠ ʢ ʦʪʜʝʣʴʥʳʤ ʘʜʨʝʩʘʤ ʚʝʙ-ʨʝʩʫʨʩʦʚ ʠ / ʠʣʠ ʛʨʫʧʧʘʤ ʘʜʨʝʩʦʚ ʚʝʙ-

ʨʝʩʫʨʩʦʚ. 

ɽʩʣʠ ʟʘʜʘʥ ʠ ʬʠʣʴʪʨ ʧʦ ʩʦʜʝʨʞʘʥʠʶ, ʠ ʬʠʣʴʪʨ ʧʦ ʘʜʨʝʩʘʤ ʚʝʙ-ʨʝʩʫʨʩʦʚ, ʠ ʟʘʜʘʥʥʳʝ ʘʜʨʝʩʘ ʚʝʙ-

ʨʝʩʫʨʩʦʚ ʠ / ʠʣʠ ʛʨʫʧʧʳ ʘʜʨʝʩʦʚ ʚʝʙ-ʨʝʩʫʨʩʦʚ ʧʨʠʥʘʜʣʝʞʘʪ ʢ ʚʳʙʨʘʥʥʳʤ ʢʘʪʝʛʦʨʠʷʤ ʩʦʜʝʨʞʘʥʠʷ 

ʠʣʠ ʢʘʪʝʛʦʨʠʷʤ ʪʠʧʘ ʜʘʥʥʳʭ, Kaspersky Endpoint Security ʢʦʥʪʨʦʣʠʨʫʝʪ ʜʦʩʪʫʧ ʥʝ ʢʦ ʚʩʝʤ ʚʝʙ-

ʨʝʩʫʨʩʘʤ ʚʳʙʨʘʥʥʳʭ ʢʘʪʝʛʦʨʠʡ ʩʦʜʝʨʞʘʥʠʷ ʠ / ʠʣʠ ʢʘʪʝʛʦʨʠʡ ʪʠʧʘ ʜʘʥʥʳʭ, ʘ ʪʦʣʴʢʦ ʢ ʟʘʜʘʥʥʳʤ 

ʘʜʨʝʩʘʤ ʚʝʙ-ʨʝʩʫʨʩʦʚ ʠ / ʠʣʠ ʛʨʫʧʧʘʤ ʘʜʨʝʩʦʚ ʚʝʙ-ʨʝʩʫʨʩʦʚ. 

¶ ʌʠʣʴʪʨ ʧʦ ʠʤʝʥʘʤ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʛʨʫʧʧ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ɺʳ ʤʦʞʝʪʝ ʟʘʜʘʚʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ʠ / ʠʣʠ ʛʨʫʧʧʳ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʜʣʷ ʢʦʪʦʨʳʭ ʢʦʥʪʨʦʣʠʨʫʝʪʩʷ ʜʦʩʪʫʧ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 

ʧʨʘʚʠʣʦʤ. 

¶ ʈʘʩʧʠʩʘʥʠʝ ʨʘʙʦʪʳ ʧʨʘʚʠʣʘ. ɺʳ ʤʦʞʝʪʝ ʟʘʜʘʚʘʪʴ ʨʘʩʧʠʩʘʥʠʝ ʨʘʙʦʪʳ ʧʨʘʚʠʣʘ. ʈʘʩʧʠʩʘʥʠʝ 

ʨʘʙʦʪʳ ʧʨʘʚʠʣʘ ʦʧʨʝʜʝʣʷʝʪ ʚʨʝʤʷ, ʢʦʛʜʘ Kaspersky Endpoint Security ʢʦʥʪʨʦʣʠʨʫʝʪ ʜʦʩʪʫʧ ʢ ʚʝʙ-

ʨʝʩʫʨʩʘʤ, ʫʢʘʟʘʥʥʳʤ ʚ ʧʨʘʚʠʣʝ. 

ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security ʩʧʠʩʦʢ ʧʨʘʚʠʣ ʢʦʤʧʦʥʝʥʪʘ ɺʝʙ-ʂʦʥʪʨʦʣʴ ʥʝ ʧʫʩʪ. 

ʇʨʝʜʫʩʪʘʥʦʚʣʝʥʦ ʇʨʘʚʠʣʦ ʧʦ ʫʤʦʣʯʘʥʠʶ. ʕʪʦ ʧʨʘʚʠʣʦ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʚʳʙʨʘʥʥʦʛʦ ʜʝʡʩʪʚʠʷ ʨʘʟʨʝʰʘʝʪ 

ʠʣʠ ʟʘʧʨʝʱʘʝʪ ʚʩʝʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʜʦʩʪʫʧ ʢʦ ʚʩʝʤ ʚʝʙ-ʨʝʩʫʨʩʘʤ, ʢʦʪʦʨʳʝ ʥʝ ʧʦʧʘʜʘʶʪ ʧʦʜ ʜʝʡʩʪʚʠʝ 

ʜʨʫʛʠʭ ʧʨʘʚʠʣ. 

ʂʘʞʜʦʝ ʧʨʘʚʠʣʦ ʠʤʝʝʪ ʧʨʠʦʨʠʪʝʪ. ʏʝʤ ʚʳʰʝ ʧʨʘʚʠʣʦ ʚ ʩʧʠʩʢʝ, ʪʝʤ ʚʳʰʝ ʝʛʦ ʧʨʠʦʨʠʪʝʪ. ɽʩʣʠ ʚʝʙ-ʩʘʡʪ 

ʜʦʙʘʚʣʝʥ ʚ ʥʝʩʢʦʣʴʢʦ ʧʨʘʚʠʣ, ɺʝʙ-ʂʦʥʪʨʦʣʴ ʨʝʛʫʣʠʨʫʝʪ ʜʦʩʪʫʧ ʢ ʚʝʙ-ʩʘʡʪʘʤ ʧʦ ʧʨʘʚʠʣʫ ʩ ʚʳʩʰʠʤ 

ʧʨʠʦʨʠʪʝʪʦʤ. ʅʘʧʨʠʤʝʨ, Kaspersky Endpoint Security ʤʦʞʝʪ ʦʧʨʝʜʝʣʠʪʴ ʢʦʨʧʦʨʘʪʠʚʥʳʡ ʧʦʨʪʘʣ ʢʘʢ 

ʩʦʮʠʘʣʴʥʫʶ ʩʝʪʴ. ʏʪʦʙʳ ʦʛʨʘʥʠʯʠʪʴ ʜʦʩʪʫʧ ʢ ʩʦʮʠʘʣʴʥʳʤ ʩʝʪʷʤ ʠ ʧʨʝʜʦʩʪʘʚʠʪʴ ʜʦʩʪʫʧ ʢ ʢʦʨʧʦʨʘʪʠʚʥʦʤʫ 

ʚʝʙ-ʧʦʨʪʘʣʫ, ʩʦʟʜʘʡʪʝ ʜʚʘ ʧʨʘʚʠʣʘ: ʟʘʧʨʝʱʘʶʱʝʝ ʧʨʘʚʠʣʦ ʜʣʷ ʢʘʪʝʛʦʨʠʠ ʚʝʙ-ʩʘʡʪʦʚ ʉʦʮʠʘʣʴʥʳʝ ʩʝʪʠ ʠ 

ʨʘʟʨʝʰʘʶʱʝʝ ʧʨʘʚʠʣʦ ʜʣʷ ʢʦʨʧʦʨʘʪʠʚʥʦʛʦ ʚʝʙ-ʧʦʨʪʘʣʘ. ʇʨʘʚʠʣʦ ʜʦʩʪʫʧʘ ʢ ʢʦʨʧʦʨʘʪʠʚʥʦʤʫ ʚʝʙ-ʧʦʨʪʘʣʫ  

ʂʘʢ ʜʦʙʘʚʠʪʴ ʧʨʘʚʠʣʦ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

https://support.kaspersky.com/Legal/WebCategories/ru-RU/206917.htm
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1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʂʦʥʪʨʦʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɺʝʙ-

ʂʦʥʪʨʦʣʴ. 

 

3. ɺʢʣʶʯʠʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ɺʝʙ-ʂʦʥʪʨʦʣʴ. 

4. ɺ ʙʣʦʢʝ ʅʘʩʪʨʦʡʢʠ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʇʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ. 

5. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʇʨʘʚʠʣʦ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ. 

6. ʅʘʩʪʨʦʡʪʝ ʧʨʘʚʠʣʦ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ (ʩʤ. ʪʘʙʣʠʮʫ ʥʠʞʝ). 

7. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ ʥʦʚʦʝ ʧʨʘʚʠʣʦ ɺʝʙ-ʂʦʥʪʨʦʣʷ ʙʫʜʝʪ ʜʦʙʘʚʣʝʥʦ ʚ ʩʧʠʩʦʢ. ɽʩʣʠ ʪʨʝʙʫʝʪʩʷ, ʠʟʤʝʥʠʪʝ ʧʨʠʦʨʠʪʝʪ 

ʧʨʘʚʠʣʘ ɺʝʙ-ʂʦʥʪʨʦʣʷ. ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʚ ʣʶʙʦʝ ʚʨʝʤʷ ʚʳʢʣʶʯʠʪʴ ʧʨʘʚʠʣʦ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ ʩ 

ʧʦʤʦʱʴʶ ʧʝʨʝʢʣʶʯʘʪʝʣʷ, ʥʝ ʫʜʘʣʷʷ ʝʛʦ ʠʟ ʩʧʠʩʢʘ ʧʨʘʚʠʣ. 
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ʇʘʨʘʤʝʪʨ ʆʧʠʩʘʥʠʝ 

ʅʘʟʚʘʥʠʝ ʧʨʘʚʠʣʘ ʅʘʟʚʘʥʠʝ ʧʨʘʚʠʣʘ ɺʝʙ-ʂʦʥʪʨʦʣʷ. 

ʉʦʩʪʦʷʥʠʝ ¶ ɸʢʪʠʚʥʦ. 

¶ ʅʝ ʘʢʪʠʚʥʦ. 

ɺʳ ʤʦʞʝʪʝ ʚ ʣʶʙʦʝ ʚʨʝʤʷ ʚʳʢʣʶʯʠʪʴ ʧʨʘʚʠʣʦ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ ʩ 

ʧʦʤʦʱʴʶ ʧʝʨʝʢʣʶʯʘʪʝʣʷ. 

ɼʝʡʩʪʚʠʝ ¶ ʈʘʟʨʝʰʘʪʴ. ɺʝʙ-ʂʦʥʪʨʦʣʴ ʨʘʟʨʝʰʘʝʪ ʜʦʩʪʫʧ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ, 

ʫʜʦʚʣʝʪʚʦʨʷʶʱʠʤ ʧʘʨʘʤʝʪʨʘʤ ʧʨʘʚʠʣʘ. 

¶ ɿʘʧʨʝʱʘʪʴ. ɺʝʙ-ʂʦʥʪʨʦʣʴ ʟʘʧʨʝʱʘʝʪ ʜʦʩʪʫʧ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ, 

ʫʜʦʚʣʝʪʚʦʨʷʶʱʠʤ ʧʘʨʘʤʝʪʨʘʤ ʧʨʘʚʠʣʘ ʠ ʚʳʚʦʜʠʪ ʩʦʦʙʱʝʥʠʝ ʦ ʟʘʧʨʝʪʝ 

ʜʦʩʪʫʧʘ. 

¶ ʇʨʝʜʫʧʨʝʞʜʘʪʴ. ʇʨʠ ʧʦʧʳʪʢʝ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ, ʫʜʦʚʣʝʪʚʦʨʷʶʱʠʤ 

ʧʨʘʚʠʣʫ, ɺʝʙ-ʂʦʥʪʨʦʣʴ ʚʳʚʦʜʠʪ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ ʦ ʪʦʤ, ʯʪʦ ʚʝʙ-ʨʝʩʫʨʩ ʥʝ 

ʨʝʢʦʤʝʥʜʦʚʘʥ ʜʣʷ ʧʦʩʝʱʝʥʠʷ. ʇʦ ʩʩʳʣʢʘʤ ʠʟ ʩʦʦʙʱʝʥʠʷ-

ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʟʘʧʨʦʰʝʥʥʦʤʫ 

ʚʝʙ-ʨʝʩʫʨʩʫ. 

ʉʦʜʝʨʞʠʤʦʝ 

ʬʠʣʴʪʨʘ 

¶ ʇʦ ʢʘʪʝʛʦʨʠʷʤ ʩʦʜʝʨʞʘʥʠʷ. ɺʳ ʤʦʞʝʪʝ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʜʦʩʪʫʧ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ ʧʦ ʢʘʪʝʛʦʨʠʷʤ 

(https://support.kaspersky.com/Legal/WebCategories/ru-RU/206917.htm) 

(ʥʘʧʨʠʤʝʨ, ʢʘʪʝʛʦʨʠʷ ʉʦʮʠʘʣʴʥʳʝ ʩʝʪʠ). 

¶ ʇʦ ʪʠʧʘʤ ʜʘʥʥʳʭ. ɺʳ ʤʦʞʝʪʝ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʜʦʩʪʫʧ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʢ 

ʚʝʙ-ʨʝʩʫʨʩʘʤ ʧʦ ʨʘʟʤʝʱʝʥʥʳʤ ʜʘʥʥʳʤ, ʦʪʥʦʩʷʱʠʭʩʷ ʢ ʦʧʨʝʜʝʣʝʥʥʳʤ 

ʪʠʧʘʤ ʜʘʥʥʳʭ (ʥʘʧʨʠʤʝʨ, ɻʨʘʬʠʯʝʩʢʠʝ ʬʘʡʣʳ). 

ɸʜʨʝʩʘ ¶ ʂʦ ʚʩʝʤ ʘʜʨʝʩʘʤ. ɺʝʙ-ʂʦʥʪʨʦʣʴ ʥʝ ʬʠʣʴʪʨʫʝʪ ʚʝʙ-ʨʝʩʫʨʩʳ ʧʦ ʘʜʨʝʩʘʤ. 

¶ ʂ ʦʪʜʝʣʴʥʳʤ ʘʜʨʝʩʘʤ. ɺʝʙ-ʂʦʥʪʨʦʣʴ ʬʠʣʴʪʨʫʝʪ ʪʦʣʴʢʦ ʘʜʨʝʩʘ ʚʝʙ-

ʨʝʩʫʨʩʦʚ ʠʟ ʩʧʠʩʢʘ. ɺʳ ʤʦʞʝʪʝ ʚʚʝʩʪʠ ʚʝʙ-ʘʜʨʝʩ ʠʣʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʤʘʩʢʠ 

(ʩʤ. ʨʘʟʜʝʣ "ʇʨʘʚʠʣʘ ʬʦʨʤʠʨʦʚʘʥʠʷ ʤʘʩʦʢ ʘʜʨʝʩʦʚ ʚʝʙ-ʨʝʩʫʨʩʦʚ" ʥʘ 

ʩʪʨ. 300). ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʵʢʩʧʦʨʪʠʨʦʚʘʪʴ ʩʧʠʩʦʢ ʘʜʨʝʩʦʚ ʚʝʙ-ʨʝʩʫʨʩʦʚ 

ʠʟ TXT-ʬʘʡʣʘ. ɺʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ Active Directory, ʠʟ 

ʩʧʠʩʢʘ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʚ Kaspersky Security Center ʠʣʠ ʚʚʝʩʪʠ ʠʤʷ 

ʣʦʢʘʣʴʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚʨʫʯʥʫʶ. ʉʧʝʮʠʘʣʠʩʪʳ "ʃʘʙʦʨʘʪʦʨʠʠ 

ʂʘʩʧʝʨʩʢʦʛʦ" ʨʝʢʦʤʝʥʜʫʶʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʣʦʢʘʣʴʥʳʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ 

ʪʦʣʴʢʦ ʚ ʪʝʭ ʩʣʫʯʘʷʭ, ʢʦʛʜʘ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʦʤʝʥʥʳʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ 

ʥʝʚʦʟʤʦʞʥʦ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʠʣʦʞʝʥʠʝ 11. ʋʯʝʪʥʳʝ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ʚ ʧʨʘʚʠʣʘʭ ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 530). 

ɽʩʣʠ ʇʨʦʚʝʨʢʘ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ ʦʪʢʣʶʯʝʥʘ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʦʚʝʨʢʘ 

ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ" ʥʘ ʩʪʨ. 205), ʜʣʷ ʧʨʦʪʦʢʦʣʘ HTTPS ʜʦʩʪʫʧʥʘ 

ʬʠʣʴʪʨʘʮʠʷ ʪʦʣʴʢʦ ʧʦ ʠʤʝʥʠ ʩʝʨʚʝʨʘ. 

https://support.kaspersky.com/Legal/WebCategories/ru-RU/206917.htm
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ʇʘʨʘʤʝʪʨ ʆʧʠʩʘʥʠʝ 

ʇʦʣʴʟʦʚʘʪʝʣʠ ¶ ʂʦ ʚʩʝʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ. ɺʝʙ-ʂʦʥʪʨʦʣʴ ʥʝ ʬʠʣʴʪʨʫʝʪ ʚʝʙ-ʨʝʩʫʨʩʳ ʜʣʷ 

ʦʪʜʝʣʴʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

¶ ʂ ʦʪʜʝʣʴʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʠ / ʠʣʠ ʛʨʫʧʧʘʤ. ɺʝʙ-ʂʦʥʪʨʦʣʴ ʬʠʣʴʪʨʫʝʪ 

ʚʝʙ-ʨʝʩʫʨʩʳ ʪʦʣʴʢʦ ʜʣʷ ʦʪʜʝʣʴʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ɺʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ Active Directory, ʠʟ ʩʧʠʩʢʘ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʚ Kaspersky 

Security Center ʠʣʠ ʚʚʝʩʪʠ ʠʤʷ ʣʦʢʘʣʴʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚʨʫʯʥʫʶ. 

ʉʧʝʮʠʘʣʠʩʪʳ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʨʝʢʦʤʝʥʜʫʶʪ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʣʦʢʘʣʴʥʳʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʪʦʣʴʢʦ ʚ ʪʝʭ ʩʣʫʯʘʷʭ, ʢʦʛʜʘ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʜʦʤʝʥʥʳʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʥʝʚʦʟʤʦʞʥʦ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʠʣʦʞʝʥʠʝ 11. 

ʋʯʝʪʥʳʝ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ ʧʨʘʚʠʣʘʭ ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ 

ʩʪʨ. 530). 

ʈʘʩʧʠʩʘʥʠʝ ʨʘʙʦʪʳ 

ʧʨʘʚʠʣʘ 

ʈʘʩʧʠʩʘʥʠʝ ʨʘʙʦʪʳ ʧʨʘʚʠʣʘ ʦʧʨʝʜʝʣʷʝʪ ʚʨʝʤʷ, ʢʦʛʜʘ Kaspersky Endpoint 

Security ʢʦʥʪʨʦʣʠʨʫʝʪ ʜʦʩʪʫʧ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ, ʫʢʘʟʘʥʥʳʤ ʚ ʧʨʘʚʠʣʝ. 

ʅʘʧʨʠʤʝʨ, ʚʳ ʤʦʞʝʪʝ ʦʛʨʘʥʠʯʠʪʴ ʜʦʩʪʫʧ ʚ ʠʥʪʝʨʥʝʪ ʯʝʨʝʟ ʙʨʘʫʟʝʨ ʪʦʣʴʢʦ ʚ 

ʨʘʙʦʯʝʝ ʚʨʝʤʷ. 

 

 

ʌʠʣʴʪʨ ʧʦ ʩʦʜʝʨʞʘʥʠʶ ʚʝʙ-ʨʝʩʫʨʩʦʚ 

ɼʣʷ ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ ʧʦ ʩʦʜʝʨʞʘʥʠʶ ʚʝʙ-ʨʝʩʫʨʩʦʚ ʚ ɺʝʙ-ʂʦʥʪʨʦʣʝ ʧʨʝʜʫʩʤʦʪʨʝʥʳ ʩʣʝʜʫʶʱʠʝ ʬʠʣʴʪʨʳ: 

ʬʠʣʴʪʨ ʧʦ ʢʘʪʝʛʦʨʠʷʤ ʠ ʬʠʣʴʪʨ ʧʦ ʪʠʧʫ ʜʘʥʥʳʭ. 

ʂʘʪʝʛʦʨʠʟʘʮʠʶ ʚʝʙ-ʩʘʡʪʦʚ ʦʙʝʩʧʝʯʠʚʘʝʪ ʦʙʣʘʯʥʘʷ ʩʣʫʞʙʘ Kaspersky Security Network, ʵʚʨʠʩʪʠʯʝʩʢʠʡ 

ʘʥʘʣʠʟ, ʘ ʪʘʢʞʝ ʙʘʟʘ ʠʟʚʝʩʪʥʳʭ ʚʝʙ-ʩʘʡʪʦʚ (ʚʭʦʜʠʪ ʚ ʩʦʩʪʘʚ ʙʘʟ ʧʨʠʣʦʞʝʥʠʷ). ɺʳ ʤʦʞʝʪʝ ʦʛʨʘʥʠʯʠʪʴ ʜʦʩʪʫʧ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʥʘʧʨʠʤʝʨ, ʢ ʢʘʪʝʛʦʨʠʠ ʉʦʮʠʘʣʴʥʳʝ ʩʝʪʠ ʠʣʠ ʜʨʫʛʠʤ ʢʘʪʝʛʦʨʠʷʤ 

(https://support.kaspersky.com/Legal/WebCategories/ru-RU/206917.htm). 

ɺʳ ʤʦʞʝʪʝ ʦʛʨʘʥʠʯʠʪʴ ʜʦʩʪʫʧ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʧʦ ʪʠʧʫ ʜʘʥʥʳʭ ʠ, ʥʘʧʨʠʤʝʨ, ʩʢʨʳʪʴ ʛʨʘʬʠʯʝʩʢʠʝ 

ʠʟʦʙʨʘʞʝʥʠʷ. Kaspersky Endpoint Security ʦʧʨʝʜʝʣʷʝʪ ʪʠʧ ʜʘʥʥʳʭ ʧʦ ʬʦʨʤʘʪʫ ʬʘʡʣʘ, ʘ ʥʝ ʧʦ ʨʘʩʰʠʨʝʥʠʶ. 

ɺʝʙ-ʂʦʥʪʨʦʣʴ ʦʧʨʝʜʝʣʷʝʪ ʩʣʝʜʫʶʱʠʝ ʪʠʧʳ ʜʘʥʥʳʭ: 

¶ ɺʠʜʝʦ; 

¶ ɿʚʫʢʦʚʳʝ ʜʘʥʥʳʝ; 

¶ ʌʘʡʣʳ ʦʬʠʩʥʳʭ ʧʨʠʣʦʞʝʥʠʡ; 

¶ ʀʩʧʦʣʥʷʝʤʳʝ ʬʘʡʣʳ; 

¶ ɸʨʭʠʚʳ; 

¶ ɻʨʘʬʠʯʝʩʢʠʝ ʬʘʡʣʳ; 

¶ ʉʢʨʠʧʪʳ. 

Kaspersky Endpoint Security ʥʝ ʧʨʦʚʝʨʷʝʪ ʬʘʡʣʳ ʚʥʫʪʨʠ ʘʨʭʠʚʦʚ. ʅʘʧʨʠʤʝʨ, ʝʩʣʠ ʬʘʡʣʳ ʠʟʦʙʨʘʞʝʥʠʡ 

ʧʦʤʝʱʝʥʳ ʚ ʘʨʭʠʚ, Kaspersky Endpoint Security ʦʧʨʝʜʝʣʠʪ ʪʠʧ ʜʘʥʥʳʭ ɸʨʭʠʚʳ, ʘ ʥʝ ɻʨʘʬʠʯʝʩʢʠʝ 

ʬʘʡʣʳ. 

https://support.kaspersky.com/Legal/WebCategories/ru-RU/206917.htm
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ʇʨʘʚʠʣʘ ʤʦʛʫʪ ʚʢʣʶʯʘʪʴ ʚ ʩʝʙʷ ʨʘʩʧʠʩʘʥʠʝ ʨʘʙʦʪʳ ʧʨʘʚʠʣʘ ʠ ʩʧʠʩʦʢ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʢʦʪʦʨʳʤ ʵʪʦ ʧʨʘʚʠʣʦ 

ʥʘʟʥʘʯʝʥʦ. ʅʘʧʨʠʤʝʨ, ʚʳ ʤʦʞʝʪʝ ʦʛʨʘʥʠʯʠʪʴ ʜʦʩʪʫʧ ʢ ʚʝʙ-ʩʘʡʪʘʤ ʪʦʣʴʢʦ ʚ ʨʘʙʦʯʝʝ ʚʨʝʤʷ ʠʣʠ ʨʘʟʨʝʰʠʪʴ 

ʧʦʩʝʱʝʥʠʝ ʚʝʙ-ʩʘʡʪʦʚ ʪʦʣʴʢʦ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʦʧʨʝʜʝʣʝʥʥʳʭ ʛʨʫʧʧ. 

ʂʘʢ ʚʢʣʶʯʠʪʴ ʬʠʣʴʪʨ ʧʦ ʩʦʜʝʨʞʘʥʠʶ ʚʝʙ-ʨʝʩʫʨʩʦʚ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʂʦʥʪʨʦʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɺʝʙ-

ʂʦʥʪʨʦʣʴ. 

 

3. ɺ ʙʣʦʢʝ ʅʘʩʪʨʦʡʢʠ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʇʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ. 

4. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʇʨʘʚʠʣʦ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ. 

5. ɺ ʧʦʣʝ ʅʘʟʚʘʥʠʝ ʧʨʘʚʠʣʘ ʚʚʝʜʠʪʝ ʥʘʟʚʘʥʠʝ ʧʨʘʚʠʣʘ. 

6. ʋʩʪʘʥʦʚʠʪʝ ʩʪʘʪʫʩ ʧʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ ɸʢʪʠʚʥʦ. 

ɺʳ ʤʦʞʝʪʝ ʚ ʣʶʙʦʝ ʚʨʝʤʷ ʚʳʢʣʶʯʠʪʴ ʧʨʘʚʠʣʦ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ ʩ ʧʦʤʦʱʴʶ ʧʝʨʝʢʣʶʯʘʪʝʣʷ. 

7. ɺ ʙʣʦʢʝ ɼʝʡʩʪʚʠʝ ʚʳʙʝʨʠʪʝ ʥʫʞʥʳʡ ʚʘʨʠʘʥʪ: 

¶ ʈʘʟʨʝʰʘʪʴ. ɺʝʙ-ʂʦʥʪʨʦʣʴ ʨʘʟʨʝʰʘʝʪ ʜʦʩʪʫʧ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ, ʫʜʦʚʣʝʪʚʦʨʷʶʱʠʤ ʧʘʨʘʤʝʪʨʘʤ 

ʧʨʘʚʠʣʘ. 

¶ ɿʘʧʨʝʱʘʪʴ. ɺʝʙ-ʂʦʥʪʨʦʣʴ ʟʘʧʨʝʱʘʝʪ ʜʦʩʪʫʧ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ, ʫʜʦʚʣʝʪʚʦʨʷʶʱʠʤ ʧʘʨʘʤʝʪʨʘʤ 

ʧʨʘʚʠʣʘ ʠ ʚʳʚʦʜʠʪ ʩʦʦʙʱʝʥʠʝ ʦ ʟʘʧʨʝʪʝ ʜʦʩʪʫʧʘ. 
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¶ ʇʨʝʜʫʧʨʝʞʜʘʪʴ. ʇʨʠ ʧʦʧʳʪʢʝ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ, ʫʜʦʚʣʝʪʚʦʨʷʶʱʠʤ ʧʨʘʚʠʣʫ, ɺʝʙ-

ʂʦʥʪʨʦʣʴ ʚʳʚʦʜʠʪ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ ʦ ʪʦʤ, ʯʪʦ ʚʝʙ-ʨʝʩʫʨʩ ʥʝ ʨʝʢʦʤʝʥʜʦʚʘʥ ʜʣʷ ʧʦʩʝʱʝʥʠʷ. ʇʦ 

ʩʩʳʣʢʘʤ ʠʟ ʩʦʦʙʱʝʥʠʷ-ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʟʘʧʨʦʰʝʥʥʦʤʫ 

ʚʝʙ-ʨʝʩʫʨʩʫ. 

8. ɺ ʙʣʦʢʝ ʉʦʜʝʨʞʠʤʦʝ ʬʠʣʴʪʨʘ ʚʳʙʝʨʠʪʝ ʥʫʞʥʳʡ ʬʠʣʴʪʨ ʧʦ ʩʦʜʝʨʞʘʥʠʶ: 

¶ ʇʦ ʢʘʪʝʛʦʨʠʷʤ ʩʦʜʝʨʞʘʥʠʷ. ɺʳ ʤʦʞʝʪʝ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʜʦʩʪʫʧ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ 

ʧʦ ʢʘʪʝʛʦʨʠʷʤ (https://support.kaspersky.com/Legal/WebCategories/ru-RU/206917.htm) (ʥʘʧʨʠʤʝʨ, 

ʢʘʪʝʛʦʨʠʷ ʉʦʮʠʘʣʴʥʳʝ ʩʝʪʠ). 

¶ ʇʦ ʪʠʧʘʤ ʜʘʥʥʳʭ. ɺʳ ʤʦʞʝʪʝ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʜʦʩʪʫʧ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ ʧʦ 

ʨʘʟʤʝʱʝʥʥʳʤ ʜʘʥʥʳʤ, ʦʪʥʦʩʷʱʠʭʩʷ ʢ ʦʧʨʝʜʝʣʝʥʥʳʤ ʪʠʧʘʤ ʜʘʥʥʳʭ (ʥʘʧʨʠʤʝʨ, ɻʨʘʬʠʯʝʩʢʠʝ 

ʬʘʡʣʳ). 

ɼʣʷ ʥʘʩʪʨʦʡʢʠ ʬʠʣʴʪʨʘ ʧʦ ʩʦʜʝʨʞʘʥʠʶ ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

a. ʅʘʞʤʠʪʝ ʥʘ ʩʩʳʣʢʫ ʅʘʩʪʨʦʠʪʴ. 

b. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʢʠ ʥʘʧʨʦʪʠʚ ʥʘʟʚʘʥʠʡ ʞʝʣʘʝʤʳʭ ʢʘʪʝʛʦʨʠʡ ʩʦʜʝʨʞʘʥʠʷ ʠ / ʠʣʠ ʪʠʧʦʚ ʜʘʥʥʳʭ. 

ʋʩʪʘʥʦʚʢʘ ʬʣʘʞʢʘ ʥʘʧʨʦʪʠʚ ʥʘʟʚʘʥʠʷ ʢʘʪʝʛʦʨʠʠ ʩʦʜʝʨʞʘʥʠʷ ʠ / ʠʣʠ ʪʠʧʘ ʜʘʥʥʳʭ ʦʟʥʘʯʘʝʪ, 

ʯʪʦ Kaspersky Endpoint Security, ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʧʨʘʚʠʣʦʤ, ʢʦʥʪʨʦʣʠʨʫʝʪ ʜʦʩʪʫʧ ʢ ʚʝʙ-

ʨʝʩʫʨʩʘʤ, ʧʨʠʥʘʜʣʝʞʘʱʠʤ ʢ ʚʳʙʨʘʥʥʳʤ ʢʘʪʝʛʦʨʠʷʤ ʩʦʜʝʨʞʘʥʠʷ ʠ / ʠʣʠ ʪʠʧʘʤ ʜʘʥʥʳʭ. 

c. ɺʝʨʥʠʪʝʩʴ ʚ ʦʢʥʦ ʥʘʩʪʨʦʡʢʠ ʧʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ. 

9. ɺ ʙʣʦʢʝ ʇʦʣʴʟʦʚʘʪʝʣʠ ʚʳʙʝʨʠʪʝ ʥʫʞʥʳʡ ʬʠʣʴʪʨ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ: 

¶ ʂʦ ʚʩʝʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ. ɺʝʙ-ʂʦʥʪʨʦʣʴ ʥʝ ʬʠʣʴʪʨʫʝʪ ʚʝʙ-ʨʝʩʫʨʩʳ ʧʦ ʘʜʨʝʩʘʤ. 

¶ ʂ ʦʪʜʝʣʴʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʠ / ʠʣʠ ʛʨʫʧʧʘʤ. ɺʝʙ-ʂʦʥʪʨʦʣʴ ʬʠʣʴʪʨʫʝʪ ʪʦʣʴʢʦ ʘʜʨʝʩʘ ʚʝʙ-

ʨʝʩʫʨʩʦʚ ʠʟ ʩʧʠʩʢʘ. ɺʳ ʤʦʞʝʪʝ ʚʚʝʩʪʠ ʚʝʙ-ʘʜʨʝʩ ʠʣʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʤʘʩʢʠ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʘʚʠʣʘ 

ʬʦʨʤʠʨʦʚʘʥʠʷ ʤʘʩʦʢ ʘʜʨʝʩʦʚ ʚʝʙ-ʨʝʩʫʨʩʦʚ" ʥʘ ʩʪʨ. 300). ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʵʢʩʧʦʨʪʠʨʦʚʘʪʴ 

ʩʧʠʩʦʢ ʘʜʨʝʩʦʚ ʚʝʙ-ʨʝʩʫʨʩʦʚ ʠʟ TXT-ʬʘʡʣʘ. ɺʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ Active 

Directory, ʠʟ ʩʧʠʩʢʘ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʚ Kaspersky Security Center ʠʣʠ ʚʚʝʩʪʠ ʠʤʷ ʣʦʢʘʣʴʥʦʛʦ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʚʨʫʯʥʫʶ. ʉʧʝʮʠʘʣʠʩʪʳ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʨʝʢʦʤʝʥʜʫʶʪ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʣʦʢʘʣʴʥʳʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʪʦʣʴʢʦ ʚ ʪʝʭ ʩʣʫʯʘʷʭ, ʢʦʛʜʘ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʦʤʝʥʥʳʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ 

ʥʝʚʦʟʤʦʞʥʦ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʠʣʦʞʝʥʠʝ 11. ʋʯʝʪʥʳʝ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ ʧʨʘʚʠʣʘʭ 

ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 530). ɼʣʷ ʩʦʟʜʘʥʠʷ ʩʧʠʩʢʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʢ ʢʦʪʦʨʳʤ ʚʳ 

ʭʦʪʠʪʝ ʧʨʠʤʝʥʠʪʴ ʧʨʘʚʠʣʦ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

a. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

b. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʚʳʙʝʨʠʪʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠʣʠ ʛʨʫʧʧʳ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʢ ʢʦʪʦʨʳʤ ʚʳ 

ʭʦʪʠʪʝ ʧʨʠʤʝʥʠʪʴ ʧʨʘʚʠʣʦ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ. 

c. ɺʝʨʥʠʪʝʩʴ ʚ ʦʢʥʦ ʥʘʩʪʨʦʡʢʠ ʧʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ. 

10. ɺʳʙʝʨʠʪʝ ʠʟ ʨʘʩʢʨʳʚʘʶʱʝʛʦʩʷ ʩʧʠʩʢʘ ʈʘʩʧʠʩʘʥʠʝ ʨʘʙʦʪʳ ʧʨʘʚʠʣʘ ʥʘʟʚʘʥʠʝ ʥʫʞʥʦʛʦ ʨʘʩʧʠʩʘʥʠʷ 

ʠʣʠ ʩʬʦʨʤʠʨʫʡʪʝ ʥʦʚʦʝ ʨʘʩʧʠʩʘʥʠʝ ʥʘ ʦʩʥʦʚʝ ʚʳʙʨʘʥʥʦʛʦ ʨʘʩʧʠʩʘʥʠʷ ʨʘʙʦʪʳ ʧʨʘʚʠʣʘ. ɼʣʷ ʵʪʦʛʦ 

ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

a. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʀʟʤʝʥʠʪʴ ʠʣʠ ʜʦʙʘʚʠʪʴ ʥʦʚʦʝ. 

b. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

c. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʚʚʝʜʠʪʝ ʥʘʟʚʘʥʠʝ ʨʘʩʧʠʩʘʥʠʷ ʨʘʙʦʪʳ ʧʨʘʚʠʣʘ. 

d. ʅʘʩʪʨʦʡʪʝ ʨʘʩʧʠʩʘʥʠʝ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

e. ɺʝʨʥʠʪʝʩʴ ʚ ʦʢʥʦ ʥʘʩʪʨʦʡʢʠ ʧʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ. 

11. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

https://support.kaspersky.com/Legal/WebCategories/ru-RU/206917.htm
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ɺ ʨʝʟʫʣʴʪʘʪʝ ʥʦʚʦʝ ʧʨʘʚʠʣʦ ɺʝʙ-ʂʦʥʪʨʦʣʷ ʙʫʜʝʪ ʜʦʙʘʚʣʝʥʦ ʚ ʩʧʠʩʦʢ. ɽʩʣʠ ʪʨʝʙʫʝʪʩʷ, ʠʟʤʝʥʠʪʝ ʧʨʠʦʨʠʪʝʪ 

ʧʨʘʚʠʣʘ ɺʝʙ-ʂʦʥʪʨʦʣʷ. ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʚ ʣʶʙʦʝ ʚʨʝʤʷ ʚʳʢʣʶʯʠʪʴ ʧʨʘʚʠʣʦ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ ʩ 

ʧʦʤʦʱʴʶ ʧʝʨʝʢʣʶʯʘʪʝʣʷ, ʥʝ ʫʜʘʣʷʷ ʝʛʦ ʠʟ ʩʧʠʩʢʘ ʧʨʘʚʠʣ. 

 

ʌʠʣʴʪʨ ʧʦ ʘʜʨʝʩʘʤ ʚʝʙ-ʨʝʩʫʨʩʦʚ 

ɼʣʷ ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ ʢ ʦʪʜʝʣʴʥʳʤ ʚʝʙ-ʨʝʩʫʨʩʘʤ ʚʘʤ ʥʫʞʥʦ ʩʦʟʜʘʪʴ ʧʨʘʚʠʣʦ ɺʝʙ-ʂʦʥʪʨʦʣʷ, ʩʬʦʨʤʠʨʦʚʘʪʴ 

ʩʧʠʩʦʢ ʚʝʙ-ʘʜʨʝʩʦʚ ʠ ʚʳʙʨʘʪʴ ʜʝʡʩʪʚʠʝ ɺʝʙ-ʂʦʥʪʨʦʣʷ. ʇʨʠ ʬʦʨʤʠʨʦʚʘʥʠʠ ʩʧʠʩʢʘ ʚʝʙ-ʘʜʨʝʩʦʚ ʚʳ ʤʦʞʝʪʝ 

ʚʚʝʩʪʠ URL-ʘʜʨʝʩ ʠʣʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʤʘʩʢʠ. 

ʇʨʘʚʠʣʘ ʤʦʛʫʪ ʚʢʣʶʯʘʪʴ ʚ ʩʝʙʷ ʨʘʩʧʠʩʘʥʠʝ ʨʘʙʦʪʳ ʧʨʘʚʠʣʘ ʠ ʩʧʠʩʦʢ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʢʦʪʦʨʳʤ ʵʪʦ ʧʨʘʚʠʣʦ 

ʥʘʟʥʘʯʝʥʦ. ʅʘʧʨʠʤʝʨ, ʚʳ ʤʦʞʝʪʝ ʦʛʨʘʥʠʯʠʪʴ ʜʦʩʪʫʧ ʢ ʚʝʙ-ʩʘʡʪʘʤ ʪʦʣʴʢʦ ʚ ʨʘʙʦʯʝʝ ʚʨʝʤʷ ʠʣʠ ʨʘʟʨʝʰʠʪʴ 

ʧʦʩʝʱʝʥʠʝ ʚʝʙ-ʩʘʡʪʦʚ ʪʦʣʴʢʦ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʦʧʨʝʜʝʣʝʥʥʳʭ ʛʨʫʧʧ. 

ʂʘʢ ʚʢʣʶʯʠʪʴ ʬʠʣʴʪʨ ʧʦ ʘʜʨʝʩʘʤ ʚʝʙ-ʨʝʩʫʨʩʦʚ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʂʦʥʪʨʦʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɺʝʙ-

ʂʦʥʪʨʦʣʴ. 

 

3. ɺ ʙʣʦʢʝ ʅʘʩʪʨʦʡʢʠ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʇʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ. 

4. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʇʨʘʚʠʣʦ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ. 
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5. ɺ ʧʦʣʝ ʅʘʟʚʘʥʠʝ ʧʨʘʚʠʣʘ ʚʚʝʜʠʪʝ ʥʘʟʚʘʥʠʝ ʧʨʘʚʠʣʘ. 

6. ʋʩʪʘʥʦʚʠʪʝ ʩʪʘʪʫʩ ʧʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ ɸʢʪʠʚʥʦ. 

ɺʳ ʤʦʞʝʪʝ ʚ ʣʶʙʦʝ ʚʨʝʤʷ ʚʳʢʣʶʯʠʪʴ ʧʨʘʚʠʣʦ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ ʩ ʧʦʤʦʱʴʶ ʧʝʨʝʢʣʶʯʘʪʝʣʷ. 

7. ɺ ʙʣʦʢʝ ɼʝʡʩʪʚʠʝ ʚʳʙʝʨʠʪʝ ʥʫʞʥʳʡ ʚʘʨʠʘʥʪ: 

¶ ʈʘʟʨʝʰʘʪʴ. ɺʝʙ-ʂʦʥʪʨʦʣʴ ʨʘʟʨʝʰʘʝʪ ʜʦʩʪʫʧ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ, ʫʜʦʚʣʝʪʚʦʨʷʶʱʠʤ ʧʘʨʘʤʝʪʨʘʤ 

ʧʨʘʚʠʣʘ. 

¶ ɿʘʧʨʝʱʘʪʴ. ɺʝʙ-ʂʦʥʪʨʦʣʴ ʟʘʧʨʝʱʘʝʪ ʜʦʩʪʫʧ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ, ʫʜʦʚʣʝʪʚʦʨʷʶʱʠʤ ʧʘʨʘʤʝʪʨʘʤ 

ʧʨʘʚʠʣʘ ʠ ʚʳʚʦʜʠʪ ʩʦʦʙʱʝʥʠʝ ʦ ʟʘʧʨʝʪʝ ʜʦʩʪʫʧʘ. 

¶ ʇʨʝʜʫʧʨʝʞʜʘʪʴ. ʇʨʠ ʧʦʧʳʪʢʝ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ, ʫʜʦʚʣʝʪʚʦʨʷʶʱʠʤ ʧʨʘʚʠʣʫ, ɺʝʙ-

ʂʦʥʪʨʦʣʴ ʚʳʚʦʜʠʪ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ ʦ ʪʦʤ, ʯʪʦ ʚʝʙ-ʨʝʩʫʨʩ ʥʝ ʨʝʢʦʤʝʥʜʦʚʘʥ ʜʣʷ ʧʦʩʝʱʝʥʠʷ. ʇʦ 

ʩʩʳʣʢʘʤ ʠʟ ʩʦʦʙʱʝʥʠʷ-ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʟʘʧʨʦʰʝʥʥʦʤʫ 

ʚʝʙ-ʨʝʩʫʨʩʫ. 

8. ɺ ʙʣʦʢʝ ɸʜʨʝʩʘ ʚʳʙʝʨʠʪʝ ʂ ʦʪʜʝʣʴʥʳʤ ʘʜʨʝʩʘʤ. 

ʉʬʦʨʤʠʨʫʡʪʝ ʩʧʠʩʦʢ ʘʜʨʝʩʦʚ ʚʝʙ-ʨʝʩʫʨʩʦʚ. ɺʳ ʤʦʞʝʪʝ ʚʚʝʩʪʠ ʚʝʙ-ʘʜʨʝʩ ʠʣʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʤʘʩʢʠ 

(ʩʤ. ʨʘʟʜʝʣ "ʇʨʘʚʠʣʘ ʬʦʨʤʠʨʦʚʘʥʠʷ ʤʘʩʦʢ ʘʜʨʝʩʦʚ ʚʝʙ-ʨʝʩʫʨʩʦʚ" ʥʘ ʩʪʨ. 300). ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ 

ʵʢʩʧʦʨʪʠʨʦʚʘʪʴ ʩʧʠʩʦʢ ʘʜʨʝʩʦʚ ʚʝʙ-ʨʝʩʫʨʩʦʚ ʠʟ TXT-ʬʘʡʣʘ. 

ɽʩʣʠ ʇʨʦʚʝʨʢʘ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ ʦʪʢʣʶʯʝʥʘ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʦʚʝʨʢʘ ʟʘʱʠʱʝʥʥʳʭ 

ʩʦʝʜʠʥʝʥʠʡ" ʥʘ ʩʪʨ. 205), ʜʣʷ ʧʨʦʪʦʢʦʣʘ HTTPS ʜʦʩʪʫʧʥʘ ʬʠʣʴʪʨʘʮʠʷ ʪʦʣʴʢʦ ʧʦ ʠʤʝʥʠ 

ʩʝʨʚʝʨʘ. 

9. ɺ ʙʣʦʢʝ ʇʦʣʴʟʦʚʘʪʝʣʠ ʚʳʙʝʨʠʪʝ ʥʫʞʥʳʡ ʬʠʣʴʪʨ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ: 

¶ ʂʦ ʚʩʝʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ. ɺʝʙ-ʂʦʥʪʨʦʣʴ ʥʝ ʬʠʣʴʪʨʫʝʪ ʚʝʙ-ʨʝʩʫʨʩʳ ʜʣʷ ʦʪʜʝʣʴʥʳʭ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

¶ ʂ ʦʪʜʝʣʴʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʠ / ʠʣʠ ʛʨʫʧʧʘʤ. ɺʝʙ-ʂʦʥʪʨʦʣʴ ʬʠʣʴʪʨʫʝʪ ʪʦʣʴʢʦ ʘʜʨʝʩʘ ʚʝʙ-

ʨʝʩʫʨʩʦʚ ʠʟ ʩʧʠʩʢʘ. ɺʳ ʤʦʞʝʪʝ ʚʚʝʩʪʠ ʚʝʙ-ʘʜʨʝʩ ʠʣʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʤʘʩʢʠ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʘʚʠʣʘ 

ʬʦʨʤʠʨʦʚʘʥʠʷ ʤʘʩʦʢ ʘʜʨʝʩʦʚ ʚʝʙ-ʨʝʩʫʨʩʦʚ" ʥʘ ʩʪʨ. 300). ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʵʢʩʧʦʨʪʠʨʦʚʘʪʴ 

ʩʧʠʩʦʢ ʘʜʨʝʩʦʚ ʚʝʙ-ʨʝʩʫʨʩʦʚ ʠʟ TXT-ʬʘʡʣʘ. ɺʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ Active 

Directory, ʠʟ ʩʧʠʩʢʘ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʚ Kaspersky Security Center ʠʣʠ ʚʚʝʩʪʠ ʠʤʷ ʣʦʢʘʣʴʥʦʛʦ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʚʨʫʯʥʫʶ. ʉʧʝʮʠʘʣʠʩʪʳ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʨʝʢʦʤʝʥʜʫʶʪ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʣʦʢʘʣʴʥʳʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʪʦʣʴʢʦ ʚ ʪʝʭ ʩʣʫʯʘʷʭ, ʢʦʛʜʘ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʦʤʝʥʥʳʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ 

ʥʝʚʦʟʤʦʞʥʦ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʠʣʦʞʝʥʠʝ 11. ʋʯʝʪʥʳʝ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ ʧʨʘʚʠʣʘʭ 

ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 530). 

10. ɺ ʨʘʩʢʨʳʚʘʶʱʝʤʩʷ ʩʧʠʩʢʝ ʈʘʩʧʠʩʘʥʠʝ ʨʘʙʦʪʳ ʧʨʘʚʠʣʘ ʚʳʙʝʨʠʪʝ ʨʘʩʧʠʩʘʥʠʝ ʠʣʠ ʩʬʦʨʤʠʨʫʡʪʝ 

ʥʦʚʦʝ ʨʘʩʧʠʩʘʥʠʝ. 

11. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ ʥʦʚʦʝ ʧʨʘʚʠʣʦ ɺʝʙ-ʂʦʥʪʨʦʣʷ ʙʫʜʝʪ ʜʦʙʘʚʣʝʥʦ ʚ ʩʧʠʩʦʢ. ɽʩʣʠ ʪʨʝʙʫʝʪʩʷ, ʠʟʤʝʥʠʪʝ ʧʨʠʦʨʠʪʝʪ 

ʧʨʘʚʠʣʘ ɺʝʙ-ʂʦʥʪʨʦʣʷ. ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʚ ʣʶʙʦʝ ʚʨʝʤʷ ʚʳʢʣʶʯʠʪʴ ʧʨʘʚʠʣʦ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ ʩ 

ʧʦʤʦʱʴʶ ʧʝʨʝʢʣʶʯʘʪʝʣʷ, ʥʝ ʫʜʘʣʷʷ ʝʛʦ ʠʟ ʩʧʠʩʢʘ ʧʨʘʚʠʣ. 
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ʇʨʦʚʝʨʢʘ ʨʘʙʦʪʳ ʧʨʘʚʠʣ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ɺʝʙ-ʂʦʥʪʨʦʣʷ ʚʳ ʤʦʞʝʪʝ ʩʣʫʯʘʡʥʦ ʟʘʙʣʦʢʠʨʦʚʘʪʴ ʜʦʩʪʫʧ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ, ʥʝʦʙʭʦʜʠʤʳʤ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʜʣʷ ʨʘʙʦʪʳ. ɼʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʧʨʘʚʠʣʘ ɺʝʙ-ʂʦʥʪʨʦʣʷ, ʢʦʪʦʨʦʝ ʙʣʦʢʠʨʫʝʪ ʜʦʩʪʫʧ ʢ ʚʝʙ-

ʨʝʩʫʨʩʘʤ, ʧʨʝʜʥʘʟʥʘʯʝʥ ʠʥʩʪʨʫʤʝʥʪ ɼʠʘʛʥʦʩʪʠʢʘ ʧʨʘʚʠʣ ɺʝʙ-ʂʦʥʪʨʦʣʷ. ɼʠʘʛʥʦʩʪʠʢʘ ʧʨʘʚʠʣ ɺʝʙ-

ʂʦʥʪʨʦʣʷ ʜʦʩʪʫʧʥʘ ʪʦʣʴʢʦ ʚ ʠʥʪʝʨʬʝʡʩʝ Kaspersky Endpoint Security. ɺ ʢʦʥʩʦʣʠ Kaspersky Security Center 

ʦʧʨʝʜʝʣʠʪʴ ʧʨʘʚʠʣʦ ɺʝʙ-ʂʦʥʪʨʦʣʷ, ʢʦʪʦʨʦʝ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʚʝʙ-ʨʝʩʫʨʩ, ʥʝʚʦʟʤʦʞʥʦ. 

ɽʩʣʠ ʙʣʦʢʠʨʦʚʢʘ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʨʝʩʫʨʩʫ, ʧʦ ʤʥʝʥʠʶ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʙʳʣʘ ʦʰʠʙʦʯʥʘ, ʧʦ ʩʩʳʣʢʝ ʠʟ ʩʦʦʙʱʝʥʠʷ 

ʦ ʙʣʦʢʠʨʦʚʢʝ ʚʝʙ-ʨʝʩʫʨʩʘ ʧʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʦʪʧʨʘʚʠʪʴ ʫʞʝ ʩʬʦʨʤʠʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ 

ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ (ʩʤ. ʨʘʟʜʝʣ "ʀʟʤʝʥʝʥʠʝ ʰʘʙʣʦʥʦʚ ʩʦʦʙʱʝʥʠʡ ɺʝʙ-ʂʦʥʪʨʦʣʷ" ʥʘ ʩʪʨ. 297). 

Ʒ ʏʪʦʙʳ ʧʨʦʚʝʨʠʪʴ ʨʘʙʦʪʫ ʧʨʘʚʠʣ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ 

ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʂʦʥʪʨʦʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɺʝʙ-

ʂʦʥʪʨʦʣʴ. 

 

3. ɺ ʙʣʦʢʝ ʅʘʩʪʨʦʡʢʠ ʥʘʞʤʠʪʝ ʥʘ ʩʩʳʣʢʫ ɼʠʘʛʥʦʩʪʠʢʘ ʧʨʘʚʠʣ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ɼʠʘʛʥʦʩʪʠʢʘ ʧʨʘʚʠʣ. 
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4. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʋʢʘʞʠʪʝ ʘʜʨʝʩ, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ ʧʨʦʚʝʨʠʪʴ ʨʘʙʦʪʫ ʧʨʘʚʠʣ, ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 

ʢʦʪʦʨʳʤʠ Kaspersky Endpoint Security ʢʦʥʪʨʦʣʠʨʫʝʪ ʜʦʩʪʫʧ ʢ ʦʧʨʝʜʝʣʝʥʥʦʤʫ ʚʝʙ-ʨʝʩʫʨʩʫ. ɺ ʧʦʣʝ 

ʥʠʞʝ ʚʚʝʜʠʪʝ ʘʜʨʝʩ ʚʝʙ-ʨʝʩʫʨʩʘ. 

5. ɿʘʜʘʡʪʝ ʩʧʠʩʦʢ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ / ʠʣʠ ʛʨʫʧʧ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ ʧʨʦʚʝʨʠʪʴ ʨʘʙʦʪʫ 

ʧʨʘʚʠʣ, ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʢʦʪʦʨʳʤʠ Kaspersky Endpoint Security ʢʦʥʪʨʦʣʠʨʫʝʪ ʜʦʩʪʫʧ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ 

ʜʣʷ ʦʧʨʝʜʝʣʝʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ / ʠʣʠ ʛʨʫʧʧ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

6. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʌʠʣʴʪʨʦʚʘʪʴ ʩʦʜʝʨʞʘʥʠʝ ʠ ʚ ʨʘʩʢʨʳʚʘʶʱʝʤʩʷ ʩʧʠʩʢʝ ʚʳʙʝʨʠʪʝ ʥʫʞʥʳʡ 

ʵʣʝʤʝʥʪ (ʇʦ ʢʘʪʝʛʦʨʠʷʤ ʩʦʜʝʨʞʘʥʠʷ, ʇʦ ʪʠʧʘʤ ʜʘʥʥʳʭ ʠʣʠ ʇʦ ʢʘʪʝʛʦʨʠʷʤ ʩʦʜʝʨʞʘʥʠʷ ʠ ʪʠʧʘʤ 

ʜʘʥʥʳʭ), ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ ʧʨʦʚʝʨʠʪʴ ʨʘʙʦʪʫ ʧʨʘʚʠʣ, ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʢʦʪʦʨʳʤʠ Kaspersky Endpoint 

Security ʢʦʥʪʨʦʣʠʨʫʝʪ ʜʦʩʪʫʧ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ ʦʧʨʝʜʝʣʝʥʥʳʭ ʢʘʪʝʛʦʨʠʡ ʩʦʜʝʨʞʘʥʠʷ ʠ / ʠʣʠ ʢʘʪʝʛʦʨʠʡ 

ʪʠʧʘ ʜʘʥʥʳʭ. 

7. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʋʯʠʪʳʚʘʪʴ ʚʨʝʤʷ ʧʦʧʳʪʢʠ ʜʦʩʪʫʧʘ, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ ʧʨʦʚʝʨʠʪʴ ʨʘʙʦʪʫ ʧʨʘʚʠʣ 

ʩ ʫʯʝʪʦʤ ʜʥʷ ʥʝʜʝʣʠ ʠ ʚʨʝʤʝʥʠ ʩʦʚʝʨʰʝʥʠʷ ʧʦʧʳʪʢʠ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ, ʫʢʘʟʘʥʥʳʤ ʚ ʫʩʣʦʚʠʷʭ 

ʜʠʘʛʥʦʩʪʠʢʠ ʧʨʘʚʠʣ. ɼʘʣʝʝ ʫʢʘʞʠʪʝ ʜʝʥʴ ʥʝʜʝʣʠ ʠ ʚʨʝʤʷ. 

8. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʇʨʦʚʝʨʠʪʴ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ ʧʨʦʚʝʨʢʠ ʚʳʚʦʜʠʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦ ʜʝʡʩʪʚʠʠ Kaspersky Endpoint Security ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 

ʧʝʨʚʳʤ ʩʨʘʙʦʪʘʚʰʠʤ ʧʨʘʚʠʣʦʤ ʧʨʠ ʧʦʧʳʪʢʝ ʜʦʩʪʫʧʘ ʢ ʟʘʜʘʥʥʦʤʫ ʚʝʙ-ʨʝʩʫʨʩʫ (ʨʘʟʨʝʰʝʥʠʝ, ʟʘʧʨʝʪ, 

ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ). ʇʝʨʚʳʤ ʩʨʘʙʘʪʳʚʘʝʪ ʧʨʘʚʠʣʦ, ʢʦʪʦʨʦʝ ʥʘʭʦʜʠʪʩʷ ʚ ʩʧʠʩʢʝ ʧʨʘʚʠʣ ɺʝʙ-ʂʦʥʪʨʦʣʷ 

ʚʳʰʝ ʜʨʫʛʠʭ ʧʨʘʚʠʣ, ʫʜʦʚʣʝʪʚʦʨʷʶʱʠʭ ʫʩʣʦʚʠʷʤ ʜʠʘʛʥʦʩʪʠʢʠ. ʉʦʦʙʱʝʥʠʝ ʚʳʚʦʜʠʪʩʷ ʩʧʨʘʚʘ ʦʪ ʢʥʦʧʢʠ 

ʇʨʦʚʝʨʠʪʴ. ɺ ʪʘʙʣʠʮʝ ʥʠʞʝ ʚʳʚʦʜʠʪʩʷ ʩʧʠʩʦʢ ʦʩʪʘʣʴʥʳʭ ʩʨʘʙʦʪʘʚʰʠʭ ʧʨʘʚʠʣ ʩ ʫʢʘʟʘʥʠʝʤ ʜʝʡʩʪʚʠʷ, 

ʢʦʪʦʨʦʝ ʚʳʧʦʣʥʷʝʪ Kaspersky Endpoint Security. ʇʨʘʚʠʣʘ ʚʳʚʦʜʷʪʩʷ ʚ ʧʦʨʷʜʢʝ ʫʙʳʚʘʥʠʷ ʧʨʠʦʨʠʪʝʪʘ. 
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ʄʦʥʠʪʦʨʠʥʛ ʘʢʪʠʚʥʦʩʪʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ ʠʥʪʝʨʥʝʪʝ 

Kaspersky Endpoint Security ʧʦʟʚʦʣʷʝʪ ʟʘʧʠʩʳʚʘʪʴ ʜʘʥʥʳʝ ʦ ʧʦʩʝʱʝʥʠʠ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʚʩʝʭ ʚʝʙ-ʩʘʡʪʦʚ, ʚ 

ʪʦʤ ʯʠʩʣʝ ʠ ʨʘʟʨʝʰʝʥʥʳʭ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʚʳ ʤʦʞʝʪʝ ʧʦʣʫʯʠʪʴ ʧʦʣʥʫʶ ʠʩʪʦʨʠʶ ʧʨʦʩʤʦʪʨʦʚ ʚ ʙʨʘʫʟʝʨʝ. 

Kaspersky Endpoint Security ʦʪʧʨʘʚʣʷʝʪ ʩʦʙʳʪʠʷ ʘʢʪʠʚʥʦʩʪʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ Kaspersky Security Center, 

ʣʦʢʘʣʴʥʳʡ ʞʫʨʥʘʣ Kaspersky Endpoint Security (ʩʤ. ʨʘʟʜʝʣ "ʈʘʙʦʪʘ ʩ ʦʪʯʝʪʘʤʠ" ʥʘ ʩʪʨ. 373), ʞʫʨʥʘʣ 

ʩʦʙʳʪʠʡ Windows. ɼʣʷ ʧʦʣʫʯʝʥʠʷ ʩʦʙʳʪʠʡ ʚ Kaspersky Security Center ʥʫʞʥʦ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʩʦʙʳʪʠʡ 

ʚ ʧʦʣʠʪʠʢʝ ʚ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʠʣʠ Web Console. ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʦʪʧʨʘʚʢʫ ʩʦʙʳʪʠʡ 

ɺʝʙ-ʂʦʥʪʨʦʣʷ ʧʦ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʝ ʠ ʦʪʦʙʨʘʞʝʥʠʝ ʫʚʝʜʦʤʣʝʥʠʡ ʥʘ ʵʢʨʘʥʝ ʢʦʤʧʴʶʪʝʨʘ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ɹʨʘʫʟʝʨʳ, ʢʦʪʦʨʳʝ ʧʦʜʜʝʨʞʠʚʘʶʪ ʬʫʥʢʮʠʶ ʤʦʥʠʪʦʨʠʥʛʘ: Microsoft Edge, Microsoft Internet Explorer, 

Google Chrome, ʗʥʜʝʢʩ.ɹʨʘʫʟʝʨ, Mozilla Firefox. ʄʦʥʠʪʦʨʠʥʛ ʘʢʪʠʚʥʦʩʪʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʝ ʨʘʙʦʪʘʝʪ ʚ 

ʜʨʫʛʠʭ ʙʨʘʫʟʝʨʘʭ. 

Kaspersky Endpoint Security ʩʦʟʜʘʝʪ ʩʣʝʜʫʶʱʠʝ ʩʦʙʳʪʠʷ ʘʢʪʠʚʥʦʩʪʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ ʠʥʪʝʨʥʝʪʝ: 

¶ ʙʣʦʢʠʨʦʚʢʘ ʚʝʙ-ʩʘʡʪʘ (ʩʪʘʪʫʩ ʂʨʠʪʠʯʝʩʢʠʝ ʩʦʙʳʪʠʷ ); 

¶ ʧʦʩʝʱʝʥʠʝ ʥʝʨʝʢʦʤʝʥʜʦʚʘʥʥʦʛʦ ʚʝʙ-ʩʘʡʪʘ (ʩʪʘʪʫʩ ʇʨʝʜʫʧʨʝʞʜʝʥʠʷ ); 

¶ ʧʦʩʝʱʝʥʠʝ ʨʘʟʨʝʰʝʥʥʦʛʦ ʚʝʙ-ʩʘʡʪʘ (ʩʪʘʪʫʩ ʀʥʬʦʨʤʘʮʠʦʥʥʳʝ ʩʦʦʙʱʝʥʠʷ ). 

ɼʣʷ ʤʦʥʠʪʦʨʠʥʛʘ ʘʢʪʠʚʥʦʩʪʠ ʥʝʦʙʭʦʜʠʤʦ ʚʳʧʦʣʥʠʪʴ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

¶ ɺʥʝʜʨʠʪʝ ʚ ʪʨʘʬʠʢ ʩʢʨʠʧʪ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʚʝʙ-ʩʪʨʘʥʠʮʘʤʠ (ʩʤ. ʠʥʩʪʨʫʢʮʠʶ ʥʠʞʝ). ʉʢʨʠʧʪ 

ʧʦʟʚʦʣʷʝʪ ʨʝʛʠʩʪʨʠʨʦʚʘʪʴ ʩʦʙʳʪʠʷ ʨʘʙʦʪʳ ɺʝʙ-ʂʦʥʪʨʦʣʷ. 

¶ ɼʣʷ ʢʦʥʪʨʦʣʷ HTTPS-ʪʨʘʬʠʢʘ ʥʫʞʥʦ ʚʢʣʶʯʠʪʴ ʧʨʦʚʝʨʢʫ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ (ʩʤ. ʨʘʟʜʝʣ 

"ɺʢʣʶʯʝʥʠʝ ʧʨʦʚʝʨʢʠ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ" ʥʘ ʩʪʨ. 205). 

ɺʥʝʜʨʝʥʠʝ ʩʢʨʠʧʪʘ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʚʝʙ-ʩʪʨʘʥʠʮʘʤʠ 

ʂʘʢ ʚʥʝʜʨʠʪʴ ʚ ʪʨʘʬʠʢ ʩʢʨʠʧʪ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʚʝʙ-ʩʪʨʘʥʠʮʘʤʠ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʅʘʩʪʨʦʡʢʠ ʩʝʪʠ. 
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ʈʠʩʫʥʦʢ 83. ʇʘʨʘʤʝʪʨʳ ʩʝʪʠ ʧʨʠʣʦʞʝʥʠʷ 

3. ɺ ʙʣʦʢʝ ʆʙʨʘʙʦʪʢʘ ʪʨʘʬʠʢʘ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ɺʥʝʜʨʷʪʴ ʚ ʪʨʘʬʠʢ ʩʢʨʠʧʪ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ 

ʚʝʙ-ʩʪʨʘʥʠʮʘʤʠ. 

4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ Kaspersky Endpoint Security ʚʥʝʜʨʠʪ ʚ ʪʨʘʬʠʢ ʩʢʨʠʧʪ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʚʝʙ-ʩʪʨʘʥʠʮʘʤʠ. 

ʉʢʨʠʧʪ ʧʦʟʚʦʣʷʝʪ ʨʝʛʠʩʪʨʠʨʦʚʘʪʴ ʩʦʙʳʪʠʷ ʨʘʙʦʪʳ ɺʝʙ-ʂʦʥʪʨʦʣʷ ʜʣʷ ʞʫʨʥʘʣʘ ʩʦʙʳʪʠʡ ʧʨʠʣʦʞʝʥʠʷ, 

ʞʫʨʥʘʣʘ ʩʦʙʳʪʠʡ ʆʉ, ʦʪʯʝʪʦʚ (ʩʤ. ʨʘʟʜʝʣ "ʈʘʙʦʪʘ ʩ ʦʪʯʝʪʘʤʠ" ʥʘ ʩʪʨ. 373). 

ʅʘʩʪʨʦʡʢʘ ʟʘʧʠʩʠ ʩʦʙʳʪʠʡ ɺʝʙ-ʂʦʥʪʨʦʣʷ 

Ʒ ʏʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʟʘʧʠʩʴ ʩʦʙʳʪʠʡ ɺʝʙ-ʂʦʥʪʨʦʣʷ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ, 

ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʀʥʪʝʨʬʝʡʩ. 

3. ɺ ʙʣʦʢʝ ʋʚʝʜʦʤʣʝʥʠʷ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʅʘʩʪʨʦʠʪʴ ʫʚʝʜʦʤʣʝʥʠʷ. 

4. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʚʳʙʝʨʠʪʝ ʨʘʟʜʝʣ ɺʝʙ-ʂʦʥʪʨʦʣʴ. 

ʆʪʢʨʦʝʪʩʷ ʪʘʙʣʠʮʘ ʩʦʙʳʪʠʡ ɺʝʙ-ʂʦʥʪʨʦʣʷ ʠ ʩʧʦʩʦʙʦʚ ʫʚʝʜʦʤʣʝʥʠʡ. 
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5. ʅʘʩʪʨʦʡʪʝ ʜʣʷ ʢʘʞʜʦʛʦ ʩʦʙʳʪʠʷ ʩʧʦʩʦʙ ʫʚʝʜʦʤʣʝʥʠʷ: ʉʦʭʨʘʥʷʪʴ ʚ ʣʦʢʘʣʴʥʦʤ ʦʪʯʝʪʝ ʠ 

ʉʦʭʨʘʥʷʪʴ ʚ ʞʫʨʥʘʣʝ ʩʦʙʳʪʠʡ Windows. 

ɼʣʷ ʟʘʧʠʩʠ ʩʦʙʳʪʠʡ ʧʦʩʝʱʝʥʠʷ ʨʘʟʨʝʰʝʥʥʳʭ ʚʝʙ-ʩʘʡʪʦʚ ʥʫʞʥʦ ʜʦʧʦʣʥʠʪʝʣʴʥʦ ʥʘʩʪʨʦʠʪʴ ɺʝʙ-

ʂʦʥʪʨʦʣʴ (ʩʤ. ʠʥʩʪʨʫʢʮʠʶ ʥʠʞʝ). 

ʊʘʢʞʝ ʚ ʪʘʙʣʠʮʝ ʩʦʙʳʪʠʡ ʚʳ ʤʦʞʝʪʝ ʚʢʣʶʯʠʪʴ ʫʚʝʜʦʤʣʝʥʠʝ ʥʘ ʵʢʨʘʥʝ ʠ ʫʚʝʜʦʤʣʝʥʠʝ ʧʦ 

ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʝ. ɼʣʷ ʦʪʧʨʘʚʢʠ ʫʚʝʜʦʤʣʝʥʠʡ ʧʦ ʧʦʯʪʝ ʥʫʞʥʦ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ SMTP-ʩʝʨʚʝʨʘ. 

ʇʦʜʨʦʙʥʝʝ ʦʙ ʦʪʧʨʘʚʢʝ ʫʚʝʜʦʤʣʝʥʠʡ ʧʦ ʧʦʯʪʝ ʩʤ. ʚ ʩʧʨʘʚʢʝ Kaspersky Security Center 

https://support.kaspersky.com/help/KSC/15.1/ru-RU/index.htm.  

6. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ Kaspersky Endpoint Security ʥʘʯʠʥʘʝʪ ʟʘʧʠʩʳʚʘʪʴ ʩʦʙʳʪʠʷ ʘʢʪʠʚʥʦʩʪʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ 

ʠʥʪʝʨʥʝʪʝ. 

ɺʝʙ-ʂʦʥʪʨʦʣʴ ʦʪʧʨʘʚʣʷʝʪ ʩʦʙʳʪʠʷ ʘʢʪʠʚʥʦʩʪʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ Kaspersky Security Center ʩʣʝʜʫʶʱʠʤ 

ʦʙʨʘʟʦʤ: 

¶ ɽʩʣʠ ʚʳ ʠʩʧʦʣʴʟʫʝʪʝ Kaspersky Security Center, ɺʝʙ-ʂʦʥʪʨʦʣʴ ʦʪʧʨʘʚʣʷʝʪ ʩʦʙʳʪʠʷ ʧʦ ʚʩʝʤ 

ʦʙʲʝʢʪʘʤ, ʠʟ ʢʦʪʦʨʳʭ ʩʦʩʪʦʠʪ ʚʝʙ-ʩʪʨʘʥʠʮʘ. ʇʦʵʪʦʤʫ ʧʨʠ ʙʣʦʢʠʨʦʚʘʥʠʠ ʦʜʥʦʡ ʚʝʙ-ʩʪʨʘʥʠʮʳ ʤʦʞʝʪ 

ʙʳʪʴ ʩʦʟʜʘʥʦ ʥʝʩʢʦʣʴʢʦ ʩʦʙʳʪʠʡ. ʅʘʧʨʠʤʝʨ, ʧʨʠ ʙʣʦʢʠʨʦʚʘʥʠʠ ʚʝʙ-ʩʪʨʘʥʠʮʳ 

http://www.example.com Kaspersky Endpoint Security ʤʦʞʝʪ ʦʪʧʨʘʚʠʪʴ ʩʦʙʳʪʠʷ ʧʦ ʩʣʝʜʫʶʱʠʤ 

ʦʙʲʝʢʪʘʤ: http://www.example.com, http://www.example.com/icon.ico, http://www.example.com/file.js ʠ 

ʪʘʢ ʜʘʣʝʝ. 

ɿʘʧʠʩʴ ʩʦʙʳʪʠʡ ʧʦʩʝʱʝʥʠʷ ʨʘʟʨʝʰʝʥʥʳʭ ʚʝʙ-ʩʘʡʪʦʚ 

Ʒ ʏʪʦʙʳ ʚʢʣʶʯʠʪʴ ʟʘʧʠʩʴ ʩʦʙʳʪʠʡ ʧʦʩʝʱʝʥʠʷ ʨʘʟʨʝʰʝʥʥʳʭ ʚʝʙ-ʩʘʡʪʦʚ, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʂʦʥʪʨʦʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɺʝʙ-

ʂʦʥʪʨʦʣʴ. 

https://support.kaspersky.com/help/KSC/15.1/ru-RU/index.htm
http://www.example.com/
http://www.example.com/
http://www.example.com/icon.ico
http://www.example.com/file.js
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3. ɺ ʙʣʦʢʝ ɼʦʧʦʣʥʠʪʝʣʴʥʦ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ. 

4. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ɿʘʧʠʩʳʚʘʪʴ ʜʘʥʥʳʝ ʦ ʧʦʩʝʱʝʥʠʠ ʨʘʟʨʝʰʝʥʥʳʭ 

ʩʪʨʘʥʠʮ ʚ ʞʫʨʥʘʣ. 
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5. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ ʚʘʤ ʙʫʜʝʪ ʜʦʩʪʫʧʥʘ ʧʦʣʥʘʷ ʠʩʪʦʨʠʷ ʧʨʦʩʤʦʪʨʦʚ ʚ ʙʨʘʫʟʝʨʝ. 

 

ʀʟʤʝʥʝʥʠʝ ʰʘʙʣʦʥʦʚ ʩʦʦʙʱʝʥʠʡ ɺʝʙ-ʂʦʥʪʨʦʣʷ 

ɺ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʜʝʡʩʪʚʠʷ, ʟʘʜʘʥʥʦʛʦ ʚ ʩʚʦʡʩʪʚʘʭ ʧʨʘʚʠʣ ɺʝʙ-ʂʦʥʪʨʦʣʷ, ʧʨʠ ʧʦʧʳʪʢʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ Kaspersky Endpoint Security ʚʳʚʦʜʠʪ ʩʦʦʙʱʝʥʠʝ (ʧʦʜʤʝʥʷʝʪ ʦʪʚʝʪ HTTP-

ʩʝʨʚʝʨʘ HTML-ʩʪʨʘʥʠʮʝʡ ʩ ʩʦʦʙʱʝʥʠʝʤ) ʦʜʥʦʛʦ ʠʟ ʩʣʝʜʫʶʱʠʭ ʪʠʧʦʚ: 

¶ ʉʦʦʙʱʝʥʠʝ-ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ. ʊʘʢʦʝ ʩʦʦʙʱʝʥʠʝ ʧʨʝʜʫʧʨʝʞʜʘʝʪ ʧʦʣʴʟʦʚʘʪʝʣʷ ʦ ʪʦʤ, ʯʪʦ ʧʦʩʝʱʝʥʠʝ 

ʚʝʙ-ʨʝʩʫʨʩʘ ʥʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʠ / ʠʣʠ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʧʦʣʠʪʠʢʝ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

Kaspersky Endpoint Security ʚʳʚʦʜʠʪ ʩʦʦʙʱʝʥʠʝ-ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ, ʝʩʣʠ ʚ ʧʘʨʘʤʝʪʨʘʭ ʧʨʘʚʠʣʘ, 

ʦʧʠʩʳʚʘʶʱʝʛʦ ʵʪʦʪ ʚʝʙ-ʨʝʩʫʨʩ, ʚʳʙʨʘʥʦ ʜʝʡʩʪʚʠʝ ʇʨʝʜʫʧʨʝʞʜʘʪʴ. 

ɽʩʣʠ, ʧʦ ʤʥʝʥʠʶ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ ʦʰʠʙʦʯʥʦ, ʧʦ ʩʩʳʣʢʝ ʠʟ ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ 

ʧʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʦʪʧʨʘʚʠʪʴ ʫʞʝ ʩʬʦʨʤʠʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ 

ʦʨʛʘʥʠʟʘʮʠʠ. 

¶ ʉʦʦʙʱʝʥʠʝ ʦ ʙʣʦʢʠʨʦʚʢʝ ʚʝʙ-ʨʝʩʫʨʩʘ. Kaspersky Endpoint Security ʚʳʚʦʜʠʪ ʩʦʦʙʱʝʥʠʝ ʦ ʙʣʦʢʠʨʦʚʢʝ 

ʚʝʙ-ʨʝʩʫʨʩʘ (ʩʤ. ʨʠʩ. ʥʠʞʝ), ʝʩʣʠ ʚ ʧʘʨʘʤʝʪʨʘʭ ʧʨʘʚʠʣʘ, ʢʦʪʦʨʦʝ ʦʧʠʩʳʚʘʝʪ ʵʪʦʪ ʚʝʙ-ʨʝʩʫʨʩ, 

ʚʳʙʨʘʥʦ ʜʝʡʩʪʚʠʝ ɿʘʧʨʝʱʘʪʴ. 
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ɽʩʣʠ ʙʣʦʢʠʨʦʚʢʘ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʨʝʩʫʨʩʫ, ʧʦ ʤʥʝʥʠʶ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʙʳʣʘ ʦʰʠʙʦʯʥʘ, ʧʦ ʩʩʳʣʢʝ ʠʟ 

ʩʦʦʙʱʝʥʠʷ ʦ ʙʣʦʢʠʨʦʚʢʝ ʚʝʙ-ʨʝʩʫʨʩʘ ʧʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʦʪʧʨʘʚʠʪʴ ʫʞʝ ʩʬʦʨʤʠʨʦʚʘʥʥʦʝ 

ʩʦʦʙʱʝʥʠʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ. 

 

ɼʣʷ ʩʦʦʙʱʝʥʠʷ-ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ, ʩʦʦʙʱʝʥʠʷ ʦ ʙʣʦʢʠʨʦʚʢʝ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʨʝʩʫʨʩʫ ʠ ʩʦʦʙʱʝʥʠʷ ʜʣʷ 

ʦʪʧʨʘʚʢʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ ʧʨʝʜʫʩʤʦʪʨʝʥʳ ʰʘʙʣʦʥʳ. ɺʳ ʤʦʞʝʪʝ ʠʟʤʝʥʷʪʴ ʠʭ 

ʩʦʜʝʨʞʘʥʠʝ. 

ʂʘʢ ʠʟʤʝʥʠʪʴ ʰʘʙʣʦʥ ʩʦʦʙʱʝʥʠʡ ɺʝʙ-ʂʦʥʪʨʦʣʷ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʂʦʥʪʨʦʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɺʝʙ-

ʂʦʥʪʨʦʣʴ. 
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3. ɺ ʙʣʦʢʝ ʐʘʙʣʦʥʳ ʥʘʩʪʨʦʡʪʝ ʰʘʙʣʦʥʳ ʩʦʦʙʱʝʥʠʡ ɺʝʙ-ʂʦʥʪʨʦʣʷ: 

¶ ʇʨʝʜʫʧʨʝʞʜʝʥʠʝ. ʇʦʣʝ ʚʚʦʜʘ ʩʦʜʝʨʞʠʪ ʰʘʙʣʦʥ ʩʦʦʙʱʝʥʠʷ, ʢʦʪʦʨʦʝ ʧʦʷʚʣʷʝʪʩʷ ʧʨʠ 

ʩʨʘʙʘʪʳʚʘʥʠʠ ʧʨʘʚʠʣʘ, ʧʨʝʜʫʧʨʝʞʜʘʶʱʝʛʦ ʦ ʧʦʧʳʪʢʝ ʜʦʩʪʫʧʘ ʢ ʥʝʨʝʢʦʤʝʥʜʦʚʘʥʥʦʤʫ ʚʝʙ-

ʨʝʩʫʨʩʫ. 

¶ ʉʦʦʙʱʝʥʠʝ ʦ ʙʣʦʢʠʨʦʚʢʝ. ʇʦʣʝ ʚʚʦʜʘ ʩʦʜʝʨʞʠʪ ʰʘʙʣʦʥ ʩʦʦʙʱʝʥʠʷ, ʢʦʪʦʨʦʝ ʧʦʷʚʣʷʝʪʩʷ ʧʨʠ 

ʩʨʘʙʘʪʳʚʘʥʠʠ ʧʨʘʚʠʣʘ, ʙʣʦʢʠʨʫʶʱʝʛʦ ʜʦʩʪʫʧ ʢ ʚʝʙ-ʨʝʩʫʨʩʫ. 

¶ ʉʦʦʙʱʝʥʠʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ. ʐʘʙʣʦʥ ʩʦʦʙʱʝʥʠʷ ʜʣʷ ʦʪʧʨʘʚʢʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʣʦʢʘʣʴʥʦʡ 

ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ ʚ ʩʣʫʯʘʝ, ʝʩʣʠ ʙʣʦʢʠʨʦʚʢʘ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʨʝʩʫʨʩʫ, ʧʦ ʤʥʝʥʠʶ ʧʦʣʴʟʦʚʘʪʝʣʷ, 

ʧʨʦʠʟʦʰʣʘ ʦʰʠʙʦʯʥʦ. ʇʦʩʣʝ ʟʘʧʨʦʩʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʨʝʜʦʩʪʘʚʠʪʴ ʜʦʩʪʫʧ Kaspersky Endpoint 

Security ʦʪʧʨʘʚʣʷʝʪ ʚ Kaspersky Security Center ʩʦʙʳʪʠʝ ʉʦʦʙʱʝʥʠʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʦ 

ʟʘʧʨʝʪʝ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʩʪʨʘʥʠʮʝ. ʆʧʠʩʘʥʠʝ ʩʦʙʳʪʠʷ ʩʦʜʝʨʞʠʪ ʩʦʦʙʱʝʥʠʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʩ 

ʧʦʜʩʪʘʚʣʝʥʥʳʤʠ ʧʝʨʝʤʝʥʥʳʤʠ. ɺʳ ʤʦʞʝʪʝ ʧʦʩʤʦʪʨʝʪʴ ʵʪʠ ʩʦʙʳʪʠʷ ʚ ʢʦʥʩʦʣʠ Kaspersky 

Security Center ʩ ʧʦʤʦʱʴʶ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʦʡ ʚʳʙʦʨʢʠ ɿʘʧʨʦʩʳ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ɽʩʣʠ ʚ ʚʘʰʝʡ 

ʦʨʛʘʥʠʟʘʮʠʠ ʥʝ ʨʘʟʚʝʨʥʫʪʦ ʨʝʰʝʥʠʝ Kaspersky Security Center ʠʣʠ ʩʚʷʟʴ ʩ ʉʝʨʚʝʨʦʤ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʦʪʩʫʪʩʪʚʫʝʪ, ʧʨʠʣʦʞʝʥʠʝ ʦʪʧʨʘʚʠʪ ʩʦʦʙʱʝʥʠʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʥʘ 

ʫʢʘʟʘʥʥʳʡ ʘʜʨʝʩ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ. 

4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
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ʇʨʘʚʠʣʘ ʬʦʨʤʠʨʦʚʘʥʠʷ ʤʘʩʦʢ ʘʜʨʝʩʦʚ ʚʝʙ-ʨʝʩʫʨʩʦʚ 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʤʘʩʢʠ ʘʜʨʝʩʘ ʚʝʙ-ʨʝʩʫʨʩʘ (ʜʘʣʝʝ ʪʘʢʞʝ "ʤʘʩʢʠ ʘʜʨʝʩʘ") ʤʦʞʝʪ ʙʳʪʴ ʫʜʦʙʥʦ ʚ ʩʣʫʯʘʷʭ, ʢʦʛʜʘ 

ʚ ʧʨʦʮʝʩʩʝ ʩʦʟʜʘʥʠʷ ʧʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ ʪʨʝʙʫʝʪʩʷ ʚʚʝʩʪʠ ʤʥʦʞʝʩʪʚʦ ʩʭʦʞʠʭ ʘʜʨʝʩʦʚ ʚʝʙ-

ʨʝʩʫʨʩʦʚ. ʆʜʥʘ ʛʨʘʤʦʪʥʦ ʩʬʦʨʤʠʨʦʚʘʥʥʘʷ ʤʘʩʢʘ ʘʜʨʝʩʘ ʤʦʞʝʪ ʟʘʤʝʥʠʪʴ ʤʥʦʞʝʩʪʚʦ ʘʜʨʝʩʦʚ ʚʝʙ-ʨʝʩʫʨʩʦʚ. 

ʇʨʠ ʬʦʨʤʠʨʦʚʘʥʠʠ ʤʘʩʢʠ ʘʜʨʝʩʘ ʩʣʝʜʫʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʣʝʜʫʶʱʠʝ ʧʨʘʚʠʣʘ: 

1. ʉʠʤʚʦʣ *  ʟʘʤʝʥʷʝʪ ʣʶʙʫʶ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʠʟ ʥʫʣʷ ʠʣʠ ʙʦʣʝʝ ʩʠʤʚʦʣʦʚ. 

ʅʘʧʨʠʤʝʨ, ʧʨʠ ʚʚʦʜʝ ʤʘʩʢʠ ʘʜʨʝʩʘ *abc*  ʧʨʘʚʠʣʦ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʨʝʩʫʨʩʘʤ ʧʨʠʤʝʥʷʝʪʩʷ ʢʦ ʚʩʝʤ 

ʘʜʨʝʩʘʤ, ʩʦʜʝʨʞʘʱʠʤ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ abc. ʇʨʠʤʝʨ: http://www.example.com/page_0 -

9abcdef.html . 

2. ʇʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʩʠʤʚʦʣʦʚ *.  ʧʦʟʚʦʣʷʝʪ ʚʳʙʨʘʪʴ ʚʩʝ ʜʦʤʝʥʳ ʘʜʨʝʩʘ ï ʤʘʩʢʘ ʜʦʤʝʥʘ. ʄʘʩʢʘ 

ʜʦʤʝʥʘ *.  ʪʨʘʢʪʫʝʪʩʷ ʢʘʢ ʣʶʙʦʝ ʠʤʷ ʜʦʤʝʥʘ, ʠʤʷ ʧʦʜʜʦʤʝʥʘ ʠʣʠ ʧʫʩʪʘʷ ʩʪʨʦʢʘ. 

ʇʨʠʤʝʨ: ʧʦʜ ʜʝʡʩʪʚʠʝ ʤʘʩʢʠ *.example.com  ʧʦʧʘʜʘʶʪ ʩʣʝʜʫʶʱʠʝ ʘʜʨʝʩʘ: 

¶ http://pictures.example.com  ï ʤʘʩʢʘ ʜʦʤʝʥʘ *.  ʧʨʠʤʝʥʝʥʘ ʜʣʷ pictures. . 

¶ http://user.pictures.example.com  ï ʤʘʩʢʘ ʜʦʤʝʥʘ *.  ʧʨʠʤʝʥʝʥʘ ʜʣʷ pictures.  ʠ 

user. . 

¶ http://example.com  ï ʤʘʩʢʘ ʜʦʤʝʥʘ *.  ʪʨʘʢʪʫʝʪʩʷ ʢʘʢ ʧʫʩʪʘʷ ʩʪʨʦʢʘ. 

3. ʇʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʩʠʤʚʦʣʦʚ www. ʚ ʥʘʯʘʣʝ ʤʘʩʢʠ ʘʜʨʝʩʘ ʪʨʘʢʪʫʝʪʩʷ ʢʘʢ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ *. . 

ʇʨʠʤʝʨ: ʤʘʩʢʘ ʘʜʨʝʩʘ www.example.com  ʪʨʘʢʪʫʝʪʩʷ ʢʘʢ *.example.com . ʇʦʜ ʜʝʡʩʪʚʠʝ ʤʘʩʢʠ 

ʧʦʧʘʜʘʶʪ ʘʜʨʝʩʘ www2.example.com  ʠ www.pictures.example.com . 

4. ɽʩʣʠ ʤʘʩʢʘ ʘʜʨʝʩʘ ʥʘʯʠʥʘʝʪʩʷ ʥʝ ʩ ʩʠʤʚʦʣʘ *, ʪʦ ʩʦʜʝʨʞʘʥʠʝ ʤʘʩʢʠ ʘʜʨʝʩʘ ʵʢʚʠʚʘʣʝʥʪʥʦ ʪʦʤʫ ʞʝ 

ʩʦʜʝʨʞʘʥʠʶ ʩ ʧʨʝʬʠʢʩʦʤ *. . 

5. ɽʩʣʠ ʤʘʩʢʘ ʘʜʨʝʩʘ ʟʘʢʘʥʯʠʚʘʝʪʩʷ ʩʠʤʚʦʣʦʤ, ʦʪʣʠʯʥʳʤ ʦʪ /  ʠʣʠ *, ʪʦ ʩʦʜʝʨʞʘʥʠʝ ʤʘʩʢʠ ʘʜʨʝʩʘ 

ʵʢʚʠʚʘʣʝʥʪʥʦ ʪʦʤʫ ʞʝ ʩʦʜʝʨʞʘʥʠʶ ʩ ʧʦʩʪʬʠʢʩʦʤ /* . 

ʇʨʠʤʝʨ: ʧʦʜ ʜʝʡʩʪʚʠʝ ʤʘʩʢʠ ʘʜʨʝʩʘ http://www.example.com  ʧʦʧʘʜʘʶʪ ʘʜʨʝʩʘ ʚʠʜʘ 

http://www.example.com/abc , ʛʜʝ a, b, c  ï ʣʶʙʳʝ ʩʠʤʚʦʣʳ. 

6. ɽʩʣʠ ʤʘʩʢʘ ʘʜʨʝʩʘ ʟʘʢʘʥʯʠʚʘʝʪʩʷ ʩʠʤʚʦʣʦʤ /, ʪʦ ʩʦʜʝʨʞʘʥʠʝ ʤʘʩʢʠ ʘʜʨʝʩʘ ʵʢʚʠʚʘʣʝʥʪʥʦ ʪʦʤʫ ʞʝ 

ʩʦʜʝʨʞʘʥʠʶ ʩ ʧʦʩʪʬʠʢʩʦʤ /* . 

7. ʇʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʩʠʤʚʦʣʦʚ /*  ʚ ʢʦʥʮʝ ʤʘʩʢʠ ʘʜʨʝʩʘ ʪʨʘʢʪʫʝʪʩʷ ʢʘʢ /*  ʠʣʠ ʧʫʩʪʘʷ ʩʪʨʦʢʘ. 
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8. ʇʨʦʚʝʨʢʘ ʘʜʨʝʩʦʚ ʚʝʙ-ʨʝʩʫʨʩʦʚ ʧʦ ʤʘʩʢʝ ʘʜʨʝʩʘ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʩ ʫʯʝʪʦʤ ʩʭʝʤʳ (http ʠʣʠ https): 

¶ ɽʩʣʠ ʩʝʪʝʚʦʡ ʧʨʦʪʦʢʦʣ ʚ ʤʘʩʢʝ ʘʜʨʝʩʘ ʦʪʩʫʪʩʪʚʫʝʪ, ʪʦ ʧʦʜ ʜʝʡʩʪʚʠʝ ʤʘʩʢʠ ʘʜʨʝʩʘ ʧʦʧʘʜʘʝʪ 

ʘʜʨʝʩ ʩ ʣʶʙʳʤ ʩʝʪʝʚʳʤ ʧʨʦʪʦʢʦʣʦʤ. 

ʇʨʠʤʝʨ: ʧʦʜ ʜʝʡʩʪʚʠʝ ʤʘʩʢʠ ʘʜʨʝʩʘ example.com  ʧʦʧʘʜʘʶʪ ʘʜʨʝʩʘ http://example.com  

ʠ https://example.com . 

¶ ɽʩʣʠ ʩʝʪʝʚʦʡ ʧʨʦʪʦʢʦʣ ʚ ʤʘʩʢʝ ʘʜʨʝʩʘ ʧʨʠʩʫʪʩʪʚʫʝʪ, ʪʦ ʧʦʜ ʜʝʡʩʪʚʠʝ ʤʘʩʢʠ ʘʜʨʝʩʘ ʧʦʧʘʜʘʶʪ 

ʪʦʣʴʢʦ ʘʜʨʝʩʘ ʩ ʪʘʢʠʤ ʞʝ ʩʝʪʝʚʳʤ ʧʨʦʪʦʢʦʣʦʤ, ʢʘʢ ʫ ʤʘʩʢʠ ʘʜʨʝʩʘ. 

ʇʨʠʤʝʨ: ʧʦʜ ʜʝʡʩʪʚʠʝ ʤʘʩʢʠ ʘʜʨʝʩʘ http://*.example.com  ʧʦʧʘʜʘʝʪ ʘʜʨʝʩ 

http://www.example.com  ʠ ʥʝ ʧʦʧʘʜʘʝʪ ʘʜʨʝʩ https://www.example.com . 

9. ʄʘʩʢʘ ʘʜʨʝʩʘ, ʟʘʢʣʶʯʝʥʥʘʷ ʚ ʜʚʦʡʥʳʝ ʢʘʚʳʯʢʠ, ʪʨʘʢʪʫʝʪʩʷ ʙʝʟ ʫʯʝʪʘ ʢʘʢʠʭ-ʣʠʙʦ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ 

ʧʦʜʩʪʘʥʦʚʦʢ, ʟʘ ʠʩʢʣʶʯʝʥʠʝʤ ʩʠʤʚʦʣʘ *, ʝʩʣʠ ʦʥ ʠʟʥʘʯʘʣʴʥʦ ʚʢʣʶʯʝʥ ʚ ʩʦʩʪʘʚ ʤʘʩʢʠ ʘʜʨʝʩʘ. ɼʣʷ 

ʤʘʩʦʢ ʘʜʨʝʩʘ, ʟʘʢʣʶʯʝʥʥʳʭ ʚ ʜʚʦʡʥʳʝ ʢʘʚʳʯʢʠ, ʥʝ ʚʳʧʦʣʥʷʶʪʩʷ ʧʨʘʚʠʣʘ 5 ʠ 7 (ʩʤ. ʧʨʠʤʝʨʳ 14 ï 18 

ʚ ʪʘʙʣʠʮʝ ʥʠʞʝ). 

10. ʇʨʠ ʩʨʘʚʥʝʥʠʠ ʩ ʤʘʩʢʦʡ ʘʜʨʝʩʘ ʚʝʙ-ʨʝʩʫʨʩʘ ʥʝ ʫʯʠʪʳʚʘʶʪʩʷ ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʘʨʦʣʴ, ʧʦʨʪ 

ʩʦʝʜʠʥʝʥʠʷ ʠ ʨʝʛʠʩʪʨ ʩʠʤʚʦʣʦʚ. 
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ʊʘʙʣʠʮʘ 15. ʇʨʠʤʝʨʳ ʧʨʠʤʝʥʝʥʠʷ ʧʨʘʚʠʣ ʬʦʨʤʠʨʦʚʘʥʠʷ ʤʘʩʦʢ ʘʜʨʝʩʦʚ 
  

ˉ ʄʘʩʢʘ ʘʜʨʝʩʘ ʇʨʦʚʝʨʷʝʤʳʡ ʘʜʨʝʩ 

ʚʝʙ-ʨʝʩʫʨʩʘ 

ʋʜʦʚʣʝʪʚʦʨʷʝ

ʪ ʣʠ 

ʧʨʦʚʝʨʷʝʤʳʡ 

ʘʜʨʝʩ ʤʘʩʢʝ 

ʘʜʨʝʩʘ 

ʂʦʤʤʝʥʪʘʨʠʡ 

1 *.example.com http://www.123example.com ʅʝʪ ʉʤ. ʧʨʘʚʠʣʦ 1. 

2 *.example.com http://www.123.example.co

m 

ɼʘ ʉʤ. ʧʨʘʚʠʣʦ 2. 

3 *example.com http://www.123example.com ɼʘ ʉʤ. ʧʨʘʚʠʣʦ 1. 

4 *example.com http://www.123.example.co

m 

ɼʘ ʉʤ. ʧʨʘʚʠʣʦ 1. 

5 http://www.*.example.com http://www.123example.com ʅʝʪ ʉʤ. ʧʨʘʚʠʣʦ 1. 

6 www.example.com http://www.example.com ɼʘ ʉʤ. ʧʨʘʚʠʣʘ 3, 

2, 1. 

7 www.example.com https://www.example.com ɼʘ ʉʤ. ʧʨʘʚʠʣʘ 3, 

2, 1. 

8 http://www.*.example.com http://123.example.com ɼʘ ʉʤ. ʧʨʘʚʠʣʘ 3, 

4, 1. 

9 www.example.com http://www.example.com/ab

c 

ɼʘ ʉʤ. ʧʨʘʚʠʣʘ 3, 

5, 1. 

10 example.com http://www.example.com ɼʘ ʉʤ. ʧʨʘʚʠʣʘ 3, 

1. 

11 http://example.com/ http://example.com/abc ɼʘ ʉʤ. ʧʨʘʚʠʣʘ 6. 

12 http://example.com/* http://example.com ɼʘ ʉʤ. ʧʨʘʚʠʣʦ 7. 

13 http://example.com https://example.com ʅʝʪ ʉʤ. ʧʨʘʚʠʣʦ 8. 

14 "example.com" http://www.example.com ʅʝʪ ʉʤ. ʧʨʘʚʠʣʦ 9. 

15 "http://www.example.com" http://www.example.com/ab

c 

ʅʝʪ ʉʤ. ʧʨʘʚʠʣʦ 9. 

16 "*.example.com" http://www.example.com ɼʘ ʉʤ. ʧʨʘʚʠʣʘ 1, 

9. 

17 "http://www.example.com/*

" 

http://www.example.com/ab

c 

ɼʘ ʉʤ. ʧʨʘʚʠʣʘ 1, 

9. 

18 "www.example.com" http://www.example.com; 

https://www.example.com 

ɼʘ ʉʤ. ʧʨʘʚʠʣʘ 9, 

8. 

19 www.example.com/abc/12

3 

http://www.example.com/ab

c 

ʅʝʪ ʄʘʩʢʘ 

ʘʜʨʝʩʘ ʩʦʜʝʨʞʠ

ʪ ʙʦʣʴʰʝ 

ʠʥʬʦʨʤʘʮʠʠ, 

ʯʝʤ ʘʜʨʝʩ ʚʝʙ-

ʨʝʩʫʨʩʘ. 
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ʂʦʥʪʨʦʣʴ ʩʝʪʝʚʳʭ ʧʦʨʪʦʚ 
ɺʦ ʚʨʝʤʷ ʨʘʙʦʪʳ Kaspersky Endpoint Security ʢʦʤʧʦʥʝʥʪʳ ɺʝʙ-ʂʦʥʪʨʦʣʴ (ʥʘ ʩʪʨ. 277), ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ 

ʫʛʨʦʟ (ʥʘ ʩʪʨ. 179), ɿʘʱʠʪʘ ʦʪ ʚʝʙ-ʫʛʨʦʟ (ʥʘ ʩʪʨ. 170) ʢʦʥʪʨʦʣʠʨʫʶʪ ʧʦʪʦʢʠ ʜʘʥʥʳʭ, ʧʝʨʝʜʘʚʘʝʤʳʝ ʧʦ 

ʦʧʨʝʜʝʣʝʥʥʳʤ ʧʨʦʪʦʢʦʣʘʤ ʠ ʧʨʦʭʦʜʷʱʠʝ ʯʝʨʝʟ ʦʧʨʝʜʝʣʝʥʥʳʝ ʦʪʢʨʳʪʳʝ TCP- ʠ UDP-ʧʦʨʪʳ ʢʦʤʧʴʶʪʝʨʘ 

ʧʦʣʴʟʦʚʘʪʝʣʷ. ʅʘʧʨʠʤʝʨ, ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ ʘʥʘʣʠʟʠʨʫʝʪ ʠʥʬʦʨʤʘʮʠʶ, ʧʝʨʝʜʘʚʘʝʤʫʶ 

ʧʦ SMTP-ʧʨʦʪʦʢʦʣʫ, ʘ ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʚʝʙ-ʫʛʨʦʟ ʘʥʘʣʠʟʠʨʫʝʪ ʠʥʬʦʨʤʘʮʠʶ, ʧʝʨʝʜʘʚʘʝʤʫʶ ʧʦ 

ʧʨʦʪʦʢʦʣʘʤ HTTP ʠ FTP. 

Kaspersky Endpoint Security ʧʦʜʨʘʟʜʝʣʷʝʪ TCP- ʠ UDP-ʧʦʨʪʳ ʢʦʤʧʴʶʪʝʨʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʘ ʥʝʩʢʦʣʴʢʦ ʛʨʫʧʧ 

ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʚʝʨʦʷʪʥʦʩʪʴʶ ʠʭ ʚʟʣʦʤʘ. ʉʝʪʝʚʳʝ ʧʦʨʪʳ, ʦʪʚʝʜʝʥʥʳʝ ʜʣʷ ʫʷʟʚʠʤʳʭ ʩʣʫʞʙ, ʨʝʢʦʤʝʥʜʫʝʪʩʷ 

ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʙʦʣʝʝ ʪʱʘʪʝʣʴʥʦ, ʪʘʢ ʢʘʢ ʵʪʠ ʩʝʪʝʚʳʝ ʧʦʨʪʳ ʩ ʙʦʣʴʰʝʡ ʚʝʨʦʷʪʥʦʩʪʴʶ ʤʦʛʫʪ ʷʚʣʷʪʴʩʷ 

ʮʝʣʴʶ ʩʝʪʝʚʦʡ ʘʪʘʢʠ. ɽʩʣʠ ʚʳ ʠʩʧʦʣʴʟʫʝʪʝ ʥʝʩʪʘʥʜʘʨʪʥʳʝ ʩʣʫʞʙʳ, ʢʦʪʦʨʳʤ ʦʪʚʝʜʝʥʳ ʥʝʩʪʘʥʜʘʨʪʥʳʝ 

ʩʝʪʝʚʳʝ ʧʦʨʪʳ, ʵʪʠ ʩʝʪʝʚʳʝ ʧʦʨʪʳ ʪʘʢʞʝ ʤʦʛʫʪ ʷʚʣʷʪʴʩʷ ʮʝʣʴʶ ʜʣʷ ʘʪʘʢʫʶʱʝʛʦ ʢʦʤʧʴʶʪʝʨʘ. ɺʳ ʤʦʞʝʪʝ 

ʟʘʜʘʪʴ ʩʧʠʩʦʢ ʩʝʪʝʚʳʭ ʧʦʨʪʦʚ ʠ ʩʧʠʩʦʢ ʧʨʠʣʦʞʝʥʠʡ, ʟʘʧʨʘʰʠʚʘʶʱʠʭ ʩʝʪʝʚʦʡ ʜʦʩʪʫʧ, ʥʘ ʢʦʪʦʨʳʝ 

ʢʦʤʧʦʥʝʥʪʳ ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ ʠ ɿʘʱʠʪʘ ʦʪ ʚʝʙ-ʫʛʨʦʟ ʜʦʣʞʥʳ ʦʙʨʘʱʘʪʴ ʦʩʦʙʦʝ ʚʥʠʤʘʥʠʝ ʚʦ ʚʨʝʤʷ 

ʩʣʝʞʝʥʠʷ ʟʘ ʩʝʪʝʚʳʤ ʪʨʘʬʠʢʦʤ. 

  

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 
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ɺʢʣʁʯʝʥʠʝ ʢʦʥʪʨʦʣʷ ʚʩʝʭ ʩʝʪʝʚʳʭ ʧʦʨʪʦʚ 

Ʒ ʏʪʦʙʳ ʚʢʣʶʯʠʪʴ ʢʦʥʪʨʦʣʴ ʚʩʝʭ ʩʝʪʝʚʳʭ ʧʦʨʪʦʚ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʅʘʩʪʨʦʡʢʠ ʩʝʪʠ. 
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ʈʠʩʫʥʦʢ 84. ʇʘʨʘʤʝʪʨʳ ʧʨʦʚʝʨʢʠ ʟʘʱʠʱʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ 

3. ɺ ʙʣʦʢʝ ʂʦʥʪʨʦʣʠʨʫʝʤʳʝ ʧʦʨʪʳ ʚʳʙʝʨʠʪʝ ʚʘʨʠʘʥʪ ʂʦʥʪʨʦʣʠʨʦʚʘʪʴ ʚʩʝ ʩʝʪʝʚʳʝ ʧʦʨʪʳ. 

4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
 

ʌʦʨʤʠʨʦʚʘʥʠʝ ʩʧʠʩʢʘ ʢʦʥʪʨʦʣʠʨʫʝʤʳʭ ʩʝʪʝʚʳʭ 
ʧʦʨʪʦʚ 

Ʒ ʏʪʦʙʳ ʩʬʦʨʤʠʨʦʚʘʪʴ ʩʧʠʩʦʢ ʢʦʥʪʨʦʣʠʨʫʝʤʳʭ ʩʝʪʝʚʳʭ ʧʦʨʪʦʚ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ 

ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʅʘʩʪʨʦʡʢʠ ʩʝʪʠ. 

3. ɺ ʙʣʦʢʝ ʂʦʥʪʨʦʣʠʨʫʝʤʳʝ ʧʦʨʪʳ ʚʳʙʝʨʠʪʝ ʚʘʨʠʘʥʪ ʂʦʥʪʨʦʣʠʨʦʚʘʪʴ ʪʦʣʴʢʦ ʚʳʙʨʘʥʥʳʝ 

ʩʝʪʝʚʳʝ ʧʦʨʪʳ. 

4. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɺʳʙʨʘʪʴ. 

ʆʪʢʨʦʝʪʩʷ ʩʧʠʩʦʢ ʩʝʪʝʚʳʭ ʧʦʨʪʦʚ, ʢʦʪʦʨʳʝ ʦʙʳʯʥʦ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʧʝʨʝʜʘʯʠ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʠ 

ʩʝʪʝʚʦʛʦ ʪʨʘʬʠʢʘ. ʕʪʦʪ ʩʧʠʩʦʢ ʩʝʪʝʚʳʭ ʧʦʨʪʦʚ ʚʢʣʶʯʝʥ ʚ ʧʦʩʪʘʚʢʫ Kaspersky Endpoint Security. 

5. ʀʩʧʦʣʴʟʫʡʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ʚ ʛʨʘʬʝ ʉʪʘʪʫʩ, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʢʦʥʪʨʦʣʴ ʩʝʪʝʚʳʭ ʧʦʨʪʦʚ. 
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6. ɽʩʣʠ ʩʝʪʝʚʦʡ ʧʦʨʪ ʦʪʩʫʪʩʪʚʫʝʪ ʚ ʩʧʠʩʢʝ ʩʝʪʝʚʳʭ ʧʦʨʪʦʚ, ʜʦʙʘʚʴʪʝ ʝʛʦ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

a. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

b. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʚʚʝʜʠʪʝ ʥʦʤʝʨ ʩʝʪʝʚʦʛʦ ʧʦʨʪʘ ʠ ʢʦʨʦʪʢʦʝ ʦʧʠʩʘʥʠʝ. 

c. ʋʩʪʘʥʦʚʠʪʝ ʩʪʘʪʫʩ ʢʦʥʪʨʦʣʷ ʩʝʪʝʚʦʛʦ ʧʦʨʪʘ ɸʢʪʠʚʥʦ ʠʣʠ ʅʝʘʢʪʠʚʥʦ. 

7. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ʇʨʠ ʨʘʙʦʪʝ ʧʨʦʪʦʢʦʣʘ FTP ʚ ʧʘʩʩʠʚʥʦʤ ʨʝʞʠʤʝ ʩʦʝʜʠʥʝʥʠʝ ʤʦʞʝʪ ʫʩʪʘʥʘʚʣʠʚʘʪʴʩʷ ʯʝʨʝʟ ʩʣʫʯʘʡʥʳʡ 

ʩʝʪʝʚʦʡ ʧʦʨʪ, ʢʦʪʦʨʳʡ ʥʝ ʜʦʙʘʚʣʝʥ ʚ ʩʧʠʩʦʢ ʢʦʥʪʨʦʣʠʨʫʝʤʳʭ ʩʝʪʝʚʳʭ ʧʦʨʪʦʚ. ʏʪʦʙʳ ʟʘʱʠʱʘʪʴ ʪʘʢʠʝ 

ʩʦʝʜʠʥʝʥʠʷ, ʚʢʣʶʯʠʪʝ ʢʦʥʪʨʦʣʴ ʚʩʝʭ ʩʝʪʝʚʳʭ ʧʦʨʪʦʚ (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ʢʦʥʪʨʦʣʷ ʚʩʝʭ ʩʝʪʝʚʳʭ 

ʧʦʨʪʦʚ" ʥʘ ʩʪʨ. 303) ʠʣʠ ʥʘʩʪʨʦʡʪʝ ʢʦʥʪʨʦʣʴ ʩʝʪʝʚʳʭ ʧʦʨʪʦʚ ʜʣʷ ʧʨʠʣʦʞʝʥʠʡ, ʩ ʧʦʤʦʱʴʶ ʢʦʪʦʨʳʭ 

ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ FTP-ʩʦʝʜʠʥʝʥʠʝ (ʩʤ. ʨʘʟʜʝʣ "ʌʦʨʤʠʨʦʚʘʥʠʝ ʩʧʠʩʢʘ ʧʨʠʣʦʞʝʥʠʡ, ʜʣʷ ʢʦʪʦʨʳʭ 

ʢʦʥʪʨʦʣʠʨʫʶʪʩʷ ʚʩʝ ʩʝʪʝʚʳʝ ʧʦʨʪʳ" ʥʘ ʩʪʨ. 305). 

 

ʌʦʨʤʠʨʦʚʘʥʠʝ ʩʧʠʩʢʘ ʧʨʠʣʦʞʝʥʠʡ, ʜʣʷ ʢʦʪʦʨʳʭ 
ʢʦʥʪʨʦʣʠʨʫʶʪʩʷ ʚʩʝ ʩʝʪʝʚʳʝ ʧʦʨʪʳ 

ɺʳ ʤʦʞʝʪʝ ʩʬʦʨʤʠʨʦʚʘʪʴ ʩʧʠʩʦʢ ʧʨʠʣʦʞʝʥʠʡ, ʜʣʷ ʢʦʪʦʨʳʭ Kaspersky Endpoint Security ʢʦʥʪʨʦʣʠʨʫʝʪ ʚʩʝ 

ʩʝʪʝʚʳʝ ʧʦʨʪʳ. 

ɺ ʩʧʠʩʦʢ ʧʨʠʣʦʞʝʥʠʡ, ʜʣʷ ʢʦʪʦʨʳʭ Kaspersky Endpoint Security ʢʦʥʪʨʦʣʠʨʫʝʪ ʚʩʝ ʩʝʪʝʚʳʝ ʧʦʨʪʳ, 

ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʚʢʣʶʯʠʪʴ ʧʨʠʣʦʞʝʥʠʷ, ʢʦʪʦʨʳʝ ʧʨʠʥʠʤʘʶʪ ʠʣʠ ʧʝʨʝʜʘʶʪ ʜʘʥʥʳʝ ʧʦ ʧʨʦʪʦʢʦʣʫ FTP. 

Ʒ ʏʪʦʙʳ ʩʬʦʨʤʠʨʦʚʘʪʴ ʩʧʠʩʦʢ ʧʨʠʣʦʞʝʥʠʡ, ʜʣʷ ʢʦʪʦʨʳʭ ʢʦʥʪʨʦʣʠʨʫʶʪʩʷ ʚʩʝ ʩʝʪʝʚʳʝ 

ʧʦʨʪʳ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʅʘʩʪʨʦʡʢʠ ʩʝʪʠ. 

3. ɺ ʙʣʦʢʝ ʂʦʥʪʨʦʣʠʨʫʝʤʳʝ ʧʦʨʪʳ ʚʳʙʝʨʠʪʝ ʚʘʨʠʘʥʪ ʂʦʥʪʨʦʣʠʨʦʚʘʪʴ ʪʦʣʴʢʦ ʚʳʙʨʘʥʥʳʝ 

ʩʝʪʝʚʳʝ ʧʦʨʪʳ. 

4. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʂʦʥʪʨʦʣʠʨʦʚʘʪʴ ʚʩʝ ʧʦʨʪʳ ʜʣʷ ʧʨʠʣʦʞʝʥʠʡ ʠʟ ʩʧʠʩʢʘ, ʨʝʢʦʤʝʥʜʦʚʘʥʥʦʛʦ 

"ʃʘʙʦʨʘʪʦʨʠʝʡ ʂʘʩʧʝʨʩʢʦʛʦ". 

ɽʩʣʠ ʫʩʪʘʥʦʚʣʝʥ ʵʪʦʪ ʬʣʘʞʦʢ, ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security ʢʦʥʪʨʦʣʠʨʫʝʪ ʚʩʝ ʧʦʨʪʳ ʜʣʷ 

ʩʣʝʜʫʶʱʠʭ ʧʨʠʣʦʞʝʥʠʡ: 

¶ Adobe Acrobat Reader. 

¶ Apple Application Support. 

¶ Google Chrome. 

¶ Microsoft Edge. 

¶ Mozilla Firefox. 
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¶ Internet Explorer. 

¶ Java. 

¶ mIRC. 

¶ Opera. 

¶ Pidgin. 

¶ Safari. 

¶ ɸʛʝʥʪ Mail.ru. 

¶ ʗʥʜʝʢʩ.ɹʨʘʫʟʝʨ. 

5. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʂʦʥʪʨʦʣʠʨʦʚʘʪʴ ʚʩʝ ʧʦʨʪʳ ʜʣʷ ʫʢʘʟʘʥʥʳʭ ʧʨʠʣʦʞʝʥʠʡ. 

6. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɺr ʙʨʘʪʴ. 

ʆʪʢʨʦʝʪʩʷ ʩʧʠʩʦʢ ʧʨʠʣʦʞʝʥʠʡ, ʩʝʪʝʚʳʝ ʧʦʨʪʳ ʢʦʪʦʨʳʭ ʢʦʥʪʨʦʣʠʨʫʝʪ Kaspersky Endpoint Security. 

7. ʀʩʧʦʣʴʟʫʡʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ʚ ʛʨʘʬʝ ʉʪʘʪʫʩ, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʢʦʥʪʨʦʣʴ ʩʝʪʝʚʳʭ 

ʧʦʨʪʦʚ. 

8. ɽʩʣʠ ʧʨʠʣʦʞʝʥʠʝ ʦʪʩʫʪʩʪʚʫʝʪ ʚ ʩʧʠʩʢʝ ʧʨʠʣʦʞʝʥʠʡ, ʜʦʙʘʚʴʪʝ ʝʝ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

a. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

b. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʫʢʘʞʠʪʝ ʧʫʪʴ ʢ ʠʩʧʦʣʥʷʝʤʦʤʫ ʬʘʡʣʫ ʧʨʠʣʦʞʝʥʠʷ ʠ ʢʦʨʦʪʢʦʝ ʦʧʠʩʘʥʠʝ. 

c. ʋʩʪʘʥʦʚʠʪʝ ʩʪʘʪʫʩ ʢʦʥʪʨʦʣʷ ʩʝʪʝʚʳʭ ʧʦʨʪʦʚ ɸʢʪʠʚʥʦ ʠʣʠ ʅʝʘʢʪʠʚʥʦ. 

9. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
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ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʜʦʩʪʫʧʝʥ, ʝʩʣʠ ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security ʫʩʪʘʥʦʚʣʝʥʦ ʥʘ ʢʦʤʧʴʶʪʝʨʝ 

ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ Windows ʜʣʷ ʩʝʨʚʝʨʦʚ. ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʥʝʜʦʩʪʫʧʝʥ, ʝʩʣʠ 

ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security ʫʩʪʘʥʦʚʣʝʥʦ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʦʧʝʨʘʮʠʦʥʥʦʡ 

ʩʠʩʪʝʤʳ Windows ʜʣʷ ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʡ. 

ʅʘʯʠʥʘʷ ʩ ʚʝʨʩʠʠ Kaspersky Endpoint Security ʜʣʷ Windows 12.6 ʚʤʝʩʪʦ ʢʦʤʧʦʥʝʥʪʘ ʄʦʥʠʪʦʨʠʥʛ ʬʘʡʣʦʚʳʭ 

ʦʧʝʨʘʮʠʡ https://support.kaspersky.com/help/KESWin/12.5/ru-RU/236372.htm ʜʦʙʘʚʣʝʥ ʢʦʤʧʦʥʝʥʪ ʂʦʥʪʨʦʣʴ 

ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ. ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʚʩʝ ʬʫʥʢʮʠʠ ʄʦʥʠʪʦʨʠʥʛʘ ʬʘʡʣʦʚʳʭ 

ʦʧʝʨʘʮʠʡ, ʘ ʪʘʢʞʝ ʧʦʟʚʦʣʷʝʪ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʠʟʤʝʥʝʥʠʷ ʚ ʨʝʝʩʪʨʝ ʠ ʧʦʜʢʣʶʯʝʥʠʝ ʚʥʝʰʥʠʭ ʫʩʪʨʦʡʩʪʚ. 

ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʦʪʩʣʝʞʠʚʘʝʪ ʠʟʤʝʥʝʥʠʷ ʚ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʫʢʘʟʳʚʘʪʴ 

ʥʘ ʥʘʨʫʰʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʤʧʴʶʪʝʨʘ. ʆʙʥʘʨʫʞʠʚ ʪʘʢʠʝ ʠʟʤʝʥʝʥʠʷ, Kaspersky Endpoint Security 

ʬʦʨʤʠʨʫʝʪ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʩʦʙʳʪʠʷ ʠ ʧʨʝʜʫʧʨʝʞʜʘʝʪ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ. ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ 

ʤʦʞʝʪ ʨʘʙʦʪʘʪʴ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ, ʘ ʪʘʢʞʝ ʚʳʧʦʣʥʷʪʴ ʧʨʦʚʝʨʢʫ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʧʦ 

ʟʘʧʨʦʩʫ. 

ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ 

ʇʨʠ ʨʘʙʦʪʝ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ (ʩʤ. ʨʘʟʜʝʣ "ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ 

ʚʨʝʤʝʥʠ" ʥʘ ʩʪʨ. 309) ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʦʪʩʣʝʞʠʚʘʝʪ ʠʟʤʝʥʝʥʠʷ ʚ ʦʙʲʝʢʪʘʭ, ʢʦʪʦʨʳʝ ʚʳ 

ʚʢʣʶʯʠʣʠ ʚ ʦʙʣʘʩʪʴ ʜʝʡʩʪʚʠʷ ʢʦʤʧʦʥʝʥʪʘ (ʦʙʣʘʩʪʴ ʤʦʥʠʪʦʨʠʥʛʘ). ʊʘʢʞʝ ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ 

ʧʦʟʚʦʣʷʝʪ ʙʣʦʢʠʨʦʚʘʪʴ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʡ ʜʦʩʪʫʧ ʢ ʵʪʠʤ ʦʙʲʝʢʪʘʤ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ. 

ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʧʦ ʟʘʧʨʦʩʫ 

ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʧʦ ʟʘʧʨʦʩʫ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʟʘʜʘʯʫ, ʢʦʪʦʨʫʶ ʚʳ ʤʦʞʝʪʝ ʟʘʧʫʩʢʘʪʴ 

ʚʨʫʯʥʫʶ ʠʣʠ ʧʦ ʨʘʩʧʠʩʘʥʠʶ. ɼʣʷ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ (ʩʤ. ʨʘʟʜʝʣ 

"ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʧʦ ʟʘʧʨʦʩʫ" ʥʘ ʩʪʨ. 314) ʪʨʝʙʫʝʪʩʷ ʥʘʩʪʨʦʠʪʴ ʦʙʣʘʩʪʴ ʜʝʡʩʪʚʠʷ 

ʢʦʤʧʦʥʝʥʪʘ (ʦʙʣʘʩʪʴ ʤʦʥʠʪʦʨʠʥʛʘ) ʠ ʩʦʟʜʘʪʴ ʩʥʠʤʦʢ ʩʦʩʪʦʷʥʠʷ ʩʠʩʪʝʤʳ. ʉʥʠʤʦʢ ʩʦʩʪʦʷʥʠʷ ʩʠʩʪʝʤʳ ï 

ʟʘʬʠʢʩʠʨʦʚʘʥʥʦʝ ʩʦʩʪʦʷʥʠʝ ʦʙʲʝʢʪʦʚ ʩʠʩʪʝʤʳ, ʩ ʢʦʪʦʨʳʤ ʧʨʠʣʦʞʝʥʠʝ ʩʨʘʚʥʠʚʘʝʪ ʪʝʢʫʱʝʝ ʩʦʩʪʦʷʥʠʝ. 

ʄʠʛʨʘʮʠʷ ʧʘʨʘʤʝʪʨʦʚ ʄʦʥʠʪʦʨʠʥʛʘ ʬʘʡʣʦʚʳʭ ʦʧʝʨʘʮʠʡ 

ʇʨʠ ʦʙʥʦʚʣʝʥʠʠ Kaspersky Endpoint Security ʜʦ ʚʝʨʩʠʠ 12.6 ʤʠʛʨʘʮʠʷ ʧʘʨʘʤʝʪʨʦʚ ʄʦʥʠʪʦʨʠʥʛʘ ʬʘʡʣʦʚʳʭ 

ʦʧʝʨʘʮʠʡ ʙʫʜʝʪ ʚʳʧʦʣʥʝʥʘ ʘʚʪʦʤʘʪʠʯʝʩʢʠ. ɺʦ ʚʨʝʤʷ ʤʠʛʨʘʮʠʠ ʧʨʠʣʦʞʝʥʠʝ ʧʝʨʝʥʦʩʠʪ ʧʨʘʚʠʣʘ 

ʤʦʥʠʪʦʨʠʥʛʘ ʚ ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ. ʊʘʢʞʝ ʧʨʠ ʤʠʛʨʘʮʠʠ ʩ KSWS ʥʘ KES ʧʨʘʚʠʣʘ ʢʦʤʧʦʥʝʥʪʘ 

ʄʦʥʠʪʦʨʠʥʛ ʬʘʡʣʦʚʳʭ ʦʧʝʨʘʮʠʡ ʙʫʜʫʪ ʧʝʨʝʥʝʩʝʥʳ ʚ ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ. 

ɼʣʷ ʢʦʨʨʝʢʪʥʦʡ ʨʘʙʦʪʳ ʂʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʥʫʞʥʦ ʦʙʥʦʚʠʪʴ ʧʨʠʣʦʞʝʥʠʝ Kaspersky 

Endpoint Security ʠ ʧʣʘʛʠʥ ʫʧʨʘʚʣʝʥʠʷ ʜʦ ʚʝʨʩʠʠ 12.6. ɽʩʣʠ ʫ ʚʘʩ ʫʩʪʘʥʦʚʣʝʥ ʧʣʘʛʠʥ ʫʧʨʘʚʣʝʥʠʷ ʙʦʣʝʝ 

ʨʘʥʥʝʡ ʚʝʨʩʠʠ, ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʂʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʥʝʚʦʟʤʦʞʥʦ, ʪʘʢ ʢʘʢ ʚ ʧʣʘʛʠʥʝ 

ʫʧʨʘʚʣʝʥʠʷ ʦʪʩʫʪʩʪʚʫʝʪ ʨʘʟʜʝʣ ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ. 

https://support.kaspersky.com/help/KESWin/12.5/ru-RU/236372.htm
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ʆ ʧʨʘʚʠʣʘʭ ʂʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ 

ɼʣʷ ʨʘʙʦʪʳ ʂʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʪʨʝʙʫʝʪʩʷ ʜʦʙʘʚʠʪʴ ʭʦʪʷ ʙʳ ʦʜʥʦ ʧʨʘʚʠʣʦ (ʩʤ. ʨʘʟʜʝʣ 

"ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ" ʥʘ ʩʪʨ. 309). ʇʨʘʚʠʣʦ ʂʦʥʪʨʦʣʷ 

ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ï ʥʘʙʦʨ ʢʨʠʪʝʨʠʝʚ, ʢʦʪʦʨʳʝ ʦʧʨʝʜʝʣʷʶʪ ʜʦʩʪʫʧ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʢ ʬʘʡʣʘʤ ʠ 

ʨʝʝʩʪʨʫ. ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʦʙʥʘʨʫʞʠʚʘʝʪ ʠʟʤʝʥʝʥʠʷ ʚ ʬʘʡʣʘʭ ʠ ʨʝʝʩʪʨʝ ʚ ʟʘʜʘʥʥʦʡ ʦʙʣʘʩʪʠ 

ʤʦʥʠʪʦʨʠʥʛʘ. ʆʙʣʘʩʪʴ ʤʦʥʠʪʦʨʠʥʛʘ ʷʚʣʷʝʪʩʷ ʦʜʥʠʤ ʠʟ ʢʨʠʪʝʨʠʝʚ ʧʨʘʚʠʣʘ ʂʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ. 

ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʧʦʟʚʦʣʷʝʪ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʩʣʝʜʫʶʱʠʝ ʦʙʲʝʢʪʳ: 

¶ ʬʘʡʣʳ; 

¶ ʨʝʝʩʪʨ; 

¶ ʚʥʝʰʥʠʝ ʫʩʪʨʦʡʩʪʚʘ. 

ʆʩʦʙʝʥʥʦʩʪʠ ʤʦʥʠʪʦʨʠʥʛʘ ʬʘʡʣʦʚ 

ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʦʩʫʱʝʩʪʚʣʷʝʪ ʤʦʥʠʪʦʨʠʥʛ ʠʟʤʝʥʝʥʠʡ ʚ ʬʘʡʣʘʭ ʠ ʧʘʧʢʘʭ, ʘ ʪʘʢʞʝ 

ʜʦʙʘʚʣʝʥʠʝ ʠ ʫʜʘʣʝʥʠʝ ʬʘʡʣʦʚ ʚ ʦʙʣʘʩʪʠ ʤʦʥʠʪʦʨʠʥʛʘ. ʕʪʠ ʠʟʤʝʥʝʥʠʷ ʤʦʛʫʪ ʫʢʘʟʳʚʘʪʴ ʥʘ ʥʘʨʫʰʝʥʠʝ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʤʧʴʶʪʝʨʘ. ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʜʦʙʘʚʣʷʪʴ ʚ ʦʙʣʘʩʪʴ ʤʦʥʠʪʦʨʠʥʛʘ ʦʙʲʝʢʪʳ, ʠʟʤʝʥʝʥʠʷ ʚ ʢʦʪʦʨʳʭ 

ʧʨʦʠʩʭʦʜʷʪ ʨʝʜʢʦ, ʠʣʠ, ʜʦʩʪʫʧ ʢ ʢʦʪʦʨʳʤ ʠʤʝʝʪ ʪʦʣʴʢʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨ. ʕʪʦ ʧʦʟʚʦʣʠʪ ʫʤʝʥʴʰʠʪʴ ʢʦʣʠʯʝʩʪʚʦ 

ʩʦʙʳʪʠʡ ʂʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ. 

Kaspersky Endpoint Security ʦʪʩʣʝʞʠʚʘʝʪ ʠʟʤʝʥʝʥʠʷ ʬʘʡʣʦʚ ʠ ʧʘʧʦʢ ʪʦʣʴʢʦ ʥʘ ʪʝʭ ʜʠʩʢʘʭ, ʢʦʪʦʨʳʝ 

ʧʦʜʢʣʶʯʝʥʳ ʚ ʤʦʤʝʥʪ ʥʘʯʘʣʘ ʨʘʙʦʪʳ ʂʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ. ɽʩʣʠ 

ʜʠʩʢ ʦʪʢʣʶʯʝʥ ʚ ʤʦʤʝʥʪ ʥʘʯʘʣʘ ʨʘʙʦʪʳ ʂʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ, 

ʧʨʠʣʦʞʝʥʠʝ ʥʝ ʦʪʩʣʝʞʠʚʘʝʪ ʠʟʤʝʥʝʥʠʷ ʬʘʡʣʦʚ ʠ ʧʘʧʦʢ ʥʘ ʵʪʦʤ ʜʠʩʢʝ, ʜʘʞʝ ʝʩʣʠ ʵʪʠ ʬʘʡʣʳ ʠ ʧʘʧʢʠ 

ʜʦʙʘʚʣʝʥʳ ʚ ʦʙʣʘʩʪʴ ʤʦʥʠʪʦʨʠʥʛʘ. 

ʆʩʦʙʝʥʥʦʩʪʠ ʤʦʥʠʪʦʨʠʥʛʘ ʨʝʝʩʪʨʘ 

ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʦʩʫʱʝʩʪʚʣʷʝʪ ʤʦʥʠʪʦʨʠʥʛ ʨʝʝʩʪʨʘ. ʕʪʠ ʠʟʤʝʥʝʥʠʷ ʤʦʛʫʪ ʫʢʘʟʳʚʘʪʴ ʥʘ 

ʥʘʨʫʰʝʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʤʧʴʶʪʝʨʘ. 

ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʦʩʫʱʝʩʪʚʣʷʝʪ ʤʦʥʠʪʦʨʠʥʛ ʩʣʝʜʫʶʱʠʭ ʢʦʨʥʝʚʳʭ ʨʘʟʜʝʣʦʚ ʨʝʝʩʪʨʘ: 

¶ HKCR; 

¶ HKLM; 

¶ HKU; 

¶ HKCC; 
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¶ HKEY_CLASSES_ROOT; 

¶ HKEY_LOCAL_MACHINE; 

¶ HKEY_USERS; 

¶ HKEY_CURRENT_CONFIG. 

ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪ ʢʣʶʯ HKEY_CURRENT_USER. ɺʳ ʤʦʞʝʪʝ ʫʢʘʟʳʚʘʪʴ 

ʧʫʪʴ ʢ ʢʣʶʯʫ ʚ ʨʝʝʩʪʨʝ ʯʝʨʝʟ ʨʘʟʜʝʣ HKEY_USERS ʚ ʚʠʜʝ HKEY_USERS\ <user profile 

ID> \ <key> . 

ʆʩʦʙʝʥʥʦʩʪʠ ʤʦʥʠʪʦʨʠʥʛʘ ʚʥʝʰʥʠʭ ʫʩʪʨʦʡʩʪʚ 

ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʦʩʫʱʝʩʪʚʣʷʝʪ ʤʦʥʠʪʦʨʠʥʛ ʧʦʜʢʣʶʯʝʥʠʷ ʠ ʦʪʢʣʶʯʝʥʠʷ ʚʥʝʰʥʠʭ ʫʩʪʨʦʡʩʪʚ. 

ʕʪʦ ʥʫʞʥʦ ʜʣʷ ʟʘʱʠʪʳ ʢʦʤʧʴʶʪʝʨʘ ʦʪ ʫʛʨʦʟ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʚʦʟʥʠʢʥʫʪʴ ʚʦ ʚʨʝʤʷ ʬʘʡʣʦʚʦʛʦ 

ʦʙʤʝʥʘ ʩ ʵʪʠʤʠ ʫʩʪʨʦʡʩʪʚʘʤʠ. ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʥʝ ʢʦʥʪʨʦʣʠʨʫʝʪ ʜʦʩʪʫʧ ʢ ʚʥʝʰʥʠʤ 

ʫʩʪʨʦʡʩʪʚʘʤ ʠ ʥʝ ʟʘʧʨʝʱʘʝʪ ʦʙʤʝʥ ʬʘʡʣʘʤʠ. ɺʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʜʦʩʪʫʧ ʢ ʫʩʪʨʦʡʩʪʚʘʤ ʩ ʧʦʤʦʱʴʶ 

ʜʨʫʛʦʛʦ ʢʦʤʧʦʥʝʥʪʘ ʧʨʠʣʦʞʝʥʠʷ ï ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ (ʥʘ ʩʪʨ. 232). 

ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʦʩʫʱʝʩʪʚʣʷʝʪ ʤʦʥʠʪʦʨʠʥʛ ʧʦʜʢʣʶʯʝʥʠʷ ʩʣʝʜʫʶʱʠʭ ʪʠʧʦʚ ʚʥʝʰʥʠʭ 

ʫʩʪʨʦʡʩʪʚ: 

¶ ʉʲʝʤʥʳʡ ʜʠʩʢ (ʚʢʣʶʯʘʷ USB-ʬʣʝʰʢʠ). 

¶ ɾʝʩʪʢʠʡ ʜʠʩʢ. 

¶ ɺʥʝʰʥʠʡ ʩʝʪʝʚʦʡ ʘʜʘʧʪʝʨ. 

¶ ʇʨʠʚʦʜ CD/DVD/Blu-ray. 

¶ ʉʢʘʥʝʨ / ʢʘʤʝʨʘ. 
 

ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ 
ʚʨʝʤʝʥʠ 

ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʧʦʟʚʦʣʷʝʪ ʦʪʩʣʝʞʠʚʘʪʴ ʠʟʤʝʥʝʥʠʷ ʚ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ ʚ ʨʝʞʠʤʝ 

ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ. ɺʳ ʤʦʞʝʪʝ ʦʪʩʣʝʞʠʚʘʪʴ ʠʟʤʝʥʝʥʠʷ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʫʢʘʟʳʚʘʪʴ ʥʘ ʥʘʨʫʰʝʥʠʷ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʢʦʤʧʴʶʪʝʨʝ. ʂʦʤʧʦʥʝʥʪ ʧʦʟʚʦʣʷʝʪ ʠʣʠ ʙʣʦʢʠʨʦʚʘʪʴ ʵʪʠ ʠʟʤʝʥʝʥʠʷ, ʠʣʠ ʪʦʣʴʢʦ 

ʨʝʛʠʩʪʨʠʨʦʚʘʪʴ ʩʦʙʳʪʠʷ ʦʙ ʠʟʤʝʥʝʥʠʷʭ. 

ɼʣʷ ʨʘʙʦʪʳ ʂʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʪʨʝʙʫʝʪʩʷ ʜʦʙʘʚʠʪʴ ʭʦʪʷ ʙʳ ʦʜʥʦ ʧʨʘʚʠʣʦ (ʩʤ. ʨʘʟʜʝʣ "ʆ 

ʧʨʘʚʠʣʘʭ ʂʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ" ʥʘ ʩʪʨ. 308). ʇʨʘʚʠʣʦ ʂʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ï ʥʘʙʦʨ 

ʢʨʠʪʝʨʠʝʚ, ʢʦʪʦʨʳʝ ʦʧʨʝʜʝʣʷʶʪ ʜʦʩʪʫʧ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʢ ʬʘʡʣʘʤ ʠ ʨʝʝʩʪʨʫ. ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ 

ʦʙʥʘʨʫʞʠʚʘʝʪ ʠʟʤʝʥʝʥʠʷ ʚ ʬʘʡʣʘʭ ʠ ʨʝʝʩʪʨʝ ʚ ʟʘʜʘʥʥʦʡ ʦʙʣʘʩʪʠ ʤʦʥʠʪʦʨʠʥʛʘ. ʆʙʣʘʩʪʴ ʤʦʥʠʪʦʨʠʥʛʘ 

ʷʚʣʷʝʪʩʷ ʦʜʥʠʤ ʠʟ ʢʨʠʪʝʨʠʝʚ ʧʨʘʚʠʣʘ ʂʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ. 

ʈʝʞʠʤʳ ʨʘʙʦʪʳ ʂʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ 

ʏʪʦʙʳ ʫʙʝʜʠʪʴʩʷ, ʯʪʦ ʧʨʘʚʠʣʘ ʂʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʥʝ ʙʣʦʢʠʨʫʶʪ ʜʝʡʩʪʚʠʷ ʩ ʨʝʩʫʨʩʘʤʠ, 

ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʨʘʙʦʪʳ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʠʣʠ ʜʨʫʛʠʭ ʩʝʨʚʠʩʦʚ, ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʧʦʩʣʝ ʩʦʟʜʘʥʠʷ 

ʧʨʘʚʠʣ ʚʢʣʶʯʠʪʴ ʊʝʩʪʦʚʳʡ ʨʝʞʠʤ ʠ ʧʨʦʘʥʘʣʠʟʠʨʦʚʘʪʴ ʨʘʙʦʪʫ ʢʦʤʧʦʥʝʥʪʘ. ʇʨʠ ʚʢʣʶʯʝʥʠʠ ʊʝʩʪʦʚʦʛʦ 

ʨʝʞʠʤʘ Kaspersky Endpoint Security ʥʝ ʙʫʜʝʪ ʙʣʦʢʠʨʦʚʘʪʴ ʜʝʡʩʪʚʠʷ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʟʘʧʨʝʱʝʥʥʳʝ ʚ 

ʧʨʘʚʠʣʘʭ, ʥʦ ʙʫʜʝʪ ʬʦʨʤʠʨʦʚʘʪʴ ʩʦʙʳʪʠʷ ʩʦ ʩʪʘʪʫʩʦʤ ʇʨʝʜʫʧʨʝʞʜʝʥʠʝ . 
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ʂʦʤʧʦʥʝʥʪ ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ ʨʘʙʦʪʘʝʪ ʚ ʜʚʫʭ ʨʝʞʠʤʘʭ: 

¶ ɹʣʦʢʠʨʦʚʘʪʴ. 

ɺ ʵʪʦʤ ʨʝʞʠʤʝ ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʦʪʩʣʝʞʠʚʘʝʪ ʠʟʤʝʥʝʥʠʷ ʚ ʩʠʩʪʝʤʝ ʠ ʚʳʧʦʣʥʷʝʪ ʜʝʡʩʪʚʠʝ 

ʩʦʛʣʘʩʥʦ ʧʨʘʚʠʣʘʤ: ʈʘʟʨʝʰʘʪʴ ʠʣʠ ɿʘʧʨʝʱʘʪʴ. ʊʘʢʞʝ ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʬʦʨʤʠʨʫʝʪ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ ʩʦʙʳʪʠʝ ʠ ʤʝʥʷʝʪ ʩʪʘʪʫʩ ʫʩʪʨʦʡʩʪʚʘ ʚ ʢʦʥʩʦʣʠ Kaspersky Security Center. 

¶ ʀʥʬʦʨʤʠʨʦʚʘʪʴ. 

ɺ ʵʪʦʤ ʨʝʞʠʤʝ ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʨʘʟʨʝʰʘʝʪ ʜʝʡʩʪʚʠʷ ʩ ʬʘʡʣʘʤʠ ʠ ʨʝʝʩʪʨʦʤ ʚ ʦʙʣʘʩʪʠ 

ʤʦʥʠʪʦʨʠʥʛʘ. ɽʩʣʠ ʜʝʡʩʪʚʠʝ ʩ ʬʘʡʣʘʤʠ ʠʣʠ ʨʝʝʩʪʨʦʤ ʟʘʧʨʝʱʝʥʦ, ʧʨʠʣʦʞʝʥʠʝ ʬʦʨʤʠʨʫʝʪ ʩʦʙʳʪʠʝ 

ɿʘʧʨʝʱʝʥʥʦʝ ʜʝʡʩʪʚʠʝ ʨʘʟʨʝʰʝʥʦ ʚ ʪʝʩʪʦʚʦʤ ʨʝʞʠʤʝ. ɼʣʷ ʘʥʘʣʠʟʘ ʨʘʙʦʪʳ ʧʨʘʚʠʣ ʧʨʝʜʥʘʟʥʘʯʝʥʳ 

ʦʪʯʝʪʳ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʦʩʤʦʪʨ ʦʪʯʝʪʦʚ ʦ ʨʘʙʦʪʝ ʂʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ" ʥʘ ʩʪʨ. 319). 

ɺʢʣʶʯʝʥʠʝ ʂʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ 

ʂʘʢ ʚʢʣʶʯʠʪʴ ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʂʦʥʪʨʦʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʂʦʥʪʨʦʣʴ 

ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ. 

3. ɺʢʣʶʯʠʪʴ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ. 

4. ɺ ʙʣʦʢʝ ʈʝʞʠʤ ʨʘʙʦʪʳ ʜʣʷ ʙʣʦʢʠʨʫʶʱʠʭ ʧʨʘʚʠʣ ʚʳʙʝʨʠʪʝ ʨʝʞʠʤ ʨʘʙʦʪʳ ʂʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ 

ʩʠʩʪʝʤʳ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ: 

¶ ɹʣʦʢʠʨʦʚʘʪʴ. ɺ ʵʪʦʤ ʨʝʞʠʤʝ ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʙʣʦʢʠʨʫʝʪ ʜʝʡʩʪʚʠʷ ʩ ʬʘʡʣʘʤʠ ʠ 

ʨʝʝʩʪʨʦʤ ʚ ʦʙʣʘʩʪʠ ʤʦʥʠʪʦʨʠʥʛʘ ʠ ʬʦʨʤʠʨʫʝʪ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ ʩʦʙʳʪʠʝ. 

¶ ʀʥʬʦʨʤʠʨʦʚʘʪʴ. ɺ ʵʪʦʤ ʨʝʞʠʤʝ ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʨʘʟʨʝʰʘʝʪ ʜʝʡʩʪʚʠʷ ʩ 

ʬʘʡʣʘʤʠ ʠ ʨʝʝʩʪʨʦʤ ʚ ʦʙʣʘʩʪʠ ʤʦʥʠʪʦʨʠʥʛʘ ʠ ʬʦʨʤʠʨʫʝʪ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ ʩʦʙʳʪʠʝ. 

5. ɺ ʙʣʦʢʝ ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ 

ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ. 

6. ʅʘʩʪʨʦʡʪʝ ʤʦʥʠʪʦʨʠʥʛ ʚʥʝʰʥʠʭ ʫʩʪʨʦʡʩʪʚ: 

a. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʉʣʝʜʠʪʴ ʟʘ ʫʩʪʨʦʡʩʪʚʘʤʠ. 

b. ɺ ʨʘʩʢʨʳʚʘʶʱʝʤʩʷ ʩʧʠʩʢʝ ʋʨʦʚʝʥʴ ʚʘʞʥʦʩʪʠ ʩʦʙʳʪʠʡ ʚʳʙʝʨʠʪʝ ʫʨʦʚʝʥʴ ʚʘʞʥʦʩʪʠ ʩʦʙʳʪʠʡ 

ʤʦʥʠʪʦʨʠʥʛʘ ʚʥʝʰʥʠʭ ʫʩʪʨʦʡʩʪʚ: ʀʥʬʦʨʤʘʮʠʦʥʥʳʝ , ʇʨʝʜʫʧʨʝʞʜʝʥʠʝ , ʂʨʠʪʠʯʝʩʢʠʝ 

. 

ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʬʠʢʩʠʨʫʝʪ ʪʝʢʫʱʝʝ ʧʦʜʢʣʶʯʝʥʠʝ ʚʥʝʰʥʠʭ ʫʩʪʨʦʡʩʪʚ. ʇʨʠʣʦʞʝʥʠʝ 

ʥʘʯʠʥʘʝʪ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʧʦʜʢʣʶʯʝʥʠʝ ʠ ʦʪʢʣʶʯʝʥʠʝ ʚʥʝʰʥʠʭ ʫʩʪʨʦʡʩʪʚ ʧʦʩʣʝ ʚʢʣʶʯʝʥʠʷ 

ʢʦʤʧʦʥʝʥʪʘ ʚ ʧʘʨʘʤʝʪʨʘʭ ʧʨʠʣʦʞʝʥʠʷ. ɼʘʣʝʝ ʧʨʠ ʧʦʜʢʣʶʯʝʥʠʠ ʠʣʠ ʦʪʢʣʶʯʝʥʠʠ ʚʥʝʰʥʠʭ ʫʩʪʨʦʡʩʪʚ 

ʧʨʠʣʦʞʝʥʠʝ ʬʦʨʤʠʨʫʝʪ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ ʩʦʙʳʪʠʝ. 

7. ʅʘʩʪʨʦʡʪʝ ʤʦʥʠʪʦʨʠʥʛ ʬʘʡʣʦʚ ʠ ʨʝʝʩʪʨʘ: 

a. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʉʣʝʜʠʪʴ ʟʘ ʬʘʡʣʘʤʠ ʠ ʨʝʝʩʪʨʦʤ. 

b. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʅʘʩʪʨʦʠʪʴ. 

ʆʪʢʨʦʝʪʩʷ ʩʧʠʩʦʢ ʧʨʘʚʠʣ ʂʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ. 

c. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

ɺʳ ʪʘʢʞʝ ʤʦʞʝʪʝ ʠʤʧʦʨʪʠʨʦʚʘʪʴ ʧʨʘʚʠʣʘ ʠʟ ʜʨʫʛʦʛʦ ʠʩʪʦʯʥʠʢʘ. 
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8. ʅʘʩʪʨʦʡʪʝ ʧʨʘʚʠʣʦ ʂʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ (ʩʤ. ʪʘʙʣʠʮʫ 

ʥʠʞʝ). 

9. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ʊʘʙʣʠʮʘ 16. ʇʘʨʘʤʝʪʨʳ ʧʨʘʚʠʣʘ ʂʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ 
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ʚʨʝʤʝʥʠ 
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ʇʘʨʘʤʝʪʨ ʆʧʠʩʘʥʠʝ 

ʀʤʷ ʧʨʘʚʠʣʘ ʅʘʟʚʘʥʠʝ ʧʨʘʚʠʣʘ ʂʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ. 

ɼʝʡʩʪʚʠʷ ʩ 

ʬʘʡʣʘʤʠ ʠ 

ʨʝʝʩʪʨʦʤ 

¶ ʈʘʟʨʝʰʘʪʴ. ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʨʘʟʨʝʰʘʝʪ ʜʝʡʩʪʚʠʷ ʩ ʬʘʡʣʘʤʠ ʠ 

ʨʝʝʩʪʨʦʤ ʚ ʦʙʣʘʩʪʠ ʤʦʥʠʪʦʨʠʥʛʘ. 

¶ ɿʘʧʨʝʱʘʪʴ. ʇʦʚʝʜʝʥʠʝ ʂʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʦʪʣʠʯʘʝʪʩʷ ʚ 

ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʚʳʙʨʘʥʥʦʛʦ ʨʝʞʠʤʘ ʨʘʙʦʪʳ. ɽʩʣʠ ʚʳ ʚʳʙʨʘʣʠ ʈʝʞʠʤ ʟʘʱʠʪʳ 

ʩʠʩʪʝʤʳ, ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʙʣʦʢʠʨʫʝʪ ʜʝʡʩʪʚʠʷ ʩ ʬʘʡʣʘʤʠ ʠ 

ʨʝʝʩʪʨʦʤ ʠʟ ʦʙʣʘʩʪʠ ʤʦʥʠʪʦʨʠʥʛʘ, ʬʦʨʤʠʨʫʝʪ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ ʩʦʙʳʪʠʝ ʠ 

ʤʝʥʷʝʪ ʩʪʘʪʫʩ ʫʩʪʨʦʡʩʪʚʘ ʚ ʢʦʥʩʦʣʠ Kaspersky Security Center. ɽʩʣʠ ʚʳ 

ʚʳʙʨʘʣʠ ʊʝʩʪʦʚʳʡ ʨʝʞʠʤ, ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʨʘʟʨʝʰʘʝʪ 

ʜʝʡʩʪʚʠʷ ʩ ʬʘʡʣʘʤʠ ʠ ʨʝʝʩʪʨʦʤ ʚ ʦʙʣʘʩʪʠ ʤʦʥʠʪʦʨʠʥʛʘ. 

ʋʨʦʚʝʥʴ 

ʚʘʞʥʦʩʪʠ 

ʩʦʙʳʪʠʡ 

Kaspersky Endpoint Security ʨʝʛʠʩʪʨʠʨʫʝʪ ʩʦʙʳʪʠʷ ʠʟʤʝʥʝʥʠʷ ʬʘʡʣʦʚ ʠ ʨʝʝʩʪʨʘ ʚ 

ʦʙʣʘʩʪʠ ʤʦʥʠʪʦʨʠʥʛʘ. ɼʦʩʪʫʧʥʳ ʩʣʝʜʫʶʱʠʝ ʫʨʦʚʥʠ ʚʘʞʥʦʩʪʠ ʩʦʙʳʪʠʡ: 

ʀʥʬʦʨʤʘʮʠʦʥʥʦʝ , ʇʨʝʜʫʧʨʝʞʜʝʥʠʝ , ʂʨʠʪʠʯʝʩʢʦʝ . 

ʆʙʣʘʩʪʴ 

ʤʦʥʠʪʦʨʠʥʛʘ 

¶ ʌʘʡʣ. ʉʧʠʩʦʢ ʬʘʡʣʦʚ ʠ ʧʘʧʦʢ, ʢʦʪʦʨʳʝ ʢʦʥʪʨʦʣʠʨʫʝʪ ʢʦʤʧʦʥʝʥʪ. Kaspersky 

Endpoint Security ʧʦʜʜʝʨʞʠʚʘʝʪ ʧʝʨʝʤʝʥʥʳʝ ʩʨʝʜʳ ʠ ʩʠʤʚʦʣʳ *  ʠ ? ʜʣʷ ʚʚʦʜʘ 

ʤʘʩʢʠ. 

ʀʩʧʦʣʴʟʫʡʪʝ ʤʘʩʢʠ: 

ʉʠʤʚʦʣ *, ʢʦʪʦʨʳʡ ʟʘʤʝʥʷʝʪ ʣʶʙʦʡ ʥʘʙʦʨ ʩʠʤʚʦʣʦʚ, ʚ ʪʦʤ ʯʠʩʣʝ ʧʫʩʪʦʡ, ʢʨʦʤʝ ʩʠʤʚʦʣʦʚ \  

ʠ /  (ʨʘʟʜʝʣʠʪʝʣʠ ʠʤʝʥ ʬʘʡʣʦʚ ʠ ʧʘʧʦʢ ʚ ʧʫʪʷʭ ʢ ʬʘʡʣʘʤ ʠ ʧʘʧʢʘʤ). ʅʘʧʨʠʤʝʨ, ʤʘʩʢʘ 

C:\ * \ *.txt  ʙʫʜʝʪ ʚʢʣʶʯʘʪʴ ʚʩʝ ʧʫʪʠ ʢ ʬʘʡʣʘʤ ʩ ʨʘʩʰʠʨʝʥʠʝʤ txt, ʨʘʩʧʦʣʦʞʝʥʥʳʤ ʚ 

ʧʘʧʢʘʭ ʥʘ ʜʠʩʢʝ (C:), ʥʦ ʥʝ ʚ ʧʦʜʧʘʧʢʘʭ. 

ɼʚʘ ʚʚʝʜʝʥʥʳʭ ʧʦʜʨʷʜ ʩʠʤʚʦʣʘ *  ʟʘʤʝʥʷʶʪ ʣʶʙʦʡ ʥʘʙʦʨ ʩʠʤʚʦʣʦʚ, ʚ ʪʦʤ ʯʠʩʣʝ ʧʫʩʪʦʡ, ʚ 

ʠʤʝʥʠ ʬʘʡʣʘ ʠʣʠ ʧʘʧʢʠ, ʚʢʣʶʯʘʷ ʩʠʤʚʦʣʳ \  ʠ /  (ʨʘʟʜʝʣʠʪʝʣʠ ʠʤʝʥ ʬʘʡʣʦʚ ʠ ʧʘʧʦʢ ʚ 

ʧʫʪʷʭ ʢ ʬʘʡʣʘʤ ʠ ʧʘʧʢʘʤ). ʅʘʧʨʠʤʝʨ, ʤʘʩʢʘ C:\ Folder \ ** \ *.txt  ʙʫʜʝʪ ʚʢʣʶʯʘʪʴ ʚʩʝ 

ʧʫʪʠ ʢ ʬʘʡʣʘʤ ʩ ʨʘʩʰʠʨʝʥʠʝʤ txt ʚ ʧʘʧʢʘʭ, ʚʣʦʞʝʥʥʳʭ ʚ ʧʘʧʢʫ Folder , ʢʨʦʤʝ ʩʘʤʦʡ 
ʧʘʧʢʠ Folder . ʄʘʩʢʘ ʜʦʣʞʥʘ ʚʢʣʶʯʘʪʴ ʭʦʪʷ ʙʳ ʦʜʠʥ ʫʨʦʚʝʥʴ ʚʣʦʞʝʥʥʦʩʪʠ. ʄʘʩʢʘ 
C:\ ** \ *.txt  ʥʝ ʨʘʙʦʪʘʝʪ. 

ʉʠʤʚʦʣ ?, ʢʦʪʦʨʳʡ ʟʘʤʝʥʷʝʪ ʣʶʙʦʡ ʦʜʠʥ ʩʠʤʚʦʣ, ʢʨʦʤʝ ʩʠʤʚʦʣʦʚ \  ʠ /  (ʨʘʟʜʝʣʠʪʝʣʠ ʠʤʝʥ 

ʬʘʡʣʦʚ ʠ ʧʘʧʦʢ ʚ ʧʫʪʷʭ ʢ ʬʘʡʣʘʤ ʠ ʧʘʧʢʘʤ). ʅʘʧʨʠʤʝʨ, ʤʘʩʢʘ C: \ Folder \ ???.txt  ʙʫʜʝʪ 

ʚʢʣʶʯʘʪʴ ʧʫʪʠ ʢʦ ʚʩʝʤ ʨʘʩʧʦʣʦʞʝʥʥʳʤ ʚ ʧʘʧʢʝ Folder  ʬʘʡʣʘʤ ʩ ʨʘʩʰʠʨʝʥʠʝʤ txt ʠ 

ʠʤʝʥʝʤ, ʩʦʩʪʦʷʱʠʤ ʠʟ ʪʨʝʭ ʩʠʤʚʦʣʦʚ. 

¶ ʈʝʝʩʪʨ. ʉʧʠʩʦʢ ʢʣʶʯʝʡ ʨʝʝʩʪʨʘ ʠ ʟʥʘʯʝʥʠʡ ʢʣʶʯʝʡ, ʢʦʪʦʨʳʝ ʢʦʥʪʨʦʣʠʨʫʝʪ 

ʢʦʤʧʦʥʝʥʪ. Kaspersky Endpoint Security ʧʦʜʜʝʨʞʠʚʘʝʪ ʩʠʤʚʦʣʳ *  ʠ ? ʜʣʷ ʚʚʦʜʘ 

ʤʘʩʢʠ. 
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ʇʘʨʘʤʝʪʨ ʆʧʠʩʘʥʠʝ 

ʀʩʢʣʶʯʝʥʠʷ ¶ ʌʘʡʣ. ʉʧʠʩʦʢ ʠʩʢʣʶʯʝʥʠʡ ʠʟ ʦʙʣʘʩʪʠ ʤʦʥʠʪʦʨʠʥʛʘ. Kaspersky Endpoint 

Security ʧʦʜʜʝʨʞʠʚʘʝʪ ʧʝʨʝʤʝʥʥʳʝ ʩʨʝʜʳ ʠ ʩʠʤʚʦʣʳ *  ʠ ? ʜʣʷ ʚʚʦʜʘ ʤʘʩʢʠ. 

ʅʘʧʨʠʤʝʨ, C: \ Folder \ Application \ *.log . ɿʘʧʠʩʠ ʠʩʢʣʶʯʝʥʠʡ ʠʤʝʶʪ 

ʙʦʣʝʝ ʚʳʩʦʢʠʡ ʧʨʠʦʨʠʪʝʪ, ʯʝʤ ʟʘʧʠʩʠ ʚ ʦʙʣʘʩʪʠ ʤʦʥʠʪʦʨʠʥʛʘ. 

ʀʩʧʦʣʴʟʫʡʪʝ ʤʘʩʢʠ: 

ʉʠʤʚʦʣ *, ʢʦʪʦʨʳʡ ʟʘʤʝʥʷʝʪ ʣʶʙʦʡ ʥʘʙʦʨ ʩʠʤʚʦʣʦʚ, ʚ ʪʦʤ ʯʠʩʣʝ ʧʫʩʪʦʡ, ʢʨʦʤʝ ʩʠʤʚʦʣʦʚ \  

ʠ /  (ʨʘʟʜʝʣʠʪʝʣʠ ʠʤʝʥ ʬʘʡʣʦʚ ʠ ʧʘʧʦʢ ʚ ʧʫʪʷʭ ʢ ʬʘʡʣʘʤ ʠ ʧʘʧʢʘʤ). ʅʘʧʨʠʤʝʨ, ʤʘʩʢʘ 

C:\ * \ *.txt  ʙʫʜʝʪ ʚʢʣʶʯʘʪʴ ʚʩʝ ʧʫʪʠ ʢ ʬʘʡʣʘʤ ʩ ʨʘʩʰʠʨʝʥʠʝʤ txt, ʨʘʩʧʦʣʦʞʝʥʥʳʤ ʚ 

ʧʘʧʢʘʭ ʥʘ ʜʠʩʢʝ (C:), ʥʦ ʥʝ ʚ ʧʦʜʧʘʧʢʘʭ. 

ɼʚʘ ʚʚʝʜʝʥʥʳʭ ʧʦʜʨʷʜ ʩʠʤʚʦʣʘ *  ʟʘʤʝʥʷʶʪ ʣʶʙʦʡ ʥʘʙʦʨ ʩʠʤʚʦʣʦʚ, ʚ ʪʦʤ ʯʠʩʣʝ ʧʫʩʪʦʡ, ʚ 

ʠʤʝʥʠ ʬʘʡʣʘ ʠʣʠ ʧʘʧʢʠ, ʚʢʣʶʯʘʷ ʩʠʤʚʦʣʳ \  ʠ /  (ʨʘʟʜʝʣʠʪʝʣʠ ʠʤʝʥ ʬʘʡʣʦʚ ʠ ʧʘʧʦʢ ʚ 

ʧʫʪʷʭ ʢ ʬʘʡʣʘʤ ʠ ʧʘʧʢʘʤ). ʅʘʧʨʠʤʝʨ, ʤʘʩʢʘ C:\ Folder \ ** \ *.txt  ʙʫʜʝʪ ʚʢʣʶʯʘʪʴ ʚʩʝ 

ʧʫʪʠ ʢ ʬʘʡʣʘʤ ʩ ʨʘʩʰʠʨʝʥʠʝʤ txt ʚ ʧʘʧʢʘʭ, ʚʣʦʞʝʥʥʳʭ ʚ ʧʘʧʢʫ Folder , ʢʨʦʤʝ ʩʘʤʦʡ 
ʧʘʧʢʠ Folder . ʄʘʩʢʘ ʜʦʣʞʥʘ ʚʢʣʶʯʘʪʴ ʭʦʪʷ ʙʳ ʦʜʠʥ ʫʨʦʚʝʥʴ ʚʣʦʞʝʥʥʦʩʪʠ. ʄʘʩʢʘ 
C:\ ** \ *.txt  ʥʝ ʨʘʙʦʪʘʝʪ. 

ʉʠʤʚʦʣ ?, ʢʦʪʦʨʳʡ ʟʘʤʝʥʷʝʪ ʣʶʙʦʡ ʦʜʠʥ ʩʠʤʚʦʣ, ʢʨʦʤʝ ʩʠʤʚʦʣʦʚ \  ʠ /  (ʨʘʟʜʝʣʠʪʝʣʠ ʠʤʝʥ 

ʬʘʡʣʦʚ ʠ ʧʘʧʦʢ ʚ ʧʫʪʷʭ ʢ ʬʘʡʣʘʤ ʠ ʧʘʧʢʘʤ). ʅʘʧʨʠʤʝʨ, ʤʘʩʢʘ C:\ Folder \ ???.txt  ʙʫʜʝʪ 

ʚʢʣʶʯʘʪʴ ʧʫʪʠ ʢʦ ʚʩʝʤ ʨʘʩʧʦʣʦʞʝʥʥʳʤ ʚ ʧʘʧʢʝ Folder  ʬʘʡʣʘʤ ʩ ʨʘʩʰʠʨʝʥʠʝʤ txt ʠ 

ʠʤʝʥʝʤ, ʩʦʩʪʦʷʱʠʤ ʠʟ ʪʨʝʭ ʩʠʤʚʦʣʦʚ. 

¶ ʈʝʝʩʪʨ. ʉʧʠʩʦʢ ʠʩʢʣʶʯʝʥʠʡ ʠʟ ʦʙʣʘʩʪʠ ʤʦʥʠʪʦʨʠʥʛʘ. Kaspersky Endpoint 

Security ʧʦʜʜʝʨʞʠʚʘʝʪ ʩʠʤʚʦʣʳ *  ʠ ? ʜʣʷ ʚʚʦʜʘ ʤʘʩʢʠ. ɿʘʧʠʩʠ ʠʩʢʣʶʯʝʥʠʡ 

ʠʤʝʶʪ ʙʦʣʝʝ ʚʳʩʦʢʠʡ ʧʨʠʦʨʠʪʝʪ, ʯʝʤ ʟʘʧʠʩʠ ʚ ʦʙʣʘʩʪʠ ʤʦʥʠʪʦʨʠʥʛʘ. 

ɼʦʚʝʨʝʥʥʳʝ 

ʧʦʣʴʟʦʚʘʪʝʣʠ ʠ / 

ʠʣʠ ʛʨʫʧʧʳ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ɼʦʚʝʨʝʥʥʳʡ ʧʦʣʴʟʦʚʘʪʝʣʴ ï ʧʦʣʴʟʦʚʘʪʝʣʴ, ʢʦʪʦʨʦʤʫ ʨʘʟʨʝʰʝʥʦ ʚʳʧʦʣʥʝʥʠʝ 

ʜʝʡʩʪʚʠʡ ʩ ʬʘʡʣʘʤʠ ʠ ʨʝʝʩʪʨʦʤ ʚ ʦʙʣʘʩʪʠ ʤʦʥʠʪʦʨʠʥʛʘ. ɽʩʣʠ Kaspersky Endpoint 

Security ʦʙʥʘʨʫʞʠʚʘʝʪ ʜʝʡʩʪʚʠʝ, ʚʳʧʦʣʥʝʥʥʦʝ ʜʦʚʝʨʝʥʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʝʤ, 

ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʬʦʨʤʠʨʫʝʪ ʩʦʙʳʪʠʝ ʩ ʫʨʦʚʥʝʤ ʚʘʞʥʦʩʪʠ 

ʀʥʬʦʨʤʘʮʠʦʥʥʳʝ . 

ɺʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ Active Directory, ʠʟ ʩʧʠʩʢʘ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʚ 

Kaspersky Security Center ʠʣʠ ʚʚʝʩʪʠ ʠʤʷ ʣʦʢʘʣʴʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚʨʫʯʥʫʶ. 

ʉʧʝʮʠʘʣʠʩʪʳ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʨʝʢʦʤʝʥʜʫʶʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʣʦʢʘʣʴʥʳʝ 

ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʪʦʣʴʢʦ ʚ ʪʝʭ ʩʣʫʯʘʷʭ, ʢʦʛʜʘ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʦʤʝʥʥʳʝ ʫʯʝʪʥʳʝ 

ʟʘʧʠʩʠ ʥʝʚʦʟʤʦʞʥʦ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʠʣʦʞʝʥʠʝ 11. ʋʯʝʪʥʳʝ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ 

ʧʨʘʚʠʣʘʭ ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 530). 

ʄʘʨʢʝʨʳ 

ʬʘʡʣʦʚʳʭ 

ʦʧʝʨʘʮʠʡ / 

ʂʦʥʪʨʦʣʠʨʫʝʤʳʝ 

ʜʝʡʩʪʚʠʷ 

ʄʘʨʢʝʨʳ, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʝ ʜʝʡʩʪʚʠʝ ʥʘʜ ʬʘʡʣʘʤʠ ʠʣʠ ʨʝʝʩʪʨʦʤ, ʢʦʪʦʨʳʝ ʙʫʜʝʪ 

ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʧʨʠʣʦʞʝʥʠʝ. 

ʍʝʰʠʨʦʚʘʥʠʝ ɺʳʯʠʩʣʝʥʠʝ ʭʝʰʘ ʬʘʡʣʘ ʧʨʠ ʠʟʤʝʥʝʥʠʠ. Kaspersky Endpoint Security ʜʦʙʘʚʣʷʝʪ 

ʠʥʬʦʨʤʘʮʠʶ ʦ ʭʝʰʝ ʬʘʡʣʘ ʧʨʠ ʬʦʨʤʠʨʦʚʘʥʠʠ ʩʦʙʳʪʠʷ. 
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ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʧʦ ʟʘʧʨʦʩʫ 

ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʧʦ ʟʘʧʨʦʩʫ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʟʘʜʘʯʫ, ʢʦʪʦʨʫʶ ʚʳ ʤʦʞʝʪʝ ʟʘʧʫʩʢʘʪʴ 

ʚʨʫʯʥʫʶ ʠʣʠ ʧʦ ʨʘʩʧʠʩʘʥʠʶ. ɺʦ ʚʨʝʤʷ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʧʨʠʣʦʞʝʥʠʝ 

ʩʨʘʚʥʠʚʘʝʪ ʪʝʢʫʱʝʝ ʩʦʩʪʦʷʥʠʝ ʦʙʲʝʢʪʦʚ, ʚʢʣʶʯʝʥʥʳʭ ʚ ʦʙʣʘʩʪʴ ʤʦʥʠʪʦʨʠʥʛ, ʩ ʩʦʩʪʦʷʥʠʝʤ ʵʪʠʭ ʦʙʲʝʢʪʦʚ, 

ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʭ ʚ ʩʥʠʤʢʝ ʩʦʩʪʦʷʥʠʷ ʩʠʩʪʝʤʳ. ɺ ʦʪʣʠʯʠʝ ʦʪ ʂʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʚ ʨʝʞʠʤʝ 

ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ ʟʘʜʘʯʘ ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʧʦʟʚʦʣʷʝʪ ʫʤʝʥʴʰʠʪʴ ʢʦʣʠʯʝʩʪʚʦ ʩʦʙʳʪʠʡ ʠ 

ʩʬʦʨʤʠʨʦʚʘʪʴ ʦʙʱʠʡ ʦʪʯʝʪ ʦʙ ʠʟʤʝʥʝʥʠʷʭ ʚ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ. 

ɼʣʷ ʨʘʙʦʪʳ ʂʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʪʨʝʙʫʝʪʩʷ ʜʦʙʘʚʠʪʴ ʭʦʪʷ ʙʳ ʦʜʥʦ ʧʨʘʚʠʣʦ (ʩʤ. ʨʘʟʜʝʣ "ʆ 

ʧʨʘʚʠʣʘʭ ʂʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ" ʥʘ ʩʪʨ. 308). ʇʨʘʚʠʣʦ ʂʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ï ʥʘʙʦʨ 

ʢʨʠʪʝʨʠʝʚ, ʢʦʪʦʨʳʝ ʦʧʨʝʜʝʣʷʶʪ ʜʦʩʪʫʧ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʢ ʬʘʡʣʘʤ ʠ ʨʝʝʩʪʨʫ. ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ 

ʦʙʥʘʨʫʞʠʚʘʝʪ ʠʟʤʝʥʝʥʠʷ ʚ ʬʘʡʣʘʭ ʠ ʨʝʝʩʪʨʝ ʚ ʟʘʜʘʥʥʦʡ ʦʙʣʘʩʪʠ ʤʦʥʠʪʦʨʠʥʛʘ. ʆʙʣʘʩʪʴ ʤʦʥʠʪʦʨʠʥʛʘ 

ʷʚʣʷʝʪʩʷ ʦʜʥʠʤ ʠʟ ʢʨʠʪʝʨʠʝʚ ʧʨʘʚʠʣʘ ʂʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ. ɺʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʦʙʱʠʝ 

ʧʨʘʚʠʣʘ ʜʣʷ ʂʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ ʠ ʟʘʜʘʯʠ ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ 

ʩʠʩʪʝʤʳ ʠʣʠ ʩʦʟʜʘʪʴ ʦʪʜʝʣʴʥʳʝ ʧʨʘʚʠʣʘ ʜʣʷ ʟʘʜʘʯʠ. Kaspersky Endpoint Security ʧʨʠʤʝʥʷʝʪ ʦʙʣʘʩʪʴ 

ʤʦʥʠʪʦʨʠʥʛʘ ʠʟ ʟʘʜʘʯʠ ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʢ ʟʘʜʘʯʝ ʆʙʥʦʚʣʝʥʠʝ ʩʥʠʤʢʘ ʩʦʩʪʦʷʥʠʷ ʩʠʩʪʝʤʳ 

ʜʣʷ ʩʦʟʜʘʥʠʷ ʩʥʠʤʢʘ ʩʦʩʪʦʷʥʠʷ ʩʠʩʪʝʤʳ. 

ʉʦʟʜʘʥʠʝ ʠ ʦʙʥʦʚʣʝʥʠʝ ʩʥʠʤʢʘ ʩʦʩʪʦʷʥʠʷ ʩʠʩʪʝʤʳ 

ɼʣʷ ʨʘʙʦʪʳ ʟʘʜʘʯʠ ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʚʘʤ ʥʫʞʥʦ ʩʦʟʜʘʪʴ ʩʥʠʤʦʢ ʩʦʩʪʦʷʥʠʷ ʩʠʩʪʝʤʳ. 

ʉʥʠʤʦʢ ʩʦʩʪʦʷʥʠʷ ʩʠʩʪʝʤʳ ï ʟʘʬʠʢʩʠʨʦʚʘʥʥʦʝ ʩʦʩʪʦʷʥʠʝ ʦʙʲʝʢʪʦʚ ʩʠʩʪʝʤʳ, ʩ ʢʦʪʦʨʳʤ ʧʨʠʣʦʞʝʥʠʝ 

ʩʨʘʚʥʠʚʘʝʪ ʪʝʢʫʱʝʝ ʩʦʩʪʦʷʥʠʝ. ɽʩʣʠ ʪʝʢʫʱʝʝ ʩʦʩʪʦʷʥʠʝ ʩʠʩʪʝʤʳ ʦʪʣʠʯʘʝʪʩʷ ʦʪ ʩʦʩʪʦʷʥʠʷ ʩʠʩʪʝʤʳ, 

ʟʘʬʠʢʩʠʨʦʚʘʥʥʦʝ ʚ ʩʥʠʤʢʝ ʩʦʩʪʦʷʥʠʷ ʩʠʩʪʝʤʳ, Kaspersky Endpoint Security ʬʦʨʤʠʨʫʝʪ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ 

ʩʦʙʳʪʠʝ. ɺʳ ʤʦʞʝʪʝ ʩʦʟʜʘʪʴ ʠ ʦʙʥʦʚʠʪʴ ʩʥʠʤʦʢ ʩʦʩʪʦʷʥʠʷ ʩʠʩʪʝʤʳ ʩ ʧʦʤʦʱʴʶ ʟʘʜʘʯʠ ʆʙʥʦʚʣʝʥʠʝ ʩʥʠʤʢʘ 

ʩʦʩʪʦʷʥʠʷ ʩʠʩʪʝʤʳ. 

ɺʳ ʤʦʞʝʪʝ ʦʙʥʦʚʣʷʪʴ ʩʧʠʩʦʢ ʩʦʩʪʦʷʥʠʷ ʩʠʩʪʝʤʳ ʚ ʩʣʝʜʫʶʱʠʭ ʨʝʞʠʤʘʭ: 

¶ ʇʦʣʥʦʝ ʦʙʥʦʚʣʝʥʠʝ. 

ʇʨʠʣʦʞʝʥʠʝ ʦʙʥʦʚʣʷʝʪ ʚʩʝ ʦʙʲʝʢʪʳ ʠʟ ʦʙʣʘʩʪʠ ʤʦʥʠʪʦʨʠʥʛʘ. 

¶ ʀʥʢʨʝʤʝʥʪʘʣʴʥʦʝ ʦʙʥʦʚʣʝʥʠʝ. 

ʇʨʠʣʦʞʝʥʠʝ ʦʙʥʘʨʫʞʠʚʘʝʪ ʠ ʦʙʥʦʚʣʷʝʪ ʪʦʣʴʢʦ ʠʟʤʝʥʝʥʥʳʝ ʠʣʠ ʥʦʚʳʝ ʦʙʲʝʢʪʳ. 

ʂʘʢ ʩʦʟʜʘʪʴ ʠ ʦʙʥʦʚʠʪʴ ʩʥʠʤʦʢ ʩʦʩʪʦʷʥʠʷ ʩʠʩʪʝʤʳ ʚ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ (MMC) 

1. ʆʪʢʨʦʡʪʝ ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. 

2. ɺ ʜʝʨʝʚʝ ʢʦʥʩʦʣʠ ʚʳʙʝʨʠʪʝ ʧʘʧʢʫ ɿʘʜʘʯʠ. 

ʆʪʢʨʦʝʪʩʷ ʩʧʠʩʦʢ ʟʘʜʘʯ. 

3. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʅʦʚʘʷ ʟʘʜʘʯʘ. 

ɿʘʧʫʩʪʠʪʩʷ ʤʘʩʪʝʨ ʩʦʟʜʘʥʠʷ ʟʘʜʘʯʠ. ʉʣʝʜʫʡʪʝ ʝʛʦ ʫʢʘʟʘʥʠʷʤ. 

ʐʘʛ 1. ɺʳʙʦʨ ʪʠʧʘ ʟʘʜʘʯʠ 

ɺʳʙʝʨʠʪʝ Kaspersky Endpoint Security ʜʣʷ Windows (12.8) Ÿ ʆʙʥʦʚʣʝʥʠʝ ʩʥʠʤʢʘ ʩʦʩʪʦʷʥʠʷ ʩʠʩʪʝʤʳ. 
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ʐʘʛ 2. ɺʳʙʦʨ ʨʝʞʠʤʘ ʦʙʥʦʚʣʝʥʠʷ ʩʥʠʤʢʘ ʩʦʩʪʦʷʥʠʷ ʩʠʩʪʝʤʳ 

ɺʳʙʝʨʠʪʝ ʨʝʞʠʤ ʦʙʥʦʚʣʝʥʠʷ ʩʥʠʤʢʘ ʩʦʩʪʦʷʥʠʷ ʩʠʩʪʝʤʳ: 

¶ ʇʦʣʥʦʝ ʦʙʥʦʚʣʝʥʠʝ. ʇʨʠʣʦʞʝʥʠʝ ʦʙʥʦʚʣʷʝʪ ʚʩʝ ʦʙʲʝʢʪʳ ʠʟ ʦʙʣʘʩʪʠ ʤʦʥʠʪʦʨʠʥʛʘ. 

¶ ʀʥʢʨʝʤʝʥʪʘʣʴʥʦʝ ʦʙʥʦʚʣʝʥʠʝ. ʇʨʠʣʦʞʝʥʠʝ ʦʙʥʘʨʫʞʠʚʘʝʪ ʠ ʦʙʥʦʚʣʷʝʪ ʪʦʣʴʢʦ ʠʟʤʝʥʝʥʥʳʝ ʠʣʠ 

ʥʦʚʳʝ ʦʙʲʝʢʪʳ. 

ʐʘʛ 3. ɺʳʙʦʨ ʫʩʪʨʦʡʩʪʚ, ʢʦʪʦʨʳʤ ʙʫʜʝʪ ʥʘʟʥʘʯʝʥʘ ʟʘʜʘʯʘ 

ɺʳʙʝʨʠʪʝ ʢʦʤʧʴʶʪʝʨʳ, ʥʘ ʢʦʪʦʨʳʭ ʙʫʜʝʪ ʚʳʧʦʣʥʝʥʘ ʟʘʜʘʯʘ. ɼʦʩʪʫʧʥʳ ʩʣʝʜʫʶʱʠʝ ʩʧʦʩʦʙʳ: 

¶ ʅʘʟʥʘʯʠʪʴ ʟʘʜʘʯʫ ʛʨʫʧʧʝ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʟʘʜʘʯʘ ʥʘʟʥʘʯʘʝʪʩʷ ʢʦʤʧʴʶʪʝʨʘʤ, 

ʚʭʦʜʷʱʠʤ ʚ ʨʘʥʝʝ ʩʦʟʜʘʥʥʫʶ ʛʨʫʧʧʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. 

¶ ɺʳʙʨʘʪʴ ʢʦʤʧʴʶʪʝʨʳ, ʦʙʥʘʨʫʞʝʥʥʳʝ ʚ ʩʝʪʠ ʉʝʨʚʝʨʦʤ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ, ï ʥʝʨʘʩʧʨʝʜʝʣʝʥʥʳʝ 

ʫʩʪʨʦʡʩʪʚʘ. ɺ ʥʘʙʦʨ ʫʩʪʨʦʡʩʪʚ ʚʳ ʤʦʞʝʪʝ ʚʢʣʶʯʘʪʴ ʢʘʢ ʫʩʪʨʦʡʩʪʚʘ ʚ ʛʨʫʧʧʘʭ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ, 

ʪʘʢ ʠ ʥʝʨʘʩʧʨʝʜʝʣʝʥʥʳʝ ʫʩʪʨʦʡʩʪʚʘ. 

¶ ɿʘʜʘʪʴ ʘʜʨʝʩʘ ʫʩʪʨʦʡʩʪʚ ʚʨʫʯʥʫʶ ʠʣʠ ʠʤʧʦʨʪʠʨʦʚʘʪʴ ʠʟ ʩʧʠʩʢʘ. ɺʳ ʤʦʞʝʪʝ ʟʘʜʘʚʘʪʴ NetBIOS-

ʠʤʝʥʘ, IP-ʘʜʨʝʩʘ, ʘ ʪʘʢʞʝ ʜʠʘʧʘʟʦʥʳ IP-ʘʜʨʝʩʦʚ ʫʩʪʨʦʡʩʪʚ, ʢʦʪʦʨʳʤ ʥʫʞʥʦ ʥʘʟʥʘʯʠʪʴ ʟʘʜʘʯʫ. 

ʐʘʛ 4. ʆʧʨʝʜʝʣʝʥʠʝ ʥʘʟʚʘʥʠʷ ʟʘʜʘʯʠ 

ɺʚʝʜʠʪʝ ʥʘʟʚʘʥʠʝ ʟʘʜʘʯʠ, ʥʘʧʨʠʤʝʨ, ʉʥʠʤʦʢ ʩʦʩʪʦʷʥʠʷ ʩʠʩʪʝʤʳ 2024. 

ʐʘʛ 5. ɿʘʚʝʨʰʝʥʠʝ ʩʦʟʜʘʥʠʷ ʟʘʜʘʯʠ 

ɿʘʚʝʨʰʠʪʝ ʨʘʙʦʪʫ ʤʘʩʪʝʨʘ. ɽʩʣʠ ʪʨʝʙʫʝʪʩʷ, ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ɿʘʧʫʩʪʠʪʴ ʟʘʜʘʯʫ ʧʦʩʣʝ ʟʘʚʝʨʰʝʥʠʷ 

ʨʘʙʦʪʳ ʤʘʩʪʝʨʘ. ɺʳ ʤʦʞʝʪʝ ʩʣʝʜʠʪʴ ʟʘ ʭʦʜʦʤ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ ʚ ʩʚʦʡʩʪʚʘʭ ʟʘʜʘʯʠ. 

ʂʘʢ ʩʦʟʜʘʪʴ ʠ ʦʙʥʦʚʠʪʴ ʩʥʠʤʦʢ ʩʦʩʪʦʷʥʠʷ ʩʠʩʪʝʤʳ ʚ Web Console 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ Web Console ʚʳʙʝʨʠʪʝ ɸʢʪʠʚʳ (ʋʩʪʨʦʡʩʪʚʘ) Ÿ ɿʘʜʘʯʠ. 

ʆʪʢʨʦʝʪʩʷ ʩʧʠʩʦʢ ʟʘʜʘʯ. 

2. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

ɿʘʧʫʩʪʠʪʩʷ ʤʘʩʪʝʨ ʩʦʟʜʘʥʠʷ ʟʘʜʘʯʠ. 

3. ʅʘʩʪʨʦʡʪʝ ʧʘʨʘʤʝʪʨʳ ʟʘʜʘʯʠ: 

a. ɺ ʨʘʩʢʨʳʚʘʶʱʝʤʩʷ ʩʧʠʩʢʝ ʇʨʠʣʦʞʝʥʠʝ ʚʳʙʝʨʠʪʝ Kaspersky Endpoint Security ʜʣʷ Windows 

(12.8.0). 

b. ɺ ʨʘʩʢʨʳʚʘʶʱʝʤʩʷ ʩʧʠʩʢʝ ʊʠʧ ʟʘʜʘʯʠ ʚʳʙʝʨʠʪʝ ʆʙʥʦʚʣʝʥʠʝ ʩʥʠʤʢʘ ʩʦʩʪʦʷʥʠʷ ʩʠʩʪʝʤʳ. 

c. ɺ ʧʦʣʝ ʅʘʟʚʘʥʠʝ ʟʘʜʘʯʠ ʚʚʝʜʠʪʝ ʢʦʨʦʪʢʦʝ ʦʧʠʩʘʥʠʝ, ʥʘʧʨʠʤʝʨ, ʉʥʠʤʦʢ ʩʦʩʪʦʷʥʠʷ ʩʠʩʪʝʤʳ 

2024. 

d. ɺ ʙʣʦʢʝ ʋʩʪʨʦʡʩʪʚʘ, ʢʦʪʦʨʳʤ ʙʫʜʝʪ ʥʘʟʥʘʯʝʥʘ ʟʘʜʘʯʘ ʚʳʙʝʨʠʪʝ ʦʙʣʘʩʪʴ ʜʝʡʩʪʚʠʷ ʟʘʜʘʯʠ. 

4. ɺʳʙʝʨʠʪʝ ʫʩʪʨʦʡʩʪʚʘ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʚʳʙʨʘʥʥʳʤ ʚʘʨʠʘʥʪʦʤ ʦʙʣʘʩʪʠ ʜʝʡʩʪʚʠʷ ʟʘʜʘʯʠ. ʇʝʨʝʡʜʠʪʝ 

ʢ ʩʣʝʜʫʶʱʝʤʫ ʰʘʛʫ. 

5. ɺʳʙʝʨʠʪʝ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʜʣʷ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ. ʇʦ ʫʤʦʣʯʘʥʠʶ Kaspersky Endpoint Security ʟʘʧʫʩʢʘʝʪ 

ʟʘʜʘʯʫ ʩ ʧʨʘʚʘʤʠ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʣʦʢʘʣʴʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

6. ɿʘʚʝʨʰʠʪʝ ʨʘʙʦʪʫ ʤʘʩʪʝʨʘ. 

ɺ ʩʧʠʩʢʝ ʟʘʜʘʯ ʦʪʦʙʨʘʟʠʪʩʷ ʥʦʚʘʷ ʟʘʜʘʯʘ. 

7. ʅʘʞʤʠʪʝ ʥʘ ʥʦʚʫʶ ʟʘʜʘʯʫ. 
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ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʩʚʦʡʩʪʚ ʟʘʜʘʯʠ. 

8. ɺʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʇʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ. 

9. ɺʳʙʝʨʠʪʝ ʨʝʞʠʤ ʦʙʥʦʚʣʝʥʠʷ ʩʥʠʤʢʘ ʩʦʩʪʦʷʥʠʷ ʩʠʩʪʝʤʳ: 

¶ ʇʦʣʥʦʝ ʦʙʥʦʚʣʝʥʠʝ. ʇʨʠʣʦʞʝʥʠʝ ʦʙʥʦʚʣʷʝʪ ʚʩʝ ʦʙʲʝʢʪʳ ʠʟ ʦʙʣʘʩʪʠ ʤʦʥʠʪʦʨʠʥʛʘ. 

¶ ʀʥʢʨʝʤʝʥʪʘʣʴʥʦʝ ʦʙʥʦʚʣʝʥʠʝ. ʇʨʠʣʦʞʝʥʠʝ ʦʙʥʘʨʫʞʠʚʘʝʪ ʠ ʦʙʥʦʚʣʷʝʪ ʪʦʣʴʢʦ ʠʟʤʝʥʝʥʥʳʝ 

ʠʣʠ ʥʦʚʳʝ ʦʙʲʝʢʪʳ. 

10. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

11. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʥʘʧʨʦʪʠʚ ʟʘʜʘʯʠ. 

12. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɿʘʧʫʩʪʠʪʴ. 

ʅʘʩʪʨʦʡʢʘ ʦʙʣʘʩʪʠ ʤʦʥʠʪʦʨʠʥʛʘ ʜʣʷ ʟʘʜʘʯʠ ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʦʙʣʘʩʪʴ ʤʦʥʠʪʦʨʠʥʛʘ ʜʣʷ ʟʘʜʘʯʠ ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʩʦʚʧʘʜʘʝʪ ʩ ʦʙʣʘʩʪʴʶ 

ʤʦʥʠʪʦʨʠʥʛʘ ʂʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ. ɺʳ ʤʦʞʝʪʝ ʟʘʜʘʪʴ ʦʪʜʝʣʴʥʫʶ 

ʦʙʣʘʩʪʴ ʤʦʥʠʪʦʨʠʥʛʘ ʜʣʷ ʟʘʜʘʯʠ. 

ʂʘʢ ʟʘʜʘʪʴ ʦʪʜʝʣʴʥʫʶ ʦʙʣʘʩʪʴ ʤʦʥʠʪʦʨʠʥʛʘ ʜʣʷ ʟʘʜʘʯʠ ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʚ ʠʥʪʝʨʬʝʡʩʝ 

ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʂʦʥʪʨʦʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʂʦʥʪʨʦʣʴ 

ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ. 

3. ɺʢʣʶʯʠʪʴ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ. 

4. ɺ ʙʣʦʢʝ ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʚʳʙʝʨʠʪʝ ʨʝʞʠʤ ʥʘʩʪʨʦʡʢʠ ʟʘʜʘʯʠ ʅʘʩʪʨʦʡʢʠ 

ʧʦʣʴʟʦʚʘʪʝʣʷ. 

5. ʅʘʩʪʨʦʡʪʝ ʤʦʥʠʪʦʨʠʥʛ ʚʥʝʰʥʠʭ ʫʩʪʨʦʡʩʪʚ: 

a. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʉʣʝʜʠʪʴ ʟʘ ʫʩʪʨʦʡʩʪʚʘʤʠ. 

b. ɺ ʨʘʩʢʨʳʚʘʶʱʝʤʩʷ ʩʧʠʩʢʝ ʋʨʦʚʝʥʴ ʚʘʞʥʦʩʪʠ ʩʦʙʳʪʠʡ ʚʳʙʝʨʠʪʝ ʫʨʦʚʝʥʴ ʚʘʞʥʦʩʪʠ ʩʦʙʳʪʠʡ 

ʤʦʥʠʪʦʨʠʥʛʘ ʚʥʝʰʥʠʭ ʫʩʪʨʦʡʩʪʚ: ʀʥʬʦʨʤʘʮʠʦʥʥʳʝ , ʇʨʝʜʫʧʨʝʞʜʝʥʠʝ , ʂʨʠʪʠʯʝʩʢʠʝ . 

ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʬʠʢʩʠʨʫʝʪ ʧʦʜʢʣʶʯʝʥʥʳʝ ʚʥʝʰʥʠʝ ʫʩʪʨʦʡʩʪʚʘ ʥʘ ʤʦʤʝʥʪ ʩʦʟʜʘʥʠʷ 

ʩʥʠʤʢʘ ʩʦʩʪʦʷʥʠʷ ʩʠʩʪʝʤʳ. ɼʘʣʝʝ ʧʨʠ ʧʦʜʢʣʶʯʝʥʠʠ ʚʥʝʰʥʠʭ ʫʩʪʨʦʡʩʪʚ ʧʨʠʣʦʞʝʥʠʝ ʬʦʨʤʠʨʫʝʪ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ ʩʦʙʳʪʠʝ. ʇʨʠ ʚʳʧʦʣʥʝʥʠʠ ʟʘʜʘʯʠ ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʧʨʠʣʦʞʝʥʠʝ 

ʥʝ ʦʪʩʣʝʞʠʚʘʝʪ ʦʪʢʣʶʯʝʥʠʝ ʚʥʝʰʥʠʭ ʫʩʪʨʦʡʩʪʚ. 

6. ʅʘʩʪʨʦʡʪʝ ʤʦʥʠʪʦʨʠʥʛ ʬʘʡʣʦʚ ʠ ʨʝʝʩʪʨʘ: 

a. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʉʣʝʜʠʪʴ ʟʘ ʬʘʡʣʘʤʠ ʠ ʨʝʝʩʪʨʦʤ. 

b. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʅʘʩʪʨʦʠʪʴ. 

ʆʪʢʨʦʝʪʩʷ ʩʧʠʩʦʢ ʧʨʘʚʠʣ ʂʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ. 

c. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

ɺʳ ʪʘʢʞʝ ʤʦʞʝʪʝ ʠʤʧʦʨʪʠʨʦʚʘʪʴ ʧʨʘʚʠʣʘ ʠʟ ʜʨʫʛʦʛʦ ʠʩʪʦʯʥʠʢʘ. 

d. ʅʘʩʪʨʦʡʪʝ ʧʨʘʚʠʣʦ ʂʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ (ʩʤ. ʪʘʙʣʠʮʫ 

ʥʠʞʝ). 

7. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
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ʊʘʙʣʠʮʘ 17. ʇʘʨʘʤʝʪʨʳ ʧʨʘʚʠʣʘ ʟʘʜʘʯʠ ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ 
 

ʇʘʨʘʤʝʪʨ ʆʧʠʩʘʥʠʝ 

ʀʤʷ ʧʨʘʚʠʣʘ ʅʘʟʚʘʥʠʝ ʧʨʘʚʠʣʘ ʟʘʜʘʯʠ ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ. 

ʋʨʦʚʝʥʴ 

ʚʘʞʥʦʩʪʠ 

ʩʦʙʳʪʠʡ 

Kaspersky Endpoint Security ʨʝʛʠʩʪʨʠʨʫʝʪ ʩʦʙʳʪʠʷ ʠʟʤʝʥʝʥʠʷ ʬʘʡʣʦʚ ʠ ʨʝʝʩʪʨʘ ʚ 

ʦʙʣʘʩʪʠ ʤʦʥʠʪʦʨʠʥʛʘ. ɼʦʩʪʫʧʥʳ ʩʣʝʜʫʶʱʠʝ ʫʨʦʚʥʠ ʚʘʞʥʦʩʪʠ ʩʦʙʳʪʠʡ: 

ʀʥʬʦʨʤʘʮʠʦʥʥʦʝ , ʇʨʝʜʫʧʨʝʞʜʝʥʠʝ , ʂʨʠʪʠʯʝʩʢʦʝ . 

ʆʙʣʘʩʪʴ 

ʤʦʥʠʪʦʨʠʥʛʘ 

¶ ʌʘʡʣ. ʉʧʠʩʦʢ ʬʘʡʣʦʚ ʠ ʧʘʧʦʢ, ʢʦʪʦʨʳʝ ʢʦʥʪʨʦʣʠʨʫʝʪ ʢʦʤʧʦʥʝʥʪ. Kaspersky 

Endpoint Security ʧʦʜʜʝʨʞʠʚʘʝʪ ʧʝʨʝʤʝʥʥʳʝ ʩʨʝʜʳ ʠ ʩʠʤʚʦʣʳ *  ʠ ? ʜʣʷ ʚʚʦʜʘ 

ʤʘʩʢʠ. 

ʀʩʧʦʣʴʟʫʡʪʝ ʤʘʩʢʠ: 

ʉʠʤʚʦʣ *, ʢʦʪʦʨʳʡ ʟʘʤʝʥʷʝʪ ʣʶʙʦʡ ʥʘʙʦʨ ʩʠʤʚʦʣʦʚ, ʚ ʪʦʤ ʯʠʩʣʝ ʧʫʩʪʦʡ, ʢʨʦʤʝ ʩʠʤʚʦʣʦʚ \  ʠ 

/  (ʨʘʟʜʝʣʠʪʝʣʠ ʠʤʝʥ ʬʘʡʣʦʚ ʠ ʧʘʧʦʢ ʚ ʧʫʪʷʭ ʢ ʬʘʡʣʘʤ ʠ ʧʘʧʢʘʤ). ʅʘʧʨʠʤʝʨ, ʤʘʩʢʘ 

C:\ * \ *.txt  ʙʫʜʝʪ ʚʢʣʶʯʘʪʴ ʚʩʝ ʧʫʪʠ ʢ ʬʘʡʣʘʤ ʩ ʨʘʩʰʠʨʝʥʠʝʤ txt, ʨʘʩʧʦʣʦʞʝʥʥʳʤ ʚ 

ʧʘʧʢʘʭ ʥʘ ʜʠʩʢʝ (C:), ʥʦ ʥʝ ʚ ʧʦʜʧʘʧʢʘʭ. 

ɼʚʘ ʚʚʝʜʝʥʥʳʭ ʧʦʜʨʷʜ ʩʠʤʚʦʣʘ *  ʟʘʤʝʥʷʶʪ ʣʶʙʦʡ ʥʘʙʦʨ ʩʠʤʚʦʣʦʚ, ʚ ʪʦʤ ʯʠʩʣʝ ʧʫʩʪʦʡ, ʚ 

ʠʤʝʥʠ ʬʘʡʣʘ ʠʣʠ ʧʘʧʢʠ, ʚʢʣʶʯʘʷ ʩʠʤʚʦʣʳ \  ʠ /  (ʨʘʟʜʝʣʠʪʝʣʠ ʠʤʝʥ ʬʘʡʣʦʚ ʠ ʧʘʧʦʢ ʚ 

ʧʫʪʷʭ ʢ ʬʘʡʣʘʤ ʠ ʧʘʧʢʘʤ). ʅʘʧʨʠʤʝʨ, ʤʘʩʢʘ C:\ Folder \ ** \ *.txt  ʙʫʜʝʪ ʚʢʣʶʯʘʪʴ ʚʩʝ 

ʧʫʪʠ ʢ ʬʘʡʣʘʤ ʩ ʨʘʩʰʠʨʝʥʠʝʤ txt ʚ ʧʘʧʢʘʭ, ʚʣʦʞʝʥʥʳʭ ʚ ʧʘʧʢʫ Folder , ʢʨʦʤʝ ʩʘʤʦʡ ʧʘʧʢʠ 
Folder . ʄʘʩʢʘ ʜʦʣʞʥʘ ʚʢʣʶʯʘʪʴ ʭʦʪʷ ʙʳ ʦʜʠʥ ʫʨʦʚʝʥʴ ʚʣʦʞʝʥʥʦʩʪʠ. ʄʘʩʢʘ C:\ ** \ *.txt  

ʥʝ ʨʘʙʦʪʘʝʪ. 

ʉʠʤʚʦʣ ?, ʢʦʪʦʨʳʡ ʟʘʤʝʥʷʝʪ ʣʶʙʦʡ ʦʜʠʥ ʩʠʤʚʦʣ, ʢʨʦʤʝ ʩʠʤʚʦʣʦʚ \  ʠ /  (ʨʘʟʜʝʣʠʪʝʣʠ ʠʤʝʥ 

ʬʘʡʣʦʚ ʠ ʧʘʧʦʢ ʚ ʧʫʪʷʭ ʢ ʬʘʡʣʘʤ ʠ ʧʘʧʢʘʤ). ʅʘʧʨʠʤʝʨ, ʤʘʩʢʘ C:\ Folder \ ???.txt  ʙʫʜʝʪ 

ʚʢʣʶʯʘʪʴ ʧʫʪʠ ʢʦ ʚʩʝʤ ʨʘʩʧʦʣʦʞʝʥʥʳʤ ʚ ʧʘʧʢʝ Folder  ʬʘʡʣʘʤ ʩ ʨʘʩʰʠʨʝʥʠʝʤ txt ʠ 

ʠʤʝʥʝʤ, ʩʦʩʪʦʷʱʠʤ ʠʟ ʪʨʝʭ ʩʠʤʚʦʣʦʚ. 

¶ ʈʝʝʩʪʨ. ʉʧʠʩʦʢ ʢʣʶʯʝʡ ʨʝʝʩʪʨʘ ʠ ʟʥʘʯʝʥʠʡ ʢʣʶʯʝʡ, ʢʦʪʦʨʳʝ ʢʦʥʪʨʦʣʠʨʫʝʪ 

ʢʦʤʧʦʥʝʥʪ. Kaspersky Endpoint Security ʧʦʜʜʝʨʞʠʚʘʝʪ ʩʠʤʚʦʣʳ *  ʠ ? ʜʣʷ ʚʚʦʜʘ 

ʤʘʩʢʠ. 

ʀʩʢʣʶʯʝʥʠʷ ¶ ʌʘʡʣ. ʉʧʠʩʦʢ ʠʩʢʣʶʯʝʥʠʡ ʠʟ ʦʙʣʘʩʪʠ ʤʦʥʠʪʦʨʠʥʛʘ. Kaspersky Endpoint Security 

ʧʦʜʜʝʨʞʠʚʘʝʪ ʧʝʨʝʤʝʥʥʳʝ ʩʨʝʜʳ ʠ ʩʠʤʚʦʣʳ *  ʠ ? ʜʣʷ ʚʚʦʜʘ ʤʘʩʢʠ. ʅʘʧʨʠʤʝʨ, 

C: \ Folder \ Application \ *.log . ɿʘʧʠʩʠ ʠʩʢʣʶʯʝʥʠʡ ʠʤʝʶʪ ʙʦʣʝʝ 

ʚʳʩʦʢʠʡ ʧʨʠʦʨʠʪʝʪ, ʯʝʤ ʟʘʧʠʩʠ ʚ ʦʙʣʘʩʪʠ ʤʦʥʠʪʦʨʠʥʛʘ. 

ʀʩʧʦʣʴʟʫʡʪʝ ʤʘʩʢʠ: 

ʉʠʤʚʦʣ *, ʢʦʪʦʨʳʡ ʟʘʤʝʥʷʝʪ ʣʶʙʦʡ ʥʘʙʦʨ ʩʠʤʚʦʣʦʚ, ʚ ʪʦʤ ʯʠʩʣʝ ʧʫʩʪʦʡ, ʢʨʦʤʝ ʩʠʤʚʦʣʦʚ \  ʠ 

/  (ʨʘʟʜʝʣʠʪʝʣʠ ʠʤʝʥ ʬʘʡʣʦʚ ʠ ʧʘʧʦʢ ʚ ʧʫʪʷʭ ʢ ʬʘʡʣʘʤ ʠ ʧʘʧʢʘʤ). ʅʘʧʨʠʤʝʨ, ʤʘʩʢʘ 

C:\ * \ *.txt  ʙʫʜʝʪ ʚʢʣʶʯʘʪʴ ʚʩʝ ʧʫʪʠ ʢ ʬʘʡʣʘʤ ʩ ʨʘʩʰʠʨʝʥʠʝʤ txt, ʨʘʩʧʦʣʦʞʝʥʥʳʤ ʚ 

ʧʘʧʢʘʭ ʥʘ ʜʠʩʢʝ (C:), ʥʦ ʥʝ ʚ ʧʦʜʧʘʧʢʘʭ. 

ɼʚʘ ʚʚʝʜʝʥʥʳʭ ʧʦʜʨʷʜ ʩʠʤʚʦʣʘ *  ʟʘʤʝʥʷʶʪ ʣʶʙʦʡ ʥʘʙʦʨ ʩʠʤʚʦʣʦʚ, ʚ ʪʦʤ ʯʠʩʣʝ ʧʫʩʪʦʡ, ʚ 

ʠʤʝʥʠ ʬʘʡʣʘ ʠʣʠ ʧʘʧʢʠ, ʚʢʣʶʯʘʷ ʩʠʤʚʦʣʳ \  ʠ /  (ʨʘʟʜʝʣʠʪʝʣʠ ʠʤʝʥ ʬʘʡʣʦʚ ʠ ʧʘʧʦʢ ʚ 

ʧʫʪʷʭ ʢ ʬʘʡʣʘʤ ʠ ʧʘʧʢʘʤ). ʅʘʧʨʠʤʝʨ, ʤʘʩʢʘ C:\ Folder \ ** \ *.txt  ʙʫʜʝʪ ʚʢʣʶʯʘʪʴ ʚʩʝ 

ʧʫʪʠ ʢ ʬʘʡʣʘʤ ʩ ʨʘʩʰʠʨʝʥʠʝʤ txt ʚ ʧʘʧʢʘʭ, ʚʣʦʞʝʥʥʳʭ ʚ ʧʘʧʢʫ Folder , ʢʨʦʤʝ ʩʘʤʦʡ ʧʘʧʢʠ 
Folder . ʄʘʩʢʘ ʜʦʣʞʥʘ ʚʢʣʶʯʘʪʴ ʭʦʪʷ ʙʳ ʦʜʠʥ ʫʨʦʚʝʥʴ ʚʣʦʞʝʥʥʦʩʪʠ. ʄʘʩʢʘ C:\ ** \ *.txt  

ʥʝ ʨʘʙʦʪʘʝʪ. 

ʉʠʤʚʦʣ ?, ʢʦʪʦʨʳʡ ʟʘʤʝʥʷʝʪ ʣʶʙʦʡ ʦʜʠʥ ʩʠʤʚʦʣ, ʢʨʦʤʝ ʩʠʤʚʦʣʦʚ \  ʠ /  (ʨʘʟʜʝʣʠʪʝʣʠ ʠʤʝʥ 

ʬʘʡʣʦʚ ʠ ʧʘʧʦʢ ʚ ʧʫʪʷʭ ʢ ʬʘʡʣʘʤ ʠ ʧʘʧʢʘʤ). ʅʘʧʨʠʤʝʨ, ʤʘʩʢʘ C:\ Folder \ ???.txt  ʙʫʜʝʪ 

ʚʢʣʶʯʘʪʴ ʧʫʪʠ ʢʦ ʚʩʝʤ ʨʘʩʧʦʣʦʞʝʥʥʳʤ ʚ ʧʘʧʢʝ Folder  ʬʘʡʣʘʤ ʩ ʨʘʩʰʠʨʝʥʠʝʤ txt ʠ 

ʠʤʝʥʝʤ, ʩʦʩʪʦʷʱʠʤ ʠʟ ʪʨʝʭ ʩʠʤʚʦʣʦʚ. 

¶ ʈʝʝʩʪʨ. ʉʧʠʩʦʢ ʠʩʢʣʶʯʝʥʠʡ ʠʟ ʦʙʣʘʩʪʠ ʤʦʥʠʪʦʨʠʥʛʘ. Kaspersky Endpoint 

Security ʧʦʜʜʝʨʞʠʚʘʝʪ ʩʠʤʚʦʣʳ *  ʠ ? ʜʣʷ ʚʚʦʜʘ ʤʘʩʢʠ. ɿʘʧʠʩʠ ʠʩʢʣʶʯʝʥʠʡ 

ʠʤʝʶʪ ʙʦʣʝʝ ʚʳʩʦʢʠʡ ʧʨʠʦʨʠʪʝʪ, ʯʝʤ ʟʘʧʠʩʠ ʚ ʦʙʣʘʩʪʠ ʤʦʥʠʪʦʨʠʥʛʘ. 
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ɿʘʧʫʩʢ ʟʘʜʘʯʠ ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ 

ɿʘʜʘʯʘ ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʧʦʟʚʦʣʷʝʪ ʧʨʦʚʝʨʷʪʴ ʠʟʤʝʥʝʥʠʷ ʚ ʬʘʡʣʘʭ, ʨʝʝʩʪʨʝ, ʘ ʪʘʢʞʝ 

ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʧʦʜʢʣʶʯʝʥʠʝ ʚʥʝʰʥʠʭ ʫʩʪʨʦʡʩʪʚ. ɼʣʷ ʢʦʥʪʨʦʣʷ ʠʟʤʝʥʝʥʠʡ ʬʘʡʣʦʚ ʚʳ ʤʦʞʝʪʝ ʟʘʧʫʩʪʠʪʴ 

ʟʘʜʘʯʫ ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʚ ʩʣʝʜʫʶʱʠʭ ʨʝʞʠʤʘʭ: 

¶ ɹʳʩʪʨʘʷ ʧʨʦʚʝʨʢʘ. 

ʇʨʠ ʧʨʦʚʝʨʢʝ ʠʟʤʝʥʝʥʠʡ ʚ ʬʘʡʣʘʭ ʧʨʠʣʦʞʝʥʠʝ ʧʨʦʚʝʨʷʝʪ ʪʦʣʴʢʦ ʘʪʨʠʙʫʪʳ ʬʘʡʣʦʚ. ʀʟʤʝʥʝʥʠʷ ʚ 

ʩʦʜʝʨʞʘʥʠʠ ʬʘʡʣʦʚ ʧʨʠʣʦʞʝʥʠʝ ʥʝ ʧʨʦʚʝʨʷʝʪ. 

¶ ʇʦʣʥʘʷ ʧʨʦʚʝʨʢʘ. 

ʇʨʠ ʧʨʦʚʝʨʢʝ ʠʟʤʝʥʝʥʠʡ ʚ ʬʘʡʣʘʭ ʧʨʠʣʦʞʝʥʠʝ ʧʨʦʚʝʨʷʝʪ ʚʩʝ ʘʪʨʠʙʫʪʳ ʠ ʩʦʜʝʨʞʘʥʠʝ ʬʘʡʣʦʚ. 

ʈʝʞʠʤ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ ʥʝ ʚʣʠʷʝʪ ʥʘ ʢʦʥʪʨʦʣʴ ʧʨʠʣʦʞʝʥʠʝʤ ʨʝʝʩʪʨʘ ʠʣʠ ʚʥʝʰʥʠʭ ʫʩʪʨʦʡʩʪʚ. 

ɼʣʷ ʫʩʧʝʰʥʦʛʦ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʪʨʝʙʫʝʪʩʷ, ʯʪʦʙʳ ʩʥʠʤʦʢ ʩʦʩʪʦʷʥʠʷ 

ʩʠʩʪʝʤʳ ʧʦʣʥʦʩʪʴʶ ʩʦʦʪʚʝʪʩʪʚʦʚʘʣ ʦʙʣʘʩʪʠ ʤʦʥʠʪʦʨʠʥʛʘ ʟʘʜʘʯʠ ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ. ɽʩʣʠ 

ʦʙʣʘʩʪʴ ʤʦʥʠʪʦʨʠʥʛʘ ʦʪʣʠʯʘʝʪʩʷ, ʟʘʜʘʯʘ ʟʘʚʝʨʰʘʝʪʩʷ ʩ ʦʰʠʙʢʦʡ. ɼʣʷ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʦʙʣʘʩʪʝʡ 

ʤʦʥʠʪʦʨʠʥʛʘ ʟʘʧʫʩʪʠʪʝ ʟʘʜʘʯʫ ʆʙʥʦʚʣʝʥʠʝ ʩʥʠʤʢʘ ʩʦʩʪʦʷʥʠʷ ʩʠʩʪʝʤʳ ʩ ʥʦʚʦʡ ʦʙʣʘʩʪʴʶ ʤʦʥʠʪʦʨʠʥʛʘ. 

 

ʇʨʦʩʤʦʪʨ ʦʪʯʝʪʦʚ ʦ ʨʘʙʦʪʝ ʂʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ 
ʩʠʩʪʝʤʳ 

ɼʣʷ ʘʥʘʣʠʟʘ ʨʘʙʦʪʳ ʧʨʘʚʠʣ ʂʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʚʳ ʤʦʞʝʪʝ ʠʟʫʯʘʪʴ ʦʪʯʝʪʳ, ʘ ʪʘʢʞʝ 

ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʩʦʙʳʪʠʷ, ʩʬʦʨʤʠʨʦʚʘʥʥʳʝ ʧʨʠʣʦʞʝʥʠʝʤ. Kaspersky Endpoint Security ʬʦʨʤʠʨʫʝʪ 

ʩʣʝʜʫʶʱʠʝ ʦʪʯʝʪʳ ʦ ʨʘʙʦʪʝ ʢʦʤʧʦʥʝʥʪʘ: 

¶ ɺ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʈʘʙʦʪʘ ʩ ʦʪʯʝʪʘʤʠ" ʥʘ ʩʪʨ. 373): 

¶ ʆʪʯʝʪ ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ. 

¶ ʆʪʯʝʪ ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ. 

¶ ʆʪʯʝʪ ʆʙʥʦʚʣʝʥʠʝ ʩʥʠʤʢʘ ʩʦʩʪʦʷʥʠʷ ʩʠʩʪʝʤʳ. 

ʆʪʯʝʪʳ ʩʦʜʝʨʞʘʪ ʩʦʙʳʪʠʷ ʦ ʨʘʙʦʪʝ ʂʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ. 

¶ ɺ ʢʦʥʩʦʣʠ Kaspersky Security Center: 

¶ ʆʪʯʝʪ ʦ ʢʦʤʧʴʶʪʝʨʘʭ, ʥʘ ʢʦʪʦʨʳʭ ʧʨʦʠʟʦʰʣʦ ʤʘʢʩʠʤʘʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʩʨʘʙʘʪʳʚʘʥʠʡ ʧʨʘʚʠʣ 

ʤʦʥʠʪʦʨʠʥʛʘ. 

¶ ʆʪʯʝʪ ʦ ʥʘʠʙʦʣʝʝ ʯʘʩʪʦ ʩʨʘʙʘʪʳʚʘʶʱʠʭ ʧʨʘʚʠʣʘʭ ʤʦʥʠʪʦʨʠʥʛʘ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʦʪʯʝʪ ʩʦʟʜʘʝʪʩʷ ʟʘ ʧʦʩʣʝʜʥʠʝ 30 ʜʥʝʡ, ʚʢʣʶʯʘʷ ʜʘʪʫ ʩʦʟʜʘʥʠʷ ʦʪʯʝʪʘ. 

ʂʘʢ ʧʨʦʩʤʦʪʨʝʪʴ ʦʪʯʝʪʳ ʦ ʨʘʙʦʪʝ ʂʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʚ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ 

(MMC) 

1. ʆʪʢʨʦʡʪʝ ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. 

2. ɺ ʫʟʣʝ ʉʝʨʚʝʨ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʜʝʨʝʚʘ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʚʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʆʪʯʝʪʳ. 

3. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʅʦʚʳʡ ʰʘʙʣʦʥ ʦʪʯʝʪʘ. 

ɿʘʧʫʩʪʠʪʩʷ ʤʘʩʪʝʨ ʩʦʟʜʘʥʠʷ ʰʘʙʣʦʥʘ ʦʪʯʝʪʘ. 

4. ʉʣʝʜʫʡʪʝ ʫʢʘʟʘʥʠʷʤ ʤʘʩʪʝʨʘ ʩʦʟʜʘʥʠʷ ʰʘʙʣʦʥʘ ʦʪʯʝʪʘ. ʅʘ ʰʘʛʝ ɺʳʙʦʨ ʪʠʧʘ ʰʘʙʣʦʥʘ ʦʪʯʝʪʘ 

ʚʳʙʝʨʠʪʝ ʦʪʯʝʪ ʦ ʨʘʙʦʪʝ ʂʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ (ʨʘʟʜʝʣ ɼʨʫʛʦʝ): 
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¶ ʊʦʧ 10 ʫʩʪʨʦʡʩʪʚ ʩ ʧʨʘʚʠʣʘʤʠ ʄʦʥʠʪʦʨʠʥʛʘ ʬʘʡʣʦʚʳʭ ʦʧʝʨʘʮʠʡ / ʂʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ 

ʩʠʩʪʝʤʳ, ʩʨʘʙʘʪʳʚʘʶʱʠʤʠ ʯʘʱʝ ʚʩʝʛʦ. 

¶ ʊʦʧ 10 ʧʨʘʚʠʣ ʄʦʥʠʪʦʨʠʥʛʘ ʬʘʡʣʦʚʳʭ ʦʧʝʨʘʮʠʡ / ʂʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ, 

ʥʘʠʙʦʣʝʝ ʯʘʩʪʦ ʩʨʘʙʘʪʳʚʘʶʱʠʝ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ. 

ʇʦʩʣʝ ʟʘʚʝʨʰʝʥʠʷ ʨʘʙʦʪʳ ʤʘʩʪʝʨʘ ʩʦʟʜʘʥʠʷ ʰʘʙʣʦʥʘ ʦʪʯʝʪʘ ʚ ʪʘʙʣʠʮʝ ʥʘ ʟʘʢʣʘʜʢʝ ʆʪʯʝʪʳ 

ʧʦʷʚʠʪʩʷ ʥʦʚʳʡ ʰʘʙʣʦʥ ʦʪʯʝʪʘ. 

5. ʆʪʢʨʦʡʪʝ ʦʪʯʝʪ ʜʚʦʡʥʳʤ ʱʝʣʯʢʦʤ ʤʳʰʠ. 

ɿʘʧʫʩʪʠʪʩʷ ʧʨʦʮʝʩʩ ʬʦʨʤʠʨʦʚʘʥʠʷ ʦʪʯʝʪʘ. ʆʪʯʝʪ ʦʪʦʙʨʘʟʠʪʩʷ ʚ ʥʦʚʦʤ ʦʢʥʝ. 

ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʩʦʙʳʪʠʷ, ʩʬʦʨʤʠʨʦʚʘʥʥʳʝ ʧʨʠʣʦʞʝʥʠʝʤ, ʚ ʢʦʥʩʦʣʠ Kaspersky Security 

Center ʩ ʧʦʤʦʱʴʶ ʚʳʙʦʨʦʢ ʩʦʙʳʪʠʡ. 
 

ʉʙʨʦʩ ʩʪʘʪʫʩʘ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ 

ʂʦʤʧʴʶʪʝʨʳ ʚ ʢʦʥʩʦʣʠ Kaspersky Security Center ʠʤʝʶʪ ʩʪʘʪʫʩ: ʆʂ , ʇʨʝʜʫʧʨʝʞʜʝʥʠʝ  ʠʣʠ 

ʂʨʠʪʠʯʝʩʢʠʡ . ɽʩʣʠ ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʦʙʥʘʨʫʞʠʚʘʝʪ ʠʟʤʝʥʝʥʠʷ ʬʘʡʣʦʚ ʠʣʠ ʨʝʝʩʪʨʘ ʚ 

ʦʙʣʘʩʪʠ ʤʦʥʠʪʦʨʠʥʛʘ, ʢʦʤʧʴʶʪʝʨ ʤʝʥʷʝʪ ʩʪʘʪʫʩ ʥʘ ʇʨʝʜʫʧʨʝʞʜʝʥʠʝ ʠʣʠ ʂʨʠʪʠʯʝʩʢʠʡ. ʉʪʘʪʫʩ, 

ʥʘʟʥʘʯʝʥʥʳʡ ʂʦʥʪʨʦʣʝʤ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ, ʥʘʟʳʚʘʝʪʩʷ ʩʪʘʪʫʩʦʤ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ. ɺʳ ʤʦʞʝʪʝ 

ʩʙʨʦʩʠʪʴ ʩʪʘʪʫʩ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ, ʝʩʣʠ, ʥʘʧʨʠʤʝʨ, ʧʦʩʣʝ ʘʥʘʣʠʟʘ ʚʳ ʫʙʝʜʠʣʠʩʴ ʚ ʪʦʤ, ʯʪʦ 

ʦʙʥʘʨʫʞʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ ʦʙʲʝʢʪʦʚ ʥʝ ʚʣʠʷʶʪ ʥʘ ʙʝʟʦʧʘʩʥʦʩʪʴ ʢʦʤʧʴʶʪʝʨʘ. 

ʂʘʢ ʩʙʨʦʩʠʪʴ ʩʪʘʪʫʩ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʚ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ (MMC) 

1. ʆʪʢʨʦʡʪʝ ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. 

2. ɺ ʜʝʨʝʚʝ ʢʦʥʩʦʣʠ ʚʳʙʝʨʠʪʝ ʧʘʧʢʫ ɿʘʜʘʯʠ. 

ʆʪʢʨʦʝʪʩʷ ʩʧʠʩʦʢ ʟʘʜʘʯ. 

3. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʅʦʚʘʷ ʟʘʜʘʯʘ. 

ɿʘʧʫʩʪʠʪʩʷ ʤʘʩʪʝʨ ʩʦʟʜʘʥʠʷ ʟʘʜʘʯʠ. ʉʣʝʜʫʡʪʝ ʝʛʦ ʫʢʘʟʘʥʠʷʤ. 

ʐʘʛ 1. ɺʳʙʦʨ ʪʠʧʘ ʟʘʜʘʯʠ 

ɺʳʙʝʨʠʪʝ Kaspersky Endpoint Security ʜʣʷ Windows (12.8) Ÿ ʉʙʨʦʩ ʩʪʘʪʫʩʘ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ. 

ʐʘʛ 2. ɺʳʙʦʨ ʫʩʪʨʦʡʩʪʚ, ʢʦʪʦʨʳʤ ʙʫʜʝʪ ʥʘʟʥʘʯʝʥʘ ʟʘʜʘʯʘ 

ɺʳʙʝʨʠʪʝ ʢʦʤʧʴʶʪʝʨʳ, ʥʘ ʢʦʪʦʨʳʭ ʙʫʜʝʪ ʚʳʧʦʣʥʝʥʘ ʟʘʜʘʯʘ. ɼʦʩʪʫʧʥʳ ʩʣʝʜʫʶʱʠʝ ʩʧʦʩʦʙʳ: 

¶ ʅʘʟʥʘʯʠʪʴ ʟʘʜʘʯʫ ʛʨʫʧʧʝ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʟʘʜʘʯʘ ʥʘʟʥʘʯʘʝʪʩʷ ʢʦʤʧʴʶʪʝʨʘʤ, 

ʚʭʦʜʷʱʠʤ ʚ ʨʘʥʝʝ ʩʦʟʜʘʥʥʫʶ ʛʨʫʧʧʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. 

¶ ɺʳʙʨʘʪʴ ʢʦʤʧʴʶʪʝʨʳ, ʦʙʥʘʨʫʞʝʥʥʳʝ ʚ ʩʝʪʠ ʉʝʨʚʝʨʦʤ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ, ï ʥʝʨʘʩʧʨʝʜʝʣʝʥʥʳʝ 

ʫʩʪʨʦʡʩʪʚʘ. ɺ ʥʘʙʦʨ ʫʩʪʨʦʡʩʪʚ ʚʳ ʤʦʞʝʪʝ ʚʢʣʶʯʘʪʴ ʢʘʢ ʫʩʪʨʦʡʩʪʚʘ ʚ ʛʨʫʧʧʘʭ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ, 

ʪʘʢ ʠ ʥʝʨʘʩʧʨʝʜʝʣʝʥʥʳʝ ʫʩʪʨʦʡʩʪʚʘ. 

¶ ɿʘʜʘʪʴ ʘʜʨʝʩʘ ʫʩʪʨʦʡʩʪʚ ʚʨʫʯʥʫʶ ʠʣʠ ʠʤʧʦʨʪʠʨʦʚʘʪʴ ʠʟ ʩʧʠʩʢʘ. ɺʳ ʤʦʞʝʪʝ ʟʘʜʘʚʘʪʴ NetBIOS-ʠʤʝʥʘ, 

IP-ʘʜʨʝʩʘ, ʘ ʪʘʢʞʝ ʜʠʘʧʘʟʦʥʳ IP-ʘʜʨʝʩʦʚ ʫʩʪʨʦʡʩʪʚ, ʢʦʪʦʨʳʤ ʥʫʞʥʦ ʥʘʟʥʘʯʠʪʴ ʟʘʜʘʯʫ. 

ʐʘʛ 3. ʅʘʩʪʨʦʡʢʘ ʨʘʩʧʠʩʘʥʠʷ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ 

ʅʘʩʪʨʦʡʪʝ ʨʘʩʧʠʩʘʥʠʝ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ, ʥʘʧʨʠʤʝʨ, ʚʨʫʯʥʫʶ. 
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ʐʘʛ 4. ʆʧʨʝʜʝʣʝʥʠʝ ʥʘʟʚʘʥʠʷ ʟʘʜʘʯʠ 

ɺʚʝʜʠʪʝ ʥʘʟʚʘʥʠʝ ʟʘʜʘʯʠ, ʥʘʧʨʠʤʝʨ, ʉʙʨʦʩ ʩʪʘʪʫʩʘ ʧʦʩʣʝ ʠʟʤʝʥʝʥʠʷ ʦʙʣʘʩʪʠ ʤʦʥʠʪʦʨʠʥʛʘ. 

ʐʘʛ 5. ɿʘʚʝʨʰʝʥʠʝ ʩʦʟʜʘʥʠʷ ʟʘʜʘʯʠ 

ɿʘʚʝʨʰʠʪʝ ʨʘʙʦʪʫ ʤʘʩʪʝʨʘ. ɽʩʣʠ ʪʨʝʙʫʝʪʩʷ, ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ɿʘʧʫʩʪʠʪʴ ʟʘʜʘʯʫ ʧʦʩʣʝ ʟʘʚʝʨʰʝʥʠʷ 

ʨʘʙʦʪʳ ʤʘʩʪʝʨʘ. ɺʳ ʤʦʞʝʪʝ ʩʣʝʜʠʪʴ ʟʘ ʭʦʜʦʤ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ ʚ ʩʚʦʡʩʪʚʘʭ ʟʘʜʘʯʠ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ, ʝʩʣʠ ʧʨʠʯʠʥʦʡ ʠʟʤʝʥʝʥʠʷ ʩʪʘʪʫʩʘ ʢʦʤʧʴʶʪʝʨʘ ʥʘ ʇʨʝʜʫʧʨʝʞʜʝʥʠʝ ʠʣʠ ʂʨʠʪʠʯʝʩʢʠʡ ʙʳʣʠ 

ʩʦʙʳʪʠʷ ʂʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ, ʩʪʘʪʫʩ ʢʦʤʧʴʶʪʝʨʘ ʙʫʜʝʪ ʠʟʤʝʥʝʥ ʥʘ ʆʂ. ɽʩʣʠ ʩʪʘʪʫʩ ʢʦʤʧʴʶʪʝʨʘ 

ʙʳʣ ʠʟʤʝʥʝʥ ʪʘʢʞʝ ʧʦ ʧʨʠʯʠʥʝ ʜʨʫʛʠʭ ʩʦʙʳʪʠʡ, ʩʪʘʪʫʩ ʢʦʤʧʴʶʪʝʨʘ ʦʩʪʘʥʝʪʩʷ ʧʨʝʞʥʠʤ. 
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ɸʥʘʣʠʟ ʞʫʨʥʘʣʦʚ 

ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʜʦʩʪʫʧʝʥ, ʝʩʣʠ ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security ʫʩʪʘʥʦʚʣʝʥʦ ʥʘ ʢʦʤʧʴʶʪʝʨʝ 

ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ Windows ʜʣʷ ʩʝʨʚʝʨʦʚ. ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʥʝʜʦʩʪʫʧʝʥ, ʝʩʣʠ 

ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security ʫʩʪʘʥʦʚʣʝʥʦ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʦʧʝʨʘʮʠʦʥʥʦʡ 

ʩʠʩʪʝʤʳ Windows ʜʣʷ ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʡ. 

ʅʘʯʠʥʘʷ ʩ ʚʝʨʩʠʠ Kaspersky Endpoint Security ʜʣʷ Windows 11.11.0 ʜʦʙʘʚʣʝʥʘ ʧʦʜʜʝʨʞʢʘ ʢʦʤʧʦʥʝʥʪʘ 

ɸʥʘʣʠʟ ʞʫʨʥʘʣʦʚ. ɸʥʘʣʠʟ ʞʫʨʥʘʣʦʚ ʢʦʥʪʨʦʣʠʨʫʝʪ ʮʝʣʦʩʪʥʦʩʪʴ ʟʘʱʠʱʘʝʤʦʡ ʩʨʝʜʳ ʥʘ ʦʩʥʦʚʝ ʞʫʨʥʘʣʦʚ 

ʩʦʙʳʪʠʡ Windows. ʇʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʧʨʠʟʥʘʢʦʚ ʥʝʪʠʧʠʯʥʦʛʦ ʧʦʚʝʜʝʥʠʷ ʚ ʩʠʩʪʝʤʝ ʧʨʠʣʦʞʝʥʠʝ ʠʥʬʦʨʤʠʨʫʝʪ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ, ʪʘʢ ʢʘʢ ʵʪʦ ʧʦʚʝʜʝʥʠʝ ʤʦʞʝʪ ʫʢʘʟʳʚʘʪʴ ʥʘ ʧʦʧʳʪʢʠ ʢʠʙʝʨʘʪʘʢ. 

Kaspersky Endpoint Security ʘʥʘʣʠʟʠʨʫʝʪ ʞʫʨʥʘʣʳ ʩʦʙʳʪʠʡ Windows ʠ ʚʳʷʚʣʷʝʪ ʥʘʨʫʰʝʥʠʷ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 

ʧʨʘʚʠʣʘʤʠ. ɺ ʢʦʤʧʦʥʝʥʪ ʚʢʣʶʯʝʥʳ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʝ ʧʨʘʚʠʣʘ (ʩʤ. ʨʘʟʜʝʣ "ʅʘʩʪʨʦʡʢʘ 

ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʭ ʧʨʘʚʠʣ" ʥʘ ʩʪʨ. 323). ɼʣʷ ʨʘʙʦʪʳ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʭ ʧʨʘʚʠʣ ʧʨʠʣʦʞʝʥʠʝ ʠʩʧʦʣʴʟʫʝʪ 

ʵʚʨʠʩʪʠʯʝʩʢʠʡ ʘʥʘʣʠʟ. ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʜʦʙʘʚʠʪʴ ʩʦʙʩʪʚʝʥʥʳʝ ʧʨʘʚʠʣʘ (ʩʤ. ʨʘʟʜʝʣ "ɼʦʙʘʚʣʝʥʠʝ 

ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʭ ʧʨʘʚʠʣ" ʥʘ ʩʪʨ. 324) (ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʧʨʘʚʠʣʘ). ʇʨʠ ʩʨʘʙʘʪʳʚʘʥʠʠ ʧʨʘʚʠʣʘ, 

ʧʨʠʣʦʞʝʥʠʝ ʩʦʟʜʘʝʪ ʩʦʙʳʪʠʝ ʩʦ ʩʪʘʪʫʩʦʤ ʂʨʠʪʠʯʝʩʢʦʝ (ʩʤ. ʨʠʩ. ʥʠʞʝ). 

ɼʣʷ ʨʘʙʦʪʳ ɸʥʘʣʠʟʘ ʞʫʨʥʘʣʦʚ ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʧʘʨʘʤʝʪʨʳ ʧʦʣʠʪʠʢʠ ʘʫʜʠʪʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘʩʪʨʦʝʥʳ ʠ 

ʩʠʩʪʝʤʘ ʨʝʛʠʩʪʨʠʨʫʝʪ ʥʫʞʥʳʝ ʩʦʙʳʪʠʷ (ʧʦʜʨʦʙʥʝʝ ʩʤ. ʥʘ ʩʘʡʪʝ ʉʣʫʞʙʳ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ 

Microsoft https://docs.microsoft.com/ru-ru/windows/security/threat-protection/security-policy-settings/audit-

policy). 

 
ʈʠʩʫʥʦʢ 85. ʋʚʝʜʦʤʣʝʥʠʝ ɸʥʘʣʠʟʘ ʞʫʨʥʘʣʦʚ 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 
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ʅʘʩʪʨʦʡʢʘ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʭ ʧʨʘʚʠʣ 

ʇʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʝ ʧʨʘʚʠʣʘ ʚʢʣʶʯʘʶʪ ʰʘʙʣʦʥʳ ʘʥʦʤʘʣʴʥʦʡ ʘʢʪʠʚʥʦʩʪʠ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ. 

ɸʥʦʤʘʣʴʥʘʷ ʘʢʪʠʚʥʦʩʪʴ ʤʦʞʝʪ ʷʚʣʷʪʴʩʷ ʧʨʠʟʥʘʢʦʤ ʧʦʧʳʪʢʠ ʘʪʘʢʠ. ɼʣʷ ʨʘʙʦʪʳ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʭ ʧʨʘʚʠʣ 

ʧʨʠʣʦʞʝʥʠʝ ʠʩʧʦʣʴʟʫʝʪ ʵʚʨʠʩʪʠʯʝʩʢʠʡ ʘʥʘʣʠʟ. ɼʣʷ ɸʥʘʣʠʟʘ ʞʫʨʥʘʣʦʚ ʜʦʩʪʫʧʥʦ ʩʝʤʴ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʭ 

ʧʨʘʚʠʣ. ɺʳ ʤʦʞʝʪʝ ʚʢʣʶʯʘʪʴ ʠ ʚʳʢʣʶʯʘʪʴ ʣʶʙʳʝ ʧʨʘʚʠʣʘ. ʋʜʘʣʠʪʴ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʝ ʧʨʘʚʠʣʘ ʥʝʚʦʟʤʦʞʥʦ. 

ɺʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʢʨʠʪʝʨʠʠ ʩʨʘʙʘʪʳʚʘʥʠʷ ʧʨʘʚʠʣ, ʢʦʪʦʨʳʝ ʢʦʥʪʨʦʣʠʨʫʶʪ ʩʦʙʳʪʠʷ ʜʣʷ ʩʣʝʜʫʶʱʠʭ 

ʦʧʝʨʘʮʠʡ: 

¶ ʦʙʨʘʙʦʪʢʘ ʧʦʜʙʦʨʘ ʧʘʨʦʣʷ; 

¶ ʦʙʨʘʙʦʪʢʘ ʩʝʪʝʚʦʛʦ ʚʭʦʜʘ. 

ʂʘʢ ʥʘʩʪʨʦʠʪʴ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʝ ʧʨʘʚʠʣʘ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʂʦʥʪʨʦʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɸʥʘʣʠʟ 

ʞʫʨʥʘʣʦʚ. 

3. ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ɸʥʘʣʠʟ ʞʫʨʥʘʣʦʚ ʚʢʣʶʯʝʥ. 

4. ɺ ʙʣʦʢʝ ʇʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʝ ʧʨʘʚʠʣʘ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʅʘʩʪʨʦʠʪʴ. 

5. ʅʘʩʪʨʦʡʪʝ ʨʘʙʦʪʫ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʭ ʧʨʘʚʠʣ ʩ ʧʦʤʦʱʴʶ ʬʣʘʞʢʦʚ: 

¶ ʆʙʥʘʨʫʞʝʥʘ ʚʦʟʤʦʞʥʘʷ ʧʦʧʳʪʢʘ ʚʟʣʦʤʘ ʧʘʨʦʣʷ ʩ ʧʦʤʦʱʴʶ ʧʦʜʙʦʨʘ. 

¶ ʆʙʥʘʨʫʞʝʥʘ ʧʦʜʦʟʨʠʪʝʣʴʥʘʷ ʘʢʪʠʚʥʦʩʪʴ ʚʦ ʚʨʝʤʷ ʩʝʪʝʚʦʛʦ ʩʝʘʥʩʘ ʚʭʦʜʘ. 

¶ ʆʙʥʘʨʫʞʝʥʳ ʧʨʠʟʥʘʢʠ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʞʫʨʥʘʣʦʚ Windows. 

¶ ʆʙʥʘʨʫʞʝʥʘ ʧʦʜʦʟʨʠʪʝʣʴʥʘʷ ʘʢʪʠʚʥʦʩʪʴ ʩʦ ʩʪʦʨʦʥʳ ʥʦʚʦʡ ʫʩʪʘʥʦʚʣʝʥʥʦʡ ʩʣʫʞʙʳ. 

¶ ʆʙʥʘʨʫʞʝʥʘ ʧʦʜʦʟʨʠʪʝʣʴʥʘʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʩ ʷʚʥʳʤ ʫʢʘʟʘʥʠʝʤ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ. 

¶ ʆʙʥʘʨʫʞʝʥʳ ʧʨʠʟʥʘʢʠ ʘʪʘʢʠ Kerberos forged PAC (MS14-068). 

a. ʆʙʥʘʨʫʞʝʥʳ ʧʦʜʦʟʨʠʪʝʣʴʥʳʝ ʠʟʤʝʥʝʥʠʷ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʦʡ ʛʨʫʧʧʳ ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ. 

6. ɽʩʣʠ ʪʨʝʙʫʝʪʩʷ, ʥʘʩʪʨʦʡʪʝ ʧʘʨʘʤʝʪʨʳ ʧʨʘʚʠʣʘ ʆʙʥʘʨʫʞʝʥʘ ʚʦʟʤʦʞʥʘʷ ʧʦʧʳʪʢʘ ʚʟʣʦʤʘ ʧʘʨʦʣʷ 

ʩ ʧʦʤʦʱʴʶ ʧʦʜʙʦʨʘ: 

a. ʅʘʞʤʠʪʝ ʅʘʩʪʨʦʡʢʘ ʧʦʜ ʧʨʘʚʠʣʦʤ. 

b. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʫʢʘʞʠʪʝ ʢʦʣʠʯʝʩʪʚʦ ʧʦʧʳʪʦʢ ʠ ʧʨʦʤʝʞʫʪʦʢ ʚʨʝʤʝʥʠ, ʚ ʪʝʯʝʥʠʝ ʢʦʪʦʨʦʛʦ 

ʚʳʧʦʣʥʷʣʠʩʴ ʧʦʧʳʪʢʠ ʚʚʦʜʘ ʧʘʨʦʣʷ, ʜʣʷ ʩʨʘʙʘʪʳʚʘʥʠʷ ʧʨʘʚʠʣʘ. 

7. ɽʩʣʠ ʚʳ ʚʳʙʨʘʣʠ ʧʨʘʚʠʣʦ ʆʙʥʘʨʫʞʝʥʘ ʧʦʜʦʟʨʠʪʝʣʴʥʘʷ ʘʢʪʠʚʥʦʩʪʴ ʚʦ ʚʨʝʤʷ ʩʝʪʝʚʦʛʦ ʩʝʘʥʩʘ 

ʚʭʦʜʘ, ʚʘʤ ʥʫʞʥʦ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʧʨʘʚʠʣʘ: 

a. ʅʘʞʤʠʪʝ ʅʘʩʪʨʦʡʢʘ ʧʦʜ ʧʨʘʚʠʣʦʤ. 

b. ɺ ʙʣʦʢʝ ʆʙʨʘʙʦʪʢʘ ʘʪʠʧʠʯʥʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʫʢʘʞʠʪʝ ʥʘʯʘʣʦ ʠ ʢʦʥʝʮ ʚʨʝʤʝʥʥʦʛʦ 

ʠʥʪʝʨʚʘʣʘ. 

Kaspersky Endpoint Security ʙʫʜʝʪ ʩʯʠʪʘʪʴ ʘʥʦʤʘʣʴʥʦʡ ʘʢʪʠʚʥʦʩʪʴʶ ʚʳʧʦʣʥʝʥʥʳʝ ʧʦʧʳʪʢʠ ʚʭʦʜʘ 

ʚ ʪʝʯʝʥʠʝ ʟʘʜʘʥʥʦʛʦ ʠʥʪʝʨʚʘʣʘ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʠʥʪʝʨʚʘʣ ʥʝ ʟʘʜʘʥ ʠ ʧʨʠʣʦʞʝʥʠʝ ʥʝ ʢʦʥʪʨʦʣʠʨʫʝʪ ʧʦʧʳʪʢʠ ʚʭʦʜʘ. ʏʪʦʙʳ 

ʧʨʠʣʦʞʝʥʠʝ ʧʦʩʪʦʷʥʥʦ ʢʦʥʪʨʦʣʠʨʦʚʘʣʦ ʧʦʧʳʪʢʠ ʚʭʦʜʘ, ʟʘʜʘʡʪʝ ʠʥʪʝʨʚʘʣ 12:00 AM ï 11:59 PM. 

ʅʘʯʘʣʦ ʠ ʢʦʥʝʮ ʠʥʪʝʨʚʘʣʘ ʥʝ ʜʦʣʞʥʳ ʩʦʚʧʘʜʘʪʴ. ɽʩʣʠ ʦʥʠ ʩʦʚʧʘʜʘʶʪ, ʧʨʠʣʦʞʝʥʠʝ ʥʝ 

ʢʦʥʪʨʦʣʠʨʫʝʪ ʧʦʧʳʪʢʠ ʚʭʦʜʘ. 
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c. ɺ ʙʣʦʢʝ ʀʩʢʣʶʯʝʥʠʷ ʜʦʙʘʚʴʪʝ ʜʦʚʝʨʝʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʜʦʚʝʨʝʥʥʳʝ IP-ʘʜʨʝʩʘ 

ʢʦʤʧʴʶʪʝʨʦʚ (IPv4 ʠ IPv6). 

ɺʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ Active Directory, ʠʟ ʩʧʠʩʢʘ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʚ Kaspersky 

Security Center ʠʣʠ ʚʚʝʩʪʠ ʠʤʷ ʣʦʢʘʣʴʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚʨʫʯʥʫʶ. ʉʧʝʮʠʘʣʠʩʪʳ "ʃʘʙʦʨʘʪʦʨʠʠ 

ʂʘʩʧʝʨʩʢʦʛʦ" ʨʝʢʦʤʝʥʜʫʶʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʣʦʢʘʣʴʥʳʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʪʦʣʴʢʦ ʚ ʪʝʭ ʩʣʫʯʘʷʭ, ʢʦʛʜʘ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʦʤʝʥʥʳʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʥʝʚʦʟʤʦʞʥʦ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʠʣʦʞʝʥʠʝ 11. ʋʯʝʪʥʳʝ 

ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ ʧʨʘʚʠʣʘʭ ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 530). Kaspersky Endpoint 

Security ʥʝ ʙʫʜʝʪ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʧʦʧʳʪʢʠ ʚʭʦʜʘ ʜʣʷ ʵʪʠʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʢʦʤʧʴʶʪʝʨʦʚ. 

8. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ Kaspersky Endpoint Security ʧʨʠ ʩʨʘʙʘʪʳʚʘʥʠʠ ʧʨʘʚʠʣʘ ʙʫʜʝʪ ʩʦʟʜʘʚʘʪʴ ʩʦʙʳʪʠʷ ʩʦ ʩʪʘʪʫʩʦʤ 

ʂʨʠʪʠʯʝʩʢʦʝ. 

 

ɼʦʙʘʚʣʝʥʠʝ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʭ ʧʨʘʚʠʣ 

ɺʳ ʤʦʞʝʪʝ ʟʘʜʘʪʴ ʩʦʙʩʪʚʝʥʥʳʝ ʢʨʠʪʝʨʠʠ ʩʨʘʙʘʪʳʚʘʥʠʷ ʧʨʘʚʠʣʘ ɸʥʘʣʠʟʘ ʞʫʨʥʘʣʦʚ. ɼʣʷ ʵʪʦʛʦ ʚʘʤ ʥʫʞʥʦ 

ʚʚʝʩʪʠ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʩʦʙʳʪʠʷ ʠ ʚʳʙʨʘʪʴ ʠʩʪʦʯʥʠʢ ʩʦʙʳʪʠʡ. ɺʳ ʤʦʞʝʪʝ ʫʟʥʘʪʴ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʩʦʙʳʪʠʷ ʥʘ 

ʩʘʡʪʝ ʉʣʫʞʙʳ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ Microsoft https://docs.microsoft.com/ru-ru/windows-server/identity/ad-

ds/plan/appendix-l--events-to-monitor. ɼʣʷ ʚʳʙʦʨʘ ʠʩʪʦʯʥʠʢʘ ʩʦʙʳʪʠʡ ʜʦʩʪʫʧʥʳ ʩʪʘʥʜʘʨʪʥʳʝ ʞʫʨʥʘʣʳ: 

Application, Security ʠʣʠ System. ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʫʢʘʟʘʪʴ ʞʫʨʥʘʣ ʩʪʦʨʦʥʥʝʛʦ ʧʨʠʣʦʞʝʥʠʷ. ʅʘʟʚʘʥʠʝ 

ʞʫʨʥʘʣʘ ʩʪʦʨʦʥʥʝʛʦ ʧʨʠʣʦʞʝʥʠʷ ʚʳ ʤʦʞʝʪʝ ʫʟʥʘʪʴ ʩ ʧʦʤʦʱʴʶ ʠʥʩʪʨʫʤʝʥʪʘ ʇʨʦʩʤʦʪʨ ʩʦʙʳʪʠʡ. ɾʫʨʥʘʣʳ 

ʩʪʦʨʦʥʥʠʭ ʧʨʠʣʦʞʝʥʠʡ ʨʘʩʧʦʣʦʞʝʥʳ ʚ ʧʘʧʢʝ ɾʫʨʥʘʣʳ ʧʨʠʣʦʞʝʥʠʡ ʠ ʩʣʫʞʙ (ʥʘʧʨʠʤʝʨ, ʞʫʨʥʘʣ Windows 

PowerShell). 

ʇʨʠʣʦʞʝʥʠʝ ʥʝ ʚʳʧʦʣʥʷʝʪ ʧʨʦʚʝʨʦʢ ʥʘ ʬʘʢʪʠʯʝʩʢʦʝ ʥʘʣʠʯʠʝ ʟʘʜʘʥʥʦʛʦ ʞʫʨʥʘʣʘ ʚ ʞʫʨʥʘʣʝ ʩʦʙʳʪʠʡ 

Windows. ɽʩʣʠ ʥʘʟʚʘʥʠʝ ʞʫʨʥʘʣʘ ʚʚʝʜʝʥʦ ʩ ʦʰʠʙʢʦʡ, ʧʨʠʣʦʞʝʥʠʝ ʥʝ ʙʫʜʝʪ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʩʦʙʳʪʠʷ 

ʠʟ ʵʪʦʛʦ ʞʫʨʥʘʣʘ. 

ɺ ʩʧʠʩʦʢ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʭ ʧʨʘʚʠʣ ʫʞʝ ʜʦʙʘʚʣʝʥʦ ʪʨʠ ʧʨʘʚʠʣʘ, ʢʦʪʦʨʳʝ ʩʦʟʜʘʥʳ ʩʧʝʮʠʘʣʠʩʪʘʤʠ 

"ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". 

ʂʘʢ ʜʦʙʘʚʠʪʴ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʝ ʧʨʘʚʠʣʦ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠ"̫ ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʂʦʥʪʨʦʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ɸʥʘʣʠʟ 

ʞʫʨʥʘʣʦʚ. 

3. ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ɸʥʘʣʠʟ ʞʫʨʥʘʣʦʚ ʚʢʣʶʯʝʥ. 

4. ɺ ʙʣʦʢʝ ʇʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʧʨʘʚʠʣʘ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʅʘʩʪʨʦʠʪʴ. 

5. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʢʠ ʥʘʧʨʦʪʠʚ ʪʝʭ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʭ ʧʨʘʚʠʣ, ʢʦʪʦʨʳʝ ʚʳ ʭʦʪʠʪʝ 

ʚʢʣʶʯʠʪʴ. 

6. ɽʩʣʠ ʪʨʝʙʫʝʪʩʷ, ʩʦʟʜʘʡʪʝ ʩʦʙʩʪʚʝʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʧʨʘʚʠʣʘ ʧʦ ʢʥʦʧʢʝ ɼʦʙʘʚʠʪʴ. 

7. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʥʘʩʪʨʦʡʪʝ ʧʘʨʘʤʝʪʨʳ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʛʦ ʧʨʘʚʠʣʘ: 

¶ ʅʘʟʚʘʥʠʝ ʧʨʘʚʠʣʘ. 

¶ ʀʤʷ ʞʫʨʥʘʣʘ. ɾʫʨʥʘʣʳ ʩʦʙʳʪʠʡ Windows. ɼʦʩʪʫʧʥʳ ʩʣʝʜʫʶʱʠʝ ʞʫʨʥʘʣʳ: Application, Security, 

System. 

https://docs.microsoft.com/ru-ru/windows-server/identity/ad-ds/plan/appendix-l--events-to-monitor
https://docs.microsoft.com/ru-ru/windows-server/identity/ad-ds/plan/appendix-l--events-to-monitor
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¶ ʀʩʪʦʯʥʠʢ. ɾʫʨʥʘʣʳ ʩʦʙʳʪʠʡ ʩʪʦʨʦʥʥʠʭ ʧʨʠʣʦʞʝʥʠʡ. ʅʘʟʚʘʥʠʝ ʞʫʨʥʘʣʘ ʩʪʦʨʦʥʥʝʛʦ ʧʨʠʣʦʞʝʥʠʷ 

ʚʳ ʤʦʞʝʪʝ ʫʟʥʘʪʴ ʩ ʧʦʤʦʱʴʶ ʠʥʩʪʨʫʤʝʥʪʘ ʇʨʦʩʤʦʪʨ ʩʦʙʳʪʠʡ. ɾʫʨʥʘʣʳ ʩʪʦʨʦʥʥʠʭ ʧʨʠʣʦʞʝʥʠʡ 

ʨʘʩʧʦʣʦʞʝʥʳ ʚ ʧʘʧʢʝ ɾʫʨʥʘʣʳ ʧʨʠʣʦʞʝʥʠʡ ʠ ʩʣʫʞʙ (ʥʘʧʨʠʤʝʨ, ʞʫʨʥʘʣ Windows PowerShell). 

¶ ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʩʦʙʳʪʠʡ. ʀʜʝʥʪʠʬʠʢʘʪʦʨʳ ʩʦʙʳʪʠʡ ʚ ʞʫʨʥʘʣʝ ʩʦʙʳʪʠʡ Windows. ɺʳ ʤʦʞʝʪʝ 

ʫʟʥʘʪʴ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʩʦʙʳʪʠʷ ʚ ʩʧʨʘʚʢʝ Microsoft https://docs.microsoft.com/ru-ru/windows-

server/identity/ad-ds/plan/appendix-l--events-to-monitor. 

8. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ Kaspersky Endpoint Security ʧʨʠ ʩʨʘʙʘʪʳʚʘʥʠʠ ʧʨʘʚʠʣʘ ʙʫʜʝʪ ʩʦʟʜʘʚʘʪʴ ʩʦʙʳʪʠʷ ʩʦ ʩʪʘʪʫʩʦʤ 

ʂʨʠʪʠʯʝʩʢʦʝ. 

 

https://docs.microsoft.com/ru-ru/windows-server/identity/ad-ds/plan/appendix-l--events-to-monitor.
https://docs.microsoft.com/ru-ru/windows-server/identity/ad-ds/plan/appendix-l--events-to-monitor.
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Endpoint Detection and Response 
Optimum 

ɺʩʪʨʦʝʥʥʳʡ ʘʛʝʥʪ Endpoint Detection and Response Optimum (EDR Optimum) ʚ ʩʦʩʪʘʚʝ ʧʨʠʣʦʞʝʥʠʷ 

Kaspersky Endpoint Security ʜʦʩʪʫʧʝʥ ʪʦʣʴʢʦ ʚ ʩʦʩʪʘʚʝ ʨʝʰʝʥʠʷ Kaspersky Endpoint Detection and 

Response Optimum. ɼʣʷ ʨʘʙʦʪʳ ʚʩʪʨʦʝʥʥʦʛʦ ʘʛʝʥʪʘ EDR Optimum ʥʝʦʙʭʦʜʠʤʦ ʘʢʪʠʚʠʨʦʚʘʪʴ 

ʧʨʠʣʦʞʝʥʠʝ ʩ ʧʦʤʦʱʴʶ ʣʠʮʝʥʟʠʠ, ʢʦʪʦʨʘʷ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʵʪʫ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ. 

ɼʣʷ ʨʘʙʦʪʳ ʨʝʰʝʥʠʷ Kaspersky Endpoint Detection and Response Optimum ʚ ʧʨʠʣʦʞʝʥʠʝ ʜʦʙʘʚʣʝʥ 

ʚʩʪʨʦʝʥʥʳʡ ʘʛʝʥʪ. ɺʩʪʨʦʝʥʥʳʡ ʘʛʝʥʪ EDR Optimum ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʉʦʪʨʫʜʥʠʢʫ ʩʣʫʞʙʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʣʠ 

ɸʜʤʠʥʠʩʪʨʘʪʦʨʫ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʦʪʝʥʮʠʘʣʴʥʦʡ ʘʪʘʢʝ, ʥʝʦʙʭʦʜʠʤʫʶ ʜʣʷ ʧʨʠʥʷʪʠʷ ʩʚʦʝʚʨʝʤʝʥʥʳʭ 

ʜʝʡʩʪʚʠʡ ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ. ɺ ʢʘʯʝʩʪʚʝ ʜʝʡʩʪʚʠʡ ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ ʚʩʪʨʦʝʥʥʳʡ ʘʛʝʥʪ ʧʦʟʚʦʣʷʝʪ ʠʟʦʣʠʨʦʚʘʪʴ 

ʢʦʤʧʴʶʪʝʨ ʦʪ ʩʝʪʠ, ʙʣʦʢʠʨʦʚʘʪʴ ʟʘʧʫʩʢ ʦʙʲʝʢʪʦʚ, ʟʘʚʝʨʰʘʪʴ ʧʨʦʮʝʩʩʳ, ʘ ʪʘʢʞʝ ʚʳʧʦʣʥʷʪʴ ʜʨʫʛʠʝ ʜʝʡʩʪʚʠʷ. 

ɼʣʷ ʦʙʥʘʨʫʞʝʥʠʷ ʫʛʨʦʟ ʚʩʪʨʦʝʥʥʳʝ ʘʛʝʥʪ EDR Optimum ʚʳʧʦʣʥʷʝʪ ʧʦʠʩʢ ʠʥʜʠʢʘʪʦʨʦʚ ʢʦʤʧʨʦʤʝʪʘʮʠʠ. 

ʀʥʜʠʢʘʪʦʨ ʢʦʤʧʨʦʤʝʪʘʮʠʠ (Indicator of Compromise, IOC) ï ʥʘʙʦʨ ʜʘʥʥʳʭ ʦʙ ʦʙʲʝʢʪʝ ʠʣʠ ʘʢʪʠʚʥʦʩʪʠ, 

ʢʦʪʦʨʳʡ ʫʢʘʟʳʚʘʝʪ ʥʘ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʡ ʜʦʩʪʫʧ ʢ ʢʦʤʧʴʶʪʝʨʫ (ʢʦʤʧʨʦʤʝʪʘʮʠʷ ʜʘʥʥʳʭ). ʅʘʧʨʠʤʝʨ, 

ʠʥʜʠʢʘʪʦʨʦʤ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʤʦʞʝʪ ʙʳʪʴ ʙʦʣʴʰʦʝ ʢʦʣʠʯʝʩʪʚʦ ʥʝʫʜʘʯʥʳʭ ʧʦʧʳʪʦʢ ʚʭʦʜʘ ʚ ʩʠʩʪʝʤʫ. ɿʘʜʘʯʘ 

ʇʦʠʩʢ IOC ʧʦʟʚʦʣʷʝʪ ʦʙʥʘʨʫʞʠʚʘʪʴ ʠʥʜʠʢʘʪʦʨʳ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʠ ʚʳʧʦʣʥʷʪʴ ʜʝʡʩʪʚʠʷ ʧʦ 

ʨʝʘʛʠʨʦʚʘʥʠʶ ʥʘ ʫʛʨʦʟʳ. 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 
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ʂʦʤʧʦʥʝʥʪʳ EDR Optimum, EDR Expert ʠ EDR (KATA) ʥʝʩʦʚʤʝʩʪʠʤʳ ʤʝʞʜʫ ʩʦʙʦʡ. 

ɼʣʷ ʨʘʙʦʪʳ Endpoint Detection and Response Optimum ʜʦʣʞʥʳ ʙʳʪʴ ʚʳʧʦʣʥʝʥʳ ʩʣʝʜʫʶʱʠʝ ʫʩʣʦʚʠʷ: 

¶ Kaspersky Security Center ʚʝʨʩʠʠ 13.2 ʠʣʠ ʚʳʰʝ. ɺ ʙʦʣʝʝ ʨʘʥʥʠʭ ʚʝʨʩʠʷʭ Kaspersky Security Center 

ʥʝʚʦʟʤʦʞʥʦ ʘʢʪʠʚʠʨʦʚʘʪʴ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ Endpoint Detection and Response Optimum. 

¶ ʇʣʘʛʠʥ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Endpoint Detection and Response. 

ʅʘʯʠʥʘʷ ʩ Kaspersky Endpoint Security ʚʝʨʩʠʠ 12.6 ʦʪʦʙʨʘʞʝʥʠʝ ʜʝʪʘʣʝʡ ʘʣʝʨʪʘ ʧʝʨʝʥʝʩʝʥʦ ʠʟ 

ʧʣʘʛʠʥʘ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Endpoint Security ʚ ʧʣʘʛʠʥ ʫʧʨʘʚʣʝʥʠʷ EDR. ʇʣʘʛʠʥ ʫʧʨʘʚʣʝʥʠʷ EDR 

ʷʚʣʷʝʪʩʷ ʝʜʠʥʳʤ ʧʣʘʛʠʥʦʤ ʜʣʷ ʨʘʙʦʪʳ ʩ ʘʛʝʥʪʘʤʠ ʥʘ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʘʭ Windows, Mac ʠ 

Linux. ʊʝʧʝʨʴ ʜʣʷ ʨʘʙʦʪʳ ʩ EDR Optimum ʚʘʤ ʥʫʞʝʥ ʧʣʘʛʠʥ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Endpoint Security 

ʜʣʷ ʩʦʟʜʘʥʠʷ ʟʘʜʘʯ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʫʛʨʦʟʳ ʠ ʧʣʘʛʠʥ ʫʧʨʘʚʣʝʥʠʷ EDR ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʜʝʪʘʣʝʡ 

ʘʣʝʨʪʘ. 

¶ ʂʦʤʧʦʥʝʥʪ EDR Optimum ʚ ʩʦʩʪʘʚʝ Kaspersky Endpoint Security ʧʦʜʜʝʨʞʠʚʘʝʪ ʨʘʙʦʪʫ ʩ ʨʝʰʝʥʠʝʤ 

Kaspersky Endpoint Detection and Response Optimum ʚʝʨʩʠʠ 2.0. ʈʘʙʦʪʘ ʩ ʨʝʰʝʥʠʝʤ Kaspersky 

Endpoint Detection and Response Optimum ʚʝʨʩʠʠ 1.0 ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ. 

¶ ʋʧʨʘʚʣʝʥʠʝ EDR Optimum ʜʦʩʪʫʧʥʦ ʚ Kaspersky Security Center Web Console. ʋʧʨʘʚʣʷʪʴ 

ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴʶ ʚ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ (MMC) ʥʝʚʦʟʤʦʞʥʦ. 

¶ ʇʨʠʣʦʞʝʥʠʝ ʘʢʪʠʚʠʨʦʚʘʥʦ ʠ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ ʚʭʦʜʠʪ ʚ ʣʠʮʝʥʟʠʶ. 

¶ ʂʦʤʧʦʥʝʥʪ Endpoint Detection and Response ʚʢʣʶʯʝʥ. 

¶ ʂʦʤʧʦʥʝʥʪʳ ʧʨʠʣʦʞʝʥʠʷ, ʢʦʪʦʨʳʝ ʦʙʝʩʧʝʯʠʚʘʶʪ ʨʘʙʦʪʫ Endpoint Detection and Response Optimum, 

ʚʢʣʶʯʝʥʳ ʠ ʨʘʙʦʪʘʶʪ. ʈʘʙʦʪʫ Endpoint Detection and Response Optimum ʦʙʝʩʧʝʯʠʚʘʶʪ ʩʣʝʜʫʶʱʠʝ 

ʢʦʤʧʦʥʝʥʪʳ: 

¶ ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ɿʘʱʠʪʳ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ" 

ʥʘ ʩʪʨ. 156). 

¶ ɿʘʱʠʪʘ ʦʪ ʚʝʙ-ʫʛʨʦʟ (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ɿʘʱʠʪʳ ʦʪ ʚʝʙ-ʫʛʨʦʟ" ʥʘ ʩʪʨ. 171). 

¶ ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ɿʘʱʠʪʳ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ" ʥʘ 

ʩʪʨ. 180). 

¶ ɿʘʱʠʪʘ ʦʪ ʵʢʩʧʣʦʡʪʦʚ (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ɿʘʱʠʪʳ ʦʪ ʵʢʩʧʣʦʡʪʦʚ" ʥʘ ʩʪʨ. 138). 

¶ ɸʥʘʣʠʟ ʧʦʚʝʜʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ɸʥʘʣʠʟʘ ʧʦʚʝʜʝʥʠʷ" ʥʘ ʩʪʨ. 127). 

¶ ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʡ (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ʇʨʝʜʦʪʚʨʘʱʝʥʠʷ 

ʚʪʦʨʞʝʥʠʡ" ʥʘ ʩʪʨ. 142). 

¶ ʆʪʢʘʪ ʚʨʝʜʦʥʦʩʥʳʭ ʜʝʡʩʪʚʠʡ (ʥʘ ʩʪʨ. 154). 

¶ ɸʜʘʧʪʠʚʥʳʡ ʢʦʥʪʨʦʣʴ ʘʥʦʤʘʣʠʡ (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ɸʜʘʧʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ 

ʘʥʦʤʘʣʠʡ" ʥʘ ʩʪʨ. 271). 

ʀʥʪʝʛʨʘʮʠʷ ʩ Kaspersky Endpoint Detection and Response Optimum ʩʦʩʪʦʠʪ ʠʟ ʩʣʝʜʫʶʱʠʭ ʵʪʘʧʦʚ: 

1. ʋʩʪʘʥʦʚʢʘ ʢʦʤʧʦʥʝʥʪʘ Endpoint Detection and Response Optimum 

ɺʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʢʦʤʧʦʥʝʥʪ EDR Optimum ʚʦ ʚʨʝʤʷ ʫʩʪʘʥʦʚʢʠ ʠʣʠ ʦʙʥʦʚʣʝʥʠʷ ʧʨʠʣʦʞʝʥʠʷ, ʘ 

ʪʘʢʞʝ ʩ ʧʦʤʦʱʴʶ ʟʘʜʘʯʠ ʀʟʤʝʥʝʥʠʝ ʩʦʩʪʘʚʘ ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʠʣʦʞʝʥʠʷ. 

ɼʣʷ ʟʘʚʝʨʰʝʥʠʷ ʦʙʥʦʚʣʝʥʠʷ ʧʨʠʣʦʞʝʥʠʷ ʩ ʥʦʚʳʤʠ ʢʦʤʧʦʥʝʥʪʘʤʠ ʥʫʞʥʦ ʧʝʨʝʟʘʛʨʫʟʠʪʴ ʢʦʤʧʴʶʪʝʨ. 
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a. ɸʢʪʠʚʘʮʠʷ Kaspersky Endpoint Detection and Response Optimum 

ɺʳ ʤʦʞʝʪʝ ʧʨʠʦʙʨʝʩʪʠ ʣʠʮʝʥʟʠʶ ʥʘ ʠʩʧʦʣʴʟʦʚʘʥʠʝ Kaspersky Endpoint Detection and Response 

Optimum ʩʣʝʜʫʶʱʠʤʠ ʩʧʦʩʦʙʘʤʠ: 

¶ ʌʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ Endpoint Detection and Response Optimum ʚʢʣʶʯʝʥʘ ʚ ʩʦʩʪʘʚ ʣʠʮʝʥʟʠʠ ʥʘ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝ Kaspersky Endpoint Security ʜʣʷ Windows. 

ʌʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ ʙʫʜʝʪ ʜʦʩʪʫʧʥʘ ʩʨʘʟʫ ʧʦʩʣʝ ʘʢʪʠʚʘʮʠʠ Kaspersky Endpoint Security ʜʣʷ Windows. 

¶ ʇʨʠʦʙʨʝʪʝʥʠʝ ʦʪʜʝʣʴʥʦʡ ʣʠʮʝʥʟʠʠ ʥʘ ʠʩʧʦʣʴʟʦʚʘʥʠʝ EDR Optimum (Kaspersky Endpoint 

Detection and Response Optimum Add-on). 

ʌʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ ʙʫʜʝʪ ʜʦʩʪʫʧʥʘ ʧʦʩʣʝ ʜʦʙʘʚʣʝʥʠʷ ʦʪʜʝʣʴʥʦʛʦ ʢʣʶʯʘ Kaspersky Endpoint Detection 

and Response Optimum. ɺ ʨʝʟʫʣʴʪʘʪʝ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥʦ ʜʚʘ ʢʣʶʯʘ: ʢʣʶʯ ʜʣʷ 

Kaspersky Endpoint Security ʠ ʢʣʶʯ ʜʣʷ Kaspersky Endpoint Detection and Response Optimum. 

ʃʠʮʝʥʟʠʨʦʚʘʥʠʝ ʦʪʜʝʣʴʥʦʡ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ Endpoint Detection and Response Optimum ʥʝ 

ʦʪʣʠʯʘʝʪʩʷ ʦʪ ʣʠʮʝʥʟʠʨʦʚʘʥʠʷ Kaspersky Endpoint Security. 

ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ EDR Optimum ʚʢʣʶʯʝʥʘ ʚ ʣʠʮʝʥʟʠʶ ʠ ʨʘʙʦʪʘʝʪ ʚ ʣʦʢʘʣʴʥʦʤ 

ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ. 

b. ɺʢʣʶʯʝʥʠʝ ʢʦʤʧʦʥʝʥʪʘ Endpoint Detection and Response 

ɺʳ ʤʦʞʝʪʝ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʢʦʤʧʦʥʝʥʪ ʚ ʥʘʩʪʨʦʡʢʘʭ ʧʦʣʠʪʠʢʠ Kaspersky Endpoint Security 

ʜʣʷ Windows. 

ʂʘʢ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʢʦʤʧʦʥʝʥʪ Endpoint Detection and Response ʚ Web Console 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ Web Console ʚʳʙʝʨʠʪʝ ʋʩʪʨʦʡʩʪʚʘ Ÿ ʇʦʣʠʪʠʢʠ ʠ ʧʨʦʬʠʣʠ ʧʦʣʠʪʠʢ. 

2. ʅʘʞʤʠʪʝ ʥʘ ʥʘʟʚʘʥʠʝ ʧʦʣʠʪʠʢʠ Kaspersky Endpoint Security. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʩʚʦʡʩʪʚ ʧʦʣʠʪʠʢʠ. 

3. ɺʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʇʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ. 

4. ʇʝʨʝʡʜʠʪʝ ʚ ʨʘʟʜʝʣ Detection and Response Ÿ Endpoint Detection and Response. 

5. ɺʢʣʶʯʠʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ Endpoint Detection and Response. 

6. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ ʢʦʤʧʦʥʝʥʪ Endpoint Detection and Response ʙʫʜʝʪ ʚʢʣʶʯʝʥ. ʇʨʦʚʝʨʴʪʝ ʩʪʘʪʫʩ ʨʘʙʦʪʳ 

ʢʦʤʧʦʥʝʥʪʘ ʩ ʧʦʤʦʱʴʶ ʦʪʯʝʪʘ ʆʪʯʝʪ ʦ ʩʪʘʪʫʩʝ ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʠʣʦʞʝʥʠʷ. ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ 

ʧʦʩʤʦʪʨʝʪʴ ʩʪʘʪʫʩ ʨʘʙʦʪʳ ʢʦʤʧʦʥʝʥʪʘ ʚ ʣʦʢʘʣʴʥʦʤ ʠʥʪʝʨʬʝʡʩʝ Kaspersky Endpoint Security ʚ 

ʦʪʯʝʪʘʭ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʦʩʤʦʪʨ ʦʪʯʝʪʦʚ" ʥʘ ʩʪʨ. 374). ɺ ʩʧʠʩʦʢ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Endpoint 

Security ʙʫʜʝʪ ʜʦʙʘʚʣʝʥ ʢʦʤʧʦʥʝʥʪ Endpoint Detection and Response Optimum. 

c. ɺʢʣʶʯʝʥʠʝ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ ʥʘ ʉʝʨʚʝʨ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ 

ɼʣʷ ʨʘʙʦʪʳ ʚʩʝʭ ʬʫʥʢʮʠʡ Endpoint Detection and Response Optimum ʜʦʣʞʥʘ ʙʳʪʴ ʚʢʣʶʯʝʥʘ 

ʧʝʨʝʜʘʯʘ ʩʣʝʜʫʶʱʠʭ ʜʘʥʥʳʭ: 

¶ ɼʘʥʥʳʝ ʦ ʬʘʡʣʘʭ ʢʘʨʘʥʪʠʥʘ. 

ɼʘʥʥʳʝ ʥʫʞʥʳ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ ʧʦʤʝʱʝʥʥʳʭ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʬʘʡʣʘʭ ʥʘ ʢʘʨʘʥʪʠʥ ʚ 

Web Console. ɺ Web Console ʚʳ ʤʦʞʝʪʝ, ʥʘʧʨʠʤʝʨ, ʟʘʛʨʫʟʠʪʴ ʬʘʡʣ ʠʟ ʢʘʨʘʥʪʠʥʘ ʥʘ ʢʦʤʧʴʶʪʝʨ 

ʜʣʷ ʘʥʘʣʠʟʘ. 

¶ ɼʘʥʥʳʝ ʦ ʮʝʧʦʯʢʝ ʨʘʟʚʠʪʠʷ ʫʛʨʦʟʳ. 

ɼʘʥʥʳʝ ʥʫʞʥʳ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʦʙʥʘʨʫʞʝʥʥʳʭ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʫʛʨʦʟʘʭ ʚ Web Console. 

ɺ Web Console ʚʳ ʤʦʞʝʪʝ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʜʝʪʘʣʠ ʦʙʥʘʨʫʞʝʥʠʷ ʠ ʚʳʧʦʣʥʷʪʴ ʜʝʡʩʪʚʠʷ ʧʦ 

ʨʝʘʛʠʨʦʚʘʥʠʶ. 
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ʂʘʢ ʚʢʣʶʯʠʪʴ ʧʝʨʝʜʘʯʫ ʜʘʥʥʳʭ ʥʘ ʉʝʨʚʝʨ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʚ Web Console 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ Web Console ʚʳʙʝʨʠʪʝ ʋʩʪʨʦʡʩʪʚʘ Ÿ ʇʦʣʠʪʠʢʠ ʠ ʧʨʦʬʠʣʠ ʧʦʣʠʪʠʢ. 

2. ʅʘʞʤʠʪʝ ʥʘ ʥʘʟʚʘʥʠʝ ʧʦʣʠʪʠʢʠ Kaspersky Endpoint Security. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʩʚʦʡʩʪʚ ʧʦʣʠʪʠʢʠ. 

3. ɺʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʇʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ. 

4. ʇʝʨʝʡʜʠʪʝ ʚ ʨʘʟʜʝʣ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ Ÿ ʆʪʯʝʪʳ ʠ ʭʨʘʥʠʣʠʱʝ. 

5. ɺ ʙʣʦʢʝ ʇʝʨʝʜʘʯʘ ʜʘʥʥʳʭ ʥʘ ʉʝʨʚʝʨ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʫʩʪʘʥʦʚʠʪʝ ʩʣʝʜʫʶʱʠʝ ʬʣʘʞʢʠ: 

¶ ʆ ʬʘʡʣʘʭ ʢʘʨʘʥʪʠʥʘ. 

¶ ʆ ʮʝʧʦʯʢʝ ʨʘʟʚʠʪʠʷ ʫʛʨʦʟʳ. 

6. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
 

ʇʦʠʩʢ ʠʥʜʠʢʘʪʦʨʦʚ ʢʦʤʧʨʦʤʝʪʘʮʠʠ (ʩʪʘʥʜʘʨʪʥʘʷ 
ʟʘʜʘʯʘ) 

ʀʥʜʠʢʘʪʦʨ ʢʦʤʧʨʦʤʝʪʘʮʠʠ (Indicator of Compromise, IOC) ï ʥʘʙʦʨ ʜʘʥʥʳʭ ʦʙ ʦʙʲʝʢʪʝ ʠʣʠ ʘʢʪʠʚʥʦʩʪʠ, 

ʢʦʪʦʨʳʡ ʫʢʘʟʳʚʘʝʪ ʥʘ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʡ ʜʦʩʪʫʧ ʢ ʢʦʤʧʴʶʪʝʨʫ (ʢʦʤʧʨʦʤʝʪʘʮʠʷ ʜʘʥʥʳʭ). ʅʘʧʨʠʤʝʨ, 

ʠʥʜʠʢʘʪʦʨʦʤ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʤʦʞʝʪ ʙʳʪʴ ʙʦʣʴʰʦʝ ʢʦʣʠʯʝʩʪʚʦ ʥʝʫʜʘʯʥʳʭ ʧʦʧʳʪʦʢ ʚʭʦʜʘ ʚ ʩʠʩʪʝʤʫ. ɿʘʜʘʯʘ 

ʇʦʠʩʢ IOC ʧʦʟʚʦʣʷʝʪ ʦʙʥʘʨʫʞʠʚʘʪʴ ʠʥʜʠʢʘʪʦʨʳ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʠ ʚʳʧʦʣʥʷʪʴ ʜʝʡʩʪʚʠʷ ʧʦ 

ʨʝʘʛʠʨʦʚʘʥʠʶ ʥʘ ʫʛʨʦʟʳ. 

ɼʣʷ ʧʦʠʩʢʘ ʠʥʜʠʢʘʪʦʨʦʚ ʢʦʤʧʨʦʤʝʪʘʮʠʠ Kaspersky Endpoint Security ʠʩʧʦʣʴʟʫʝʪ IOC-ʬʘʡʣʳ. IOC-ʬʘʡʣʳ ï 

ʬʘʡʣʳ, ʩʦʜʝʨʞʘʱʠʝ ʥʘʙʦʨ ʠʥʜʠʢʘʪʦʨʦʚ, ʧʨʠ ʩʦʚʧʘʜʝʥʠʠ ʩ ʢʦʪʦʨʳʤʠ ʧʨʠʣʦʞʝʥʠʝ ʩʯʠʪʘʝʪ ʩʦʙʳʪʠʝ 

ʦʙʥʘʨʫʞʝʥʠʝʤ. IOC-ʬʘʡʣʳ ʜʦʣʞʥʳ ʩʦʦʪʚʝʪʩʪʚʦʚʘʪʴ ʩʪʘʥʜʘʨʪʫ ʦʧʠʩʘʥʠʷ OpenIOC (ʩʤ. ʨʘʟʜʝʣ "ʇʨʠʣʦʞʝʥʠʝ 

10. ʊʨʝʙʦʚʘʥʠʷ ʢ IOC-ʬʘʡʣʘʤ" ʥʘ ʩʪʨ. 526). 

ʈʝʞʠʤ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ ʇʦʠʩʢ IOC 

Kaspersky Endpoint Detection and Response ʧʦʟʚʦʣʷʝʪ ʩʦʟʜʘʚʘʪʴ ʩʪʘʥʜʘʨʪʥʳʝ ʟʘʜʘʯʠ ʧʦʠʩʢʘ IOC ʜʣʷ 

ʦʙʥʘʨʫʞʝʥʠʷ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʜʘʥʥʳʭ. ʉʪʘʥʜʘʨʪʥʘʷ ʟʘʜʘʯʘ ʧʦʠʩʢʘ IOC ï ʛʨʫʧʧʦʚʘʷ ʠʣʠ ʣʦʢʘʣʴʥʘʷ ʟʘʜʘʯʘ, 

ʢʦʪʦʨʳʝ ʩʦʟʜʘʶʪʩʷ ʠ ʥʘʩʪʨʘʠʚʘʶʪʩʷ ʚʨʫʯʥʫʶ ʚ Web Console. ɼʣʷ ʟʘʧʫʩʢʘ ʟʘʜʘʯ ʠʩʧʦʣʴʟʫʶʪʩʷ IOC-ʬʘʡʣʳ, 

ʧʦʜʛʦʪʦʚʣʝʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʝʤ. ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʜʦʙʘʚʠʪʴ ʠʥʜʠʢʘʪʦʨ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʚʨʫʯʥʫʶ, 

ʦʟʥʘʢʦʤʴʪʝʩʴ ʩ ʪʨʝʙʦʚʘʥʠʷʤʠ ʢ IOC-ʬʘʡʣʘʤ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʠʣʦʞʝʥʠʝ 10. ʊʨʝʙʦʚʘʥʠʷ ʢ IOC-ʬʘʡʣʘʤ" ʥʘ 

ʩʪʨ. 526). 

ɺ ʬʘʡʣʝ, ʢʦʪʦʨʳʡ ʤʦʞʥʦ ʟʘʛʨʫʟʠʪʴ ʧʦ ʩʩʳʣʢʝ ʥʠʞʝ, ʧʨʠʚʝʜʝʥʘ ʪʘʙʣʠʮʘ ʩ ʧʦʣʥʳʤ ʩʧʠʩʢʦʤ IOC-ʪʝʨʤʠʥʦʚ 

ʩʪʘʥʜʘʨʪʘ OpenIOC. 

 ɿɸɻʈʋɿʀʊʔ ʌɸʁʃ IOC_TERMS.XLSX 

https://support.kaspersky.com/Help/KESWin/12.8/IOC_Terms/IOC_TERMS.xlsx 

Kaspersky Endpoint Security ʪʘʢʞʝ ʧʦʜʜʝʨʞʠʚʘʝʪ ʘʚʪʦʥʦʤʥʳʝ ʟʘʜʘʯʠ ʧʦʠʩʢʘ IOC ʧʨʠ ʨʘʙʦʪʝ ʧʨʠʣʦʞʝʥʠʷ ʚ 

ʩʦʩʪʘʚʝ ʨʝʰʝʥʠʷ Kaspersky Sandbox. 

https://support.kaspersky.com/Help/KESWin/12.8/IOC_Terms/IOC_TERMS.xlsx
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ʉʦʟʜʘʥʠʝ ʟʘʜʘʯʠ ʇʦʠʩʢ IOC 

ɺʳ ʤʦʞʝʪʝ ʩʦʟʜʘʚʘʪʴ ʟʘʜʘʯʠ ʇʦʠʩʢ IOC ʚʨʫʯʥʫʶ ʩʣʝʜʫʶʱʠʤʠ ʩʧʦʩʦʙʘʤʠ: 

¶ ɺ ʜʝʪʘʣʷʭ ʘʣʝʨʪʘ (ʪʦʣʴʢʦ ʜʣʷ EDR Optimum). 

ɼʝʪʘʣʠ ʦʙʥʘʨʫʞʝʥʠʷ ï ʠʥʩʪʨʫʤʝʥʪ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʚʩʝʡ ʩʦʙʨʘʥʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʦʙʥʘʨʫʞʝʥʥʦʡ 

ʫʛʨʦʟʝ. ɼʝʪʘʣʠ ʦʙʥʘʨʫʞʝʥʠʷ ʩʦʜʝʨʞʘʪ, ʥʘʧʨʠʤʝʨ, ʠʩʪʦʨʠʶ ʧʦʷʚʣʝʥʠʷ ʬʘʡʣʦʚ ʥʘ ʢʦʤʧʴʶʪʝʨʝ. 

ʇʦʜʨʦʙʥʝʝ ʦ ʨʘʙʦʪʝ ʩ ʜʝʪʘʣʷʤʠ ʦʙʥʘʨʫʞʝʥʠʷ ʩʤ. ʚ ʩʧʨʘʚʢʝ Kaspersky Endpoint Detection and 

Response Optimum (https://support.kaspersky.com/KEDR_Optimum/2.3/ru-RU/index.htm). 

¶ ʉ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ ʩʦʟʜʘʥʠʷ ʟʘʜʘʯ. 

ɺʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʟʘʜʘʯʠ ʪʦʣʴʢʦ ʚ Web Console. 

Ʒ ʏʪʦʙʳ ʩʦʟʜʘʪʴ ʟʘʜʘʯʫ ʇʦʠʩʢ IOC, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ Web Console ʚʳʙʝʨʠʪʝ ɸʢʪʠʚʳ (ʋʩʪʨʦʡʩʪʚʘ) Ÿ ɿʘʜʘʯʠ. 

ʆʪʢʨʦʝʪʩʷ ʩʧʠʩʦʢ ʟʘʜʘʯ. 

2. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

ɿʘʧʫʩʪʠʪʩʷ ʤʘʩʪʝʨ ʩʦʟʜʘʥʠʷ ʟʘʜʘʯʠ. 

3. ʅʘʩʪʨʦʡʪʝ ʧʘʨʘʤʝʪʨʳ ʟʘʜʘʯʠ: 

a. ɺ ʨʘʩʢʨʳʚʘʶʱʝʤʩʷ ʩʧʠʩʢʝ ʇʨʠʣʦʞʝʥʠʝ ʚʳʙʝʨʠʪʝ Kaspersky Endpoint Security ʜʣʷ Windows 

(12.8.0). 

b. ɺ ʨʘʩʢʨʳʚʘʶʱʝʤʩʷ ʩʧʠʩʢʝ ʊʠʧ ʟʘʜʘʯʠ ʚʳʙʝʨʠʪʝ ʇʦʠʩʢ IOC. 

c. ɺ ʧʦʣʝ ʅʘʟʚʘʥʠʝ ʟʘʜʘʯʠ ʚʚʝʜʠʪʝ ʢʦʨʦʪʢʦʝ ʦʧʠʩʘʥʠʝ ʟʘʜʘʯʠ. 

d. ɺ ʙʣʦʢʝ ʋʩʪʨʦʡʩʪʚʘ, ʢʦʪʦʨʳʤ ʙʫʜʝʪ ʥʘʟʥʘʯʝʥʘ ʟʘʜʘʯʘ ʚʳʙʝʨʠʪʝ ʦʙʣʘʩʪʴ ʜʝʡʩʪʚʠʷ ʟʘʜʘʯʠ. 

4. ɺʳʙʝʨʠʪʝ ʫʩʪʨʦʡʩʪʚʘ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʚʳʙʨʘʥʥʳʤ ʚʘʨʠʘʥʪʦʤ ʦʙʣʘʩʪʠ ʜʝʡʩʪʚʠʷ ʟʘʜʘʯʠ. ʇʝʨʝʡʜʠʪʝ 

ʢ ʩʣʝʜʫʶʱʝʤʫ ʰʘʛʫ. 

5. ɺʳʙʝʨʠʪʝ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʧʨʘʚʘ ʢʦʪʦʨʦʛʦ ʪʨʝʙʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʟʘʧʫʩʢʘ 

ʟʘʜʘʯʠ. ʇʝʨʝʡʜʠʪʝ ʢ ʩʣʝʜʫʶʱʝʤʫ ʰʘʛʫ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ Kaspersky Endpoint Security ʟʘʧʫʩʢʘʝʪ ʟʘʜʘʯʫ ʧʦʜ ʩʠʩʪʝʤʥʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʴʶ 

(SYSTEM). 

ʋ ʩʠʩʪʝʤʥʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ (SYSTEM) ʦʪʩʫʪʩʪʚʫʶʪ ʧʨʘʚʘ ʥʘ ʚʳʧʦʣʥʝʥʠʝ ʟʘʜʘʯʠ ʇʦʠʩʢ IOC ʥʘ 

ʩʝʪʝʚʳʭ ʜʠʩʢʘʭ. ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʚʳʧʦʣʥʠʪʴ ʟʘʜʘʯʫ ʥʘ ʩʝʪʝʚʦʤ ʜʠʩʢʝ, ʚʳʙʝʨʠʪʝ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ 

ʧʦʣʴʟʦʚʘʪʝʣʷ, ʫ ʢʦʪʦʨʦʛʦ ʝʩʪʴ ʜʦʩʪʫʧ ʢ ʵʪʦʤʫ ʜʠʩʢʫ. 

ɼʣʷ ʨʘʙʦʪʳ ʘʚʪʦʥʦʤʥʳʭ ʟʘʜʘʯ ʧʦʠʩʢʘ IOC ʥʘ ʩʝʪʝʚʳʭ ʜʠʩʢʘʭ ʚʘʤ ʥʫʞʥʦ ʚʨʫʯʥʫʶ ʚʳʙʨʘʪʴ 

ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʫ ʢʦʪʦʨʦʛʦ ʝʩʪʴ ʜʦʩʪʫʧ ʢ ʵʪʦʤ ʜʠʩʢʫ, ʚ ʩʚʦʡʩʪʚʘʭ ʟʘʜʘʯʠ. 

6. ɿʘʚʝʨʰʠʪʝ ʨʘʙʦʪʫ ʤʘʩʪʝʨʘ. 

ɺ ʩʧʠʩʢʝ ʟʘʜʘʯ ʦʪʦʙʨʘʟʠʪʩʷ ʥʦʚʘʷ ʟʘʜʘʯʘ. 

7. ʅʘʞʤʠʪʝ ʥʘ ʥʦʚʫʶ ʟʘʜʘʯʫ. 

https://support.kaspersky.com/KEDR_Optimum/2.3/ru-RU/index.htm
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ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʩʚʦʡʩʪʚ ʟʘʜʘʯʠ. 

8. ɺʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʇʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ. 

9. ʇʝʨʝʡʜʠʪʝ ʚ ʨʘʟʜʝʣ ʅʘʩʪʨʦʡʢʠ ʧʦʠʩʢʘ IOC. 

10. ɿʘʛʨʫʟʠʪʝ IOC-ʬʘʡʣʳ ʜʣʷ ʧʦʠʩʢʘ ʠʥʜʠʢʘʪʦʨʦʚ ʢʦʤʧʨʦʤʝʪʘʮʠʠ. 

ʇʦʩʣʝ ʟʘʛʨʫʟʢʠ IOC-ʬʘʡʣʦʚ ʚʳ ʤʦʞʝʪʝ ʧʨʦʩʤʦʪʨʝʪʴ ʩʧʠʩʦʢ ʠʥʜʠʢʘʪʦʨʦʚ ʠʟ IOC-ʬʘʡʣʦʚ. 

ʅʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʜʦʙʘʚʣʷʪʴ ʠʣʠ ʫʜʘʣʷʪʴ IOC-ʬʘʡʣʳ ʧʦʩʣʝ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ. ʕʪʦ ʤʦʞʝʪ 

ʧʨʠʚʝʩʪʠ ʢ ʥʝʢʦʨʨʝʢʪʥʦʤʫ ʦʪʦʙʨʘʞʝʥʠʶ ʨʝʟʫʣʴʪʘʪʦʚ ʧʦʠʩʢʘ IOC ʜʣʷ ʧʨʝʜʳʜʫʱʠʭ ʟʘʧʫʩʢʦʚ 

ʟʘʜʘʯʠ. ɼʣʷ ʧʦʠʩʢʘ ʠʥʜʠʢʘʪʦʨʦʚ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʧʦ ʥʦʚʳʤ IOC-ʬʘʡʣʘʤ ʨʝʢʦʤʝʥʜʫʝʪʩʷ 

ʜʦʙʘʚʣʷʪʴ ʥʦʚʳʝ ʟʘʜʘʯʠ. 

11. ʅʘʩʪʨʦʡʪʝ ʜʝʡʩʪʚʠʷ ʧʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʠʥʜʠʢʘʪʦʨʘ ʢʦʤʧʨʦʤʝʪʘʮʠʠ: 

¶ ʀʟʦʣʠʨʦʚʘʪʴ ʢʦʤʧʴʶʪʝʨ ʦʪ ʩʝʪʠ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʚʘʨʠʘʥʪ ʜʝʡʩʪʚʠʷ, ʪʦ Kaspersky Endpoint 

Security ʠʟʦʣʠʨʫʝʪ ʢʦʤʧʴʶʪʝʨ ʦʪ ʩʝʪʠ ʜʣʷ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ ʫʛʨʦʟʳ. ɺʳ ʤʦʞʝʪʝ 

ʥʘʩʪʨʦʠʪʴ ʚʨʝʤʷ ʠʟʦʣʷʮʠʠ ʚ ʧʘʨʘʤʝʪʨʘʭ ʢʦʤʧʦʥʝʥʪʘ Endpoint Detection and Response. 

¶ ʂʦʧʠʶ ʧʦʤʝʩʪʠʪʴ ʥʘ ʢʘʨʘʥʪʠʥ, ʦʙʲʝʢʪ ʫʜʘʣʠʪʴ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʚʘʨʠʘʥʪ ʜʝʡʩʪʚʠʷ, ʪʦ 

Kaspersky Endpoint Security ʫʜʘʣʷʝʪ ʚʨʝʜʦʥʦʩʥʳʡ ʦʙʲʝʢʪ, ʦʙʥʘʨʫʞʝʥʥʳʡ ʥʘ ʢʦʤʧʴʶʪʝʨʝ. ʇʝʨʝʜ 

ʫʜʘʣʝʥʠʝʤ ʦʙʲʝʢʪʘ Kaspersky Endpoint Security ʬʦʨʤʠʨʫʝʪ ʝʛʦ ʨʝʟʝʨʚʥʫʶ ʢʦʧʠʶ ʥʘ ʪʦʪ ʩʣʫʯʘʡ, 

ʝʩʣʠ ʚʧʦʩʣʝʜʩʪʚʠʠ ʧʦʥʘʜʦʙʠʪʩʷ ʚʦʩʩʪʘʥʦʚʠʪʴ ʦʙʲʝʢʪ. Kaspersky Endpoint Security ʧʦʤʝʱʘʝʪ 

ʨʝʟʝʨʚʥʫʶ ʢʦʧʠʶ ʥʘ ʢʘʨʘʥʪʠʥ. 

¶ ɿʘʧʫʩʢʘʪʴ ʧʨʦʚʝʨʢʫ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ. ɽʩʣʠ ʚʳʙʨʘʥ ʵʪʦʪ ʚʘʨʠʘʥʪ ʜʝʡʩʪʚʠʷ, ʪʦ Kaspersky 

Endpoint Security ʟʘʧʫʩʢʘʝʪ ʟʘʜʘʯʫ ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ (ʩʤ. ʨʘʟʜʝʣ "ʇʦʠʩʢ ʚʨʝʜʦʥʦʩʥʦʛʦ 

ʇʆ" ʥʘ ʩʪʨ. 65). ʇʦ ʫʤʦʣʯʘʥʠʶ Kaspersky Endpoint Security ʧʨʦʚʝʨʷʝʪ ʧʘʤʷʪʴ ʷʜʨʘ, ʟʘʧʫʱʝʥʥʳʝ 

ʧʨʦʮʝʩʩʳ ʠ ʟʘʛʨʫʟʦʯʥʳʝ ʩʝʢʪʦʨʳ. 

12. ʇʝʨʝʡʜʠʪʝ ʚ ʨʘʟʜʝʣ ɼʦʧʦʣʥʠʪʝʣʴʥʦ. 

13. ɺʳʙʝʨʠʪʝ ʪʠʧʳ ʜʘʥʥʳʭ (IOC-ʜʦʢʫʤʝʥʪʳ), ʢʦʪʦʨʳʝ ʥʝʦʙʭʦʜʠʤʦ ʘʥʘʣʠʟʠʨʦʚʘʪʴ ʚʦ ʚʨʝʤʷ ʚʳʧʦʣʥʝʥʠʷ 

ʟʘʜʘʯʠ. 

Kaspersky Endpoint Security ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʚʳʙʠʨʘʝʪ ʪʠʧʳ ʜʘʥʥʳʭ (IOC-ʜʦʢʫʤʝʥʪʳ) ʜʣʷ ʟʘʜʘʯʠ 

ʇʦʠʩʢ IOC ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʩʦʜʝʨʞʘʥʠʝʤ ʟʘʛʨʫʞʝʥʥʳʭ IOC-ʬʘʡʣʦʚ. ʅʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ 

ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ ʦʪʤʝʥʷʪʴ ʚʳʙʦʨ ʪʠʧʦʚ ʜʘʥʥʳʭ. 

ɼʦʧʦʣʥʠʪʝʣʴʥʦ ʚʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʦʙʣʘʩʪʠ ʧʦʠʩʢʘ ʜʣʷ ʩʣʝʜʫʶʱʠʭ ʪʠʧʦʚ ʜʘʥʥʳʭ: 

¶ ʌʘʡʣʳ - FileItem. ɿʘʜʘʡʪʝ ʦʙʣʘʩʪʴ ʧʦʠʩʢʘ IOC ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʩ ʧʦʤʦʱʴʶ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʭ 

ʦʙʣʘʩʪʝʡ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ Kaspersky Endpoint Security ʚʳʧʦʣʥʷʝʪ ʧʦʠʩʢ IOC ʪʦʣʴʢʦ ʚ ʚʘʞʥʳʭ ʦʙʣʘʩʪʷʭ 

ʢʦʤʧʴʶʪʝʨʘ, ʪʘʢʠʭ ʢʘʢ ʧʘʧʢʠ ɿʘʛʨʫʟʢʠ, ʈʘʙʦʯʠʡ ʩʪʦʣ, ʧʘʧʢʘ ʩ ʚʨʝʤʝʥʥʳʤʠ ʬʘʡʣʘʤʠ 

ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʠ ʜʨʫʛʠʝ. ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʜʦʙʘʚʠʪʴ ʦʙʣʘʩʪʠ ʧʦʠʩʢʘ ʚʨʫʯʥʫʶ. 

¶ ɾʫʨʥʘʣʳ ʩʦʙʳʪʠʡ Windows - EventLogItem. ɿʘʜʘʡʪʝ ʧʝʨʠʦʜ ʚʨʝʤʝʥʠ, ʚ ʪʝʯʝʥʠʝ ʢʦʪʦʨʦʛʦ 

ʟʘʬʠʢʩʠʨʦʚʘʥʳ ʩʦʙʳʪʠʷ. ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʞʫʨʥʘʣʳ ʩʦʙʳʪʠʡ Windows ʜʣʷ ʧʦʠʩʢʘ IOC. 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʚʳʙʨʘʥʳ ʩʣʝʜʫʶʱʠʝ ʞʫʨʥʘʣʳ ʩʦʙʳʪʠʡ: ʞʫʨʥʘʣ ʩʦʙʳʪʠʡ ʧʨʠʣʦʞʝʥʠʡ, ʞʫʨʥʘʣ 

ʩʠʩʪʝʤʥʳʭ ʩʦʙʳʪʠʡ ʠ ʞʫʨʥʘʣ ʩʦʙʳʪʠʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ɼʣʷ ʪʠʧʘ ʜʘʥʥʳʭ ʈʝʝʩʪʨ Windows - RegistryItem Kaspersky Endpoint Security ʘʥʘʣʠʟʠʨʫʝʪ 

ʦʧʨʝʜʝʣʝʥʥʳʡ ʥʘʙʦʨ ʨʘʟʜʝʣʦʚ ʨʝʝʩʪʨʘ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʠʣʦʞʝʥʠʝ 9. ʆʙʣʘʩʪʴ ʧʦʠʩʢʘ IOC ʚ ʨʝʝʩʪʨʝ 

(RegistryItem)" ʥʘ ʩʪʨ. 525). 

14. ɺ ʦʢʥʝ ʩʚʦʡʩʪʚ ʟʘʜʘʯʠ ʚʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʈʘʩʧʠʩʘʥʠʝ. 
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15. ʅʘʩʪʨʦʡʪʝ ʨʘʩʧʠʩʘʥʠʝ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ. 

ɼʣʷ ʵʪʦʡ ʟʘʜʘʯʠ ʬʫʥʢʮʠʷ Wake-on-LAN ʥʝʜʦʩʪʫʧʥʘ. ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʢʦʤʧʴʶʪʝʨ ʚʢʣʶʯʝʥ ʜʣʷ 

ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ. 

16. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

17. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʥʘʧʨʦʪʠʚ ʟʘʜʘʯʠ. 

18. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɿʘʧʫʩʪʠʪʴ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ Kaspersky Endpoint Security ʟʘʧʫʩʪʠʪ ʧʦʠʩʢ ʠʥʜʠʢʘʪʦʨʦʚ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʥʘ ʢʦʤʧʴʶʪʝʨʝ. 

ɺʳ ʤʦʞʝʪʝ ʧʨʦʩʤʦʪʨʝʪʴ ʨʝʟʫʣʴʪʘʪʳ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ ʚ ʩʚʦʡʩʪʚʘʭ ʟʘʜʘʯʠ ʚ ʨʘʟʜʝʣʝ ʈʝʟʫʣʴʪʘʪʳ. 

ʀʥʬʦʨʤʘʮʠʶ ʦʙ ʦʙʥʘʨʫʞʝʥʥʳʭ ʠʥʜʠʢʘʪʦʨʘʭ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʚʳ ʤʦʞʝʪʝ ʧʦʩʤʦʪʨʝʪʴ ʚ ʩʚʦʡʩʪʚʘʭ ʟʘʜʘʯʠ 

ʇʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ Ÿ ʈʝʟʫʣʴʪʘʪʳ ʧʦʠʩʢʘ IOC. 

ʉʨʦʢ ʭʨʘʥʝʥʠʷ ʨʝʟʫʣʴʪʘʪʦʚ ʧʦʠʩʢʘ IOC ʩʦʩʪʘʚʣʷʝʪ 30 ʜʥʝʡ. ʇʦ ʠʩʪʝʯʝʥʠʠ ʵʪʦʛʦ ʚʨʝʤʝʥʠ Kaspersky 

Endpoint Security ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʫʜʘʣʷʝʪ ʩʪʘʨʳʝ ʟʘʧʠʩʠ. 

 

ʇʦʤʝʱʝʥʠʝ ʬʘʡʣʘ ʥʘ ʢʘʨʘʥʪʠʥ 

ʇʨʠ ʨʝʘʛʠʨʦʚʘʥʠʠ ʥʘ ʫʛʨʦʟʳ Kaspersky Endpoint Detection and Response ʤʦʞʝʪ ʩʦʟʜʘʚʘʪʴ ʟʘʜʘʯʠ 

ʇʦʤʝʱʝʥʠʝ ʬʘʡʣʘ ʥʘ ʢʘʨʘʥʪʠʥ. ʕʪʦ ʥʫʞʥʦ, ʯʪʦʙʳ ʤʠʥʠʤʠʟʠʨʦʚʘʪʴ ʧʦʩʣʝʜʩʪʚʠʷ ʫʛʨʦʟʳ. ʂʘʨʘʥʪʠʥ ï ʵʪʦ 

ʩʧʝʮʠʘʣʴʥʦʝ ʣʦʢʘʣʴʥʦʝ ʭʨʘʥʠʣʠʱʝ ʥʘ ʢʦʤʧʴʶʪʝʨʝ. ʇʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʧʦʤʝʩʪʠʪʴ ʥʘ ʢʘʨʘʥʪʠʥ ʬʘʡʣʳ, 

ʢʦʪʦʨʳʝ ʩʯʠʪʘʝʪ ʦʧʘʩʥʳʤʠ ʜʣʷ ʢʦʤʧʴʶʪʝʨʘ. ʌʘʡʣʳ ʥʘ ʢʘʨʘʥʪʠʥʝ ʭʨʘʥʷʪʩʷ ʚ ʟʘʰʠʬʨʦʚʘʥʥʦʤ ʚʠʜʝ ʠ ʥʝ 

ʫʛʨʦʞʘʶʪ ʙʝʟʦʧʘʩʥʦʩʪʠ ʫʩʪʨʦʡʩʪʚʘ. Kaspersky Endpoint Security ʠʩʧʦʣʴʟʫʝʪ ʢʘʨʘʥʪʠʥ ʧʨʠ ʨʘʙʦʪʝ ʩ 

ʨʝʰʝʥʠʷʤʠ Kaspersky Endpoint Detection and Response Optimum. ɺ ʦʩʪʘʣʴʥʳʭ ʩʣʫʯʘʷʭ Kaspersky Endpoint 

Security ʧʦʤʝʱʘʝʪ ʬʘʡʣ ʚ ʨʝʟʝʨʚʥʦʝ ʭʨʘʥʠʣʠʱʝ (ʩʤ. ʨʘʟʜʝʣ "ʈʘʙʦʪʘ ʩ ʨʝʟʝʨʚʥʳʤ ʭʨʘʥʠʣʠʱʝʤ" ʥʘ 

ʩʪʨ. 360). ʇʦʜʨʦʙʥʝʝ ʦ ʨʘʙʦʪʝ ʩ ʢʘʨʘʥʪʠʥʦʤ ʚ ʩʦʩʪʘʚʝ ʨʝʰʝʥʠʷ ʩʤ. ʚ Kaspersky Endpoint Detection and 

Response Optimum (https://support.kaspersky.com/KEDR_Optimum/2.3/ru-RU/index.htm). 

ɺʳ ʤʦʞʝʪʝ ʩʦʟʜʘʚʘʪʴ ʟʘʜʘʯʠ ʇʦʤʝʱʝʥʠʝ ʬʘʡʣʘ ʥʘ ʢʘʨʘʥʪʠʥ ʩʣʝʜʫʶʱʠʤʠ ʩʧʦʩʦʙʘʤʠ: 

¶ ɺ ʜʝʪʘʣʷʭ ʘʣʝʨʪʘ (ʪʦʣʴʢʦ ʜʣʷ EDR Optimum). 

ɼʝʪʘʣʠ ʦʙʥʘʨʫʞʝʥʠʷ ï ʠʥʩʪʨʫʤʝʥʪ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʚʩʝʡ ʩʦʙʨʘʥʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʦʙʥʘʨʫʞʝʥʥʦʡ 

ʫʛʨʦʟʝ. ɼʝʪʘʣʠ ʦʙʥʘʨʫʞʝʥʠʷ ʩʦʜʝʨʞʘʪ, ʥʘʧʨʠʤʝʨ, ʠʩʪʦʨʠʶ ʧʦʷʚʣʝʥʠʷ ʬʘʡʣʦʚ ʥʘ ʢʦʤʧʴʶʪʝʨʝ. 

ʇʦʜʨʦʙʥʝʝ ʦ ʨʘʙʦʪʝ ʩ ʜʝʪʘʣʷʤʠ ʦʙʥʘʨʫʞʝʥʠʷ ʩʤ. ʚ ʩʧʨʘʚʢʝ Kaspersky Endpoint Detection and 

Response Optimum (https://support.kaspersky.com/KEDR_Optimum/2.3/ru-RU/index.htm). 

¶ ʉ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ ʩʦʟʜʘʥʠʷ ʟʘʜʘʯ. 

ɺʘʤ ʥʫʞʥʦ ʚʚʝʩʪʠ ʧʫʪʴ ʢ ʬʘʡʣʫ ʠʣʠ ʭʝʰ ʬʘʡʣʘ (SHA256 ʠʣʠ MD5), ʠʣʠ ʧʫʪʴ ʢ ʬʘʡʣʫ ʠ ʭʝʰ ʬʘʡʣʘ. 

ɿʘʜʘʯʘ ʇʦʤʝʱʝʥʠʝ ʬʘʡʣʘ ʥʘ ʢʘʨʘʥʪʠʥ ʠʤʝʝʪ ʩʣʝʜʫʶʱʠʝ ʦʛʨʘʥʠʯʝʥʠʷ: 

1. ʈʘʟʤʝʨ ʬʘʡʣʘ ʥʝ ʜʦʣʞʝʥ ʧʨʝʚʳʰʘʪʴ 100 ʄɹ. 

2. ʂʨʠʪʠʯʝʩʢʠ ʚʘʞʥʳʝ ʩʠʩʪʝʤʥʳʝ ʦʙʲʝʢʪʳ (ʘʥʛʣ. System Critical Object, SCO) ʧʦʤʝʩʪʠʪʴ ʥʘ ʢʘʨʘʥʪʠʥ 

ʥʝʚʦʟʤʦʞʥʦ. ʂ SCO ʦʪʥʦʩʷʪʩʷ ʬʘʡʣʳ, ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʨʘʙʦʪʳ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʠ 

ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security. 

3. ɺʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʟʘʜʘʯʠ ʪʦʣʴʢʦ ʚ Web Console. 

https://support.kaspersky.com/KEDR_Optimum/2.3/ru-RU/index.htm
https://support.kaspersky.com/KEDR_Optimum/2.3/ru-RU/index.htm
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Ʒ ʏʪʦʙʳ ʩʦʟʜʘʪʴ ʟʘʜʘʯʫ ʇʦʤʝʱʝʥʠʝ ʬʘʡʣʘ ʥʘ ʢʘʨʘʥʪʠʥ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ Web Console ʚʳʙʝʨʠʪʝ ɸʢʪʠʚʳ (ʋʩʪʨʦʡʩʪʚʘ) Ÿ ɿʘʜʘʯʠ. 

ʆʪʢʨʦʝʪʩʷ ʩʧʠʩʦʢ ʟʘʜʘʯ. 

2. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

ɿʘʧʫʩʪʠʪʩʷ ʤʘʩʪʝʨ ʩʦʟʜʘʥʠʷ ʟʘʜʘʯʠ. 

3. ʅʘʩʪʨʦʡʪʝ ʧʘʨʘʤʝʪʨʳ ʟʘʜʘʯʠ: 

a. ɺ ʨʘʩʢʨʳʚʘʶʱʝʤʩʷ ʩʧʠʩʢʝ ʇʨʠʣʦʞʝʥʠʝ ʚʳʙʝʨʠʪʝ Kaspersky Endpoint Security ʜʣʷ Windows 

(12.8.0). 

b. ɺ ʨʘʩʢʨʳʚʘʶʱʝʤʩʷ ʩʧʠʩʢʝ ʊʠʧ ʟʘʜʘʯʠ ʚʳʙʝʨʠʪʝ ʇʦʤʝʱʝʥʠʝ ʬʘʡʣʘ ʥʘ ʢʘʨʘʥʪʠʥ. 

c. ɺ ʧʦʣʝ ʅʘʟʚʘʥʠʝ ʟʘʜʘʯʠ ʚʚʝʜʠʪʝ ʢʦʨʦʪʢʦʝ ʦʧʠʩʘʥʠʝ ʟʘʜʘʯʠ. 

d. ɺ ʙʣʦʢʝ ʋʩʪʨʦʡʩʪʚʘ, ʢʦʪʦʨʳʤ ʙʫʜʝʪ ʥʘʟʥʘʯʝʥʘ ʟʘʜʘʯʘ ʚʳʙʝʨʠʪʝ ʦʙʣʘʩʪʴ ʜʝʡʩʪʚʠʷ ʟʘʜʘʯʠ. 

4. ɺʳʙʝʨʠʪʝ ʫʩʪʨʦʡʩʪʚʘ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʚʳʙʨʘʥʥʳʤ ʚʘʨʠʘʥʪʦʤ ʦʙʣʘʩʪʠ ʜʝʡʩʪʚʠʷ ʟʘʜʘʯʠ. ʅʘʞʤʠʪʝ 

ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

5. ɺʳʙʝʨʠʪʝ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʧʨʘʚʘ ʢʦʪʦʨʦʛʦ ʪʨʝʙʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʟʘʧʫʩʢʘ 

ʟʘʜʘʯʠ. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ Kaspersky Endpoint Security ʟʘʧʫʩʢʘʝʪ ʟʘʜʘʯʫ ʧʦʜ ʩʠʩʪʝʤʥʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʴʶ 

(SYSTEM). 

6. ɿʘʚʝʨʰʠʪʝ ʨʘʙʦʪʫ ʤʘʩʪʝʨʘ ʧʦ ʢʥʦʧʢʝ ɻʦʪʦʚʦ. 

ɺ ʩʧʠʩʢʝ ʟʘʜʘʯ ʦʪʦʙʨʘʟʠʪʩʷ ʥʦʚʘʷ ʟʘʜʘʯʘ. 

7. ʅʘʞʤʠʪʝ ʥʘ ʥʦʚʫʶ ʟʘʜʘʯʫ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʩʚʦʡʩʪʚ ʟʘʜʘʯʠ. 

8. ɺʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʇʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ. 

9. ɺ ʩʧʠʩʢʝ ʬʘʡʣʦʚ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

ɿʘʧʫʩʪʠʪʩʷ ʤʘʩʪʝʨ ʜʦʙʘʚʣʝʥʠʷ ʬʘʡʣʘ. 

10. ɼʣʷ ʜʦʙʘʚʣʝʥʠʷ ʬʘʡʣʘ ʚʘʤ ʥʫʞʥʦ ʚʚʝʩʪʠ ʧʦʣʥʳʡ ʧʫʪʴ ʢ ʬʘʡʣʫ ʠʣʠ ʭʝʰ ʬʘʡʣʘ ʠ ʧʫʪʴ ʢ ʬʘʡʣʫ. 

ɽʩʣʠ ʬʘʡʣ ʨʘʩʧʦʣʦʞʝʥ ʥʘ ʩʝʪʝʚʦʤ ʜʠʩʢʝ, ʚʚʝʜʠʪʝ ʧʫʪʴ ʢ ʬʘʡʣʫ ʥʘʯʠʥʘʷ ʩ ʩʠʤʚʦʣʦʚ \ \, ʘ ʥʝ ʩ 

ʙʫʢʚʳ ʜʠʩʢʘ. ʅʘʧʨʠʤʝʨ, \ \ server \ shared_folder \ file.exe . ɽʩʣʠ ʧʫʪʴ ʢ ʬʘʡʣʫ 

ʩʦʜʝʨʞʠʪ ʙʫʢʚʫ ʩʝʪʝʚʦʛʦ ʜʠʩʢʘ, ʚʳ ʤʦʞʝʪʝ ʧʦʣʫʯʠʪʴ ʦʰʠʙʢʫ ʌʘʡʣ ʥʝ ʥʘʡʜʝʥ. 

11. ɺ ʦʢʥʝ ʩʚʦʡʩʪʚ ʟʘʜʘʯʠ ʚʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʈʘʩʧʠʩʘʥʠʝ. 

12. ʅʘʩʪʨʦʡʪʝ ʨʘʩʧʠʩʘʥʠʝ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ. 

ɼʣʷ ʵʪʦʡ ʟʘʜʘʯʠ ʬʫʥʢʮʠʷ Wake-on-LAN ʥʝʜʦʩʪʫʧʥʘ. ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʢʦʤʧʴʶʪʝʨ ʚʢʣʶʯʝʥ ʜʣʷ 

ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ. 

13. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

14. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʥʘʧʨʦʪʠʚ ʟʘʜʘʯʠ. 
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15. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɿʘʧʫʩʪʠʪʴ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ Kaspersky Endpoint Security ʧʝʨʝʤʝʩʪʠʪ ʬʘʡʣ ʚ ʢʘʨʘʥʪʠʥ. 

ɽʩʣʠ ʬʘʡʣ ʟʘʙʣʦʢʠʨʦʚʘʥ ʜʨʫʛʠʤ ʧʨʦʮʝʩʩʦʤ, ʪʦ ʟʘʜʘʯʘ ʙʫʜʝʪ ʦʪʦʙʨʘʞʘʪʴʩʷ ʩʦ ʩʪʘʪʫʩʦʤ ɺʳʧʦʣʥʝʥʦ, ʥʦ ʩʘʤ 

ʬʘʡʣ ʙʫʜʝʪ ʧʦʤʝʱʝʥ ʥʘ ʢʘʨʘʥʪʠʥ ʪʦʣʴʢʦ ʧʦʩʣʝ ʧʝʨʝʟʘʛʨʫʟʢʠ ʢʦʤʧʴʶʪʝʨʘ. ʇʦʩʣʝ ʧʝʨʝʟʘʛʨʫʟʢʠ ʢʦʤʧʴʶʪʝʨʘ 

ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʬʘʡʣ ʫʜʘʣʝʥ. 

ɿʘʜʘʯʘ ʇʦʤʝʱʝʥʠʝ ʬʘʡʣʘ ʥʘ ʢʘʨʘʥʪʠʥ ʤʦʞʝʪ ʙʳʪʴ ʟʘʚʝʨʰʝʥʘ ʩ ʦʰʠʙʢʦʡ ɼʦʩʪʫʧ ʟʘʧʨʝʱʝʥ, ʝʩʣʠ ʚʳ 

ʧʳʪʘʝʪʝʩʴ ʧʦʤʝʩʪʠʪʴ ʥʘ ʢʘʨʘʥʪʠʥ ʟʘʧʫʱʝʥʥʳʡ ʠʩʧʦʣʥʷʝʤʳʡ ʬʘʡʣ. ʉʦʟʜʘʡʪʝ ʟʘʜʘʯʫ ʟʘʚʝʨʰʝʥʠʷ ʧʨʦʮʝʩʩʘ 

(ʩʤ. ʨʘʟʜʝʣ "ɿʘʚʝʨʰʝʥʠʝ ʧʨʦʮʝʩʩʘ" ʥʘ ʩʪʨ. 338) ʜʣʷ ʵʪʦʛʦ ʬʘʡʣʘ, ʘ ʟʘʪʝʤ ʧʦʚʪʦʨʠʪʝ ʧʦʧʳʪʢʫ. 

ɿʘʜʘʯʘ ʇʦʤʝʱʝʥʠʝ ʬʘʡʣʘ ʥʘ ʢʘʨʘʥʪʠʥ ʤʦʞʝʪ ʙʳʪʴ ʟʘʚʝʨʰʝʥʘ ʩ ʦʰʠʙʢʦʡ ʅʝʜʦʩʪʘʪʦʯʥʦ ʤʝʩʪʘ ʚ 

ʭʨʘʥʠʣʠʱʝ ʢʘʨʘʥʪʠʥʘ, ʝʩʣʠ ʚʳ ʧʳʪʘʝʪʝʩʴ ʧʦʤʝʩʪʠʪʴ ʥʘ ʢʘʨʘʥʪʠʥ ʙʦʣʴʰʦʡ ʬʘʡʣ. ʆʯʠʩʪʠʪʝ ʢʘʨʘʥʪʠʥ ʠʣʠ 

ʫʚʝʣʠʯʴʪʝ ʨʘʟʤʝʨ ʢʘʨʘʥʪʠʥʘ (ʩʤ. ʨʘʟʜʝʣ "ʅʘʩʪʨʦʡʢʘ ʤʘʢʩʠʤʘʣʴʥʦʛʦ ʨʘʟʤʝʨʘ ʢʘʨʘʥʪʠʥʘ" ʥʘ ʩʪʨ. 366). ɿʘʪʝʤ 

ʧʦʚʪʦʨʠʪʝ ʧʦʧʳʪʢʫ. 

ɺʳ ʤʦʞʝʪʝ ʚʦʩʩʪʘʥʦʚʠʪʴ ʬʘʡʣ ʠʟ ʢʘʨʘʥʪʠʥʘ ʠʣʠ ʦʯʠʩʪʠʪʴ ʢʘʨʘʥʪʠʥ ʚ Web Console. ɺʦʩʩʪʘʥʦʚʣʝʥʠʝ 

ʦʙʲʝʢʪʦʚ ʜʦʩʪʫʧʥʦ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʣʦʢʘʣʴʥʦ ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ (ʩʤ. ʨʘʟʜʝʣ "RESTORE. ɺʦʩʩʪʘʥʦʚʣʝʥʠʝ 

ʬʘʡʣʦʚ ʠʟ ʢʘʨʘʥʪʠʥʘ" ʥʘ ʩʪʨ. 450). 

 

ʇʦʣʫʯʝʥʠʝ ʬʘʡʣʘ 

ɺʳ ʤʦʞʝʪʝ ʧʦʣʫʯʘʪʴ ʬʘʡʣʳ ʩ ʢʦʤʧʴʶʪʝʨʦʚ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʅʘʧʨʠʤʝʨ, ʚʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʧʦʣʫʯʝʥʠʝ 

ʬʘʡʣʘ ʞʫʨʥʘʣʘ ʩʦʙʳʪʠʡ, ʢʦʪʦʨʳʡ ʩʦʟʜʘʝʪ ʩʪʦʨʦʥʥʝʝ ʧʨʠʣʦʞʝʥʠʝ. ɼʣʷ ʧʦʣʫʯʝʥʠʷ ʬʘʡʣʘ ʚʘʤ ʥʫʞʥʦ ʩʦʟʜʘʪʴ 

ʩʧʝʮʠʘʣʴʥʫʶ ʟʘʜʘʯʫ. ɺ ʨʝʟʫʣʴʪʘʪʝ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ ʬʘʡʣ ʙʫʜʝʪ ʩʦʭʨʘʥʝʥ ʚ ʢʘʨʘʥʪʠʥʝ. ɺʳ ʤʦʞʝʪʝ 

ʟʘʛʨʫʟʠʪʴ ʵʪʦʪ ʬʘʡʣ ʥʘ ʢʦʤʧʴʶʪʝʨ ʠʟ ʢʘʨʘʥʪʠʥʘ ʚ Web Console. ʇʨʠ ʵʪʦʤ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ʬʘʡʣ ʦʩʪʘʝʪʩʷ ʚ ʠʩʭʦʜʥʦʡ ʧʘʧʢʝ. 

ʈʘʟʤʝʨ ʬʘʡʣʘ ʥʝ ʜʦʣʞʝʥ ʧʨʝʚʳʰʘʪʴ 100 ʄɹ. 

ɺʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʟʘʜʘʯʠ ʪʦʣʴʢʦ ʚ Web Console. 

Ʒ ʏʪʦʙʳ ʩʦʟʜʘʪʴ ʟʘʜʘʯʫ ʇʦʣʫʯʝʥʠʝ ʬʘʡʣʘ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ Web Console ʚʳʙʝʨʠʪʝ ɸʢʪʠʚʳ (ʋʩʪʨʦʡʩʪʚʘ) Ÿ ɿʘʜʘʯʠ. 

ʆʪʢʨʦʝʪʩʷ ʩʧʠʩʦʢ ʟʘʜʘʯ. 

2. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

ɿʘʧʫʩʪʠʪʩʷ ʤʘʩʪʝʨ ʩʦʟʜʘʥʠʷ ʟʘʜʘʯʠ. 

3. ʅʘʩʪʨʦʡʪʝ ʧʘʨʘʤʝʪʨʳ ʟʘʜʘʯʠ: 

a. ɺ ʨʘʩʢʨʳʚʘʶʱʝʤʩʷ ʩʧʠʩʢʝ ʇʨʠʣʦʞʝʥʠʝ ʚʳʙʝʨʠʪʝ Kaspersky Endpoint Security ʜʣʷ Windows 

(12.8.0). 

b. ɺ ʨʘʩʢʨʳʚʘʶʱʝʤʩʷ ʩʧʠʩʢʝ ʊʠʧ ʟʘʜʘʯʠ ʚʳʙʝʨʠʪʝ ʇʦʣʫʯʝʥʠʝ ʬʘʡʣʘ. 

c. ɺ ʧʦʣʝ ʅʘʟʚʘʥʠʝ ʟʘʜʘʯʠ ʚʚʝʜʠʪʝ ʢʦʨʦʪʢʦʝ ʦʧʠʩʘʥʠʝ ʟʘʜʘʯʠ. 

d. ɺ ʙʣʦʢʝ ʋʩʪʨʦʡʩʪʚʘ, ʢʦʪʦʨʳʤ ʙʫʜʝʪ ʥʘʟʥʘʯʝʥʘ ʟʘʜʘʯʘ ʚʳʙʝʨʠʪʝ ʦʙʣʘʩʪʴ ʜʝʡʩʪʚʠʷ ʟʘʜʘʯʠ. 

4. ɺʳʙʝʨʠʪʝ ʫʩʪʨʦʡʩʪʚʘ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʚʳʙʨʘʥʥʳʤ ʚʘʨʠʘʥʪʦʤ ʦʙʣʘʩʪʠ ʜʝʡʩʪʚʠʷ ʟʘʜʘʯʠ. ʅʘʞʤʠʪʝ 

ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 
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5. ɺʳʙʝʨʠʪʝ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʧʨʘʚʘ ʢʦʪʦʨʦʛʦ ʪʨʝʙʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʟʘʧʫʩʢʘ 

ʟʘʜʘʯʠ. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ Kaspersky Endpoint Security ʟʘʧʫʩʢʘʝʪ ʟʘʜʘʯʫ ʧʦʜ ʩʠʩʪʝʤʥʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʴʶ 

(SYSTEM). 

6. ɿʘʚʝʨʰʠʪʝ ʨʘʙʦʪʫ ʤʘʩʪʝʨʘ ʧʦ ʢʥʦʧʢʝ ɻʦʪʦʚʦ. 

ɺ ʩʧʠʩʢʝ ʟʘʜʘʯ ʦʪʦʙʨʘʟʠʪʩʷ ʥʦʚʘʷ ʟʘʜʘʯʘ. 

7. ʅʘʞʤʠʪʝ ʥʘ ʥʦʚʫʶ ʟʘʜʘʯʫ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʩʚʦʡʩʪʚ ʟʘʜʘʯʠ. 

8. ɺʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʇʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ. 

9. ɺ ʩʧʠʩʢʝ ʬʘʡʣʦʚ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

ɿʘʧʫʩʪʠʪʩʷ ʤʘʩʪʝʨ ʜʦʙʘʚʣʝʥʠʷ ʬʘʡʣʘ. 

10. ɼʣʷ ʜʦʙʘʚʣʝʥʠʷ ʬʘʡʣʘ ʚʘʤ ʥʫʞʥʦ ʚʚʝʩʪʠ ʧʦʣʥʳʡ ʧʫʪʴ ʢ ʬʘʡʣʫ ʠʣʠ ʭʝʰ ʬʘʡʣʘ ʠ ʧʫʪʴ ʢ ʬʘʡʣʫ. 

ɽʩʣʠ ʬʘʡʣ ʨʘʩʧʦʣʦʞʝʥ ʥʘ ʩʝʪʝʚʦʤ ʜʠʩʢʝ, ʚʚʝʜʠʪʝ ʧʫʪʴ ʢ ʬʘʡʣʫ ʥʘʯʠʥʘʷ ʩ ʩʠʤʚʦʣʦʚ \ \, ʘ ʥʝ ʩ 

ʙʫʢʚʳ ʜʠʩʢʘ. ʅʘʧʨʠʤʝʨ, \ \ server \ shared_folder \ file.exe . ɽʩʣʠ ʧʫʪʴ ʢ ʬʘʡʣʫ 

ʩʦʜʝʨʞʠʪ ʙʫʢʚʫ ʩʝʪʝʚʦʛʦ ʜʠʩʢʘ, ʚʳ ʤʦʞʝʪʝ ʧʦʣʫʯʠʪʴ ʦʰʠʙʢʫ ʌʘʡʣ ʥʝ ʥʘʡʜʝʥ. 

11. ɺ ʦʢʥʝ ʩʚʦʡʩʪʚ ʟʘʜʘʯʠ ʚʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʈʘʩʧʠʩʘʥʠʝ. 

12. ʅʘʩʪʨʦʡʪʝ ʨʘʩʧʠʩʘʥʠʝ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ. 

ɼʣʷ ʵʪʦʡ ʟʘʜʘʯʠ ʬʫʥʢʮʠʷ Wake-on-LAN ʥʝʜʦʩʪʫʧʥʘ. ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʢʦʤʧʴʶʪʝʨ ʚʢʣʶʯʝʥ ʜʣʷ 

ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ. 

13. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

14. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʥʘʧʨʦʪʠʚ ʟʘʜʘʯʠ. 

15. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɿʘʧʫʩʪʠʪʴ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ Kaspersky Endpoint Security ʩʦʟʜʘʩʪ ʢʦʧʠʶ ʬʘʡʣʘ ʠ ʧʦʤʝʩʪʠʪ ʢʦʧʠʶ ʚ ʢʘʨʘʥʪʠʥ. ɺʳ ʤʦʞʝʪʝ 

ʟʘʛʨʫʟʠʪʴ ʬʘʡʣ ʠʟ ʢʘʨʘʥʪʠʥʘ ʚ Web Console. 

 

ʋʜʘʣʝʥʠʝ ʬʘʡʣʘ 

ɺʳ ʤʦʞʝʪʝ ʫʜʘʣʝʥʥʦ ʫʜʘʣʷʪʴ ʬʘʡʣʳ ʩ ʧʦʤʦʱʴʶ ʟʘʜʘʯʠ ʋʜʘʣʝʥʠʝ ʬʘʡʣʘ. ʅʘʧʨʠʤʝʨ, ʚʳ ʤʦʞʝʪʝ ʫʜʘʣʝʥʥʦ 

ʫʜʘʣʠʪʴ ʬʘʡʣ ʧʨʠ ʨʝʘʛʠʨʦʚʘʥʠʠ ʥʘ ʫʛʨʦʟʳ. 

ɿʘʜʘʯʘ ʋʜʘʣʝʥʠʝ ʬʘʡʣʘ ʠʤʝʝʪ ʩʣʝʜʫʶʱʠʝ ʦʛʨʘʥʠʯʝʥʠʷ: 

¶ ʂʨʠʪʠʯʝʩʢʠ ʚʘʞʥʳʝ ʩʠʩʪʝʤʥʳʝ ʦʙʲʝʢʪʳ (ʘʥʛʣ. System Critical Object, SCO) ʫʜʘʣʠʪʴ ʥʝʚʦʟʤʦʞʥʦ. ʂ 

SCO ʦʪʥʦʩʷʪʩʷ ʬʘʡʣʳ, ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʨʘʙʦʪʳ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʠ ʧʨʠʣʦʞʝʥʠʷ Kaspersky 

Endpoint Security ʜʣʷ Windows. 

¶ ɺʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʟʘʜʘʯʠ ʪʦʣʴʢʦ ʚ Web Console. 
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Ʒ ʏʪʦʙʳ ʩʦʟʜʘʪʴ ʟʘʜʘʯʫ ʋʜʘʣʝʥʠʝ ʬʘʡʣʘ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ Web Console ʚʳʙʝʨʠʪʝ ɸʢʪʠʚʳ (ʋʩʪʨʦʡʩʪʚʘ) Ÿ ɿʘʜʘʯʠ. 

ʆʪʢʨʦʝʪʩʷ ʩʧʠʩʦʢ ʟʘʜʘʯ. 

2. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

ɿʘʧʫʩʪʠʪʩʷ ʤʘʩʪʝʨ ʩʦʟʜʘʥʠʷ ʟʘʜʘʯʠ. 

3. ʅʘʩʪʨʦʡʪʝ ʧʘʨʘʤʝʪʨʳ ʟʘʜʘʯʠ: 

a. ɺ ʨʘʩʢʨʳʚʘʶʱʝʤʩʷ ʩʧʠʩʢʝ ʇʨʠʣʦʞʝʥʠʝ ʚʳʙʝʨʠʪʝ Kaspersky Endpoint Security ʜʣʷ Windows 

(12.8.0). 

b. ɺ ʨʘʩʢʨʳʚʘʶʱʝʤʩʷ ʩʧʠʩʢʝ ʊʠʧ ʟʘʜʘʯʠ ʚʳʙʝʨʠʪʝ ʋʜʘʣʝʥʠʝ ʬʘʡʣʘ. 

c. ɺ ʧʦʣʝ ʅʘʟʚʘʥʠʝ ʟʘʜʘʯʠ ʚʚʝʜʠʪʝ ʢʦʨʦʪʢʦʝ ʦʧʠʩʘʥʠʝ ʟʘʜʘʯʠ. 

d. ɺ ʙʣʦʢʝ ʋʩʪʨʦʡʩʪʚʘ, ʢʦʪʦʨʳʤ ʙʫʜʝʪ ʥʘʟʥʘʯʝʥʘ ʟʘʜʘʯʘ ʚʳʙʝʨʠʪʝ ʦʙʣʘʩʪʴ ʜʝʡʩʪʚʠʷ ʟʘʜʘʯʠ. 

4. ɺʳʙʝʨʠʪʝ ʫʩʪʨʦʡʩʪʚʘ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʚʳʙʨʘʥʥʳʤ ʚʘʨʠʘʥʪʦʤ ʦʙʣʘʩʪʠ ʜʝʡʩʪʚʠʷ ʟʘʜʘʯʠ. ʅʘʞʤʠʪʝ 

ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

5. ɺʳʙʝʨʠʪʝ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʧʨʘʚʘ ʢʦʪʦʨʦʛʦ ʪʨʝʙʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʟʘʧʫʩʢʘ 

ʟʘʜʘʯʠ. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ Kaspersky Endpoint Security ʟʘʧʫʩʢʘʝʪ ʟʘʜʘʯʫ ʧʦʜ ʩʠʩʪʝʤʥʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʴʶ 

(SYSTEM). 

6. ɿʘʚʝʨʰʠʪʝ ʨʘʙʦʪʫ ʤʘʩʪʝʨʘ ʧʦ ʢʥʦʧʢʝ ɻʦʪʦʚʦ. 

ɺ ʩʧʠʩʢʝ ʟʘʜʘʯ ʦʪʦʙʨʘʟʠʪʩʷ ʥʦʚʘʷ ʟʘʜʘʯʘ. 

7. ʅʘʞʤʠʪʝ ʥʘ ʥʦʚʫʶ ʟʘʜʘʯʫ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʩʚʦʡʩʪʚ ʟʘʜʘʯʠ. 

8. ɺʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʇʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ. 

9. ɺ ʩʧʠʩʢʝ ʬʘʡʣʦʚ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

ɿʘʧʫʩʪʠʪʩʷ ʤʘʩʪʝʨ ʜʦʙʘʚʣʝʥʠʷ ʬʘʡʣʘ. 

10. ɼʣʷ ʜʦʙʘʚʣʝʥʠʷ ʬʘʡʣʘ ʚʘʤ ʥʫʞʥʦ ʚʚʝʩʪʠ ʧʦʣʥʳʡ ʧʫʪʴ ʢ ʬʘʡʣʫ ʠʣʠ ʭʝʰ ʬʘʡʣʘ ʠ ʧʫʪʴ ʢ ʬʘʡʣʫ. 

ɽʩʣʠ ʬʘʡʣ ʨʘʩʧʦʣʦʞʝʥ ʥʘ ʩʝʪʝʚʦʤ ʜʠʩʢʝ, ʚʚʝʜʠʪʝ ʧʫʪʴ ʢ ʬʘʡʣʫ ʥʘʯʠʥʘʷ ʩ ʩʠʤʚʦʣʦʚ \ \, ʘ ʥʝ ʩ 

ʙʫʢʚʳ ʜʠʩʢʘ. ʅʘʧʨʠʤʝʨ, \ \ server \ shared_folder \ file.exe . ɽʩʣʠ ʧʫʪʴ ʢ ʬʘʡʣʫ 

ʩʦʜʝʨʞʠʪ ʙʫʢʚʫ ʩʝʪʝʚʦʛʦ ʜʠʩʢʘ, ʚʳ ʤʦʞʝʪʝ ʧʦʣʫʯʠʪʴ ʦʰʠʙʢʫ ʌʘʡʣ ʥʝ ʥʘʡʜʝʥ. 

11. ɺ ʦʢʥʝ ʩʚʦʡʩʪʚ ʟʘʜʘʯʠ ʚʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʈʘʩʧʠʩʘʥʠʝ. 

12. ʅʘʩʪʨʦʡʪʝ ʨʘʩʧʠʩʘʥʠʝ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ. 

ɼʣʷ ʵʪʦʡ ʟʘʜʘʯʠ ʬʫʥʢʮʠʷ Wake-on-LAN ʥʝʜʦʩʪʫʧʥʘ. ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʢʦʤʧʴʶʪʝʨ ʚʢʣʶʯʝʥ ʜʣʷ 

ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ. 

13. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

14. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʥʘʧʨʦʪʠʚ ʟʘʜʘʯʠ. 
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15. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɿʘʧʫʩʪʠʪʴ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ Kaspersky Endpoint Security ʫʜʘʣʠʪ ʬʘʡʣ ʩ ʢʦʤʧʴʶʪʝʨʘ. ɽʩʣʠ ʬʘʡʣ ʟʘʙʣʦʢʠʨʦʚʘʥ ʜʨʫʛʠʤ 

ʧʨʦʮʝʩʩʦʤ, ʪʦ ʟʘʜʘʯʘ ʙʫʜʝʪ ʦʪʦʙʨʘʞʘʪʴʩʷ ʩʦ ʩʪʘʪʫʩʦʤ ɺʳʧʦʣʥʝʥʦ, ʥʦ ʩʘʤ ʬʘʡʣ ʙʫʜʝʪ ʫʜʘʣʝʥ ʪʦʣʴʢʦ 

ʧʦʩʣʝ ʧʝʨʝʟʘʛʨʫʟʢʠ ʢʦʤʧʴʶʪʝʨʘ. ʇʦʩʣʝ ʧʝʨʝʟʘʛʨʫʟʢʠ ʢʦʤʧʴʶʪʝʨʘ ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʬʘʡʣ ʫʜʘʣʝʥ. 

ɿʘʜʘʯʘ ʋʜʘʣʝʥʠʝ ʬʘʡʣʘ ʤʦʞʝʪ ʙʳʪʴ ʟʘʚʝʨʰʝʥʘ ʩ ʦʰʠʙʢʦʡ ɼʦʩʪʫʧ ʟʘʧʨʝʱʝʥ, ʝʩʣʠ ʚʳ ʧʳʪʘʝʪʝʩʴ ʫʜʘʣʠʪʴ 

ʟʘʧʫʱʝʥʥʳʡ ʠʩʧʦʣʥʷʝʤʳʡ ʬʘʡʣ. ʉʦʟʜʘʡʪʝ ʟʘʜʘʯʫ ʟʘʚʝʨʰʝʥʠʷ ʧʨʦʮʝʩʩʘ (ʩʤ. ʨʘʟʜʝʣ "ɿʘʚʝʨʰʝʥʠʝ 

ʧʨʦʮʝʩʩʘ" ʥʘ ʩʪʨ. 338) ʜʣʷ ʵʪʦʛʦ ʬʘʡʣʘ, ʘ ʟʘʪʝʤ ʧʦʚʪʦʨʠʪʝ ʧʦʧʳʪʢʫ. 

 

ɿʘʧʫʩʢ ʧʨʦʮʝʩʩʘ 

ɺʳ ʤʦʞʝʪʝ ʫʜʘʣʝʥʥʦ ʟʘʧʫʩʢʘʪʴ ʬʘʡʣʳ ʩ ʧʦʤʦʱʴʶ ʟʘʜʘʯʠ ɿʘʧʫʩʢ ʧʨʦʮʝʩʩʘ. ʅʘʧʨʠʤʝʨ, ʚʳ ʤʦʞʝʪʝ ʫʜʘʣʝʥʥʦ 

ʟʘʧʫʩʢʘʪʴ ʫʪʠʣʠʪʫ, ʢʦʪʦʨʘʷ ʩʦʟʜʘʝʪ ʬʘʡʣ ʩ ʢʦʥʬʠʛʫʨʘʮʠʝʡ ʢʦʤʧʴʶʪʝʨʘ. ɼʘʣʝʝ ʩ ʧʦʤʦʱʴʶ ʟʘʜʘʯʠ 

ʇʦʣʫʯʝʥʠʝ ʬʘʡʣʘ (ʩʤ. ʨʘʟʜʝʣ "ʇʦʣʫʯʝʥʠʝ ʬʘʡʣʘ" ʥʘ ʩʪʨ. 334), ʚʳ ʤʦʞʝʪʝ ʧʦʣʫʯʠʪʴ ʩʦʟʜʘʥʥʳʡ ʬʘʡʣ ʚ 

Kaspersky Security Center Web Console. 

ɺʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʟʘʜʘʯʠ ʪʦʣʴʢʦ ʚ Web Console. 

Ʒ ʏʪʦʙʳ ʩʦʟʜʘʪʴ ʟʘʜʘʯʫ ɿʘʧʫʩʢ ʧʨʦʮʝʩʩʘ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ Web Console ʚʳʙʝʨʠʪʝ ɸʢʪʠʚʳ (ʋʩʪʨʦʡʩʪʚʘ) Ÿ ɿʘʜʘʯʠ. 

ʆʪʢʨʦʝʪʩʷ ʩʧʠʩʦʢ ʟʘʜʘʯ. 

2. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

ɿʘʧʫʩʪʠʪʩʷ ʤʘʩʪʝʨ ʩʦʟʜʘʥʠʷ ʟʘʜʘʯʠ. 

3. ʅʘʩʪʨʦʡʪʝ ʧʘʨʘʤʝʪʨʳ ʟʘʜʘʯʠ: 

a. ɺ ʨʘʩʢʨʳʚʘʶʱʝʤʩʷ ʩʧʠʩʢʝ ʇʨʠʣʦʞʝʥʠʝ ʚʳʙʝʨʠʪʝ Kaspersky Endpoint Security ʜʣʷ Windows 

(12.8.0). 

b. ɺ ʨʘʩʢʨʳʚʘʶʱʝʤʩʷ ʩʧʠʩʢʝ ʊʠʧ ʟʘʜʘʯʠ ʚ ʙrʝʨʠʪʝ ɿʘʧʫʩʢ ʧʨʦʮʝʩʩʘ. 

c. ɺ ʧʦʣʝ ʅʘʟʚʘʥʠʝ ʟʘʜʘʯʠ ʚʚʝʜʠʪʝ ʢʦʨʦʪʢʦʝ ʦʧʠʩʘʥʠʝ ʟʘʜʘʯʠ. 

d. ɺ ʙʣʦʢʝ ʋʩʪʨʦʡʩʪʚʘ, ʢʦʪʦʨʳʤ ʙʫʜʝʪ ʥʘʟʥʘʯʝʥʘ ʟʘʜʘʯʘ ʚʳʙʝʨʠʪʝ ʦʙʣʘʩʪʴ ʜʝʡʩʪʚʠʷ ʟʘʜʘʯʠ. 

4. ɺʳʙʝʨʠʪʝ ʫʩʪʨʦʡʩʪʚʘ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʚʳʙʨʘʥʥʳʤ ʚʘʨʠʘʥʪʦʤ ʦʙʣʘʩʪʠ ʜʝʡʩʪʚʠʷ ʟʘʜʘʯʠ. ʅʘʞʤʠʪʝ 

ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

5. ɺʳʙʝʨʠʪʝ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʧʨʘʚʘ ʢʦʪʦʨʦʛʦ ʪʨʝʙʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʟʘʧʫʩʢʘ 

ʟʘʜʘʯʠ. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ Kaspersky Endpoint Security ʟʘʧʫʩʢʘʝʪ ʟʘʜʘʯʫ ʧʦʜ ʩʠʩʪʝʤʥʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʴʶ 

(SYSTEM). 

6. ɿʘʚʝʨʰʠʪʝ ʨʘʙʦʪʫ ʤʘʩʪʝʨʘ ʧʦ ʢʥʦʧʢʝ ɻʦʪʦʚʦ. 

ɺ ʩʧʠʩʢʝ ʟʘʜʘʯ ʦʪʦʙʨʘʟʠʪʩʷ ʥʦʚʘʷ ʟʘʜʘʯʘ. 

7. ʅʘʞʤʠʪʝ ʥʘ ʥʦʚʫʶ ʟʘʜʘʯʫ. 
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8. ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʩʚʦʡʩʪʚ ʟʘʜʘʯʠ. 

9. ɺʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʇʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ. 

10. ɺʚʝʜʠʪʝ ʢʦʤʘʥʜʫ ʟʘʧʫʩʢʘ ʧʨʦʮʝʩʩʘ. 

ʅʘʧʨʠʤʝʨ, ʚʳ ʭʦʪʠʪʝ ʟʘʧʫʩʪʠʪʴ ʫʪʠʣʠʪʫ (utility.exe ), ʢʦʪʦʨʘʷ ʩʦʭʨʘʥʷʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦ 

ʢʦʥʬʠʛʫʨʘʮʠʠ ʢʦʤʧʴʶʪʝʨʘ ʚ ʬʘʡʣ conf.txt  ʚ ʪʝʢʫʱʫʶ ʧʘʧʢʫ (ʧʦ ʫʤʦʣʯʘʥʠʶ). ʋʪʠʣʠʪʘ 

ʨʘʩʧʦʣʦʞʝʥʘ ʚ ʧʘʧʢʝ C: \ Users \ admin \ Diagnostic \ . ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ ʥʝʦʙʭʦʜʠʤʦ 

ʩʦʭʨʘʥʠʪʴ ʚ ʧʘʧʢʝ C: \ Users \ admin \ Documents \ Configuration . ɺʚʝʜʠʪʝ ʩʣʝʜʫʶʱʠʝ 

ʟʥʘʯʝʥʠʷ: 

¶ ʀʩʧʦʣʥʷʝʤʘʷ ʢʦʤʘʥʜʘ ï C: \ Users \ admin \ Diagnostic \ utility.exe  

¶ ɸʨʛʫʤʝʥʪʳ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ (ʥʝʦʙʷʟʘʪʝʣʴʥʦ) ï /R conf.txt  

¶ ʇʫʪʴ ʢ ʨʘʙʦʯʝʡ ʧʘʧʢʝ (ʥʝʦʙʷʟʘʪʝʣʴʥʦ) ï C: \ Users \ admin \ Documents \ Configuration  

11. ɺ ʦʢʥʝ ʩʚʦʡʩʪʚ ʟʘʜʘʯʠ ʚʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʈʘʩʧʠʩʘʥʠʝ. 

12. ʅʘʩʪʨʦʡʪʝ ʨʘʩʧʠʩʘʥʠʝ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ. 

ɼʣʷ ʵʪʦʡ ʟʘʜʘʯʠ ʬʫʥʢʮʠʷ Wake-on-LAN ʥʝʜʦʩʪʫʧʥʘ. ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʢʦʤʧʴʶʪʝʨ ʚʢʣʶʯʝʥ ʜʣʷ 

ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ. 

13. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

14. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʥʘʧʨʦʪʠʚ ʟʘʜʘʯʠ. 

15. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɿʘʧʫʩʪʠʪʴ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ Kaspersky Endpoint Security ʚʳʧʦʣʥʠʪ ʢʦʤʘʥʜʫ ʚ ʪʠʭʦʤ ʨʝʞʠʤʝ ʠ ʟʘʧʫʩʪʠʪ ʧʨʦʮʝʩʩ. ɺʳ 

ʤʦʞʝʪʝ ʧʨʦʩʤʦʪʨʝʪʴ ʨʝʟʫʣʴʪʘʪʳ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ ʚ ʩʚʦʡʩʪʚʘʭ ʟʘʜʘʯʠ ʚ ʨʘʟʜʝʣʝ ʈʝʟʫʣʴʪʘʪʳ 

ʚʳʧʦʣʥʝʥʠʷ. 

 

ɿʘʚʝʨʰʝʥʠʝ ʧʨʦʮʝʩʩʘ 

ɺʳ ʤʦʞʝʪʝ ʫʜʘʣʝʥʥʦ ʟʘʚʝʨʰʘʪʴ ʧʨʦʮʝʩʩʳ ʩ ʧʦʤʦʱʴʶ ʟʘʜʘʯʠ ɿʘʚʝʨʰʝʥʠʝ ʧʨʦʮʝʩʩʘ. ʅʘʧʨʠʤʝʨ, ʚʳ ʤʦʞʝʪʝ 

ʫʜʘʣʝʥʥʦ ʟʘʚʝʨʰʠʪʴ ʨʘʙʦʪʫ ʫʪʠʣʠʪʳ ʧʨʦʚʝʨʢʠ ʩʢʦʨʦʩʪʠ ʠʥʪʝʨʥʝʪʘ, ʢʦʪʦʨʘʷ ʙʳʣʘ ʟʘʧʫʱʝʥʘ ʩ ʧʦʤʦʱʴʶ 

ʟʘʜʘʯʠ ɿʘʧʫʩʢ ʧʨʦʮʝʩʩʘ (ʩʤ. ʨʘʟʜʝʣ "ɿʘʧʫʩʢ ʧʨʦʮʝʩʩʘ" ʥʘ ʩʪʨ. 337). 

ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʟʘʧʨʝʪʠʪʴ ʟʘʧʫʩʢ ʬʘʡʣʘ, ʚʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʢʦʤʧʦʥʝʥʪ ɿʘʧʨʝʪ ʟʘʧʫʩʢʘ ʦʙʲʝʢʪʦʚ (ʩʤ. 

ʨʘʟʜʝʣ "ɿʘʧʨʝʪ ʟʘʧʫʩʢʘ ʦʙʲʝʢʪʦʚ" ʥʘ ʩʪʨ. 340). ɺʳ ʤʦʞʝʪʝ ʟʘʧʨʝʪʠʪʴ ʟʘʧʫʩʢ ʠʩʧʦʣʥʷʝʤʳʭ ʬʘʡʣʦʚ, ʩʢʨʠʧʪʦʚ, 

ʬʘʡʣʦʚ ʦʬʠʩʥʦʛʦ ʬʦʨʤʘʪʘ. 

ɿʘʜʘʯʘ ɿʘʚʝʨʰʝʥʠʝ ʧʨʦʮʝʩʩʘ ʠʤʝʝʪ ʩʣʝʜʫʶʱʠʝ ʦʛʨʘʥʠʯʝʥʠʷ: 

¶ ɿʘʚʝʨʰʠʪʴ ʧʨʦʮʝʩʩʳ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʳʭ ʩʠʩʪʝʤʥʳʭ ʦʙʲʝʢʪʦʚ (ʘʥʛʣ. System Critical Object, SCO) 

ʥʝʚʦʟʤʦʞʥʦ. ʂ SCO ʦʪʥʦʩʷʪʩʷ ʬʘʡʣʳ, ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʨʘʙʦʪʳ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʠ 

ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security. 

¶ ɺʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʟʘʜʘʯʠ ʪʦʣʴʢʦ ʚ Web Console. 

Ʒ ʏʪʦʙʳ ʩʦʟʜʘʪʴ ʟʘʜʘʯʫ ɿʘʚʝʨʰʝʥʠʝ ʧʨʦʮʝʩʩʘ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ Web Console ʚʳʙʝʨʠʪʝ ɸʢʪʠʚʳ (ʋʩʪʨʦʡʩʪʚʘ) Ÿ ɿʘʜʘʯʠ. 
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ʆʪʢʨʦʝʪʩʷ ʩʧʠʩʦʢ ʟʘʜʘʯ. 

2. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

ɿʘʧʫʩʪʠʪʩʷ ʤʘʩʪʝʨ ʩʦʟʜʘʥʠʷ ʟʘʜʘʯʠ. 

3. ʅʘʩʪʨʦʡʪʝ ʧʘʨʘʤʝʪʨʳ ʟʘʜʘʯʠ: 

a. ɺ ʨʘʩʢʨʳʚʘʶʱʝʤʩʷ ʩʧʠʩʢʝ ʇʨʠʣʦʞʝʥʠʝ ʚʳʙʝʨʠʪʝ Kaspersky Endpoint Security ʜʣʷ Windows 

(12.8.0). 

b. ɺ ʨʘʩʢʨʳʚʘʶʱʝʤʩʷ ʩʧʠʩʢʝ ʊʠʧ ʟʘʜʘʯʠ ʚʳʙʝʨʠʪʝ ɿʘʚʝʨʰʝʥʠʝ ʧʨʦʮʝʩʩʘ. 

c. ɺ ʧʦʣʝ ʅʘʟʚʘʥʠʝ ʟʘʜʘʯʠ ʚʚʝʜʠʪʝ ʢʦʨʦʪʢʦʝ ʦʧʠʩʘʥʠʝ ʟʘʜʘʯʠ. 

d. ɺ ʙʣʦʢʝ ʋʩʪʨʦʡʩʪʚʘ, ʢʦʪʦʨʳʤ ʙʫʜʝʪ ʥʘʟʥʘʯʝʥʘ ʟʘʜʘʯʘ ʚʳʙʝʨʠʪʝ ʦʙʣʘʩʪʴ ʜʝʡʩʪʚʠʷ ʟʘʜʘʯʠ. 

4. ɺʳʙʝʨʠʪʝ ʫʩʪʨʦʡʩʪʚʘ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʚʳʙʨʘʥʥʳʤ ʚʘʨʠʘʥʪʦʤ ʦʙʣʘʩʪʠ ʜʝʡʩʪʚʠʷ ʟʘʜʘʯʠ. ʅʘʞʤʠʪʝ 

ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

5. ɺʳʙʝʨʠʪʝ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʧʨʘʚʘ ʢʦʪʦʨʦʛʦ ʪʨʝʙʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʟʘʧʫʩʢʘ 

ʟʘʜʘʯʠ. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ Kaspersky Endpoint Security ʟʘʧʫʩʢʘʝʪ ʟʘʜʘʯʫ ʧʦʜ ʩʠʩʪʝʤʥʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʴʶ 

(SYSTEM). 

6. ɿʘʚʝʨʰʠʪʝ ʨʘʙʦʪʫ ʤʘʩʪʝʨʘ ʧʦ ʢʥʦʧʢʝ ɻʦʪʦʚʦ. 

ɺ ʩʧʠʩʢʝ ʟʘʜʘʯ ʦʪʦʙʨʘʟʠʪʩʷ ʥʦʚʘʷ ʟʘʜʘʯʘ. 

7. ʅʘʞʤʠʪʝ ʥʘ ʥʦʚʫʶ ʟʘʜʘʯʫ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʩʚʦʡʩʪʚ ʟʘʜʘʯʠ. 

8. ɺr ʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʇʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ. 

9. ɼʣʷ ʟʘʚʝʨʰʝʥʠʷ ʧʨʦʮʝʩʩʘ ʚʘʤ ʥʫʞʥʦ ʚʳʙʨʘʪʴ ʬʘʡʣ, ʨʘʙʦʪʫ ʢʦʪʦʨʦʛʦ ʚʳ ʭʦʪʠʪʝ ʟʘʚʝʨʰʠʪʴ. ɺʳ 

ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʬʘʡʣ ʩʣʝʜʫʶʱʠʤʠ ʩʧʦʩʦʙʘʤʠ: 

¶ ɺʚʝʜʠʪʝ ʧʦʣʥʳʡ ʧʫʪʴ ʢ ʬʘʡʣʫ. 

¶ ɺʚʝʜʠʪʝ ʭʝʰ ʬʘʡʣʘ ʠ ʧʫʪʴ ʢ ʬʘʡʣʫ. 

¶ ɺʚʝʜʠʪʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʨʦʮʝʩʩʘ PID (ʪʦʣʴʢʦ ʜʣʷ ʣʦʢʘʣʴʥʳʭ ʟʘʜʘʯ). 

ɽʩʣʠ ʬʘʡʣ ʨʘʩʧʦʣʦʞʝʥ ʥʘ ʩʝʪʝʚʦʤ ʜʠʩʢʝ, ʚʚʝʜʠʪʝ ʧʫʪʴ ʢ ʬʘʡʣʫ ʥʘʯʠʥʘʷ ʩ ʩʠʤʚʦʣʦʚ \ \, ʘ ʥʝ ʩ 

ʙʫʢʚʳ ʜʠʩʢʘ. ʅʘʧʨʠʤʝʨ, \ \ server \ shared_folder \ file.exe . ɽʩʣʠ ʧʫʪʴ ʢ ʬʘʡʣʫ 

ʩʦʜʝʨʞʠʪ ʙʫʢʚʫ ʩʝʪʝʚʦʛʦ ʜʠʩʢʘ, ʚʳ ʤʦʞʝʪʝ ʧʦʣʫʯʠʪʴ ʦʰʠʙʢʫ ʌʘʡʣ ʥʝ ʥʘʡʜʝʥ. 

10. ɺ ʦʢʥʝ ʩʚʦʡʩʪʚ ʟʘʜʘʯʠ ʚʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʈʘʩʧʠʩʘʥʠʝ. 

11. ʅʘʩʪʨʦʡʪʝ ʨʘʩʧʠʩʘʥʠʝ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ. 

ɼʣʷ ʵʪʦʡ ʟʘʜʘʯʠ ʬʫʥʢʮʠʷ Wake-on-LAN ʥʝʜʦʩʪʫʧʥʘ. ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʢʦʤʧʴʶʪʝʨ ʚʢʣʶʯʝʥ ʜʣʷ 

ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ. 

12. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʉʦʭʨʘʥʠʪʴ. 

13. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʥʘʧʨʦʪʠʚ ʟʘʜʘʯʠ. 
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14. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɿʘʧʫʩʪʠʪʴ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ Kaspersky Endpoint Security ʟʘʚʝʨʰʠʪ ʧʨʦʮʝʩʩ ʥʘ ʢʦʤʧʴʶʪʝʨʝ. ʅʘʧʨʠʤʝʨ, ʝʩʣʠ ʥʘ 

ʢʦʤʧʴʶʪʝʨʝ ʟʘʧʫʱʝʥʦ ʧʨʠʣʦʞʝʥʠʝ GAME ʠ ʚʳ ʟʘʚʝʨʰʠʣʠ ʧʨʦʮʝʩʩ game.exe, ʧʨʠʣʦʞʝʥʠʝ ʙʫʜʝʪ 

ʟʘʢʨʳʪʦ ʙʝʟ ʩʦʭʨʘʥʝʥʠʷ ʜʘʥʥʳʭ. ɺʳ ʤʦʞʝʪʝ ʧʨʦʩʤʦʪʨʝʪʴ ʨʝʟʫʣʴʪʘʪʳ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ ʚ ʩʚʦʡʩʪʚʘʭ 

ʟʘʜʘʯʠ ʚ ʨʘʟʜʝʣʝ ʈʝʟʫʣʴʪʘʪʳ. 

 

ɿʘʧʨʝʪ ʟʘʧʫʩʢʘ ʦʙʲʝʢʪʦʚ 

ɿʘʧʨʝʪ ʟʘʧʫʩʢʘ ʦʙʲʝʢʪʦʚ ʧʦʟʚʦʣʷʝʪ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʟʘʧʫʩʢ ʠʩʧʦʣʥʷʝʤʳʭ ʬʘʡʣʦʚ ʠ ʩʢʨʠʧʪʦʚ, ʘ ʪʘʢʞʝ 

ʦʪʢʨʳʪʠʝ ʬʘʡʣʦʚ ʦʬʠʩʥʦʛʦ ʬʦʨʤʘʪʘ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʚʳ ʤʦʞʝʪʝ, ʥʘʧʨʠʤʝʨ, ʟʘʧʨʝʪʠʪʴ ʟʘʧʫʩʢ ʧʨʠʣʦʞʝʥʠʡ, 

ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʪʦʨʳʭ ʩʯʠʪʘʝʪʝ ʥʝʙʝʟʦʧʘʩʥʳʤ. ɺ ʨʝʟʫʣʴʪʘʪʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ʫʛʨʦʟʳ ʤʦʞʝʪ ʙʳʪʴ 

ʦʩʪʘʥʦʚʣʝʥʦ. ɿʘʧʨʝʪ ʟʘʧʫʩʢʘ ʦʙʲʝʢʪʦʚ ʧʦʜʜʝʨʞʠʚʘʝʪ ʦʧʨʝʜʝʣʝʥʥʳʡ ʥʘʙʦʨ ʨʘʩʰʠʨʝʥʠʡ ʬʘʡʣʦʚ ʦʬʠʩʥʦʛʦ 

ʬʦʨʤʘʪʘ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʠʣʦʞʝʥʠʝ 7. ʇʦʜʜʝʨʞʠʚʘʝʤʳʝ ʨʘʩʰʠʨʝʥʠʷ ʬʘʡʣʦʚ ʜʣʷ ɿʘʧʨʝʪʘ ʟʘʧʫʩʢʘ ʦʙʲʝʢʪʦʚ" 

ʥʘ ʩʪʨ. 519) ʠ ʦʧʨʝʜʝʣʝʥʥʳʡ ʥʘʙʦʨ ʠʥʪʝʨʧʨʝʪʘʪʦʨʦʚ ʩʢʨʠʧʪʦʚ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʠʣʦʞʝʥʠʝ 8. 

ʇʦʜʜʝʨʞʠʚʘʝʤʳʝ ʠʥʪʝʨʧʨʝʪʘʪʦʨʳ ʩʢʨʠʧʪʦʚ ʜʣʷ ɿʘʧʨʝʪʘ ʟʘʧʫʩʢʘ ʦʙʲʝʢʪʦʚ" ʥʘ ʩʪʨ. 524). 

ʇʨʘʚʠʣʦ ʟʘʧʨʝʪʘ ʟʘʧʫʩʢʘ 

ɿʘʧʨʝʪ ʟʘʧʫʩʢʘ ʦʙʲʝʢʪʦʚ ʫʧʨʘʚʣʷʝʪ ʜʦʩʪʫʧʦʤ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʢ ʬʘʡʣʘʤ ʩ ʧʦʤʦʱʴʶ ʧʨʘʚʠʣ ʟʘʧʨʝʪʘ ʟʘʧʫʩʢʘ. 

ʇʨʘʚʠʣʦ ʟʘʧʨʝʪʘ ʟʘʧʫʩʢʘ ï ʵʪʦ ʥʘʙʦʨ ʢʨʠʪʝʨʠʝʚ, ʢʦʪʦʨʳʝ ʧʨʠʣʦʞʝʥʠʝ ʫʯʠʪʳʚʘʝʪ ʧʨʠ ʨʝʘʛʠʨʦʚʘʥʠʠ ʥʘ 

ʟʘʧʫʩʢ ʦʙʲʝʢʪʘ, ʥʘʧʨʠʤʝʨ, ʧʨʠ ʙʣʦʢʠʨʦʚʘʥʠʠ ʟʘʧʫʩʢʘ ʦʙʲʝʢʪʘ. ʇʨʠʣʦʞʝʥʠʝ ʠʜʝʥʪʠʬʠʮʠʨʫʝʪ ʬʘʡʣʳ ʧʦ ʠʭ 

ʧʫʪʠ ʠʣʠ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʝ ʩ ʧʦʤʦʱʴʶ ʘʣʛʦʨʠʪʤʦʚ ʭʝʰʠʨʦʚʘʥʠʷ MD5 ʠ SHA256. 

ɺʳ ʤʦʞʝʪʝ ʩʦʟʜʘʚʘʪʴ ʧʨʘʚʠʣʘ ʟʘʧʨʝʪʘ ʟʘʧʫʩʢʘ ʩʣʝʜʫʶʱʠʤʠ ʩʧʦʩʦʙʘʤʠ: 

¶ ɺ ʜʝʪʘʣʷʭ ʘʣʝʨʪʘ (ʪʦʣʴʢʦ ʜʣʷ EDR Optimum). 

ɼʝʪʘʣʠ ʦʙʥʘʨʫʞʝʥʠʷ ï ʠʥʩʪʨʫʤʝʥʪ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʚʩʝʡ ʩʦʙʨʘʥʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʦʙʥʘʨʫʞʝʥʥʦʡ 

ʫʛʨʦʟʝ. ɼʝʪʘʣʠ ʦʙʥʘʨʫʞʝʥʠʷ ʩʦʜʝʨʞʘʪ, ʥʘʧʨʠʤʝʨ, ʠʩʪʦʨʠʶ ʧʦʷʚʣʝʥʠʷ ʬʘʡʣʦʚ ʥʘ ʢʦʤʧʴʶʪʝʨʝ. 

ʇʦʜʨʦʙʥʝʝ ʦ ʨʘʙʦʪʝ ʩ ʜʝʪʘʣʷʤʠ ʦʙʥʘʨʫʞʝʥʠʷ ʩʤ. ʚ ʩʧʨʘʚʢʝ Kaspersky Endpoint Detection and 

Response Optimum (https://support.kaspersky.com/KEDR_Optimum/2.3/ru-RU/index.htm). 

¶ ʉ ʧʦʤʦʱʴʶ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ ʠʣʠ ʣʦʢʘʣʴʥʳʭ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ. 

ɺʘʤ ʥʫʞʥʦ ʚʚʝʩʪʠ ʧʫʪʴ ʢ ʬʘʡʣʫ ʠʣʠ ʭʝʰ ʬʘʡʣʘ (SHA256 ʠʣʠ MD5), ʠʣʠ ʧʫʪʴ ʢ ʬʘʡʣʫ ʠ ʭʝʰ ʬʘʡʣʘ. 

ɺʳ ʪʘʢʞʝ ʤʦʞʝʪʝ ʫʧʨʘʚʣʷʪʴ ɿʘʧʨʝʪʦʤ ʟʘʧʫʩʢʘ ʦʙʲʝʢʪʦʚ ʣʦʢʘʣʴʥʦ ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ (ʩʤ. ʨʘʟʜʝʣ 

"PREVENTION. ʋʧʨʘʚʣʝʥʠʝ ɿʘʧʨʝʪʦʤ ʟʘʧʫʩʢʘ ʦʙʲʝʢʪʦʚ" ʥʘ ʩʪʨ. 448). 

ɿʘʧʨʝʪ ʟʘʧʫʩʢʘ ʦʙʲʝʢʪʦʚ ʠʤʝʝʪ ʩʣʝʜʫʶʱʠʝ ʦʛʨʘʥʠʯʝʥʠʷ: 

1. ʇʨʘʚʠʣʘ ʟʘʧʨʝʪʘ ʥʝ ʨʘʩʧʨʦʩʪʨʘʥʷʶʪʩʷ ʥʘ ʬʘʡʣʳ, ʨʘʩʧʦʣʦʞʝʥʥʳʝ ʥʘ ʢʦʤʧʘʢʪ-ʜʠʩʢʘʭ ʠʣʠ ʚ ISO-

ʦʙʨʘʟʘʭ. ʇʨʠʣʦʞʝʥʠʝ ʥʝ ʙʫʜʝʪ ʙʣʦʢʠʨʦʚʘʪʴ ʠʩʧʦʣʥʝʥʠʝ ʠʣʠ ʦʪʢʨʳʪʠʝ ʵʪʠʭ ʬʘʡʣʦʚ. 

2. ʅʝʚʦʟʤʦʞʥʦ ʟʘʧʨʝʪʠʪʴ ʟʘʧʫʩʢ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʳʭ ʩʠʩʪʝʤʥʳʭ ʦʙʲʝʢʪʦʚ (ʘʥʛʣ. System Critical Object, 

SCO). ʂ SCO ʦʪʥʦʩʷʪʩʷ ʬʘʡʣʳ, ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʨʘʙʦʪʳ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʠ ʧʨʠʣʦʞʝʥʠʷ 

Kaspersky Endpoint Security ʜʣʷ Windows. 

3. ʅʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʩʦʟʜʘʚʘʪʴ ʙʦʣʝʝ 5000 ʧʨʘʚʠʣ ʟʘʧʨʝʪʘ ʟʘʧʫʩʢʘ, ʧʦʩʢʦʣʴʢʫ ʵʪʦ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ 

ʥʝʩʪʘʙʠʣʴʥʦʩʪʠ ʩʠʩʪʝʤʳ. 

ʈʝʞʠʤʳ ʧʨʠʤʝʥʝʥʠʷ ʧʨʘʚʠʣ ʟʘʧʨʝʪʘ ʟʘʧʫʩʢʘ 

ʂʦʤʧʦʥʝʥʪ ɿʘʧʨʝʪ ʟʘʧʫʩʢʘ ʦʙʲʝʢʪʦʚ ʤʦʞʝʪ ʨʘʙʦʪʘʪʴ ʚ ʜʚʫʭ ʨʝʞʠʤʘʭ: 

¶ ʊʦʣʴʢʦ ʩʪʘʪʠʩʪʠʢʘ. 

https://support.kaspersky.com/KEDR_Optimum/2.3/ru-RU/index.htm
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ɺ ʵʪʦʤ ʨʝʞʠʤʝ Kaspersky Endpoint Security ʧʫʙʣʠʢʫʝʪ ʚ ɾʫʨʥʘʣ ʩʦʙʳʪʠʡ Windows ʠ Kaspersky 

Security Center ʩʦʙʳʪʠʝ ʦ ʧʦʧʳʪʢʘʭ ʟʘʧʫʩʢʘ ʠʩʧʦʣʥʷʝʤʳʭ ʦʙʲʝʢʪʦʚ ʠʣʠ ʦʪʢʨʳʪʠʷ ʜʦʢʫʤʝʥʪʦʚ, 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʢʨʠʪʝʨʠʷʤ ʧʨʘʚʠʣ ʟʘʧʨʝʪʘ, ʥʦ ʥʝ ʙʣʦʢʠʨʫʝʪ ʠʭ ʟʘʧʫʩʢ ʠʣʠ ʦʪʢʨʳʪʠʝ. ʕʪʦʪ ʨʝʞʠʤ 

ʚʳʙʨʘʥ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

¶ ɸʢʪʠʚʥʳʡ. 

ɺ ʵʪʦʤ ʨʝʞʠʤʝ ʧʨʠʣʦʞʝʥʠʝ ʙʣʦʢʠʨʫʝʪ ʟʘʧʫʩʢ ʦʙʲʝʢʪʦʚ ʠʣʠ ʦʪʢʨʳʪʠʝ ʜʦʢʫʤʝʥʪʦʚ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ 

ʢʨʠʪʝʨʠʷʤ ʧʨʘʚʠʣ ʟʘʧʨʝʪʘ. ʊʘʢʞʝ ʧʨʠʣʦʞʝʥʠʝ ʧʫʙʣʠʢʫʝʪ ʚ ʞʫʨʥʘʣ ʩʦʙʳʪʠʡ Windows ʠ Kaspersky 

Security Center ʩʦʙʳʪʠʝ ʦ ʧʦʧʳʪʢʘʭ ʟʘʧʫʩʢʘ ʦʙʲʝʢʪʦʚ ʠʣʠ ʦʪʢʨʳʪʠʷ ʜʦʢʫʤʝʥʪʦʚ. 

ʋʧʨʘʚʣʝʥʠʝ ɿʘʧʨʝʪʦʤ ʟʘʧʫʩʢʘ ʦʙʲʝʢʪʦʚ 

ɺʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʢʦʤʧʦʥʝʥʪʘ ʪʦʣʴʢʦ ʚ Web Console. 

ʏʪʦʙʳ ʟʘʧʨʝʪʠʪʴ ʟʘʧʫʩʢ ʦʙʲʝʢʪʦʚ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ Web Console ʚʳʙʝʨʠʪʝ ʋʩʪʨʦʡʩʪʚʘ Ÿ ʇʦʣʠʪʠʢʠ ʠ ʧʨʦʬʠʣʠ ʧʦʣʠʪʠʢ. 

2. ʅʘʞʤʠʪʝ ʥʘ ʥʘʟʚʘʥʠʝ ʧʦʣʠʪʠʢʠ Kaspersky Endpoint Security. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʩʚʦʡʩʪʚ ʧʦʣʠʪʠʢʠ. 

3. ɺʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʇʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ. 

4. ʇʝʨʝʡʜʠʪʝ ʚ ʨʘʟʜʝʣ Detection and Response Ÿ Endpoint Detection and Response. 

5. ɺʢʣʶʯʠʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ɿʘʧʨʝʪ ʟʘʧʫʩʢʘ ɺʂʃʖʏɽʅ. 

6. ɺ ʙʣʦʢʝ ɼʝʡʩʪʚʠʝ ʧʨʠ ʟʘʧʫʩʢʝ ʠʣʠ ʦʪʢʨʳʪʠʠ ʦʙʲʝʢʪʘ ʚʳʙʝʨʠʪʝ ʨʝʞʠʤ ʨʘʙʦʪʳ ʢʦʤʧʦʥʝʥʪʘ: 

¶ ɹʣʦʢʠʨʦʚʘʪʴ ʠ ʟʘʧʠʩʳʚʘʪʴ ʚ ʦʪʯʝʪ. ɺ ʵʪʦʤ ʨʝʞʠʤʝ ʧʨʠʣʦʞʝʥʠʝ ʙʣʦʢʠʨʫʝʪ ʟʘʧʫʩʢ ʦʙʲʝʢʪʦʚ 

ʠʣʠ ʦʪʢʨʳʪʠʝ ʜʦʢʫʤʝʥʪʦʚ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʢʨʠʪʝʨʠʷʤ ʧʨʘʚʠʣ ʟʘʧʨʝʪʘ. ʊʘʢʞʝ ʧʨʠʣʦʞʝʥʠʝ 

ʧʫʙʣʠʢʫʝʪ ʚ ʞʫʨʥʘʣ ʩʦʙʳʪʠʡ Windows ʠ Kaspersky Security Center ʩʦʙʳʪʠʝ ʦ ʧʦʧʳʪʢʘʭ ʟʘʧʫʩʢʘ 

ʦʙʲʝʢʪʦʚ ʠʣʠ ʦʪʢʨʳʪʠʷ ʜʦʢʫʤʝʥʪʦʚ. 

¶ ʊʦʣʴʢʦ ʟʘʧʠʩʳʚʘʪʴ ʚ ʦʪʯʝʪ. ɺ ʵʪʦʤ ʨʝʞʠʤʝ Kaspersky Endpoint Security ʧʫʙʣʠʢʫʝʪ ʚ ɾʫʨʥʘʣ 

ʩʦʙʳʪʠʡ Windows ʠ Kaspersky Security Center ʩʦʙʳʪʠʝ ʦ ʧʦʧʳʪʢʘʭ ʟʘʧʫʩʢʘ ʠʩʧʦʣʥʷʝʤʳʭ 

ʦʙʲʝʢʪʦʚ ʠʣʠ ʦʪʢʨʳʪʠʷ ʜʦʢʫʤʝʥʪʦʚ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʢʨʠʪʝʨʠʷʤ ʧʨʘʚʠʣ ʟʘʧʨʝʪʘ, ʥʦ ʥʝ 

ʙʣʦʢʠʨʫʝʪ ʠʭ ʟʘʧʫʩʢ ʠʣʠ ʦʪʢʨʳʪʠʝ. ʕʪʦʪ ʨʝʞʠʤ ʚʳʙʨʘʥ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

7. ʉʬʦʨʤʠʨʫʡʪʝ ʩʧʠʩʦʢ ʧʨʘʚʠʣ ʟʘʧʨʝʪʘ ʟʘʧʫʩʢʘ: 

a. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

b. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʚʚʝʜʠʪʝ ʠʤʷ ʧʨʘʚʠʣʘ ʟʘʧʨʝʪʘ ʟʘʧʫʩʢʘ (ʥʘʧʨʠʤʝʨ, ʇʨʠʣʦʞʝʥʠʝ A). 

c. ɺ ʨʘʩʢʨʳʚʘʶʱʝʤʩʷ ʩʧʠʩʢʝ ʊʠʧ ʚʳʙʝʨʠʪʝ ʦʙʲʝʢʪ, ʢʦʪʦʨʳʡ ʚʳ ʭʦʪʠʪʝ ʟʘʙʣʦʢʠʨʦʚʘʪʴ: 

ʀʩʧʦʣʥʷʝʤʳʡ ʬʘʡʣ, ʉʢʨʠʧʪ, ʌʘʡʣ Microsoft Office. 

ɽʩʣʠ ʚʳ ʚʳʙʝʨʠʪʝ ʥʝʚʝʨʥʳʡ ʪʠʧ ʦʙʲʝʢʪʘ, Kaspersky Endpoint Security ʥʝ ʟʘʙʣʦʢʠʨʫʝʪ ʬʘʡʣ ʠʣʠ 

ʩʢʨʠʧʪ. 

d. ɼʣʷ ʜʦʙʘʚʣʝʥʠʷ ʬʘʡʣʘ ʚʘʤ ʥʫʞʥʦ ʚʚʝʩʪʠ ʭʝʰ ʬʘʡʣʘ (SHA256 ʠʣʠ MD5) ʠʣʠ ʧʦʣʥʳʡ ʧʫʪʴ ʢ 

ʬʘʡʣʫ, ʠʣʠ ʭʝʰ ʬʘʡʣʘ ʠ ʧʫʪʴ ʢ ʬʘʡʣʫ. 

ɽʩʣʠ ʬʘʡʣ ʨʘʩʧʦʣʦʞʝʥ ʥʘ ʩʝʪʝʚʦʤ ʜʠʩʢʝ, ʚʚʝʜʠʪʝ ʧʫʪʴ ʢ ʬʘʡʣʫ ʥʘʯʠʥʘʷ ʩ ʩʠʤʚʦʣʦʚ \ \, ʘ 

ʥʝ ʩ ʙʫʢʚʳ ʜʠʩʢʘ. ʅʘʧʨʠʤʝʨ, \ \ server \ shared_folder \ file.exe . ɽʩʣʠ ʧʫʪʴ ʢ ʬʘʡʣʫ 

ʩʦʜʝʨʞʠʪ ʙʫʢʚʫ ʩʝʪʝʚʦʛʦ ʜʠʩʢʘ, Kaspersky Endpoint Security ʥʝ ʟʘʙʣʦʢʠʨʫʝʪ ʬʘʡʣ ʠʣʠ 

ʩʢʨʠʧʪ. 
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ɿʘʧʨʝʪ ʟʘʧʫʩʢʘ ʦʙʲʝʢʪʦʚ ʧʦʜʜʝʨʞʠʚʘʝʪ ʦʧʨʝʜʝʣʝʥʥʳʡ ʥʘʙʦʨ ʨʘʩʰʠʨʝʥʠʡ ʬʘʡʣʦʚ ʦʬʠʩʥʦʛʦ 

ʬʦʨʤʘʪʘ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʠʣʦʞʝʥʠʝ 7. ʇʦʜʜʝʨʞʠʚʘʝʤʳʝ ʨʘʩʰʠʨʝʥʠʷ ʬʘʡʣʦʚ ʜʣʷ ɿʘʧʨʝʪʘ 

ʟʘʧʫʩʢʘ ʦʙʲʝʢʪʦʚ" ʥʘ ʩʪʨ. 519) ʠ ʦʧʨʝʜʝʣʝʥʥʳʡ ʥʘʙʦʨ ʠʥʪʝʨʧʨʝʪʘʪʦʨʦʚ ʩʢʨʠʧʪʦʚ (ʩʤ. ʨʘʟʜʝʣ 

"ʇʨʠʣʦʞʝʥʠʝ 8. ʇʦʜʜʝʨʞʠʚʘʝʤʳʝ ʠʥʪʝʨʧʨʝʪʘʪʦʨʳ ʩʢʨʠʧʪʦʚ ʜʣʷ ɿʘʧʨʝʪʘ ʟʘʧʫʩʢʘ ʦʙʲʝʢʪʦʚ" ʥʘ 

ʩʪʨ. 524). 

8. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ Kaspersky Endpoint Security ʙʫʜʝʪ ʙʣʦʢʠʨʦʚʘʪʴ ʟʘʧʫʩʢ ʦʙʲʝʢʪʦʚ: ʟʘʧʫʩʢ ʠʩʧʦʣʥʷʝʤʳʭ 

ʬʘʡʣʦʚ, ʩʢʨʠʧʪʦʚ ʠ ʦʪʢʨʳʪʠʝ ʬʘʡʣʦʚ ʦʬʠʩʥʦʛʦ ʬʦʨʤʘʪʘ. ʇʨʠ ʵʪʦʤ ʚʳ ʤʦʞʝʪʝ, ʥʘʧʨʠʤʝʨ, ʦʪʢʨʳʪʴ ʬʘʡʣ 

ʩʢʨʠʧʪʘ ʚ ʪʝʢʩʪʦʚʦʤ ʨʝʜʘʢʪʦʨʝ, ʜʘʞʝ ʝʩʣʠ ʟʘʧʫʩʢ ʩʢʨʠʧʪʘ ʟʘʧʨʝʱʝʥ. ʇʨʠ ʙʣʦʢʠʨʦʚʘʥʠʠ ʟʘʧʫʩʢʘ ʦʙʲʝʢʪʘ 

Kaspersky Endpoint Security ʧʦʢʘʞʝʪ ʧʦʣʴʟʦʚʘʪʝʣʶ ʩʪʘʥʜʘʨʪʥʦʝ ʫʚʝʜʦʤʣʝʥʠʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʠʩ. 

ʥʠʞʝ), ʝʩʣʠ ʫʚʝʜʦʤʣʝʥʠʷ ʚʢʣʶʯʝʥʳ ʚ ʥʘʩʪʨʦʡʢʘʭ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʅʘʩʪʨʦʡʢʘ ʦʪʦʙʨʘʞʝʥʠʷ ʠ 

ʜʦʩʪʘʚʢʠ ʫʚʝʜʦʤʣʝʥʠʡ" ʥʘ ʩʪʨ. 371). 

 
ʈʠʩʫʥʦʢ 86. ʋʚʝʜʦʤʣʝʥʠʝ ɿʘʧʨʝʪʘ ʟʘʧʫʩʢʘ ʦʙʲʝʢʪʦʚ 

 

ʉʝʪʝʚʘʷ ʠʟʦʣʷʮʠʷ ʢʦʤʧʴʶʪʝʨʘ 

ʉʝʪʝʚʘʷ ʠʟʦʣʷʮʠʷ ʧʦʟʚʦʣʷʝʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʠʟʦʣʠʨʦʚʘʪʴ ʢʦʤʧʴʶʪʝʨʳ ʦʪ ʩʝʪʠ, ʚ ʨʝʟʫʣʴʪʘʪʝ ʨʝʘʛʠʨʦʚʘʥʠʷ 

ʥʘ ʦʙʥʘʨʫʞʝʥʠʝ ʠʥʜʠʢʘʪʦʨʘ ʢʦʤʧʨʦʤʝʪʘʮʠʠ (IOC) ï ʘʚʪʦʤʘʪʠʯʝʩʢʠʡ ʨʝʞʠʤ. ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʚʢʣʶʯʠʪʴ 

ʉʝʪʝʚʫʶ ʠʟʦʣʷʮʠʶ ʚʨʫʯʥʫʶ ʥʘ ʚʨʝʤʷ ʠʩʩʣʝʜʦʚʘʥʠʷ ʦʙʥʘʨʫʞʝʥʥʦʡ ʫʛʨʦʟʳ ï ʨʫʯʥʦʡ ʨʝʞʠʤ. 

ʇʦʩʣʝ ʚʢʣʶʯʝʥʠʷ ʉʝʪʝʚʦʡ ʠʟʦʣʷʮʠʠ ʧʨʠʣʦʞʝʥʠʝ ʨʘʟʨʳʚʘʝʪ ʚʩʝ ʘʢʪʠʚʥʳʝ ʠ ʙʣʦʢʠʨʫʝʪ ʚʩʝ ʥʦʚʳʝ ʩʝʪʝʚʳʝ 

ʩʦʝʜʠʥʝʥʠʷ TCP/IP ʥʘ ʢʦʤʧʴʶʪʝʨʝ, ʢʨʦʤʝ ʩʣʝʜʫʶʱʠʭ ʩʦʝʜʠʥʝʥʠʡ: 

¶ ʩʦʝʜʠʥʝʥʠʷ, ʫʢʘʟʘʥʥʳʝ ʚ ʠʩʢʣʶʯʝʥʠʷʭ ʠʟ ʉʝʪʝʚʦʡ ʠʟʦʣʷʮʠʠ; 

¶ ʩʦʝʜʠʥʝʥʠʷ, ʠʥʠʮʠʠʨʦʚʘʥʥʳʝ ʩʣʫʞʙʘʤʠ Kaspersky Endpoint Security; 

¶ ʩʦʝʜʠʥʝʥʠʷ, ʠʥʠʮʠʠʨʦʚʘʥʥʳʝ ɸʛʝʥʪʦʤ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center; 

¶ ʩʦʝʜʠʥʝʥʠ ̫ʩ SVM ʠ ʉʝʨʚʝʨʦʤ ʠʥʪʝʛʨʘʮʠʠ, ʝʩʣʠ ʧʨʠʣʦʞʝʥʠʝ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʨʝʞʠʤʝ ʃʝʛʢʦʛʦ ʘʛʝʥʪʘ. 

ɺʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʢʦʤʧʦʥʝʥʪʘ ʪʦʣʴʢʦ ʚ Web Console. 
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ɸʚʪʦʤʘʪʠʯʝʩʢʠʡ ʨʝʞʠʤ ʉʝʪʝʚʦʡ ʠʟʦʣʷʮʠʠ 

ɺʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʘʚʪʦʤʘʪʠʯʝʩʢʦʝ ʚʢʣʶʯʝʥʠʝ ʉʝʪʝʚʦʡ ʠʟʦʣʷʮʠʠ, ʚ ʨʝʟʫʣʴʪʘʪʝ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ 

ʦʙʥʘʨʫʞʝʥʠʝ IOC. ɼʣʷ ʥʘʩʪʨʦʡʢʠ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʨʝʞʠʤʘ ʉʝʪʝʚʦʡ ʠʟʦʣʷʮʠʠ ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʛʨʫʧʧʦʚʘʷ 

ʧʦʣʠʪʠʢʘ. 

ʂʘʢ ʥʘʩʪʨʦʠʪʴ ʘʚʪʦʤʘʪʠʯʝʩʢʦʝ ʚʢʣʶʯʝʥʠʝ ʉʝʪʝʚʦʡ ʠʟʦʣʷʮʠʠ ʢʦʤʧʴʶʪʝʨʘ ʧʨʠ ʦʙʥʘʨʫʞʝʥʠʠ IOC 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ Web Console ʚʳʙʝʨʠʪʝ ɸʢʪʠʚʳ (ʋʩʪʨʦʡʩʪʚʘ) Ÿ ɿʘʜʘʯʠ. 

ʆʪʢʨʦʝʪʩʷ ʩʧʠʩʦʢ ʟʘʜʘʯ. 

2. ʅʘʞʤʠʪʝ ʥʘ ʟʘʜʘʯʫ Kaspersky Endpoint Security ʇʦʠʩʢ IOC. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʩʚʦʡʩʪʚ ʟʘʜʘʯʠ. 

ɽʩʣʠ ʪʨʝʙʫʝʪʩʷ, ʩʦʟʜʘʡʪʝ ʟʘʜʘʯʫ ʇʦʠʩʢ IOC (ʩʤ. ʨʘʟʜʝʣ "ʇʦʠʩʢ ʠʥʜʠʢʘʪʦʨʦʚ ʢʦʤʧʨʦʤʝʪʘʮʠʠ 

(ʩʪʘʥʜʘʨʪʥʘʷ ʟʘʜʘʯʘ)" ʥʘ ʩʪʨ. 329). 

3. ɺʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʇʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ. 

4. ɺ ʙʣʦʢʝ ɼʝʡʩʪʚʠʷ ʧʨʠ ʦʙʥʘʨʫʞʝʥʠʠ IOC ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʢʠ ʇʨʠʤʝʥʷʪʴ ʜʝʡʩʪʚʠʷ ʧʦ 

ʨʝʘʛʠʨʦʚʘʥʠʶ ʧʨʠ ʦʙʥʘʨʫʞʝʥʠʠ IOC ʠ ʀʟʦʣʠʨʦʚʘʪʴ ʢʦʤʧʴʶʪʝʨ ʦʪ ʩʝʪʠ. 

5. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ ʧʨʠ ʦʙʥʘʨʫʞʝʥʠʠ IOC ʧʨʠʣʦʞʝʥʠʝ ʠʟʦʣʠʨʫʝʪ ʢʦʤʧʴʶʪʝʨ ʦʪ ʩʝʪʠ ʜʣʷ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ 

ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ ʫʛʨʦʟʳ. 

ɺʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʘʚʪʦʤʘʪʠʯʝʩʢʦʝ ʚʳʢʣʶʯʝʥʠʝ ʉʝʪʝʚʦʡ ʠʟʦʣʷʮʠʠ ʧʦ ʠʩʪʝʯʝʥʠʠ ʟʘʜʘʥʥʦʛʦ ʧʝʨʠʦʜʘ 

ʚʨʝʤʝʥʠ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʨʠʣʦʞʝʥʠʝ ʚʳʢʣʶʯʘʝʪ ʉʝʪʝʚʫʶ ʠʟʦʣʷʮʠʶ ʯʝʨʝʟ 8 ʯʘʩʦʚ ʩ ʤʦʤʝʥʪʘ ʚʢʣʶʯʝʥʠʷ. 

ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʚʳʢʣʶʯʠʪʴ ʉʝʪʝʚʫʶ ʠʟʦʣʷʮʠʶ ʚʨʫʯʥʫʶ (ʩʤ. ʠʥʩʪʨʫʢʮʠʶ ʥʠʞʝ). ʇʦʩʣʝ ʚʳʢʣʶʯʝʥʠʷ 

ʉʝʪʝʚʦʡ ʠʟʦʣʷʮʠʠ ʢʦʤʧʴʶʪʝʨ ʤʦʞʝʪ ʨʘʙʦʪʘʪʴ ʚ ʩʝʪʠ ʙʝʟ ʦʛʨʘʥʠʯʝʥʠʡ. 

ʂʘʢ ʟʘʜʘʪʴ ʧʝʨʠʦʜ ʚʳʢʣʶʯʝʥʠʷ ʉʝʪʝʚʦʡ ʠʟʦʣʷʮʠʠ ʢʦʤʧʴʶʪʝʨʘ ʚ ʘʚʪʦʤʘʪʠʯʝʩʢʦʤ ʨʝʞʠʤʝ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ Web Console ʚʳʙʝʨʠʪʝ ʋʩʪʨʦʡʩʪʚʘ Ÿ ʇʦʣʠʪʠʢʠ ʠ ʧʨʦʬʠʣʠ ʧʦʣʠʪʠʢ. 

2. ʅʘʞʤʠʪʝ ʥʘ ʥʘʟʚʘʥʠʝ ʧʦʣʠʪʠʢʠ Kaspersky Endpoint Security. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʩʚʦʡʩʪʚ ʧʦʣʠʪʠʢʠ. 

3. ɺʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʇʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ. 

4. ʇʝʨʝʡʜʠʪʝ ʚ ʨʘʟʜʝʣ Detection and Response Ÿ Endpoint Detection and Response. 

5. ɺ ʙʣʦʢʝ ʉʝʪʝʚʘʷ ʠʟʦʣʷʮʠʷ ʥʘʞʤʠʪʝ ʅʘʩʪʨʦʠʪʴ ʨʘʟʙʣʦʢʠʨʦʚʢʫ ʢʦʤʧʴʶʪʝʨʘ. 

6. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʈʘʟʙʣʦʢʠʨʦʚʘʪʴ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʠʟʦʣʠʨʦʚʘʥʥʳʡ 

ʢʦʤʧʴʶʪʝʨ ʯʝʨʝʟ N ʯʘʩʦʚ ʠ ʟʘʜʘʡʪʝ ʧʝʨʠʦʜ ʚʨʝʤʝʥʠ, ʧʦ ʠʩʪʝʯʝʥʠʠ ʢʦʪʦʨʦʛʦ ʉʝʪʝʚʘʷ ʠʟʦʣʷʮʠʷ 

ʜʦʣʞʥʘ ʙʳʪʴ ʚʳʢʣʶʯʝʥʘ. 

7. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ʈʫʯʥʦʡ ʨʝʞʠʤ ʉʝʪʝʚʦʡ ʠʟʦʣʷʮʠʠ 

ɺʳ ʤʦʞʝʪʝ ʚʢʣʶʯʘʪʴ ʠʣʠ ʚʳʢʣʶʯʘʪʴ ʉʝʪʝʚʫʶ ʠʟʦʣʷʮʠʶ ʚʨʫʯʥʫʶ. ɼʣʷ ʥʘʩʪʨʦʡʢʠ ʨʫʯʥʦʛʦ ʨʝʞʠʤʘ ʉʝʪʝʚʦʡ 

ʠʟʦʣʷʮʠʠ ʧʨʝʜʥʘʟʥʘʯʝʥʳ ʩʚʦʡʩʪʚʘ ʢʦʤʧʴʶʪʝʨʘ ʚ ʢʦʥʩʦʣʠ Kaspersky Security Center. 
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ɺʳ ʤʦʞʝʪʝ ʚʢʣʶʯʠʪʴ ʉʝʪʝʚʫʶ ʠʟʦʣʷʮʠʶ ʩʣʝʜʫʶʱʠʤʠ ʩʧʦʩʦʙʘʤʠ: 

¶ ɺ ʜʝʪʘʣʷʭ ʘʣʝʨʪʘ (ʪʦʣʴʢʦ ʜʣʷ EDR Optimum). 

ɼʝʪʘʣʠ ʦʙʥʘʨʫʞʝʥʠʷ ï ʠʥʩʪʨʫʤʝʥʪ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʚʩʝʡ ʩʦʙʨʘʥʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʦʙʥʘʨʫʞʝʥʥʦʡ 

ʫʛʨʦʟʝ. ɼʝʪʘʣʠ ʦʙʥʘʨʫʞʝʥʠʷ ʩʦʜʝʨʞʘʪ, ʥʘʧʨʠʤʝʨ, ʠʩʪʦʨʠʶ ʧʦʷʚʣʝʥʠʷ ʬʘʡʣʦʚ ʥʘ ʢʦʤʧʴʶʪʝʨʝ. 

ʇʦʜʨʦʙʥʝʝ ʦ ʨʘʙʦʪʝ ʩ ʜʝʪʘʣʷʤʠ ʦʙʥʘʨʫʞʝʥʠʷ ʩʤ. ʚ ʩʧʨʘʚʢʝ Kaspersky Endpoint Detection and 

Response Optimum (https://support.kaspersky.com/KEDR_Optimum/2.3/ru-RU/index.htm). 

¶ ʉ ʧʦʤʦʱʴʶ ʣʦʢʘʣʴʥʳʭ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ. 

ʂʘʢ ʚʨʫʯʥʫʶ ʚʢʣʶʯʠʪʴ ʉʝʪʝʚʫʶ ʠʟʦʣʷʮʠʶ ʢʦʤʧʴʶʪʝʨʘ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ Web Console ʚʳʙʝʨʠʪʝ ɸʢʪʠʚʳ (ʋʩʪʨʦʡʩʪʚʘ) Ÿ ʋʧʨʘʚʣʷʝʤʳʝ ʫʩʪʨʦʡʩʪʚʘ. 

2. ʅʘʞʤʠʪʝ ʥʘ ʠʤʷ ʢʦʤʧʴʶʪʝʨʘ, ʥʘ ʢʦʪʦʨʦʤ ʚʳ ʭʦʪʠʪʝ ʥʘʩʪʨʦʠʪʴ ʣʦʢʘʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ. 

ʆʪʢʨʦʶʪʩʷ ʩʚʦʡʩʪʚʘ ʢʦʤʧʴʶʪʝʨʘ. 

3. ɺʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʇʨʦʛʨʘʤʤʳ. 

4. ʅʘʞʤʠʪʝ ʥʘ Kaspersky Endpoint Security ʜʣ ̫Windows. 

ʆʪʢʨʦʶʪʩʷ ʣʦʢʘʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ. 

5. ɺʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʇʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ. 

6. ʇʝʨʝʡʜʠʪʝ ʚ ʨʘʟʜʝʣ Detection and Response Ÿ Endpoint Detection and Response. 

7. ɺ ʙʣʦʢʝ ʧʘʨʘʤʝʪʨʦʚ ʉʝʪʝʚʘʷ ʠʟʦʣʷʮʠʷ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʀʟʦʣʠʨʦʚʘʪʴ ʢʦʤʧʴʶʪʝʨ ʦʪ ʩʝʪʠ. 

ɺʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʘʚʪʦʤʘʪʠʯʝʩʢʦʝ ʚʳʢʣʶʯʝʥʠʝ ʉʝʪʝʚʦʡ ʠʟʦʣʷʮʠʠ ʧʦ ʠʩʪʝʯʝʥʠʠ ʟʘʜʘʥʥʦʛʦ ʧʝʨʠʦʜʘ 

ʚʨʝʤʝʥʠ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʨʠʣʦʞʝʥʠʝ ʚʳʢʣʶʯʘʝʪ ʉʝʪʝʚʫʶ ʠʟʦʣʷʮʠʶ ʯʝʨʝʟ 8 ʯʘʩʦʚ ʩ ʤʦʤʝʥʪʘ ʚʢʣʶʯʝʥʠʷ. 

ʇʦʩʣʝ ʚʳʢʣʶʯʝʥʠʷ ʉʝʪʝʚʦʡ ʠʟʦʣʷʮʠʠ ʢʦʤʧʴʶʪʝʨ ʤʦʞʝʪ ʨʘʙʦʪʘʪʴ ʚ ʩʝʪʠ ʙʝʟ ʦʛʨʘʥʠʯʝʥʠʡ. 

ʂʘʢ ʟʘʜʘʪʴ ʧʝʨʠʦʜ ʚʳʢʣʶʯʝʥʠʷ ʉʝʪʝʚʦʡ ʠʟʦʣʷʮʠʠ ʢʦʤʧʴʶʪʝʨʘ ʚ ʨʫʯʥʦʤ ʨʝʞʠʤʝ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ Web Console ʚʳʙʝʨʠʪʝ ɸʢʪʠʚʳ (ʋʩʪʨʦʡʩʪʚʘ) Ÿ ʋʧʨʘʚʣʷʝʤʳʝ ʫʩʪʨʦʡʩʪʚʘ. 

2. ʅʘʞʤʠʪʝ ʥʘ ʠʤʷ ʢʦʤʧʴʶʪʝʨʘ, ʥʘ ʢʦʪʦʨʦʤ ʚʳ ʭʦʪʠʪʝ ʥʘʩʪʨʦʠʪʴ ʣʦʢʘʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ. 

ʆʪʢʨʦʶʪʩʷ ʩʚʦʡʩʪʚʘ ʢʦʤʧʴʶʪʝʨʘ. 

3. ɺʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ɿʘʜʘʯʠ. 

ʆʪʢʨʦʝʪʩʷ ʩʧʠʩʦʢ ʟʘʜʘʯ, ʜʦʩʪʫʧʥʳʭ ʥʘ ʢʦʤʧʴʶʪʝʨʝ. 

4. ɺʳʙʝʨʠʪʝ ʟʘʜʘʯʫ ʉʝʪʝʚʘʷ ʠʟʦʣʷʮʠʷ. 

5. ɺʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʇʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ. 

6. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʟʘʜʘʡʪʝ ʧʝʨʠʦʜ ʚʨʝʤʝʥʠ, ʧʦ ʠʩʪʝʯʝʥʠʠ ʢʦʪʦʨʦʛʦ ʉʝʪʝʚʘʷ ʠʟʦʣʷʮʠʷ ʜʦʣʞʥʘ 

ʙʳʪʴ ʚʳʢʣʶʯʝʥʘ. 

7. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ʂʘʢ ʚʨʫʯʥʫʶ ʚʳʢʣʶʯʠʪʴ ʉʝʪʝʚʫʶ ʠʟʦʣʷʮʠʶ ʢʦʤʧʴʶʪʝʨʘ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ Web Console ʚʳʙʝʨʠʪʝ ɸʢʪʠʚʳ (ʋʩʪʨʦʡʩʪʚʘ) Ÿ ʋʧʨʘʚʣʷʝʤʳʝ ʫʩʪʨʦʡʩʪʚʘ. 

2. ʅʘʞʤʠʪʝ ʥʘ ʠʤʷ ʢʦʤʧʴʶʪʝʨʘ, ʥʘ ʢʦʪʦʨʦʤ ʚʳ ʭʦʪʠʪʝ ʥʘʩʪʨʦʠʪʴ ʣʦʢʘʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ. 

ʆʪʢʨʦʶʪʩʷ ʩʚʦʡʩʪʚʘ ʢʦʤʧʴʶʪʝʨʘ. 

3. ɺʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʇʨʦʛʨʘʤʤʳ. 

https://support.kaspersky.com/KEDR_Optimum/2.3/ru-RU/index.htm
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4. ʅʘʞʤʠʪʝ ʥʘ Kaspersky Endpoint Security ʜʣ ̫Windows. 

ʆʪʢʨʦʶʪʩʷ ʣʦʢʘʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ. 

5. ɺʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʇʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ. 

6. ʇʝʨʝʡʜʠʪʝ ʚ ʨʘʟʜʝʣ Detection and Response Ÿ Endpoint Detection and Response. 

7. ɺ ʙʣʦʢʝ ʧʘʨʘʤʝʪʨʦʚ ʉʝʪʝʚʘʷ ʠʟʦʣʷʮʠʷ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʈʘʟʙʣʦʢʠʨʦʚʘʪʴ ʠʟʦʣʠʨʦʚʘʥʥʳʡ ʦʪ 

ʩʝʪʠ ʢʦʤʧʴʶʪʝʨ. 

ɺʳ ʪʘʢʞʝ ʤʦʞʝʪʝ ʚʳʢʣʶʯʠʪʴ ʉʝʪʝʚʫʶ ʠʟʦʣʷʮʠʶ ʣʦʢʘʣʴʥʦ ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ (ʩʤ. ʨʘʟʜʝʣ "ISOLATION. 

ʋʧʨʘʚʣʝʥʠʝ ʉʝʪʝʚʦʡ ʠʟʦʣʷʮʠʝʡ" ʥʘ ʩʪʨ. 449). 

ʀʩʢʣʶʯʝʥʠʷ ʠʟ ʉʝʪʝʚʦʡ ʠʟʦʣʷʮʠʠ 

ɺʳ ʤʦʞʝʪʝ ʟʘʜʘʪʴ ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʉʝʪʝʚʦʡ ʠʟʦʣʷʮʠʠ. ʉʝʪʝʚʳʝ ʩʦʝʜʠʥʝʥʠʷ, ʧʦʜʧʘʜʘʶʱʠʝ ʧʦʜ ʟʘʜʘʥʥʳʝ 

ʧʨʘʚʠʣʘ, ʥʝ ʙʫʜʫʪ ʟʘʙʣʦʢʠʨʦʚʘʥʳ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʩʣʝ ʚʢʣʶʯʝʥʠʷ ʉʝʪʝʚʦʡ ʠʟʦʣʷʮʠʠ. 

ɼʣʷ ʥʘʩʪʨʦʡʢʠ ʠʩʢʣʶʯʝʥʠʡ ʠʟ ʉʝʪʝʚʦʡ ʠʟʦʣʷʮʠʠ ʚ ʧʨʠʣʦʞʝʥʠʠ ʜʦʩʪʫʧʝʥ ʩʧʠʩʦʢ ʩʪʘʥʜʘʨʪʥʳʭ ʩʝʪʝʚʳʭ 

ʧʨʦʬʠʣʝʡ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʚ ʠʩʢʣʶʯʝʥʠʷ ʚʭʦʜʷʪ ʩʝʪʝʚʳʝ ʧʨʦʬʠʣʠ, ʩʦʩʪʦʷʱʠʝ ʠʟ ʧʨʘʚʠʣ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʭ 

ʙʝʩʧʝʨʝʙʦʡʥʫʶ ʨʘʙʦʪʫ ʫʩʪʨʦʡʩʪʚ ʩ ʨʦʣʷʤʠ DNS/DHCP-ʩʝʨʚʝʨ ʠ DNS/DHCP-ʢʣʠʝʥʪ. ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʠʟʤʝʥʠʪʴ 

ʧʘʨʘʤʝʪʨʳ ʩʪʘʥʜʘʨʪʥʳʭ ʩʝʪʝʚʳʭ ʧʨʦʬʠʣʝʡ ʠʣʠ ʟʘʜʘʪʴ ʠʩʢʣʶʯʝʥʠʷ ʚʨʫʯʥʫʶ (ʩʤ. ʠʥʩʪʨʫʢʮʠʶ ʥʠʞʝ). 

ʀʩʢʣʶʯʝʥʠʷ, ʟʘʜʘʥʥʳʝ ʚ ʩʚʦʡʩʪʚʘʭ ʧʦʣʠʪʠʢʠ, ʧʨʠʤʝʥʷʶʪʩʷ, ʪʦʣʴʢʦ ʝʩʣʠ ʉʝʪʝʚʘʷ ʠʟʦʣʷʮʠʷ ʚʢʣʶʯʝʥʘ 

ʧʨʠʣʦʞʝʥʠʝʤ ʘʚʪʦʤʘʪʠʯʝʩʢʠ, ʚ ʨʝʟʫʣʴʪʘʪʝ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʦʙʥʘʨʫʞʝʥʠʝ ʫʛʨʦʟʳ. ʀʩʢʣʶʯʝʥʠʷ, 

ʟʘʜʘʥʥʳʝ ʚ ʩʚʦʡʩʪʚʘʭ ʢʦʤʧʴʶʪʝʨʘ, ʧʨʠʤʝʥʷʶʪʩʷ, ʪʦʣʴʢʦ ʝʩʣʠ ʉʝʪʝʚʘʷ ʠʟʦʣʷʮʠʷ ʚʢʣʶʯʝʥʘ ʚʨʫʯʥʫʶ ʚ 

ʩʚʦʡʩʪʚʘʭ ʢʦʤʧʴʶʪʝʨʘ ʚ ʢʦʥʩʦʣʠ Kaspersky Security Center ʠʣʠ ʚ ʜʝʪʘʣʷʭ ʘʣʝʨʪʘ. 

ɸʢʪʠʚʥʘʷ ʧʦʣʠʪʠʢʘ ʥʝ ʙʣʦʢʠʨʫʝʪ ʧʨʠʤʝʥʝʥʠʝ ʠʩʢʣʶʯʝʥʠʡ ʠʟ ʉʝʪʝʚʦʡ ʠʟʦʣʷʮʠʠ, ʟʘʜʘʥʥʳʭ ʚ ʩʚʦʡʩʪʚʘʭ 

ʢʦʤʧʴʶʪʝʨʘ, ʪʘʢ ʢʘʢ ʩʮʝʥʘʨʠʠ ʧʨʠʤʝʥʝʥʠʷ ʵʪʠʭ ʧʘʨʘʤʝʪʨʦʚ ʨʘʟʥʳʝ. 

ʂʘʢ ʜʦʙʘʚʠʪʴ ʠʩʢʣʶʯʝʥʠʝ ʠʟ ʉʝʪʝʚʦʡ ʠʟʦʣʷʮʠʠ ʚ ʘʚʪʦʤʘʪʠʯʝʩʢʦʤ ʨʝʞʠʤʝ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ Web Console ʚʳʙʝʨʠʪʝ ʋʩʪʨʦʡʩʪʚʘ Ÿ ʇʦʣʠʪʠʢʠ ʠ ʧʨʦʬʠʣʠ ʧʦʣʠʪʠʢ. 

2. ʅʘʞʤʠʪʝ ʥʘ ʥʘʟʚʘʥʠʝ ʧʦʣʠʪʠʢʠ Kaspersky Endpoint Security. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʩʚʦʡʩʪʚ ʧʦʣʠʪʠʢʠ. 

3. ɺʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʇʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ. 

4. ʇʝʨʝʡʜʠʪʝ ʚ ʨʘʟʜʝʣ Detection and Response Ÿ Endpoint Detection and Response. 

5. ɺ ʙʣʦʢʝ ʀʩʢʣʶʯʝʥʠʷ ʠʟ ʩʝʪʝʚʦʡ ʠʟʦʣʷʮʠʠ ʥʘʞʤʠʪʝ ʀʩʢʣʶʯʝʥʠʷ. 

6. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʠʟ ʧʨʦʬʠʣʷ ʠ ʚʳʙʝʨʠʪʝ ʩʪʘʥʜʘʨʪʥʳʝ ʩʝʪʝʚʳʝ 

ʧʨʦʬʠʣʠ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʠʩʢʣʶʯʝʥʠʡ. 

ʉʝʪʝʚʳʝ ʩʦʝʜʠʥʝʥʠʷ ʠʟ ʧʨʦʬʠʣʷ ʙʫʜʫʪ ʜʦʙʘʚʣʝʥʳ ʚ ʩʧʠʩʦʢ ʠʩʢʣʶʯʝʥʠʡ ʠʟ ʉʝʪʝʚʦʡ ʠʟʦʣʷʮʠʠ. ɺʳ 

ʤʦʞʝʪʝ ʧʨʦʩʤʦʪʨʝʪʴ ʩʚʦʡʩʪʚʘ ʩʝʪʝʚʳʭ ʩʦʝʜʠʥʝʥʠʡ. ʇʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ, ʚʳ ʤʦʞʝʪʝ ʠʟʤʝʥʠʪʴ 

ʧʘʨʘʤʝʪʨʳ ʩʝʪʝʚʦʛʦ ʩʦʝʜʠʥʝʥʠʷ. 

7. ɽʩʣʠ ʪʨʝʙʫʝʪʩʷ, ʜʦʙʘʚʴʪʝ ʠʩʢʣʶʯʝʥʠʝ ʠʟ ʉʝʪʝʚʦʡ ʠʟʦʣʷʮʠʠ ʚʨʫʯʥʫʶ. ɼʣʷ ʵʪʦʛʦ ʚ ʦʢʥʝ ʩʦ ʩʧʠʩʢʦʤ 

ʠʩʢʣʶʯʝʥʠʡ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʠ ʟʘʜʘʡʪʝ ʧʘʨʘʤʝʪʨʳ ʩʝʪʝʚʦʛʦ ʩʦʝʜʠʥʝʥʠʷ ʚʨʫʯʥʫʶ. 

8. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
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ʂʘʢ ʜʦʙʘʚʠʪʴ ʠʩʢʣʶʯʝʥʠʝ ʠʟ ʉʝʪʝʚʦʡ ʠʟʦʣʷʮʠʠ ʚ ʨʫʯʥʦʤ ʨʝʞʠʤʝ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ Web Console ʚʳʙʝʨʠʪʝ ɸʢʪʠʚʳ (ʋʩʪʨʦʡʩʪʚʘ) Ÿ ʋʧʨʘʚʣʷʝʤʳʝ ʫʩʪʨʦʡʩʪʚʘ. 

2. ʅʘʞʤʠʪʝ ʥʘ ʠʤʷ ʢʦʤʧʴʶʪʝʨʘ, ʥʘ ʢʦʪʦʨʦʤ ʚʳ ʭʦʪʠʪʝ ʥʘʩʪʨʦʠʪʴ ʣʦʢʘʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ. 

ʆʪʢʨʦʶʪʩʷ ʩʚʦʡʩʪʚʘ ʢʦʤʧʴʶʪʝʨʘ. 

3. ɺʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ɿʘʜʘʯʠ. 

ʆʪʢʨʦʝʪʩʷ ʩʧʠʩʦʢ ʟʘʜʘʯ, ʜʦʩʪʫʧʥʳʭ ʥʘ ʢʦʤʧʴʶʪʝʨʝ. 

4. ɺʳʙʝʨʠʪʝ ʟʘʜʘʯʫ ʉʝʪʝʚʘʷ ʠʟʦʣʷʮʠʷ. 

5. ɺʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʇʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ. 

6. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʥʘʞʤʠʪʝ ʀʩʢʣʶʯʝʥʠʷ. 

7. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʠʟ ʧʨʦʬʠʣʷ ʠ ʚʳʙʝʨʠʪʝ ʩʪʘʥʜʘʨʪʥʳʝ ʩʝʪʝʚʳʝ 

ʧʨʦʬʠʣʠ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʠʩʢʣʶʯʝʥʠʡ. 

ʉʝʪʝʚʳʝ ʩʦʝʜʠʥʝʥʠʷ ʠʟ ʧʨʦʬʠʣʷ ʙʫʜʫʪ ʜʦʙʘʚʣʝʥʳ ʚ ʩʧʠʩʦʢ ʠʩʢʣʶʯʝʥʠʡ ʠʟ ʉʝʪʝʚʦʡ ʠʟʦʣʷʮʠʠ. ɺʳ 

ʤʦʞʝʪʝ ʧʨʦʩʤʦʪʨʝʪʴ ʩʚʦʡʩʪʚʘ ʩʝʪʝʚʳʭ ʩʦʝʜʠʥʝʥʠʡ. ʇʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ, ʚʳ ʤʦʞʝʪʝ ʠʟʤʝʥʠʪʴ 

ʧʘʨʘʤʝʪʨʳ ʩʝʪʝʚʦʛʦ ʩʦʝʜʠʥʝʥʠʷ. 

8. ɽʩʣʠ ʪʨʝʙʫʝʪʩʷ, ʜʦʙʘʚʴʪʝ ʠʩʢʣʶʯʝʥʠʝ ʠʟ ʉʝʪʝʚʦʡ ʠʟʦʣʷʮʠʠ ʚʨʫʯʥʫʶ. ɼʣʷ ʵʪʦʛʦ ʚ ʦʢʥʝ ʩʦ ʩʧʠʩʢʦʤ 

ʠʩʢʣʶʯʝʥʠʡ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʠ ʟʘʜʘʡʪʝ ʧʘʨʘʤʝʪʨʳ ʩʝʪʝʚʦʛʦ ʩʦʝʜʠʥʝʥʠʷ ʚʨʫʯʥʫʶ. 

9. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ɺʳ ʪʘʢʞʝ ʤʦʞʝʪʝ ʧʨʦʩʤʦʪʨʝʪʴ ʩʧʠʩʦʢ ʠʩʢʣʶʯʝʥʠʡ ʠʟ ʉʝʪʝʚʦʡ ʠʟʦʣʷʮʠʠ ʣʦʢʘʣʴʥʦ ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ (ʩʤ. 

ʨʘʟʜʝʣ "ISOLATION. ʋʧʨʘʚʣʝʥʠʝ ʉʝʪʝʚʦʡ ʠʟʦʣʷʮʠʝʡ" ʥʘ ʩʪʨ. 449). ʇʨʠ ʵʪʦʤ ʢʦʤʧʴʶʪʝʨ ʜʦʣʞʝʥ ʙʳʪʴ 

ʠʟʦʣʠʨʦʚʘʥ. 
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ɼʦʚʝʨʝʥʥʘʷ ʟʦʥʘ 
ɼʦʚʝʨʝʥʥʘʷ ʟʦʥʘ ï ʵʪʦ ʩʬʦʨʤʠʨʦʚʘʥʥʳʡ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʩʠʩʪʝʤʳ ʩʧʠʩʦʢ ʦʙʲʝʢʪʦʚ ʠ ʧʨʠʣʦʞʝʥʠʡ, 

ʢʦʪʦʨʳʝ Kaspersky Endpoint Security ʥʝ ʢʦʥʪʨʦʣʠʨʫʝʪ ʚ ʧʨʦʮʝʩʩʝ ʨʘʙʦʪʳ. 

ɼʦʚʝʨʝʥʥʫʶ ʟʦʥʫ ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʩʠʩʪʝʤʳ ʬʦʨʤʠʨʫʝʪ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʦʩʦʙʝʥʥʦʩʪʝʡ 

ʦʙʲʝʢʪʦʚ, ʩ ʢʦʪʦʨʳʤʠ ʪʨʝʙʫʝʪʩʷ ʨʘʙʦʪʘʪʴ, ʘ ʪʘʢʞʝ ʦʪ ʧʨʠʣʦʞʝʥʠʡ, ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʥʘ ʢʦʤʧʴʶʪʝʨʝ. 

ɺʢʣʶʯʝʥʠʝ ʦʙʲʝʢʪʦʚ ʠ ʧʨʠʣʦʞʝʥʠʡ ʚ ʜʦʚʝʨʝʥʥʫʶ ʟʦʥʫ ʤʦʞʝʪ ʧʦʪʨʝʙʦʚʘʪʴʩʷ, ʥʘʧʨʠʤʝʨ, ʝʩʣʠ Kaspersky 

Endpoint Security ʙʣʦʢʠʨʫʝʪ ʜʦʩʪʫʧ ʢ ʢʘʢʦʤʫ-ʣʠʙʦ ʦʙʲʝʢʪʫ ʠʣʠ ʧʨʠʣʦʞʝʥʠʶ, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ ʚʳ ʫʚʝʨʝʥʳ, ʯʪʦ 

ʵʪʦʪ ʦʙʲʝʢʪ ʠʣʠ ʧʨʠʣʦʞʝʥʠʝ ʙʝʟʚʨʝʜʥʳ. ʊʘʢʞʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʤʦʞʝʪ ʨʘʟʨʝʰʠʪʴ ʧʦʣʴʟʦʚʘʪʝʣʶ 

ʬʦʨʤʠʨʦʚʘʪʴ ʩʦʙʩʪʚʝʥʥʫʶ ʣʦʢʘʣʴʥʫʶ ʜʦʚʝʨʝʥʥʫʶ ʟʦʥʫ ʜʣʷ ʦʪʜʝʣʴʥʦʛʦ ʢʦʤʧʴʶʪʝʨʘ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʢʨʦʤʝ 

ʦʙʱʝʡ ʜʦʚʝʨʝʥʥʦʡ ʟʦʥʳ, ʩʬʦʨʤʠʨʦʚʘʥʥʦʡ ʚ ʧʦʣʠʪʠʢʝ, ʧʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʩʦʟʜʘʚʘʪʴ ʩʦʙʩʪʚʝʥʥʳʝ 

ʣʦʢʘʣʴʥʳʝ ʩʧʠʩʢʠ ʠʩʢʣʶʯʝʥʠʡ ʠ ʜʦʚʝʨʝʥʥʳʭ ʧʨʠʣʦʞʝʥʠʡ. 

ʅʘʯʠʥʘʷ ʩ ʚʝʨʩʠʠ Kaspersky Endpoint Security ʜʣʷ Windows 12.5 ʚʳ ʤʦʞʝʪʝ ʜʦʙʘʚʠʪʴ EDR-ʪʝʣʝʤʝʪʨʠʶ ʚ 

ʜʦʚʝʨʝʥʥʫʶ ʟʦʥʫ. ʕʪʦ ʧʦʟʚʦʣʷʝʪ ʦʧʪʠʤʠʟʠʨʦʚʘʪʴ ʜʘʥʥʳʝ, ʢʦʪʦʨʳʝ ʧʨʠʣʦʞʝʥʠʝ ʦʪʧʨʘʚʣʷʝʪ ʥʘ ʉʝʨʚʝʨ 

ʩʙʦʨʘ ʪʝʣʝʤʝʪʨʠʠ ʜʣʷ ʨʝʰʝʥʠʷ Kaspersky Anti Targeted Attack Platform (EDR). 

ʅʘʯʠʥʘʷ ʩ ʚʝʨʩʠʠ Kaspersky Endpoint Security ʜʣʷ Windows 12.6 ʚ ʜʦʚʝʨʝʥʥʫʶ ʟʦʥʫ ʜʦʙʘʚʣʝʥʳ 

ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʝ ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʧʨʦʚʝʨʢʠ (ʩʤ. ʨʘʟʜʝʣ "ʉʦʟʜʘʥʠʝ ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʧʨʦʚʝʨʢʠ" ʥʘ ʩʪʨ. 347) ʠ 

ʜʦʚʝʨʝʥʥʳʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʌʦʨʤʠʨʦʚʘʥʠʝ ʩʧʠʩʢʘ ʜʦʚʝʨʝʥʥʳʭ ʧʨʠʣʦʞʝʥʠʡ" ʥʘ ʩʪʨ. 353). 

ʇʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʝ ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʧʨʦʚʝʨʢʠ ʠ ʜʦʚʝʨʝʥʥʳʝ ʧʨʠʣʦʞʝʥʠʷ ʧʨʝʜʥʘʟʥʘʯʝʥʳ ʜʣʷ ʙʳʩʪʨʦʡ 

ʥʘʩʪʨʦʡʢʠ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security ʥʘ SQL-ʩʝʨʚʝʨʘʭ, Microsoft Exchange-ʩʝʨʚʝʨʘʭ ʠ 

System Center Configuration Manager. ʊʦ ʝʩʪʴ ʚʘʤ ʥʝ ʥʫʞʥʦ ʬʦʨʤʠʨʦʚʘʪʴ ʜʦʚʝʨʝʥʥʫʶ ʟʦʥʫ ʚʨʫʯʥʫʶ ʜʣʷ 

ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ ʥʘ ʩʝʨʚʝʨʘʭ. 

ʅʘʯʠʥʘʷ ʩ ʚʝʨʩʠʠ Kaspersky Endpoint Security ʜʣʷ Windows 12.8 ʜʦʙʘʚʣʝʥʘ ʫʩʪʘʥʦʚʢʘ ʧʨʠʣʦʞʝʥʠʷ ʚ ʨʝʞʠʤʝ 

ʃʝʛʢʦʛʦ ʘʛʝʥʪʘ ʜʣʷ ʟʘʱʠʪʳ ʚʠʨʪʫʘʣʴʥʳʭ ʩʨʝʜ. ʇʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʝ ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʧʨʦʚʝʨʢʠ ʠ ʜʦʚʝʨʝʥʥʳʝ 

ʧʨʠʣʦʞʝʥʠʷ ʧʦʟʚʦʣʷʶʪ ʙʳʩʪʨʦ ʥʘʩʪʨʦʠʪʴ ʨʘʙʦʪʫ ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security ʚ ʚʠʨʪʫʘʣʴʥʳʭ 

ʩʨʝʜʘʭ Citrix ʠ VMware. 
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ʉʦʟʜʘʥʠʝ ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʧʨʦʚʝʨʢʠ 

ʀʩʢʣʶʯʝʥʠʝ ʠʟ ʧʨʦʚʝʨʢʠ ï ʵʪʦ ʩʦʚʦʢʫʧʥʦʩʪʴ ʫʩʣʦʚʠʡ, ʧʨʠ ʚʳʧʦʣʥʝʥʠʠ ʢʦʪʦʨʳʭ Kaspersky Endpoint 

Security ʥʝ ʧʨʦʚʝʨʷʝʪ ʦʙʲʝʢʪ ʥʘ ʚʠʨʫʩʳ ʠ ʜʨʫʛʠʝ ʧʨʠʣʦʞʝʥʠʷ, ʧʨʝʜʩʪʘʚʣʷʶʱʠʝ ʫʛʨʦʟʫ. 

ʀʩʢʣʶʯʝʥʠʷ ʠʟ ʧʨʦʚʝʨʢʠ ʧʦʟʚʦʣʷʶʪ ʨʘʙʦʪʘʪʴ ʩ ʣʝʛʘʣʴʥʳʤʠ ʧʨʠʣʦʞʝʥʠʷʤʠ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ 

ʠʩʧʦʣʴʟʦʚʘʥʳ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤʠ ʜʣʷ ʥʘʥʝʩʝʥʠʷ ʚʨʝʜʘ ʢʦʤʧʴʶʪʝʨʫ ʠʣʠ ʜʘʥʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʷ. ʊʘʢʠʝ 

ʧʨʠʣʦʞʝʥʠʷ ʩʘʤʠ ʧʦ ʩʝʙʝ ʥʝ ʠʤʝʶʪ ʚʨʝʜʦʥʦʩʥʳʭ ʬʫʥʢʮʠʡ, ʥʦ ʵʪʠ ʧʨʠʣʦʞʝʥʠʷ ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤʠ. ʇʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʣʝʛʘʣʴʥʳʭ ʧʨʠʣʦʞʝʥʠʷʭ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤʠ ʜʣʷ ʥʘʥʝʩʝʥʠʷ ʚʨʝʜʘ ʢʦʤʧʴʶʪʝʨʫ ʠʣʠ ʜʘʥʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʚʳ ʤʦʞʝʪʝ ʧʦʣʫʯʠʪʴ ʥʘ 

ʩʘʡʪʝ ɺʠʨʫʩʥʦʡ ʵʥʮʠʢʣʦʧʝʜʠʠ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" 

https://encyclopedia.kaspersky.ru/knowledge/classification/the-classification-tree/. 

https://encyclopedia.kaspersky.ru/knowledge/classification/the-classification-tree/
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ɺ ʨʝʟʫʣʴʪʘʪʝ ʨʘʙʦʪʳ Kaspersky Endpoint Security ʪʘʢʠʝ ʧʨʠʣʦʞʝʥʠʷ ʤʦʛʫʪ ʙʳʪʴ ʟʘʙʣʦʢʠʨʦʚʘʥʳ. ʏʪʦʙʳ 

ʠʟʙʝʞʘʪʴ ʙʣʦʢʠʨʦʚʘʥʠʷ, ʜʣʷ ʠʩʧʦʣʴʟʫʝʤʳʭ ʧʨʠʣʦʞʝʥʠʡ ʚʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʧʨʦʚʝʨʢʠ. ɼʣʷ 

ʵʪʦʛʦ ʥʫʞʥʦ ʜʦʙʘʚʠʪʴ ʚ ʜʦʚʝʨʝʥʥʫʶ ʟʦʥʫ ʥʘʟʚʘʥʠʝ ʠʣʠ ʤʘʩʢʫ ʥʘʟʚʘʥʠʷ ʧʦ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ɺʠʨʫʩʥʦʡ 

ʵʥʮʠʢʣʦʧʝʜʠʠ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". ʅʘʧʨʠʤʝʨ, ʚʳ ʯʘʩʪʦ ʠʩʧʦʣʴʟʫʝʪʝ ʚ ʩʚʦʝʡ ʨʘʙʦʪʝ ʧʨʠʣʦʞʝʥʠʝ 

Radmin, ʧʨʝʜʥʘʟʥʘʯʝʥʥʦʝ ʜʣʷ ʫʜʘʣʝʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʢʦʤʧʴʶʪʝʨʘʤʠ. ʊʘʢʘʷ ʘʢʪʠʚʥʦʩʪʴ ʧʨʠʣʦʞʝʥʠʷ 

ʨʘʩʩʤʘʪʨʠʚʘʝʪʩʷ Kaspersky Endpoint Security ʢʘʢ ʧʦʜʦʟʨʠʪʝʣʴʥʘʷ ʠ ʤʦʞʝʪ ʙʳʪʴ ʟʘʙʣʦʢʠʨʦʚʘʥʘ. ʏʪʦʙʳ 

ʠʩʢʣʶʯʠʪʴ ʙʣʦʢʠʨʦʚʢʫ ʧʨʠʣʦʞʝʥʠʷ, ʥʫʞʥʦ ʩʬʦʨʤʠʨʦʚʘʪʴ ʠʩʢʣʶʯʝʥʠʝ ʠʟ ʧʨʦʚʝʨʢʠ, ʛʜʝ ʫʢʘʟʘʪʴ ʥʘʟʚʘʥʠʝ 

ʠʣʠ ʤʘʩʢʫ ʥʘʟʚʘʥʠʷ ʧʦ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ɺʠʨʫʩʥʦʡ ʵʥʮʠʢʣʦʧʝʜʠʠ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". 

ɽʩʣʠ ʫ ʚʘʩ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʫʩʪʘʥʦʚʣʝʥʦ ʧʨʠʣʦʞʝʥʠʝ, ʚʳʧʦʣʥʷʶʱʝʝ ʩʙʦʨ ʠ ʦʪʧʨʘʚʢʫ ʠʥʬʦʨʤʘʮʠʠ ʥʘ 

ʦʙʨʘʙʦʪʢʫ, ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security ʤʦʞʝʪ ʢʣʘʩʩʠʬʠʮʠʨʦʚʘʪʴ ʪʘʢʦʝ ʧʨʠʣʦʞʝʥʠʝ ʢʘʢ 

ʚʨʝʜʦʥʦʩʥʦʝ. ʏʪʦʙʳ ʠʟʙʝʞʘʪʴ ʵʪʦʛʦ, ʚʳ ʤʦʞʝʪʝ ʠʩʢʣʶʯʠʪʴ ʧʨʠʣʦʞʝʥʠʝ ʠʟ ʧʨʦʚʝʨʢʠ, ʥʘʩʪʨʦʠʚ ʧʨʠʣʦʞʝʥʠʝ 

Kaspersky Endpoint Security ʩʧʦʩʦʙʦʤ, ʦʧʠʩʘʥʥʳʤ ʚ ʵʪʦʤ ʜʦʢʫʤʝʥʪʝ. 

ʀʩʢʣʶʯʝʥʠʷ ʠʟ ʧʨʦʚʝʨʢʠ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ ʭʦʜʝ ʨʘʙʦʪʳ ʩʣʝʜʫʶʱʠʭ ʢʦʤʧʦʥʝʥʪʦʚ ʠ ʟʘʜʘʯ ʧʨʠʣʦʞʝʥʠʷ, 

ʟʘʜʘʥʥʳʭ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʩʠʩʪʝʤʳ: 

¶ ɸʥʘʣʠʟ ʧʦʚʝʜʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ɸʥʘʣʠʟ ʧʦʚʝʜʝʥʠʷ" ʥʘ ʩʪʨ. 127). 

¶ ɿʘʱʠʪʘ ʦʪ ʵʢʩʧʣʦʡʪʦʚ (ʩʤ. ʨʘʟʜʝʣ "ɿʘʱʠʪʘ ʦʪ ʵʢʩʧʣʦʡʪʦʚ" ʥʘ ʩʪʨ. 138). 

¶ ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʡ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʡ" ʥʘ ʩʪʨ. 141). 

¶ ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ (ʩʤ. ʨʘʟʜʝʣ "ɿʘʱʠʪʘ ʦʪ ʬʘʡʣʦʚʳʭ ʫʛʨʦʟ" ʥʘ ʩʪʨ. 156). 

¶ ɿʘʱʠʪʘ ʦʪ ʚʝʙ-ʫʛʨʦʟ (ʩʤ. ʨʘʟʜʝʣ "ɿʘʱʠʪʘ ʦʪ ʚʝʙ-ʫʛʨʦʟ" ʥʘ ʩʪʨ. 170). 

¶ ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ (ʩʤ. ʨʘʟʜʝʣ "ɿʘʱʠʪʘ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ" ʥʘ ʩʪʨ. 179). 

¶ ɿʘʜʘʯʘ ʇʦʠʩʢ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ (ʩʤ. ʨʘʟʜʝʣ "ʇʦʠʩʢ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ" ʥʘ ʩʪʨ. 65). 

Kaspersky Endpoint Security ʥʝ ʧʨʦʚʝʨʷʝʪ ʦʙʲʝʢʪ, ʝʩʣʠ ʧʨʠ ʟʘʧʫʩʢʝ ʦʜʥʦʡ ʠʟ ʟʘʜʘʯ ʧʨʦʚʝʨʢʠ ʚ ʦʙʣʘʩʪʴ 

ʧʨʦʚʝʨʢʠ ʚʢʣʶʯʝʥ ʜʠʩʢ, ʥʘ ʢʦʪʦʨʦʤ ʥʘʭʦʜʠʪʩʷ ʦʙʲʝʢʪ, ʠʣʠ ʧʘʧʢʘ, ʚ ʢʦʪʦʨʦʡ ʥʘʭʦʜʠʪʩʷ ʦʙʲʝʢʪ. ʆʜʥʘʢʦ 

ʧʨʠ ʟʘʧʫʩʢʝ ʟʘʜʘʯʠ ʚʳʙʦʨʦʯʥʦʡ ʧʨʦʚʝʨʢʠ ʠʤʝʥʥʦ ʜʣʷ ʵʪʦʛʦ ʦʙʲʝʢʪʘ ʠʩʢʣʶʯʝʥʠʝ ʠʟ ʧʨʦʚʝʨʢʠ ʥʝ 

ʧʨʠʤʝʥʷʝʪʩʷ. 

ʂʘʢ ʩʦʟʜʘʪʴ ʠʩʢʣʶʯʝʥʠʝ ʠʟ ʧʨʦʚʝʨʢʠ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʀʩʢʣʶʯʝʥʠʷ ʠ 

ʪʠʧʳ ʦʙʥʘʨʫʞʠʚʘʝʤʳʭ ʦʙʲʝʢʪʦʚ. 

3. ɺ ʙʣʦʢʝ ʀʩʢʣʶʯʝʥʠʷ ʧʝʨʝʡʜʠʪʝ ʧʦ ʩʩʳʣʢʝ ʅʘʩʪʨʦʠʪʴ ʠʩʢʣʶʯʝʥʠʷ. 

Kaspersky Endpoint Security ʩʢʨʳʚʘʝʪ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʩʧʠʩʦʢ ʠʩʢʣʶʯʝʥʠʡ ʠʟ ʧʨʦʚʝʨʢʠ ʚ 

ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ, ʝʩʣʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʚ ʢʦʥʩʦʣʠ ʟʘʧʨʝʪʠʣ ʥʘʩʪʨʦʡʢʫ ʠʩʢʣʶʯʝʥʠʡ ʠʟ 

ʧʨʦʚʝʨʢʠ ("ʟʘʤʦʢ" ʟʘʢʨʳʪ) ʠ ʟʘʧʨʝʪʠʣ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʣʦʢʘʣʴʥʳʭ ʠʩʢʣʶʯʝʥʠʡ ʠʟ ʧʨʦʚʝʨʢʠ 

(ʬʣʘʞʦʢ ʈʘʟʨʝʰʠʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʣʦʢʘʣʴʥʳʭ ʠʩʢʣʶʯʝʥʠʡ ʩʥʷʪ). 
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ʈʠʩʫʥʦʢ 87. ʇʘʨʘʤʝʪʨʳ ʠʩʢʣʶʯʝʥʠʡ 

4. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʠ ʚʳʙʝʨʠʪʝ ʥʫʞʥʦʝ ʜʝʡʩʪʚʠʝ: 

¶ ʂʘʪʝʛʦʨʠʶ. ɺʳ ʤʦʞʝʪʝ ʛʨʫʧʧʠʨʦʚʘʪʴ ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʧʨʦʚʝʨʢʠ ʚ ʦʪʜʝʣʴʥʳʝ ʢʘʪʝʛʦʨʠʠ. ɼʣʷ 

ʩʦʟʜʘʥʠʷ ʥʦʚʦʡ ʢʘʪʝʛʦʨʠʠ ʚʘʤ ʥʫʞʥʦ ʚʚʝʩʪʠ ʥʘʟʚʘʥʠʝ ʢʘʪʝʛʦʨʠʠ ʠ ʜʦʙʘʚʠʪʴ ʚ ʢʘʪʝʛʦʨʠʶ ʭʦʪʷ ʙʳ 

ʦʜʥʦ ʠʩʢʣʶʯʝʥʠʝ ʠʟ ʧʨʦʚʝʨʢʠ. 

¶ ʅʦʚʦʝ ʠʩʢʣʶʯʝʥʠʝ. Kaspersky Endpoint Security ʜʦʙʘʚʣʷʝʪ ʥʦʚʦʝ ʠʩʢʣʶʯʝʥʠʝ ʠʟ ʧʨʦʚʝʨʢʠ ʚ 

ʢʦʨʝʥʴ ʩʧʠʩʢʘ. 

¶ ɺʳʙʨʘʪʴ ʠʩʢʣʶʯʝʥʠʝ ʠʟ ʩʧʠʩʢʘ. ɼʣʷ ʙʳʩʪʨʦʡ ʥʘʩʪʨʦʡʢʠ ʨʘʙʦʪʳ Kaspersky Endpoint Security ʥʘ 

SQL-ʩʝʨʚʝʨʘʭ, Microsoft Exchange-ʩʝʨʚʝʨʘʭ ʠ System Center Configuration Manager ʚ ʧʨʠʣʦʞʝʥʠʝ 

ʜʦʙʘʚʣʝʥʳ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʝ ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʧʨʦʚʝʨʢʠ. ʊʘʢʞʝ ʚ ʧʨʠʣʦʞʝʥʠʝ ʜʦʙʘʚʣʝʥʳ 

ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʝ ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʧʨʦʚʝʨʢʠ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʧʨʠʣʦʞʝʥʠʷ ʚ ʚʠʨʪʫʘʣʴʥʳʭ ʩʨʝʜʘʭ 

Citrix ʠ VMware. ɺ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʥʘʟʥʘʯʝʥʠʷ ʟʘʱʠʱʘʝʤʦʛʦ ʩʝʨʚʝʨʘ ʚʘʤ ʥʫʞʥʦ ʚʳʙʨʘʪʴ 

ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʝ ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʧʨʦʚʝʨʢʠ. 

ɼʣʷ ʜʦʙʘʚʣʝʥʠʷ ʥʦʚʦʛʦ ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʧʨʦʚʝʨʢʠ ʚ ʦʪʜʝʣʴʥʫʶ ʢʘʪʝʛʦʨʠʶ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʨʷʜʦʤ ʩ 

ʵʪʦʡ ʢʘʪʝʛʦʨʠʝʡ ʠ ʚʳʙʝʨʠʪʝ ʚʘʨʠʘʥʪ ʅʦʚʦʝ ʠʩʢʣʶʯʝʥʠʝ. 

5. ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʠʩʢʣʶʯʠʪʴ ʠʟ ʧʨʦʚʝʨʢʠ ʬʘʡʣ ʠʣʠ ʧʘʧʢʫ, ʚʳʙʝʨʠʪʝ ʬʘʡʣ ʠʣʠ ʧʘʧʢʫ, ʥʘʞʘʚ ʥʘ ʢʥʦʧʢʫ ʆʙʟʦʨ. 

ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʚʚʝʩʪʠ ʧʫʪʴ ʚʨʫʯʥʫʶ. Kaspersky Endpoint Security ʧʦʜʜʝʨʞʠʚʘʝʪ ʧʝʨʝʤʝʥʥʳʝ 

ʩʨʝʜʳ ʠ ʩʠʤʚʦʣʳ *  ʠ ? ʜʣʷ ʚʚʦʜʘ ʤʘʩʢʠ: 

¶ ʉʠʤʚʦʣ *, ʢʦʪʦʨʳʡ ʟʘʤʝʥʷʝʪ ʣʶʙʦʡ ʥʘʙʦʨ ʩʠʤʚʦʣʦʚ, ʚ ʪʦʤ ʯʠʩʣʝ ʧʫʩʪʦʡ, ʢʨʦʤʝ ʩʠʤʚʦʣʦʚ \  ʠ /  

(ʨʘʟʜʝʣʠʪʝʣʠ ʠʤʝʥ ʬʘʡʣʦʚ ʠ ʧʘʧʦʢ ʚ ʧʫʪʷʭ ʢ ʬʘʡʣʘʤ ʠ ʧʘʧʢʘʤ). ʅʘʧʨʠʤʝʨ, ʤʘʩʢʘ C:\ * \ *.txt  ʙʫʜʝʪ 

ʚʢʣʶʯʘʪʴ ʚʩʝ ʧʫʪʠ ʢ ʬʘʡʣʘʤ ʩ ʨʘʩʰʠʨʝʥʠʝʤ txt, ʨʘʩʧʦʣʦʞʝʥʥʳʤ ʚ ʧʘʧʢʘʭ ʥʘ ʜʠʩʢʝ (C:), ʥʦ ʥʝ ʚ 

ʧʦʜʧʘʧʢʘʭ. 
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¶ ɼʚʘ ʚʚʝʜʝʥʥʳʭ ʧʦʜʨʷʜ ʩʠʤʚʦʣʘ *  ʟʘʤʝʥʷʶʪ ʣʶʙʦʡ ʥʘʙʦʨ ʩʠʤʚʦʣʦʚ, ʚ ʪʦʤ ʯʠʩʣʝ ʧʫʩʪʦʡ, ʚ ʠʤʝʥʠ 

ʬʘʡʣʘ ʠʣʠ ʧʘʧʢʠ, ʚʢʣʶʯʘʷ ʩʠʤʚʦʣʳ \  ʠ /  (ʨʘʟʜʝʣʠʪʝʣʠ ʠʤʝʥ ʬʘʡʣʦʚ ʠ ʧʘʧʦʢ ʚ ʧʫʪʷʭ ʢ ʬʘʡʣʘʤ ʠ 

ʧʘʧʢʘʤ). ʅʘʧʨʠʤʝʨ, ʤʘʩʢʘ C:\ Folder \ ** \ *.txt  ʙʫʜʝʪ ʚʢʣʶʯʘʪʴ ʚʩʝ ʧʫʪʠ ʢ ʬʘʡʣʘʤ ʩ ʨʘʩʰʠʨʝʥʠʝʤ 

txt ʚ ʧʘʧʢʘʭ, ʚʣʦʞʝʥʥʳʭ ʚ ʧʘʧʢʫ Folder , ʢʨʦʤʝ ʩʘʤʦʡ ʧʘʧʢʠ Folder . ʄʘʩʢʘ ʜʦʣʞʥʘ ʚʢʣʶʯʘʪʴ ʭʦʪʷ 

ʙʳ ʦʜʠʥ ʫʨʦʚʝʥʴ ʚʣʦʞʝʥʥʦʩʪʠ. ʄʘʩʢʘ C:\ ** \ *.txt  ʥʝ ʨʘʙʦʪʘʝʪ. 

¶ ʉʠʤʚʦʣ ?, ʢʦʪʦʨʳʡ ʟʘʤʝʥʷʝʪ ʣʶʙʦʡ ʦʜʠʥ ʩʠʤʚʦʣ, ʢʨʦʤʝ ʩʠʤʚʦʣʦʚ \  ʠ /  (ʨʘʟʜʝʣʠʪʝʣʠ ʠʤʝʥ 

ʬʘʡʣʦʚ ʠ ʧʘʧʦʢ ʚ ʧʫʪʷʭ ʢ ʬʘʡʣʘʤ ʠ ʧʘʧʢʘʤ). ʅʘʧʨʠʤʝʨ, ʤʘʩʢʘ C: \ Folder \ ???.txt  ʙʫʜʝʪ ʚʢʣʶʯʘʪʴ 

ʧʫʪʠ ʢʦ ʚʩʝʤ ʨʘʩʧʦʣʦʞʝʥʥʳʤ ʚ ʧʘʧʢʝ Folder  ʬʘʡʣʘʤ ʩ ʨʘʩʰʠʨʝʥʠʝʤ txt ʠ ʠʤʝʥʝʤ, ʩʦʩʪʦʷʱʠʤ ʠʟ 

ʪʨʝʭ ʩʠʤʚʦʣʦʚ. 

ɺʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʤʘʩʢʠ ʚ ʥʘʯʘʣʝ, ʚ ʩʝʨʝʜʠʥʝ ʠʣʠ ʚ ʢʦʥʮʝ ʧʫʪʠ ʢ ʬʘʡʣʘʤ. ʅʘʧʨʠʤʝʨ, 

ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ ʜʦʙʘʚʠʪʴ ʚ ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʧʨʦʚʝʨʢʠ ʧʘʧʢʫ ʜʣʷ ʚʩʝʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʚʚʝʜʠʪʝ 

ʤʘʩʢʫ ?: \ Users \ * \ Folder \ . 

ɺʳ ʤʦʞʝʪʝ ʠʩʢʣʶʯʘʪʴ ʩʝʪʝʚʳʝ ʧʘʧʢʠ. ɼʣʷ ʵʪʦʛʦ ʚʚʝʜʠʪʝ ʧʫʪʴ ʢ ʩʝʪʝʚʦʡ ʧʘʧʢʝ ʚʨʫʯʥʫʶ 

(ʥʘʧʨʠʤʝʨ, \ \ Network Share \ * ). 

6. ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʠʩʢʣʶʯʠʪʴ ʠʟ ʧʨʦʚʝʨʢʠ ʪʠʧ ʦʙʲʝʢʪʦʚ, ʚ ʧʦʣʝ ʊʠʧ ʦʙʥʘʨʫʞʠʚʘʝʤʦʛʦ ʦʙʲʝʢʪʘ 

ʚʚʝʜʠʪʝ ʥʘʟʚʘʥʠʝ ʪʠʧʘ ʦʙʲʝʢʪʘ ʧʦ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʕʥʮʠʢʣʦʧʝʜʠʠ "ʂʘʩʧʝʨʩʢʦʛʦ" 

https://encyclopedia.kaspersky.ru/knowledge/classification/the-classification-tree/ (ʥʘʧʨʠʤʝʨ, Email - Worm, 

Rootkit  ʠʣʠ RemoteAdmin). 

ɺʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʤʘʩʢʠ ʩ ʩʠʤʚʦʣʘʤʠ ? (ʟʘʤʝʥʷʝʪ ʣʶʙʦʡ ʩʠʤʚʦʣ) ʠ *  (ʟʘʤʝʥʷʝʪ ʣʶʙʳʝ 

ʥʝʩʢʦʣʴʢʦ ʩʠʤʚʦʣʦʚ). ʅʘʧʨʠʤʝʨ, ʝʩʣʠ ʫʢʘʟʘʥʘ ʤʘʩʢʘ Client* , Kaspersky Endpoint Security ʠʩʢʣʶʯʘʝʪ 

ʠʟ ʧʨʦʚʝʨʢʠ ʦʙʲʝʢʪʳ ʪʠʧʦʚ Client - IRC , Client - P2P ʠ Client - SMTP. 

7. ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʠʩʢʣʶʯʠʪʴ ʠʟ ʧʨʦʚʝʨʢʠ ʦʪʜʝʣʴʥʳʡ ʬʘʡʣ, ʚ ʧʦʣʝ ʍʝʰ ʦʙʲʝʢʪʘ ʚʚʝʜʠʪʝ ʭʝʰ ʬʘʡʣʘ. 

ɽʩʣʠ ʬʘʡʣ ʠʟʤʝʥʠʪʩʷ, ʭʝʰ ʬʘʡʣʘ ʪʦʞʝ ʙʫʜʝʪ ʠʟʤʝʥʝʥ. ɺ ʨʝʟʫʣʴʪʘʪʝ ʠʟʤʝʥʝʥʥʳʡ ʬʘʡʣ ʥʝ ʙʫʜʝʪ 

ʜʦʙʘʚʣʝʥ ʚ ʠʩʢʣʶʯʝʥʠʷ. 

8. ɺ ʙʣʦʢʝ ʂʦʤʧʦʥʝʥʪʳ ʟʘʱʠʪʳ ʚʳʙʝʨʠʪʝ ʢʦʤʧʦʥʝʥʪʳ, ʥʘ ʨʘʙʦʪʫ ʢʦʪʦʨʳʭ ʜʦʣʞʥʦ ʨʘʩʧʨʦʩʪʨʘʥʷʪʴʩʷ 

ʠʩʢʣʶʯʝʥʠʝ ʠʟ ʧʨʦʚʝʨʢʠ. 

9. ɽʩʣʠ ʥʝʦʙʭʦʜʠʤʦ, ʚ ʧʦʣʝ ʂʦʤʤʝʥʪʘʨʠʡ ʚʚʝʜʠʪʝ ʢʨʘʪʢʠʡ ʢʦʤʤʝʥʪʘʨʠʡ ʢ ʩʦʟʜʘʚʘʝʤʦʤʫ ʠʩʢʣʶʯʝʥʠʶ 

ʠʟ ʧʨʦʚʝʨʢʠ. 

10. ʋʩʪʘʥʦʚʠʪʝ ʩʪʘʪʫʩ ʜʣʷ ʠʩʢʣʶʯʝʥʠʷ ɸʢʪʠʚʥʦ. 

11. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

ʅʦʚʦʝ ʠʩʢʣʶʯʝʥʠʝ ʙʫʜʝʪ ʜʦʙʘʚʣʝʥʦ ʚ ʩʧʠʩʦʢ. ɺʳ ʤʦʞʝʪʝ ʚ ʣʶʙʦʝ ʚʨʝʤʷ ʦʩʪʘʥʦʚʠʪʴ ʨʘʙʦʪʫ 

ʠʩʢʣʶʯʝʥʠʷ ʩ ʧʦʤʦʱʴʶ ʬʣʘʞʢʘ ʚ ʛʨʘʬʝ ʉʪʘʪʫʩ. 

https://encyclopedia.kaspersky.ru/knowledge/classification/the-classification-tree/
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12. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

 
ʈʠʩʫʥʦʢ 88. ʉʧʠʩʦʢ ʠʩʢʣʶʯʝʥʠʡ 
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ʇʨʠʤʝʨʳ ʤʘʩʦʢ ʧʫʪʠ: 

ʇʫʪʠ ʢ ʬʘʡʣʘʤ, ʨʘʩʧʦʣʦʞʝʥʥʳʤ ʚ ʣʶʙʦʡ ʠʟ ʧʘʧʦʢ: 

¶ ʄʘʩʢʘ *.exe  ʙʫʜʝʪ ʚʢʣʶʯʘʪʴ ʚʩʝ ʧʫʪʠ ʢ ʬʘʡʣʘʤ ʩ ʨʘʩʰʠʨʝʥʠʝʤ exe. 

¶ ʄʘʩʢʘ example*  ʙʫʜʝʪ ʚʢʣʶʯʘʪʴ ʚʩʝ ʧʫʪʠ ʢ ʬʘʡʣʘʤ ʩ ʠʤʝʥʝʤ EXAMPLE. 

ʇʫʪʠ ʢ ʬʘʡʣʘʤ, ʨʘʩʧʦʣʦʞʝʥʥʳʤ ʚ ʫʢʘʟʘʥʥʦʡ ʧʘʧʢʝ: 

¶ ʤʘʩʢʘ C:\ dir \ *.*  ʙʫʜʝʪ ʚʢʣʶʯʘʪʴ ʚʩʝ ʧʫʪʠ ʢ ʬʘʡʣʘʤ ʚ ʧʘʧʢʝ C: \ dir \ , ʥʦ ʥʝ ʚ ʧʦʜʧʘʧʢʘʭ ʧʘʧʢʠ 

C: \ dir \ ; 

¶ ʤʘʩʢʘ C:\ dir \ *  ʙʫʜʝʪ ʚʢʣʶʯʘʪʴ ʚʩʝ ʧʫʪʠ ʢ ʬʘʡʣʘʤ ʚ ʧʘʧʢʝ C: \ dir \ , ʚʢʣʶʯʘʷ ʧʦʜʧʘʧʢʠ; 

¶ ʤʘʩʢʘ C:\ dir \  ʙʫʜʝʪ ʚʢʣʶʯʘʪʴ ʚʩʝ ʧʫʪʠ ʢ ʬʘʡʣʘʤ ʚ ʧʘʧʢʝ C: \ dir \ , ʚʢʣʶʯʘʷ ʧʦʜʧʘʧʢʠ; 

¶ ʤʘʩʢʘ C:\ dir \ *.exe  ʙʫʜʝʪ ʚʢʣʶʯʘʪʴ ʚʩʝ ʧʫʪʠ ʢ ʬʘʡʣʘʤ ʩ ʨʘʩʰʠʨʝʥʠʝʤ exe ʚ ʧʘʧʢʝ C: \ dir \ , ʥʦ ʥʝ 

ʚ ʧʦʜʧʘʧʢʘʭ ʧʘʧʢʠ C: \ dir \ ; 

¶ ʤʘʩʢʘ C:\ dir \ test  ʙʫʜʝʪ ʚʢʣʶʯʘʪʴ ʚʩʝ ʧʫʪʠ ʢ ʬʘʡʣʘʤ ʩ ʠʤʝʥʝʤ test ʚ ʧʘʧʢʝ C: \ dir \ , ʥʦ ʥʝ ʚ 

ʧʦʜʧʘʧʢʘʭ ʧʘʧʢʠ C: \ dir \ ; 

¶ ʤʘʩʢʘ C:\ dir \ * \ test  ʙʫʜʝʪ ʚʢʣʶʯʘʪʴ ʚʩʝ ʧʫʪʠ ʢ ʬʘʡʣʘʤ ʩ ʠʤʝʥʝʤ test ʚ ʧʘʧʢʝ C: \ dir \  ʠ ʚ 

ʧʦʜʧʘʧʢʘʭ ʧʘʧʢʠ C: \ dir \ ; 

¶ ʤʘʩʢʘ C:\ dir1 \ * \ dir3 \  ʙʫʜʝʪ ʚʢʣʶʯʘʪʴ ʚʩʝ ʧʫʪʠ ʢ ʬʘʡʣʘʤ ʚ ʧʦʜʧʘʧʢʘʭ dir3 ʚ ʧʘʧʢʝ C: \ dir1 \  ʯʝʨʝʟ 

ʦʜʠʥ ʫʨʦʚʝʥʴ; 

¶ ʤʘʩʢʘ C:\ dir1 \ ** \ dirN \  ʙʫʜʝʪ ʚʢʣʶʯʘʪʴ ʚʩʝ ʧʫʪʠ ʢ ʬʘʡʣʘʤ ʚ ʧʦʜʧʘʧʢʘʭ dirN ʚ ʧʘʧʢʝ C: \ dir1 \  ʥʘ 

ʣʶʙʦʤ ʫʨʦʚʥʝ. 

ʇʫʪʠ ʢ ʬʘʡʣʘʤ, ʨʘʩʧʦʣʦʞʝʥʥʳʤ ʚʦ ʚʩʝʭ ʧʘʧʢʘʭ ʩ ʫʢʘʟʘʥʥʳʤ ʠʤʝʥʝʤ: 

¶ ʤʘʩʢʘ dir \ *.*  ʙʫʜʝʪ ʚʢʣʶʯʘʪʴ ʚʩʝ ʧʫʪʠ ʢ ʬʘʡʣʘʤ ʚ ʧʘʧʢʘʭ ʩ ʠʤʝʥʝʤ dir, ʥʦ ʥʝ ʚ ʧʦʜʧʘʧʢʘʭ ʵʪʠʭ 

ʧʘʧʦʢ; 

¶ ʤʘʩʢʘ dir \ *  ʙʫʜʝʪ ʚʢʣʶʯʘʪʴ ʚʩʝ ʧʫʪʠ ʢ ʬʘʡʣʘʤ ʚ ʧʘʧʢʘʭ ʩ ʠʤʝʥʝʤ dir, ʥʦ ʥʝ ʚ ʧʦʜʧʘʧʢʘʭ ʵʪʠʭ ʧʘʧʦʢ; 

¶ ʤʘʩʢʘ dir \  ʙʫʜʝʪ ʚʢʣʶʯʘʪʴ ʚʩʝ ʧʫʪʠ ʢ ʬʘʡʣʘʤ ʚ ʧʘʧʢʘʭ ʩ ʠʤʝʥʝʤ dir, ʥʦ ʥʝ ʚ ʧʦʜʧʘʧʢʘʭ ʵʪʠʭ ʧʘʧʦʢ; 

¶ ʤʘʩʢʘ dir \ *.exe  ʙʫʜʝʪ ʚʢʣʶʯʘʪʴ ʚʩʝ ʧʫʪʠ ʢ ʬʘʡʣʘʤ ʩ ʨʘʩʰʠʨʝʥʠʝʤ exe ʚ ʧʘʧʢʘʭ ʩ ʠʤʝʥʝʤ dir, ʥʦ ʥʝ 

ʚ ʧʦʜʧʘʧʢʘʭ ʵʪʠʭ ʧʘʧʦʢ; 

¶ ʤʘʩʢʘ dir \ test  ʙʫʜʝʪ ʚʢʣʶʯʘʪʴ ʚʩʝ ʧʫʪʠ ʢ ʬʘʡʣʘʤ ʩ ʠʤʝʥʝʤ test ʚ ʧʘʧʢʘʭ ʩ ʠʤʝʥʝʤ dir, ʥʦ ʥʝ ʚ 

ʧʦʜʧʘʧʢʘʭ ʵʪʠʭ ʧʘʧʦʢ. 

 

 

ɺʳʙʦʨ ʪʠʧʦʚ ʦʙʥʘʨʫʞʠʚʘʝʤʳʭ ʦʙʲʝʢʪʦʚ 

Ʒ ʏʪʦʙʳ ʚʳʙʨʘʪʴ ʪʠʧʳ ʦʙʥʘʨʫʞʠʚʘʝʤʳʭ ʦʙʲʝʢʪʦʚ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʀʩʢʣʶʯʝʥʠʷ ʠ 

ʪʠʧʳ ʦʙʥʘʨʫʞʠʚʘʝʤʳʭ ʦʙʲʝʢʪʦʚ. 
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3. ɺ ʙʣʦʢʝ ʊʠʧʳ ʦʙʥʘʨʫʞʠʚʘʝʤʳʭ ʦʙʲʝʢʪʦʚ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʢʠ ʜʣʷ ʪʠʧʦʚ ʦʙʲʝʢʪʦʚ, ʢʦʪʦʨʳʝ 

ʜʦʣʞʝʥ ʦʙʥʘʨʫʞʠʚʘʪʴ Kaspersky Endpoint Security: 

¶ ɺʠʨʫʩʳ ʠ ʯʝʨʚʠ 

¶ ʊʨʦʷʥʩʢʠʝ ʧʨʠʣʦʞʝʥʠʷ (ʚ ʪʦʤ ʯʠʩʣʝ ʧʨʠʣʦʞʝʥʠʷ-ʚʳʤʦʛʘʪʝʣʠ) 

¶ ɺʨʝʜʦʥʦʩʥʳʝ ʫʪʠʣʠʪʳ 

¶ ʈʝʢʣʘʤʥʳʝ ʧʨʠʣʦʞʝʥʠʷ 

¶ ʇʨʠʣʦʞʝʥʠʷ ʘʚʪʦʜʦʟʚʦʥʘ 

¶ ʃʝʛʘʣʴʥʳʝ ʧʨʠʣʦʞʝʥʠʷ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤʠ ʜʣʷ 

ʥʘʥʝʩʝʥʠʷ ʚʨʝʜʘ ʢʦʤʧʴʶʪʝʨʫ ʠʣʠ ʜʘʥʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʷ 

¶ ʋʧʘʢʦʚʘʥʥʳʝ ʦʙʲʝʢʪʳ, ʩʧʦʩʦʙ ʫʧʘʢʦʚʢʠ ʢʦʪʦʨʳʭ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʟʘʱʠʪʳ 

ʚʨʝʜʦʥʦʩʥʦʛʦ ʢʦʜʘ 

¶ ʄʥʦʛʦʢʨʘʪʥʦ ʫʧʘʢʦʚʘʥʥʳʝ ʦʙʲʝʢʪʳ 

4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

 
ʈʠʩʫʥʦʢ 89. ʊʠʧʳ ʦʙʥʘʨʫʞʠʚʘʝʤʳʭ ʦʙʲʝʢʪʦʚ 
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ʌʦʨʤʠʨʦʚʘʥʠʝ ʩʧʠʩʢʘ ʜʦʚʝʨʝʥʥʳʭ ʧʨʠʣʦʞʝʥʠʡ 

ʉʧʠʩʦʢ ʜʦʚʝʨʝʥʥʳʭ ʧʨʠʣʦʞʝʥʠʡ ï ʵʪʦ ʩʧʠʩʦʢ ʧʨʠʣʦʞʝʥʠʡ, ʫ ʢʦʪʦʨʳʭ Kaspersky Endpoint Security 

ʥʝ ʢʦʥʪʨʦʣʠʨʫʝʪ ʬʘʡʣʦʚʫʶ ʠ ʩʝʪʝʚʫʶ ʘʢʪʠʚʥʦʩʪʠ (ʚ ʪʦʤ ʯʠʩʣʝ ʠ ʚʨʝʜʦʥʦʩʥʫʶ), ʘ ʪʘʢʞʝ ʦʙʨʘʱʝʥʠʷ ʵʪʠʭ 

ʧʨʠʣʦʞʝʥʠʡ ʢ ʩʠʩʪʝʤʥʦʤʫ ʨʝʝʩʪʨʫ. ʇʦ ʫʤʦʣʯʘʥʠʶ Kaspersky Endpoint Security ʢʦʥʪʨʦʣʠʨʫʝʪ ʦʙʲʝʢʪʳ, 

ʦʪʢʨʳʚʘʝʤʳʝ, ʟʘʧʫʩʢʘʝʤʳʝ ʠʣʠ ʩʦʭʨʘʥʷʝʤʳʝ ʣʶʙʳʤ ʧʨʦʛʨʘʤʤʥʳʤ ʧʨʦʮʝʩʩʦʤ, ʘ ʪʘʢʞʝ ʢʦʥʪʨʦʣʠʨʫʝʪ 

ʘʢʪʠʚʥʦʩʪʴ ʚʩʝʭ ʧʨʠʣʦʞʝʥʠʡ ʠ ʩʦʟʜʘʚʘʝʤʳʡ ʠʤʠ ʩʝʪʝʚʦʡ ʪʨʘʬʠʢ. ʇʦʩʣʝ ʜʦʙʘʚʣʝʥʠʷ ʧʨʠʣʦʞʝʥʠʷ ʚ ʩʧʠʩʦʢ 

ʜʦʚʝʨʝʥʥʳʭ ʧʨʠʣʦʞʝʥʠʡ Kaspersky Endpoint Security ʧʝʨʝʩʪʘʝʪ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʘʢʪʠʚʥʦʩʪʴ ʧʨʠʣʦʞʝʥʠʷ. 

ʆʪʣʠʯʠʝ ʠʩʢʣʶʯʝʥʠʡ ʠʟ ʧʨʦʚʝʨʢʠ ʦʪ ʜʦʚʝʨʝʥʥʳʭ ʧʨʠʣʦʞʝʥʠʡ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, ʯʪʦ ʜʣʷ ʠʩʢʣʶʯʝʥʠʡ 

Kaspersky Endpoint Security ʥʝ ʧʨʦʚʝʨʷʝʪ ʬʘʡʣʳ, ʘ ʜʣʷ ʜʦʚʝʨʝʥʥʳʭ ʧʨʠʣʦʞʝʥʠʡ ʠʥʠʮʠʠʨʫʝʤʳʝ ʧʨʦʮʝʩʩʳ. 

ʊʦ ʝʩʪʴ, ʝʩʣʠ ʜʦʚʝʨʝʥʥʦʝ ʧʨʠʣʦʞʝʥʠʝ ʩʦʟʜʘʩʪ ʚʨʝʜʦʥʦʩʥʳʡ ʬʘʡʣ ʚ ʧʘʧʢʝ, ʢʦʪʦʨʘʷ ʥʝ ʚʢʣʶʯʝʥʘ ʚ 

ʠʩʢʣʶʯʝʥʠʷ, Kaspersky Endpoint Security ʦʙʥʘʨʫʞʠʪ ʵʪʦʪ ʬʘʡʣ ʠ ʫʩʪʨʘʥʠʪ ʫʛʨʦʟʫ. ɽʩʣʠ ʧʘʧʢʘ ʜʦʙʘʚʣʝʥʘ ʚ 

ʠʩʢʣʶʯʝʥʠʷ, Kaspersky Endpoint Security ʧʨʦʧʫʩʪʠʪ ʵʪʦʪ ʬʘʡʣ. 

ʅʘʧʨʠʤʝʨ, ʝʩʣʠ ʚʳ ʩʯʠʪʘʝʪʝ ʦʙʲʝʢʪʳ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʧʨʠʣʦʞʝʥʠʝʤ Microsoft Windows ɹʣʦʢʥʦʪ, 

ʙʝʟʦʧʘʩʥʳʤʠ, ʪʦ ʝʩʪʴ ʜʦʚʝʨʷʝʪʝ ʵʪʦʤʫ ʧʨʠʣʦʞʝʥʠʶ, ʚʘʤ ʩʣʝʜʫʝʪ ʜʦʙʘʚʠʪʴ ʧʨʠʣʦʞʝʥʠʝ Microsoft Windows 

ɹʣʦʢʥʦʪ ʚ ʩʧʠʩʦʢ ʜʦʚʝʨʝʥʥʳʭ ʧʨʠʣʦʞʝʥʠʡ, ʯʪʦʙʳ ʥʝ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʦʙʲʝʢʪʳ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʵʪʠʤ 

ʧʨʠʣʦʞʝʥʠʝʤ. ʕʪʦ ʧʦʟʚʦʣʠʪ ʫʚʝʣʠʯʠʪʴ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ ʢʦʤʧʴʶʪʝʨʘ, ʯʪʦ ʦʩʦʙʝʥʥʦ ʚʘʞʥʦ ʧʨʠ 

ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʩʝʨʚʝʨʥʳʭ ʧʨʠʣʦʞʝʥʠʡ. 

ʂʨʦʤʝ ʪʦʛʦ, ʥʝʢʦʪʦʨʳʝ ʜʝʡʩʪʚʠʷ, ʢʦʪʦʨʳʝ Kaspersky Endpoint Security ʢʣʘʩʩʠʬʠʮʠʨʫʝʪ ʢʘʢ ʧʦʜʦʟʨʠʪʝʣʴʥʳʝ, 

ʤʦʛʫʪ ʙʳʪʴ ʙʝʟʦʧʘʩʥʳ ʚ ʨʘʤʢʘʭ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʨʷʜʘ ʧʨʠʣʦʞʝʥʠʡ. ʅʘʧʨʠʤʝʨ, ʧʝʨʝʭʚʘʪ ʪʝʢʩʪʘ, ʢʦʪʦʨʳʡ 

ʚʳ ʚʚʦʜʠʪʝ ʩ ʢʣʘʚʠʘʪʫʨʳ, ʷʚʣʷʝʪʩʷ ʰʪʘʪʥʳʤ ʜʝʡʩʪʚʠʝʤ ʧʨʠʣʦʞʝʥʠʷ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʧʝʨʝʢʣʶʯʝʥʠʷ 

ʨʘʩʢʣʘʜʦʢ ʢʣʘʚʠʘʪʫʨʳ (ʥʘʧʨʠʤʝʨ, Punto Switcher). ʏʪʦʙʳ ʫʯʝʩʪʴ ʩʧʝʮʠʬʠʢʫ ʪʘʢʠʭ ʧʨʠʣʦʞʝʥʠʡ ʠ ʦʪʢʣʶʯʠʪʴ 

ʢʦʥʪʨʦʣʴ ʠʭ ʘʢʪʠʚʥʦʩʪʠ, ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʜʦʙʘʚʠʪʴ ʠʭ ʚ ʩʧʠʩʦʢ ʜʦʚʝʨʝʥʥʳʭ ʧʨʠʣʦʞʝʥʠʡ. 

ɼʦʚʝʨʝʥʥʳʝ ʧʨʠʣʦʞʝʥʠʷ ʧʦʟʚʦʣʷʶʪ ʠʟʙʝʞʘʪʴ ʧʨʦʙʣʝʤʳ ʩʦʚʤʝʩʪʠʤʦʩʪʠ Kaspersky Endpoint Security ʩ 

ʜʨʫʛʠʤʠ ʧʨʠʣʦʞʝʥʠʷʤʠ (ʥʘʧʨʠʤʝʨ, ʧʨʦʙʣʝʤʳ ʜʚʦʡʥʦʡ ʧʨʦʚʝʨʢʠ ʩʝʪʝʚʦʛʦ ʪʨʘʬʠʢʘ ʩʪʦʨʦʥʥʝʛʦ ʢʦʤʧʴʶʪʝʨʘ 

Kaspersky Endpoint Security ʠ ʜʨʫʛʦʛʦ ʘʥʪʠʚʠʨʫʩʥʦʛʦ ʧʨʠʣʦʞʝʥʠʷ). 

ɺ ʪʦ ʞʝ ʚʨʝʤʷ ʠʩʧʦʣʥʷʝʤʳʡ ʬʘʡʣ ʠ ʧʨʦʮʝʩʩ ʜʦʚʝʨʝʥʥʦʛʦ ʧʨʠʣʦʞʝʥʠʷ ʧʦ-ʧʨʝʞʥʝʤʫ ʧʨʦʚʝʨʷʶʪʩʷ ʥʘ 

ʥʘʣʠʯʠʝ ʚ ʥʠʭ ʚʠʨʫʩʦʚ ʠ ʜʨʫʛʠʭ ʧʨʠʣʦʞʝʥʠʡ, ʧʨʝʜʩʪʘʚʣʷʶʱʠʭ ʫʛʨʦʟʫ. ɼʣʷ ʧʦʣʥʦʛʦ ʠʩʢʣʶʯʝʥʠʷ ʧʨʠʣʦʞʝʥʠʷ 

ʠʟ ʧʨʦʚʝʨʢʠ Kaspersky Endpoint Security ʩʣʝʜʫʝʪ ʧʦʣʴʟʦʚʘʪʴʩʷ ʠʩʢʣʶʯʝʥʠʷʤʠ ʠʟ ʧʨʦʚʝʨʢʠ (ʩʤ. ʨʘʟʜʝʣ 

"ʉʦʟʜʘʥʠʝ ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʧʨʦʚʝʨʢʠ" ʥʘ ʩʪʨ. 347). 

ʂʘʢ ʜʦʙʘʚʠʪʴ ʧʨʠʣʦʞʝʥʠʝ ʚ ʩʧʠʩʦʢ ʜʦʚʝʨʝʥʥʳʭ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʀʩʢʣʶʯʝʥʠʷ ʠ 

ʪʠʧʳ ʦʙʥʘʨʫʞʠʚʘʝʤʳʭ ʦʙʲʝʢʪʦʚ. 

3. ɺ ʙʣʦʢʝ ʀʩʢʣʶʯʝʥʠʷ ʧʝʨʝʡʜʠʪʝ ʧʦ ʩʩʳʣʢʝ ʋʢʘʟʘʪʴ ʜʦʚʝʨʝʥʥʳʝ ʧʨʠʣʦʞʝʥʠʷ. 

Kaspersky Endpoint Security ʩʢʨʳʚʘʝʪ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʩʧʠʩʦʢ ʜʦʚʝʨʝʥʥʳʭ ʧʨʠʣʦʞʝʥʠʡ ʚ 

ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ, ʝʩʣʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʚ ʢʦʥʩʦʣʠ ʟʘʧʨʝʪʠʣ ʥʘʩʪʨʦʡʢʫ ʜʦʚʝʨʝʥʥʳʭ 

ʧʨʠʣʦʞʝʥʠʡ ("ʟʘʤʦʢ" ʟʘʢʨʳʪ) ʠ ʟʘʧʨʝʪʠʣ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʣʦʢʘʣʴʥʳʭ ʜʦʚʝʨʝʥʥʳʭ ʧʨʠʣʦʞʝʥʠʡ 

(ʬʣʘʞʦʢ ʈʘʟʨʝʰʠʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʣʦʢʘʣʴʥʳʭ ʜʦʚʝʨʝʥʥʳʭ ʧʨʠʣʦʞʝʥʠʡ ʩʥʷʪ). 
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ʈʠʩʫʥʦʢ 90. ʇʘʨʘʤʝʪʨʳ ʠʩʢʣʶʯʝʥʠʡ 

4. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʠ ʚʳʙʝʨʠʪʝ ʥʫʞʥʦʝ ʜʝʡʩʪʚʠʝ: 

¶ ʂʘʪʝʛʦʨʠʶ. ɺʳ ʤʦʞʝʪʝ ʛʨʫʧʧʠʨʦʚʘʪʴ ʜʦʚʝʨʝʥʥʳʝ ʧʨʠʣʦʞʝʥʠʷ ʚ ʦʪʜʝʣʴʥʳʝ ʢʘʪʝʛʦʨʠʠ. ɼʣʷ 

ʩʦʟʜʘʥʠʷ ʥʦʚʦʡ ʢʘʪʝʛʦʨʠʠ ʚʘʤ ʥʫʞʥʦ ʚʚʝʩʪʠ ʥʘʟʚʘʥʠʝ ʢʘʪʝʛʦʨʠʠ ʠ ʜʦʙʘʚʠʪʴ ʚ ʢʘʪʝʛʦʨʠʶ ʭʦʪʷ ʙʳ 

ʦʜʥʦ ʜʦʚʝʨʝʥʥʦʝ ʧʨʠʣʦʞʝʥʠʝ. 

¶ ʅʦʚʦʝ ʠʩʢʣʶʯʝʥʠʝ. Kaspersky Endpoint Security ʜʦʙʘʚʣʷʝʪ ʥʦʚʦʝ ʜʦʚʝʨʝʥʥʦʝ ʧʨʠʣʦʞʝʥʠʝ ʚ 

ʢʦʨʝʥʴ ʩʧʠʩʢʘ. 

¶ ɺʳʙʨʘʪʴ ʠʩʢʣʶʯʝʥʠʝ ʠʟ ʩʧʠʩʢʘ. ɼʣʷ ʙʳʩʪʨʦʡ ʥʘʩʪʨʦʡʢʠ ʨʘʙʦʪʳ Kaspersky Endpoint Security ʥʘ 

SQL-ʩʝʨʚʝʨʘʭ, Microsoft Exchange-ʩʝʨʚʝʨʘʭ ʠ System Center Configuration Manager ʚ ʧʨʠʣʦʞʝʥʠʝ 

ʜʦʙʘʚʣʝʥʳ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʝ ʜʦʚʝʨʝʥʥʳʝ ʧʨʠʣʦʞʝʥʠʷ. ʊʘʢʞʝ ʚ ʧʨʠʣʦʞʝʥʠʝ ʜʦʙʘʚʣʝʥʳ 

ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʝ ʜʦʚʝʨʝʥʥʳʝ ʧʨʠʣʦʞʝʥʠʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʧʨʠʣʦʞʝʥʠʷ ʚ ʚʠʨʪʫʘʣʴʥʳʭ ʩʨʝʜʘʭ 

Citrix ʠ VMware. ɺ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʥʘʟʥʘʯʝʥʠʷ ʟʘʱʠʱʘʝʤʦʛʦ ʩʝʨʚʝʨʘ ʚʘʤ ʥʫʞʥʦ ʚʳʙʨʘʪʴ 

ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʝ ʜʦʚʝʨʝʥʥʳʝ ʧʨʠʣʦʞʝʥʠʷ. 

ɼʣʷ ʜʦʙʘʚʣʝʥʠʷ ʥʦʚʦʛʦ ʜʦʚʝʨʝʥʥʦʛʦ ʧʨʠʣʦʞʝʥʠʷ ʚ ʦʪʜʝʣʴʥʫʶ ʢʘʪʝʛʦʨʠʶ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʨʷʜʦʤ 

ʩ ʵʪʦʡ ʢʘʪʝʛʦʨʠʝʡ ʠ ʚʳʙʝʨʠʪʝ ʚʘʨʠʘʥʪ ʅʦʚʦʝ ʠʩʢʣʶʯʝʥʠʝ. 

5. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʚʚʝʜʠʪʝ ʧʫʪʴ ʢ ʠʩʧʦʣʥʷʝʤʦʤʫ ʬʘʡʣʫ ʜʦʚʝʨʝʥʥʦʛʦ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʠʩ. ʥʠʞʝ). 

Kaspersky Endpoint Security ʧʦʜʜʝʨʞʠʚʘʝʪ ʧʝʨʝʤʝʥʥʳʝ ʩʨʝʜʳ ʠ ʩʠʤʚʦʣʳ *  ʠ ? ʜʣʷ ʚʚʦʜʘ ʤʘʩʢʠ. 
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Kaspersky Endpoint Security ʧʦʜʜʝʨʞʠʚʘʝʪ ʧʝʨʝʤʝʥʥʳʝ ʩʨʝʜʳ. ʇʨʠ ʵʪʦʤ Kaspersky Endpoint 

Security ʢʦʥʚʝʨʪʠʨʫʝʪ ʧʫʪʴ ʚ ʣʦʢʘʣʴʥʦʤ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ. ʊʦ ʝʩʪʴ, ʝʩʣʠ ʚʳ ʚʚʝʣʠ ʧʫʪʴ ʢ 

ʬʘʡʣʫ %userprofile% \ Documents \ File.exe , ʚ ʣʦʢʘʣʴʥʦʤ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ ʜʣʷ 

ʧʦʣʴʟʦʚʘʪʝʣʷ Fred123 ʙʫʜʝʪ ʜʦʙʘʚʣʝʥʘ ʟʘʧʠʩʴ 

C: \ Users \ Fred123 \ Documents \ File.exe . ʉʦʦʪʚʝʪʩʪʚʝʥʥʦ, Kaspersky Endpoint Security 

ʠʛʥʦʨʠʨʫʝʪ ʜʦʚʝʨʝʥʥʦʝ ʧʨʠʣʦʞʝʥʠʝ File.exe  ʜʣʷ ʜʨʫʛʠʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʏʪʦʙʳ ʧʨʠʤʝʥʠʪʴ 

ʟʘʧʠʩʴ ʢʦ ʚʩʝʤ ʫʯʝʪʥʳʤ ʟʘʧʠʩʷʤ, ʚʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʠʤʚʦʣ *  (ʥʘʧʨʠʤʝʨ, 

C: \ Users \ * \ Documents \ File.exe ). 

ʇʨʠ ʜʦʙʘʚʣʝʥʠʠ ʥʦʚʦʡ ʧʝʨʝʤʝʥʥʦʡ ʩʨʝʜʳ ʥʫʞʥʦ ʧʝʨʝʟʘʧʫʩʪʠʪʴ ʧʨʠʣʦʞʝʥʠʝ. 

6. ɺ ʦʢʥʝ ʩʚʦʡʩʪʚ ʜʦʚʝʨʝʥʥʦʛʦ ʧʨʠʣʦʞʝʥʠʷ ʥʘʩʪʨʦʡʪʝ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ (ʩʤ. ʨʘʟʜʝʣ 

"ʌʦʨʤʠʨʦʚʘʥʠʝ ʩʧʠʩʢʘ ʜʦʚʝʨʝʥʥʳʭ ʧʨʠʣʦʞʝʥʠʡ" ʥʘ ʩʪʨ. 353). 

7. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ OK. 

ʅʦʚʦʝ ʜʦʚʝʨʝʥʥʦʝ ʧʨʠʣʦʞʝʥʠʝ ʙʫʜʝʪ ʜʦʙʘʚʣʝʥʦ ʚ ʩʧʠʩʦʢ. ɺʳ ʤʦʞʝʪʝ ʚ ʣʶʙʦʝ ʚʨʝʤʷ ʠʩʢʣʶʯʠʪʴ 

ʧʨʠʣʦʞʝʥʠʝ ʠʟ ʜʦʚʝʨʝʥʥʦʡ ʟʦʥʳ ʩ ʧʦʤʦʱʴʶ ʬʣʘʞʢʘ ʚ ʛʨʘʬʝ ʉʪʘʪʫʩ. 

8. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

 
ʈʠʩʫʥʦʢ 91. ʉʧʠʩʦʢ ʜʦʚʝʨʝʥʥʳʭ ʧʨʠʣʦʞʝʥʠʡ 
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ʇʘʨʘʤʝʪʨ ʆʧʠʩʘʥʠʝ 

ʅʝ ʧʨʦʚʝʨʷʪʴ 

ʦʪʢʨʳʚʘʝʤʳʝ ʬʘʡʣʳ 

Kaspersky Endpoint Security ʠʩʢʣʶʯʘʝʪ ʠʟ ʧʨʦʚʝʨʢʠ ʚʩʝ ʬʘʡʣʳ, 

ʦʪʢʨʳʚʘʝʤʳʝ ʩ ʧʦʤʦʱʴʶ ʧʨʠʣʦʞʝʥʠʷ. ʅʘʧʨʠʤʝʨ, ʝʩʣʠ ʚʳ ʠʩʧʦʣʴʟʫʝʪʝ 

ʧʨʠʣʦʞʝʥʠʷ ʨʝʟʝʨʚʥʦʛʦ ʢʦʧʠʨʦʚʘʥʠʷ ʬʘʡʣʦʚ, ʬʫʥʢʮʠʷ ʧʦʟʚʦʣʠʪ ʩʥʠʟʠʪʴ 

ʧʦʪʨʝʙʣʝʥʠʝ ʨʝʩʫʨʩʦʚ ʢʦʤʧʴʶʪʝʨʘ Kaspersky Endpoint Security. 

ʅʝ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ 

ʘʢʪʠʚʥʦʩʪʴ ʧʨʠʣʦʞʝʥʠʷ 

Kaspersky Endpoint Security ʥʝ ʢʦʥʪʨʦʣʠʨʫʝʪ ʬʘʡʣʦʚʫʶ ʠ ʩʝʪʝʚʫʶ 

ʘʢʪʠʚʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʷ ʚ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ. ɺʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ 

ʢʦʥʪʨʦʣʴ ʘʢʪʠʚʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʷ ʜʣʷ ʨʘʟʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky 

Endpoint Security: 

¶ ʅʝ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʜʣʷ ʢʦʤʧʦʥʝʥʪʦʚ ʟʘʱʠʪʳ ʠ ʢʦʥʪʨʦʣʷ. 

ʂʦʥʪʨʦʣʴ ʟʘ ʘʢʪʠʚʥʦʩʪʴʶ ʧʨʠʣʦʞʝʥʠʷ ʚʳʧʦʣʥʷʶʪ ʩʣʝʜʫʶʱʠʝ 

ʢʦʤʧʦʥʝʥʪʳ: ɸʥʘʣʠʟ ʧʦʚʝʜʝʥʠʷ (ʥʘ ʩʪʨ. 127), ɿʘʱʠʪʘ ʦʪ ʵʢʩʧʣʦʡʪʦʚ 

(ʥʘ ʩʪʨ. 138), ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʡ (ʥʘ ʩʪʨ. 141), ʆʪʢʘʪ 

ʚʨʝʜʦʥʦʩʥʳʭ ʜʝʡʩʪʚʠʡ (ʥʘ ʩʪʨ. 154) ʠ ʉʝʪʝʚʦʡ ʵʢʨʘʥ. 

¶ ʅʝ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʜʣʷ Managed Detection and Response ʠ 

Endpoint Detection and Response. ʂʦʥʪʨʦʣʴ ʟʘ ʘʢʪʠʚʥʦʩʪʴʶ 

ʧʨʠʣʦʞʝʥʠʷ ʚʳʧʦʣʥʷʶʪ ʚʩʪʨʦʝʥʥʳʡ ʘʛʝʥʪ MDR ʠ ʚʩʪʨʦʝʥʥʳʡ ʘʛʝʥʪ 

EDR (KATA). 

¶ ʅʝ ʧʝʨʝʭʚʘʪʳʚʘʪʴ ʢʦʥʩʦʣʴʥʳʡ ʚʚʦʜ ʜʣʷ Endpoint Detection and 

Response. Kaspersky Endpoint Security ʥʝ ʦʪʧʨʘʚʣʷʝʪ ʜʘʥʥʳʝ 

ʪʝʣʝʤʝʪʨʠʠ ʦʙ ʫʧʨʘʚʣʝʥʠʠ ʧʨʠʣʦʞʝʥʠʝʤ ʯʝʨʝʟ ʢʦʥʩʦʣʴ. ɼʘʥʥʳʝ 

ʪʝʣʝʤʝʪʨʠʠ ʠʩʧʦʣʴʟʫʝʪ Kaspersky Anti Targeted Attack Platform (EDR). 

ʅʝ ʥʘʩʣʝʜʦʚʘʪʴ 

ʦʛʨʘʥʠʯʝʥʠʷ 

ʨʦʜʠʪʝʣʴʩʢʦʛʦ ʧʨʦʮʝʩʩʘ 

(ʧʨʠʣʦʞʝʥʠʷ) 

Kaspersky Endpoint Security ʥʝ ʧʨʠʤʝʥʷʝʪ ʦʛʨʘʥʠʯʝʥʠʷ ʢ ʧʨʦʮʝʩʩʫ, 

ʢʦʪʦʨʳʝ ʥʘʩʪʨʦʝʥʳ ʜʣʷ ʨʦʜʠʪʝʣʴʩʢʦʛʦ ʧʨʦʮʝʩʩʘ. ʈʦʜʠʪʝʣʴʩʢʠʡ ʧʨʦʮʝʩʩ 

ʟʘʧʫʩʢʘʝʪ ʧʨʠʣʦʞʝʥʠʝ, ʜʣʷ ʢʦʪʦʨʦʡ ʥʘʩʪʨʦʝʥʳ ʧʨʘʚʘ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. 

ʨʘʟʜʝʣ "ʈʘʙʦʪʘ ʩ ʧʨʘʚʘʤʠ ʧʨʠʣʦʞʝʥʠʡ" ʥʘ ʩʪʨ. 146) (ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ 

ʚʪʦʨʞʝʥʠʡ) ʠ ʩʝʪʝʚʳʝ ʧʨʘʚʠʣʘ ʧʨʠʣʦʞʝʥʠʷ (ʉʝʪʝʚʦʡ ʵʢʨʘʥ). 

ʅʝ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ 

ʘʢʪʠʚʥʦʩʪʴ ʜʦʯʝʨʥʠʭ 

ʧʨʠʣʦʞʝʥʠʡ 

Kaspersky Endpoint Security ʥʝ ʢʦʥʪʨʦʣʠʨʫʝʪ ʬʘʡʣʦʚʫʶ ʠ ʩʝʪʝʚʫʶ 

ʘʢʪʠʚʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʡ, ʢʦʪʦʨʳʝ ʟʘʧʫʩʢʘʝʪ ʧʨʠʣʦʞʝʥʠʝ. ɺʳ ʤʦʞʝʪʝ 

ʧʨʠʤʝʥʠʪʴ ʠʩʢʣʶʯʝʥʠʝ ʨʝʢʫʨʩʠʚʥʦ. ʊʦ ʝʩʪʴ ʧʨʠʣʦʞʝʥʠʝ ʥʝ ʢʦʥʪʨʦʣʠʨʫʝʪ 

ʘʢʪʠʚʥʦʩʪʴ ʚʩʝʡ ʮʝʧʦʯʢʠ ʜʦʯʝʨʥʠʭ ʧʨʠʣʦʞʝʥʠʡ. 

ʈʘʟʨʝʰʠʪʴ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʩ 

ʠʥʪʝʨʬʝʡʩʦʤ 

ʧʨʠʣʦʞʝʥʠʷ 

ʉʘʤʦʟʘʱʠʪʘ Kaspersky Endpoint Security (ʥʘ ʩʪʨ. 380) ʙʣʦʢʠʨʫʝʪ ʚʩʝ 

ʧʦʧʳʪʢʠ ʫʧʨʘʚʣʝʥʠʷ ʩʣʫʞʙʘʤʠ ʧʨʠʣʦʞʝʥʠʷ ʩ ʫʜʘʣʝʥʥʦʛʦ ʢʦʤʧʴʶʪʝʨʘ. 

ɽʩʣʠ ʬʣʘʞʦʢ ʫʩʪʘʥʦʚʣʝʥ, ʪʦ ʧʨʠʣʦʞʝʥʠʶ ʫʜʘʣʝʥʥʦʛʦ ʜʦʩʪʫʧʘ ʢ 

ʢʦʤʧʴʶʪʝʨʫ ʨʘʟʨʝʰʝʥʦ ʫʧʨʘʚʣʷʪʴ ʧʘʨʘʤʝʪʨʘʤʠ Kaspersky Endpoint 

Security ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩ Kaspersky Endpoint Security. 

ʅʝ ʙʣʦʢʠʨʦʚʘʪʴ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʩ 

ʢʦʤʧʦʥʝʥʪʦʤ AMSI-

ʟʘʱʠʪʘ 

Kaspersky Endpoint Security ʥʝ ʢʦʥʪʨʦʣʠʨʫʝʪ ʟʘʧʨʦʩʳ ʜʦʚʝʨʝʥʥʦʛʦ 

ʧʨʠʣʦʞʝʥʠʷ ʥʘ ʧʨʦʚʝʨʢʫ ʦʙʲʝʢʪʦʚ ʢʦʤʧʦʥʝʥʪʦʤ AMSI-ʟʘʱʠʪʘ (ʩʤ. ʨʘʟʜʝʣ 

"AMSI-ʟʘʱʠʪʘ" ʥʘ ʩʪʨ. 202). 

ʅʝ ʧʨʦʚʝʨʷʪʴ ʩʝʪʝʚʦʡ 

ʪʨʘʬʠʢ 

Kaspersky Endpoint Security ʠʩʢʣʶʯʘʝʪ ʠʟ ʧʨʦʚʝʨʢʠ ʩʝʪʝʚʦʡ ʪʨʘʬʠʢ, 

ʠʥʠʮʠʠʨʫʝʤʳʡ ʧʨʠʣʦʞʝʥʠʝʤ. ɺʳ ʤʦʞʝʪʝ ʠʩʢʣʶʯʠʪʴ ʠʟ ʧʨʦʚʝʨʢʠ ʚʝʩʴ 

ʪʨʘʬʠʢ ʠʣʠ ʪʦʣʴʢʦ ʟʘʰʠʬʨʦʚʘʥʥʳʡ ʪʨʘʬʠʢ. ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʠʩʢʣʶʯʠʪʴ 

ʠʟ ʧʨʦʚʝʨʢʠ ʦʪʜʝʣʴʥʳʝ IP-ʘʜʨʝʩʘ ʠʣʠ ʥʦʤʝʨʘ ʧʦʨʪʦʚ. 

ʂʦʤʤʝʥʪʘʨʠʡ ɽʩʣʠ ʥʝʦʙʭʦʜʠʤʦ, ʚʳ ʤʦʞʝʪʝ ʚʚʝʩʪʠ ʢʨʘʪʢʠʡ ʢʦʤʤʝʥʪʘʨʠʡ ʢ 

ʜʦʚʝʨʝʥʥʦʤʫ ʧʨʠʣʦʞʝʥʠʶ. ʂʦʤʤʝʥʪʘʨʠʡ ʧʦʟʚʦʣʷʝʪ ʫʧʨʦʩʪʠʪʴ ʧʦʠʩʢ ʠ 

ʩʦʨʪʠʨʦʚʢʫ ʜʦʚʝʨʝʥʥʳʭ ʧʨʠʣʦʞʝʥʠʡ. 



 

 

 

ɼʦʚʝʨʝʥʥʘʷ ʟʦʥʘ 

359 

 

 

 

ʇʘʨʘʤʝʪʨ ʆʧʠʩʘʥʠʝ 

ʉʪʘʪʫʩ ʉʪʘʪʫʩ ʜʦʚʝʨʝʥʥʦʛʦ ʧʨʠʣʦʞʝʥʠʷ: 

¶ ɸʢʪʠʚʥʦ ï ʧʨʠʣʦʞʝʥʠʝ ʚ ʜʦʚʝʨʝʥʥʦʡ ʟʦʥʝ. 

¶ ʅʝʘʢʪʠʚʥʦ ï ʧʨʠʣʦʞʝʥʠʝ ʠʩʢʣʶʯʝʥʦ ʠʟ ʜʦʚʝʨʝʥʥʦʡ ʟʦʥʳ. 

 

 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʜʦʚʝʨʝʥʥʦʛʦ ʩʠʩʪʝʤʥʦʛʦ ʭʨʘʥʠʣʠʱʘ 
ʩʝʨʪʠʬʠʢʘʪʦʚ 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʩʠʩʪʝʤʥʦʛʦ ʭʨʘʥʠʣʠʱʘ ʩʝʨʪʠʬʠʢʘʪʦʚ ʧʦʟʚʦʣʷʝʪ ʠʩʢʣʶʯʘʪʴ ʠʟ ʘʥʪʠʚʠʨʫʩʥʦʡ ʧʨʦʚʝʨʢʠ 

ʧʨʠʣʦʞʝʥʠʷ, ʧʦʜʧʠʩʘʥʥʳʝ ʜʦʚʝʨʝʥʥʦʡ ʮʠʬʨʦʚʦʡ ʧʦʜʧʠʩʴʶ. Kaspersky Endpoint Security ʘʚʪʦʤʘʪʠʯʝʩʢʠ 

ʧʦʤʝʱʘʝʪ ʪʘʢʠʝ ʧʨʠʣʦʞʝʥʠʷ ʚ ʛʨʫʧʧʫ ɼʦʚʝʨʝʥʥʳʝ. 

Ʒ ʏʪʦʙʳ ʥʘʯʘʪʴ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʦʚʝʨʝʥʥʦʝ ʩʠʩʪʝʤʥʦʝ ʭʨʘʥʠʣʠʱʝ ʩʝʨʪʠʬʠʢʘʪʦʚ, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʀʩʢʣʶʯʝʥʠʷ ʠ 

ʪʠʧʳ ʦʙʥʘʨʫʞʠʚʘʝʤʳʭ ʦʙʲʝʢʪʦʚ. 

3. ɺ ʨʘʩʢʨʳʚʘʶʱʝʤʩʷ ʩʧʠʩʢʝ ɼʦʚʝʨʝʥʥʦʝ ʩʠʩʪʝʤʥʦʝ ʭʨʘʥʠʣʠʱʝ ʩʝʨʪʠʬʠʢʘʪʦʚ ʚʳʙʝʨʠʪʝ, ʢʘʢʦʝ 

ʩʠʩʪʝʤʥʦʝ ʭʨʘʥʠʣʠʱʝ Kaspersky Endpoint Security ʜʦʣʞʝʥ ʩʯʠʪʘʪʴ ʜʦʚʝʨʝʥʥʳʤ. 

4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
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ʈʘʙʦʪʘ ʩ ʨʝʟʝʨʚʥʳʤ ʭʨʘʥʠʣʠʱʝʤ 
ʈʝʟʝʨʚʥʦʝ ʭʨʘʥʠʣʠʱʝ ï ʵʪʦ ʭʨʘʥʠʣʠʱʝ ʨʝʟʝʨʚʥʳʭ ʢʦʧʠʡ ʬʘʡʣʦʚ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʠʟʤʝʥʝʥʳ ʚ ʧʨʦʮʝʩʩʝ 

ʣʝʯʝʥʠʷ ʠʣʠ ʫʜʘʣʝʥʳ. ʈʝʟʝʨʚʥʘʷ ʢʦʧʠʷ ï ʢʦʧʠʷ ʬʘʡʣʘ, ʢʦʪʦʨʘʷ ʩʦʟʜʘʝʪʩʷ ʜʦ ʣʝʯʝʥʠʷ ʠʣʠ ʫʜʘʣʝʥʠʷ ʵʪʦʛʦ 

ʬʘʡʣʘ. ʈʝʟʝʨʚʥʳʝ ʢʦʧʠʠ ʬʘʡʣʦʚ ʭʨʘʥʷʪʩʷ ʚ ʩʧʝʮʠʘʣʴʥʦʤ ʬʦʨʤʘʪʝ ʠ ʥʝ ʧʨʝʜʩʪʘʚʣʷʶʪ ʦʧʘʩʥʦʩʪʠ. 

ʈʝʟʝʨʚʥʳʝ ʢʦʧʠʠ ʬʘʡʣʦʚ ʭʨʘʥʷʪʩʷ ʚ ʧʘʧʢʝ C: \ ProgramData \ Kaspersky Lab \ KES.21 .20 \ QB. 

ʇʦʣʥʳʝ ʧʨʘʚʘ ʜʦʩʪʫʧʘ ʢ ʵʪʦʡ ʧʘʧʢʝ ʧʨʝʜʦʩʪʘʚʣʝʥʳ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʛʨʫʧʧʳ "ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ". 

ʆʛʨʘʥʠʯʝʥʥʳʝ ʧʨʘʚʘ ʜʦʩʪʫʧʘ ʢ ʵʪʦʡ ʧʘʧʢʝ ʧʨʝʜʦʩʪʘʚʣʝʥʳ ʧʦʣʴʟʦʚʘʪʝʣʶ, ʧʦʜ ʫʯʝʪʥʦʡ ʟʘʧʠʩʴʶ ʢʦʪʦʨʦʛʦ 

ʚʳʧʦʣʥʷʣʘʩʴ ʫʩʪʘʥʦʚʢʘ Kaspersky Endpoint Security. 

ɺ Kaspersky Endpoint Security ʦʪʩʫʪʩʪʚʫʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʥʘʩʪʨʦʡʢʠ ʧʨʘʚ ʜʦʩʪʫʧʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʢ 

ʨʝʟʝʨʚʥʳʤ ʢʦʧʠʷʤ ʬʘʡʣʦʚ. 

ʀʥʦʛʜʘ ʧʨʠ ʣʝʯʝʥʠʠ ʬʘʡʣʦʚ ʥʝ ʫʜʘʝʪʩʷ ʩʦʭʨʘʥʠʪʴ ʠʭ ʮʝʣʦʩʪʥʦʩʪʴ. ɽʩʣʠ ʚʳʣʝʯʝʥʥʳʡ ʬʘʡʣ ʩʦʜʝʨʞʘʣ 

ʚʘʞʥʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʢʦʪʦʨʘʷ ʚ ʨʝʟʫʣʴʪʘʪʝ ʣʝʯʝʥʠʷ ʩʪʘʣʘ ʧʦʣʥʦʩʪʴʶ ʠʣʠ ʯʘʩʪʠʯʥʦ ʥʝʜʦʩʪʫʧʥʘ, ʚʳ ʤʦʞʝʪʝ 

ʧʦʧʳʪʘʪʴʩʷ ʚʦʩʩʪʘʥʦʚʠʪʴ ʬʘʡʣ ʠʟ ʝʛʦ ʨʝʟʝʨʚʥʦʡ ʢʦʧʠʠ ʚ ʧʘʧʢʫ ʠʩʭʦʜʥʦʛʦ ʨʘʟʤʝʱʝʥʠʷ ʬʘʡʣʘ. 

ɽʩʣʠ Kaspersky Endpoint Security ʨʘʙʦʪʘʝʪ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ Kaspersky Security Center, ʪʦ ʨʝʟʝʨʚʥʳʝ ʢʦʧʠʠ 

ʬʘʡʣʦʚ ʤʦʛʫʪ ʙʳʪʴ ʧʝʨʝʜʘʥʘ ʥʘ ʉʝʨʚʝʨ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. ʇʦʜʨʦʙʥʝʝ ʦ ʨʘʙʦʪʝ 

ʨʝʟʝʨʚʥʳʤʠ ʢʦʧʠʷʤʠ ʬʘʡʣʦʚ ʚ Kaspersky Security Center ʤʦʞʥʦ ʧʨʦʯʠʪʘʪʴ ʚ ʉʧʨʘʚʦʯʥʦʡ ʩʠʩʪʝʤʝ Kaspersky 

Security Center. 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 

ʅʘʩʪʨʦʡʢʘ ʤʘʢʩʠʤʘʣʴʥʦʛʦ ʩʨʦʢʘ ʭʨʘʥʝʥʠʷ ʬʘʡʣʦʚ ʚ ʨʝʟʝʨʚʥʦʤ ʭʨʘʥʠʣʠʱʝ ....................................360 
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ʅʘʩʪʨʦʡʢʘ ʤʘʢʩʠʤʘʣʴʥʦʛʦ ʩʨʦʢʘ ʭʨʘʥʝʥʠʷ ʬʘʡʣʦʚ ʚ 
ʨʝʟʝʨʚʥʦʤ ʭʨʘʥʠʣʠʱʝ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʤʘʢʩʠʤʘʣʴʥʳʡ ʩʨʦʢ ʭʨʘʥʝʥʠʷ ʢʦʧʠʡ ʬʘʡʣʦʚ ʚ ʨʝʟʝʨʚʥʦʤ ʭʨʘʥʠʣʠʱʝ ʩʦʩʪʘʚʣʷʝʪ 30 ʜʥʝʡ. ʇʦ 

ʠʩʪʝʯʝʥʠʠ ʤʘʢʩʠʤʘʣʴʥʦʛʦ ʩʨʦʢʘ ʭʨʘʥʝʥʠʷ Kaspersky Endpoint Security ʫʜʘʣʷʝʪ ʥʘʠʙʦʣʝʝ ʩʪʘʨʳʝ ʬʘʡʣʳ ʠʟ 

ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ. 

Ʒ ʏʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʤʘʢʩʠʤʘʣʴʥʳʡ ʩʨʦʢ ʭʨʘʥʝʥʠʷ ʬʘʡʣʦʚ ʚ ʨʝʟʝʨʚʥʦʤ ʭʨʘʥʠʣʠʱʝ, 

ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʆʪʯʝʪʳ ʠ ʭʨʘʥʠʣʠʱʝ. 
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ʈʠʩʫʥʦʢ 92. ʇʘʨʘʤʝʪʨʳ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ 

3. ɺ ʙʣʦʢʝ ʈʝʟʝʨʚʥʦʝ ʭʨʘʥʠʣʠʱʝ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʍʨʘʥʠʪʴ ʦʙʲʝʢʪʳ ʥʝ ʙʦʣʝʝ N ʜʥʝʡ, ʝʩʣʠ 

ʭʦʪʠʪʝ ʦʛʨʘʥʠʯʠʪʴ ʩʨʦʢ ʭʨʘʥʝʥʠʷ ʢʦʧʠʡ ʬʘʡʣʦʚ ʚ ʨʝʟʝʨʚʥʦʤ ʭʨʘʥʠʣʠʱʝ. ʋʢʘʞʠʪʝ ʤʘʢʩʠʤʘʣʴʥʳʡ 

ʩʨʦʢ ʭʨʘʥʝʥʠʷ ʢʦʧʠʡ ʬʘʡʣʦʚ ʚ ʨʝʟʝʨʚʥʦʤ ʭʨʘʥʠʣʠʱʝ. 

4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
 

ʅʘʩʪʨʦʡʢʘ ʤʘʢʩʠʤʘʣʴʥʦʛʦ ʨʘʟʤʝʨʘ ʨʝʟʝʨʚʥʦʛʦ 
ʭʨʘʥʠʣʠʱʘ 

ɺʳ ʤʦʞʝʪʝ ʫʢʘʟʘʪʴ ʤʘʢʩʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʨʘʟʤʝʨ ʨʝʟʝʨʚʥʦʛʦ 

ʭʨʘʥʠʣʠʱʘ ʥʝ ʦʛʨʘʥʠʯʝʥ. ʇʦʩʣʝ ʜʦʩʪʠʞʝʥʠʷ ʤʘʢʩʠʤʘʣʴʥʦʛʦ ʨʘʟʤʝʨʘ Kaspersky Endpoint Security 

ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʫʜʘʣʷʝʪ ʥʘʠʙʦʣʝʝ ʩʪʘʨʳʝ ʬʘʡʣʳ ʠʟ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ. 

Ʒ ʏʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʤʘʢʩʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ 

ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʆʪʯʝʪʳ ʠ 

ʭʨʘʥʠʣʠʱʝ. 
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ʈʠʩʫʥʦʢ 93. ʇʘʨʘʤʝʪʨʳ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ 

3. ɺ ʙʣʦʢʝ ʈʝʟʝʨʚʥʦʝ ʭʨʘʥʠʣʠʱʝ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʆʛʨʘʥʠʯʠʪʴ ʨʘʟʤʝʨ ʭʨʘʥʠʣʠʱʘ ʜʦ N ʄɹ. 

ɽʩʣʠ ʬʣʘʞʦʢ ʫʩʪʘʥʦʚʣʝʥ, ʪʦ ʤʘʢʩʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ ʦʛʨʘʥʠʯʝʥ ʟʘʜʘʥʥʳʤ 

ʟʥʘʯʝʥʠʝʤ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʤʘʢʩʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ ʩʦʩʪʘʚʣʷʝʪ 1024 ʄɹ. ʇʦʩʣʝ ʜʦʩʪʠʞʝʥʠʷ 

ʤʘʢʩʠʤʘʣʴʥʦʛʦ ʨʘʟʤʝʨʘ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security 

ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʫʜʘʣʷʝʪ ʥʘʠʙʦʣʝʝ ʩʪʘʨʳʝ ʬʘʡʣʳ ʪʘʢʠʤ ʦʙʨʘʟʦʤ, ʯʪʦʙʳ ʨʘʟʤʝʨ ʨʝʟʝʨʚʥʦʛʦ 

ʭʨʘʥʠʣʠʱʘ ʥʝ ʧʨʝʚʳʰʘʣ ʤʘʢʩʠʤʘʣʴʥʦʛʦ ʟʥʘʯʝʥʠʷ. 

4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
 

ɺʦʩʩʪʘʥʦʚʣʝʥʠʝ ʬʘʡʣʦʚ ʠʟ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ 

ɽʩʣʠ ʚ ʬʘʡʣʝ ʦʙʥʘʨʫʞʝʥ ʚʨʝʜʦʥʦʩʥʳʡ ʢʦʜ, Kaspersky Endpoint Security ʙʣʦʢʠʨʫʝʪ ʬʘʡʣ, ʧʨʠʩʚʘʠʚʘʝʪ ʝʤʫ 

ʩʪʘʪʫʩ ɿʘʨʘʞʝʥ, ʧʦʤʝʱʘʝʪ ʝʛʦ ʢʦʧʠʶ ʚ ʨʝʟʝʨʚʥʦʝ ʭʨʘʥʠʣʠʱʝ ʠ ʧʳʪʘʝʪʩʷ ʧʨʦʚʝʩʪʠ ʣʝʯʝʥʠʝ. ɽʩʣʠ ʬʘʡʣ 

ʫʜʘʝʪʩʷ ʚʳʣʝʯʠʪʴ, ʪʦ ʩʪʘʪʫʩ ʨʝʟʝʨʚʥʦʡ ʢʦʧʠʠ ʬʘʡʣʘ ʠʟʤʝʥʷʝʪʩʷ ʥʘ ɺʳʣʝʯʝʥ. ʌʘʡʣ ʩʪʘʥʦʚʠʪʩʷ ʜʦʩʪʫʧʝʥ ʚ 

ʧʘʧʢʝ ʠʩʭʦʜʥʦʛʦ ʨʘʟʤʝʱʝʥʠʷ. ɽʩʣʠ ʬʘʡʣ ʥʝ ʫʜʘʝʪʩʷ ʚʳʣʝʯʠʪʴ, ʪʦ Kaspersky Endpoint Security ʫʜʘʣʷʝʪ ʝʛʦ 

ʠʟ ʧʘʧʢʠ ʠʩʭʦʜʥʦʛʦ ʨʘʟʤʝʱʝʥʠʷ. ɺʳ ʤʦʞʝʪʝ ʚʦʩʩʪʘʥʦʚʠʪʴ ʬʘʡʣ ʠʟ ʝʛʦ ʨʝʟʝʨʚʥʦʡ ʢʦʧʠʠ ʚ ʧʘʧʢʫ ʠʩʭʦʜʥʦʛʦ 

ʨʘʟʤʝʱʝʥʠʷ. 

ʌʘʡʣʳ ʩʦ ʩʪʘʪʫʩʦʤ ɹʫʜʝʪ ʫʜʘʣʝʥ ʧʨʠ ʧʝʨʝʟʘʛʨʫʟʢʝ ʢʦʤʧʴʶʪʝʨʘ ʚʦʩʩʪʘʥʦʚʠʪʴ ʥʝʚʦʟʤʦʞʥʦ. ʇʝʨʝʟʘʛʨʫʟʠʪʝ 

ʢʦʤʧʴʶʪʝʨ ʠ ʩʪʘʪʫʩ ʬʘʡʣʘ ʠʟʤʝʥʠʪʩʷ ʥʘ ɺʳʣʝʯʝʥ ʠʣʠ ʋʜʘʣʝʥ. ʇʨʠ ʵʪʦʤ ʚʳ ʤʦʞʝʪʝ ʚʦʩʩʪʘʥʦʚʠʪʴ ʬʘʡʣ ʠʟ 

ʝʛʦ ʨʝʟʝʨʚʥʦʡ ʢʦʧʠʠ ʚ ʧʘʧʢʫ ʠʩʭʦʜʥʦʛʦ ʨʘʟʤʝʱʝʥʠʷ. 
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ɺ ʩʣʫʯʘʝ ʦʙʥʘʨʫʞʝʥʠʷ ʚʨʝʜʦʥʦʩʥʦʛʦ ʢʦʜʘ ʚ ʬʘʡʣʝ, ʢʦʪʦʨʳʡ ʷʚʣʷʝʪʩʷ ʯʘʩʪʴʶ ʧʨʠʣʦʞʝʥʠʷ Windows 

Store, Kaspersky Endpoint Security ʥʝ ʧʦʤʝʱʘʝʪ ʢʦʧʠʶ ʬʘʡʣʘ ʚ ʨʝʟʝʨʚʥʦʝ ʭʨʘʥʠʣʠʱʝ, ʘ ʩʨʘʟʫ ʫʜʘʣʷʝʪ 

ʝʛʦ. ʇʨʠ ʵʪʦʤ ʚʦʩʩʪʘʥʦʚʠʪʴ ʮʝʣʦʩʪʥʦʩʪʴ ʧʨʠʣʦʞʝʥʠʷ Windows Store ʚʳ ʤʦʞʝʪʝ ʩʨʝʜʩʪʚʘʤʠ 

ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ Microsoft Windows 8 (ʧʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʚʦʩʩʪʘʥʦʚʣʝʥʠʠ ʧʨʠʣʦʞʝʥʠʷ 

Windows Store ʯʠʪʘʡʪʝ ʚ ʉʧʨʘʚʦʯʥʦʡ ʩʠʩʪʝʤʝ ʢ Microsoft Windows 8). 

ʅʘʙʦʨ ʨʝʟʝʨʚʥʳʭ ʢʦʧʠʡ ʬʘʡʣʦʚ ʧʨʝʜʩʪʘʚʣʝʥ ʚ ʚʠʜʝ ʪʘʙʣʠʮʳ. ɼʣʷ ʨʝʟʝʨʚʥʦʡ ʢʦʧʠʠ ʬʘʡʣʘ ʦʪʦʙʨʘʞʘʝʪʩʷ 

ʧʫʪʴ ʢ ʧʘʧʢʝ ʠʩʭʦʜʥʦʛʦ ʨʘʟʤʝʱʝʥʠʷ ʵʪʦʛʦ ʬʘʡʣʘ. ʇʫʪʴ ʢ ʧʘʧʢʝ ʠʩʭʦʜʥʦʛʦ ʨʘʟʤʝʱʝʥʠʷ ʬʘʡʣʘ ʤʦʞʝʪ 

ʩʦʜʝʨʞʘʪʴ ʧʝʨʩʦʥʘʣʴʥʳʝ ʜʘʥʥʳʝ. 

ɽʩʣʠ ʚ ʨʝʟʝʨʚʥʦʝ ʭʨʘʥʠʣʠʱʝ ʧʦʤʝʱʝʥʦ ʥʝʩʢʦʣʴʢʦ ʨʘʩʧʦʣʦʞʝʥʥʳʭ ʚ ʦʜʥʦʡ ʠ ʪʦʡ ʞʝ ʧʘʧʢʝ ʬʘʡʣʦʚ ʩ 

ʦʜʠʥʘʢʦʚʳʤʠ ʠʤʝʥʘʤʠ ʠ ʨʘʟʣʠʯʥʳʤ ʩʦʜʝʨʞʠʤʳʤ, ʪʦ ʜʣʷ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʜʦʩʪʫʧʝʥ ʪʦʣʴʢʦ ʪʦʪ ʬʘʡʣ, 

ʢʦʪʦʨʳʡ ʙʳʣ ʧʦʤʝʱʝʥ ʚ ʨʝʟʝʨʚʥʦʝ ʭʨʘʥʠʣʠʱʝ ʧʦʩʣʝʜʥʠʤ. 

Ʒ ʏʪʦʙʳ ʚʦʩʩʪʘʥʦʚʠʪʴ ʬʘʡʣʳ ʠʟ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ ʚ ʨʘʟʜʝʣʝ ʄʦʥʠʪʦʨʠʥʛ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʈʝʟʝʨʚʥʦʝ ʭʨʘʥʠʣʠʱʝ. 

2. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʩʧʠʩʢʝ ʬʘʡʣʦʚ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ ʚʳʙʝʨʠʪʝ ʬʘʡʣʳ, ʢʦʪʦʨʳʝ ʚʳ ʭʦʪʠʪʝ 

ʚʦʩʩʪʘʥʦʚʠʪʴ, ʠ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɺʦʩʩʪʘʥʦʚʠʪʴ. 

Kaspersky Endpoint Security ʚʦʩʩʪʘʥʦʚʠʪ ʬʘʡʣʳ ʠʟ ʚʳʙʨʘʥʥʳʭ ʨʝʟʝʨʚʥʳʭ ʢʦʧʠʡ ʚ ʧʘʧʢʠ ʠʭ ʠʩʭʦʜʥʦʛʦ 

ʨʘʟʤʝʱʝʥʠʷ. 
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ʋʜʘʣʝʥʠʝ ʨʝʟʝʨʚʥʳʭ ʢʦʧʠʡ ʬʘʡʣʦʚ ʠʟ ʨʝʟʝʨʚʥʦʛʦ 
ʭʨʘʥʠʣʠʱʘ 

Kaspersky Endpoint Security ʫʜʘʣʷʝʪ ʨʝʟʝʨʚʥʳʝ ʢʦʧʠʠ ʬʘʡʣʦʚ ʩ ʣʶʙʳʤ ʩʪʘʪʫʩʦʤ ʠʟ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ 

ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʦ ʠʩʪʝʯʝʥʠʠ ʚʨʝʤʝʥʠ, ʟʘʜʘʥʥʦʛʦ ʚ ʧʘʨʘʤʝʪʨʘʭ ʧʨʠʣʦʞʝʥʠʷ. ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ 

ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ ʫʜʘʣʠʪʴ ʣʶʙʫʶ ʢʦʧʠʶ ʬʘʡʣʘ ʠʟ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ. 

Ʒ ʏʪʦʙʳ ʫʜʘʣʠʪʴ ʨʝʟʝʨʚʥʳʝ ʢʦʧʠʠ ʬʘʡʣʦʚ ʠʟ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ 

ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ ʚ ʨʘʟʜʝʣʝ ʄʦʥʠʪʦʨʠʥʛ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʈʝʟʝʨʚʥʦʝ ʭʨʘʥʠʣʠʱʝ. 

2. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʩʧʠʩʢʝ ʬʘʡʣʦʚ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ ʚʳʙʝʨʠʪʝ ʬʘʡʣʳ, ʢʦʪʦʨʳʝ ʚʳ ʭʦʪʠʪʝ ʫʜʘʣʠʪʴ 

ʠʟ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ, ʠ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʋʜʘʣʠʪʴ. 

Kaspersky Endpoint Security ʫʜʘʣʠʪ ʚʳʙʨʘʥʥʳʝ ʨʝʟʝʨʚʥʳʝ ʢʦʧʠʠ ʬʘʡʣʦʚ ʠʟ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ. 
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ʈʘʙʦʪʘ ʩ ʢʘʨʘʥʪʠʥʦʤ 
ʂʘʨʘʥʪʠʥ ï ʵʪʦ ʩʧʝʮʠʘʣʴʥʦʝ ʣʦʢʘʣʴʥʦʝ ʭʨʘʥʠʣʠʱʝ ʥʘ ʢʦʤʧʴʶʪʝʨʝ. ʇʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʧʦʤʝʩʪʠʪʴ ʥʘ 

ʢʘʨʘʥʪʠʥ ʬʘʡʣʳ, ʢʦʪʦʨʳʝ ʩʯʠʪʘʝʪ ʦʧʘʩʥʳʤʠ ʜʣʷ ʢʦʤʧʴʶʪʝʨʘ. ʌʘʡʣʳ ʥʘ ʢʘʨʘʥʪʠʥʝ ʭʨʘʥʷʪʩʷ ʚ 

ʟʘʰʠʬʨʦʚʘʥʥʦʤ ʚʠʜʝ ʠ ʥʝ ʫʛʨʦʞʘʶʪ ʙʝʟʦʧʘʩʥʦʩʪʠ ʫʩʪʨʦʡʩʪʚʘ. Kaspersky Endpoint Security ʠʩʧʦʣʴʟʫʝʪ 

ʢʘʨʘʥʪʠʥ ʧʨʠ ʨʘʙʦʪʝ ʩ ʨʝʰʝʥʠʷʤʠ Kaspersky Endpoint Detection and Response Optimum. ɺ ʦʩʪʘʣʴʥʳʭ 

ʩʣʫʯʘʷʭ Kaspersky Endpoint Security ʧʦʤʝʱʘʝʪ ʬʘʡʣ ʚ ʨʝʟʝʨʚʥʦʝ ʭʨʘʥʠʣʠʱʝ (ʩʤ. ʨʘʟʜʝʣ "ʈʘʙʦʪʘ ʩ 

ʨʝʟʝʨʚʥʳʤ ʭʨʘʥʠʣʠʱʝʤ" ʥʘ ʩʪʨ. 360). ʇʦʜʨʦʙʥʝʝ ʦ ʨʘʙʦʪʝ ʩ ʢʘʨʘʥʪʠʥʦʤ ʚ ʩʦʩʪʘʚʝ ʨʝʰʝʥʠʷ ʩʤ. ʚ Kaspersky 

Endpoint Detection and Response Optimum (https://support.kaspersky.com/KEDR_Optimum/2.3/ru-RU/index.htm). 

Kaspersky Endpoint Security ʧʦʤʝʱʘʝʪ ʬʘʡʣʳ ʥʘ ʢʘʨʘʥʪʠʥ ʧʦʜ ʩʠʩʪʝʤʥʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʴʶ (SYSTEM). 

ɺʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʢʘʨʘʥʪʠʥʘ ʪʦʣʴʢʦ ʚ ʢʦʥʩʦʣʠ Kaspersky Security Center. ʊʘʢʞʝ ʚ ʢʦʥʩʦʣʠ 

Kaspersky Security Center ʚʳ ʤʦʞʝʪʝ ʚʳʧʦʣʥʠʪʴ ʜʝʡʩʪʚʠʷ ʩ ʦʙʲʝʢʪʘʤʠ ʥʘ ʢʘʨʘʥʪʠʥʝ (ʚʦʩʩʪʘʥʦʚʠʪʴ, ʫʜʘʣʠʪʴ, 

ʜʦʙʘʚʠʪʴ ʠ ʜʨʫʛʠʝ). ʃʦʢʘʣʴʥʦ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʚʳ ʤʦʞʝʪʝ ʪʦʣʴʢʦ ʚʦʩʩʪʘʥʦʚʠʪʴ ʦʙʲʝʢʪ ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ 

(ʩʤ. ʨʘʟʜʝʣ "RESTORE. ɺʦʩʩʪʘʥʦʚʣʝʥʠʝ ʬʘʡʣʦʚ ʠʟ ʢʘʨʘʥʪʠʥʘ" ʥʘ ʩʪʨ. 450). 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 
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ʅʘʩʪʨʦʡʢʘ ʤʘʢʩʠʤʘʣʴʥʦʛʦ ʨʘʟʤʝʨʘ ʢʘʨʘʥʪʠʥʘ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʨʘʟʤʝʨ ʢʘʨʘʥʪʠʥʘ ʦʛʨʘʥʠʯʝʥ 200 ʄɹ. ʇʦʩʣʝ ʜʦʩʪʠʞʝʥʠʷ ʤʘʢʩʠʤʘʣʴʥʦʛʦ ʨʘʟʤʝʨʘ Kaspersky 

Endpoint Security ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʫʜʘʣʷʝʪ ʥʘʠʙʦʣʝʝ ʩʪʘʨʳʝ ʬʘʡʣʳ ʠʟ ʢʘʨʘʥʪʠʥʘ. 

ɽʩʣʠ ʚ ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ ʨʘʟʚʝʨʥʫʪʦ ʨʝʰʝʥʠʝ Kaspersky Anti Targeted Attack Platform (EDR), ʤʳ 

ʨʝʢʦʤʝʥʜʫʝʤ ʫʚʝʣʠʯʠʪʴ ʨʘʟʤʝʨ ʢʘʨʘʥʪʠʥʘ. ʇʨʠ ʩʢʘʥʠʨʦʚʘʥʠʠ YARA ʧʨʠʣʦʞʝʥʠʝ ʤʦʞʝʪ ʦʙʥʘʨʫʞʠʪʴ 

ʜʘʤʧ ʧʘʤʷʪʠ ʙʦʣʴʰʦʛʦ ʨʘʟʤʝʨʘ. ɽʩʣʠ ʨʘʟʤʝʨ ʜʘʤʧʘ ʧʘʤʷʪʠ ʧʨʝʚʳʰʘʝʪ ʨʘʟʤʝʨ ʢʘʨʘʥʪʠʥʘ, 

ʧʨʠʣʦʞʝʥʠʝ ʟʘʚʝʨʰʠʪ ʩʢʘʥʠʨʦʚʘʥʠʝ YARA ʩ ʦʰʠʙʢʦʡ ʠ ʜʘʤʧ ʧʘʤʷʪʠ ʥʝ ʙʫʜʝʪ ʧʦʤʝʱʝʥ ʥʘ ʢʘʨʘʥʪʠʥ. 

ʄʳ ʨʝʢʦʤʝʥʜʫʝʤ ʟʘʜʘʪʴ ʨʘʟʤʝʨ ʢʘʨʘʥʪʠʥʘ ʨʘʚʥʳʤ ʨʘʟʤʝʨʫ ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ ʢʦʤʧʴʶʪʝʨʘ 

(ʥʘʧʨʠʤʝʨ, 8 ɻʙ). 

ʂʘʢ ʥʘʩʪʨʦʠʪʴ ʤʘʢʩʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ ʢʘʨʘʥʪʠʥʘ ʚ Web Console 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ Web Console ʚʳʙʝʨʠʪʝ ʋʩʪʨʦʡʩʪʚʘ Ÿ ʇʦʣʠʪʠʢʠ ʠ ʧʨʦʬʠʣʠ ʧʦʣʠʪʠʢ. 

2. ʅʘʞʤʠʪʝ ʥʘ ʥʘʟʚʘʥʠʝ ʧʦʣʠʪʠʢʠ Kaspersky Endpoint Security. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʩʚʦʡʩʪʚ ʧʦʣʠʪʠʢʠ. 

3. ɺʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʇʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ. 

4. ʇʝʨʝʡʜʠʪʝ ʚ ʨʘʟʜʝʣ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ Ÿ ʆʪʯʝʪʳ ʠ ʭʨʘʥʠʣʠʱʝ. 

https://support.kaspersky.com/KEDR_Optimum/2.3/ru-RU/index.htm
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5. ɺ ʙʣʦʢʝ ʂʘʨʘʥʪʠʥ ʥʘʩʪʨʦʡʪʝ ʨʘʟʤʝʨ ʢʘʨʘʥʪʠʥʘ: 

¶ ʆʛʨʘʥʠʯʠʪʴ ʨʘʟʤʝʨ ʢʘʨʘʥʪʠʥʘ ʜʦ N ʄɹ. ʄʘʢʩʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ ʢʘʨʘʥʪʠʥʘ ʚ ʄɹ. ʅʘʧʨʠʤʝʨ, ʚʳ 

ʤʦʞʝʪʝ ʟʘʜʘʪʴ ʤʘʢʩʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ ʢʘʨʘʥʪʠʥʘ 200 ʄɹ. ʇʨʠ ʜʦʩʪʠʞʝʥʠʠ ʤʘʢʩʠʤʘʣʴʥʦʛʦ 

ʨʘʟʤʝʨʘ ʢʘʨʘʥʪʠʥʘ Kaspersky Endpoint Security ʦʪʧʨʘʚʣʷʝʪ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ ʩʦʙʳʪʠʝ ʚ 

Kaspersky Security Center ʠ ʧʫʙʣʠʢʫʝʪ ʩʦʙʳʪʠʝ ʚ ɾʫʨʥʘʣʝ ʩʦʙʳʪʠʡ Windows. ʇʨʠ ʵʪʦʤ 

ʧʨʠʣʦʞʝʥʠʝ ʧʨʝʢʨʘʱʘʝʪ ʧʦʤʝʱʘʪʴ ʥʦʚʳʝ ʦʙʲʝʢʪʳ ʥʘ ʢʘʨʘʥʪʠʥ. ɺʘʤ ʥʫʞʥʦ ʚʨʫʯʥʫʶ ʦʯʠʩʪʠʪʴ 

ʢʘʨʘʥʪʠʥ. 

¶ ʋʚʝʜʦʤʣʷʪʴ ʧʨʠ ʟʘʧʦʣʥʝʥʠʠ ʢʘʨʘʥʪʠʥʘ ʥʘ N ʧʨʦʮʝʥʪʦʚ. ʇʦʨʦʛʦʚʦʝ ʟʥʘʯʝʥʠʝ ʢʘʨʘʥʪʠʥʘ. 

ʅʘʧʨʠʤʝʨ, ʚʳ ʤʦʞʝʪʝ ʟʘʜʘʪʴ ʧʦʨʦʛʦʚʦʝ ʟʥʘʯʝʥʠʝ ʢʘʨʘʥʪʠʥʘ 50 %. ʇʨʠ ʜʦʩʪʠʞʝʥʠʠ ʧʦʨʦʛʦʚʦʛʦ 

ʟʥʘʯʝʥʠʷ ʢʘʨʘʥʪʠʥʘ, Kaspersky Endpoint Security ʦʪʧʨʘʚʣʷʝʪ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ ʩʦʙʳʪʠʝ ʚ 

Kaspersky Security Center ʠ ʧʫʙʣʠʢʫʝʪ ʩʦʙʳʪʠʝ ʚ ɾʫʨʥʘʣʝ ʩʦʙʳʪʠʡ Windows. ʇʨʠ ʵʪʦʤ 

ʧʨʠʣʦʞʝʥʠʝ ʧʨʦʜʦʣʞʘʝʪ ʧʦʤʝʱʘʪʴ ʥʦʚʳʝ ʦʙʲʝʢʪʳ ʥʘ ʢʘʨʘʥʪʠʥ. 

6. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
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ʇʝʨʝʜʘʯʘ ʜʘʥʥʳʭ ʦ ʬʘʡʣʘʭ ʥʘ ʢʘʨʘʥʪʠʥʝ ʚ Kaspersky 
Security Center 

ɼʣʷ ʚʳʧʦʣʥʝʥʠʷ ʜʝʡʩʪʚʠʡ ʩ ʦʙʲʝʢʪʘʤʠ ʥʘ ʢʘʨʘʥʪʠʥʝ ʚ Web Console ʚʘʤ ʥʫʞʥʦ ʚʢʣʶʯʠʪʴ ʧʝʨʝʜʘʯʫ ʜʘʥʥʳʭ 

ʥʘ ʉʝʨʚʝʨ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʦ ʬʘʡʣʘʭ ʥʘ ʢʘʨʘʥʪʠʥʝ. ɺ Web Console ʚʳ ʤʦʞʝʪʝ, ʥʘʧʨʠʤʝʨ, ʟʘʛʨʫʟʠʪʴ 

ʬʘʡʣ ʠʟ ʢʘʨʘʥʪʠʥʘ ʥʘ ʢʦʤʧʴʶʪʝʨ ʜʣʷ ʘʥʘʣʠʟʘ. ʇʝʨʝʜʘʯʘ ʜʘʥʥʳʭ ʦ ʬʘʡʣʘʭ ʥʘ ʢʘʨʘʥʪʠʥʝ ʜʦʣʞʥʘ ʙʳʪʴ 

ʚʢʣʶʯʝʥʘ ʜʣʷ ʨʘʙʦʪʳ ʚʩʝʭ ʬʫʥʢʮʠʡ ʨʝʰʝʥʠʡ Kaspersky Sandbox ʠ Kaspersky Endpoint Detection and 

Response. 

ʂʘʢ ʚʢʣʶʯʠʪʴ ʧʝʨʝʜʘʯʫ ʜʘʥʥʳʭ ʦ ʬʘʡʣʘʭ ʥʘ ʢʘʨʘʥʪʠʥʝ ʚ Web Console 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ Web Console ʚʳʙʝʨʠʪʝ ʋʩʪʨʦʡʩʪʚʘ Ÿ ʇʦʣʠʪʠʢʠ ʠ ʧʨʦʬʠʣʠ ʧʦʣʠʪʠʢ. 

2. ʅʘʞʤʠʪʝ ʥʘ ʥʘʟʚʘʥʠʝ ʧʦʣʠʪʠʢʠ Kaspersky Endpoint Security. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʩʚʦʡʩʪʚ ʧʦʣʠʪʠʢʠ. 

3. ɺʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʇʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ. 

4. ʇʝʨʝʡʜʠʪʝ ʚ ʨʘʟʜʝʣ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ Ÿ ʆʪʯʝʪʳ ʠ ʭʨʘʥʠʣʠʱʝ. 

5. ɺ ʙʣʦʢʝ ʇʝʨʝʜʘʯʘ ʜʘʥʥʳʭ ʥʘ ʉʝʨʚʝʨ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʆ ʬʘʡʣʘʭ 

ʢʘʨʘʥʪʠʥʘ. 

6. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
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ɺ ʨʝʟʫʣʴʪʘʪʝ ʚʳ ʤʦʞʝʪʝ ʚ ʢʦʥʩʦʣʠ Kaspersky Security Center ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʩʧʠʩʦʢ ʬʘʡʣʦʚ, ʧʦʤʝʱʝʥʥʳʭ ʥʘ 

ʢʘʨʘʥʪʠʥ ʥʘ ʢʦʤʧʴʶʪʝʨʝ. ɺ ʢʦʥʩʦʣʠ Kaspersky Security Center ʚʳ ʤʦʞʝʪʝ ʚʳʧʦʣʥʠʪʴ ʜʝʡʩʪʚʠʷ ʩ ʦʙʲʝʢʪʘʤʠ 

ʥʘ ʢʘʨʘʥʪʠʥʝ (ʚʦʩʩʪʘʥʦʚʠʪʴ, ʫʜʘʣʠʪʴ, ʜʦʙʘʚʠʪʴ ʠ ʜʨʫʛʠʝ). ʇʦʜʨʦʙʥʝʝ ʦ ʨʘʙʦʪʝ ʩ ʢʘʨʘʥʪʠʥʦʤ ʩʤ. ʚ ʩʧʨʘʚʢʝ 

Kaspersky Security Center https://support.kaspersky.com/KSC/14/ru-RU/12429.htm. 

 

ɺʦʩʩʪʘʥʦʚʣʝʥʠʝ ʬʘʡʣʦʚ ʠʟ ʢʘʨʘʥʪʠʥʘ 

ʇʦ ʫʤʦʣʯʘʥʠʶ Kaspersky Endpoint Security ʚʦʩʩʪʘʥʘʚʣʠʚʘʝʪ ʬʘʡʣ ʚ ʧʘʧʢʫ ʝʛʦ ʠʩʭʦʜʥʦʛʦ ʨʘʟʤʝʱʝʥʠʷ. ɽʩʣʠ 

ʧʘʧʢʘ ʥʘʟʥʘʯʝʥʠʷ ʫʜʘʣʝʥʘ ʠʣʠ ʫ ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʝʪ ʧʨʘʚ ʜʦʩʪʫʧʘ ʢ ʵʪʦʡ ʧʘʧʢʝ, ʧʨʠʣʦʞʝʥʠʝ ʧʦʤʝʱʘʝʪ ʬʘʡʣ 

ʚ ʧʘʧʢʫ %DataRoot%\ QB\ Restored . ɼʘʣʝʝ ʚʘʤ ʥʫʞʥʦ ʚʨʫʯʥʫʶ ʧʝʨʝʤʝʩʪʠʪʴ ʬʘʡʣ ʚ ʧʘʧʢʫ ʥʘʟʥʘʯʝʥʠʷ. 

Ʒ ʏʪʦʙʳ ʚʦʩʩʪʘʥʦʚʠʪʴ ʬʘʡʣʳ ʠʟ ʢʘʨʘʥʪʠʥʘ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ Web Console ʚʳʙʝʨʠʪʝ ʆʧʝʨʘʮʠʠ Ÿ ʍʨʘʥʠʣʠʱʘ Ÿ ʂʘʨʘʥʪʠʥ. 

2. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʩʧʠʩʢʝ ʬʘʡʣʦʚ ʢʘʨʘʥʪʠʥʘ ʚʳʙʝʨʠʪʝ ʬʘʡʣʳ, ʢʦʪʦʨʳʝ ʚʳ ʭʦʪʠʪʝ ʚʦʩʩʪʘʥʦʚʠʪʴ, ʠ 

ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɺʦʩʩʪʘʥʦʚʠʪʴ. 

Kaspersky Endpoint Security ʚʦʩʩʪʘʥʦʚʠʪ ʬʘʡʣ. ɽʩʣʠ ʚ ʧʘʧʢʝ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʫʞʝ ʝʩʪʴ ʬʘʡʣ ʩ ʪʘʢʠʤ ʞʝ 

ʠʤʝʥʝʤ, ʧʨʠʣʦʞʝʥʠʝ ʦʪʤʝʥʠʪ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʬʘʡʣʘ. ʇʨʠʣʦʞʝʥʠʝ ʫʜʘʣʷʝʪ ʬʘʡʣ ʠʟ ʢʘʨʘʥʪʠʥʘ ʧʦʩʣʝ 

ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ. 

 

https://support.kaspersky.com/KSC/14/ru-RU/12429.htm
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ʉʣʫʞʙʘ ʫʚʝʜʦʤʣʝʥʠʡ 
ɺ ʧʨʦʮʝʩʩʝ ʨʘʙʦʪʳ Kaspersky Endpoint Security ʚʦʟʥʠʢʘʶʪ ʨʘʟʣʠʯʥʦʛʦ ʨʦʜʘ ʩʦʙʳʪʠʷ. ʋʚʝʜʦʤʣʝʥʠʷ ʦʙ ʵʪʠʭ 

ʩʦʙʳʪʠʷʭ ʤʦʛʫʪ ʠʤʝʪʴ ʠʥʬʦʨʤʘʮʠʦʥʥʳʡ ʭʘʨʘʢʪʝʨ ʠʣʠ ʥʝʩʪʠ ʚʘʞʥʫʶ ʠʥʬʦʨʤʘʮʠʶ. ʅʘʧʨʠʤʝʨ, ʫʚʝʜʦʤʣʝʥʠʝ 

ʤʦʞʝʪ ʠʥʬʦʨʤʠʨʦʚʘʪʴ ʦʙ ʫʩʧʝʰʥʦ ʚʳʧʦʣʥʝʥʥʦʤ ʦʙʥʦʚʣʝʥʠʠ ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʧʨʦʛʨʘʤʤʳ, ʘ ʤʦʞʝʪ 

ʬʠʢʩʠʨʦʚʘʪʴ ʦʰʠʙʢʫ ʚ ʨʘʙʦʪʝ ʥʝʢʦʪʦʨʦʛʦ ʢʦʤʧʦʥʝʥʪʘ, ʢʦʪʦʨʫʶ ʚʘʤ ʪʨʝʙʫʝʪʩʷ ʫʩʪʨʘʥʠʪʴ. 

Kaspersky Endpoint Security ʧʦʟʚʦʣʷʝʪ ʚʥʦʩʠʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʦʙʳʪʠʷʭ, ʚʦʟʥʠʢʘʶʱʠʭ ʚ ʨʘʙʦʪʝ ʧʨʦʛʨʘʤʤʳ, 

ʚ ʞʫʨʥʘʣ ʩʦʙʳʪʠʡ Microsoft Windows ʠ / ʠʣʠ ʚ ʞʫʨʥʘʣ Kaspersky Endpoint Security. 

Kaspersky Endpoint Security ʤʦʞʝʪ ʜʦʩʪʘʚʣʷʪʴ ʫʚʝʜʦʤʣʝʥʠʷ ʩʣʝʜʫʶʱʠʤʠ ʩʧʦʩʦʙʘʤʠ: 

¶ ʩ ʧʦʤʦʱʴʶ ʚʩʧʣʳʚʘʶʱʠʭ ʫʚʝʜʦʤʣʝʥʠʡ ʚ ʦʙʣʘʩʪʠ ʫʚʝʜʦʤʣʝʥʠʡ ʧʘʥʝʣʠ ʟʘʜʘʯ Microsoft Windows; 

¶ ʧʦ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʝ. 

ɺʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʩʧʦʩʦʙʳ ʜʦʩʪʘʚʢʠ ʫʚʝʜʦʤʣʝʥʠʡ. ʉʧʦʩʦʙ ʜʦʩʪʘʚʢʠ ʫʚʝʜʦʤʣʝʥʠʡ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʜʣʷ 

ʢʘʞʜʦʛʦ ʪʠʧʘ ʩʦʙʳʪʠʡ. 

ʈʘʙʦʪʘʷ ʩ ʪʘʙʣʠʮʝʡ ʩʦʙʳʪʠʡ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʩʣʫʞʙʳ ʫʚʝʜʦʤʣʝʥʠʡ, ʚʳ ʤʦʞʝʪʝ ʚʳʧʦʣʥʷʪʴ ʩʣʝʜʫʶʱʠʝ 

ʜʝʡʩʪʚʠʷ: 

¶ ʬʠʣʴʪʨʦʚʘʪʴ ʩʦʙʳʪʠʷ ʩʣʫʞʙʳ ʫʚʝʜʦʤʣʝʥʠʡ ʧʦ ʟʥʘʯʝʥʠʷʤ ʛʨʘʬ ʠʣʠ ʧʦ ʫʩʣʦʚʠʷʤ ʩʣʦʞʥʦʛʦ ʬʠʣʴʪʨʘ; 

¶ ʠʩʧʦʣʴʟʦʚʘʪʴ ʬʫʥʢʮʠʶ ʧʦʠʩʢʘ ʩʦʙʳʪʠʡ ʩʣʫʞʙʳ ʫʚʝʜʦʤʣʝʥʠʡ; 

¶ ʩʦʨʪʠʨʦʚʘʪʴ ʩʦʙʳʪʠʷ ʩʣʫʞʙʳ ʫʚʝʜʦʤʣʝʥʠʡ; 

¶ ʠʟʤʝʥʷʪʴ ʧʦʨʷʜʦʢ ʠ ʥʘʙʦʨ ʛʨʘʬ, ʦʪʦʙʨʘʞʘʝʤʳʭ ʚ ʩʧʠʩʢʝ ʩʦʙʳʪʠʡ ʩʣʫʞʙʳ ʫʚʝʜʦʤʣʝʥʠʡ. 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 
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ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʞʫʨʥʘʣʦʚ ʩʦʙʳʪʠʡ 

Ʒ ʏʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʞʫʨʥʘʣʦʚ ʩʦʙʳʪʠʡ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʀʥʪʝʨʬʝʡʩ. 

3. ɺ ʙʣʦʢʝ ʋʚʝʜʦʤʣʝʥʠʷ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʅʘʩʪʨʦʠʪʴ ʫʚʝʜʦʤʣʝʥʠʷ. 

ɺ ʣʝʚʦʡ ʯʘʩʪʠ ʦʢʥʘ ʧʨʝʜʩʪʘʚʣʝʥʳ ʢʦʤʧʦʥʝʥʪʳ ʠ ʟʘʜʘʯʠ Kaspersky Endpoint Security. ɺ ʧʨʘʚʦʡ ʯʘʩʪʠ 

ʦʢʥʘ ʦʪʦʙʨʘʞʘʝʪʩʷ ʩʧʠʩʦʢ ʩʦʙʳʪʠʡ, ʩʬʦʨʤʠʨʦʚʘʥʥʳʡ ʜʣʷ ʚʳʙʨʘʥʥʦʛʦ ʢʦʤʧʦʥʝʥʪʘ ʠʣʠ ʚʳʙʨʘʥʥʦʡ 

ʟʘʜʘʯʠ. 
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ʉʦʙʳʪʠʷ ʤʦʛʫʪ ʩʦʜʝʨʞʘʪʴ ʩʣʝʜʫʶʱʠʝ ʜʘʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʷ: 

¶ ʧʫʪʠ ʢ ʬʘʡʣʘʤ, ʧʨʦʚʝʨʷʝʤʳʤ ʩ ʧʦʤʦʱʴʶ Kaspersky Endpoint Security; 

¶ ʧʫʪʠ ʢ ʢʣʶʯʘʤ ʨʝʝʩʪʨʘ, ʠʟʤʝʥʷʝʤʳʤ ʚ ʭʦʜʝ ʨʘʙʦʪʳ Kaspersky Endpoint Security; 

¶ ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ Microsoft Windows; 

¶ ʘʜʨʝʩʘ ʚʝʙ-ʩʪʨʘʥʠʮ, ʦʪʢʨʳʚʘʝʤʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʤ. 

4. ɺ ʣʝʚʦʡ ʯʘʩʪʠ ʦʢʥʘ ʚʳʙʝʨʠʪʝ ʢʦʤʧʦʥʝʥʪ ʠʣʠ ʟʘʜʘʯʫ, ʜʣʷ ʢʦʪʦʨʦʡ ʚʳ ʭʦʪʠʪʝ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ 

ʞʫʨʥʘʣʦʚ ʩʦʙʳʪʠʡ. 

5. ɺ ʛʨʘʬʘʭ ʉʦʭʨʘʥʷʪʴ ʚ ʣʦʢʘʣʴʥʦʤ ʦʪʯʝʪʝ ʠ ʉʦʭʨʘʥʷʪʴ ʚ ʞʫʨʥʘʣʝ ʩʦʙʳʪʠʡ Windows ʫʩʪʘʥʦʚʠʪʝ 

ʬʣʘʞʢʠ ʥʘʧʨʦʪʠʚ ʥʫʞʥʳʭ ʩʦʙʳʪʠʡ. 

ʉʦʙʳʪʠʷ, ʥʘʧʨʦʪʠʚ ʢʦʪʦʨʳʭ ʫʩʪʘʥʦʚʣʝʥ ʬʣʘʞʦʢ ʚ ʛʨʘʬʝ ʉʦʭʨʘʥʷʪʴ ʚ ʣʦʢʘʣʴʥʦʤ ʦʪʯʝʪʝ, 

ʦʪʦʙʨʘʞʘʶʪʩʷ ʚ ʦʪʯʝʪʘʭ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʈʘʙʦʪʘ ʩ ʦʪʯʝʪʘʤʠ" ʥʘ ʩʪʨ. 373). ʉʦʙʳʪʠʷ, 

ʥʘʧʨʦʪʠʚ ʢʦʪʦʨʳʭ ʫʩʪʘʥʦʚʣʝʥ ʬʣʘʞʦʢ ʚ ʛʨʘʬʝ ʉʦʭʨʘʥʷʪʴ ʚ ʞʫʨʥʘʣʝ ʩʦʙʳʪʠʡ Windows, 

ʦʪʦʙʨʘʞʘʶʪʩʷ ʚ ʞʫʨʥʘʣʘʭ Windows ʚ ʢʘʥʘʣʝ Application . 

6. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
 

ʅʘʩʪʨʦʡʢʘ ʦʪʦʙʨʘʞʝʥʠʷ ʠ ʜʦʩʪʘʚʢʠ ʫʚʝʜʦʤʣʝʥʠʡ 

Ʒ ʏʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʦʪʦʙʨʘʞʝʥʠʝ ʠ ʜʦʩʪʘʚʢʫ ʫʚʝʜʦʤʣʝʥʠʡ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʀʥʪʝʨʬʝʡʩ. 

3. ɺ ʙʣʦʢʝ ʋʚʝʜʦʤʣʝʥʠʷ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʅʘʩʪʨʦʠʪʴ ʫʚʝʜʦʤʣʝʥʠʷ. 

ɺ ʣʝʚʦʡ ʯʘʩʪʠ ʦʢʥʘ ʧʨʝʜʩʪʘʚʣʝʥʳ ʢʦʤʧʦʥʝʥʪʳ ʠ ʟʘʜʘʯʠ Kaspersky Endpoint Security. ɺ ʧʨʘʚʦʡ ʯʘʩʪʠ 

ʦʢʥʘ ʦʪʦʙʨʘʞʘʝʪʩʷ ʩʧʠʩʦʢ ʩʦʙʳʪʠʡ, ʩʬʦʨʤʠʨʦʚʘʥʥʳʡ ʜʣʷ ʚʳʙʨʘʥʥʦʛʦ ʢʦʤʧʦʥʝʥʪʘ ʠʣʠ ʚʳʙʨʘʥʥʦʡ 

ʟʘʜʘʯʠ. 

ʉʦʙʳʪʠʷ ʤʦʛʫʪ ʩʦʜʝʨʞʘʪʴ ʩʣʝʜʫʶʱʠʝ ʜʘʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʷ: 

¶ ʧʫʪʠ ʢ ʬʘʡʣʘʤ, ʧʨʦʚʝʨʷʝʤʳʤ ʩ ʧʦʤʦʱʴʶ Kaspersky Endpoint Security; 

¶ ʧʫʪʠ ʢ ʢʣʶʯʘʤ ʨʝʝʩʪʨʘ, ʠʟʤʝʥʷʝʤʳʤ ʚ ʭʦʜʝ ʨʘʙʦʪʳ Kaspersky Endpoint Security; 

¶ ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ Microsoft Windows; 

¶ ʘʜʨʝʩʘ ʚʝʙ-ʩʪʨʘʥʠʮ, ʦʪʢʨʳʚʘʝʤʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʤ. 

4. ɺ ʣʝʚʦʡ ʯʘʩʪʠ ʦʢʥʘ ʚʳʙʝʨʠʪʝ ʢʦʤʧʦʥʝʥʪ ʠʣʠ ʟʘʜʘʯʫ, ʜʣʷ ʢʦʪʦʨʦʡ ʚʳ ʭʦʪʠʪʝ ʥʘʩʪʨʦʠʪʴ ʜʦʩʪʘʚʢʫ 

ʫʚʝʜʦʤʣʝʥʠʡ. 

5. ɺ ʛʨʘʬʝ ʋʚʝʜʦʤʣʷʪʴ ʥʘ ʵʢʨʘʥʝ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʢʠ ʥʘʧʨʦʪʠʚ ʥʫʞʥʳʭ ʩʦʙʳʪʠʡ. 

ʀʥʬʦʨʤʘʮʠʷ ʦ ʚʳʙʨʘʥʥʳʭ ʩʦʙʳʪʠʷʭ ʦʪʦʙʨʘʞʘʝʪʩʷ ʥʘ ʵʢʨʘʥʝ ʚ ʚʠʜʝ ʚʩʧʣʳʚʘʶʱʠʭ ʫʚʝʜʦʤʣʝʥʠʡ ʚ 

ʦʙʣʘʩʪʠ ʫʚʝʜʦʤʣʝʥʠʡ ʧʘʥʝʣʠ ʟʘʜʘʯ Microsoft Windows. 

6. ɺ ʛʨʘʬʝ ʋʚʝʜʦʤʣʷʪʴ ʧʦ ʧʦʯʪʝ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʢʠ ʥʘʧʨʦʪʠʚ ʥʫʞʥʳʭ ʩʦʙʳʪʠʡ. 

ʀʥʬʦʨʤʘʮʠʷ ʦ ʚʳʙʨʘʥʥʳʭ ʩʦʙʳʪʠʷʭ ʜʦʩʪʘʚʣʷʝʪʩʷ ʧʦ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʝ, ʝʩʣʠ ʟʘʜʘʥʳ ʧʘʨʘʤʝʪʨʳ 

ʜʦʩʪʘʚʢʠ ʧʦʯʪʦʚʳʭ ʫʚʝʜʦʤʣʝʥʠʡ. 

7. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ OK. 

8. ɽʩʣʠ ʚʳ ʚʢʣʶʯʠʣʠ ʫʚʝʜʦʤʣʝʥʠʷ ʧʦ ʧʦʯʪʝ, ʥʘʩʪʨʦʡʪʝ ʧʘʨʘʤʝʪʨʳ ʜʦʩʪʘʚʢʠ ʵʣʝʢʪʨʦʥʥʳʭ ʩʦʦʙʱʝʥʠʡ: 
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a. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʅʘʩʪʨʦʠʪʴ ʧʦʯʪʦʚʳʝ ʫʚʝʜʦʤʣʝʥʠʷ. 

b. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʋʚʝʜʦʤʣʷʪʴ ʦ ʩʦʙʳʪʠʷʭ, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʜʦʩʪʘʚʢʫ ʠʥʬʦʨʤʘʮʠʠ ʦ 

ʩʦʙʳʪʠʷʭ ʚ ʨʘʙʦʪʝ Kaspersky Endpoint Security, ʦʪʤʝʯʝʥʥʳʭ ʚ ʛʨʘʬʝ ʋʚʝʜʦʤʣʷʪʴ ʧʦ ʧʦʯʪʝ. 

c. ʋʢʘʞʠʪʝ ʧʘʨʘʤʝʪʨʳ ʜʦʩʪʘʚʢʠ ʧʦʯʪʦʚʳʭ ʫʚʝʜʦʤʣʝʥʠʡ. 

d. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ OK. 

9. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
 

ʅʘʩʪʨʦʡʢʘ ʦʪʦʙʨʘʞʝʥʠʷ ʧʨʝʜʫʧʨʝʞʜʝʥʠʡ ʦ ʩʦʩʪʦʷʥʠʠ 
ʧʨʠʣʦʞʝʥʠʷ ʚ ʦʙʣʘʩʪʠ ʫʚʝʜʦʤʣʝʥʠʡ 

Ʒ ʏʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʦʪʦʙʨʘʞʝʥʠʝ ʧʨʝʜʫʧʨʝʞʜʝʥʠʡ ʦ ʩʦʩʪʦʷʥʠʠ ʧʨʠʣʦʞʝʥʠʷ ʚ ʦʙʣʘʩʪʠ 

ʫʚʝʜʦʤʣʝʥʠʡ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʀʥʪʝʨʬʝʡʩ. 

3. ɺ ʙʣʦʢʝ ʆʪʦʙʨʘʞʘʪʴ ʩʦʩʪʦʷʥʠʝ ʧʨʠʣʦʞʝʥʠʷ ʚ ʦʙʣʘʩʪʠ ʫʚʝʜʦʤʣʝʥʠʡ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʢʠ 

ʥʘʧʨʦʪʠʚ ʪʝʭ ʢʘʪʝʛʦʨʠʡ ʩʦʙʳʪʠʡ, ʫʚʝʜʦʤʣʝʥʠʷ ʦ ʢʦʪʦʨʳʭ ʚʳ ʭʦʪʠʪʝ ʚʠʜʝʪʴ ʚ ʦʙʣʘʩʪʠ ʫʚʝʜʦʤʣʝʥʠʡ 

Microsoft Windows. 

4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ʇʨʠ ʚʦʟʥʠʢʥʦʚʝʥʠʠ ʩʦʙʳʪʠʡ, ʦʪʥʦʩʷʱʠʭʩʷ ʢ ʚʳʙʨʘʥʥʳʤ ʢʘʪʝʛʦʨʠʷʤ, ʟʥʘʯʦʢ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ 

"ɿʥʘʯʦʢ ʧʨʠʣʦʞʝʥʠʷ ʚ ʦʙʣʘʩʪʠ ʫʚʝʜʦʤʣʝʥʠʡ" ʥʘ ʩʪʨ. 54) ʚ ʦʙʣʘʩʪʠ ʫʚʝʜʦʤʣʝʥʠʡ ʙʫʜʝʪ ʤʝʥʷʪʴʩʷ ʥʘ  

ʠʣʠ  ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʚʘʞʥʦʩʪʠ ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ. 

 



 

 

 

ʈʘʙʦʪʘ ʩ ʦʪʯʝʪʘʤʠ 

373 

 

 

 

ʈʘʙʦʪʘ ʩ ʦʪʯʝʪʘʤʠ 
ʀʥʬʦʨʤʘʮʠʷ ʦ ʨʘʙʦʪʝ ʢʘʞʜʦʛʦ ʢʦʤʧʦʥʝʥʪʘ Kaspersky Endpoint Security, ʦ ʩʦʙʳʪʠʷʭ ʰʠʬʨʦʚʘʥʠʷ ʜʘʥʥʳʭ, ʦ 

ʚʳʧʦʣʥʝʥʠʠ ʢʘʞʜʦʡ ʟʘʜʘʯʠ ʧʨʦʚʝʨʢʠ, ʟʘʜʘʯʠ ʦʙʥʦʚʣʝʥʠʷ ʠ ʟʘʜʘʯʠ ʧʨʦʚʝʨʢʠ ʮʝʣʦʩʪʥʦʩʪʠ, ʘ ʪʘʢʞʝ ʦ ʨʘʙʦʪʝ 

ʧʨʠʣʦʞʝʥʠʷ ʚ ʮʝʣʦʤ ʩʦʭʨʘʥʷʝʪʩʷ ʚ ʦʪʯʝʪʘʭ. 

ʆʪʯʝʪʳ ʭʨʘʥʷʪʩʷ ʚ ʧʘʧʢʝ C: \ ProgramData \ Kaspersky Lab \ KES.21.20 \ Report . 

ʆʪʯʝʪʳ ʤʦʛʫʪ ʩʦʜʝʨʞʘʪʴ ʩʣʝʜʫʶʱʠʝ ʜʘʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʷ: 

¶ ʧʫʪʠ ʢ ʬʘʡʣʘʤ, ʧʨʦʚʝʨʷʝʤʳʤ ʩ ʧʦʤʦʱʴʶ Kaspersky Endpoint Security; 

¶ ʧʫʪʠ ʢ ʢʣʶʯʘʤ ʨʝʝʩʪʨʘ, ʠʟʤʝʥʷʝʤʳʤ ʚ ʭʦʜʝ ʨʘʙʦʪʳ Kaspersky Endpoint Security; 

¶ ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ Microsoft Windows; 

¶ ʘʜʨʝʩʘ ʚʝʙ-ʩʪʨʘʥʠʮ, ʦʪʢʨʳʚʘʝʤʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʤ. 

ɼʘʥʥʳʝ ʚ ʦʪʯʝʪʝ ʧʨʝʜʩʪʘʚʣʝʥʳ ʚ ʚʠʜʝ ʪʘʙʣʠʮʳ. ʂʘʞʜʘʷ ʩʪʨʦʢʘ ʪʘʙʣʠʮʳ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦʙ 

ʦʪʜʝʣʴʥʦʤ ʩʦʙʳʪʠʠ, ʘʪʨʠʙʫʪʳ ʩʦʙʳʪʠʷ ʥʘʭʦʜʷʪʩʷ ʚ ʛʨʘʬʘʭ ʪʘʙʣʠʮʳ. ʅʝʢʦʪʦʨʳʝ ʛʨʘʬʳ ʷʚʣʷʶʪʩʷ 

ʩʦʩʪʘʚʥʳʤʠ ʠ ʩʦʜʝʨʞʘʪ ʚʣʦʞʝʥʥʳʝ ʛʨʘʬʳ ʩ ʜʦʧʦʣʥʠʪʝʣʴʥʳʤʠ ʘʪʨʠʙʫʪʘʤʠ. ʏʪʦʙʳ ʧʨʦʩʤʦʪʨʝʪʴ 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʘʪʨʠʙʫʪʳ, ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ  ʨʷʜʦʤ ʩ ʥʘʟʚʘʥʠʝʤ ʛʨʘʬʳ. ʉʦʙʳʪʠʷ, ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʝ 

ʚ ʨʘʙʦʪʝ ʨʘʟʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʠʣʠ ʧʨʠ ʚʳʧʦʣʥʝʥʠʠ ʨʘʟʥʳʭ ʟʘʜʘʯ, ʠʤʝʶʪ ʨʘʟʥʳʡ ʥʘʙʦʨ ʘʪʨʠʙʫʪʦʚ. 

ɼʦʩʪʫʧʥʳ ʩʣʝʜʫʶʱʠʝ ʦʪʯʝʪʳ: 

¶ ʆʪʯʝʪ ɸʫʜʠʪ ʩʠʩʪʝʤʳ. ʉʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʦʙʳʪʠʷʭ, ʚʦʟʥʠʢʘʶʱʠʭ ʚ ʧʨʦʮʝʩʩʝ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʩ ʧʨʠʣʦʞʝʥʠʝʤ, ʘ ʪʘʢʞʝ ʚ ʭʦʜʝ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ ʚ ʮʝʣʦʤ ʠ ʥʝ 

ʦʪʥʦʩʷʱʠʭʩʷ ʢ ʢʘʢʠʤ-ʣʠʙʦ ʦʪʜʝʣʴʥʳʤ ʢʦʤʧʦʥʝʥʪʘʤ ʠʣʠ ʟʘʜʘʯʘʤ Kaspersky Endpoint Security. 

¶ ʆʪʯʝʪʳ ʦ ʨʘʙʦʪʝ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Endpoint Security. 

¶ ʆʪʯʝʪʳ ʦ ʚʳʧʦʣʥʝʥʠʠ ʟʘʜʘʯ Kaspersky Endpoint Security. 

¶ ʆʪʯʝʪ ʐʠʬʨʦʚʘʥʠʝ ʜʘʥʥʳʭ. ʉʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʦʙʳʪʠʷʭ, ʚʦʟʥʠʢʘʶʱʠʭ ʧʨʠ ʰʠʬʨʦʚʘʥʠʠ ʠ 

ʨʘʩʰʠʬʨʦʚʢʝ ʜʘʥʥʳʭ. 

ɺ ʦʪʯʝʪʘʭ ʧʨʠʤʝʥʷʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʫʨʦʚʥʠ ʚʘʞʥʦʩʪʠ ʩʦʙʳʪʠʡ: 

 ʀʥʬʦʨʤʘʮʠʦʥʥʳʝ ʩʦʦʙʱʝʥʠʷ. ʉʦʙʳʪʠʷ ʩʧʨʘʚʦʯʥʦʛʦ ʭʘʨʘʢʪʝʨʘ, ʢʘʢ ʧʨʘʚʠʣʦ, ʥʝ ʥʝʩʫʱʠʝ ʚʘʞʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ. 

 ʇʨʝʜʫʧʨʝʞʜʝʥʠʷ. ʉʦʙʳʪʠʷ, ʥʘ ʢʦʪʦʨʳʝ ʥʫʞʥʦ ʦʙʨʘʪʠʪʴ ʚʥʠʤʘʥʠʝ, ʧʦʩʢʦʣʴʢʫ ʦʥʠ ʦʪʨʘʞʘʶʪ 

ʚʘʞʥʳʝ ʩʠʪʫʘʮʠʠ ʚ ʨʘʙʦʪʝ ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security. 

 ʂʨʠʪʠʯʝʩʢʠʝ ʩʦʙrʪʠʷ. ʉʦʙʳʪʠʷ ʢʨʠʪʠʯʝʩʢʦʡ ʚʘʞʥʦʩʪʠ, ʫʢʘʟʳʚʘʶʱʠʝ ʥʘ ʧʨʦʙʣʝʤʳ ʚ ʨʘʙʦʪʝ 

ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security ʠʣʠ ʥʘ ʫʷʟʚʠʤʦʩʪʠ ʚ ʟʘʱʠʪʝ ʢʦʤʧʴʶʪʝʨʘ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ɼʣʷ ʫʜʦʙʩʪʚʘ ʨʘʙʦʪʳ ʩ ʦʪʯʝʪʘʤʠ ʚʳ ʤʦʞʝʪʝ ʠʟʤʝʥʷʪʴ ʧʨʝʜʩʪʘʚʣʝʥʠʝ ʜʘʥʥʳʭ ʥʘ ʵʢʨʘʥʝ ʩʣʝʜʫʶʱʠʤʠ 

ʩʧʦʩʦʙʘʤʠ: 

¶ ʬʠʣʴʪʨʦʚʘʪʴ ʩʧʠʩʦʢ ʩʦʙʳʪʠʡ ʧʦ ʨʘʟʣʠʯʥʳʤ ʢʨʠʪʝʨʠʷʤ; 

¶ ʠʩʧʦʣʴʟʦʚʘʪʴ ʬʫʥʢʮʠʶ ʧʦʠʩʢʘ ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʩʦʙʳʪʠʷ; 

¶ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʚʳʙʨʘʥʥʦʝ ʩʦʙʳʪʠʝ ʚ ʦʪʜʝʣʴʥʦʤ ʙʣʦʢʝ; 

¶ ʩʦʨʪʠʨʦʚʘʪʴ ʩʧʠʩʦʢ ʩʦʙʳʪʠʡ ʧʦ ʢʘʞʜʦʡ ʛʨʘʬʝ ʦʪʯʝʪʘ; 
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¶ ʦʪʦʙʨʘʞʘʪʴ ʠ ʩʢʨʳʚʘʪʴ ʩʛʨʫʧʧʠʨʦʚʘʥʥʳʝ ʩ ʧʦʤʦʱʴʶ ʬʠʣʴʪʨʘ ʩʦʙʳʪʠʷ ʧʦ ʢʥʦʧʢʝ ; 

¶ ʠʟʤʝʥʷʪʴ ʧʦʨʷʜʦʢ ʠ ʥʘʙʦʨ ʛʨʘʬ, ʦʪʦʙʨʘʞʘʝʤʳʭ ʚ ʦʪʯʝʪʝ. 

ʇʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʚʳ ʤʦʞʝʪʝ ʩʦʭʨʘʥʠʪʴ ʩʬʦʨʤʠʨʦʚʘʥʥʳʡ ʦʪʯʝʪ ʚ ʪʝʢʩʪʦʚʳʡ ʬʘʡʣ. ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ 

ʫʜʘʣʷʪʴ ʠʥʬʦʨʤʘʮʠʶ ʠʟ ʦʪʯʝʪʦʚ (ʩʤ. ʨʘʟʜʝʣ "ʋʜʘʣʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʠʟ ʦʪʯʝʪʦʚ" ʥʘ ʩʪʨ. 378) ʧʦ 

ʢʦʤʧʦʥʝʥʪʘʤ ʠ ʟʘʜʘʯʘʤ Kaspersky Endpoint Security, ʦʙʲʝʜʠʥʝʥʥʳʤ ʚ ʛʨʫʧʧʳ. 

ɽʩʣʠ Kaspersky Endpoint Security ʨʘʙʦʪʘʝʪ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ Kaspersky Security Center, ʪʦ ʠʥʬʦʨʤʘʮʠʷ ʦ 

ʩʦʙʳʪʠʷʭ ʤʦʞʝʪ ʙʳʪʴ ʧʝʨʝʜʘʥʘ ʥʘ ʉʝʨʚʝʨ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center (ʧʦʜʨʦʙʥʝʝ ʩʤ. ʚ 

ʩʧʨʘʚʢʝ Kaspersky Security Center https://support.kaspersky.com/help/KSC/15.1/ru-RU/index.htm). 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 

ʇʨʦʩʤʦʪʨ ʦʪʯʝʪʦʚ .....................................................................................................................................374 

ʅʘʩʪʨʦʡʢʘ ʤʘʢʩʠʤʘʣʴʥʦʛʦ ʩʨʦʢʘ ʭʨʘʥʝʥʠʷ ʦʪʯʝʪʦʚ ..............................................................................375 

ʅʘʩʪʨʦʡʢʘ ʤʘʢʩʠʤʘʣʴʥʦʛʦ ʨʘʟʤʝʨʘ ʬʘʡʣʘ ʦʪʯʝʪʘ ................................................................................376 

ʉʦʭʨʘʥʝʥʠʝ ʦʪʯʝʪʘ ʚ ʬʘʡʣ ......................................................................................................................377 

ʋʜʘʣʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʠʟ ʦʪʯʝʪʦʚ ..........................................................................................................378 

 

 

ʇʨʦʩʤʦʪʨ ʦʪʯʝʪʦʚ 

ɽʩʣʠ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʜʦʩʪʫʧʝʥ ʧʨʦʩʤʦʪʨ ʦʪʯʝʪʦʚ, ʪʦ ʜʣʷ ʵʪʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʜʦʩʪʫʧʝʥ ʧʨʦʩʤʦʪʨ ʚʩʝʭ 

ʩʦʙʳʪʠʡ, ʦʪʨʘʞʝʥʥʳʭ ʚ ʦʪʯʝʪʘʭ. 

https://support.kaspersky.com/help/KSC/15.1/ru-RU/index.htm
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Ʒ ʏʪʦʙʳ ʧʨʦʩʤʦʪʨʝʪʴ ʦʪʯʝʪʳ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ ʚ ʨʘʟʜʝʣʝ ʄʦʥʠʪʦʨʠʥʛ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʆʪʯʝʪʳ. 

 
ʈʠʩʫʥʦʢ 94. ʆʪʯʝʪʳ 

2. ɺ ʩʧʠʩʢʝ ʢʦʤʧʦʥʝʥʪʦʚ ʠ ʟʘʜʘʯ ʚʳʙʝʨʠʪʝ ʢʦʤʧʦʥʝʥʪ ʠʣʠ ʟʘʜʘʯʫ. 

ɺ ʧʨʘʚʦʡ ʯʘʩʪʠ ʦʢʥʘ ʦʪʦʙʨʘʟʠʪʩʷ ʦʪʯʝʪ, ʩʦʜʝʨʞʘʱʠʡ ʩʧʠʩʦʢ ʩʦʙʳʪʠʡ ʧʦ ʨʝʟʫʣʴʪʘʪʘʤ ʨʘʙʦʪʳ 

ʚʳʙʨʘʥʥʦʛʦ ʢʦʤʧʦʥʝʥʪʘ ʠʣʠ ʚʳʙʨʘʥʥʦʡ ʟʘʜʘʯʠ Kaspersky Endpoint Security. ɺʳ ʤʦʞʝʪʝ 

ʦʪʩʦʨʪʠʨʦʚʘʪʴ ʩʦʙʳʪʠʷ ʚ ʦʪʯʝʪʝ ʧʦ ʟʥʘʯʝʥʠʷʤ ʚ ʷʯʝʡʢʘʭ ʦʜʥʦʡ ʠʟ ʛʨʘʬ. 

3. ɽʩʣʠ ʪʨʝʙʫʝʪʩʷ ʧʨʦʩʤʦʪʨʝʪʴ ʧʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʦʙʳʪʠʠ, ʚʳʙʝʨʠʪʝ ʚ ʦʪʯʝʪʝ ʥʫʞʥʦʝ 

ʩʦʙʳʪʠʝ. 

ɺ ʥʠʞʥʝʡ ʯʘʩʪʠ ʦʢʥʘ ʦʪʦʙʨʘʟʠʪʩʷ ʙʣʦʢ ʩʦ ʩʚʦʜʥʦʡ ʠʥʬʦʨʤʘʮʠʝʡ ʦ ʩʦʙʳʪʠʠ. 

 

ʅʘʩʪʨʦʡʢʘ ʤʘʢʩʠʤʘʣʴʥʦʛʦ ʩʨʦʢʘ ʭʨʘʥʝʥʠʷ ʦʪʯʝʪʦʚ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʤʘʢʩʠʤʘʣʴʥʳʡ ʩʨʦʢ ʭʨʘʥʝʥʠʷ ʦʪʯʝʪʦʚ ʦ ʩʦʙʳʪʠʷʭ, ʬʠʢʩʠʨʫʝʤʳʭ Kaspersky Endpoint Security, 

ʩʦʩʪʘʚʣʷʝʪ 30 ʜʥʝʡ. ʇʦ ʠʩʪʝʯʝʥʠʠ ʵʪʦʛʦ ʚʨʝʤʝʥʠ Kaspersky Endpoint Security ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʫʜʘʣʷʝʪ 

ʥʘʠʙʦʣʝʝ ʩʪʘʨʳʝ ʟʘʧʠʩʠ ʠʟ ʬʘʡʣʘ ʦʪʯʝʪʘ. 

Ʒ ʏʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʤʘʢʩʠʤʘʣʴʥʳʡ ʩʨʦʢ ʭʨʘʥʝʥʠʷ ʦʪʯʝʪʦʚ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ 

ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʆʪʯʝʪʳ ʠ 

ʭʨʘʥʠʣʠʱʝ. 
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3. ɺ ʙʣʦʢʝ ʆʪʯʝʪʳ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʍʨʘʥʠʪʴ ʦʪʯʝʪʳ ʥʝ ʙʦʣʝʝ N ʜʥʝʡ, ʝʩʣʠ ʭʦʪʠʪʝ ʦʛʨʘʥʠʯʠʪʴ 

ʩʨʦʢ ʭʨʘʥʝʥʠʷ ʦʪʯʝʪʦʚ. ʋʢʘʞʠʪʝ ʤʘʢʩʠʤʘʣʴʥʳʡ ʩʨʦʢ ʭʨʘʥʝʥʠʷ ʦʪʯʝʪʦʚ. 

4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
 

ʅʘʩʪʨʦʡʢʘ ʤʘʢʩʠʤʘʣʴʥʦʛʦ ʨʘʟʤʝʨʘ ʬʘʡʣʘ ʦʪʯʝʪʘ 

ɺʳ ʤʦʞʝʪʝ ʫʢʘʟʘʪʴ ʤʘʢʩʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ ʬʘʡʣʘ, ʩʦʜʝʨʞʘʱʝʛʦ ʦʪʯʝʪ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʤʘʢʩʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ 

ʬʘʡʣʘ ʦʪʯʝʪʘ ʩʦʩʪʘʚʣʷʝʪ 1024 ʄɹ. ʇʦʩʣʝ ʜʦʩʪʠʞʝʥʠʷ ʤʘʢʩʠʤʘʣʴʥʦʛʦ ʨʘʟʤʝʨʘ ʬʘʡʣʘ ʦʪʯʝʪʘ Kaspersky 

Endpoint Security ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʫʜʘʣʷʝʪ ʥʘʠʙʦʣʝʝ ʩʪʘʨʳʝ ʟʘʧʠʩʠ ʠʟ ʬʘʡʣʘ ʦʪʯʝʪʘ ʪʘʢʠʤ ʦʙʨʘʟʦʤ, ʯʪʦʙʳ 

ʨʘʟʤʝʨ ʬʘʡʣʘ ʦʪʯʝʪʦʚ ʥʝ ʧʨʝʚʳʰʘʣ ʤʘʢʩʠʤʘʣʴʥʦʛʦ ʟʥʘʯʝʥʠʷ. 

Ʒ ʏʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʤʘʢʩʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ ʬʘʡʣʘ ʦʪʯʝʪʘ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʆʪʯʝʪʳ ʠ 

ʭʨʘʥʠʣʠʱʝ. 
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3. ɺ ʙʣʦʢʝ ʆʪʯʝʪʳ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʆʛʨʘʥʠʯʠʪʴ ʨʘʟʤʝʨ ʬʘʡʣʘ ʦʪʯʝʪʦʚ ʜʦ N ʄɹ, ʝʩʣʠ ʭʦʪʠʪʝ 

ʦʛʨʘʥʠʯʠʪʴ ʨʘʟʤʝʨ ʬʘʡʣʘ ʦʪʯʝʪʘ. ʋʢʘʞʠʪʝ ʤʘʢʩʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ ʬʘʡʣʘ ʦʪʯʝʪʘ. 

4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
 

ʉʦʭʨʘʥʝʥʠʝ ʦʪʯʝʪʘ ʚ ʬʘʡʣ 

ʇʦʣʴʟʦʚʘʪʝʣʴ ʩʘʤ ʥʝʩʝʪ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʟʘ ʦʙʝʩʧʝʯʝʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʠ ʠʟ ʩʦʭʨʘʥʝʥʥʦʛʦ 

ʚ ʬʘʡʣ ʦʪʯʝʪʘ ʠ, ʚ ʯʘʩʪʥʦʩʪʠ, ʟʘ ʢʦʥʪʨʦʣʴ ʠ ʦʛʨʘʥʠʯʝʥʠʝ ʜʦʩʪʫʧʘ ʢ ʵʪʦʡ ʠʥʬʦʨʤʘʮʠʠ. 

ʉʬʦʨʤʠʨʦʚʘʥʥʳʡ ʦʪʯʝʪ ʚʳ ʤʦʞʝʪʝ ʩʦʭʨʘʥʠʪʴ ʚ ʬʘʡʣ ʪʝʢʩʪʦʚʦʛʦ ʬʦʨʤʘʪʘ TXT ʠʣʠ CSV. 

Kaspersky Endpoint Security ʩʦʭʨʘʥʷʝʪ ʩʦʙʳʪʠʝ ʚ ʦʪʯʝʪ ʚ ʪʦʤ ʚʠʜʝ, ʚ ʢʘʢʦʤ ʩʦʙʳʪʠʝ ʦʪʦʙʨʘʞʘʝʪʩʷ ʥʘ 

ʵʢʨʘʥʝ, ʪʦ ʝʩʪʴ ʩ ʪʝʤ ʞʝ ʩʦʩʪʘʚʦʤ ʠ ʩ ʪʦʡ ʞʝ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴʶ ʘʪʨʠʙʫʪʦʚ ʩʦʙʳʪʠʷ. 
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Ʒ ʏʪʦʙʳ ʩʦʭʨʘʥʠʪʴ ʦʪʯʝʪ ʚ ʬʘʡʣ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ ʚ ʨʘʟʜʝʣʝ ʄʦʥʠʪʦʨʠʥʛ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʆʪʯʝʪʳ. 
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2. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʚʳʙʝʨʠʪʝ ʢʦʤʧʦʥʝʥʪ ʠʣʠ ʟʘʜʘʯʫ. 

ɺ ʧʨʘʚʦʡ ʯʘʩʪʠ ʦʢʥʘ ʦʪʦʙʨʘʟʠʪʩʷ ʦʪʯʝʪ, ʩʦʜʝʨʞʘʱʠʡ ʩʧʠʩʦʢ ʩʦʙʳʪʠʡ ʦ ʨʘʙʦʪʝ ʚʳʙʨʘʥʥʦʛʦ 

ʢʦʤʧʦʥʝʥʪʘ ʠʣʠ ʟʘʜʘʯʠ Kaspersky Endpoint Security. 

3. ɽʩʣʠ ʪʨʝʙʫʝʪʩʷ, ʠʟʤʝʥʠʪʝ ʧʨʝʜʩʪʘʚʣʝʥʠʝ ʜʘʥʥʳʭ ʚ ʦʪʯʝʪʝ ʩ ʧʦʤʦʱʴʶ ʩʣʝʜʫʶʱʠʭ ʩʧʦʩʦʙʦʚ: 

¶ ʬʠʣʴʪʨʘʮʠʷ ʩʦʙʳʪʠʡ; 

¶ ʧʦʠʩʢ ʩʦʙʳʪʠʡ; 

¶ ʠʟʤʝʥʝʥʠʝ ʨʘʩʧʦʣʦʞʝʥʠʷ ʛʨʘʬ; 

¶ ʩʦʨʪʠʨʦʚʢʘ ʩʦʙʳʪʠʡ. 

4. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʉʦʭʨʘʥʠʪʴ ʦʪʯʝʪ, ʨʘʩʧʦʣʦʞʝʥʥʫʶ ʚ ʚʝʨʭʥʝʡ ʧʨʘʚʦʡ ʯʘʩʪʠ ʦʢʥʘ. 

5. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʫʢʘʞʠʪʝ ʧʘʧʢʫ, ʚ ʢʦʪʦʨʫʶ ʚʳ ʭʦʪʠʪʝ ʩʦʭʨʘʥʠʪʴ ʬʘʡʣ ʦʪʯʝʪʘ. 

6. ɺʚʝʜʠʪʝ ʥʘʟʚʘʥʠʝ ʬʘʡʣʘ ʦʪʯʝʪʘ. 

7. ɺʳʙʝʨʠʪʝ ʥʫʞʥʳʡ ʬʦʨʤʘʪ ʬʘʡʣʘ ʦʪʯʝʪʘ: TXT ʠʣʠ CSV. 

8. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
 

ʋʜʘʣʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʠʟ ʦʪʯʝʪʦʚ 

Ʒ ʏʪʦʙʳ ʫʜʘʣʠʪʴ ʠʥʬʦʨʤʘʮʠʶ ʠʟ ʦʪʯʝʪʦʚ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʆʪʯʝʪʳ ʠ 

ʭʨʘʥʠʣʠʱʝ. 
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3. ɺ ʙʣʦʢʝ ʆʪʯʝʪʳ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʆʯʠʩʪʠʪʴ. 

4. ɽʩʣʠ ʚʢʣʶʯʝʥʘ ɿʘʱʠʪʘ ʧʘʨʦʣʝʤ (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ɿʘʱʠʪʳ ʧʘʨʦʣʝʤ" ʥʘ ʩʪʨ. 388), Kaspersky 

Endpoint Security ʤʦʞʝʪ ʟʘʧʨʦʩʠʪʴ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʷ. ʇʨʠʣʦʞʝʥʠʝ ʟʘʧʨʘʰʠʚʘʝʪ 

ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ, ʝʩʣʠ ʫ ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʝʪ ʥʝʦʙʭʦʜʠʤʦʛʦ ʨʘʟʨʝʰʝʥʠʷ. 

Kaspersky Endpoint Security ʫʜʘʣʠʪ ʚʩʝ ʦʪʯʝʪʳ ʜʣʷ ʚʩʝʭ ʢʦʤʧʦʥʝʥʪʦʚ ʠ ʟʘʜʘʯ ʧʨʠʣʦʞʝʥʠʷ. 
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ʉʘʤʦʟʘʱʠʪʘ Kaspersky Endpoint 
Security 
ʉʘʤʦʟʘʱʠʪʘ ʧʨʝʜʦʪʚʨʘʱʘʝʪ ʚʳʧʦʣʥʝʥʠʝ ʜʨʫʛʠʤʠ ʧʨʠʣʦʞʝʥʠʷʤʠ ʜʝʡʩʪʚʠʡ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʥʘʨʫʰʠʪʴ ʨʘʙʦʪʫ 

Kaspersky Endpoint Security ʠ, ʥʘʧʨʠʤʝʨ, ʫʜʘʣʠʪʴ Kaspersky Endpoint Security ʩ ʢʦʤʧʴʶʪʝʨʘ. ʅʘʙʦʨ 

ʜʦʩʪʫʧʥʳʭ ʪʝʭʥʦʣʦʛʠʡ ʩʘʤʦʟʘʱʠʪʳ Kaspersky Endpoint Security ʟʘʚʠʩʠʪ ʦʪ ʨʘʟʨʷʜʥʦʩʪʠ ʦʧʝʨʘʮʠʦʥʥʦʡ 

ʩʠʩʪʝʤʳ (ʩʤ. ʪʘʙʣʠʮʫ ʥʠʞʝ). ʊʘʢʞʝ ʢ ʩʨʝʜʩʪʚʘʤ ʩʘʤʦʟʘʱʠʪʳ ʦʪʥʦʩʷʪʩʷ ɿʘʱʠʪʘ ʧʘʨʦʣʝʤ ʠ ɿʘʱʠʪʘ 

ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʉʝʨʚʝʨʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. 

ɿʘʱʠʪʘ ʧʘʨʦʣʝʤ ʧʦʟʚʦʣʷʝʪ ʦʛʨʘʥʠʯʠʪʴ ʜʦʩʪʫʧ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʢ Kaspersky Endpoint Security ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ 

ʩ ʧʨʝʜʦʩʪʘʚʣʝʥʥʳʤʠ ʨʘʟʨʝʰʝʥʠʷʤʠ (ʥʘʧʨʠʤʝʨ, ʨʘʟʨʝʰʝʥʠʝ ʥʘ ʟʘʚʝʨʰʝʥʠʝ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ). 

ɿʘʱʠʪʘ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʉʝʨʚʝʨʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʧʨʝʜʦʪʚʨʘʱʘʝʪ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʝ 

ʧʝʨʝʧʦʜʢʣʶʯʝʥʠʝ ʢʦʤʧʴʶʪʝʨʘ ʢ ʥʝʜʦʚʝʨʝʥʥʦʤʫ ʩʝʨʚʝʨʫ. 

ʊʘʙʣʠʮʘ 19. ʊʝʭʥʦʣʦʛʠʠ ʩʘʤʦʟʘʱʠʪʳ Kaspersky Endpoint Security 
 

ʊʝʭʥʦʣʦʛʠ

 ̫

ʆʧʠʩʘʥʠʝ x86 x64 

ʄʝʭʘʥʠʟʤ 

ʩʘʤʦʟʘʱʠʪ

 r

ʊʝʭʥʦʣʦʛʠʷ ʙʣʦʢʠʨʫʝʪ ʜʦʩʪʫʧ ʢ ʩʣʝʜʫʶʱʠʤ ʢʦʤʧʦʥʝʥʪʘʤ 

ʧʨʠʣʦʞʝʥʠʷ: 

¶ ʬʘʡʣʳ ʚ ʧʘʧʢʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Endpoint Security ʠ 

ʜʨʫʛʠʝ ʬʘʡʣʳ ʧʨʠʣʦʞʝʥʠʷ; 

¶ ʨʘʟʜʝʣ ʨʝʝʩʪʨʘ ʩ ʢʣʶʯʘʤʠ ʧʨʠʣʦʞʝʥʠʷ; 

¶ ʧʨʦʮʝʩʩʳ, ʢʦʪʦʨʳʝ ʟʘʧʫʩʢʘʝʪ ʧʨʠʣʦʞʝʥʠʝ. 

  

AM-PPL 

(Antimalwar

e Protected 

Process 

Light) 

ʊʝʭʥʦʣʦʛʠʷ ʟʘʱʠʱʘʝʪ ʧʨʦʮʝʩʩʳ Kaspersky Endpoint Security ʦʪ 

ʚʨʝʜʦʥʦʩʥʳʭ ʜʝʡʩʪʚʠʡ. ʇʦʜʨʦʙʥʝʝ ʦ ʪʝʭʥʦʣʦʛʠʠ AM-PPL ʩʤ. 

ʥʘ ʩʘʡʪʝ Microsoft (https://learn.microsoft.com/ru-

ru/windows/win32/services/protecting-anti-malware-services-/). 

ʊʝʭʥʦʣʦʛʠʷ AM-PPL ʜʦʩʪʫʧʥʘ ʜʣʷ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ 

Windows 10 ʚʝʨʩʠʠ 1703 (RS2) ʠ ʚʳʰʝ, Windows Server 

2019. 

  

ʄʝʭʘʥʠʟʤ 

ʟʘʱʠʪʳ ʦʪ 

ʚʥʝʰʥʝʛʦ 

ʫʧʨʘʚʣʝʥʠʷ 

ʊʝʭʥʦʣʦʛʠʷ ʙʣʦʢʠʨʫʝʪ ʧʨʠʣʦʞʝʥʠʷʤ ʫʜʘʣʝʥʥʦʛʦ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʜʦʩʪʫʧ ʢ Kaspersky Endpoint Security 

(ʥʘʧʨʠʤʝʨ, ʧʨʠʣʦʞʝʥʠʷ TeamViewer ʠʣʠ RemotelyAnywhere). 

 ï 

(ʢʨʦʤʝ 

Windows 

7) 

 

https://learn.microsoft.com/ru-ru/windows/win32/services/protecting-anti-malware-services-/
https://learn.microsoft.com/ru-ru/windows/win32/services/protecting-anti-malware-services-/
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ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ʤʝʭʘʥʠʟʤʘ ʩʘʤʦʟʘʱʠʪʳ 

Kaspersky Endpoint Security ʧʨʝʜʦʪʚʨʘʱʘʝʪ ʠʟʤʝʥʝʥʠʝ ʠ ʫʜʘʣʝʥʠʝ ʬʘʡʣʦʚ ʧʨʠʣʦʞʝʥʠʷ ʥʘ ʞʝʩʪʢʦʤ ʜʠʩʢʝ, 

ʧʨʦʮʝʩʩʦʚ ʚ ʧʘʤʷʪʠ ʠ ʟʘʧʠʩʝʡ ʚ ʩʠʩʪʝʤʥʦʤ ʨʝʝʩʪʨʝ. 

ʊʝʭʥʦʣʦʛʠʷ ʙʣʦʢʠʨʫʝʪ ʜʦʩʪʫʧ ʢ ʩʣʝʜʫʶʱʠʤ ʢʦʤʧʦʥʝʥʪʘʤ ʧʨʠʣʦʞʝʥʠʷ: 

¶ ʬʘʡʣʳ ʚ ʧʘʧʢʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Endpoint Security ʠ ʜʨʫʛʠʝ ʬʘʡʣʳ ʧʨʠʣʦʞʝʥʠʷ; 

¶ ʨʘʟʜʝʣ ʨʝʝʩʪʨʘ ʩ ʢʣʶʯʘʤʠ ʧʨʠʣʦʞʝʥʠʷ; 

¶ ʧʨʦʮʝʩʩʳ, ʢʦʪʦʨʳʝ ʟʘʧʫʩʢʘʝʪ ʧʨʠʣʦʞʝʥʠʝ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʤʝʭʘʥʠʟʤ ʩʘʤʦʟʘʱʠʪʳ Kaspersky Endpoint Security ʚʢʣʶʯʝʥ. 

ʂʘʢ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʤʝʭʘʥʠʟʤ ʩʘʤʦʟʘʱʠʪʳ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʅʘʩʪʨʦʡʢʠ 

ʧʨʠʣʦʞʝʥʠʷ. 
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ʈʠʩʫʥʦʢ 99. ʇʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security ʜʣʷ Windows 

3. ʀʩʧʦʣʴʟʫʡʪʝ ʬʣʘʞʦʢ ɺʢʣʶʯʠʪʴ ʩʘʤʦʟʘʱʠʪʫ, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʤʝʭʘʥʠʟʤ 

ʩʘʤʦʟʘʱʠʪʳ. 

4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
 

ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ʧʦʜʜʝʨʞʢʠ AM-PPL 

Kaspersky Endpoint Security ʧʦʜʜʝʨʞʠʚʘʝʪ ʪʝʭʥʦʣʦʛʠʶ Antimalware Protected Process Light (ʜʘʣʝʝ "AM-PPL") 

ʦʪ Microsoft. AM-PPL ʟʘʱʠʱʘʝʪ ʧʨʦʮʝʩʩʳ Kaspersky Endpoint Security ʦʪ ʚʨʝʜʦʥʦʩʥʳʭ ʜʝʡʩʪʚʠʡ (ʥʘʧʨʠʤʝʨ, 

ʟʘʚʝʨʰʝʥʠʝ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ). AM-PPL ʨʘʟʨʝʰʘʝʪ ʟʘʧʫʩʢ ʪʦʣʴʢʦ ʜʦʚʝʨʝʥʥʳʭ ʧʨʦʮʝʩʩʦʚ. ʇʨʦʮʝʩʩʳ 

Kaspersky Endpoint Security ʧʦʜʧʠʩʘʥʳ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʪʨʝʙʦʚʘʥʠʷʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ Windows, ʧʦʵʪʦʤʫ 

ʷʚʣʷʶʪʩʷ ʜʦʚʝʨʝʥʥʳʤʠ. ʇʦʜʨʦʙʥʝʝ ʦ ʪʝʭʥʦʣʦʛʠʠ AM-PPL ʩʤ. ʥʘ ʩʘʡʪʝ Microsoft 

(https://learn.microsoft.com/ru-ru/windows/win32/services/protecting-anti-malware-services-/). ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʪʝʭʥʦʣʦʛʠʷ AM-PPL ʚʢʣʶʯʝʥʘ. 

Kaspersky Endpoint Security ʪʘʢʞʝ ʠʤʝʝʪ ʚʩʪʨʦʝʥʥʳʝ ʤʝʭʘʥʠʟʤʳ ʟʘʱʠʪʳ ʧʨʦʮʝʩʩʦʚ ʧʨʠʣʦʞʝʥʠʷ. ʇʦʜʜʝʨʞʢʘ 

AM-PPL ʧʦʟʚʦʣʷʝʪ ʜʝʣʝʛʠʨʦʚʘʪʴ ʬʫʥʢʮʠʠ ʟʘʱʠʪʳ ʧʨʦʮʝʩʩʦʚ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʚʳ 

ʫʚʝʣʠʯʠʚʘʝʪʝ ʙʳʩʪʨʦʜʝʡʩʪʚʠʝ ʧʨʠʣʦʞʝʥʠʷ ʠ ʫʤʝʥʴʰʘʝʪʝ ʧʦʪʨʝʙʣʝʥʠʝ ʨʝʩʫʨʩʦʚ ʢʦʤʧʴʶʪʝʨʘ. 

https://learn.microsoft.com/ru-ru/windows/win32/services/protecting-anti-malware-services-/
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ʊʝʭʥʦʣʦʛʠʷ AM-PPL ʜʦʩʪʫʧʥʘ ʜʣʷ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ Windows 10 ʚʝʨʩʠʠ 1703 (RS2) ʠ ʚʳʰʝ, 

Windows Server 2019. 

Ʒ ʏʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʧʦʜʜʝʨʞʢʫ ʪʝʭʥʦʣʦʛʠʠ AM-PPL, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ 

ʜʝʡʩʪʚʠʷ: 

1. ɺʳʢʣʶʯʠʪʝ ʤʝʭʘʥʠʟʤ ʩʘʤʦʟʘʱʠʪʳ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ʤʝʭʘʥʠʟʤʘ 

ʩʘʤʦʟʘʱʠʪʳ" ʥʘ ʩʪʨ. 381). 

ʄʝʭʘʥʠʟʤ ʩʘʤʦʟʘʱʠʪʳ ʧʨʝʜʦʪʚʨʘʱʘʝʪ ʠʟʤʝʥʝʥʠʝ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʮʝʩʩʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʧʘʤʷʪʠ 

ʢʦʤʧʴʶʪʝʨʘ, ʚ ʪʦʤ ʯʠʩʣʝ ʠʟʤʝʥʝʥʠʝ ʩʪʘʪʫʩʘ AM-PPL. 

2. ɿʘʧʫʩʪʠʪʝ ʠʥʪʝʨʧʨʝʪʘʪʦʨ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ cmd ʦʪ ʠʤʝʥʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ. 

3. ʇʝʨʝʡʜʠʪʝ ʚ ʧʘʧʢʫ, ʚ ʢʦʪʦʨʦʡ ʨʘʩʧʦʣʦʞʝʥ ʠʩʧʦʣʥʷʝʤʳʡ ʬʘʡʣ Kaspersky Endpoint Security. 

ɺʳ ʤʦʞʝʪʝ ʜʦʙʘʚʠʪʴ ʚ ʩʠʩʪʝʤʥʫʶ ʧʝʨʝʤʝʥʥʫʶ %PATH% ʧʫʪʴ ʢ ʠʩʧʦʣʥʷʝʤʦʤʫ ʬʘʡʣʫ ʧʨʠ ʫʩʪʘʥʦʚʢʝ 

ʧʨʠʣʦʞʝʥʠʷ. 

4. ɺ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ ʚʚʝʜʠʪʝ: 

¶ klpsm.exe enable  ï ʚʢʣʶʯʝʥʠʝ ʧʦʜʜʝʨʞʢʠ ʪʝʭʥʦʣʦʛʠʠ AM-PPL (ʩʤ. ʨʠʩ. ʥʠʞʝ). 

¶ klpsm.exe disable  ï ʚʳʢʣʶʯʝʥʠʝ ʧʦʜʜʝʨʞʢʠ ʪʝʭʥʦʣʦʛʠʠ AM-PPL. 

5. ʇʝʨʝʟʘʧʫʩʪʠʪʝ Kaspersky Endpoint Security. 

6. ɺʦʟʦʙʥʦʚʠʪʝ ʨʘʙʦʪʫ ʤʝʭʘʥʠʟʤʘ ʩʘʤʦʟʘʱʠʪʳ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ 

ʤʝʭʘʥʠʟʤʘ ʩʘʤʦʟʘʱʠʪʳ" ʥʘ ʩʪʨ. 381). 

 
ʈʠʩʫʥʦʢ 100. ɺʢʣʶʯʝʥʠʝ ʧʦʜʜʝʨʞʢʠ ʪʝʭʥʦʣʦʛʠʠ AM-PPL 

 

ɿʘʱʠʪʘ ʩʣʫʞʙ ʧʨʠʣʦʞʝʥʠʷ ʦʪ ʚʥʝʰʥʝʛʦ ʫʧʨʘʚʣʝʥʠʷ 

ɿʘʱʠʪʘ ʩʣʫʞʙ ʧʨʠʣʦʞʝʥʠʷ ʦʪ ʚʥʝʰʥʝʛʦ ʫʧʨʘʚʣʝʥʠʷ ʙʣʦʢʠʨʫʝʪ ʧʦʧʳʪʢʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʜʨʫʛʠʭ ʧʨʠʣʦʞʝʥʠʡ 

ʦʩʪʘʥʦʚʠʪʴ ʨʘʙʦʪʫ ʩʣʫʞʙ Kaspersky Endpoint Security. ɿʘʱʠʪʘ ʦʙʝʩʧʝʯʠʚʘʝʪ ʨʘʙʦʪʫ ʩʣʝʜʫʶʱʠʭ ʩʣʫʞʙ: 

¶ ʩʣʫʞʙʘ Kaspersky Endpoint Security (AVP.KES.21.20); 

¶ ʩʣʫʞʙʘ Kaspersky Seamless Update Service (AVPSUS.KES.21.20). 
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ɼʣʷ ʟʘʚʝʨʰʝʥʠʷ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʥʝʦʙʭʦʜʠʤʦ, ʯʪʦʙʳ ʟʘʱʠʪʘ ʦʪ ʚʥʝʰʥʝʛʦ 

ʫʧʨʘʚʣʝʥʠʷ ʩʣʫʞʙʘʤʠ Kaspersky Endpoint Security ʙʳʣʘ ʚʳʢʣʶʯʝʥʘ. 

ɺʳ ʤʦʞʝʪʝ ʧʨʝʜʦʩʪʘʚʠʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʚʥʝʰʥʝʛʦ ʫʧʨʘʚʣʝʥʠʷ ʩʣʫʞʙʘʤʠ ʧʨʠʣʦʞʝʥʠʷ ʪʦʣʴʢʦ ʥʘ 

ʢʦʤʧʴʶʪʝʨʘʭ ʙʝʟ ʧʦʜʜʝʨʞʢʠ ʪʝʭʥʦʣʦʛʠʠ AM-PPL ʠʣʠ ʩ ʚʳʢʣʶʯʝʥʥʦʡ ʪʝʭʥʦʣʦʛʠʝʡ (ʩʤ. ʨʘʟʜʝʣ 

"ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ʧʦʜʜʝʨʞʢʠ AM-PPL" ʥʘ ʩʪʨ. 382). 

ʂʘʢ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʟʘʱʠʪʫ ʩʣʫʞʙ ʧʨʠʣʦʞʝʥʠʷ ʦʪ ʚʥʝʰʥʝʛʦ ʫʧʨʘʚʣʝʥʠʷ ʚ ʠʥʪʝʨʬʝʡʩʝ 

ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʅʘʩʪʨʦʡʢʠ 

ʧʨʠʣʦʞʝʥʠʷ. 

 
ʈʠʩʫʥʦʢ 101. ʇʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security ʜʣʷ Windows 

3. ʀʩʧʦʣʴʟʫʡʪʝ ʬʣʘʞʦʢ ɿʘʧʨʝʪʠʪʴ ʚʥʝʰʥʝʝ ʫʧʨʘʚʣʝʥʠʝ ʩʣʫʞʙʘʤʠ ʧʨʠʣʦʞʝʥʠʷ, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ 

ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʟʘʱʠʪʫ ʩʣʫʞʙ Kaspersky Endpoint Security ʦʪ ʚʥʝʰʥʝʛʦ ʫʧʨʘʚʣʝʥʠʷ. 

4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
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ɺ ʨʝʟʫʣʴʪʘʪʝ ʧʨʠ ʧʦʧʳʪʢʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʦʩʪʘʥʦʚʠʪʴ ʨʘʙʦʪʫ ʩʣʫʞʙ ʧʨʠʣʦʞʝʥʠʷ ʦʪʦʙʨʘʞʘʝʪʩʷ ʩʠʩʪʝʤʥʦʝ 

ʦʢʥʦ ʩ ʦʰʠʙʢʦʡ. ʇʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʫʧʨʘʚʣʷʪʴ ʩʣʫʞʙʘʤʠ ʧʨʠʣʦʞʝʥʠʷ ʪʦʣʴʢʦ ʠʟ ʠʥʪʝʨʬʝʡʩʘ Kaspersky 

Endpoint Security. 

 
 

ʆʙʝʩʧʝʯʝʥʠʝ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʡ ʫʜʘʣʝʥʥʦʛʦ 
ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ 

ʅʝʨʝʜʢʦ ʚʦʟʥʠʢʘʶʪ ʩʠʪʫʘʮʠʠ, ʢʦʛʜʘ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʤʝʭʘʥʠʟʤʘ ʟʘʱʠʪʳ ʦʪ ʚʥʝʰʥʝʛʦ ʫʧʨʘʚʣʝʥʠʷ 

ʚʦʟʥʠʢʘʝʪ ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʧʨʠʤʝʥʠʪʴ ʧʨʠʣʦʞʝʥʠʷ ʫʜʘʣʝʥʥʦʛʦ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. 

Ʒ ʏʪʦʙʳ ʦʙʝʩʧʝʯʠʪʴ ʨʘʙʦʪʫ ʧʨʠʣʦʞʝʥʠʡ ʫʜʘʣʝʥʥʦʛʦ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʀʩʢʣʶʯʝʥʠʷ ʠ 

ʪʠʧʳ ʦʙʥʘʨʫʞʠʚʘʝʤʳʭ ʦʙʲʝʢʪʦʚ. 

3. ɺ ʙʣʦʢʝ ʀʩʢʣʶʯʝʥʠʷ ʧʝʨʝʡʜʠʪʝ ʧʦ ʩʩʳʣʢʝ ʋʢʘʟʘʪʴ ʜʦʚʝʨʝʥʥʳʝ ʧʨʠʣʦʞʝʥʠʷ. 

4. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

5. ɺʳʙʝʨʠʪʝ ʠʩʧʦʣʥʷʝʤʳʡ ʬʘʡʣ ʧʨʠʣʦʞʝʥʠʷ ʫʜʘʣʝʥʥʦʛʦ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. 

ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʚʚʝʩʪʠ ʧʫʪʴ ʚʨʫʯʥʫʶ. Kaspersky Endpoint Security ʧʦʜʜʝʨʞʠʚʘʝʪ ʧʝʨʝʤʝʥʥʳʝ 

ʩʨʝʜʳ ʠ ʩʠʤʚʦʣʳ *  ʠ ? ʜʣʷ ʚʚʦʜʘ ʤʘʩʢʠ. 

6. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʈʘʟʨʝʰʠʪʴ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʩ ʠʥʪʝʨʬʝʡʩʦʤ <PRODUCT>. 

7. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
 

ɿʘʱʠʪʘ ʧʘʨʦʣʝʤ 

ʂʦʤʧʴʶʪʝʨ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʥʝʩʢʦʣʴʢʦ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩ ʨʘʟʥʳʤ ʫʨʦʚʥʝʤ ʢʦʤʧʴʶʪʝʨʥʦʡ ʛʨʘʤʦʪʥʦʩʪʠ. 

ʅʝʦʛʨʘʥʠʯʝʥʥʳʡ ʜʦʩʪʫʧ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʢ Kaspersky Endpoint Security ʠ ʝʛʦ ʧʘʨʘʤʝʪʨʘʤ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ 

ʩʥʠʞʝʥʠʶ ʫʨʦʚʥʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʤʧʴʶʪʝʨʘ ʚ ʮʝʣʦʤ. ɿʘʱʠʪʘ ʧʘʨʦʣʝʤ ʧʦʟʚʦʣʷʝʪ ʦʛʨʘʥʠʯʠʪʴ ʜʦʩʪʫʧ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʢ Kaspersky Endpoint Security ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʧʨʝʜʦʩʪʘʚʣʝʥʥʳʤʠ ʨʘʟʨʝʰʝʥʠʷʤʠ (ʥʘʧʨʠʤʝʨ, 

ʨʘʟʨʝʰʝʥʠʝ ʥʘ ʟʘʚʝʨʰʝʥʠʝ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ). 

ɽʩʣʠ ʧʦʣʴʟʦʚʘʪʝʣʴ, ʢʦʪʦʨʳʡ ʟʘʧʫʩʪʠʣ ʩʝʩʩʠʶ Windows, (ʩʝʩʩʠʦʥʥʳʡ ʧʦʣʴʟʦʚʘʪʝʣʴ) ʠʤʝʝʪ ʨʘʟʨʝʰʝʥʠʝ ʥʘ 

ʚʳʧʦʣʥʝʥʠʝ ʜʝʡʩʪʚʠʷ, Kaspersky Endpoint Security ʥʝ ʟʘʧʨʘʰʠʚʘʝʪ ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʘʨʦʣʴ ʠʣʠ 

ʚʨʝʤʝʥʥʳʡ ʧʘʨʦʣʴ. ʇʦʣʴʟʦʚʘʪʝʣʴ ʧʦʣʫʯʘʝʪ ʜʦʩʪʫʧ ʢ Kaspersky Endpoint Security ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 

ʧʨʝʜʦʩʪʘʚʣʝʥʥʳʤʠ ʨʘʟʨʝʰʝʥʠʷʤʠ. 
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ɽʩʣʠ ʫ ʩʝʩʩʠʦʥʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʦʪʩʫʪʩʪʚʫʝʪ ʨʘʟʨʝʰʝʥʠʝ ʥʘ ʚʳʧʦʣʥʝʥʠʝ ʜʝʡʩʪʚʠʷ, ʧʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ 

ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʧʨʠʣʦʞʝʥʠʶ ʩʣʝʜʫʶʱʠʤʠ ʩʧʦʩʦʙʘʤʠ: 

¶ ɺʚʦʜ ʠʤʝʥʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʘʨʦʣʷ. 

ʕʪʦʪ ʩʧʦʩʦʙ ʫʜʦʙʝʥ ʜʣʷ ʧʦʚʩʝʜʥʝʚʥʦʡ ʨʘʙʦʪʳ. ɼʣʷ ʚʳʧʦʣʥʝʥʠʷ ʜʝʡʩʪʚʠʷ, ʟʘʱʠʱʝʥʥʦʛʦ ʧʘʨʦʣʝʤ, 

ʪʨʝʙʫʝʪʩʷ ʚʚʝʩʪʠ ʜʘʥʥʳʝ ʜʦʤʝʥʥʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʩ ʥʝʦʙʭʦʜʠʤʳʤ ʨʘʟʨʝʰʝʥʠʝʤ. 

ʇʨʠ ʵʪʦʤ ʢʦʤʧʴʶʪʝʨ ʜʦʣʞʝʥ ʙʳʪʴ ʚ ʜʦʤʝʥʝ. ɽʩʣʠ ʢʦʤʧʴʶʪʝʨ ʥʝ ʚ ʜʦʤʝʥʝ, ʚʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ KLAdmin ʠʣʠ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ, ʜʦʙʘʚʣʝʥʥʫʶ ʚʨʫʯʥʫʶ. 

¶ ɺʚʦʜ ʚʨʝʤʝʥʥʦʛʦ ʧʘʨʦʣʷ. 

ʕʪʦʪ ʩʧʦʩʦʙ ʫʜʦʙʝʥ, ʝʩʣʠ ʧʦʣʴʟʦʚʘʪʝʣʴ ʥʘʭʦʜʠʪʩʷ ʚʥʝ ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʩʝʪʠ ʠ ʥʝʦʙʭʦʜʠʤʦ 

ʧʨʝʜʦʩʪʘʚʠʪʴ ʝʤʫ ʚʨʝʤʝʥʥʦʝ ʨʘʟʨʝʰʝʥʠʝ ʥʘ ʚʳʧʦʣʥʝʥʠʝ ʟʘʧʨʝʱʝʥʥʦʛʦ ʜʝʡʩʪʚʠʷ (ʥʘʧʨʠʤʝʨ, 

ʟʘʚʝʨʰʠʪʴ ʨʘʙʦʪʫ ʧʨʠʣʦʞʝʥʠʷ). ʇʦ ʠʩʪʝʯʝʥʠʠ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʚʨʝʤʝʥʥʦʛʦ ʧʘʨʦʣʷ ʠʣʠ ʠʩʪʝʯʝʥʠʠ 

ʩʝʩʩʠʠ ʧʨʠʣʦʞʝʥʠʝ ʚʦʟʚʨʘʱʘʝʪ ʧʘʨʘʤʝʪʨʳ Kaspersky Endpoint Security ʚ ʧʨʝʞʥʝʝ ʩʦʩʪʦʷʥʠʝ. 

ʇʨʠ ʧʦʧʳʪʢʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚʳʧʦʣʥʠʪʴ ʜʝʡʩʪʚʠʝ, ʟʘʱʠʱʝʥʥʦʝ ʧʘʨʦʣʝʤ, Kaspersky Endpoint Security 

ʧʨʝʜʣʦʞʠʪ ʧʦʣʴʟʦʚʘʪʝʣʶ ʚʚʝʩʪʠ ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʘʨʦʣʴ ʠʣʠ ʚʨʝʤʝʥʥʳʡ ʧʘʨʦʣʴ (ʩʤ. ʨʠʩ. ʥʠʞʝ). 

ɺ ʦʢʥʝ ʚʚʦʜʘ ʧʘʨʦʣʷ ʷʟʳʢ ʚʚʦʜʘ ʤʦʞʥʦ ʧʦʤʝʥʷʪʴ ʪʦʣʴʢʦ ʩ ʧʦʤʦʱʴʶ ʦʜʥʦʚʨʝʤʝʥʥʦʛʦ ʥʘʞʘʪʠʷ ʢʣʘʚʠʰ 

ALT+SHIFT. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʜʨʫʛʠʭ ʢʦʤʙʠʥʘʮʠʡ ʢʣʘʚʠʰ, ʜʘʞʝ ʝʩʣʠ ʦʥʠ ʫʩʪʘʥʦʚʣʝʥʳ ʚ 

ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ, ʩʤʝʥʘ ʷʟʳʢʘ ʚʚʦʜʘ ʥʝ ʧʨʦʠʩʭʦʜʠʪ. 

 
ʈʠʩʫʥʦʢ 102. ɿʘʧʨʦʩ ʧʘʨʦʣʷ ʜʣʷ ʜʦʩʪʫʧʘ ʢ Kaspersky Endpoint Security 

ʀʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʘʨʦʣʴ 

ɼʣʷ ʜʦʩʪʫʧʘ ʢ Kaspersky Endpoint Security ʥʝʦʙʭʦʜʠʤʦ ʚʚʝʩʪʠ ʜʘʥʥʳʝ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ. ɿʘʱʠʪʘ ʧʘʨʦʣʝʤ 

ʧʦʜʜʝʨʞʠʚʘʝʪ ʨʘʙʦʪʫ ʩʦ ʩʣʝʜʫʶʱʠʤʠ ʫʯʝʪʥʳʤʠ ʟʘʧʠʩʷʤʠ: 

¶ KLAdmin. ʋʯʝʪʥʘʷ ʟʘʧʠʩʴ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʙʝʟ ʦʛʨʘʥʠʯʝʥʠʡ ʜʦʩʪʫʧʘ ʢ Kaspersky Endpoint Security. 

ʋʯʝʪʥʘʷ ʟʘʧʠʩʴ KLAdmin ʠʤʝʝʪ ʧʨʘʚʦ ʥʘ ʚʳʧʦʣʥʝʥʠʝ ʣʶʙʦʛʦ ʜʝʡʩʪʚʠʷ, ʟʘʱʠʱʝʥʥʦʛʦ ʧʘʨʦʣʝʤ. 

ʆʪʤʝʥʠʪʴ ʨʘʟʨʝʰʝʥʠʝ ʜʣʷ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ KLAdmin ʥʝʚʦʟʤʦʞʥʦ. Kaspersky Endpoint Security 

ʪʨʝʙʫʝʪ ʟʘʜʘʪʴ ʧʘʨʦʣʴ ʜʣʷ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ KLAdmin ʚʦ ʚʨʝʤʷ ʚʢʣʶʯʝʥʠʷ ɿʘʱʠʪʳ ʧʘʨʦʣʝʤ. 

¶ ʋʯʝʪʥʘʷ ʟʘʧʠʩʴ, ʜʦʙʘʚʣʝʥʥʘʷ ʚʨʫʯʥʫʶ. ʋʯʝʪʥʘʷ ʟʘʧʠʩʴ ʚʥʝ ʜʦʤʝʥʘ Active Directory. ʕʪʦ 

ʩʝʨʚʠʩʥʘʷ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ, ʢʦʪʦʨʫʶ ʚʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʚʤʝʩʪʦ KLAdmin, ʯʪʦʙʳ ʥʝ ʜʝʣʠʪʴʩʷ 

ʧʘʨʦʣʝʤ ʦʪ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ. ɺʳ ʤʦʞʝʪʝ ʟʘʜʘʪʴ ʣʶʙʳʝ ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʘʨʦʣʴ, 

ʘ ʪʘʢʞʝ ʥʘʩʪʨʦʠʪʴ ʦʪʜʝʣʴʥʳʝ ʨʘʟʨʝʰʝʥʠʷ. 
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¶ ɻʨʫʧʧʘ "ɺʩʝ". ʉʪʘʥʜʘʨʪʥʘʷ ʛʨʫʧʧʘ Windows, ʢʦʪʦʨʘʷ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʚʩʝʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚʥʫʪʨʠ 

ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʩʝʪʠ. ʇʦʣʴʟʦʚʘʪʝʣʠ ʠʟ ʛʨʫʧʧʳ "ɺʩʝ" ʤʦʛʫʪ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʧʨʠʣʦʞʝʥʠʶ ʚ 

ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʧʨʝʜʦʩʪʘʚʣʝʥʥʳʤʠ ʨʘʟʨʝʰʝʥʠʷʤʠ. 

¶ ʆʪʜʝʣʴʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʠ ʠʣʠ ʛʨʫʧʧʳ. ʋʯʝʪʥʳʝ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʜʣʷ ʢʦʪʦʨʳʭ ʚʳ ʤʦʞʝʪʝ 

ʥʘʩʪʨʦʠʪʴ ʦʪʜʝʣʴʥʳʝ ʨʘʟʨʝʰʝʥʠʷ. ʅʘʧʨʠʤʝʨ, ʝʩʣʠ ʜʣʷ ʛʨʫʧʧʳ "ɺʩʝ" ʚʳʧʦʣʥʝʥʠʝ ʜʝʡʩʪʚʠʷ 

ʟʘʧʨʝʱʝʥʦ, ʪʦ ʚʳ ʤʦʞʝʪʝ ʨʘʟʨʝʰʠʪʴ ʚʳʧʦʣʥʝʥʠʝ ʜʝʡʩʪʚʠʷ ʜʣʷ ʦʪʜʝʣʴʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ 

ʛʨʫʧʧʳ. 

¶ ʉʝʩʩʠʦʥʥʳʡ ʧʦʣʴʟʦʚʘʪʝʣʴ. ʋʯʝʪʥʘʷ ʟʘʧʠʩʴ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʢʦʪʦʨʳʡ ʟʘʧʫʩʪʠʣ ʩʝʩʩʠʶ Windows. ɺʳ 

ʤʦʞʝʪʝ ʩʤʝʥʠʪʴ ʩʝʩʩʠʦʥʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚʦ ʚʨʝʤʷ ʚʚʦʜʘ ʧʘʨʦʣʷ (ʬʣʘʞʦʢ ɿʘʧʦʤʥʠʪʴ ʧʘʨʦʣʴ ʥʘ 

ʪʝʢʫʱʫʶ ʩʝʩʩʠʶ). ɺ ʵʪʦʤ ʩʣʫʯʘʝ Kaspersky Endpoint Security ʥʘʟʥʘʯʘʝʪ ʩʝʩʩʠʦʥʥʳʤ 

ʧʦʣʴʟʦʚʘʪʝʣʝʤ, ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʢʦʪʦʨʦʛʦ ʚʳ ʚʚʝʣʠ, ʚʤʝʩʪʦ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʢʦʪʦʨʳʡ ʟʘʧʫʩʪʠʣ ʩʝʩʩʠʶ 

Windows. 

ɺʨʝʤʝʥʥʳʡ ʧʘʨʦʣʴ 

ɺʨʝʤʝʥʥʳʡ ʧʘʨʦʣʴ ʧʦʟʚʦʣʷʝʪ ʧʨʝʜʦʩʪʘʚʠʪʴ ʚʨʝʤʝʥʥʳʡ ʜʦʩʪʫʧ ʢ Kaspersky Endpoint Security ʜʣʷ ʦʪʜʝʣʴʥʦʛʦ 

ʢʦʤʧʴʶʪʝʨʘ ʚʥʝ ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʩʝʪʠ. ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʩʦʟʜʘʝʪ ʚʨʝʤʝʥʥʳʡ ʧʘʨʦʣʴ ʜʣʷ ʦʪʜʝʣʴʥʦʛʦ 

ʢʦʤʧʴʶʪʝʨʘ ʚ Kaspersky Security Center ʚ ʩʚʦʡʩʪʚʘʭ ʢʦʤʧʴʶʪʝʨʘ ʧʦʣʴʟʦʚʘʪʝʣʷ. ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʚʳʙʠʨʘʝʪ 

ʜʝʡʩʪʚʠʷ, ʥʘ ʢʦʪʦʨʳʝ ʙʫʜʝʪ ʨʘʩʧʨʦʩʪʨʘʥʷʪʴʩʷ ʚʨʝʤʝʥʥʳʡ ʧʘʨʦʣʴ, ʠ ʩʨʦʢ ʜʝʡʩʪʚʠʷ ʚʨʝʤʝʥʥʦʛʦ ʧʘʨʦʣʷ. 
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ɸʣʛʦʨʠʪʤ ʨʘʙʦʪʳ ɿʘʱʠʪʳ ʧʘʨʦʣʝʤ 

Kaspersky Endpoint Security ʧʨʠʥʠʤʘʝʪ ʨʝʰʝʥʠʝ ʦ ʚʳʧʦʣʥʝʥʠʠ ʜʝʡʩʪʚʠʷ, ʟʘʱʠʱʝʥʥʦʛʦ ʧʘʨʦʣʝʤ, ʧʦ 

ʩʣʝʜʫʶʱʝʤʫ ʘʣʛʦʨʠʪʤʫ (ʩʤ. ʨʠʩ. ʥʠʞʝ). 
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ɺʢʣʶʯʝʥʠʝ ɿʘʱʠʪʳ ʧʘʨʦʣʝʤ 

ɿʘʱʠʪʘ ʧʘʨʦʣʝʤ ʧʦʟʚʦʣʷʝʪ ʦʛʨʘʥʠʯʠʪʴ ʜʦʩʪʫʧ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʢ Kaspersky Endpoint Security ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 

ʧʨʝʜʦʩʪʘʚʣʝʥʥʳʤʠ ʨʘʟʨʝʰʝʥʠʷʤʠ (ʥʘʧʨʠʤʝʨ, ʨʘʟʨʝʰʝʥʠʝ ʥʘ ʟʘʚʝʨʰʝʥʠʝ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ). 
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ʂʘʢ ʚʢʣʶʯʠʪʴ ɿʘʱʠʪʫ ʧʘʨʦʣʝʤ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʀʥʪʝʨʬʝʡʩ. 

3. ʀʩʧʦʣʴʟʫʡʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ɿʘʱʠʪʘ ʧʘʨʦʣʝʤ, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʢʦʤʧʦʥʝʥʪ. 

4. ɿʘʜʘʡʪʝ ʧʘʨʦʣʴ ʜʣʷ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ KLAdmin ʠ ʧʦʜʪʚʝʨʜʠʪʝ ʝʛʦ. 

ʋʯʝʪʥʘʷ ʟʘʧʠʩʴ KLAdmin ʠʤʝʝʪ ʧʨʘʚʦ ʥʘ ʚʳʧʦʣʥʝʥʠʝ ʣʶʙʦʛʦ ʜʝʡʩʪʚʠʷ, ʟʘʱʠʱʝʥʥʦʛʦ ʧʘʨʦʣʝʤ. 

ɽʩʣʠ ʢʦʤʧʴʶʪʝʨ ʨʘʙʦʪʘʝʪ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʧʦʣʠʪʠʢʠ, ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʤʦʞʝʪ ʩʙʨʦʩʠʪʴ ʧʘʨʦʣʴ 

ʜʣʷ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ KLAdmin ʚ ʩʚʦʡʩʪʚʘʭ ʧʦʣʠʪʠʢʠ (ʩʤ. ʨʘʟʜʝʣ "ʉʙʨʦʩ ʧʘʨʦʣʷ KLAdmin" ʥʘ 

ʩʪʨ. 394). ɽʩʣʠ ʢʦʤʧʴʶʪʝʨ ʥʝ ʧʦʜʢʣʶʯʝʥ ʢ Kaspersky Security Center ʠ ʚʳ ʟʘʙʳʣʠ ʧʘʨʦʣʴ ʜʣʷ 

ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ KLAdmin, ʚʦʩʩʪʘʥʦʚʠʪʴ ʧʘʨʦʣʴ ʥʝʚʦʟʤʦʞʥʦ. 

5. ʅʘʩʪʨʦʡʪʝ ʨʘʟʨʝʰʝʥʠʷ ʜʣʷ ʚʩʝʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚʥʫʪʨʠ ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʩʝʪʠ: 

a. ɺ ʪʘʙʣʠʮʝ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʦʪʢʨʦʡʪʝ ʩʧʠʩʦʢ ʨʘʟʨʝʰʝʥʠʡ ʜʣʷ ʛʨʫʧʧʳ "ɺʩʝ" ʧʦ ʢʥʦʧʢʝ ʀʟʤʝʥʠʪʴ. 

ɻʨʫʧʧʘ "ɺʩʝ" ï ʩʪʘʥʜʘʨʪʥʘʷ ʛʨʫʧʧʘ Windows, ʢʦʪʦʨʘʷ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʚʩʝʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ʚʥʫʪʨʠ ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʩʝʪʠ. 

b. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʢʠ ʥʘʧʨʦʪʠʚ ʪʝʭ ʜʝʡʩʪʚʠʡ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʜʦʩʪʫʧʥʳ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʙʝʟ ʚʚʦʜʘ 

ʧʘʨʦʣʷ. 

ɽʩʣʠ ʬʣʘʞʦʢ ʩʥʷʪ, ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʟʘʧʨʝʱʝʥʦ ʚʳʧʦʣʥʷʪʴ ʵʪʦ ʜʝʡʩʪʚʠʝ. ʅʘʧʨʠʤʝʨ, ʝʩʣʠ ʬʣʘʞʦʢ 

ʥʘʧʨʦʪʠʚ ʨʘʟʨʝʰʝʥʠʷ ɿʘʚʝʨʰʝʥʠʝ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ ʩʥʷʪ, ʚʳ ʤʦʞʝʪʝ ʟʘʚʝʨʰʠʪʴ ʨʘʙʦʪʫ 

ʧʨʠʣʦʞʝʥʠʷ ʪʦʣʴʢʦ ʩ ʧʦʤʦʱʴʶ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ KLAdmin, ʦʪʜʝʣʴʥʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʩ ʥʫʞʥʳʤ 

ʨʘʟʨʝʰʝʥʠʝʤ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʝʜʦʩʪʘʚʣʝʥʠʝ ʨʘʟʨʝʰʝʥʠʡ ʜʣʷ ʦʪʜʝʣʴʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠʣʠ 

ʛʨʫʧʧ" ʥʘ ʩʪʨ. 390) ʠʣʠ ʩ ʧʦʤʦʱʴʶ ʚʨʝʤʝʥʥʦʛʦ ʧʘʨʦʣʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʚʨʝʤʝʥʥʦʛʦ 

ʧʘʨʦʣʷ ʜʣʷ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʨʘʟʨʝʰʝʥʠʡ" ʥʘ ʩʪʨ. 391). 

ʈʘʟʨʝʰʝʥʠʷ ɿʘʱʠʪʳ ʧʘʨʦʣʝʤ ʠʤʝʶʪ ʨʷʜ ʦʩʦʙʝʥʥʦʩʪʝʡ (ʩʤ. ʨʘʟʜʝʣ "ʆʩʦʙʝʥʥʦʩʪʠ 

ʨʘʟʨʝʰʝʥʠʡ ɿʘʱʠʪʳ ʧʘʨʦʣʝʤ" ʥʘ ʩʪʨ. 392). ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʜʣʷ ʜʦʩʪʫʧʘ ʢ Kaspersky 

Endpoint Security ʚʳʧʦʣʥʝʥʳ ʚʩʝ ʫʩʣʦʚʠʷ. 

6. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ʇʦʩʣʝ ʚʢʣʶʯʝʥʠʷ ɿʘʱʠʪʳ ʧʘʨʦʣʝʤ ʧʨʠʣʦʞʝʥʠʝ ʦʛʨʘʥʠʯʠʪ ʜʦʩʪʫʧ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʢ Kaspersky Endpoint 

Security ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ c ʨʘʟʨʝʰʝʥʠʷʤʠ ʜʣʷ ʛʨʫʧʧʳ "ɺʩʝ". ɺʳ ʤʦʞʝʪʝ ʚʳʧʦʣʥʠʪʴ ʟʘʧʨʝʱʝʥʥʳʝ ʜʣʷ ʛʨʫʧʧʳ 

"ɺʩʝ" ʜʝʡʩʪʚʠʷ ʪʦʣʴʢʦ ʩ ʧʦʤʦʱʴʶ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ KLAdmin, ʦʪʜʝʣʴʥʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʩ ʥʫʞʥʳʤʠ 

ʨʘʟʨʝʰʝʥʠʷʤʠ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʝʜʦʩʪʘʚʣʝʥʠʝ ʨʘʟʨʝʰʝʥʠʡ ʜʣʷ ʦʪʜʝʣʴʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠʣʠ ʛʨʫʧʧ" ʥʘ 

ʩʪʨ. 390) ʠʣʠ ʩ ʧʦʤʦʱʴʶ ʚʨʝʤʝʥʥʦʛʦ ʧʘʨʦʣʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʚʨʝʤʝʥʥʦʛʦ ʧʘʨʦʣʷ ʜʣʷ 

ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʨʘʟʨʝʰʝʥʠʡ" ʥʘ ʩʪʨ. 391). 

ɺʳ ʤʦʞʝʪʝ ʚʳʢʣʶʯʠʪʴ ɿʘʱʠʪʫ ʧʘʨʦʣʝʤ ʪʦʣʴʢʦ ʩ ʧʦʤʦʱʴʶ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ KLAdmin. ɺʳʢʣʶʯʠʪʴ ʟʘʱʠʪʫ 

ʧʘʨʦʣʝʤ ʩ ʧʦʤʦʱʴʶ ʜʨʫʛʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʠʣʠ ʩ ʧʦʤʦʱʴʶ ʚʨʝʤʝʥʥʦʛʦ ʧʘʨʦʣʷ ʥʝʚʦʟʤʦʞʥʦ. 

ɺʦ ʚʨʝʤʷ ʧʨʦʚʝʨʢʠ ʧʘʨʦʣʷ ʚʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ ʬʣʘʞʦʢ ɿʘʧʦʤʥʠʪʴ ʧʘʨʦʣʴ ʥʘ ʪʝʢʫʱʫʶ ʩʝʩʩʠʶ. ɺ ʵʪʦʤ 

ʩʣʫʯʘʝ Kaspersky Endpoint Security ʥʝ ʙʫʜʝʪ ʪʨʝʙʦʚʘʪʴ ʚʚʦʜʘ ʧʘʨʦʣʷ ʧʨʠ ʧʦʧʳʪʢʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚʳʧʦʣʥʠʪʴ 

ʜʨʫʛʦʝ ʨʘʟʨʝʰʝʥʥʦʝ ʜʝʡʩʪʚʠʝ, ʟʘʱʠʱʝʥʥʦʝ ʧʘʨʦʣʝʤ, ʚ ʪʝʯʝʥʠʝ ʩʝʩʩʠʠ. 
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ʇʨʝʜʦʩʪʘʚʣʝʥʠʝ ʨʘʟʨʝʰʝʥʠʡ ʜʣʷ ʦʪʜʝʣʴʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠʣʠ 
ʛʨʫʧʧ 

ɿʘʱʠʪʘ ʧʘʨʦʣʝʤ ʧʦʟʚʦʣʷʝʪ ʧʨʝʜʦʩʪʘʚʠʪʴ ʜʦʩʪʫʧ ʢ Kaspersky Endpoint Security ʜʣʷ ʦʪʜʝʣʴʥʳʭ ʫʯʝʪʥʳʭ 

ʟʘʧʠʩʝʡ Active Directory, ʘ ʪʘʢʞʝ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ, ʜʦʙʘʚʣʝʥʥʳʭ ʚʨʫʯʥʫʶ. 

ʋʯʝʪʥʳʝ ʟʘʧʠʩʠ Active Directory 

ɺʳ ʤʦʞʝʪʝ ʧʨʝʜʦʩʪʘʚʠʪʴ ʜʦʩʪʫʧ ʢ Kaspersky Endpoint Security ʜʣʷ ʦʪʜʝʣʴʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠʣʠ ʛʨʫʧʧ 

ʚʥʫʪʨʠ ʜʦʤʝʥʘ Active Directory. ʅʘʧʨʠʤʝʨ, ʝʩʣʠ ʛʨʫʧʧʝ "ɺʩʝ" ʟʘʧʨʝʱʝʥʦ ʟʘʚʝʨʰʘʪʴ ʨʘʙʦʪʫ ʧʨʠʣʦʞʝʥʠʷ, ʚʳ 

ʤʦʞʝʪʝ ʧʨʝʜʦʩʪʘʚʠʪʴ ʦʪʜʝʣʴʥʦʤʫ ʧʦʣʴʟʦʚʘʪʝʣʶ ʨʘʟʨʝʰʝʥʠʝ ɿʘʚʝʨʰʝʥʠʝ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ. ɺ 

ʨʝʟʫʣʴʪʘʪʝ ʚʳ ʤʦʞʝʪʝ ʟʘʚʝʨʰʠʪʴ ʨʘʙʦʪʫ ʧʨʠʣʦʞʝʥʠʷ ʪʦʣʴʢʦ ʩ ʧʦʤʦʱʴʶ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʵʪʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ʠʣʠ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ KLAdmin. 

ɺʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʘʥʥʳʝ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʧʨʠʣʦʞʝʥʠʶ, ʪʦʣʴʢʦ ʝʩʣʠ ʢʦʤʧʴʶʪʝʨ ʚ 

ʜʦʤʝʥʝ. ɽʩʣʠ ʢʦʤʧʴʶʪʝʨ ʥʝ ʚ ʜʦʤʝʥʝ, ʚʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ KLAdmin ʠʣʠ 

ʚʨʝʤʝʥʥʳʡ ʧʘʨʦʣʴ (ʩʤ. ʨʘʟʜʝʣ "ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʚʨʝʤʝʥʥʦʛʦ ʧʘʨʦʣʷ ʜʣʷ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʨʘʟʨʝʰʝʥʠʡ" 

ʥʘ ʩʪʨ. 391). 

ʋʯʝʪʥʳʝ ʟʘʧʠʩʠ, ʜʦʙʘʚʣʝʥʥʳʝ ʚʨʫʯʥʫʶ 

ɺʳ ʤʦʞʝʪʝ ʩʦʟʜʘʪʴ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ, ʢʦʪʦʨʦʡ ʥʝʪ ʚ Active Directory, ʠ ʥʘʟʥʘʯʠʪʴ ʵʪʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ 

ʦʪʜʝʣʴʥʳʝ ʨʘʟʨʝʰʝʥʠʷ. ʊʦ ʝʩʪʴ ʚʳ ʤʦʞʝʪʝ ʩʦʟʜʘʪʴ ʩʝʨʚʠʩʥʫʶ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʵʪʫ ʫʯʝʪʥʫʶ 

ʟʘʧʠʩʴ ʚʤʝʩʪʦ KLAdmin. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʚʘʤ ʥʝ ʥʫʞʥʦ ʜʝʣʠʪʴʩʷ ʧʘʨʦʣʝʤ ʦʪ KLAdmin ʩ ʜʨʫʛʠʤʠ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʠʣʠ ʩʦʟʜʘʚʘʪʴ ʥʦʚʳʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ Active Directory. ɺʳ ʤʦʞʝʪʝ ʟʘʜʘʪʴ ʣʶʙʳʝ ʠʤʷ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʘʨʦʣʴ. ʅʘʧʨʠʤʝʨ, ʚʳ ʤʦʞʝʪʝ ʧʨʝʜʦʩʪʘʚʠʪʴ ʧʦʣʴʟʦʚʘʪʝʣʶ ʩʝʨʚʠʩʥʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ 

ʨʘʟʨʝʰʝʥʠʝ ʇʨʦʩʤʦʪʨ ʦʪʯʝʪʦʚ. ɺ ʨʝʟʫʣʴʪʘʪʝ, ʝʩʣʠ ʜʣʷ ʛʨʫʧʧʳ "ɺʩʝ" ʧʨʦʩʤʦʪʨ ʦʪʯʝʪʦʚ ʟʘʧʨʝʱʝʥ, ʚʳ 

ʤʦʞʝʪʝ ʦʪʢʨʳʪʴ ʦʪʯʝʪʳ ʧʨʠʣʦʞʝʥʠʷ ʩ ʧʦʤʦʱʴʶ ʩʝʨʚʠʩʥʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʠʣʠ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ KLAdmin. 

ʇʨʝʜʦʩʪʘʚʣʝʥʠʝ ʨʘʟʨʝʰʝʥʠʡ ʜʣʷ ʦʪʜʝʣʴʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠʣʠ ʛʨʫʧʧ 

ʂʘʢ ʧʨʝʜʦʩʪʘʚʠʪʴ ʨʘʟʨʝʰʝʥʠʝ ʜʣʷ ʦʪʜʝʣʴʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠʣʠ ʛʨʫʧʧ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʀʥʪʝʨʬʝʡʩ. 

3. ɺ ʪʘʙʣʠʮʝ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

4. ɺʳʙʝʨʠʪʝ ʪʠʧ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ, ʢʦʪʦʨʫʶ ʚʳ ʭʦʪʠʪʝ ʜʦʙʘʚʠʪʴ: 

¶ ɺʳʙʨʘʪʴ ʠʟ ʩʧʠʩʢʘ ï ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ Active Directory. 

ɼʣʷ ʚʳʙʦʨʘ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɺʳʙʨʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʛʨʫʧʧʫ. ɺʳʙʝʨʠʪʝ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʛʨʫʧʧʫ ʚ Active Directory ʠ ʧʦʜʪʚʝʨʜʠʪʝ ʩʚʦʡ ʚʳʙʦʨ. 

¶ ɿʘʜʘʪʴ ʚʨʫʯʥʫʶ ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʘʨʦʣʴ ï ʩʝʨʚʠʩʥʘʷ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ, ʟʘʜʘʥʥʘʷ ʚʨʫʯʥʫʶ. 

ɼʣʷ ʜʦʙʘʚʣʝʥʠʷ ʩʝʨʚʠʩʥʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʚʚʝʜʠʪʝ ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʘʨʦʣʴ (ʥʘʧʨʠʤʝʨ, 

SecureAdmin). 
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ɺʳ ʤʦʞʝʪʝ ʩʙʨʦʩʠʪʴ ʧʘʨʦʣʴ ʩʝʨʚʠʩʥʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʚ ʩʚʦʡʩʪʚʘʭ ʧʦʣʠʪʠʢʠ. ɼʝʡʩʪʚʠʷ ʧʦ 

ʩʙʨʦʩʫ ʧʘʨʦʣʷ ʩʝʨʚʠʩʥʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʥʝ ʦʪʣʠʯʘʶʪʩʷ ʦʪ ʜʝʡʩʪʚʠʡ ʧʦ ʩʙʨʦʩʫ ʧʘʨʦʣʷ 

KLAdmin (ʩʤ. ʨʘʟʜʝʣ "ʉʙʨʦʩ ʧʘʨʦʣʷ KLAdmin" ʥʘ ʩʪʨ. 394). ɽʩʣʠ ʠʟʤʝʥʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ 

ɿʘʱʠʪʳ ʧʘʨʦʣʝʤ ʨʘʟʨʝʰʝʥʦ ("ʟʘʤʦʢ" ʦʪʢʨʳʪ) ʠʣʠ ʧʦʣʠʪʠʢʘ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʦʪʩʫʪʩʪʚʫʝʪ, ʚʳ 

ʤʦʞʝʪʝ ʩʙʨʦʩʠʪʴ ʧʘʨʦʣʴ ʩʝʨʚʠʩʥʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ. ɼʣʷ ʵʪʦʛʦ 

ʥʫʞʥʦ ʧʦʜʪʚʝʨʜʠʪʴ ʠʟʤʝʥʝʥʠʝ ʜʘʥʥʳʭ ʩʝʨʚʠʩʥʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʩ ʧʦʤʦʱʴʶ ʧʘʨʦʣʷ 

KLAdmin. 

5. ɺ ʩʧʠʩʢʝ ʈʘʟʨʝʰʝʥʠʷ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʢʠ ʥʘʧʨʦʪʠʚ ʪʝʭ ʜʝʡʩʪʚʠʡ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʜʦʩʪʫʧʥʳ 

ʜʦʙʘʚʣʝʥʥʦʤʫ ʧʦʣʴʟʦʚʘʪʝʣʶ ʠʣʠ ʛʨʫʧʧʝ ʙʝʟ ʚʚʦʜʘ ʧʘʨʦʣʷ. 

ɽʩʣʠ ʬʣʘʞʦʢ ʩʥʷʪ, ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʟʘʧʨʝʱʝʥʦ ʚʳʧʦʣʥʷʪʴ ʵʪʦ ʜʝʡʩʪʚʠʝ. ʅʘʧʨʠʤʝʨ, ʝʩʣʠ ʬʣʘʞʦʢ 

ʥʘʧʨʦʪʠʚ ʨʘʟʨʝʰʝʥʠʷ ɿʘʚʝʨʰʝʥʠʝ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ ʩʥʷʪ, ʚʳ ʤʦʞʝʪʝ ʟʘʚʝʨʰʠʪʴ ʨʘʙʦʪʫ 

ʧʨʠʣʦʞʝʥʠʷ ʪʦʣʴʢʦ ʩ ʧʦʤʦʱʴʶ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ KLAdmin, ʦʪʜʝʣʴʥʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʩ ʥʫʞʥʳʤ 

ʨʘʟʨʝʰʝʥʠʝʤ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʝʜʦʩʪʘʚʣʝʥʠʝ ʨʘʟʨʝʰʝʥʠʡ ʜʣʷ ʦʪʜʝʣʴʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠʣʠ ʛʨʫʧʧ" 

ʥʘ ʩʪʨ. 390) ʠʣʠ ʩ ʧʦʤʦʱʴʶ ʚʨʝʤʝʥʥʦʛʦ ʧʘʨʦʣʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʚʨʝʤʝʥʥʦʛʦ ʧʘʨʦʣʷ ʜʣʷ 

ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʨʘʟʨʝʰʝʥʠʡ" ʥʘ ʩʪʨ. 391). 

ʈʘʟʨʝʰʝʥʠʷ ɿʘʱʠʪʳ ʧʘʨʦʣʝʤ ʠʤʝʶʪ ʨʷʜ ʦʩʦʙʝʥʥʦʩʪʝʡ (ʩʤ. ʨʘʟʜʝʣ "ʆʩʦʙʝʥʥʦʩʪʠ ʨʘʟʨʝʰʝʥʠʡ 

ɿʘʱʠʪʳ ʧʘʨʦʣʝʤ" ʥʘ ʩʪʨ. 392). ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʜʣʷ ʜʦʩʪʫʧʘ ʢ Kaspersky Endpoint Security 

ʚʳʧʦʣʥʝʥʳ ʚʩʝ ʫʩʣʦʚʠʷ. 

6. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ, ʝʩʣʠ ʜʣʷ ʛʨʫʧʧʳ "ɺʩʝ" ʜʦʩʪʫʧ ʢ ʧʨʠʣʦʞʝʥʠʶ ʦʛʨʘʥʠʯʝʥ, ʧʦʣʴʟʦʚʘʪʝʣʠ ʧʦʣʫʯʘʪ ʜʦʩʪʫʧ ʢ 

Kaspersky Endpoint Security ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʨʘʟʨʝʰʝʥʠʷʤʠ ʜʣʷ ʵʪʠʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ.  

 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʚʨʝʤʝʥʥʦʛʦ ʧʘʨʦʣʷ ʜʣʷ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ 
ʨʘʟʨʝʰʝʥʠʡ 

ɺʨʝʤʝʥʥʳʡ ʧʘʨʦʣʴ ʧʦʟʚʦʣʷʝʪ ʧʨʝʜʦʩʪʘʚʠʪʴ ʚʨʝʤʝʥʥʳʡ ʜʦʩʪʫʧ ʢ Kaspersky Endpoint Security ʜʣʷ ʦʪʜʝʣʴʥʦʛʦ 

ʢʦʤʧʴʶʪʝʨʘ ʚʥʝ ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʩʝʪʠ. ʕʪʦ ʥʫʞʥʦ, ʯʪʦʙʳ ʨʘʟʨʝʰʠʪʴ ʚʳʧʦʣʥʝʥʠʝ ʟʘʧʨʝʱʝʥʥʦʛʦ ʜʝʡʩʪʚʠʷ ʙʝʟ 

ʧʝʨʝʜʘʯʠ ʧʦʣʴʟʦʚʘʪʝʣʶ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ KLAdmin. ɼʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʚʨʝʤʝʥʥʦʛʦ ʧʘʨʦʣʷ ʢʦʤʧʴʶʪʝʨ 

ʜʦʣʞʝʥ ʙʳʪʴ ʜʦʙʘʚʣʝʥ ʚ Kaspersky Security Center. 

ʂʘʢ ʧʨʝʜʦʩʪʘʚʠʪʴ ʧʦʣʴʟʦʚʘʪʝʣʶ ʨʘʟʨʝʰʝʥʠʝ ʥʘ ʚʳʧʦʣʥʝʥʠʝ ʟʘʧʨʝʱʝʥʥʦʛʦ ʜʝʡʩʪʚʠʷ ʩ ʧʦʤʦʱʴʶ 

ʚʨʝʤʝʥʥʦʛʦ ʧʘʨʦʣʷ ʯʝʨʝʟ ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ (MMC) 

1. ʆʪʢʨʦʡʪʝ ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. 

2. ɺ ʧʘʧʢʝ ʋʧʨʘʚʣʷʝʤʳʝ ʫʩʪʨʦʡʩʪʚʘ ʜʝʨʝʚʘ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʦʪʢʨʦʡʪʝ ʧʘʧʢʫ ʩ 

ʥʘʟʚʘʥʠʝʤ ʛʨʫʧʧʳ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ, ʚ ʩʦʩʪʘʚ ʢʦʪʦʨʦʡ ʚʭʦʜʷʪ ʥʫʞʥʳʝ ʢʣʠʝʥʪʩʢʠʝ ʢʦʤʧʴʶʪʝʨʳ. 

3. ɺ ʨʘʙʦʯʝʡ ʦʙʣʘʩʪʠ ʚʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʋʩʪʨʦʡʩʪʚʘ. 

4. ʆʪʢʨʦʡʪʝ ʩʚʦʡʩʪʚʘ ʢʦʤʧʴʶʪʝʨʘ ʜʚʦʡʥʳʤ ʱʝʣʯʢʦʤ ʤʳʰʠ. 

5. ɺ ʦʢʥʝ ʩʚʦʡʩʪʚ ʢʦʤʧʴʶʪʝʨʘ ʚʳʙʝʨʠʪʝ ʨʘʟʜʝʣ ʇʨʠʣʦʞʝʥʠʷ. 

6. ɺ ʩʧʠʩʢʝ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʨʠʣʦʞʝʥʠʡ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʚʳʙʝʨʠʪʝ 

Kaspersky Endpoint Security ʜʣʷ Windows ʠ ʦʪʢʨʦʡʪʝ ʩʚʦʡʩʪʚʘ ʧʨʠʣʦʞʝʥʠʷ ʜʚʦʡʥʳʤ ʱʝʣʯʢʦʤ 

ʤʳʰʠ. 

7. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚʳʙʝʨʠʪʝ ʨʘʟʜʝʣ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ Ÿ ʀʥʪʝʨʬʝʡʩ. 
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8. ɺ ʙʣʦʢʝ ɿʘʱʠʪʘ ʧʘʨʦʣʝʤ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʅʘʩʪʨʦʡʢʘ. 

9. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʚ ʙʣʦʢʝ ɺʨʝʤʝʥʥʳʡ ʧʘʨʦʣʴ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʅʘʩʪʨʦʡʢʘ. 

10. ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʉʦʟʜʘʥʠʝ ʚʨʝʤʝʥʥʦʛʦ ʧʘʨʦʣʷ. 

11. ɺ ʧʦʣʝ ɼʘʪʘ ʠʩʪʝʯʝʥʠʷ ʫʩʪʘʥʦʚʠʪʝ ʩʨʦʢ ʜʝʡʩʪʚʠʷ ʚʨʝʤʝʥʥʦʛʦ ʧʘʨʦʣʷ. 

12. ɺ ʪʘʙʣʠʮʝ ʆʙʣʘʩʪʴ ʜʝʡʩʪʚʠʷ ʚʨʝʤʝʥʥʦʛʦ ʧʘʨʦʣʷ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʢʠ ʥʘʧʨʦʪʠʚ ʪʝʭ ʜʝʡʩʪʚʠʡ, 

ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʜʦʩʪʫʧʥʳ ʧʦʣʴʟʦʚʘʪʝʣʶ ʧʦʩʣʝ ʚʚʦʜʘ ʚʨʝʤʝʥʥʦʛʦ ʧʘʨʦʣʷ. 

13. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʉʦʟʜʘʪʴ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʩ ʚʨʝʤʝʥʥʳʤ ʧʘʨʦʣʝʤ (ʩʤ. ʨʠʩ. ʥʠʞʝ). 

14. ʉʢʦʧʠʨʫʡʪʝ ʠ ʧʝʨʝʜʘʡʪʝ ʧʦʣʴʟʦʚʘʪʝʣʶ ʧʘʨʦʣʴ.  

 
ʈʠʩʫʥʦʢ 104. ɺʨʝʤʝʥʥʳʡ ʧʘʨʦʣʴ 

 

ʆʩʦʙʝʥʥʦʩʪʠ ʨʘʟʨʝʰʝʥʠʡ ɿʘʱʠʪʳ ʧʘʨʦʣʝʤ 

ʈʘʟʨʝʰʝʥʠʷ ɿʘʱʠʪʳ ʧʘʨʦʣʝʤ ʠʤʝʶʪ ʨʷʜ ʦʩʦʙʝʥʥʦʩʪʝʡ ʠ ʦʛʨʘʥʠʯʝʥʠʡ. 

ʅʘʩʪʨʦʡʢʘ ʧʨʠʣʦʞʝʥʠʷ 

ɽʩʣʠ ʢʦʤʧʴʶʪʝʨ ʧʦʣʴʟʦʚʘʪʝʣʷ ʨʘʙʦʪʘʝʪ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʧʦʣʠʪʠʢʠ, ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʥʫʞʥʳʝ ʧʘʨʘʤʝʪʨʳ ʚ 

ʧʦʣʠʪʠʢʝ ʜʦʩʪʫʧʥʳ ʜʣʷ ʠʟʤʝʥʝʥʠʷ (ʘʪʨʠʙʫʪʳ  ʦʪʢʨʳʪʳ). 

ɿʘʚʝʨʰʝʥʠʝ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ 

ʆʩʦʙʝʥʥʦʩʪʝʡ ʠ ʦʛʨʘʥʠʯʝʥʠʡ ʥʝʪ. 

ɺʳʢʣʶʯʝʥʠʝ ʢʦʤʧʦʥʝʥʪʦʚ ʟʘʱʠʪʳ 

¶ ʇʨʝʜʦʩʪʘʚʠʪʴ ʨʘʟʨʝʰʝʥʠʝ ʥʘ ʚʳʢʣʶʯʝʥʠʝ ʢʦʤʧʦʥʝʥʪʦʚ ʟʘʱʠʪʳ ʜʣʷ ʛʨʫʧʧʳ "ɺʩʝ" ʥʝʚʦʟʤʦʞʥʦ. 

ʏʪʦʙʳ ʨʘʟʨʝʰʠʪʴ ʚʳʢʣʶʯʝʥʠʝ ʢʦʤʧʦʥʝʥʪʦʚ ʟʘʱʠʪʳ ʥʝ ʪʦʣʴʢʦ ʧʦʣʴʟʦʚʘʪʝʣʶ KLAdmin, ʥʦ ʠ ʜʨʫʛʠʤ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤ, ʜʦʙʘʚʴʪʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʛʨʫʧʧʫ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʝʜʦʩʪʘʚʣʝʥʠʝ ʨʘʟʨʝʰʝʥʠʡ ʜʣʷ 

ʦʪʜʝʣʴʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠʣʠ ʛʨʫʧʧ" ʥʘ ʩʪʨ. 390) ʩ ʨʘʟʨʝʰʝʥʠʝʤ ɺʳʢʣʶʯʝʥʠʝ ʢʦʤʧʦʥʝʥʪʦʚ 

ʟʘʱʠʪʳ ʚ ʧʘʨʘʤʝʪʨʘʭ ɿʘʱʠʪʳ ʧʘʨʦʣʝʤ. 

¶ ɽʩʣʠ ʢʦʤʧʴʶʪʝʨ ʧʦʣʴʟʦʚʘʪʝʣʷ ʨʘʙʦʪʘʝʪ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʧʦʣʠʪʠʢʠ, ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʥʫʞʥʳʝ 

ʧʘʨʘʤʝʪʨʳ ʚ ʧʦʣʠʪʠʢʝ ʜʦʩʪʫʧʥʳ ʜʣʷ ʠʟʤʝʥʝʥʠʷ (ʘʪʨʠʙʫʪʳ  ʦʪʢʨʳʪʳ). 
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¶ ɼʣʷ ʚʳʢʣʶʯʝʥʠʷ ʢʦʤʧʦʥʝʥʪʦʚ ʟʘʱʠʪʳ ʚ ʧʘʨʘʤʝʪʨʘʭ ʧʨʠʣʦʞʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʴ ʜʦʣʞʝʥ ʠʤʝʪʴ 

ʨʘʟʨʝʰʝʥʠʝ ʅʘʩʪʨʦʡʢʘ ʧʨʠʣʦʞʝʥʠʷ. 

¶ ɼʣʷ ʚʳʢʣʶʯʝʥʠʷ ʢʦʤʧʦʥʝʥʪʦʚ ʟʘʱʠʪʳ ʠʟ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ (ʧʫʥʢʪ ʇʨʠʦʩʪʘʥʦʚʠʪʴ ʟʘʱʠʪʫ) 

ʧʦʣʴʟʦʚʘʪʝʣʴ, ʢʨʦʤʝ ʨʘʟʨʝʰʝʥʠʷ ɺʳʢʣʶʯʝʥʠʝ ʢʦʤʧʦʥʝʥʪʦʚ ʟʘʱʠʪʳ, ʜʦʣʞʝʥ ʠʤʝʪʴ ʨʘʟʨʝʰʝʥʠʝ 

ɺʳʢʣʶʯʝʥʠʝ ʢʦʤʧʦʥʝʥʪʦʚ ʢʦʥʪʨʦʣʷ. 

ɺʳʢʣʶʯʝʥʠʝ ʢʦʤʧʦʥʝʥʪʦʚ ʢʦʥʪʨʦʣʷ 

¶ ʇʨʝʜʦʩʪʘʚʠʪʴ ʨʘʟʨʝʰʝʥʠʝ ʥʘ ʚʳʢʣʶʯʝʥʠʝ ʢʦʤʧʦʥʝʥʪʦʚ ʢʦʥʪʨʦʣʷ ʜʣʷ ʛʨʫʧʧʳ "ɺʩʝ" ʥʝʚʦʟʤʦʞʥʦ. 

ʏʪʦʙʳ ʨʘʟʨʝʰʠʪʴ ʚʳʢʣʶʯʝʥʠʝ ʢʦʤʧʦʥʝʥʪʦʚ ʟʘʱʠʪʳ ʥʝ ʪʦʣʴʢʦ ʧʦʣʴʟʦʚʘʪʝʣʶ KLAdmin, ʥʦ ʠ ʜʨʫʛʠʤ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤ, ʜʦʙʘʚʴʪʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʛʨʫʧʧʫ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʝʜʦʩʪʘʚʣʝʥʠʝ ʨʘʟʨʝʰʝʥʠʡ ʜʣʷ 

ʦʪʜʝʣʴʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠʣʠ ʛʨʫʧʧ" ʥʘ ʩʪʨ. 390) ʩ ʨʘʟʨʝʰʝʥʠʝʤ ɺʳʢʣʶʯʝʥʠʝ ʢʦʤʧʦʥʝʥʪʦʚ 

ʢʦʥʪʨʦʣʷ ʚ ʧʘʨʘʤʝʪʨʘʭ ɿʘʱʠʪʳ ʧʘʨʦʣʝʤ. 

¶ ɽʩʣʠ ʢʦʤʧʴʶʪʝʨ ʧʦʣʴʟʦʚʘʪʝʣʷ ʨʘʙʦʪʘʝʪ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʧʦʣʠʪʠʢʠ, ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʥʫʞʥʳʝ 

ʧʘʨʘʤʝʪʨʳ ʚ ʧʦʣʠʪʠʢʝ ʜʦʩʪʫʧʥʳ ʜʣʷ ʠʟʤʝʥʝʥʠʷ (ʘʪʨʠʙʫʪʳ  ʦʪʢʨʳʪʳ). 

¶ ɼʣʷ ʚʳʢʣʶʯʝʥʠʷ ʢʦʤʧʦʥʝʥʪʦʚ ʢʦʥʪʨʦʣʷ ʚ ʧʘʨʘʤʝʪʨʘʭ ʧʨʠʣʦʞʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʴ ʜʦʣʞʝʥ ʠʤʝʪʴ 

ʨʘʟʨʝʰʝʥʠʝ ʅʘʩʪʨʦʡʢʘ ʧʨʠʣʦʞʝʥʠʷ. 

¶ ɼʣʷ ʚʳʢʣʶʯʝʥʠʷ ʢʦʤʧʦʥʝʥʪʦʚ ʢʦʥʪʨʦʣʷ ʠʟ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ (ʧʫʥʢʪ ʇʨʠʦʩʪʘʥʦʚʠʪʴ ʟʘʱʠʪʫ) 

ʧʦʣʴʟʦʚʘʪʝʣʴ, ʢʨʦʤʝ ʨʘʟʨʝʰʝʥʠʷ ɺʳʢʣʶʯʝʥʠʝ ʢʦʤʧʦʥʝʥʪʦʚ ʢʦʥʪʨʦʣʷ, ʜʦʣʞʝʥ ʦʙʣʘʜʘʪʴ 

ʨʘʟʨʝʰʝʥʠʝʤ ɺʳʢʣʶʯʝʥʠʝ ʢʦʤʧʦʥʝʥʪʦʚ ʟʘʱʠʪʳ. 

ɺʳʢʣʶʯʝʥʠʝ ʧʦʣʠʪʠʢʠ Kaspersky Security Center 

ʇʨʝʜʦʩʪʘʚʠʪʴ ʨʘʟʨʝʰʝʥʠʝ ʥʘ ʚʳʢʣʶʯʝʥʠʝ ʧʦʣʠʪʠʢʠ Kaspersky Security Center ʜʣʷ ʛʨʫʧʧʳ "ɺʩʝ" 

ʥʝʚʦʟʤʦʞʥʦ. ʏʪʦʙʳ ʨʘʟʨʝʰʠʪʴ ʚʳʢʣʶʯʝʥʠʝ ʧʦʣʠʪʠʢʠ ʥʝ ʪʦʣʴʢʦ ʧʦʣʴʟʦʚʘʪʝʣʶ KLAdmin, ʥʦ ʠ ʜʨʫʛʠʤ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤ, ʜʦʙʘʚʴʪʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʛʨʫʧʧʫ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʝʜʦʩʪʘʚʣʝʥʠʝ ʨʘʟʨʝʰʝʥʠʡ ʜʣʷ 

ʦʪʜʝʣʴʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠʣʠ ʛʨʫʧʧ" ʥʘ ʩʪʨ. 390) ʩ ʨʘʟʨʝʰʝʥʠʝʤ ɺʳʢʣʶʯʝʥʠʝ ʧʦʣʠʪʠʢʠ Kaspersky 

Security Center ʚ ʧʘʨʘʤʝʪʨʘʭ ɿʘʱʠʪʳ ʧʘʨʦʣʝʤ. 

ʋʜʘʣʝʥʠʝ ʢʣʶʯʘ 

ʆʩʦʙʝʥʥʦʩʪʝʡ ʠ ʦʛʨʘʥʠʯʝʥʠʡ ʥʝʪ. 

ʋʜʘʣʝʥʠʝ / ʠʟʤʝʥʝʥʠʝ / ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʧʨʠʣʦʞʝʥʠʷ 

ɽʩʣʠ ʚʳ ʧʨʝʜʦʩʪʘʚʠʣʠ ʨʘʟʨʝʰʝʥʠʝ ʥʘ ʫʜʘʣʝʥʠʝ, ʠʟʤʝʥʝʥʠʝ ʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʧʨʠʣʦʞʝʥʠʷ ʜʣʷ ʛʨʫʧʧʳ 

"ɺʩʝ", Kaspersky Endpoint Security ʥʝ ʙʫʜʝʪ ʪʨʝʙʦʚʘʪʴ ʚʚʦʜʘ ʧʘʨʦʣʷ ʧʨʠ ʧʦʧʳʪʢʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚʳʧʦʣʥʠʪʴ 

ʵʪʠ ʦʧʝʨʘʮʠʠ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʣʶʙʦʡ ʧʦʣʴʟʦʚʘʪʝʣʴ, ʚʢʣʶʯʘʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚʥʝ ʜʦʤʝʥʘ, ʤʦʞʝʪ ʫʩʪʘʥʦʚʠʪʴ, 

ʠʟʤʝʥʠʪʴ ʠʣʠ ʚʦʩʩʪʘʥʦʚʠʪʴ ʧʨʠʣʦʞʝʥʠʝ. 

ɺʦʩʩʪʘʥʦʚʣʝʥʠʝ ʜʦʩʪʫʧʘ ʢ ʜʘʥʥʳʤ ʥʘ ʟʘʰʠʬʨʦʚʘʥʥʦʤ ʫʩʪʨʦʡʩʪʚʝ 

ɺʳ ʤʦʞʝʪʝ ʚʦʩʩʪʘʥʦʚʠʪʴ ʜʦʩʪʫʧ ʢ ʜʘʥʥʳʤ ʥʘ ʟʘʰʠʬʨʦʚʘʥʥʳʭ ʫʩʪʨʦʡʩʪʚʘʭ ʪʦʣʴʢʦ ʩ ʧʦʤʦʱʴʶ ʫʯʝʪʥʦʡ 

ʟʘʧʠʩʠ KLAdmin. ʈʘʟʨʝʰʠʪʴ ʵʪʦ ʜʝʡʩʪʚʠʝ ʜʨʫʛʦʤʫ ʧʦʣʴʟʦʚʘʪʝʣʶ ʥʝʚʦʟʤʦʞʥʦ. 

ʇʨʦʩʤʦʪʨ ʦʪʯʝʪʦʚ 

ʆʩʦʙʝʥʥʦʩʪʝʡ ʠ ʦʛʨʘʥʠʯʝʥʠʡ ʥʝʪ. 

ɺʦʩʩʪʘʥʦʚʣʝʥʠʝ ʠʟ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ 

ʆʩʦʙʝʥʥʦʩʪʝʡ ʠ ʦʛʨʘʥʠʯʝʥʠʡ ʥʝʪ. 
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ʉʙʨʦʩ ʧʘʨʦʣʷ KLAdmin 

ɽʩʣʠ ʚʳ ʟʘʙʳʣʠ ʧʘʨʦʣʴ ʜʣʷ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ KLAdmin, ʚʳ ʤʦʞʝʪʝ ʩʙʨʦʩʠʪʴ ʧʘʨʦʣʴ ʚ ʩʚʦʡʩʪʚʘʭ ʧʦʣʠʪʠʢʠ. 

ʉʙʨʦʩʠʪʴ ʧʘʨʦʣʴ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ ʥʝʚʦʟʤʦʞʥʦ. 

ɺʳ ʤʦʞʝʪʝ ʚʳʧʦʣʥʷʪʴ ʜʝʡʩʪʚʠʷ, ʟʘʱʠʱʝʥʥʳʝ ʧʘʨʦʣʝʤ, ʩ ʧʦʤʦʱʴʶ ʚʨʝʤʝʥʥʦʛʦ ʧʘʨʦʣʷ (ʩʤ. ʨʘʟʜʝʣ 

"ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʚʨʝʤʝʥʥʦʛʦ ʧʘʨʦʣʷ ʜʣʷ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʨʘʟʨʝʰʝʥʠʡ" ʥʘ ʩʪʨ. 391). ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʚʚʦʜʠʪʴ 

ʜʘʥʥʳʝ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ KLAdmin ʥʝ ʥʫʞʥʦ. 

ɽʩʣʠ ʢʦʤʧʴʶʪʝʨ ʥʝ ʧʦʜʢʣʶʯʝʥ ʢ Kaspersky Security Center ʠ ʚʳ ʟʘʙʳʣʠ ʧʘʨʦʣʴ ʜʣʷ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ 

KLAdmin, ʚʦʩʩʪʘʥʦʚʠʪʴ ʧʘʨʦʣʴ ʥʝʚʦʟʤʦʞʥʦ. 

ʂʘʢ ʩʙʨʦʩʠʪʴ ʧʘʨʦʣʴ ʜʣʷ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ KLAdmin ʚ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ (MMC) 

1. ʆʪʢʨʦʡʪʝ ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. 

2. ɺ ʜʝʨʝʚʝ ʢʦʥʩʦʣʠ ʚʳʙʝʨʠʪʝ ʧʘʧʢʫ ʇʦʣʠʪʠʢʠ. 

3. ɺʳʙʝʨʠʪʝ ʥʫʞʥʫʶ ʧʦʣʠʪʠʢʫ ʠ ʦʪʢʨʦʡʪʝ ʩʚʦʡʩʪʚʘ ʧʦʣʠʪʠʢʠ ʜʚʦʡʥʳʤ ʱʝʣʯʢʦʤ ʤʳʰʠ. 

4. ɺ ʦʢʥʝ ʧʦʣʠʪʠʢʠ ʚʳʙʝʨʠʪʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ Ÿ ʀʥʪʝʨʬʝʡʩ. 

5. ɺ ʙʣʦʢʝ ɿʘʱʠʪʘ ʧʘʨʦʣʝʤ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʅʘʩʪʨʦʡʢʘ. 

6. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʩʥʠʤʠʪʝ ʬʣʘʞʦʢ ɺʢʣʶʯʠʪʴ ʟʘʱʠʪʫ ʧʘʨʦʣʝʤ. 

7. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

8. ʇʦʚʪʦʨʥʦ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ɺʢʣʶʯʠʪʴ ʟʘʱʠʪʫ ʧʘʨʦʣʝʤ. 

9. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʆʂ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʜʣʷ ʚʚʦʜʘ ʧʘʨʦʣʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ. 

10. ɿʘʜʘʡʪʝ ʥʦʚʳʡ ʧʘʨʦʣʴ ʜʣʷ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ KLAdmin ʠ ʧʦʜʪʚʝʨʜʠʪʝ ʝʛʦ. 

11. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ ʧʘʨʦʣʴ ʜʣʷ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ KLAdmin ʙʫʜʝʪ ʦʙʥʦʚʣʝʥ ʧʦʩʣʝ ʧʨʠʤʝʥʝʥʠʷ ʧʦʣʠʪʠʢʠ. 

 

ɿʘʱʠʪʘ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʉʝʨʚʝʨʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ 

ɼʣʷ ʧʦʜʢʣʶʯʝʥʠʷ ʢʦʤʧʴʶʪʝʨʘ ʢ ʉʝʨʚʝʨʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʧʨʝʜʥʘʟʥʘʯʝʥ ʢʦʤʧʦʥʝʥʪ Kaspersky Security 

Center ï ɸʛʝʥʪ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. ɽʩʣʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʦʙʣʘʜʘʝʪ ʜʦʩʪʘʪʦʯʥʳʤʠ ʧʨʘʚʘʤʠ ʜʣʷ 

ʠʟʤʝʥʝʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʩʝʨʚʝʨʫ, ʝʩʪʴ ʨʠʩʢ ʧʝʨʝʧʦʜʢʣʶʯʝʥʠʷ ʢʦʤʧʴʶʪʝʨʘ ʢ ʥʝʜʦʚʝʨʝʥʥʦʤʫ 

ʩʝʨʚʝʨʫ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʤʦʞʝʪ ʧʨʠʤʝʥʠʪʴ ʩʦʙʩʪʚʝʥʥʳʝ ʛʨʫʧʧʦʚʳʝ ʧʦʣʠʪʠʢʠ ʠ, ʥʘʧʨʠʤʝʨ, 

ʚʳʢʣʶʯʠʪʴ ʩʘʤʦʟʘʱʠʪʫ ʧʨʠʣʦʞʝʥʠʷ. Kaspersky Endpoint Security ʧʦʟʚʦʣʷʝʪ ʧʨʝʜʦʪʚʨʘʪʠʪʴ 

ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʝ ʧʝʨʝʧʦʜʢʣʶʯʝʥʠʝ ʢʦʤʧʴʶʪʝʨʘ ʢ ʜʨʫʛʦʤʫ ʩʝʨʚʝʨʫ. ɼʣʷ ʟʘʱʠʪʳ ʧʦʜʢʣʶʯʝʥʠʷ ʢ 

ʩʝʨʚʝʨʫ ʧʨʠʣʦʞʝʥʠʝ ʧʨʝʜʣʘʛʘʝʪ ʟʘʜʘʪʴ ʧʘʨʦʣʴ ʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʪʘʥʜʘʨʪ ʬʦʨʤʠʨʦʚʘʥʠʷ ʢʣʶʯʘ ʥʘ ʦʩʥʦʚʝ 

ʧʘʨʦʣʷ (ʘʥʛʣ. Password-Based key Derivation Function, PBKDF2). ɺ ʨʝʟʫʣʴʪʘʪʝ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ 

ʧʨʠʣʦʞʝʥʠʶ ʙʝʟ ʧʘʨʦʣʷ ʥʝʚʦʟʤʦʞʥʦ. 
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ɼʣʷ ʢʦʤʧʣʝʢʩʥʦʡ ʟʘʱʠʪʳ Kaspersky Endpoint Security ʠ ɸʛʝʥʪʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʦʪ 

ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʜʦʩʪʫʧʘ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʚʢʣʶʯʠʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ ʟʘʱʠʪʫ. ɼʣʷ Kaspersky 

Endpoint Security ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʚʢʣʶʯʠʪʴ ɿʘʱʠʪʫ ʧʘʨʦʣʝʤ (ʩʤ. ʨʘʟʜʝʣ "ɿʘʱʠʪʘ ʧʘʨʦʣʝʤ" ʥʘ ʩʪʨ. 385). 

ɼʣʷ ʟʘʱʠʪʳ ɸʛʝʥʪʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʫʩʪʘʥʦʚʠʪʴ ʧʘʨʦʣʴ ʜʝʠʥʩʪʘʣʣʷʮʠʠ. ʇʦʜʨʦʙʥʝʝ 

ʦ ʟʘʱʠʪʝ ɸʛʝʥʪʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʦʪ ʫʜʘʣʝʥʠʷ ʩʤ. ʚ ʩʧʨʘʚʢʝ Kaspersky Security Center 

https://support.kaspersky.com/KSC/14.2/ru-ru/158030.htm. 

ɼʣʷ ʫʧʨʘʚʣʝʥʠʷ ʧʦʜʢʣʶʯʝʥʠʝʤ ʢʦʤʧʴʶʪʝʨʘ ʢ ʉʝʨʚʝʨʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʟʘʜʘʯʘ ɿʘʱʠʪʘ 

ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʉʝʨʚʝʨʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. ɿʘʜʘʯʘ ʧʦʟʚʦʣʷʝʪ ʚʳʧʦʣʥʷʪʴ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

¶ ɿʘʜʘʪʴ ʧʘʨʦʣʴ ʜʣʷ ʟʘʱʠʪʳ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʩʝʨʚʝʨʫ. 

¶ ʉʤʝʥʠʪʴ ʧʘʨʦʣʴ. 

¶ ʇʝʨʝʧʦʜʢʣʶʯʠʪʴ ʢʦʤʧʴʶʪʝʨ ʢ ʜʨʫʛʦʤʫ ʩʝʨʚʝʨʫ. 

¶ ɺʳʢʣʶʯʠʪʴ ʟʘʱʠʪʫ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʩʝʨʚʝʨʫ. 

ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ ʢʦʤʧʴʶʪʝʨʘ ʧʨʠ ʧʦʜʢʣʶʯʝʥʠʠ ʢ ʉʝʨʚʝʨʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ 

ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʧʘʨʦʣʷ ʧʨʠʣʦʞʝʥʠʝ ʩʦʟʜʘʝʪ ʤʘʩʩʠʚ ʜʘʥʥʳʭ ʩ ʧʦʤʦʱʴʶ PBKDF2-ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ ʧʘʨʦʣʷ. 

ɼʘʣʝʝ ʧʨʠʣʦʞʝʥʠʝ ʟʘʰʠʬʨʦʚʳʚʘʝʪ ʵʪʦʪ ʤʘʩʩʠʚ ʜʘʥʥʳʭ ʩ ʧʦʤʦʱʴʶ ʢʣʶʯʘ ɸʛʝʥʪʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. ʅʘ 

ʦʩʥʦʚʘʥʠʠ ʟʘʰʠʬʨʦʚʘʥʥʦʛʦ ʤʘʩʩʠʚʘ ʜʘʥʥʳʭ ʧʨʠʣʦʞʝʥʠʝ ʦʩʫʱʝʩʪʚʣʷʝʪ ʧʨʦʚʝʨʢʫ ʧʨʘʚ ʠ ʧʦʣʥʦʤʦʯʠʡ 

ʉʝʨʚʝʨʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʧʨʠ ʩʣʝʜʫʶʱʠʭ ʩʦʝʜʠʥʝʥʠʷʭ. 

ɺ ʜʘʣʴʥʝʡʰʝʤ ʧʨʠ ʧʦʧʳʪʢʝ ʧʝʨʝʧʦʜʢʣʶʯʠʪʴ ʢʦʤʧʴʶʪʝʨ ʢ ʉʝʨʚʝʨʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʧʨʠʣʦʞʝʥʠʝ 

ʨʘʩʰʠʬʨʦʚʳʚʘʝʪ ʤʘʩʩʠʚ ʜʘʥʥʳʭ ʩ ʧʦʤʦʱʴʶ ʢʣʶʯʘ ɸʛʝʥʪʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʠ ʩʨʘʚʥʠʚʘʝʪ ʝʛʦ ʩ 

ʣʦʢʘʣʴʥʦʡ ʢʦʧʠʝʡ. ɽʩʣʠ ʦʥʠ ʥʝ ʩʦʚʧʘʜʘʶʪ, ʜʦʩʪʫʧ ʢ ʧʨʠʣʦʞʝʥʠʶ ʦʛʨʘʥʠʯʝʥ. 

ɿʘʱʠʪʘ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʉʝʨʚʝʨʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ 

ʂʘʢ ʫʩʪʘʥʦʚʠʪʴ ʧʘʨʦʣʴ ʜʣʷ ʟʘʱʠʪʳ ʧʦʜʢʣʶʯʝʥʠʷ ʢʦʤʧʴʶʪʝʨʘ ʢ ʩʝʨʚʝʨʫ ʚ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ 

(MMC) 

1. ʆʪʢʨʦʡʪʝ ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. 

2. ɺ ʜʝʨʝʚʝ ʢʦʥʩʦʣʠ ʚʳʙʝʨʠʪʝ ʧʘʧʢʫ ɿʘʜʘʯʠ. 

ʆʪʢʨʦʝʪʩʷ ʩʧʠʩʦʢ ʟʘʜʘʯ. 

3. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʅʦʚʘʷ ʟʘʜʘʯʘ. 

ɿʘʧʫʩʪʠʪʩʷ ʤʘʩʪʝʨ ʩʦʟʜʘʥʠʷ ʟʘʜʘʯʠ. ʉʣʝʜʫʡʪʝ ʝʛʦ ʫʢʘʟʘʥʠʷʤ. 

ʐʘʛ 1. ɺʳʙʦʨ ʪʠʧʘ ʟʘʜʘʯʠ 

ɺʳʙʝʨʠʪʝ Kaspersky Endpoint Security ʜʣʷ Windows (12.8) Ÿ ɿʘʱʠʪʘ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʉʝʨʚʝʨʫ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. 

ʐʘʛ 2. ɿʘʱʠʪʘ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʉʝʨʚʝʨʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ 

ʋʩʪʘʥʦʚʠʪʝ ʧʘʨʦʣʴ ʜʣʷ ʟʘʱʠʪʳ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʉʝʨʚʝʨʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ: 

1. ɺ ʙʣʦʢʝ ɿʘʱʠʪʘ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʉʝʨʚʝʨʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʚʳʙʝʨʠʪʝ ɿʘʱʠʱʘʪʴ ʧʘʨʦʣʝʤ. 

2. ɺ ʨʘʩʢʨʳʚʘʶʱʝʤʩʷ ʩʧʠʩʢʝ ʉʝʨʚʝʨ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʚʳʙʝʨʠʪʝ ʅʦʚʳʡ ʩʝʨʚʝʨ. 

3. ɺ ʧʦʣʝ ʇʘʨʦʣʴ ʜʣʷ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʉʝʨʚʝʨʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʟʘʜʘʡʪʝ ʧʘʨʦʣʴ ʜʣʷ 

ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʉʝʨʚʝʨʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʠ ʧʦʜʪʚʝʨʜʠʪʝ ʝʛʦ. 

ɽʩʣʠ ʚʳ ʟʘʙʫʜʝʪʝ ʧʘʨʦʣʴ, ʚʳ ʩʤʦʞʝʪʝ ʩʤʝʥʠʪʴ ʝʛʦ ʩ ʧʦʤʦʱʴʶ ʟʘʜʘʯʠ. 

https://support.kaspersky.com/KSC/14.2/ru-ru/158030.htm
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4. ɽʩʣʠ ʫ ʚʘʩ ʨʘʟʚʝʨʥʫʪʦ ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security ʚʝʨʩʠʠ 12.7 ʠʣʠ ʙʦʣʝʝ ʨʘʥʥʠʝ 

ʚʝʨʩʠʠ ʧʨʠʣʦʞʝʥʠʷ, ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ɺʢʣʶʯʠʪʴ ʩʦʚʤʝʩʪʠʤʦʩʪʴ ʰʠʬʨʦʚʘʥʠʷ ʧʘʨʦʣʷ ʜʣʷ 

ʙʦʣʝʝ ʨʘʥʥʠʭ ʚʝʨʩʠʡ ʧʨʠʣʦʞʝʥʠʷ (12.7 ʠ ʥʠʞʝ). 

ʅʘʯʠʥʘʷ ʩ ʚʝʨʩʠʠ Kaspersky Endpoint Security ʜʣʷ Windows 12.8 ʚ ʧʨʠʣʦʞʝʥʠʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʙʦʣʝʝ 

ʩʠʣʴʥʦʝ ʰʠʬʨʦʚʘʥʠʝ ʧʘʨʦʣʷ. ɽʩʣʠ ʚ ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ ʨʘʟʚʝʨʥʫʪʦ ʧʨʠʣʦʞʝʥʠʝ Kaspersky 

Endpoint Security 12.8 ʠ ʚʳʰʝ, ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʩʥʷʪʴ ʬʣʘʞʦʢ ʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʙʦʣʝʝ ʩʠʣʴʥʦʝ 

ʰʠʬʨʦʚʘʥʠʝ ʧʘʨʦʣʷ. ɹʦʣʝʝ ʨʘʥʥʠʝ ʚʝʨʩʠʠ ʧʨʠʣʦʞʝʥʠʷ ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪ ʩʠʣʴʥʦʝ ʰʠʬʨʦʚʘʥʠʝ 

ʧʘʨʦʣʷ. ɼʣʷ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ ʥʝʦʙʭʦʜʠʤʦ ʫʩʪʘʥʦʚʠʪʴ ʬʣʘʞʦʢ. 

ʐʘʛ 3. ɺʳʙʦʨ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʜʣʷ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ 

ɺʳʙʝʨʠʪʝ ʋʯʝʪʥʘʷ ʟʘʧʠʩʴ ʧʦ ʫʤʦʣʯʘʥʠʶ. ʇʦ ʫʤʦʣʯʘʥʠʶ Kaspersky Endpoint Security ʟʘʧʫʩʢʘʝʪ ʟʘʜʘʯʫ ʧʦʜ 

ʩʠʩʪʝʤʥʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʴʶ (SYSTEM). 

ʐʘʛ 4. ʅʘʩʪʨʦʡʢʘ ʨʘʩʧʠʩʘʥʠʷ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ 

ɺ ʙʣʦʢʝ ɿʘʧʫʩʢ ʧʦ ʨʘʩʧʠʩʘʥʠʶ ʚʳʙʝʨʠʪʝ ɺʨʫʯʥʫʶ. 

ʐʘʛ 5. ʆʧʨʝʜʝʣʝʥʠʝ ʥʘʟʚʘʥʠʷ ʟʘʜʘʯʠ 

ɺʚʝʜʠʪʝ ʥʘʟʚʘʥʠʝ ʟʘʜʘʯʠ, ʥʘʧʨʠʤʝʨ, ʇʘʨʦʣʴ ʜʣʷ ʧʦʜʢʣʶʯʝʥʠ ̫ʢ ʛʣʘʚʥʦʤʫ ʩʝʨʚʝʨʫ. 

ʐʘʛ 6. ɿʘʚʝʨʰʝʥʠʝ ʩʦʟʜʘʥʠʷ ʟʘʜʘʯʠ 

ɿʘʚʝʨʰʠʪʝ ʨʘʙʦʪʫ ʤʘʩʪʝʨʘ. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ɿʘʧʫʩʪʠʪʴ ʟʘʜʘʯʫ ʧʦʩʣʝ ʟʘʚʝʨʰʝʥʠʷ ʨʘʙʦʪʳ ʤʘʩʪʝʨʘ 

ʠʣʠ ʟʘʧʫʩʪʠʪʝ ʟʘʜʘʯʫ ʚʨʫʯʥʫʶ. ɺʳ ʤʦʞʝʪʝ ʩʣʝʜʠʪʴ ʟʘ ʭʦʜʦʤ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ ʚ ʩʚʦʡʩʪʚʘʭ ʟʘʜʘʯʠ. 

ʇʝʨʝʧʦʜʢʣʶʯʝʥʠʝ ʢʦʤʧʴʶʪʝʨʘ ʢ ʜʨʫʛʦʤʫ ʉʝʨʚʝʨʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ 

ʇʝʨʝʧʦʜʢʣʶʯʝʥʠʝ ʢʦʤʧʴʶʪʝʨʘ ʢ ʜʨʫʛʦʤʫ ʉʝʨʚʝʨʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʩʦʩʪʦʠʪ ʠʟ ʩʣʝʜʫʶʱʠʭ ʵʪʘʧʦʚ: 

1. ɺ ʢʦʥʩʦʣʠ ʪʝʢʫʱʝʛʦ ʩʝʨʚʝʨʘ [KSC1]  ʥʫʞʥʦ ʟʘʧʫʩʪʠʪʴ ʟʘʜʘʯʫ ʉʤʝʥʘ ʉʝʨʚʝʨʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ 

ʜʣʷ ɸʛʝʥʪʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. 

ʇʦʩʣʝ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ ʢʦʤʧʴʶʪʝʨ ʙʫʜʝʪ ʧʝʨʝʧʦʜʢʣʶʯʝʥ ʢ ʥʦʚʦʤʫ ʩʝʨʚʝʨʫ [KSC2] . 

ʂʦʤʧʴʶʪʝʨ ʙʫʜʝʪ ʦʪʦʙʨʘʞʘʪʴʩʷ ʚ ʢʦʥʩʦʣʠ ʩʝʨʚʝʨʘ [KSC1]  ʩʦ ʩʪʘʪʫʩʦʤ ʂʨʠʪʠʯʝʩʢʠʡ . 

ʅʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ ʩ ʧʦʤʦʱʴʶ ʧʦʣʠʪʠʢ ʠʣʠ ʜʠʩʪʘʥʮʠʦʥʥʦ ʟʘʧʫʩʪʠʪʴ ʟʘʜʘʯʠ ʥʘ 

ʢʦʤʧʴʶʪʝʨʝ ʙʫʜʝʪ ʥʝʚʦʟʤʦʞʥʦ. 

2. ɺ ʢʦʥʩʦʣʠ ʥʦʚʦʛʦ ʩʝʨʚʝʨʘ [KSC2]  ʥʫʞʥʦ ʩʦʟʜʘʪʴ ʥʦʚʫʶ ʟʘʜʘʯʫ ɿʘʱʠʪʘ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʉʝʨʚʝʨʫ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʜʣʷ Kaspersky Endpoint Security. ɺ ʩʚʦʡʩʪʚʘʭ ʟʘʜʘʯʠ ʚʘʤ ʥʫʞʥʦ ʚʚʝʩʪʠ ʧʘʨʦʣʴ 

ʦʪ ʧʨʝʞʥʝʛʦ ʩʝʨʚʝʨʘ ʠ ʟʘʜʘʪʴ ʧʘʨʦʣʴ ʜʣʷ ʥʦʚʦʛʦ ʩʝʨʚʝʨʘ. 

ʂʘʢ ʫʩʪʘʥʦʚʠʪʴ ʥʦʚʳʡ ʧʘʨʦʣʴ ʜʣʷ ʧʝʨʝʧʦʜʢʣʶʯʝʥʠʷ ʢ ʥʦʚʦʤʫ ʩʝʨʚʝʨʫ ʚ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ 

(MMC) 

1. ʆʪʢʨʦʡʪʝ ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. 

2. ɺ ʜʝʨʝʚʝ ʢʦʥʩʦʣʠ ʚʳʙʝʨʠʪʝ ʧʘʧʢʫ ɿʘʜʘʯʠ. 

ʆʪʢʨʦʝʪʩʷ ʩʧʠʩʦʢ ʟʘʜʘʯ. 

3. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʅʦʚʘʷ ʟʘʜʘʯʘ. 

ɿʘʧʫʩʪʠʪʩʷ ʤʘʩʪʝʨ ʩʦʟʜʘʥʠʷ ʟʘʜʘʯʠ. ʉʣʝʜʫʡʪʝ ʝʛʦ ʫʢʘʟʘʥʠʷʤ. 
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ʐʘʛ 1. ɺʳʙʦʨ ʪʠʧʘ ʟʘʜʘʯʠ 

ɺʳʙʝʨʠʪʝ Kaspersky Endpoint Security ʜʣʷ Windows (12.8) Ÿ ɿʘʱʠʪʘ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʉʝʨʚʝʨʫ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. 

ʐʘʛ 2. ɿʘʱʠʪʘ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʉʝʨʚʝʨʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ 

ʋʩʪʘʥʦʚʠʪʝ ʧʘʨʦʣʴ ʜʣʷ ʟʘʱʠʪʳ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʥʦʚʦʤʫ ʉʝʨʚʝʨʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ: 

1. ɺ ʙʣʦʢʝ ɿʘʱʠʪʘ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʉʝʨʚʝʨʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʚʳʙʝʨʠʪʝ ɿʘʱʠʱʘʪʴ ʧʘʨʦʣʝʤ. 

2. ɺ ʨʘʩʢʨʳʚʘʶʱʝʤʩʷ ʩʧʠʩʢʝ ʉʝʨʚʝʨ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʚʳʙʝʨʠʪʝ ʇʝʨʝʧʦʜʢʣʶʯʠʪʴʩʷ ʦʪ ʜʨʫʛʦʛʦ 

ʩʝʨʚʝʨʘ. 

3. ɺ ʧʦʣʝ ʊʝʢʫʱʠʡ ʧʘʨʦʣʴ ʚʚʝʜʠʪʝ ʧʘʨʦʣʴ, ʫʩʪʘʥʦʚʣʝʥʥʳʡ ʜʣʷ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʧʨʝʞʥʝʤʫ 

ʜʦʚʝʨʝʥʥʦʤʫ ʩʝʨʚʝʨʫ. 

4. ɺ ʧʦʣʝ ʅʦʚʳʡ ʧʘʨʦʣʴ ʟʘʜʘʡʪʝ ʧʘʨʦʣʴ ʜʣʷ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʥʦʚʦʤʫ ʉʝʨʚʝʨʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʠ 

ʧʦʜʪʚʝʨʜʠʪʝ ʝʛʦ. 

ɽʩʣʠ ʚʳ ʟʘʙʫʜʝʪʝ ʧʘʨʦʣʴ, ʚʳ ʩʤʦʞʝʪʝ ʩʤʝʥʠʪʴ ʝʛʦ ʩ ʧʦʤʦʱʴʶ ʟʘʜʘʯʠ. 

5. ɽʩʣʠ ʫ ʚʘʩ ʨʘʟʚʝʨʥʫʪʦ ʧʨʠʣʦʞʝʥʠʝ Kaspersky Endpoint Security ʚʝʨʩʠʠ 12.7 ʠʣʠ ʙʦʣʝʝ ʨʘʥʥʠʝ 

ʚʝʨʩʠʠ ʧʨʠʣʦʞʝʥʠʷ, ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ɺʢʣʶʯʠʪʴ ʩʦʚʤʝʩʪʠʤʦʩʪʴ ʰʠʬʨʦʚʘʥʠʷ ʧʘʨʦʣʷ ʜʣʷ 

ʙʦʣʝʝ ʨʘʥʥʠʭ ʚʝʨʩʠʡ ʧʨʠʣʦʞʝʥʠʷ (12.7 ʠ ʥʠʞʝ). 

ʅʘʯʠʥʘʷ ʩ ʚʝʨʩʠʠ Kaspersky Endpoint Security ʜʣʷ Windows 12.8 ʚ ʧʨʠʣʦʞʝʥʠʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʙʦʣʝʝ 

ʩʠʣʴʥʦʝ ʰʠʬʨʦʚʘʥʠʝ ʧʘʨʦʣʷ. ɽʩʣʠ ʚ ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ ʨʘʟʚʝʨʥʫʪʦ ʧʨʠʣʦʞʝʥʠʝ Kaspersky 

Endpoint Security 12.8 ʠ ʚʳʰʝ, ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʩʥʷʪʴ ʬʣʘʞʦʢ ʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʙʦʣʝʝ ʩʠʣʴʥʦʝ 

ʰʠʬʨʦʚʘʥʠʝ ʧʘʨʦʣʷ. ɹʦʣʝʝ ʨʘʥʥʠʝ ʚʝʨʩʠʠ ʧʨʠʣʦʞʝʥʠʷ ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪ ʩʠʣʴʥʦʝ ʰʠʬʨʦʚʘʥʠʝ 

ʧʘʨʦʣʷ. ɼʣʷ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ ʥʝʦʙʭʦʜʠʤʦ ʫʩʪʘʥʦʚʠʪʴ ʬʣʘʞʦʢ. 

ʐʘʛ 3. ɺʳʙʦʨ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʜʣʷ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ 

ɺʳʙʝʨʠʪʝ ʋʯʝʪʥʘʷ ʟʘʧʠʩʴ ʧʦ ʫʤʦʣʯʘʥʠʶ. ʇʦ ʫʤʦʣʯʘʥʠʶ Kaspersky Endpoint Security ʟʘʧʫʩʢʘʝʪ ʟʘʜʘʯʫ ʧʦʜ 

ʩʠʩʪʝʤʥʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʴʶ (SYSTEM). 

ʐʘʛ 4. ʅʘʩʪʨʦʡʢʘ ʨʘʩʧʠʩʘʥʠʷ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ 

ɺ ʙʣʦʢʝ ɿʘʧʫʩʢ ʧʦ ʨʘʩʧʠʩʘʥʠʶ ʚʳʙʝʨʠʪʝ ɺʨʫʯʥʫʶ. 

ʐʘʛ 5. ʆʧʨʝʜʝʣʝʥʠʝ ʥʘʟʚʘʥʠʷ ʟʘʜʘʯʠ 

ɺʚʝʜʠʪʝ ʥʘʟʚʘʥʠʝ ʟʘʜʘʯʠ, ʥʘʧʨʠʤʝʨ, ʇʘʨʦʣʴ ʜʣʷ ʧʦʜʢʣʶʯʝʥʠ ̫ʢ ʛʣʘʚʥʦʤʫ ʩʝʨʚʝʨʫ. 

ʐʘʛ 6. ɿʘʚʝʨʰʝʥʠʝ ʩʦʟʜʘʥʠʷ ʟʘʜʘʯʠ 

ɿʘʚʝʨʰʠʪʝ ʨʘʙʦʪʫ ʤʘʩʪʝʨʘ. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ɿʘʧʫʩʪʠʪʴ ʟʘʜʘʯʫ ʧʦʩʣʝ ʟʘʚʝʨʰʝʥʠʷ ʨʘʙʦʪʳ ʤʘʩʪʝʨʘ 

ʠʣʠ ʟʘʧʫʩʪʠʪʝ ʟʘʜʘʯʫ ʚʨʫʯʥʫʶ. ɺʳ ʤʦʞʝʪʝ ʩʣʝʜʠʪʴ ʟʘ ʭʦʜʦʤ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ ʚ ʩʚʦʡʩʪʚʘʭ ʟʘʜʘʯʠ. 

ʇʦʩʣʝ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʢʦʤʧʴʶʪʝʨ ʚ ʢʦʥʩʦʣʠ ʥʦʚʦʛʦ ʩʝʨʚʝʨʘ [KSC2]  ʠʤʝʝʪ ʩʪʘʪʫʩ ʆʂ 

. ʇʨʦʚʝʨʴʪʝ ʜʠʩʪʘʥʮʠʦʥʥʳʡ ʟʘʧʫʩʢ ʟʘʜʘʯ ʠ ʥʘʩʪʨʦʡʢʫ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʩ ʧʦʤʦʱʴʶ ʧʦʣʠʪʠʢ. 

ʉʙʨʦʩ ʧʘʨʦʣʷ ʜʣʷ ʧʦʜʢʣʶʯʝʥʠ ̫ʢ ʉʝʨʚʝʨʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ 

ɽʩʣʠ ʚʳ ʟʘʙʳʣʠ ʧʘʨʦʣʴ ʜʣʷ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʉʝʨʚʝʨʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʠʣʠ ʧʘʨʦʣʴ ʨʘʩʢʨʳʪ, ʚʳ ʤʦʞʝʪʝ 

ʩʙʨʦʩʠʪʴ ʧʘʨʦʣʴ ʚ ʩʚʦʡʩʪʚʘʭ ʟʘʜʘʯʠ. ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʩʙʨʦʩʠʪʴ ʧʘʨʦʣʴ ʠ ʟʘʜʘʪʴ ʥʦʚʳʡ ʧʘʨʦʣʴ ʜʣʷ ʛʨʫʧʧʳ 

ʢʦʤʧʴʶʪʝʨʦʚ ʩ ʨʘʟʥʳʤ ʩʪʘʪʫʩʦʤ ʟʘʱʠʪʳ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʉʝʨʚʝʨʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. ʊʦ ʝʩʪʴ, ʝʩʣʠ ʜʣʷ 

ʥʝʢʦʪʦʨʳʭ ʢʦʤʧʴʶʪʝʨʦʚ ʟʘʱʠʪʘ ʚʢʣʶʯʝʥʘ, ʘ ʜʣʷ ʥʝʢʦʪʦʨʳʭ ʥʝʪ, ʧʦʩʣʝ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ ʧʘʨʦʣʴ ʙʫʜʝʪ 

ʫʩʪʘʥʦʚʣʝʥ ʜʣʷ ʚʩʝʭ ʢʦʤʧʴʶʪʝʨʦʚ. 
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ɺʳ ʤʦʞʝʪʝ ʩʙʨʦʩʠʪʴ ʧʘʨʦʣʴ ʜʣʷ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʉʝʨʚʝʨʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʪʦʣʴʢʦ ʚ ʢʦʥʩʦʣʠ 

ʜʦʚʝʨʝʥʥʦʛʦ ʩʝʨʚʝʨʘ, ʢ ʢʦʪʦʨʦʤʫ ʧʦʜʢʣʶʯʝʥ ʢʦʤʧʴʶʪʝʨ. 

ʂʘʢ ʩʙʨʦʩʠʪʴ ʧʘʨʦʣʴ ʜʣʷ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʉʝʨʚʝʨʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʚ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ 

(MMC) 

1. ʆʪʢʨʦʡʪʝ ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. 

2. ɺ ʜʝʨʝʚʝ ʢʦʥʩʦʣʠ ʚʳʙʝʨʠʪʝ ʧʘʧʢʫ ɿʘʜʘʯʠ. 

3. ɺʳʙʝʨʠʪʝ ʟʘʜʘʯʫ ɿʘʱʠʪʘ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʉʝʨʚʝʨʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʠ ʦʪʢʨʦʡʪʝ ʩʚʦʡʩʪʚʘ 

ʟʘʜʘʯʠ ʜʚʦʡʥʳʤ ʱʝʣʯʢʦʤ ʤʳʰʠ. 

4. ɺ ʦʢʥʝ ʩʚʦʡʩʪʚ ʟʘʜʘʯʠ ʚʳʙʝʨʠʪʝ ʨʘʟʜʝʣ ʅʘʩʪʨʦʡʢʠ. 

5. ɺ ʙʣʦʢʝ ɿʘʱʠʪʘ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʉʝʨʚʝʨʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʚʳʙʝʨʠʪʝ ɿʘʱʠʱʘʪʴ ʠ ʩʤʝʥʠʪʴ 

ʧʘʨʦʣʴ. 

6. ɺ ʧʦʣʝ ʇʘʨʦʣʴ ʜʣʷ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʉʝʨʚʝʨʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʟʘʜʘʡʪʝ ʥʦʚʳʡ ʧʘʨʦʣʴ ʜʣʷ 

ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʪʝʢʫʱʝʤʫ ʜʦʚʝʨʝʥʥʦʤʫ ʩʝʨʚʝʨʫ ʠ ʧʦʜʪʚʝʨʜʠʪʝ ʝʛʦ. 

7. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

8. ɿʘʧʫʩʪʠʪʝ ʟʘʜʘʯʫ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ ʧʘʨʦʣʴ ʜʣʷ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʉʝʨʚʝʨʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʙʫʜʝʪ ʦʙʥʦʚʣʝʥ ʧʦʩʣʝ ʚʳʧʦʣʥʝʥʠʷ 

ʟʘʜʘʯʠ. 

ɺʳʢʣʶʯʝʥʠʝ ʟʘʱʠʪʳ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʉʝʨʚʝʨʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ 

ɺʳ ʤʦʞʝʪʝ ʜʠʩʪʘʥʮʠʦʥʥʦ ʚʳʢʣʶʯʠʪʴ ʟʘʱʠʪʫ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʉʝʨʚʝʨʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʪʦʣʴʢʦ ʚ 

ʢʦʥʩʦʣʠ ʜʦʚʝʨʝʥʥʦʛʦ ʩʝʨʚʝʨʘ, ʢ ʢʦʪʦʨʦʤʫ ʧʦʜʢʣʶʯʝʥ ʢʦʤʧʴʶʪʝʨ. ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʚʳʢʣʶʯʠʪʴ ʟʘʱʠʪʫ 

ʣʦʢʘʣʴʥʦ ʯʝʨʝʟ ʢʦʤʘʥʜʥʫʶ ʩʪʨʦʢʫ. 

ʂʘʢ ʚʳʢʣʶʯʠʪʴ ʟʘʱʠʪʫ ʧʦʜʢʣʶʯʝʥʠʷ ʢʦʤʧʴʶʪʝʨʘ ʢ ʩʝʨʚʝʨʫ ʚ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ (MMC) 

1. ʆʪʢʨʦʡʪʝ ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. 

2. ɺ ʜʝʨʝʚʝ ʢʦʥʩʦʣʠ ʚʳʙʝʨʠʪʝ ʧʘʧʢʫ ɿʘʜʘʯʠ. 

3. ɺʳʙʝʨʠʪʝ ʟʘʜʘʯʫ ɿʘʱʠʪʘ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʉʝʨʚʝʨʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʠ ʦʪʢʨʦʡʪʝ ʩʚʦʡʩʪʚʘ 

ʟʘʜʘʯʠ ʜʚʦʡʥʳʤ ʱʝʣʯʢʦʤ ʤʳʰʠ. 

4. ɺ ʦʢʥʝ ʩʚʦʡʩʪʚ ʟʘʜʘʯʠ ʚʳʙʝʨʠʪʝ ʨʘʟʜʝʣ ʅʘʩʪʨʦʡʢʠ. 

5. ɺ ʙʣʦʢʝ ɿʘʱʠʪʘ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʉʝʨʚʝʨʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʚʳʙʝʨʠʪʝ ʅʝ ʟʘʱʠʱʘʪʴ. 

6. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 

7. ɿʘʧʫʩʪʠʪʝ ʟʘʜʘʯʫ. 

ɺʳ ʤʦʞʝʪʝ ʦʪʩʣʝʞʠʚʘʪʴ ʩʪʘʪʫʩ ʟʘʜʘʯʠ, ʢʦʣʠʯʝʩʪʚʦ ʫʩʪʨʦʡʩʪʚ, ʥʘ ʢʦʪʦʨʳʭ ʟʘʜʘʯʘ ʚʳʧʦʣʥʝʥʘ 

ʫʩʧʝʰʥʦ ʠʣʠ ʟʘʚʝʨʰʠʣʘʩʴ ʩ ʦʰʠʙʢʦʡ. 
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ʇʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ Kaspersky 
Endpoint Security ʠ ʩʦʚʤʝʩʪʠʤʦʩʪʴ 
ʩ ʜʨʫʛʠʤʠ ʧʨʠʣʦʞʝʥʠʷʤʠ 
ʇʦʜ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴʶ Kaspersky Endpoint Security ʧʦʜʨʘʟʫʤʝʚʘʝʪʩʷ ʢʦʣʠʯʝʩʪʚʦ ʦʙʥʘʨʫʞʠʚʘʝʤʳʭ ʪʠʧʦʚ 

ʦʙʲʝʢʪʦʚ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʥʘʥʝʩʪʠ ʚʨʝʜ ʢʦʤʧʴʶʪʝʨʫ, ʘ ʪʘʢʞʝ ʧʦʪʨʝʙʣʝʥʠʝ ʵʥʝʨʛʠʠ ʠ ʨʝʩʫʨʩʦʚ ʢʦʤʧʴʶʪʝʨʘ. 

ɺʳʙʦʨ ʪʠʧʦʚ ʦʙʥʘʨʫʞʠʚʘʝʤʳʭ ʦʙʲʝʢʪʦʚ 

Kaspersky Endpoint Security ʧʦʟʚʦʣʷʝʪ ʛʠʙʢʦ ʥʘʩʪʨʘʠʚʘʪʴ ʟʘʱʠʪʫ ʢʦʤʧʴʶʪʝʨʘ ʠ ʚʳʙʠʨʘʪʴ ʪʠʧʳ ʦʙʲʝʢʪʦʚ (ʩʤ. 

ʨʘʟʜʝʣ "ɺʳʙʦʨ ʪʠʧʦʚ ʦʙʥʘʨʫʞʠʚʘʝʤʳʭ ʦʙʲʝʢʪʦʚ" ʥʘ ʩʪʨ. 352), ʢʦʪʦʨʳʝ ʧʨʠʣʦʞʝʥʠʝ ʦʙʥʘʨʫʞʠʚʘʝʪ ʚ ʭʦʜʝ 

ʨʘʙʦʪʳ. Kaspersky Endpoint Security ʚʩʝʛʜʘ ʧʨʦʚʝʨʷʝʪ ʦʧʝʨʘʮʠʦʥʥʫʶ ʩʠʩʪʝʤʫ ʥʘ ʥʘʣʠʯʠʝ ʚʠʨʫʩʦʚ, ʯʝʨʚʝʡ ʠ 

ʪʨʦʷʥʩʢʠʭ ʧʨʠʣʦʞʝʥʠʡ. ɺʳ ʥʝ ʤʦʞʝʪʝ ʚʳʢʣʶʯʠʪʴ ʧʨʦʚʝʨʢʫ ʵʪʠʭ ʪʠʧʦʚ ʦʙʲʝʢʪʦʚ. ʊʘʢʠʝ ʧʨʠʣʦʞʝʥʠʷ ʤʦʛʫʪ 

ʥʘʥʝʩʪʠ ʟʥʘʯʠʪʝʣʴʥʳʡ ʚʨʝʜ ʢʦʤʧʴʶʪʝʨʫ ʧʦʣʴʟʦʚʘʪʝʣʷ. ʏʪʦʙʳ ʦʙʝʩʧʝʯʠʪʴ ʙʦʣʴʰʫʶ ʙʝʟʦʧʘʩʥʦʩʪʴ 

ʢʦʤʧʴʶʪʝʨʘ, ʚʳ ʤʦʞʝʪʝ ʨʘʩʰʠʨʠʪʴ ʩʧʠʩʦʢ ʦʙʥʘʨʫʞʠʚʘʝʤʳʭ ʪʠʧʦʚ ʦʙʲʝʢʪʦʚ, ʚʢʣʶʯʠʚ ʢʦʥʪʨʦʣʴ ʜʝʡʩʪʚʠʡ 

ʣʝʛʘʣʴʥʳʭ ʧʨʠʣʦʞʝʥʠʡ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʤ ʜʣʷ ʥʘʥʝʩʝʥʠʷ ʚʨʝʜʘ 

ʢʦʤʧʴʶʪʝʨʫ ʠʣʠ ʜʘʥʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʨʝʞʠʤʘ ʵʥʝʨʛʦʩʙʝʨʝʞʝʥʠʷ 

ɺʦ ʚʨʝʤʷ ʨʘʙʦʪʳ ʥʘ ʧʦʨʪʘʪʠʚʥʳʭ ʢʦʤʧʴʶʪʝʨʘʭ ʧʦʪʨʝʙʣʝʥʠʝ ʧʨʠʣʦʞʝʥʠʷʤʠ ʵʥʝʨʛʦʨʝʩʫʨʩʦʚ ʠʤʝʝʪ ʦʩʦʙʦʝ 

ʟʥʘʯʝʥʠʝ. ɿʘʯʘʩʪʫʶ ʟʘʜʘʯʠ, ʢʦʪʦʨʳʝ Kaspersky Endpoint Security ʚʳʧʦʣʥʷʝʪ ʧʦ ʨʘʩʧʠʩʘʥʠʶ, ʪʨʝʙʫʶʪ 

ʟʥʘʯʠʪʝʣʴʥʦʛʦ ʢʦʣʠʯʝʩʪʚʘ ʨʝʩʫʨʩʦʚ. ʇʨʠ ʧʠʪʘʥʠʠ ʢʦʤʧʴʶʪʝʨʘ ʦʪ ʘʢʢʫʤʫʣʷʪʦʨʘ ʜʣʷ ʵʢʦʥʦʤʠʠ ʝʛʦ ʟʘʨʷʜʘ ʚʳ 

ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʨʝʞʠʤ ʵʥʝʨʛʦʩʙʝʨʝʞʝʥʠʷ. 

ʈʝʞʠʤ ʵʥʝʨʛʦʩʙʝʨʝʞʝʥʠʷ ʧʦʟʚʦʣʷʝʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʦʪʢʣʘʜʳʚʘʪʴ ʚʳʧʦʣʥʝʥʠʝ ʟʘʜʘʯ, ʜʣʷ ʢʦʪʦʨʳʭ 

ʫʩʪʘʥʦʚʣʝʥ ʟʘʧʫʩʢ ʧʦ ʨʘʩʧʠʩʘʥʠʶ: 

¶ ʟʘʜʘʯʘ ʦʙʥʦʚʣʝʥʠʷ; 

¶ ʟʘʜʘʯʘ ʧʦʣʥʦʡ ʧʨʦʚʝʨʢʠ; 

¶ ʟʘʜʘʯʘ ʧʨʦʚʝʨʢʠ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ; 

¶ ʟʘʜʘʯʘ ʚʳʙʦʨʦʯʥʦʡ ʧʨʦʚʝʨʢʠ; 

¶ ʟʘʜʘʯʘ ʧʨʦʚʝʨʢʠ ʮʝʣʦʩʪʥʦʩʪʠ. 

ʅʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ, ʚʢʣʶʯʝʥ ʨʝʞʠʤ ʵʥʝʨʛʦʩʙʝʨʝʞʝʥʠʷ ʠʣʠ ʥʝʪ, Kaspersky Endpoint Security 

ʧʨʠʦʩʪʘʥʘʚʣʠʚʘʝʪ ʚʳʧʦʣʥʝʥʠʝ ʟʘʜʘʯ ʰʠʬʨʦʚʘʥʠʷ ʧʨʠ ʧʝʨʝʭʦʜʝ ʧʦʨʪʘʪʠʚʥʦʛʦ ʢʦʤʧʴʶʪʝʨʘ ʚ ʨʝʞʠʤ ʨʘʙʦʪʳ 

ʦʪ ʘʢʢʫʤʫʣʷʪʦʨʘ. ʇʨʠ ʚʳʭʦʜʝ ʧʦʨʪʘʪʠʚʥʦʛʦ ʢʦʤʧʴʶʪʝʨʘ ʠʟ ʨʝʞʠʤʘ ʨʘʙʦʪʳ ʦʪ ʘʢʢʫʤʫʣʷʪʦʨʘ ʚ ʨʝʞʠʤ ʨʘʙʦʪʳ 

ʦʪ ʩʝʪʠ ʧʨʠʣʦʞʝʥʠʝ ʚʦʟʦʙʥʦʚʣʷʝʪ ʚʳʧʦʣʥʝʥʠʝ ʟʘʜʘʯ ʰʠʬʨʦʚʘʥʠʷ. 

ʇʝʨʝʜʘʯʘ ʨʝʩʫʨʩʦʚ ʢʦʤʧʴʶʪʝʨʘ ʜʨʫʛʠʤ ʧʨʠʣʦʞʝʥʠʷʤ 

ʇʦʪʨʝʙʣʝʥʠʝ ʨʝʩʫʨʩʦʚ ʢʦʤʧʴʶʪʝʨʘ ʧʨʠ ʧʨʦʚʝʨʢʝ ʢʦʤʧʴʶʪʝʨʘ ʤʦʞʝʪ ʫʚʝʣʠʯʠʪʴ ʥʘʛʨʫʟʢʫ ʥʘ ʮʝʥʪʨʘʣʴʥʳʡ 

ʧʨʦʮʝʩʩʦʨ ʠ ʜʠʩʢʦʚʳʝ ʧʦʜʩʠʩʪʝʤʳ. ʏʪʦʙʳ ʨʝʰʠʪʴ ʧʨʦʙʣʝʤʫ ʩʦʚʤʝʩʪʥʦʡ ʨʘʙʦʪʳ ʧʨʠ ʫʚʝʣʠʯʝʥʠʠ ʥʘʛʨʫʟʢʠ 

ʥʘ ʧʨʦʮʝʩʩʦʨ ʠ ʜʠʩʢʦʚʳʝ ʧʦʜʩʠʩʪʝʤʳ, Kaspersky Endpoint Security ʤʦʞʝʪ ʫʩʪʫʧʘʪʴ ʨʝʩʫʨʩʳ ʜʨʫʛʠʤ 

ʧʨʠʣʦʞʝʥʠʷʤ. 

ʇʨʠʤʝʥʝʥʠʝ ʪʝʭʥʦʣʦʛʠʠ ʣʝʯʝʥʠʷ ʘʢʪʠʚʥʦʛʦ ʟʘʨʘʞʝʥʠʷ 

ʉʦʚʨʝʤʝʥʥʳʝ ʚʨʝʜʦʥʦʩʥʳʝ ʧʨʠʣʦʞʝʥʠʷ ʤʦʛʫʪ ʚʥʝʜʨʷʪʴʩʷ ʥʘ ʩʘʤʳʝ ʥʠʞʥʠʝ ʫʨʦʚʥʠ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ, 

ʯʪʦ ʜʝʣʘʝʪ ʠʭ ʫʜʘʣʝʥʠʝ ʧʨʘʢʪʠʯʝʩʢʠ ʥʝʚʦʟʤʦʞʥʳʤ. ʆʙʥʘʨʫʞʠʚ ʚʨʝʜʦʥʦʩʥʫʶ ʘʢʪʠʚʥʦʩʪʴ ʚ ʦʧʝʨʘʮʠʦʥʥʦʡ 

ʩʠʩʪʝʤʝ, Kaspersky Endpoint Security ʚʳʧʦʣʥʷʝʪ ʨʘʩʰʠʨʝʥʥʫʶ ʧʨʦʮʝʜʫʨʫ ʣʝʯʝʥʠʷ, ʧʨʠʤʝʥʷʷ 



 

 

 

ʇʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ Kaspersky Endpoint Security ʠ ʩʦʚʤʝʩʪʠʤʦʩʪʴ ʩ ʜʨʫʛʠʤʠ ʧʨʠʣʦʞʝʥʠʷʤʠ 

400 

 

 

 

ʩʧʝʮʠʘʣʴʥʫʶ ʪʝʭʥʦʣʦʛʠʶ ʣʝʯʝʥʠʷ ʘʢʪʠʚʥʦʛʦ ʟʘʨʘʞʝʥʠʷ. ʊʝʭʥʦʣʦʛʠʷ ʣʝʯʝʥʠʷ ʘʢʪʠʚʥʦʛʦ 

ʟʘʨʘʞʝʥʠʷ ʥʘʧʨʘʚʣʝʥʘ ʥʘ ʣʝʯʝʥʠʝ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʦʪ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʠʣʦʞʝʥʠʡ, ʢʦʪʦʨʳʝ ʫʞʝ 

ʟʘʧʫʩʪʠʣʠ ʩʚʦʠ ʧʨʦʮʝʩʩʳ ʚ ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ ʠ ʤʝʰʘʶʪ Kaspersky Endpoint Security ʫʜʘʣʠʪʴ ʠʭ ʩ 

ʧʦʤʦʱʴʶ ʜʨʫʛʠʭ ʤʝʪʦʜʦʚ. ɺ ʨʝʟʫʣʴʪʘʪʝ ʫʛʨʦʟʘ ʥʝʡʪʨʘʣʠʟʫʝʪʩʷ. ɺ ʧʨʦʮʝʩʩʝ ʧʨʦʮʝʜʫʨʳ ʣʝʯʝʥʠʷ ʘʢʪʠʚʥʦʛʦ 

ʟʘʨʘʞʝʥʠʷ ʥʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʟʘʧʫʩʢʘʪʴ ʥʦʚʳʝ ʧʨʦʮʝʩʩʳ ʠʣʠ ʨʝʜʘʢʪʠʨʦʚʘʪʴ ʨʝʝʩʪʨ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. 

ʊʝʭʥʦʣʦʛʠʷ ʣʝʯʝʥʠʷ ʘʢʪʠʚʥʦʛʦ ʟʘʨʘʞʝʥʠʷ ʪʨʝʙʫʝʪ ʟʥʘʯʠʪʝʣʴʥʳʭ ʨʝʩʫʨʩʦʚ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ, ʯʪʦ 

ʤʦʞʝʪ ʟʘʤʝʜʣʠʪʴ ʨʘʙʦʪʫ ʜʨʫʛʠʭ ʧʨʠʣʦʞʝʥʠʡ. 

ʇʦʩʣʝ ʦʢʦʥʯʘʥʠʷ ʧʨʦʮʝʜʫʨʳ ʣʝʯʝʥʠʷ ʘʢʪʠʚʥʦʛʦ ʟʘʨʘʞʝʥʠʷ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʦʧʝʨʘʮʠʦʥʥʦʡ 

ʩʠʩʪʝʤʳ Microsoft Windows ʜʣʷ ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʡ Kaspersky Endpoint Security ʟʘʧʨʘʰʠʚʘʝʪ ʫ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ʨʘʟʨʝʰʝʥʠʝ ʥʘ ʧʝʨʝʟʘʛʨʫʟʢʫ ʢʦʤʧʴʶʪʝʨʘ. ʇʦʩʣʝ ʧʝʨʝʟʘʛʨʫʟʢʠ ʢʦʤʧʴʶʪʝʨʘ Kaspersky Endpoint Security 

ʫʜʘʣʷʝʪ ʬʘʡʣʳ ʚʨʝʜʦʥʦʩʥʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʠ ʟʘʧʫʩʢʘʝʪ ʦʙʣʝʛʯʝʥʥʫʶ ʧʦʣʥʫʶ ʧʨʦʚʝʨʢʫ 

ʢʦʤʧʴʶʪʝʨʘ. 

ɿʘʧʨʦʩ ʧʝʨʝʟʘʛʨʫʟʢʠ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ Microsoft Windows ʜʣʷ 

ʩʝʨʚʝʨʦʚ ʥʝʚʦʟʤʦʞʝʥ ʠʟ-ʟʘ ʦʩʦʙʝʥʥʦʩʪʝʡ ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security. ʅʝʟʘʧʣʘʥʠʨʦʚʘʥʥʘʷ 

ʧʝʨʝʟʘʛʨʫʟʢʘ ʬʘʡʣʦʚʦʛʦ ʩʝʨʚʝʨʘ ʤʦʞʝʪ ʧʦʚʣʝʯʴ ʟʘ ʩʦʙʦʡ ʧʨʦʙʣʝʤʳ, ʩʚʷʟʘʥʥʳʝ ʩ ʚʨʝʤʝʥʥʳʤ ʦʪʢʘʟʦʤ 

ʜʦʩʪʫʧʘ ʢ ʜʘʥʥʳʤ ʬʘʡʣʦʚʦʛʦ ʩʝʨʚʝʨʘ ʠʣʠ ʧʦʪʝʨʝʡ ʥʝʩʦʭʨʘʥʝʥʥʳʭ ʜʘʥʥʳʭ. ʇʝʨʝʟʘʛʨʫʟʢʫ ʬʘʡʣʦʚʦʛʦ 

ʩʝʨʚʝʨʘ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʚʳʧʦʣʥʷʪʴ ʩʪʨʦʛʦ ʧʦ ʨʘʩʧʠʩʘʥʠʶ. ʇʦʵʪʦʤʫ ʧʦ ʫʤʦʣʯʘʥʠʶ ʪʝʭʥʦʣʦʛʠʷ ʣʝʯʝʥʠʷ 

ʘʢʪʠʚʥʦʛʦ ʟʘʨʘʞʝʥʠʷ ʜʣʷ ʬʘʡʣʦʚʳʭ ʩʝʨʚʝʨʦʚ ʚʳʢʣʶʯʝʥʘ (ʩʤ. ʨʘʟʜʝʣ "ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ʪʝʭʥʦʣʦʛʠʠ 

ʣʝʯʝʥʠʷ ʘʢʪʠʚʥʦʛʦ ʟʘʨʘʞʝʥʠʷ" ʥʘ ʩʪʨ. 117). 

ɺ ʩʣʫʯʘʝ ʦʙʥʘʨʫʞʝʥʠʷ ʘʢʪʠʚʥʦʛʦ ʟʘʨʘʞʝʥʠʷ ʥʘ ʬʘʡʣʦʚʦʤ ʩʝʨʚʝʨʝ, ʥʘ Kaspersky Security Center ʧʝʨʝʜʘʝʪʩʷ 

ʩʦʙʳʪʠʝ ʦ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʣʝʯʝʥʠʷ ʘʢʪʠʚʥʦʛʦ ʟʘʨʘʞʝʥʠʷ. ɼʣʷ ʣʝʯʝʥʠʷ ʘʢʪʠʚʥʦʛʦ ʟʘʨʘʞʝʥʠʷ ʥʘ ʩʝʨʚʝʨʝ 

ʪʨʝʙʫʝʪʩʷ ʚʢʣʶʯʠʪʴ ʪʝʭʥʦʣʦʛʠʶ ʣʝʯʝʥʠʷ ʘʢʪʠʚʥʦʛʦ ʟʘʨʘʞʝʥʠʷ ʜʣʷ ʩʝʨʚʝʨʦʚ ʠ ʟʘʧʫʩʪʠʪʴ ʛʨʫʧʧʦʚʫʶ ʟʘʜʘʯʫ 

ʇʦʠʩʢ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ ʚ ʫʜʦʙʥʦʝ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩʝʨʚʝʨʘ ʚʨʝʤʷ. 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 

ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ʨʝʞʠʤʘ ʵʥʝʨʛʦʩʙʝʨʝʞʝʥʠ ̫..........................................................................400 

ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ʨʝʞʠʤʘ ʧʝʨʝʜʘʯʠ ʨʝʩʫʨʩʦʚ ʜʨʫʛʠʤ ʧʨʠʣʦʞʝʥʠʷʤ ....................................401 

 

 

ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ʨʝʞʠʤʘ ʵʥʝʨʛʦʩʙʝʨʝʞʝʥʠʷ 

Ʒ ʏʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʨʝʞʠʤ ʵʥʝʨʛʦʩʙʝʨʝʞʝʥʠʷ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ 

ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʅʘʩʪʨʦʡʢʠ 

ʧʨʠʣʦʞʝʥʠʷ. 



 

 

 

ʇʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ Kaspersky Endpoint Security ʠ ʩʦʚʤʝʩʪʠʤʦʩʪʴ ʩ ʜʨʫʛʠʤʠ ʧʨʠʣʦʞʝʥʠʷʤʠ 
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ʈʠʩʫʥʦʢ 105. ʇʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security ʜʣʷ Windows 

3. ɺ ʙʣʦʢʝ ʇʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ ʠʩʧʦʣʴʟʫʡʪʝ ʬʣʘʞʦʢ ʆʪʢʣʘʜʳʚʘʪʴ ʟʘʜʘʯʠ ʧʦ ʨʘʩʧʠʩʘʥʠʶ ʧʨʠ 

ʨʘʙʦʪʝ ʦʪ ʘʢʢʫʤʫʣʷʪʦʨʘ, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʨʝʞʠʤ ʵʥʝʨʛʦʩʙʝʨʝʞʝʥʠʷ. 

ɽʩʣʠ ʚʢʣʶʯʝʥ ʨʝʞʠʤ ʵʥʝʨʛʦʩʙʝʨʝʞʝʥʠʷ, ʧʨʠ ʨʘʙʦʪʝ ʦʪ ʘʢʢʫʤʫʣʷʪʦʨʘ ʥʝ ʟʘʧʫʩʢʘʶʪʩʷ 

ʩʣʝʜʫʶʱʠʝ ʟʘʜʘʯʠ, ʜʘʞʝ ʝʩʣʠ ʜʣʷ ʥʠʭ ʟʘʜʘʥ ʟʘʧʫʩʢ ʧʦ ʨʘʩʧʠʩʘʥʠʶ: 

¶ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʧʨʠʣʦʞʝʥʠʷ; 

¶ ʇʦʣʥʘʷ ʧʨʦʚʝʨʢʘ; 

¶ ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ; 

¶ ɺʳʙʦʨʦʯʥʘʷ ʧʨʦʚʝʨʢʘ; 

¶ ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʷ; 

¶ ʇʦʠʩʢ IOC. 

4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
 



 

 

 

ʇʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ Kaspersky Endpoint Security ʠ ʩʦʚʤʝʩʪʠʤʦʩʪʴ ʩ ʜʨʫʛʠʤʠ ʧʨʠʣʦʞʝʥʠʷʤʠ 
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ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ʨʝʞʠʤʘ ʧʝʨʝʜʘʯʠ ʨʝʩʫʨʩʦʚ 
ʜʨʫʛʠʤ ʧʨʠʣʦʞʝʥʠʷʤ 

ʇʦʪʨʝʙʣʝʥʠʝ ʨʝʩʫʨʩʦʚ ʢʦʤʧʴʶʪʝʨʘ Kaspersky Endpoint Security ʧʨʠ ʧʨʦʚʝʨʢʝ ʢʦʤʧʴʶʪʝʨʘ ʤʦʞʝʪ ʫʚʝʣʠʯʠʪʴ 

ʥʘʛʨʫʟʢʫ ʥʘ ʮʝʥʪʨʘʣʴʥʳʡ ʧʨʦʮʝʩʩʦʨ ʠ ʜʠʩʢʦʚʳʝ ʧʦʜʩʠʩʪʝʤʳ. ʕʪʦ ʤʦʞʝʪ ʟʘʤʝʜʣʠʪʴ ʨʘʙʦʪʫ ʜʨʫʛʠʭ 

ʧʨʠʣʦʞʝʥʠʡ. ɼʣʷ ʦʧʪʠʤʠʟʘʮʠʠ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ ʚ Kaspersky Endpoint Security ʧʨʝʜʫʩʤʦʪʨʝʥ ʨʝʞʠʤ 

ʧʝʨʝʜʘʯʠ ʨʝʩʫʨʩʦʚ ʜʨʫʛʠʤ ʧʨʠʣʦʞʝʥʠʷʤ. ɺ ʵʪʦʤ ʨʝʞʠʤʝ ʦʧʝʨʘʮʠʦʥʥʘʷ ʩʠʩʪʝʤʘ ʤʦʞʝʪ ʧʦʥʠʟʠʪʴ ʧʨʠʦʨʠʪʝʪ 

ʧʦʪʦʢʦʚ ʟʘʜʘʯ ʧʨʦʚʝʨʢʠ Kaspersky Endpoint Security ʧʨʠ ʚʳʩʦʢʦʡ ʥʘʛʨʫʟʢʝ ʥʘ ʮʝʥʪʨʘʣʴʥʳʡ ʧʨʦʮʝʩʩʦʨ. ʕʪʦ 

ʧʦʟʚʦʣʠʪ ʧʝʨʝʨʘʩʧʨʝʜʝʣʠʪʴ ʨʝʩʫʨʩʳ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʜʣʷ ʜʨʫʛʠʭ ʧʨʠʣʦʞʝʥʠʡ. ʊʦ ʝʩʪʴ ʟʘʜʘʯʠ 

ʧʨʦʚʝʨʢʠ ʧʦʣʫʯʘʪ ʤʝʥʴʰʝ ʧʨʦʮʝʩʩʦʨʥʦʛʦ ʚʨʝʤʝʥʠ. ɺ ʨʝʟʫʣʴʪʘʪʝ Kaspersky Endpoint Security ʙʫʜʝʪ 

ʧʨʦʚʝʨʷʪʴ ʢʦʤʧʴʶʪʝʨ ʜʦʣʴʰʝ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʨʝʞʠʤ ʧʝʨʝʜʘʯʠ ʨʝʩʫʨʩʦʚ ʜʨʫʛʠʤ ʧʨʠʣʦʞʝʥʠʷʤ ʚʢʣʶʯʝʥ. 

ʂʘʢ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʨʝʞʠʤ ʧʝʨʝʜʘʯʠ ʨʝʩʫʨʩʦʚ ʜʨʫʛʠʤ ʧʨʠʣʦʞʝʥʠʷʤ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʣʦʞʝʥʠʷ 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʅʘʩʪʨʦʡʢʠ 

ʧʨʠʣʦʞʝʥʠʷ. 

 
ʈʠʩʫʥʦʢ 106. ʇʘʨʘʤʝʪʨʳ ʧʨʠʣʦʞʝʥʠʷ Kaspersky Endpoint Security ʜʣʷ Windows 

3. ɺ ʙʣʦʢʝ ʇʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ ʠʩʧʦʣʴʟʫʡʪʝ ʬʣʘʞʦʢ ʋʩʪʫʧʘʪʴ ʨʝʩʫʨʩʳ ʜʨʫʛʠʤ ʧʨʠʣʦʞʝʥʠʷʤ, 

ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʨʝʞʠʤ ʧʝʨʝʜʘʯʠ ʨʝʩʫʨʩʦʚ ʜʨʫʛʠʤ ʧʨʠʣʦʞʝʥʠʷʤ. 

4. ʉʦʭʨʘʥʠʪʝ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. 
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ʉʦʟʜʘʥʠʝ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʝ 
ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ 
ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ ʩ ʧʘʨʘʤʝʪʨʘʤʠ ʨʘʙʦʪʳ Kaspersky Endpoint Security ʧʦʟʚʦʣʷʝʪ ʨʝʰʠʪʴ ʩʣʝʜʫʶʱʠʝ 

ʟʘʜʘʯʠ: 

¶ ɺʳʧʦʣʥʠʪʴ ʣʦʢʘʣʴʥʫʶ ʫʩʪʘʥʦʚʢʫ Kaspersky Endpoint Security ʯʝʨʝʟ ʢʦʤʘʥʜʥʫʶ ʩʪʨʦʢʫ ʩ ʟʘʨʘʥʝʝ 

ʟʘʜʘʥʥʳʤʠ ʧʘʨʘʤʝʪʨʘʤʠ (ʩʤ. ʨʘʟʜʝʣ "Setup. ʋʩʪʘʥʦʚʢʘ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 406). 

¶ ɺʳʧʦʣʥʠʪʴ ʫʜʘʣʝʥʥʫʶ ʫʩʪʘʥʦʚʢʫ Kaspersky Endpoint Security ʯʝʨʝʟ Kaspersky Security Center ʩ 

ʟʘʨʘʥʝʝ ʟʘʜʘʥʥʳʤʠ ʧʘʨʘʤʝʪʨʘʤʠ. 

¶ ʇʝʨʝʥʝʩʪʠ ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ Kaspersky Endpoint Security ʩ ʦʜʥʦʛʦ ʢʦʤʧʴʶʪʝʨʘ ʥʘ ʜʨʫʛʦʡ (ʩʤ. 

ʠʥʩʪʨʫʢʮʠʶ ʥʠʞʝ). 

ʕʢʩʧʦʨʪ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ 

Ʒ ʏʪʦʙʳ ʩʦʟʜʘʪʴ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʋʧʨʘʚʣʝʥʠʝ 

ʥʘʩʪʨʦʡʢʘʤʠ. 

3. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʕʢʩʧʦʨʪʠʨʦʚʘʪʴ. 

4. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʫʢʘʞʠʪʝ ʧʫʪʴ, ʧʦ ʢʦʪʦʨʦʤʫ ʚʳ ʭʦʪʠʪʝ ʩʦʭʨʘʥʠʪʴ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ, ʠ 

ʚʚʝʜʠʪʝ ʝʛʦ ʠʤʷ. 

ʏʪʦʙʳ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ ʜʣʷ ʣʦʢʘʣʴʥʦʡ ʠʣʠ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ 

Kaspersky Endpoint Security, ʥʝʦʙʭʦʜʠʤʦ ʥʘʟʚʘʪʴ ʝʛʦ install.cfg. 

5. ʉʦʭʨʘʥʠʪʝ ʬʘʡʣ. 

ʀʤʧʦʨʪ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ 

Ʒ ʏʪʦʙʳ ʠʤʧʦʨʪʠʨʦʚʘʪʴ ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ Kaspersky Endpoint Security ʠʟ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʛʣʘʚʥʦʤ ʦʢʥʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʀʥʪʝʨʬʝʡʩ ʧʨʠʣʦʞʝʥʠʷ" ʥʘ ʩʪʨ. 52) ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ . 

2. ɺ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʚ ʙʣʦʢʝ ʆʙʱʠʝ ʥʘʩʪʨʦʡʢʠ ʠ ʥʘʞʤʠʪʝ ʥʘ ʧʣʠʪʢʫ ʋʧʨʘʚʣʝʥʠʝ 

ʥʘʩʪʨʦʡʢʘʤʠ. 

3. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʀʤʧʦʨʪʠʨʦʚʘʪʴ. 

4. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʫʢʘʞʠʪʝ ʧʫʪʴ ʢ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤʫ ʬʘʡʣʫ. 

5. ʆʪʢʨʦʡʪʝ ʬʘʡʣ. 
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ɺʩʝ ʟʥʘʯʝʥʠʷ ʧʘʨʘʤʝʪʨʦʚ Kaspersky Endpoint Security ʙʫʜʫʪ ʫʩʪʘʥʦʚʣʝʥʳ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʚʳʙʨʘʥʥʳʤ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʤ ʬʘʡʣʦʤ. 
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