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YBa)kaeMbll nonb3oBaTenb!

Cnacu6o, uto goBepsiete HaMm. Mbl Hageemcsl, YTo 3TOT JOKYMEHT MOMOXET BaM B paboTe 1 OTBETUT Ha
GOMNbLUNMHCTBO BO3HUKAIOLLIMX BOMPOCOB.

BHumaHue! MNMpaBa Ha aTOT AOKYMeEHT siBnstoTcs cobcTeeHHocTbio AO "fTabopatopusi Kacnepckoro” (qanee takxke
"IabopaTtopus Kacnepckoro") n 3awmiLeHbl 3akoHogaTenscTBoM Poccuiickon ®enepauum o6 aBTopckom npase 1
MeXayHapoAHbIMK foroBopamu. 3a HE3AKOHHOE KOMMPOBaHWE U pacnpoCTpaHEHNE JOKYMEHTA N €ro OTAENbHbIX
YacTeln HapyLMTernb HECET rpaXxaaHCKyto, aaMUHUCTPATUBHYKO UMW YrONIOBHYHO OTBETCTBEHHOCTb B COOTBETCTBUM C
NnpUMEeHNMbIM 3aKOHOOaTelIbCTBOM.

KonnpoaHwue B ntobon oopme, pacnpocTpaHeHue, B TOM YnCre B NepeBoae, Ntobbix matepmanoB BO3MOXHbI
TONbKO C NNCbMEHHOro paspelueHus "Jllabopatopum Kacnepckoro".

[IOKyMEHT 1 cBsi3aHHbLIE C HUM rpadnyeckne n3obpakeHns MoryT GbiTb NCMONb30BaHbl TOMNBKO B
NH(OPMALMOHHBIX, HEKOMMEPYECKMX UMM NINYHBIX LIENSsiX.

,D,OKyMeHT MOXeET ObITb N3MeHeH 6e3 npeanBapuUTenbHOro yesegomMneHus.

3a copepkaHue, Ka4ecTBO, aKTyarnbHOCTb Y JOCTOBEPHOCTL UCMOSbL3YEMbIX B OKYMEHTE MaTepuaroB, npaesa Ha
KOTOpble NpuHagnexaT gpyruMm npaBoobnagartensam, a Takke 3a BO3MOXHbIN ywepo, CBA3aHHbIN C
ncnonb3oBaHMeEM 3TUX Matepurarnos, "flabopaTtopusa Kacnepckoro" oTBETCTBEHHOCTU HE HECET.

[ata pepakuuun gokymenTta: 04.02.2021
© AO "NabopaTopusa Kacnepckoro”, 2021.
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O Kaspersky Scan Engine

Kaspersky Scan Engine — 310 cepBepHoOe 3alMTHOe peLueHne, KoTopoe obecneunBaeT aHTUBUPYCHYIO 3aLLMTY,
ckaHnpoaHue HTTP-Tpadmka n npoBepky penyTtaumm ganinos 1 Be6G-aapecoB Anst CTOPOHHUX KIMEHTCKNX
peLUeHnia.

Kaspersky Scan Engine obecneunBaeT KOMMNIEKCHYIO 3aLLMTY LUMPOKOro psifa YCTPOWCTB OT BPEAOHOCHbIX
nporpamMmm, TPOSIHLEB, YEPBEN, PYTKUTOB, LUMMOHCKOIO M peknaMHoro nporpammHoro obecnedenus (MO). Ero
MOXHO MCMOMNb30BaTh C Pas3fMyYHbIMU NPOAYKTaMM U CryKb6amu, B TOM YMCIE C MPUNOXKEHUSIMU Arsi IEPCOHaNbHbIX
KOMMbIOTEPOB, CEPBEPHBLIMU PELLeHUSIMU, MPOKCU-CepBEpaMmn 1 NOYTOBLIMU LLSTHO3aMMU.

PeweHune Kaspersky Scan Engine ocHoBaHo Ha komnnekTe Kaspersky Anti-Virus Software Development Kit 8
Level 3 (KAV SDK) u Ha saigpe Kaspersky Anti-Virus Engine, ygocTonBLLeMcst Harpaa, U NO3TOMY MCNOMb3yeT
HoBenLUne MeToabl onpeaenennsa n yganeHns speqoHocHoro MO pasnuyHbIX TUMNOB.

Bbl moxeTe 3anpocutb gokymeHtaumio KAV SDK nu6o kynnte KAV SDK BMecTe ¢ AoKyMeHTaumner y Bawero
TEXHMYECKOro MeHegxepa rno paboTe € KIMeHTamu.

B atom pasgene

KritoueBble PyHKUMM Kaspersky SCan ENGINE ......... 5
TexHonornn obHapyxeHUa Kaspersky SCan ENGINE .........oc.uuiiiiiiiii e 7
ApPXUTEKTYPA KASPEIrSKY SCAN ENQGINE ......eiiiiiiiiiiiiiiiiiiiiieeeeiieeeatteeeeeee ettt eee e e et e e e e e et e e e e ee e e e e e e e e e e ee e e beneeeeeennes 10
(077 Toa (=T Y I [T 0T Ta 0T == T = 12
Copeprkmnmoe naketa pacnpPOCTPAHEHUS (LINUX)...c.ooiiiiiiiiiiiii i 13
Copepxumoe naketa pacnpoCTPAHEHUS (WINAOWS) .....ccoiiiiiiiii e 16

KnroueBble pyHkumumn Kaspersky Scan Engine

PeweHnne Kaspersky Scan Engine moxeT pabotatb B OAHOM 13 OBYX PEXMMOB:

e Pexum HTTP (cm. pasgen "Micnonb3osaHne Kaspersky Scan Engine B pexxvme HTTP" Ha cTp. 26)

B aTtom pexmme Kaspersky Scan Engine pabotaet kak REST-nogo6Has cnyx6a, koTopas nonyvyaet
HTTP-3anpochkl OT KNMEHTCKMX NPUITOXKEHUI, CKaHMPYET 0OBbEKTLI, NepedaHHble B 3TUX 3anpocax, 1
oTnpaensieT obpatHo HTTP-0TBEeTHI C pe3ynbTatamMmy CKaHMPOBaHMS.

o Pexum ICAP (cm. pasgen "Mcnonb3osaHune Kaspersky Scan Engine B pexume ICAP" Ha cTp. 50)

OTOT pexuM AOCTYNEH TONbKO ANs onepaumoHHbIX cuctem Linux.

B atom pexume Kaspersky Scan Engine pabotaeTt kak ICAP-cepBep, KoTopbin ckaHupyeT HT TP-Tpadmik,
npoxosiLLmMi Yepes NpoKkcn-cepsep, 1 Beb-agpeca, 3anpallinBaemble Nonb3oBaTenaMu, a Takke
BGnokunpyet Beb-CTpaHuupbl, coaepkalime BpeaOHOCHbIA KOHTEHT.

O Kaspersky Scan Engine
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Pewenne Kaspersky Scan Engine Takke BkntoyaeT B cebsi rpadpmyeckmii Nonb3oBaTenbCKUn NHTEPdENC, KOTOPBIN
BaM NO3BOSISIET C NErkocTbio HacTpaueaTtb noBeaeHne Kaspersky Scan Engine, npocmartpusath ero cnyxebHble
cobbITVA 1 pe3ynbTaTbl CKAHNPOBAHUS.

CLleHapVIM ncnonb3oBaHUA:

3awumTa ot yrpos

Kaspersky Scan Engine MoxeT ckaHMpoBaTb hannbl U y4acTKu onepaTMBHOW NaMsTU, UCNOMb3yst aHTUBUPYCHYIO
6a3y aaHHbIx "llabopaTtopum Kacnepckoro" n ycoBepLUEHCTBOBAHHbIV 3BPUCTUYECKNA Moaynb. [MogaepxvBaeTcs
CKaHMpOBaHWe CXaTblX UCMONHsAeMbIX dhannoB, apxueos, Makpocos Microsoft Office, anekTpoHHbIX Nncem n
no4yToBbIX Ba3.

Be6-dunbTpaums

Kaspersky Scan Engine moxeT ckaHupoBaTth Beb-agpeca, SsBHO 3agaHHble ans nposepku (B pexume HTTP), nnbo
BeG-agpeca, KoTopble 3anpaluMBatoT nonb3oBaTeny Yepes npokcu-cepeep (B pexume ICAP). B pexume ICAP
pelweHue Kaspersky Scan Engine moxeT nogctaenaTe 3agaHHyto nonb3oearteniem HTML-cTpaHuLy BMECTO
BPELAOHOCHbIX BEG-CTpaHULL.

MpoBepka penyTauuu channoB u Be6-agpecoB

Kaspersky Scan Engine moxeT nony4artb MHGOpMaLuio 0 NpoBepeHHbIX dannax n Beb-agpecax ua Kaspersky
Security Network (KSN).

Ipadmnyecknin nonb3oBaTenbLCKUN UHTepdenc

"padhmyecknii nonb3oBaTenbLCKUA MHTEepec gaeT BO3MOXHOCTb HacTpouTb Kaspersky Scan Engine, nposeputb
cTaTyc (panna knoda unm koga aktusauumn Kaspersky Scan Engine, npocMoTpeTb cryebHble cobbITus u
pesynbTaTbl CKAHUPOBaHWS.

KnroueBblie pyHKUUK:

e Y[OOCTOEHHasi Harpag aHTMBMpYycHas TexHonorna "lMabopatopum Kacnepckoro" obecnevmnBaeT nyywimve B
CBOEM KIlacce ypoBHU 0BHapY>KeHNS BpeOOoHOCHbIX MporpaMm 1 MOXET MTHOBEHHO pearmpoBaTb Ha
BO3HMKAOLLME YrpO3bl.

o Kaspersky Security Network npegocraesnset nHgpopmaumio o penytauum annoB U MHTEPHET-PECYPCOB,
YTO NO3BONSET NpunoxeHnam "flabopatopun Kacnepckoro" BbiCTpee pearmpoBaTth Ha yrposbl, He
Aoxuaasice 06HoBneHust 6a3, 1 yMeHbLUAET BEPOSATHOCTb JIOXHOro cpabaTbiBaHus.

. EJ'IOKVIpyeT 00CTyn K Bp€4OHOCHbIM, (bI/ILIJI/IHFOBbIM N peKrnamMHbIM Be6-ap,pecaM.

e OnpegensieT NOBTOPHO yNakoBaHHbIe 0GLEKTbI U 0OBEKTHI, YNTaKoBaHHbIE MPU MOMOLLM «CEepPbIX»
apX1BaTOPOB (4acTO UCMONb3YeMbIX AN COKPbITUS BPEOOHOCHbIX MPOorpamMmM oT aHTuBMpycHoro MO).

e Vcnonb3yeT ycOBEPLUEHCTBOBAHHbIN 3BPUCTUYECKUA aHanM3aTop U TEXHONOMMN OBHapYXeHWs,
OCHOBaHHblE Ha MaLUMHHOM 0By4YeHUN.

e  Ouvuwaer I/IHdJI/ILI,I/IpOBaHHbIe d)aVIJ'IbI, apXuBbl N 3akogMpoOBaHHbIE OOBEKTHI.

e Wcnonb3ayeT 0OHOBRSIEMOE aHTUBUPYCHOE SAPO: TEXHOMNOMMMN OOHapYKeHMs 1 normka 06paboTkm AaHHbIX
MOryT OBHOBIATLCSA UIN N3MEHATLCSA NOCPEACTBOM 0ObIMHOrO OOHOBNEHUSA aHTUBUPYCHBLIX 6a3 AaHHbIX.

e Kaspersky Scan Engine ectecTBeHHbIM 06pa3om NOOEPKNBAET MHOMOMOTOYHOCTb U MOXKET BbIMOMHATb
HECKOINbKO 3afaHni OQHOBPEMEHHO. Bbl MOXeTEe HAaCTPOUTb YMCIO CKAHUPYIOLLIMX NMPOLIECCOB 1 NMOTOKOB
ONns yBenvyeHna npoussoamtensHocTn Kaspersky Scan Engine.

e [lononHuTenbHbIA (UNLTPYIOLLUI CNov NpeacTaBneH koMmrnoHeHToMm Format Recognizer. Bel moxeTe
MCNoMb30BaTb 3TOT KOMMOHEHT AN pacno3HaBaHus (hainfioB U UTHOPUPOBaHUS haioB ONpeaeneHHbIX

O Kaspersky Scan Engine
6



lkaspersky

dopmMaToB BO BpeMs CkaHUpoBaHWS. [NogaepxunBearoTcs AeCATKN (popMaToB, B TOM YMCHE UCTIONHAEMbIE,
odomcHble tharnnbl, Megna-tansbsl U apXmBsbl.

e [paduyeckun nonb3oBaTenbCKUN UHTEPAENC AN YIPaBNeHNS U MOHUTOPUHIa:
e [losBonseT HacTpameaTb U YNPaBnsATb NPUNOXKEHNEM.

e [lo3BonseT oTcnexvBaTb CTaTyc paboThl NPUIOXKEHUS, CTaTyC UCMOMb3yeMoro cdanna Knoya mnm
KOQa aKkTMBauuu, a Takke YMNCIo NPOBEPEHHbIX U OBHapPy>KEeHHbIX OOBEKTOB.

e OrtobpaxaeT Ha gawbopae nHdopmaumio 060 Bcex NpoBepeHHbIX 0bbekTax. PesynbTaThl npoBepku
MOryT ObITb COXpaHeHbl B popmate CSV.

o npOCTOTa B yCTaHOBKe U KOHC*)VIpraLI,I/II/I. Mocne YCTaHOBKN HE Tpe6yeTc;| pa3pa60TKa AONOJTHUTENbHOIO
Mo, peweHne 3anyCtutcAa B Te€HEeHNEe MUHYT.

e CocTaBneHune OTYETOB:
e BaxHble cobbITMA NpunoxeHus otceinatoTcsa B Syslog B doopmate CEF.
e Bce cnyxebHble cobbiTMs BUAHbI B gawbopae.

e B0O3MOXHOCTM CONPOBOXOEHNA NpoAYyKTa:

e  AHTMBMpPYCHbIE Ba3bl OGHOBNATCS aBTOMaTnyecku. B cnyyae oGHapyXeHnst noBpexaeHHbIx 6a3
Kaspersky Scan Engine npogormkaeT Mcnonb30BaTh CTapble HEMOBPEXOEHHbIE.

e [IpocToTa oTcnexmBaHusa paboTbl NpodykTa C MOMOLLbIO rpadhuyeckoro uHTepdenca.

e BO3MOXHOCTb UCMNOMb30BaHNS OHManH-akTuBaLmu. MNpy OHNanH-akTMBaLUKM NULLEH3MOHHAs
MHcopmauma onsa siapa ckaHnpoBarus "Jlabopatopun Kacnepckoro” 0OHOBRSIETCS aBTOMaTUYECKN.

e OTkasoycTonuMBas apxXUTeKTypa.

¢ B nakeTe pacnpocTpaHeHus noctaensieTcs ncxogHoii kog HTTP-knueHTa u ICAP-cnyx6bl ons
BO3MOXXHOCTU U3MEHEHMS.

e [logpobHas AoKkyMeHTaumMsa 1 nogaepka KpoccnnatopMeHHOCTU NPUKNagHOro NporpaMMHOro
uHtepdenca (API). Cxoxve npuknagHble nporpaMmmHble nHTepdencel ana sepcuii nog Linux/UNIX n
Windows.

o BO3MOXHOCTb MUHMMU3MPOBATL BHELLHWUIA TpadmK NyTEM CO34aHUS NIOKANbHbIX 3epKan Afst aHTUBUPYCHbIX
6a3 (HyXXHbl JONONHUTENbHbLIE MPOrpamMmbl).

TexHonorum obHapyxeHua Kaspersky Scan Engine

B aTom pasgene onucaHbl TEXHONOrMM ObHapyxeHus1, peannaoBaHHble B Kaspersky Scan Engine.

AHanu3s curHatyp

OT1OT MeTof 06HapyXeHWS OCHOBbLIBAETCS Ha NOMCKe onpeAeneHHON CTPOKM B CKaHUpyeMbIx dpannax.
CuvrHaTypHbI aHanM3 Takke BKtoyaeT obHapyxeHne, OCHOBaHHOE Ha Xelle BCero BpegoHOCHOro danna.
TpaguuMoHHbIE CUTHATYPbI MO3BONSOT 0O6HAPYKMBaTh onpedeneHHbIe 06bEKTbI C BbICOKOW TOYHOCTBIO. pyrue
TEXHOMOMMU, OCHOBAHHbIE HA UCMOMb30BaHUN CUTHATYP, TaKMe Kak CTPYKTYPHbIE 3BPUCTUYECKNE CUTHATYPbI U
SmartHash, moryT obHapyxvBaTb HensBecTHoe 1 nonumopdHoe BpegoHocHoe [M10.

CurHaTypHbIii aHanus no3sonsieT oGHapYyX1BaTb onpeaeneHHble aTaku C BbICOKON TOYHOCTBIO U MaroM
BEPOATHOCTbIO JTOXKHOrO cpabaTbiBaHus. OgHako 3TOT MeTod 0OHapyKeHNUst HeahEKTMBEH NPOTMB NMONMMMOP PHBIX
BPEOOHOCHbIX MPOrpaMm 1 pasfnyHbIX BEPCUIA OAHOTO U TOro e BpedoHocHoro MO. [ns BbicoKow

O Kaspersky Scan Engine
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3 HEeKTUBHOCTI CUTHATYPHOro aHanunsa Takke TpebyeTcs YacToe 0BGHOBMNEHE CUrHaTyp.

YacTo obHoBnsiemasi o6LnpHas aHTMBMpycHas 6a3a gaHHbix Kaspersky Scan Engine o6ecneuynBaeT BbicoHanLLnim
YPOBEHb 3aLLUThl OT U3BECTHOIO BPeoHOCHOro MO, TPOSHLEB, YepBen, PYTKUTOB, LUMMOHCKOro U peknamHoro MO.

PacmupeHHaﬂ 3BPUCTUKA

Mpwn ckaHMpoBaHUKU ckpunTa unn ncnonHaemoro ganna aapo Kaspersky Anti-Virus Engine amynupyet ero sanyck
B 6e3onacHom UcKycCTBEHHOW cpefe. Ecnn Bo Bpemsi aHannsa noBegeHNsa aMynnpyemoro oobekTa
obHapyXMBaeTcsa Nof4o3puUTENbHOE NOBEAEHUE, OH CUMTAETCSH BPEAOHOCHBIM. OTOT METOA NO3BONAET
0oBHapyXMBaTb HOBOE 1 HEM3BECTHOE BpegoHocHoe [10.

KomnoHeHT Kaspersky Scan Engine, npeacraensiowmin cobor amynaTop, aMynupyeT yHKLMOHAnNbHYI0 cpeay
3anycka gns odbekTa, B TOM ymcne pyHKUUM 1 pasnmyHblie NogCUCTEMbI LIENEBOW ONepaLnoHHON CUCTEMBI.
PeanbHble byHKLMN 1 MOACUCTEMBI BO BPEMS 3MYMALMN HE UCMOMb3YHOTCA.

TexXHONMOrMm MalmMHHOro Oﬁy‘-lEHVIFI

SmartHash — 3710 3anateHToBaHHbIA anropuTMm "llabopatopumn Kacnepckoro™ ons NOCTpOeHNst MHTENNEKTyarbHbIX
Xelen, yYUTbIBaoLLMX NToKanmM3aumio. XeLwwm, y4nTbiBaloLLmMe fokanm3aumio, — 3T0 CTaTuyeckne xapakrepmucTuki
dannoB, KOTopble MOryT ObiTb N3BMEYEHbI U pa3buTbl Ha rpynnbl. 3HadeHnst SmartHash MoXHO BbluMCIUTD Anst
Kaxxgoro dhanna, npu 3TOM pasnuyHble daisbl MOryT UMETb OOUHAKOBOe 3HadeHne SmartHash, korga oHm
yHKLMOHUPYIOT Nogo6HbIM 06pa3om. [NoaTomMy KOHkpeTHoe 3HavyeHne SmartHash nageHTudunumnpyeT Lenbin
knactep nogo6Hbix annoB 1 No3sonseT 3deKkTMBHO 0OHapYXMBaTb HEM3BECTHbIE BPEAOHOCHbIE NPOrpaMMbl Ha
OCHOBE YK€ U3BECTHbIX CeMeNcTB. TexHonorns SmartHash ncnonb3yer HECKONbKO YPOBHEW TOYHOCTH, YTO
no3BonseT 0bHapyXmnBaTb JaXe CUIbHO NONMMOPdHbIE BPEAOHOCHbLIE NporpamMMbl. BmecTe ¢ aTnm oHa
MO3BOSSIET CHU3NTb BEPOATHOCTb JIOXHOro cpabaTbiBaHUS.

Mpeumywiectsa TexHonormm SmartHash:

e XOpOLLO CrpaBnsieTcsi ¢ HOBbIMW, M3BeraloLMMmn oGHapPYXeHNe U NONMMOPMHLIMU BPEeAOHOCHbLIMM
nporpaMmMamu.

e OOGHapyxXeHWe B TEYEHNE HECKOIbKUX MUHYT.
o Pabota 6e3 NogkntoYeHNs U ¢ NOAKTHYEHNEM K UHTEPHETY.

o [MbBKas Modenb C HECKOSNBKUMUN YPOBHSIMM CXOXKECTU, YTO NO3BOMNSET OOHApPYXMBaTb YMCThIE U
BpeOHOCHbIE dhannbl.

e YcTon4umBas TEXHOMOIMMSA: MatemaTnyeckasi Mogernb OGHOBMSIETCA C MOMOLLbH MAaLUMHHOIO 0By4eHus 1
NOCTOSAHHO NepecMaTpuBaeTcs akcnepTamu. Mcnonb3oBaHne TexHonormm SmartHash npuBogunT K
MUHUMYMY NOXHbIX cpabaTbiBaHU N BbICOKOMY YPOBHIO OOHapYXeHUS.

Momnmo ncnonb3oBaHNAa ansa obHapyXeHUs1 BPEAOHOCHbIX NPorpamMm, ncnonb3osBaHne SmartHash oHnaiH
ynyyaeT Bo3moxHocTu "Jlabopatopumn Kacnepckoro" coctaensitb 6enble cnvcku. 3HadeHne SmartHash,
BbIYMCINIEHHOE Ha CTOPOHE KIIMEHTA, MOXHO CPaBHUTL C MUIIMapLamMmn U3BECTHbBIX YMCTLIX balinioB B 6ase JaHHbIX
"IlabopaTtopun Kacnepckoro" nocpeactesom rinobansHon cetn Kaspersky Security Network.

"IlabopaTtopus Kacnepckoro" ncnonb3yet MmalinmHHoe obyyeHre s NOBbILLEHUS KayecTBa OBHapyXeHNs
CYLLECTBYIOLLNX TEXHOMNOMMNI CKaHMPOBaHNs. MalumHHoe obyyeHne pasBepThiBaETCS Ost aBTOMaTUYECKOro
aHanmsa XXypHanoB 3anycka BO BHYTPEHHUX necovHuLax. Bo BHYTpeHHUX NoBeAeHYEeCKUX CUCTEMaxX-NecovHmLax
3anycKarTCs Kak M3BECTHble BPeAOHOCHbIe dhairbl, Tak N HEU3BECTHbIe (hannbl. HekoTopble U3 3TUX NeCOYHUL,
UMUTUPYIOT NOMb30BaTENbCKME CUCTEMBI, HA KOTOPbIX 3anyLLeHbl CTaHg4apTHbIe NPoAyKTbl. Hanbonee MoLHble
NeCOYHMLbl UCMOMb3YIOT BO3MOXHOCTM BbIGOPOYHOro NpOTOKONMPOBaHMS!, NMO3BOMSAS 04eHb TOHKO HAcTpamBaTb
0oBHapyxeHue.

Po6oThl 06paGaTbIBal0T XypHarbl neco4Hul, no OoaHoM CTPOKe. )KypHaJ'IbI BbIMOJIHEHNA C 3anMNCAMMN OT HOBbIX
BPE€OOHOCHbIX 06p83Ll,0B n3y4arnTCd C NOMOLLbHO MAaLUMHHOIO o6yHeH|/|$|, 4YTOObI HANTU HOBbIE NHONKaTOPbI

O Kaspersky Scan Engine
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0BHapyXeHusl. 3TN HoBble MHAMKATOPbLI oborallalT MaTeMaTuyeckue Moaenu MeTodoB OOHapYXXeHUs!, He
OCHOBaHHbIX Ha cUrHaTypax, paBHO Kak 1 3BpUCTUYECKME NoBeLeHYEeCKMe 3anncu, Co3gaBaeMble aKcnepTaMmm
"Naboparopum Kacnepckoro".

O6paboTka cxKaTbIX UCMOJTHAEMbIX PalfIoB U apXUBOB

Kaspersky Scan Engine BkntodaeT B cebs TEXHOMOrMI0, NO3BOMSAIOLLYI 0OHapyXMBaThk BUPYChl U ApyrMe oObekTbl
BHYTPW BHYTPU CXKaTbIX UCMONHAEMbIX pannoB 1 apxueoB. C NOMOLLbIO 3TOW TEXHONOrMU MOXHO 6e3onacHo
BbINEYMTb UMM yOANUTb MHULMPOBAHHBIE apXMBbI U CXXaTble UCNOMHsieMble daiinbl.

Kaspersky Scan Engine nogaepxusaeT npumepHo 4000 pasnuyHbix opMaToB CXXaTbIX UCMONMHAEMbIX (DaisioB v
apXvBOB.

INeyeHwue apxuBoB

OTa TexHornornsi npeaHasHaveHa ans nevyeHust apxmeoB. C NOMOLLbI0 3TOW TEXHOMOMMU YCNELLHO BblNeYnBaloTCs
Unu yaansiioTcst MHOULMPOBaHHbIE 06BEKTHI BHYTPU apXMBOB (B 3aBUCMMOCTU OT MOSb30BaTENbCKUX HACTPOEK).
Bam He Hy)XHO McMnonb3oBaTh Apyrie apXvMBaTopbl.

B HacTosiwee Bpemsi Kaspersky Anti-Virus Engine yganseT Bupycbl 3 apxuBoB criegyrowmnx oopmato: ARJ,
CAB, RARu ZIP.

Kaspersky Security Network

Kaspersky Security Network (KSN) — aTo nHdpacTpykTypa obnayHbix cnyxb, kotopas obecneymBaeTt 4OCTyN K
OoHnanHoBon 6a3e 3HaHwi "NabopaTopun Kacnepckoro”, cogepkallern nHgopmaumio o penyTauumn cainos,
Beb-pecypcoB 1 nporpaMmM. Vicnonb3oBaHue AaHHbIx U3 Kaspersky Security Network ob6ecneuynBaet 6onee
ObICTPOE pearMpoBaHue Ha Yrpo3bl, ynyylliaeT NPOM3BOAUTENBHOCTL HEKOTOPBIX KOMIMOHEHTOB 3aLLUUThI U
yMEHbLUIAET BEPOSITHOCTb MOXHbIX cCpabaTbiBaHUI.

KSN moxeT brnoknpoBatb HoBoe BpegoHocHoe MO yepe3 HeCKONbKO CEeKyHZ MOCIE ero NosiBrieHns C MOMOLLLbHO
NCnonb30BaHWsl aBTOMAaTUYECKUX NPaBuUi, KOTOPbIE CreHEPUPOBaHbl HA OCHOBE AaHHbIX, NepeaaHHbIX
nonb3oBarensMmu "Jlabopatopun Kacnepckoro".

"INabopatopusa Kacnepckoro" pacnonaraet cepepbl KSN B BbIMUCAMTENBHLIX LIEHTPAX Mo BCEMY MUPY, TEM
cambimM obecneumBas MUHUMarnbHOE BpeMs OTKNUKa Ans obnayHbix npoBepok. basa gaHHbIx KSN cogepxut
TepabanTbl MHOPMALMK; OHa NOCTOSIHHO OBHOBRSIETCS aHanNUTMKaMu nNo 6esonacHoCTH, a TaKke
aBTOMaTUYECKUMUN METOOAMU.

Mpw ncnone3osaHun KSN Bl nepenaete B "Jlabopatopumio Kacnepckoro" nHgopmawmio 06 yCTaHOBNEHHOW KON
Kaspersky Scan Engine n obHapyXeHHbIX 00bekTax. 3Ta MHopMauuns He COAEPXKNT NEepCOoHanbHON Unm
KOHMAeHUmanbHo nHdopmaumm nonb3oeatens. "lNabopatopusa Kacnepckoro” 3aluwiaet nonyv4eHHyo
MHdOpPMaLMIO B COOTBETCTBMM C TPeOOBaHUAMM 3aKkoHoAATenNbCTBa. [onHbIi nepeyeHb MHopmaumm,
nepenaBaemoi B "llabopatoputo Kacnepckoro" npu ucnonb3osaHun KSN, npuBeaeH B pasgene «[JaHHble,
nepegaBaemble B "llabopaTopuio Kacnepckoro" npu npoBepke penytaunmn dannos n Beb-agpecos (Ha cTp. 66)».

Kaspersky Scan Engine cootBeTcTBYeT TpeboBaHusam O6LLero pernameHTa no 3awmre gaHHolx (GDPR).

OGHapyxeHue BpeAOHOCHbIX U (hbULIMHIOBbLIX Be6-anpecoB

B Kaspersky Scan Engine BxoauT aBToHOMHas 6a3a JaHHbIX BPeOOHOCHbIX 1 MLLNHIOBLIX Beb-aapecoB. Kpome
TOro, Bbl MOXETE NPOBEPSATL penyTaumm ckaHupyembix Beb-agpecos B Kaspersky Security Network.

O Kaspersky Scan Engine
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Apxutektypa Kaspersky Scan Engine
Kaspersky Scan Engine npeactaensieT cobon peanmsauunio HTTP-gemoHa n ICAP-nnarvHa, kotopble BXOOAT B

Kaspersky Anti-Virus SDK.

Korga pewenue Kaspersky Scan Engine 3anywieHo kak HTTP-gemMoH, oHo paboTaet B pexume HTTP. Korga oHo
3anyweHo kak ICAP-nnarvH, oHo paboTaeT B pexume ICAP.

Pexumbl Kaspersky Scan Engine xapaktepusyoTcs cnegytoLmm:

e Pexum HTTP (cm. pasgen "Ucnonb3osaHune Kaspersky Scan Engine B pexxume HTTP" Ha cTp. 26)

B paHHom pexume Kaspersky Scan Engine pabotaeT kak REST-nogobHas cnyxba, kotopas nonydaet
HTTP-3anpochl OT KIMEHTCKMUX MPUIOXEHUI, CKaHUpYeT channbl n Be6-agpeca, NnepeaaHHble B 3TUX
3anpocax, u otnpaenset obpatHo HTTP-oTBeThl C pe3ynbTatamm CKaHMPOBaHUS.

o Pexum ICAP (cm. pasgen "Ucnonb3oBaHune Kaspersky Scan Engine B pexxume ICAP" Ha cTp. 50)

70T pexnm OOCTyneH TOJNbKO AJ1A onepaunOHHbIX CUCTEM cemenctia Linux.

B paHHom pexxume Kaspersky Scan Engine pabotaet kak ICAP-cepBep, KOTOPbIA CKaHMpyeT
HTTP-Tpacuk, npoxoasimin Yepes Npokcu-cepeep, CkaHupyeT Beb-agpeca, Mo KOTOPbIM MOMbITanMcb
nepenTu nonb3oBaTenu, n GnokMpyeT Be6-CTpaHULbl C BPEAOHOCHBIM KOHTEHTOM.

Kaspersky Scan Engine coctouT 13 cnegyroLmx KOMNOHEHTOB:

o Cnyxb6a, obpabaThiBatoLLas KNMEHTCKNE 3anpochl
31n cnyxbbl pasHble B pexxumax HTTP u ICAP.
e Kaspersky Scan Engine GUI

Mpadbmyeckmin HTepdenc, AOCTYNHLIN Yepe3 bpay3ep. Ero gyHKLMOHaN peann3oBaH B NCMONHAEMOM
danne kiIScanEngineUI.

e Kaspersky Anti-Virus Engine

HcnonHsiembli chaiin, KOTOpbIA CKaHUPYET nepenaHHble eMy OObEKTHI.

Pexum HTTP

Mpu paboTe B pexxume HTTP peluenne Kaspersky Scan Engine coctont us HTTP-cnyx6bl kavhttpd, sgpa
Kaspersky Anti-Virus Engine n rpacmyeckoro nHtepderica Kaspersky Scan Engine.

Korga Bbl ucnonb3yete Kaspersky Scan Engine B pexxume HTTP, B3anmogenctane mexagy KoOMnoHeHTamm
NpoMCXoOuT B CriegyroLLeM Nopsigke:

1. ®annbl n Beb-agpeca Ansa ckaHMpoBaHus nockbinatoTcs B kavhttpd B HTTP-3anpocax.

Bbl MoxeTe nepecnatb o6bekThbl B kavhttpd gByms cnocobamu:

¢ Ucnonbaysa HTTP-knueHT, NnogoOHbIN BKIKOYEHHOMY B KOMMIEKT MOCTaBKY;

e [locbinas HTTP-3anpockl Bpy4Hyto (cM. pasgen "CoBeplLueHne 3anpocoB B pexume HTTP" Ha cTp. 38).
2. Cnyx6a kavhttpd nocbinaet o6bekTol aapy Kaspersky Anti-Virus Engine.

3. Kaspersky Anti-Virus Engine ckaHnpyeT 00beKThbl.

O Kaspersky Scan Engine
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Ecnu Bbl ucnonb3yeTe KOMMOHEHT NPOBEPKM penyTauun gainos n Beb-aapecoB, 06beKTbl Takke
oTtnpasnstTca B KSN ans nposepkn penyraumu.

Mocne BbinonHeHusi ckaHnpoBaHusa Kaspersky Anti-Virus Engine Bo3spaliaet pesynbTat cnyxbe kavhttpd.

Cnyx6a kavhttpd nocbinaet pesynbTartbl ckaHnpoBaHus HTTP-knueHTy nbo gpyromy NpunioXxeHuio,
KOTOpoe nocnano o6bekTbl Ha CKaHMPOBaHUE.

Ecnun Bbl ucnonbayete rpadmyeckuii uHTepdenc Kaspersky Scan Engine, pesynbtaTbl CKaHMPOBaHNUS
oTobpaaroTca Ha cTpaHuue Scan results.

Huxecnenytowwmin pucyHok otobpakaeT B3aumogencTene mexay komnoHeHtamm Kaspersky Scan Engine.

Requests for

y Reputati
reputation epui=hon

Kaspersky Anti-

Objects to Virus engine
HTTP client scan

Scan results

Object queue

RESTike | ‘

URL . URL| — _ » Kasp
[N — Ll — [ — Fxd— [} — e

interface

Scan results,

i events, —
settings
Kaspersky Scan g - r"
Engine web service ‘ F.

Scan results, Kaspersky Scan  Security officer
events, Engine GUI
settings

1 Scan results,
events,
settings

Custom
application

Database

PucyHok 1. Bsaumoperictene mexay HTTP-knueHtamm n Kaspersky Scan Engine B pexxume HTTP

Pexum ICAP

Mpwn pabote B pexume ICAP peweHune Kaspersky Scan Engine coctont 13 ICAP-cepeepa kavicapd, sgpa
Kaspersky Anti-Virus Engine n rpadguyeckoro nHtepderica Kaspersky Scan Engine.

Korga Bl ucnoneayete Kaspersky Scan Engine B pexxume ICAP, B3anmoaencteame Mexay KOMNoHeHTaMm
nNponcxoauT B criegyrolemM nopsigke:

1.
2.

ICAP-knueHT (Hanpumep, npokcu-cepeep) nocbinaet ICAP-3anpockl cnyxbe kavicapd.
Cnyx6a kavicapd otnpaenset dannbl agpy Kaspersky Anti-Virus Engine Ha ckaHupoBaHue.

Kaspersky Anti-Virus Engine ckaHunpyeT cogepxmmoe HTTP-coobLeHnii u Beb-agpeca, cogepxalimecs B
atux ICAP-3anpocax.

Ecnn Bbl ucnonb3yete KOMMOHEHT NMPOBEPKM penyTauumn dannos n Beb-agpecos, CoaepxumMoe
HTTP-coobLeHnii n Beb-aapeca Takxke otnpasnaoTca B KSN ans nposepku penytauuu.

Mocne ckannpoBaHusa sapo Kaspersky Anti-Virus Engine Bo3Bpawyaet pesynbTtathl cnyxbe kavicapd.
Cnyx6a kavicapd otnpasnset ICAP-oTBeThI C pe3ynbTaTtamu ckaHnpoBaHus ICAP-knmeHTy.

Ecnn Bbl ucnonbayete rpadmyecknin nHtepdenc Kaspersky Scan Engine, pesynbTaTtbl CKaHMpOBaHUS
oToOpaaroTcs Ha cTpaHuue Scan results.

Kaspersky Scan Engine moxeT paboTtatb 0O4HOBPEMEHHO C HeckonbkumMmn ICAP -knneHTamm.

O Kaspersky Scan Engine
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Huxecnenylowmini pucyHOK nokasblBaeT NpMMep B3anModencTBUs Mexay Npokcu-cepeepoM n Kaspersky Scan
Engine B pexume ICAP.

Resources
Requestls for Reputation
reputation
Kaspersky Anti-
Objects to Virus engine
scan
Scan results

Kaspersky
ICAP service

Proxy server
r 3

Scan results,
events,
settings

Scan results,
events,
settings Kaspersky Scan

Engine web service

Scan results,
events,

A J P—
w Database settings
Users

PucyHok 2. BsanmopeiictBue npokeu-cepsepa n Kaspersky Scan Engine B pexume ICAP

Kaspersky Scan Administrator
Engine GUI

CucrtemHble TpeboBaHUA

B aTom pasgene onucaHbl cuctemHble TpeboBaHusa Kaspersky Scan Engine.

I'Io.q.qep)KM BaeMble onepaulnoOHHblIe CUCTEeMbl

Kaspersky Scan Engine pabotaet Ha 64-6uTHon Bepcun Linux® nnu Ha 64-6utHon Bepcmn Microsoft® Windows®.

TpeboBaHuA Kk yctaHoBneHHomy MO

Mpadpmnueckmin nHrepdenc Kaspersky Scan Engine moxeT BbiTb 4OCTYNEH C NOMOLLBIO CriedytoLmx 6pay3epos:
e Google Chrome™ 60 1 6onee nosgHve Bepcun
e Microsoft Internet Explorer® 11 n 6onee no3aHne Bepcum
e Mozilla™ Firefox™ 55 1 6onee nosgHue Bepcun

¢ Microsoft Edge 38 n 6onee no3gHue Bepcum

O Kaspersky Scan Engine
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Mpadmuecknin nHTepdelic Kaspersky Scan Engine pabotaet npu yctaHoeneHHon CYB[ PostgreSQL 10.7 nnm
Gonee no3aHeln Bepcum.

MakeT pacnpocTtpaHeHnsa Kaspersky Scan Engine He cogepuT ncxogHoro koga o6ubnuotek Boost n OpenSSL.
Ecnu Bbl xoTuTe agantnpoeatb HTTP-cnyx6y nnn ICAP-cnyx6y nog ceon HyXabl, OTpeaakTMpoBaB 1 nepecobpas
NCXOAHBIN koA U3 NakeTa pacnpoctpaHeHus Kaspersky Scan Engine, 3arpy3ute kog 6nbnuortek Boost n1 OpenSSL
¢ odmumanbHbIX CalTOB U UCMOMNb3ynTe B CBOEW cucteMe. Ecnu Bbl BHECETE M3MEHEHUS B UCXOOHbIN KOA,
HTTP-cnyx6bl unu ICAP-cnyx0bl 1 3ax0TUTE UCNOMb30BaTh rpadmyeckuii uHTepdenc Kaspersky Scan Engine,
nony4ynte ogobpeHne Ha U3MEHEHUS OT BaLLIEro TEXHNYECKOro MeHeakepa no paboTte ¢ KnneHTamm, YTobbl
HTTP-cnyx6a unu ICAP-cnyx6a no-npexHemy paboTtana ¢ rpacdudecknum nHtepcencom Kaspersky Scan Engine.

Ons c6opkm HTTPD-cnyx6bl n ICAP-cnyx6bl ncnonb3ynte cnegytoulee MO:
e Boost1.72.0
e OpenSSL (nocneaHoo Bepcuio)
e GCC 7.3 nnun bonee No3gH0W0 BEPCUIO

o bBubnuotekn PostgreSQL. PekomeHayeTcs yctaHoBUTL NakeT libpgxx-devel.

TpebGoBaHus K annapaTtype

Kaspersky Scan Engine TpebyeT 1 'b cBo6oaHoro mecta Ha gucke. Ecnuv Bel nnaHnpyeTe Mcnonb3oBaTb
rpadmyecknii nHTepderic Kaspersky Scan Engine, Bam Hy)kHO Takke BblOeNUTb MECTO Ansi 6a3bl faHHbIX
PostgreSQL, koTopas xpaHuT cnyxebHble cobbiTusl. basa gaHHbIx PostgreSQL MoOXeT XpaHUTbCS Ha TOM e
KOMMNblOTEPE, rae ycTaHoBneHo pewenne Kaspersky Scan Engine, nmbo Ha gpyrom komnbtotepe. Pasamep 6a3bl
OaHHbIX 3aBMCUT OT KONMMYEeCTBa COOLITUI U MOXET JOCTUraTb HECKONbKMX rMrabanT. B 6a3e gaHHbIX XpaHSaTCS
cobbITWSA, NpoM3oLLeLumne 3a nocneaHne nonroaa.

B Hmxecnegyouwen Tabnvue npuBeaeHsl MMHMMarbHble TpeboBaHus K npoueccopy n O3Y ansa pabotsl Kaspersky
Scan Engine B 3aBMCMMOCTM OT MCMOMb3yeMOW OnepaLMoOHHON CUCTEMbI.

OnepaumoHHas cuctema Tpe6oBaHusa k O3Y n npoueccopy
64-6uTHas Linux 16 O3y
1 My nn6o Gonee BbICTPLIN 64-6UTHBLIN (X64)
npoLeccop
64-6utHas Windows 7 1 6onee no3gHas Bepcus 176 O3Y
64-6utHaa Windows Server 2008 R2 n 6onee 1 My nn6o Bonee BbICTpbIN 64-OUTHBIN (X64)
NO3aHsS Bepcus npoeccop

Copepxumoe naketa pacnpocTtpaHeHus (Linux)

MakeTt pacnpocTtpaHeHus Kaspersky Scan Engine ans Linux cogepxuT cnegyoLume nankm n dannei:

Tabnuua 1. Coldepxxumoe nakema pacripocmpaHeHus (Linux)
MyTtb OnucaHue
/bin/appinfo.kli dann ¢ nHopmaumnen o NPUNOXKEHUN.
/bin/bases/ OupekTopus, cogepxallas gannsl aHTUBUPYCHOM
basbl.

O Kaspersky Scan Engine
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MyTtb

OnucaHue

/bin/httpdkavlog.ini

KoHu1rypaLmoHHbIN hanr, KOTOpPbIA COAEPXUT
HacCTPOWNKM XXypHanMpoBaHus cnyx6bl kavhttpd.

/bin/icapdkavlog.conf

KoHdurypauunoHHbIn arin, KOTopbIi COaepXnT
HaCTPOWKM XXypHanmpoBaHus cnyxobl kavicapd.

/bin/kavhttpd

VcnonHsiembii cpann cnyx0Obl kavhttpd.

/bin/kavhttp client

McnonHaembin dann knuenTa kavhttpd.

/bin/kavhttpd.sh

CkpunT ans 3anycka cnyx6bl kavhttpd.

/bin/kavicapd

VcnonHsaembin dann cnyx6bl kavicapd.

/bin/kavicapd.sh

CkpunT ons 3anycka cnyx6bl kavicapd.

/bin/k1ScanEngineUI

McnonHsiembin dhanin rpadmyeckoro nHTepdenca
Kaspersky Scan Engine.

/bin/libssp.so0.0

BcnomoraTtensHasa oubnuoTteka.

/doc/About data provision - gateway daiin, KoTopbIN onucbIBaeT npoueaypy

set.txt npenocTaBneHns AaHHbIX, Korga Bbl OTNpaBnsiere
crtatucTmyeckyto uHgopmaumo KSN B Kaspersky Scan
Engine ans Linux.

/doc/Rbout data provision - online dainn, KOTOpLIN oNUCkLIBAET Npoueaypy

activation.txt

npenocTaBfeHns OaHHbIX AN pexnma
NNLEH3NPOBAHNSA OHNaWH.

/doc/About data provision.txt

dann, KoTopbI ONUCKLIBAET NpoLeaypy
NpeLoCTaBMEHNS OAaHHbIX 4118 MPOBEPKM penyTauum
doaiinoB 1 Beb-agpecos.

/doc/Doc_data/

[unpekTopus, KoTopas coaep>XnT OKYMEHTaLMIO
Kaspersky Scan Engine.

/doc/Kaspersky Scan Engine.htm

[aBHasa cTpanuua gokymeHTaumm Kaspersky Scan
Engine.

/doc/ksn license.txt

Monb3oBaTenbckoe cornaweHne ana Kaspersky
Security Network (KSN).

/doc/legal notices.txt

MHdopmaLmsi 0 CTOPOHHEM KoAe.

/doc/license.txt

Monb3oBaTenbckoe cornaweHne ansa Kaspersky Scan
Engine.

/doc/version history.txt

M3ameHeHus1 B jokymeHTauum onsa Kaspersky Scan
Engine.

/etc/init.d/kavhttpd

CkpunT MHMUmanuaaumm ansa cnyxobel kavhttpd.

/etc/init.d/kavicapd

CKpunT MHMUManu3aumm ansa cnyxobl kavicapd.

/etc/init.d/k1ScanEngineUI

CkpunT MHMUManM3aumm ansi rpaguyeckoro
nHtepdenca Kaspersky Scan Engine.

/etc/kavhttpd.service

dann systemd ans cnyx6bl kavhttpd.

/etc/kavicapd.service

dann systemd gna cnyx6bl kavicapd.

O Kaspersky Scan Engine
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MNytb

OnucaHue

/etc/kavhttpd.xml

KoHdpurypauunoHHeiv chainn gna pexuma HTTP.

/etc/kavicapd.xml

KoHdpurypauunoHHbei dhann gna pexuma ICAP.

/etc/klScanEngineUI.service

dann systemd gns cnyx6bl kIScanEngineUl

/etc/k1lScanEngineUI.xml

KoHurypaLmoHHbI ann ans rpaguyeckoro
nHtepcpenca Kaspersky Scan Engine.

/httpsrv/etc/kavaccess

®ann, KoTopbI COAEPXKUT 3alINPOBaHHbIE YYETHbIE
OaHHble Ana rpaduyeckoro nHTepgenca Kaspersky
Scan Engine.

/httpsrv/templates/

[OunpekTopus, KoTopasi CoaepXuUT WabnoHbl Ans
rpacmueckoro nHtepderica Kaspersky Scan Engine.

/icap data/kavicapd gui rules.conf

KoHu1rypaLmoHHbIA hanr, KOTOPbIN COAEPXUT
npasuna Ansa cnyx6bl kavicapd.

/icap data/templates/detect req

/icap data/templates/macro req

LLlabnoHbl, KOTopble NCMONb3YOTCSA B pEXMME
moamdmkauum 3anpocos (REQMOD).

/icap data/templates/detect resp

/icap data/templates/macro resp

LLlabnoHkl, KOTOpble NCNONb3YIOTCA B peXUME
mogndpukauum orsetos (RESPMOD).

/icap data/scripts/send syslog

CKpUNT, KOTOPLIN BbIBOAMT B TEPMUHAN UHOPMAaLIMIO
0 NPOCKaHMPOBaHHbIX 0GLEKTaX U NepeHanpaBnseT ee
B YTUMUTY XypPHANMpPOBaHUs.

/include/ [npekTopus, KoTopasi COOEPXKUT 3aroNoBOYHbIE (dalnbl
KAV SDK ans paspaboTku NpunoXxeHuin.
/install CKpuNT YCTaHOBKW.

/gcc version

Wcnonb3yemas Bepcusa GCC.

/1lib/ OupekTopus, koTopas cogeput buonuotekn KAV SDK
Onsa paspaboTky NPUNOXKEHUNA.

/platform Ucnonb3yemas Bepcus 6ubnuotekn GLIBC.

/ppl/ OupekTopus, koTopasa cogepxut nnarnHbl KAV SDK.

/ReleaseNotes.pdf

MpumeYyaHus K BbInycky.

/samples/kavhttp/

[unpekTopun4, KoTopas COAEPKUT UCXOLHbIN KO,
cnyx6bl kavhttpd 1 obpasew knueHTa ons Hee.

/samples/kavicap/

OdvpekTopus, KOTopas COOEPXUT UCXOOHbIN KOf,
cnyx6bl kavicapd.

/samples/tables.sql

/tools/kav_encrypt

dann, cogepxawuin SQL-3anpockl, KoTopble
Heo6xoOuMO BbINOTHUTL Nocne ycTaHoBkn Kaspersky
Scan Engine Bpy4Hyto.

YTunuta ansa wudpoBaHNS yYeTHbIA AaHHbIX
npokcu-cepeepoB 1 H6asbl AaHHbIX Kaspersky Scan
Engine.

/tools/kavsigner

YTunuta ans nognucu npunoXXeHun.

O Kaspersky Scan Engine
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Mytb

OnucaHue

/tools/kl access util

YTunuta gns BoCCTaHOBMEHUSA Naporns oT y4eTHON
3anuncu admin B rpadomyeckomM nHTepdence Kaspersky
Scan Engine.

/tools/libssp.so.0

BcnomoratenbHasa 6ubnuoreka.

/tools/openssl

YT1unuta OpenSSL.

/tools/openssl.cnf

KoHdomrypaumoHHbii doarin ans OpenSSL.

/tools/integrity check

YTunuta ans npoBepku LenoCTHOCTU KOMMOHEHTOB
nporpaMmbl

/tools/integrity check.xml

dan maHudecTa gns yTunnTbl NPOBEPKM LIENIOCTHOCTU

/uninstall

CkpunT yaaneHus.

/version

Bepcusa Kaspersky Scan Engine.

Copepxumoe naketa pacnpoctpaHeHus (Windows)

MakeT pacnpocTtpaHeHnsa Kaspersky Scan Engine gna Windows cogepxut criegytoLime nankv v cpannbi:

Tabnuua 2.

Coldepxumoe nakema pacripocmparerusi (Windows)

MNyTtb

OnucaHue

\bin\appinfo.kli

dann ¢ nHopmaumnen o NPUNOKEHUN.

\bin\kavehost.exe

VcnonHsiembii cpann cnyx0Obl kavehost.

\bin\kavhttp client.exe

McnonHaembin dann knueHTa kavhttpd.

\bin\klScanEngineUI.exe

McnonHsiembin dhann rpadudeckoro nHTepdenca
Kaspersky Scan Engine.

\bin\klScanEngineUI .xml

KoHurypauunoHHbIn hann ans rpagpmyeckoro
nHtepdenca Kaspersky Scan Engine.

\bin\kavhttpd.exe

CkpunT nHnumanusaumm ons cnyx6sl kavhttpd.

\bin\kavhttpd.xml

KoHdomrypaumoHHbin pann ans pexuma HTTP
pexuma.

\bin\httpdkavlog.ini

KoHdu1rypaLmoHHbI chans, KOTOpbI COAEPXUT
HACTPOWKM XXypHanupoBaHust cnyxobl kavhttpd.

\bin\bases\ Manka, cogepxallas dannbl aHTUBUPYCHOWN Ga3bl.

\bin\ossl\ Bubnuoteka OpenSSL.

\bin\x86\ 32-06pa3sbl 6UbNMoTeK, KOTOPbIE UCMOMb3YTCA
aMynsTOpamu.

\bin\*.d1l1l OnHamnyeckue Gnbnuotekun, ncnonbsyemble Kaspersky
Scan Engine.

\bin\*.ppl WcnonHaemble mogynu Kaspersky Scan Engine.

\doc\Doc data\

Manka, koTopas cogepXuT gokymeHTauuio Kaspersky
Scan Engine.

O Kaspersky Scan Engine
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MyTtb

OnucaHue

\doc\About data provision.txt

dann, KOTOpbIV ONUCKLIBAET NpoLeaypy
npefocTaBneHns gaHHbIX A58 MPOBEPKM penyTauuu
dhavinos n Be6-agpecos.

\doc\About data provision
extended. txt

dann, KOTOpbIV ONUCHLIBAET NpoLeaypy
NnpefocTaBneHns AaHHbIX, Korga Bbl OTNpaBnseTe
crtatucTmyeckyto nHgopmaumio KSN B Kaspersky Scan
Engine ans Windows.

\doc\About data provision - online
activation.txt

dain, KOTOpbIN OnNUCkLIBaET nNpoLeaypy
npenocTaBneHns aHHbIX Ans pexvma
NULIEH3NPOBaHNSA OHNaWH.

\doc\Kaspersky Scan Engine.html

[maBHasa cTpanHuua gokymeHTaumm Kaspersky Scan
Engine.

\doc\legal notices.txt

MHdopmaLmsi 0 CTOPOHHEM KoAe.

\doc\license. txt

Monb3oBaTenbckoe cornaweHne ans Kaspersky Scan
Engine.

\doc\ksn license.txt

Monk3oBaTenbckoe cornaweHne ans Kaspersky
Security Network (KSN).

\doc\version history.txt

MameHeHusa B gokymeHTaumm ans Kaspersky Scan
Engine.

\httpsrv\etc\kavaccess

daiin, KOTOPLIN CoAePXUT 3aNpoBaHHbIE YYETHLIE
OaHHble ona rpadmyeckoro nHtepdgernca Kaspersky
Scan Engine.

\httpsrv\templates\ Manka, koTopas coaepXuT WabnoHbl ons
rpadmyeckoro nHtepdenca Kaspersky Scan Engine.
\include\ Manka, koTopas coaep>XUT 3aronoBoyHble darnsl KAV

SDK ansa pa3paboTku NpUnoXXeHun.

\runtime\

Bubnuotekn Universal C Runtime (UCRT) C++
Runtime.

\samples\kavhttp\

Manka, koTopas coaepXXMT MCXOOHBIN KOZ CryXObl
kavhttpd 1 obpaseu knMeHTa onsa Hee.

\samples\tables.sqgl

dann, cogepxawmn SQL-3anpockl, kKOTopble
Heo6X0AMMO BbINOMHUTL NOCHE PYYHOW YCTAHOBKU
Kaspersky Scan Engine.

\tools\kav_ encrypt.exe

Y1unuta gns wudpoBaHUS y4eTHbIX AaHHbIX
npoKcu-cepBepoB 1 H6asbl AaHHbIX Kaspersky Scan
Engine.

\tools\kavsigner.exe

YTunuta gns noanmcu NpUnoXeHuin.

\tools\kl access util.exe

YTunuta Ans BOCCTaHOBMNEHUS Napons OT Y4ETHON
3anucu admin B rpacudeckom nHTepderice Kaspersky
Scan Engine.

\tools\openssl.exe

Ytunuta OpenSSL.

O Kaspersky Scan Engine
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MyTtb

OnucaHue

\tools\openssl.cnf

KoHdurypauunoHHbin dpann ans OpenSSL.

\tools\msvcp80.dll
\tools\msvcr80.d1l1l
\tools\Microsoft.vC80.CRT

KomnoHeHTbl Microsoft Visual C++ Redistributable.

\install.exe

WHcTannartop.

\kl control.bat

CkpunTt ans ynpaeneHunsa cnyx6amm kavhttpd un
kiIScanEngineUl.

\uninstall.exe

OeunHcTannatop.

\ReleaseNotes.pdf

MprMeyYaHust K BbIMYCKY.

\version

Bepcus Kaspersky Scan Engine.

O
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YcTtaHoBKa Kaspersky Scan Engine

OTOT pasgen cogepXXvT nHopmaumio 0 ToM, Kak ycTaHoBuTb Kaspersky Scan Engine.

B atom pasgene

MopgrotoBka K ycTaHoBKe rpadmyeckoro nHrepdenca Kaspersky Scan Engine ..., 19
YcTaHOBKa C MCMNOMb30BAHMEM CKPUMTA (LINUX)...oiiiiiiiiiiiiiiie e 22
YcTaHoBka ¢ ucnonb3oBaHMeM MHCTAMAATOPA (WINAOWS) ......ooiiiiiiiiiiiiiieeeeeeeeee e 24

NoaroToBKa K yctaHOBKe rpadmyeckoro nHtepcenca
Kaspersky Scan Engine

Mpadhmueckmin nuTepdenc Kaspersky Scan Engine ncnonb3yet 06beKTHO-PENALMOHHYIO CUCTEMY YrpaBrieHns
6a3amn gaHHbIX (CYB[) PostgreSQL ana xpaHeHWs CTaTUCTUMKM CKaHUPOBaHWS, pe3ynbTaToB CKaHMPOBaHUS,
cnyxebHbIx cobbITU 1 cTatyca cnyx6bl. [1o aTol npuyMHe, ecnun Bbl XOTUTE UCMONb30BaTh rpadouyeckuin
nHTepdenc Kaspersky Scan Engine, Bam HyHO BHayarne yctaHoButb PostgreSQL.

Bbl MOXeTe ncnonb3oBaThb O4HY N3 ABYX UHTErpauUnOHHbIX CXEeM:

o YcraHosute Kaspersky Scan Engine Ha ToM e komnbtoTepe, 4To 1 PostgreSQL.

e YcrtaHoBuTe Kaspersky Scan Engine Ha Apyrom komnbloTepe, ¢ KOTOPOro eCTb AOCTYN K KOMMbIOTEPY C
PostgreSQL.

In this section
YcTaHoBKa U HACTPOMKA POSTGreSQL (LINUX) 1oeiiieiiieiiiiiieeeee ettt 19

YcTtaHoBka 1 HAacTPONKa PostgreSQL (WINAOWS)......ccoiiiiiiiiiiiiei ettt e e e e 21

YcraHoBKa 1 Hactpouka PostgreSQL (Linux)

"padmuecknin nHTepderic Kaspersky Scan Engine TpebyeT yctaHoBneHHon CYB[ PostgreSQL 10.7 unu 6onee
nosgHen Bepcun. NpuBeaeHHas HUXe npouenypa onucbiBaeT yCcTaHOBKY U HacTponky PostgreSQL 10.7. ng
bonee nosgHen Bepcum CYBL npouenypa MOXeT oTnmyaTbCs OT AaHHOMN.

» UYmobbl ycmaHosums u Hacmpoums PostgreSQL:

1. 3arpysute n yctaHoBuTe PostgreSQL.
Bbl moxeTe yctaHoBUTbH PostgreSQL ogHMM 13 crnegytoLlmx cnocoboB:
e YCTaHOBWUTE NaKeT, 3arpy»keHHbIl ¢ Beb-canita PostgreSQL.

3anauTe Ha cant https://www.postgresqgl.org/download/ https://www.postgresal.org/download/, 4Tobbl
03HAKOMUTBLCA CO CMUCKOM MOAAEPXKMBAEMbIX ONEPALMOHHBIX CUCTEM N UHCTPYKUMSIMU MO YCTaHOBKE

Ycmaroska Kaspersky Scan Engine
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10.

11.

AN KaXKOOW U3 HUX.
e YcraHosute PostgreSQL 13 ncxogHoro koga.

Bangute Ha canT https://www.postgresgl.org/docs/10/installation.html, 4Tobbl 03HAKOMUTLCS C
WHCTPYKLMAMU MO YCTAHOBKE.

OTkponTe KOHUIypauuoHHbIn hann postgresgl . conf. PacnonoxeHne aToro chavina 3aBucuT OT
MCMNONb3yeMOn onepaLmoHHON CUCTEMBI:

e B guctpmbytusax Linux, ocHoBaHHbIX Ha Debian, chann postgresgl . conf HaxoguTcsa B
anpektopun /etc/postgresqgl/10/main/.

e B gnctpubytmeax Linux, ocHoBaHHbIX Ha Red Hat, dpann postgresqgl.conf HaxoguTcs B
anpektopun /var/lib/pgsql/data/.

Ecnun Bbl uCcnonb3yeTe MHyHO ONepauUmMoHHYI0 CUCTEMY, pacnonoXxeHne danna postgresgl .conf
MOXET ObITb APYrUM.

YkaxuTe IP-agpec, koTophbin pewenne Kaspersky Scan Engine gomkHo ncnonb3oBaTh Ansi COEQNHEHWS C
PostgreSQL, B HacTpoiike 1isten addresses KOHGUrypaumoHHoro danna postgresqgl.conf.

YkaxuTe nopT, koTopbin CYB[ PostgreSQL gormkHa npocnywneaTh B OXngaHuM COeanHEHUn ot
Kaspersky Scan Engine, B HacTporike port KOHUrypaunoHHoro anna postgresql .conf.

CoxpanuTe 1 3akponte postgresqgl.conf.

OTkpoiiTe KoHdMIypaumoHHbIi dainn pg hba.conf Ha pegaktupoBaHue. 3TOT haitn pacronoXeH B TOW
Xe ANPEKTOpUK, YTo U dhann postgresqgl . conf.

Ykaxute, yto CYB[ PostgreSQL gomkHa npyHMMaTh naponu, sawmdposaHHslie no anroputmy MDS, ans
ayTeHTUdMKaLUmm BCeX ee KNNEHTOB:

a. HanguTe cneaytouyto CTpoky B paiine pg hba . conf:
host all all 127.0.0.1/32 peer
b. OtpegakTupyinTe 3Ty CTPOKY cnegytowwmm odpasom:

host all all 127.0.0.1/32 md5

Ecnu koHdurypaumoHHein aiin pg _hba.conf He CoAepKMT yKasaHHy CTPOKY host
all all 127.0.0.1/32 peer, OTpedakTMpynTe BMECTO Hee CTPOKY host
all all 127.0.0.1/32 ident.

Ecnun PostgreSQL n Kaspersky Scan Engine yctaHoBneHbl Ha pasHbIX KOMMbloTepax, 4obaBbTe
creayloLLyto CTPOKy B dhanin pg hba . conf:

host all all %IP%/32 md5

3necbk $1P% — IP-agpec koMnbloTepa, Ha KOTOPOM YCTaHOBIEHO pelueHne Kaspersky Scan Engine.
CoxpaHuTe v 3akponTe daiin pg hba.conf.

Mepesanyctute PostgreSQL, BbINONHMB CrieaytoLLyto KOMaHay:

service postgresqgl restart

B3apganTe naponb ongd none3oBatenst PostgreSQL, cyllecTByroLWEro no yMondaHuio.

Ycmaroska Kaspersky Scan Engine
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Mpu yctaHoeke PostgreSQL cospgaeT cynepnonbsosatens postgres. o ymonyanuio ans atoro
nornb3oBaTterns naposb He 3afaH.

YTtobbl 3aaaTb Naponb A Nonb3oBaTens postgres:
a. V3 komaHgHOW CTpOKM caenanTe nonb3oBaTens postgres TekywmM cneayowmm obpasom:
Su postgres

b. Ws-nop yyeTHoM 3anncm postgres 3anycTute yTunuty psql, BbIMOMHMB CREAYIOLLYI0 KOMaHay B
KOMaHAHOW CTPOKE:

psqgl
c. B psql usmeHute napornb nonb3oBaTtens postgres ¢ NOMOLLbIO cneayoLLlen KoMaHabl:
alter user postgres with password '$PASSWORDS%';
3pecb $PASSWORDS — 3TO HOBbIV Maporb Nonb3oBaTens postgres.
d. 3akponTe yTMnuTy psql, BeINOMHUB cneayoLyto komanay B psql:
\q
Tenepb Bbl MOXeTE yCTaHOBUTL rpadmnyeckun nHtepderic Kaspersky Scan Engine.

YTobbl ycTaHOBUTL rpadmnyeckuin nHtepdeiic Kaspersky Scan Engine, Bam HyxeH nonb3oBatens PostgreSQL ¢
npaBamMu Ha Co3faHune HoBbIX 0a3 AaHHbIX U Nonb3oBaTenen. [nis 3Toro Bbl MOXETE UCNOSb30BaTh MNONb3oBaTenst
postgres nnu co3gaHo HOBOTO.

Mocne yctaHoBkM PostgreSQL v 3aganns napons Ang nonb3oBaTtens postgres Bbl MOXETE NEPENTU K AENCTBUAM,
OonMcaHHbIM B pasgerne YCcTaHoBKa C ucnosb3oBaHmem ckpunta (Linux) (Ha cTp. 22).

Bce paHHble xpaHsTcsa B 6ase gaHHbIx kavebase. Kaspersky Scan Engine He ncnonbsyet gpyrmue 6asbl
OaHHbIX.

YctaHoBKa 1 HacTpouka PostgreSQL (Windows)

B Tom pasgene onncaHa yctaHoBka u HacTponka CYB[] PostgreSQL B onepaunoHHOn cucteme ceMencTea
Windows.

» UYmobbl ycmaHosums u Hacmpoums PostgreSQL:

1. 3arpyauTte n yctaHoeuTe PostgreSQL.

3angute Ha canT https://www.enterprisedb.com/downloads/postgres-postgresgl-downloads
https://www.postgresgl.org/download/, 4ToGbl 03HAKOMUTBLCHA CO CMIUCKOM NOAAEPKMBAEMbIX
OMnepaumnoHHbBIX CUCTEM W 3arpy3nTb YCTAHOBLLMK.

2. OTkpownTe KoHUIrypaunoHHbIi pann postgresgl . conf Ha pegakTupoBaHue. AToT dharn pacnonoXeH
B nanke spostgresgl dir%\data.3peck tpostgresgl dir% —aTo nanka, kyaa yctaHosneHa
CYB[ PostgreSQL (Hanpumep, C: \Program Files\PostgreSQL\11).

3. Ykaxute IP-agpec, koTopbin pewwenne Kaspersky Scan Engine gomkHO ncnonb3oBatb Anst COEQNHEHNS C
PostgreSQL, B HacTpoiike 1isten addresses KoH@UrypaumoHHoro daiina postgresqgl.conf.
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4. VYkaxuTe nopt, kotopbin CYB[ PostgreSQL gomkHa npocnywmnBeaTth B OXMAAHUN COEAUHEHWNA OT
Kaspersky Scan Engine, B HacTpowke port KOHUrypaunoHHoro anna postgresql .conf.

5. CoxpaHute 1 3akponte postgresgl.conf.

6. OTKponTe KoHUrypaLumnoHHbIn an pg hba . conf Ha pegakTMpoBaHue. STOT hain pacnonoXeH B Ton
Xe narike, Yto 1 pann postgresqgl.conf.

7. Yb6eputecb, uto PostgreSQL npuvHMmaeT naponu, 3awmdpoBaHHbie no anroputmy MD5, ana
ayTeHTUMMKaLMKN BCeX ee KNMeHTOB. [1na 3Toro HanauTe crneayloLLylo CTPoKy B danne pg hba. conf:

host all all 127.0.0.1/32 md5
Ecnn metog ayteHTudmKaLmm, ykasaHHbIN B 3TOM CTPOKe, OTNMyaeTcs oT md 5, 3ameHuTe ero Ha md 5.

8. Ecnu PostgreSQL n Kaspersky Scan Engine ycTaHOBneHbl Ha pa3HbiX KOMMbloTepax, 4obaBbTe
crieayloLLylo CTPOKy B dhanin pg hba . conf:

host all all %IP%/32 mdb

3pecb $1PS — IP-agpec koMnbloTepa, Ha KOTOPOM yCTaHOBNEHO pelueHne Kaspersky Scan Engine.
9. CoxpaHuTe 1 3akponTe dhann pg hba.conf.
10. MNepesanyctute PostgreSQL, BbINONHMB cneayowmne KOMaHabl:

sc stop postgresgl-x64-11
sc start postgresqgl-x64-11

Tenepb Bbl MOXeTe yCTaHOBUTL rpaduydeckuin nHtepderic Kaspersky Scan Engine.

UTtobbl ycTaHOBUTE rpadmyeckuin nHtepdenic Kaspersky Scan Engine, Bam HyxeH nonb3oBatens PostgreSQL ¢
npaBamMu Ha co3daHune HOBbix 6a3 AaHHbIX U Nonb3oBaTtenen. [1na 3Toro Bbl MOXETE UCMONb30BaTh Nofb3oBaTens
postgres nnu co3gaTtb HOBOTO.

Mocne yctaHoBkn PostgreSQL Bbl MOXeTe NepenTun K 4ENCTBUSIM, ONUCAHHBbIM B pa3ferne YcTaHoBKa C
ucnonb3oBaHnemM (Windows) (cM. pasgen "YcTaHoBka ¢ ucnonb3oBaHnem uHctannstopa (Windows)" Ha cTp. 24).

Bce paHHble xpaHsaTcsa B 6a3e AaHHbIX kavebase. Kaspersky Scan Engine He ucnonbesyet gpyrue 6asbl
OaHHbIX.

YcTtaHoBKa ¢ ncnonb3oBaHuem ckpunTa (Linux)

OTO0T pasgen obbsAcHsSIET kak ycTaHoBUTbL Kaspersky Scan Engine ncnonb3ys ckpunt yCTaHOBKM.

Ecnun Bbl x0TMTE Mcnonb3oBaTb rpadundeckni nHtepdernc Kaspersky Scan Engine, Bam Hy)XHO yCTaHOBUTb
CYBL PostgreSQL Ha komnbloTep, k koTopoMy y Kaspersky Scan Engine ectb goctyn. 'paduyecknin
nHtepcpenc Kaspersky Scan Engine He 6ygeTt pabotaTtb 6e3 goctyna k PostgreSQL.
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» UYmobbl ycmaHosumb Scan Engine, ucrosb3ysi CKpurm ycmaHOo8KU:

10.

Y6enutech, 4TO y Bac €CTb NpaBa agMuMHUCTpaTopa.
3anyctute ckpunt install.

O3sHakombTech ¢ Nonb3oBaTtensckum cornawwenem (End User License Agreement, EULA) anst Kaspersky
Scan Engine.

Ecnn Bbl cornacHbl ¢ ycnosnamMum Monb3oBaTenbCKOro cornalleHus, npuMnTe ero. Ecnu Bbl He cornacHbl ¢
ycnosuamm [Nonb3oBaTenbCKOro cornalleHus, npekpaTtnTe yCTaHOBKY.

Ecnu Bbl X0TUTe ncnonb3oBath rpadmyeckuin uHTepdenc Kaspersky Scan Engine, BoinonHuTe
cnegyroLine oencTems:

a. BbinonHute gencrtems, onucaHHble B pasgene "lMNoarotoBka Kk ycTaHoBKe rpadhmyeckoro nHtepdeiica
Kaspersky Scan Engine" (Ha cTp. 19).

b. Ykaxute IP-agpec v nopT ans coegmHeHus ¢ PostgreSQL.

c. BeeguTte yyeTHble OaHHbIe NOMb30BaATENS, ¥ KOTOPOro eCTh MpaBa Ha co3aaHue 6a3 AaHHbIX U
nornb3oBaresieil. Y4YeTHble JaHHble 3TOro rnonb30oBaTens HArAe He 3anMcbiBatoTCs.

C nomoLLbto aToN y4eTHom 3anncu Kaspersky Scan Engine cosgacT HoByto 6a3y gaHHbIX, KOTopast
OyneTt HasbiBaTbcsa kavebase n HoBoro nonb3oBatenst PostgreSQL ¢ umeHem scanengine. B 6ase
kavebase Kaspersky Scan Engine 6yaeTt xpaHuTb JaHHble. Y4YeTHas 3anucb scanengine byaet

NCNomnb30BaTbCA AN BHECEHNS U3MEHEHNS B 3Ty 6a3y AaHHbIX.
Buibepute pexum, B koTopoM Bynet pabotats Kaspersky Scan Engine.
HocTynHbl cnegyowme pexnvel:

o pexum HTTP;
o pexum ICAP.

Ecnu Bbl Boibpanu pexum HTTP, ykaxuTte IP-agpec n nopt nnm UNIX-cokeT, koTopble Kaspersky Scan
Engine 6ynet ncnosnb3oBaTh AN NOMYYEHNs 3anpoCoB Ha CKaHNMPOBaHWE OO HLEKTOB.

Ecnu Bbl Bbibpanu pexum ICAP, ykaxute nopT, Tpaduk ¢ KOToporo 6yaeT ckaHMpOoBaTbCH peLLeHneM
Kaspersky Scan Engine.

YkaxuTe, OOImKHO N peleHne Kaspersky Scan Engine ncnone3soBate Kaspersky Security Network (KSN).

Ecnu Bbl XoTUTE Mcnonb3oBaTb KSN, o3HakombTech ¢ Nonb3oBaTensckum cornaweHnem ans KSN u
Monutnkon koHdmaeHunansHoctu (Privacy Policy).

Ecnun Bbl cornacHbl ¢ ycnosusimu Nonb3oBaTensbckoro cornatwieHns u Nonntnku KoHpunageHunansHOCTH,
I'IpI/IMVITe nX.

Yyactue B Kaspersky Security Network gobposonbsHoe. OTka3 oT yvactus B Kaspersky Security
Network He npepbiBaeT npouecc yctaHoBku Kaspersky Scan Engine. Ecnu Bbl HE NpMMeTe yCnoBus
Monb3oBaTenbcKkoro cornaweHns u MonuTMKM KOHMUOEHUMaNbHOCTH, Bbl HE CMOXETE NUCMONb30BaTh
KSN, HO ycTaHOBKa NPOOOMKNTCA.

Bbl cmoxeTe BrntoumTb KSN nosxe, ncnonb3ys rpacdmyeckun nitepdenc Kaspersky Scan Engine nnm
KOHbUrypaumnoHHbsle dannbi. '

[nsa coxpaHeHus cepTudULMPOBaAHHOW KOHGUIypaLmMm nporpaMmmMbl UCMONb30BaHNe
Mmo6anbHoro KSN gomkHo 6biTb BbIKITHOYEHO.

Ecnu Bbl X0TUTe ncnonb3oBath rpacmyeckuit nHtepdenc Kaspersky Scan Engine, npm HeobxognmocTu
yKaXkuTe nopT, Ha KOTOpoM ByaeT AOCTYMeH.

11. YkaxuTe, byget nu Kaspersky Scan Engine ncnonb3oBaTtb NpoKkcu-cepeep.

12. Ecnu Bbl XOTWUTE UCNOMNb30BaTh MPOKCU-CEPBEP, YKAKNUTE HACTPOKMA NPOKCH.
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13. YkaxuTe gupekToputo, rae 6yayT XpaHUTbCs BpeMeHHble dannbi.

YCTaHOBOUYHbIA CKPUMT CO34acT B HEW NOAAMPEKTOPUI0 scanengine, B KOTOPOW OyayT co3gaBaTbes
BPEMEHHble hannbl.

14. YkaxuTe pexum NuLeH3MpoBaHnsi, KOTopbli ByaeT ncnonb3oBaTtbesi B Kaspersky Scan Engine.
e Ecnu Bbl XOTUTE UCNONb30BaTb PEXUM NULEH3UPOBaHNA OdriarH, ykaxuTe dann Knova.
e Ecnu Bbl X0TUTE NCNOMb30BaTb PEXUM FMLEH3MPOBAHUSA OHMAaMH, YKaXXuTe KoA akTuBauuu.
15. MNpoBepbTe ykazaHHbIE BaMX NapameTpbl U MPY HEOBXOAUMOCTU OTKOPPEKTUPYNTE UX.

lMocne Toro, Kak Bbl yYKaxeTe Bce HeoOxoauMble AaHHble, cKpunT install yctaHoBuT Kaspersky Scan Engine un
3anyctuT ero. MHdopmauusa o6 yctaHoBke ByaeT BbiBeAeHa Ha TepMUHarn.

YcTaHOBKa ¢ ucnonb3oBaHuem nHctannatopa (Windows)

B aTom pasgene onuncaHa yctaHoBka Kaspersky Scan Engine ¢ ncnonb3oBaHnem MHcTannstTopa.

Ecnu Bbl XoTUTE ncnonb3oBaTh rpadudecknit uHTepdenc Kaspersky Scan Engine, Bam Hy)XHO yCTaHOBUTb
CYB/[ PostgreSQL Ha komnbloTep, k koTopomy y Kaspersky Scan Engine ectb goctyn. 'padumuecknin
nHtepdenc Kaspersky Scan Engine He bygeT pabotaTtb 6e3 goctyna k PostgreSQL.

» Umobekl ycmaHosumb Kaspersky Scan Engine, ucronb3ys uHcmarnnismop:

1. PacnakyinTe apxvB nakeTa pacnpocTpaHeHus B MyCTYO Nanky Ha Ballem KOMMbloTepe.
2. YGeguTecb, YTO y Bac ecTb NpaBa agMUHUCTpaTopa.

3. 3anyctute pann install .exe.
4

OsHakombTech c lNMonb3oBaTensckum cornaweHnem (End User License Agreement, EULA) ansa Kaspersky
Scan Engine.

Ecnu Bbl cornacHbl ¢ yCcnosnAaAMun lMNonb3oBaTenbCKOro cornalleHus, npuMnUTE €ero. Ecnu Bbl He cornacHbl ¢
ycnosnamMun [Nonb3oBaTenbCKOro cornalleHus, YCTaHOBKa 6yp,eT 3aBepLueHa.

5. Ecnu Bbl x0TUTE Mcnonb3osaTh rpacdudeckun nHrepderic Kaspersky Scan Engine, BeinonHute
cnegyoLine OencTBus:
a. BbinonHute gencreus, onucaHHble B pasgene "YcraHoBka 1 HacTponka PostgreSQL (Windows)" (Ha
cTp. 21).
b. VYkaxute IP-agpec n nopT ans coeanHeHns ¢ PostgreSQL.

c. Beegute Y4€THbI€ JaHHbIE NOorib30BaTersid, y KOTOpOoro eCtb npasa Ha co3gaHune 6a3 AaHHbIX 1
nonb3oBaTtenen. Y4YeTHble AaHHble 3TOro Nosfb30BaTeNs HUrAE He 3annchbiBatoTCS.

C nomoLLbto aToN y4eTHom 3anncu Kaspersky Scan Engine cosgact HoByto 6a3y AaHHbIX, koTopast
OyneT HasbiBaTbCs kavebase n HoBoro nonb3osaTtens PostgreSQL ¢ umeHem scanengine. B 6ase
kavebase Kaspersky Scan Engine BygeTt xpaHnTb gaHHble. Y4eTHas 3anucb scanengine byget
MCMNOonb30BaTbCA AN BHECEHUSA U3MEHEeHUA B 3Ty 6a3y AaHHbIX.

6. YkaxuTe IP-agpec n nopT, koTopble Kaspersky Scan Engine 6ygeT ucnonb3oBatb, YTOObI Nony4vaTb
3anpockl Ha CKAHUPOBaHNE OOBLEKTOB.

7. Yxaxute, gormkeH nu Kaspersky Scan Engine ncnonssoatb Kaspersky Security Network (KSN).

8. Ecnu Bbl xoTnTe ucnonb3oBatb KSN, o3HakoMbTech ¢ [Monb3oBatenbckum cornawleHnem ansa KSN um
MonuTunkon koHduaeHumansHocTu (Privacy Policy).
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10.
11.
12.

13.

14.

Ecnun Bbl cornacHbl ¢ ycrnosuamu Nonb3oBaTenbCckoro cornatlieHns u Nonntnkm koHounaeHUMansHoCTH,
npumuTe ux. Ecnu Bel He npumeTe ycnosus MNMonb3oBaTenNbLCKOro cornaweHus u MNonntunkm
KOHMAEHLMANbHOCTH, Bbl HE CMOXeTe ucnonb3osatb KSN, HO ycTaHOBKa Npogomkuntecs. Bel cmoxeTte
BkmtoumTb KSN nosxe, ncnonb3ys rpadmyeckun nHtepdenc Kaspersky Scan Engine nnm
KOHMrypaumnoHHble dhanrbl.

Ecnu Bbl x0TMTE ncnonb3oBatb rpadmyeckmin uHtepdgenc Kaspersky Scan Engine, ykaxxute nopT, Ha
KoTopoM ByaeT OOCTyneH.

YkaxuTe, bynet nu Kaspersky Scan Engine ncnonb3oBaTb NPOKCU-CEPBEP.
Ecnun Bbl XOTUTE MCNOMNb30BaTb NMPOKCU-CEPBEP, YKAKNUTE HACTPOWMKM MPOKCHU.
YKaxXuTe ONPEKTOpUIO, rae OyayT XpaHUTbCS BPEMEHHbIE (alsibl.

YCTaHOBOYHbIV CKPUMNT CO34acCT B HEW NOAANPEKTOPUIO Scanengine, B KOTopon ByayT co3gaBaTbca
BpeMeHHble dairnbl.

YKaxunte pexmm nuueH3anpoBaHust, KOTopbi OyaeT ncnonb3oBaTtbes B Kaspersky Scan Engine.
e Ecnu Bbl XOTUTE UCNONb30BaTb PEXUM NULEH3MPOBaHNSA odrariH, ykaxxuTte dann knova.
e Ecnu Bbl XOTUTE UCNONb30BaTb PEXUM JINLEH3MPOBAHNSA OHMAlH, YKaXXUTe Ko aKTUBaLuu.

I'IpOBepre YKa3aHHble BaMn napamMmeTpbl 1 Npu HeobxoaMMocCTH OTKOppeKTI/IpyIZTe nx.

Mocne Toro, kak Bbl ykaXkeTe Bce Heobxoaumble AaHHble, ckpunT install yctaHoBuT Kaspersky Scan Engine un
3anycTtut ero. PelwleHne Kaspersky Scan Engine 6yaet yctaHoBneHo B nanky C : \Program
Files\Kaspersky Lab\ScanEngine. MHdbopmaumsa ob ycTaHoBKe OyaeT BbiBeOeHa Ha KOHCOSb.
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Ucnonb3oBaHue Kaspersky Scan
Engine B pexxume HTTP

OTOT pasgen cogepXuT nHopmaumio 0 ToM, Kak ucnone3oBatb Kaspersky Scan Engine B pexume HTTP.

B atom pasgene

Kaspersky Scan ENgine Y PEXKUM HT TP ... 26
Hactporika Kaspersky Scan Engine B PeXUME HT TP ..ot e e e e eenes 27
3anyck Kaspersky Scan Engine B PeXUME HTTP ...ttt e e e 36
CoBepLueHne 3anpoCOB B PEKUME HT TP oo r e e e e et r e e e e e e e e e e e e e e e enaarann s 38

Kaspersky Scan Engine u pexum HTTP

MpoTokon HTTP aBnaeTca ctaHAapTHBLIM NPOTOKOMOM AN nepefayun SaHHbIX B apXUTEKType "KnneHT-cepeep”. B
pexmme HTTP peweHune Kaspersky Scan Engine BbicTynaet kak REST-nogobHas cnyxba, kotopasi nony4aeTt ot
knmeHTtoB HTTP-3anpockl B hopmate JSON. Cnyxba ckaHnpyeT 00bekTbl, MOCNaHHbIE B 3TMX 3anpocax, 1
oTnpasnsieT obpaTtHo HTTP-0TBEeThI C pe3ynbTaTamMmy CKaHUPOBaHMS.

MakeT pacnpocTtpaHeHns Kaspersky Scan Engine BkntoyaeT B cebsi o6pasel, HTTP-knueHTa n ero CXoaHbIn kog,.
Cnocobbl nepegayun AaHHbIX
MopnepxmBatoTcs ABa cnocoba nepefaymn AaHHbIX Mexay knveHTammn n Kaspersky Scan Engine:

e TCP-coeanHeHune

e UNIX-coket

OTOT pexmm JOCTYNeH TOMbKO AN ornepauuoHHbIX cucTeMm Linux.

Pexunmbl CKaHunpoBaHuA

Kaspersky Scan Engine nogaepxvBaet crnegyoLwme pexmMbl CKaHNPOBaAHNS:

e scanfile

B aTom pexunme knmeHT nockinaet peweHuto Kaspersky Scan Engine nyTb 4o danna, KOTopbI HY>KHO
NPOCKaHMpPOBaThb.

° sScanmemory

B aTom pexunme knveHT nockinaet peweHuto Kaspersky Scan Engine cogepxumoe danna, KoTopbiv
HY>KHO MPOCKaHNpOBaThb.

e checkurl

B aTom pexume knveHT nockinaet peweHuto Kaspersky Scan Engine BeG-agpec, KOTOPbIN HYy)KHO
NnpoBEPUTD.
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JononHuTtensHyo MHopMaLnio 0 pexrnmax CKaHUPOBaHUSA Bbl MOXETe HanTu B pasfene "CoBepLueHne 3anpocoB
B pexume HTTP (Ha cTp. 38)".

Hactpouka Kaspersky Scan Engine B pexxume HTTP

OTOT pasgen cogepXuT MHopmaumio 0 ToM, Kak HacTpouTb Kaspersky Scan Engine B pexxume HTTP, He
ncnonb3ya rpadnyeckuini MHTepgenc.

KoHdurypaumoHHbin chann ana pexmnma HTTP

KoHdmrypaumoHHbi pann ans pexuma HTTP (ganee takxe KOHUrypawmMoHHbIA dpann) npeactaensieT cobon
XML-cban, koTopbIvi onpeaensieT napameTpbl Kaspersky Scan Engine.
KoHdourypaumoHHbin cbann gnsa pexxuma HTTP (Linux)

B nakeTe pacnpocTtpaHenus gns Linux (cm. pasgen "Cogepxumoe nakeTa pacnpocTtpaHenus (Linux)" Ha cTp. 13)
KOHMIypaUMOHHbIN dal pacronoxeH B gupektopumn /etc/kavhttpd.xml.

Mocne yctaHoBkM Kaspersky Scan Engine (cM. pasgen "YcraHoBka ¢ ncnonb3oBaHuem ckpunta (Linux)" Ha cTp.
22), ckonupyinTe dann kavhttpd.xml BxenaTenebHyo A58 Bac AUPEKTOPUIO:

o Ecnu Bbl ckonnpyete kavhttpd.xml B gupektoputo /etc/, Kaspersky Scan Engine aBTomaTniecku
HaQeT ero n NPUMEHNT yKa3aHHbIE B HEM MapameTpbl Nocne nepesarpy3ku Cryxobl.

e Ecnu Bbl ckonupyeTe kavhttpd.xml B ApYryl0o ANPEKTOPUIO, BaM HYXXHO yKasaTb NyTb 0 HEro B
nepemeHHon CONFILE ckpunTa uHuumanmnsauum (cm. pasgen "3anyck Kaspersky Scan Engine ¢
MOMOLLIbIO CKpUMNTa nHMumanusauum (Linux)" Ha cTp. 36), Hanpumep:

CONFILE=/opt/kaspersky/ScanEngine/etc/kavhttpd.xml.

Mocne aToro Hy)XHO Nepesarpy3nTb Cryxoy.

KoHdurypaumvoHHbin chann gnsa pexxuma HTTP (Windows)

B nakete pacnpoctpaHeHusa gna Windows (cMm. pasgen "Cogepxmmoe nakeTa pacnpocTpaHeHus (Linux)" Ha cTp.
13) kKoHUrypaumoHHbIn dann pacnonoxeH no nytm bin\kavhttpd.xml.

MapameTpbl KOHUrypaumoHHoro canna gna pexuma HTTP

BonbLUMHCTBO 3NeMeHTOB KOHUIypaLMOHHOIO darna UMEIT 3Ha4YeHUsI N0 YMOMYaHUIo, KOTOpble UCNONb3YTCS,
€CInuy 3reMeHT He yKa3aH ABHO. He ykasblBanTe B arieMeHTax KOHUrypaumoHHoro damna nycTble 3Ha4eHus, ecnm
BO3MOXHOCTb 3TOro He ykasaHa B AaHHOW AOKYMEHTaLMMK.

ServerSettings

Cnegnyowue anemeHTbl onpegenstoT napameTtpbl Kaspersky Scan Engine:

e MaxIncomingConnectionsNum— mMakcumaneHoe konmyectBo TCP-coeanHeHun mexay Kaspersky
Scan Engine u knMeHTamun. 3Ha4yeHne 3TOro aNieMeHTa AOMMKHO ObITb LienbiM NOoMoXUTENbHBIM YNCTIOM.

Kaspersky Scan Engine moxeT ogHOBpeMeHHO 06paboTaTb KONMYECTBO COeQUHEHWI, YKa3aHHOE B
anemeHTe MaxHTTPSessionsNum (CM. Hxe). OcTanbHble coeauHeHns obpasyoT oyepeab.

3HayeHne no ymonyanuo — 100.
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MaxHTTPSessionsNum— MakcumanbHoe KonmyecTBo ogHoBpemMeHHbix TCP-coeanHeHnnin mexay
Kaspersky Scan Engine v knueHTammn. 3Ha4eHne 3TOro anemMeHTa JOIMKHO ObITb LenbiM NONoXUTENbHbIM
YNCNOM.

3HaueHve no ymonyanuio — 10. Ecnu Bl ykaxkeTe B 3TOM afniemeHTe 0, ByAeT UCMonb30BaHO 3HaYeHUE Mo
yMOM4aHuto.

MaxTCPFileSize — MakCUManbHbIN AonycTUMbI pasmep HTTP-coobLyeHns, KoTopoe KIMEeHT MOoXeT
nocnatb B Kaspersky Scan Engine (B 6anTax). 3Ha4yeHne 3Toro anemMeHTa JOMmMKHO ObiTb LienbiM
MONOXUTENbHbLIM YNCIIOM.

PekomeHayeTcs BbigenaTb no kpanHen mepe 100 Kb gns 3aronoekos coobLyeHus.

3HayeHne no ymonyaHuto — 104857600 (100 MB). Ecnun Bbl ykaxkeTe B 3TOM anemeHTte O, OygeT
MCMOMb30BaHO 3HAYEHME MO YMOSTHAHMIO.

ConnectionString — IP-agpec v nopT unu nytb kK UNIX-cokeTy, KOTOpble NCNOSb3YHTCA KIMEHTaMu
ansa coeanHenusi ¢ Kaspersky Scan Engine. 3HaueHune aToro anemeHTa JOMKHO ObITb CTPOKOM.
O0szaTencHbIA NapamMeTp.

3HayeHne no ymonyaHuio — /tmp/ . kavhttpd BLinuxn 127.0.0.1:9999 B Windows. Yka3sbiBaiTe
IP-agpec 1 nopT B crneaylollem dopmare: ip addr:port.

SessionTimeout — TanMayT Ha cOeQNHEHNE C KITMEHTOM, CKaHMPOBaHWE 1 OTBET (B MUMNMUCEKYHAAX).
3HayeHue 3TOro anemeHTa AOMKHO BbITb LEenbIM NONOXNTENbHBIM YACIIOM.

3Ha4veHnne no ymonyanuio — 1000. Ecnm Bbl ykaxkeTe B 3ToM anemeHTe 0, 6yaeT ncnonb3oBaHO 3HaYeHne
Nno yMorn4yaHuio.

Flags — napameTtpbl nHnumanusaumm Kaspersky Scan Engine. MNapameTpbl onpenenstotcst KomouHaumen
dnaros, pasgeneHHblX BepTuKanbHbIMy Yeptamu ( | ).

3HayeHne 3Toro anemMeHTa JOMKHO ObITb CTPOKOW.
MopnepxmBaemble donaru:
e KAV SHT ENGINE KLAV

BknioyaeT aHTMBMpPYCHBIN ABWKOK KLAV.

Ecnu Bbl ykasanu atoT donar, ykasbiBath donar KAV SHT ENGINE KLAVEMU He 06s3aTesnbHo.
Oemxok KLAV asTomatuyecku BrrtodaeTt amynatop KLAV.

e KAV SHT ENGINE KLAVEMU

BkntovaeT rny6buHHbIN 3BprucTUYecknii aHannsa (amynatop KLAV). Ykaxnte 3T10T conar, ecnm Bbl XOTUTE
MCMNOnb30BaTb 3BPUCTUKY.

e KAV SHT ENGINE WMUF

BkntoyaeT obHapyxeHne BpegoHOCHbIX Be6-aapecos.
e KAV SHT ENGINE APUF

BkntoyaeT obHapyxeHne ULLNHIoBbLIX Be6-aapecos.
e KAV SHT ENGINE KSN

BkntovaeT nposepky penytaumu cannos n seb-agpecos B Kaspersky Security Network (KSN).
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Mpexae Yyem ykasbiBaTb 3TOT (priar, ybeamTech, 4To Balla NULEH3Ws NO3BOMNSET BaM
NCMNOMb30BaThb 3Ty (PYHKUMOHANBHOCTb M YTO Bbl NpounTanu u npuHsnu ycrosusa EULA gna KSN.

e KAV SHT ENGINE STATISTIC MAIL

BkntoyaeT nepepady ctatnctmkm B KSN B onepaumoHHon cucteme Linux.

Mpexae yem ykasbiBaTb 3TOT hnar, yéeamTech, YTO Balla NMLIEH3US NO3BOSISIET BaM
ncnonb3oBaTth 3Ty (PYHKUMOHANBHOCTD.

e KAV SHT ENGINE STATISTIC

BkntovaeT nepepgavy ctatuctukm B KSN B onepaumoHHon cucteme Windows.

Mpexae Yem ykasblBaTb 3TOT doriar, yoeauTech, YTo Balla NULEH3NSA NO3BONSET BaM
NCMonb30BaTh 3Ty (PYHKLUMOHANBHOCTD.

O6patnTe BHMMaHUe, YTO, yKasbiBas donar KAV SHT ENGINE KSN, donar

KAV_SHT ENGINE STATISTIC MAIL unucnar KAV _SHT ENGINE STATISTIC, Bbl
cornawlaeTtechb nepefasaTb AaHHbIE, ONMCaHHbIE B COOTBETCTBYHOLLEM dharine

About data provision*.txt, B"IlabopaToputo Kacnepckoro". [JONonHUTENbHYO
MHpopMaLMIo 0 Nnepenade gaHHbIX B "JlabopaTtoputo Kacnepckoro" Bbl MoxeTe HanTh B pasgene "O
npefocTaBneHnn AaHHbiX (Ha cTp. 67)".

KSNSettings

Cnepylowue aneMmeHThl onpeaensitoT napameTpbl KSN:

e UrlCheckTimeoutMs — TaimayT Ha oxuaaHue oteeta oT KSN npu nposepke penyTaummn se6-aapecos
(B MUnNUcekyHOax). 3HaYeHne aToro aremMeHTa AOMKHO BbiTb LieNbIM MOMOXUTENbHBIM YACTIOM.

3Ha4veHune no ymonyanuw — 20000.

O6paTtnTe BHUMaHWeE, YTO 3TOT ANIEMEHT YCTaHaBNMBAET TalMayT TONMbKO Ha NMPOBEPKM penyTaLumn B
KSN. 3ToT TarimayT He BkrtovaeT B cebs Bpems, HeobxoaMmoe Ans OTNpaBKu 3anpoca, U BpeMs
nony4veHus oteeta or KSN. TarmayTt MoxeT ObiTb npeBbilleH, ecnu KSN onpegenuT, 4To Beb-agpec
onaceH.

e ObjectCheckOnDemandTimeoutMs — TanmayT Ha oxuaaHune otseta oT KSN npu nposepke
penytauun annos (B MUANUCEKYHAAX). 3HaYeHne 3TOro afeMeHTa A0MKHO ObiTh Lienbim
MONOXWUTENbHBLIM YNCIIOM.

3Ha4veHune no ymonyanuio — 10000.
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O6paTtunTe BHMMaHWe, YTO 3TOT ANIEMEHT YCTaHaBNMBaET TanMayT TOMbKO Ha MPOBEPKN penyTaLuu B
KSN. 31oT TarimayT He BkntovaeT B cebs Bpemsi, He0b6XoaMMOoe A1 OTNpaBky 3anpoca, U Bpems
nony4veHus oteeta oT KSN. TarimayTt MoxeT ObiTb npeBbilleH, ecn KSN onpegenut, 4To dhann
onaceH.

CacheSizeKb — Pasmep kewa oteeTtoB oT KSN (B kunobantax). Kaspersky Scan Engine ncnonb3syet
3TOT KeL, YTOObl XpaHUTb MHCpOPMaLMIo O penyTaumMm o6beKTOB, NomyyYeHHyto oT KSN.

3HauyeHue 3Toro arnemMeHTa AOJKHO ObITb LuenbiM NoNoXUTernbHbIM YACIIOM. Ecnu Bbl YKaxeTe B 9TOM
anemeHTe O, KSN He ByaeT ncnonb3oBaTtbcsa. MakcnmanbHoe 4ONYCTUMOE 3Ha4YeHne — 262143,
3HayeHne no ymonyanuio — 30720.

KAVScanningSettings

Cnepylowme aneMeHThbl onpeaensitoT napameTpbl bnbnmnotekn KAV SDK, koTopas siBnsietca YacTtbto Kaspersky
Scan Engine:

ScannersCount — KONMMYeCTBO CKaHUPYHOLLIMX NMPOLECCOB. MakcnmansHoe gonyctumoe 3Ha4vyeHne —
2 56. 3HayeHne 3TOro anemMeHTa JOIMKHO ObITb LieNbIM MONMOXUTENbHEIM YMCIIOM.

3HayeHre Nno ymonyaHuio — 16.

ThreadsCount — KONIMYECTBO OQHOBPEMEHHO PaboTalOLMX CKAHUPYHOLLMX NPOrPaMMHbIX MOTOKOB.
MakcumarnbHoe AoMyCTUMOe 3Ha4YeHne — 256, 3HaYeHne 3Toro arieMeHTa JOSKHO ObiTb LienbiM
MOMOXKUTEMbHBLIM YNCIIOM.

3HayeHre no yMmonyaHuio — 16.

Queuelen - MakcumanbHaga aAnvHa oyepean ckaHMpoBaHUA. 3HayeHne 3Toro arnemMeHTa AOMKHO ObITb
uenbiM NonoXutenbHbIM YACIIOM.

3HaveHune no ymonyaHuwo — 1024,
Flags — pexvm ckaHMpoBaHus.

PexuM ckaHMpoBaHUs onpeaensieTcs komGuHaumnen dnaros, pasgerneHHbIX BepTukanbHbiMy YyepTtamu (|).
3HauyeHne 3TOro aremMeHTa J0MKHO BbiTb CTPOKOW.

MopoepxmBaemble donaru:
e KAV O M PACKED
BkniovaeT ckaHMpoBaHMe ynakoBaHHbLIX MCMNOSHAEMbIX hanoB.
e KAV O M ARCHIVED
BkntovaeT ckaHMpoBaHUE apXUBOB.
e KAV O M MAILBASES
BkntoyaeT ckaHMpoBaHMe NoYToBbIX 6a3.
e KAV O M MAILPLAIN
BkrtoyaeT ckaHMpoBaHWe 3NEKTPOHHOM MOYTHI.
e KAV O M HEURISTIC LEVEL SHALLOW

BkritovaeT aBpucTUYECKUI aHanun3 ¢ ypoBHeM geTanusaumm shallow (Low B rpadmyeckom
UHTEpence).
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e KAV O M HEURISTIC LEVEL MEDIUM

BknoyaeT aBprcTUYECKMIA aHann3 ¢ ypoBHeM geTtanmasauum medium (Medium B rpacpuyeckom
UHTEepdence).

e KAV O M HEURISTIC LEVEL DETATL

BkntouaeT aBpuCTMUHECKUIA aHann3 ¢ YpoBHeM AeTanu3auun detailed (High B rpadmyeckom
UHTEpence).

e KAV O M MSOFFICE MACRO
BkntouaeT obHapyxeHne makpocoB B hannax Microsoft Office.
AnemeHT F1ags MOXeT ObITb NycTbiM. B 3TOM crniyyae ncnonb3yetcst 3HaveHue 0.

3HaueHue no ymonuaHmio — KAV O M PACKED | KAV O M ARCHIVED | KAV O M MATLBASES
KAV O M MAILPLAIN | KAV O M HEURISTIC LEVEL DETAIL.

o Mode — pexvMm fneveHnss 1 yganeHus sapaxeHHbix oobekTtoB. Oba3aTenbHbIi napameTp.
3HadeHne 3Toro arnemeHTa A0MKHO ObiTb CTPOKON.
MopoaepxmBaembie dnaru:
e KAV SKIP

Ecnu Bo Bpems ckaHnpoBaHust obbekTa Kaspersky Scan Engine HangeT yrposy, peknamHyto
nporpammy unu neranbHyl nporpammy, KoTopasi MOXeT ObITb CNOMb30BaHa 3110YMbILLIIEHHUKOM Afs
HaHeceHWsi Bpeaa BalMM AaHHbIM, OH HE NPEANPUMET HUKaKNX AEACTBUN Hafg 3TUM OOBHEKTOM.

Bbl 4OMKHBI yKasaTb 3TO 3HAa4YeHUe, ecrnv Bbl XOTUTE CKaHMPOBaTb OOLEKTLI B OrepaTUBHON NaMsiTu
(cm. pasgen "lMpumep HTTP 3anpoca Ha ckaHMpOoBaHWE YacTu onepaTyMBHON NamMAaTn" Ha cTp. 41).

e KAV DELETE

Ecnun Bo Bpems ckaHnpoBaHus obbekTa Kaspersky Scan Engine Hanget yrposy, peknamHyto
nporpamMmmy Ui neranbHyto NporpaMmMy, KOTopasi MOXeT ObITb UCMONb3oBaHa 3M10YMbILLNIEHHUKOM At
HaHeceHWs1 Bpeaa BaluMM AaHHbIM, OH NonpobyeT yaanuTb 3TOT 00bekT. Ecnun yaanexune
HEeBO3MOXHO, Kaspersky Scan Engine nepengeT k CKaHMPOBaHMIO CriegyoLero oobekTa.

e KAV CLEAN DELETE

Ecnun Bo Bpemsi ckaHnpoBaHusa obbekTa Kaspersky Scan Engine HangeT yrposy, peknamHyo
nporpamMmmy Ui nerasnbHyto NporpaMmmMy, KOTopasi MOXeT ObITb MCNOMb30BaHa 310YMbILLNIEHHUKOM A
HaHeceHWs1 Bpeaa BaluMM aHHbIM, OH NOMNpPoByeT BbINeunTb 3TOT 00bekT. Ecnn nevexune
HeB03MOXHO, Kaspersky Scan Engine nonpobyeT yaanuTtb 06bekT. Ecrin yoaneHue takke
HeBO3MOXHO, Kaspersky Scan Engine nepeifeT kK CKaHMPOBaHMIO crieaytoLLero obbekTa.

e KAV CLEAN SKIP

Ecnu Bo Bpems ckaHnpoBaHust obbekTa Kaspersky Scan Engine HangeT yrposy, peknamHyto
nporpammy unu neranbHyl nporpammy, KoTopasi MOXeT ObITb CNOMb30BaHa 3110YMbILLIIEHHUKOM Afs
HaHeceHWs Bpega BalMM AaHHbIM, OH MONPOo6yeT BblNe4nTb 3TOT 00bEKT. Ecnn nevenne
HeBO3MOXHO, Kaspersky Scan Engine nepeigeT K CkaHMpPOBaHMIO criegytowero oobekra.

3HauyeHue no yMOn4yaHuto — KAV_SKIP.

DirectorySettings

Cnepylowme aneMeHTbl ONpeaenstoT HacTPorKu Ans avpektopui oubnuotekn KAV SDK, koTopas siBnseTcs
yacTeto Kaspersky Scan Engine:
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BasesPath — gupekTopus, B KOTOPOW HaxoauTcs 6a3a gaHHbIX. 3HaUEeHWe 3TOro reMeHTa LOMKHO
ObITb CTPOKOWA.

Obsi3aTenbHbI NapameTp.

O6paTtuTte BHUMaHue, 4YTo ecnu Bbl pabotaeTte B Windows, BaM HYXHO yka3aTb abCOMOTHBLIN NyTb.

TempPath — AMpeKTopusi, B KOTOPOW HaxoasTcs dhaninel, co3gaBaemMble BO BpeMsi pabotbl Kaspersky
Scan Engine. MyTb 0 AMPeEKTOpUM JOMMKEH ObiTb abCOMOTHLIM. 3HaYEeHMe 3TOro AfieMEHTa JOKHO OblTh
CTPOKOW.

O0s3aTenkcHbIA NapamMeTp.

He yoanainTe channbl n3 aton gupekropuu.

LicensePath — OMpeKkTopusi, B KOTOPOWN HaxXoasTcs dhannbl, OTHOCALLMECS K NINLEH3MPOBAHUIO.
3HayeHne 3TOro anemeHTa JOMKHO ObITb CTPOKOW.

KAV SDK uuweT 3T dharnbl B CriegyroLmnx OUPeKTOpUsX:

e B gupektopum, ykazaHHom B LicensePath.

e B gupextopuu, koTopasa cogepxut ncnornHaemsin dann kavhttpd.

e B aupextopun Sservice dir%/ppl (TOMbKO ANS ONepaLmMoHHbIX cucTeM Linux).
O6si3aTenbHbIN NapameTp.

LicensingMode — pexuMm nuueH3MpoBaHnS.

Bo3MOXHble 3Ha4YeHUs:

e 1 — pexum nuueHsnmposaHusa odcnant;

e 2 — PEXUM NULEH3NPOBAHNSA OHNAaWH.

3HayeHne no ymonuaHmio — 1.

ScanningPaths — nyTM 4O OUPEKTOPUN, B KOTOPbIX paspeLleHo ckaHnpoBaHue no TCP-cokeTy, korga
KINMEHT NOCbINaeT 3anpoc Ha CKaHMpPOBaHUe C yaaneHHoro KoMnbloTepa. OTOT NapameTp no3BonseT
NpenoTBpaTUTbL CUTYaLMIO, KOraa yaaneHHbIn KNMEHT NO OWKnOKe 3anpalumMBaeT CkaHMpOBaHWeE BCEN
(halnnoBor CUCTEMBI HA KOMMbIOTEPE, Ha KOTOPOM YCTaHOBIEHO peleHne Kaspersky Scan Engine.

e ScanningPath — nyTb 40 OUPEKTOPUK, B KOTOPOM paspelleHo ckaHnpoBaHue no TCP-cokeTy.
Bo3MOXHble 3Ha4YeHus:
e  AGCOMIOTHBIN NYTb OO ANPEKTOPUM

MosBonseT ckaHupoBaTb hanribl, PpacrnonoXeHHbIE BHYTPU 3TON AMPEKTOPUUN U BCEX ee
NOAANPEKTOPUNA.

[upekTopusa AomkHbI BbiTb pacronoXeHa Ha TOM e KoMnbloTepe, 4To U Kaspersky Scan Engine,
W Ha CMOHTMPOBAHHOM BHELLIHEM KECTKOM AMCKe.

[MyTb OOMKEH HAYMHATBLCA C KOPHEBOW ANPEKTOPUU (DafOBON CUCTEMbI KOMMbIOTEPA, Ha KOTOPOM
yctaHoBneH Kaspersky Scan Engine.
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Cnyx6a kavhttpd gomkHa nmeTb NpaBa Ha YTeHne annoB B 3TON QUPEKTOPUM U BCEX €€
NOAANPEKTOPUSIX.

e AOGContoTHbIN NyTb A0 danna.
[lo3BonsaeT ckaHMpoBaTb onpeaeneHHbIn dansn.

dann gomkeH GbITb PacnonoXeH Ha TOM e koMnbioTepe, 4To U Kaspersky Scan Engine, nnm Ha
CMOHTMPOBAHHOM BHELLHEM XECTKOM OUCKE.

MyTb OOMKeH HaYMHATBLCA C KOPHEBOW AMPEKTOpUM (hannoBON CUCTEMbI KOMMbIOTEPA, HA KOTOPOM
yctaHoBneH Kaspersky Scan Engine.

Cnyx6a kavhttpd gormkHa uMeTb npaea Ha YTeHue aToro channa.
e / (kocas yepTa)

[No3BonsieT ckaHupoBaTh Bce (harnbl annioBon CUCTEMbI.

T0T pexum O0CTyneH TOJNbKO AJ1A onepaunoOHHbIX CUCTEM Linux.

Kaxgoe sHayeHue JOMKHO ObITb yKasaHO BHYTPM OTAENbHOro afeMeHTa <ScanningPath>.

UseHTTPProxy u HTTPProxy

CnepytoLume anemeHTbl ONpeaensioT HacTPOMKKN NpoKeu-cepeepa ans oubnuotekn KAV SDK, koTopas siensieTcs
yacTblo Kaspersky Scan Engine.

B Tekywwen sBepcun oudnuotekn KAV SDK nogaepxuatotcs Tonbko HTTP-npokcu.

e UseHTTPProxy — onpegenseT, ncnonb3yet nu Kaspersky Scan Engine npokcu npu coeamHeHun ¢
WHTEPHETOM. OTOT NapameTp MOXET UMETb 3HaveHne O unm 1.

3Ha4deHure no yMOIn4aHuUw — 0 (ﬂpOKCI/I He I/ICFIOJ'Ib3yeTCf-|). YTo0Obl Ha4YaTb MCMNOMbL30BaTb NMPOKCH,
NOMEHSANTE 3Ha4YeHne Ha 1.

e HTTPProxy — napameTpbl MPOKCHU.

url — agpec NpoKcu-cepeepa. 3HavyeHne ITOoro arieMeHTa A0SMKHO ObiTb CTPOKOM.

Anpec npokcu-cepeepa MoXeT bbiTb IPv4-agpecom, IPv6-agpecom nnm goMeHHbIM nmeHeM. He
ykasbiBanTe npotokon (http:// mnn https://) B 9TOM anemeHTe.

Ecnun anemeHT UseHTTPProxy UMEET 3Ha4yeHne 1, aTOT napameTp ykasbiBaTb 06s3aTensHo.
port — NopT NPOKCU-cepBepa.
3HayeHne no ymonyaHuio — 3128.

user — 3awmgpoBaHHOE NMS Nonb3oBaTens Ans ayreHTudmkaummm. Mima nons3oeatenst AOMKHO
6bITb 3aLIMEPOBAHO C MOMOLLLIO YTUNUTBLI kav encrypt. 3Ha4eHne aTOoro anemMeHTa [OMmKHO BbiTb
CTPOKOW.

Ecnv anemeHT UseHTTPProxy UMEET 3Ha4yeHue 1, aTOT napameTp ykasbiBaTb 06si3aTenbHO.

pass — 3awndpoBaHHbIM Naporb AN ayTeHTudmkaummn. Naponb JormkHO BbITh 3awwmdgpoBaHo ¢
MOMOLLbIO YTUNUTBI kav encrypt. 3Ha4eHne 3TOro anemeHTa [OImKHO BbiTb CTPOKON.
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Ecnv anemeHT UseHTTPProxy MeeT 3Ha4eHne 1, 3TOT napaMeTp ykasbiBaTb 00si3aTerNbHO.

UpdateSettings

CnepytoLime anemeHTbl onpeaensoT napameTpbl obHoBneHus Kaspersky Scan Engine:

DisableBackup — onpefenseT, BKNoYeHa N yHKUMS PE3EPBHOIO KOMMPOBaHWUS aHTUBUPYCHON 6a3bl.
3TOT NapameTp MOXET UMeTb 3HadyeHre 0 umm 1.

Ecnun aToT NnapameTp uMeeT 3Ha4YeHne 1, pe3epBHOE KOMMPOBaHME aHTMBUPYCHOW Ba3bl OTKIOYEHO.
3HayeHne no ymonyanumio — 0.

UpdatePeriodMinutes — MHTEpBan Mexay aBTOMaTUYeCKMN OOHOBNEHMSIMU (B MUHYTaX). 3Ha4YeHue
9TOro 3MeMeHTa [OMKHO BbITb LienbIM NONOXUTENBHBIM YMCIIOM.

MakcnmanbHoe BO3MOXHoe 3HaveHne — 44640,
Ecnun sToT napameTp umeeT 3Ha4YeHne O, aBToMaTU4Yeckne OOHOBMEHUSI OTKIIOYEHDI.
3HaueHne no ymonyaHuio — 0.

UseOnlyCustomSources — onpegenseT, UCNomMb3ytoTCHA M UCTOYHUKM OBHOBMEHNSA MO YMOMYaHMIO.
OTOT NapaMeTp MOXET UMETb 3Ha4eHne O unn 1.

Ecnun aTOT napameTp UMeeT 3Ha4YeHne 1, NCMOMb3yTCs TONbKO AOMNOMHUTENbHLIE UCTOYHUKM
obHoBEeHus.

3HaveHune no ymonyanuio — 0.
UpdateSources — agpeca QOMNONHUTENbHBLIX MCTOYHUKOB OBHOBIEHNS.

e Source — agpec AONOMNHUTENBHOrO NUCTOYHNKA OBHOBNEHMS. 3HAYeHMe STOro afiemMeHTa A4OMKHO
ObITb CTPOKOW.

Kaxabih MICTOYHMK OBHOBNEHNSA OOMKEH ObiTb ykasaH BHYTPU OTAENbHOro afieMeHTa <Source>.

FormatRecognizerSettings

Cnepylowme aneMeHThbl onpeaensitoT napameTpbl KOMNoHeHTa Format Recognizer:

FormatsToSkipScanning — onpegensieT, kakme dopmatbl dpannos peweHne Kaspersky Scan Engine
He JOSKHO CKaHMpoBaThb.

YT06b! BBIKMHOYNTL 3TOT KOMMOHEHT, yaanuTe aneMeHT FormatRecognizerSettings WM octaBbTe
€ro nycTbIM.

CtpykTypa KOHUrypaumoHHoro canna

Hwxe npusegeH npumep KoHUrypaunmoHHoro canna:

<Configuration>

<ServerSettings>
<ConnectionString>/tmp/.kavhttpd</ConnectionString>
<MaxIncomingConnectionsNum>100</MaxIncomingConnectionsNum>
<MaxHTTPSessionsNum>50</MaxHTTPSessionsNum>
<MaxTCPFileSize>100</MaxTCPFileSize>
<SessionTimeout>1000</SessionTimeout>
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<Flags>KAV_SHT ENGINE KSN | KAV SHT ENGINE APUF</Flags>
</ServerSettings>

<KSNSettings>
<UrlCheckTimeoutMs>20000</UrlCheckTimeoutMs>

<ObjectCheckOnDemandTimeoutMs>10000</0bjectCheckOnDemandTimeoutMs>
<CacheSizeKb>30720</CacheSizeKb>
</KSNSettings>

<KAVScanningSettings>
<ScannersCount>16</ScannersCount>
<ThreadsCount>32</ThreadsCount>
<Queuelen>1028</Queuelen>
<Flags>KAV_O M PACKED | KAV O M ARCHIVED | KAV O M MAILBASES |

KAV O M MAILPLAIN | KAV O M HEURISTIC LEVEL DETAIL</Flags>

<Mode>KAV_SKIP</MOde>

</KAVScanningSettings>

<DirectorySettings>
<BasesPath>/home/bases</BasesPath>
<TempPath>/home/temp</TempPath>
<LicensePath>/home/license</LicensePath>
<LicensingMode>1</LicensingMode>
<ScanningPaths>

<ScanningPath></ScanningPath>

</ScanningPaths>

</DirectorySettings>

<UseHTTPProxy>1</UseHTTPProxy>

<HTTPProxy>
<url>myproxy.mycompany.com</url>
<port>3128</port>
<user>proxyuser</user>
<pass>proxypass</pass>
</HTTPProxy>

<UpdateSettings>
<DisableBackup>0</DisableBackup>
<UpdatePeriodMinutes>0</UpdatePeriodMinutes>
<UseOnlyCustomSources>0</UseOnlyCustomSources>
<UpdateSources>

<Source>[update source]</Source>

</UpdateSources>

</UpdateSettings>

<FormatRecognizerSettings>
<FormatsToSkipScanning>
<KAV_FF_ GENERAL TXT/>
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<KAV_FF_GENERAL CSV/>
<KAV_FF_AUDIO WMA/>
</FormatsToSkipScanning>
</FormatRecognizerSettings>

</Configuration>

3anyck Kaspersky Scan Engine B pexume HTTP

OTOT pasgen cogepXvT MHgopmaumio 0 ToM, kak 3anycTuTb Kaspersky Scan Engine B pexxume HTTP.

3anyck Kaspersky Scan Engine ¢ nomMoLibo CKpUnTa MHMLManM3auum
(Linux)

C nomoLLbio CKpUMTa MHMUManuaaumm Bel MOXeTe ynpaBnsTb peweHnem Kaspersky Scan Engine. Ckpunt
HaxoguTcsa B gupekTopun /etc/init.d/kavhttpd naketa pacnpoctpaHeHns (cMm. pasgen "Cogepxumoe
naketa pacnpocTtpaHenus (Linux)" Ha cTp. 13).

ABTomaTtunyeckum 3anyck Kaspersky Scan Engine

» Umobbl Hacmpoums asmomamudeckul 3arnyck Kaspersky Scan Engine ripu cmapme
orniepayUoOHHOU cuCmeMbl:

1. Ecnm Bbl ncnonb3syete Security-Enhanced Linux (SELinux) B npuHyamMtensHoMm (enforcing) pexume,

N3MEHNTE PEXMM:

a. Ortkponte gpann /etc/selinux/config Anga pegakTMpoBaHus.

b. Hanmgute cTpoky, KOTOpasi CoOAEPKUT NepemMeHHyto SETLINUX:
SELINUX=enforcing

c. WN3ameHuTe 3HaueHue nepemeHHon SELINUX Ha permissive unm disabled, Hanpumep:
SELINUX=permissive

d. CoxpaHuTte 1 3akponte gpann /etc/selinux/config.

2. CKOMMpYITe CKPUMT MHULManNU3aLmum B AMPEKTOPMIO, B KOTOPOM XPaHATCSA CKPUNTLI MHULMANM3aLui.
PacnornoxeHue 3Ton AMPEKTOPUM 3aBUCUT OT OMepaLIMOHHON CUCTEMbI, KOTOPYIO Bbl MCTOMNb3yeTe, HO
00bIYHO 3TO /etc/init.d.

3. [Mpu HeoGxoaMMOCTY OTpeaaKTUPYATE CKPUNT MHALMaNU3aLmi.

4. [o6aebTe cnyxby kavhttpd B CNMCOK CNyx6, KOTOpble 3arpyatTcs aBToMaTUYeCcKn Npu ctapTe
onepaunoHHon cuctemsbl. To, kak Bbl MOXETe 3TO CAENaTb, 3aBUCUT OT ONepaLMOHHON CUCTEMbI, KOTOPYHO
Bbl UCMOSb3yeTe.
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5. Y6egutech, 4yTo cnyxba kavhttpd Bbina ycnewHo gobaBneHa B CIMCOK CNy»0, KOTopble 3arpyXarTcs
aBTOMaTU4ecKn Npu cTapTe onepaumoHHON cucTembl. To, Kak Bbl MOXETE 3TO cAenaTb, 3aBUCUT OT
OnepaLnoHHON CUCTEMBI, KOTOPYIO Bbl UCMOMb3YyETeE.

6. MepesanycTuTe onepawLnoHHY CUCTEMY, YTODbI M3MEHEHUS BCTYMUNN B CUIY.

3anyck Kaspersky Scan Engine

YUrtobbl 3anyctuTb Kaspersky Scan Engine, BbI30BMTE CKPUNT MHULMaNM3aumm ¢ napameTpom start, Kak
NoKasaHO HUXE:

/etc/init.d/kavhttpd start
Starting kavhttpd: [ OK ]
OcTtaHoBka Kaspersky Scan Engine

YTo0bbl OCTAHOBUTL Kaspersky Scan Engine, BbI30OBUTE CKPUNT MHMLMaNnU3auum ¢ napameTpom s top, Kak
NOKa3aHO HMXe:

/etc/init.d/kavhttpd stop
Stopping kavhttpd: [ OK ]

Mepe3anyck Kaspersky Scan Engine

UTtobbl nepesanyctuTtb Kaspersky Scan Engine, BbI3oBUTE CKPUNT MHMLMAanNn3aumm ¢ napaMmeTpom restart, kak
MoKasaHo HUXeE:

/etc/init.d/kavhttpd restart
Stopping kavhttpd: [ OK ]
Starting kavhttpd: [ OK ]

Mepes3arpy3ka aHTMBMpPYCHOW 6a3bl

UT06bI Nepesarpy3nTb aHTMBUPYCHYIO 6a3y, BbI3OBUTE CKPUMT MHULMANM3aumm ¢ napameTpom reloaddb Kak
NOKa3aHo HUXeE:

/etc/init.d/kavhttpd reloaddb
Reload databases kavhttpd: [ OK ]
OOGHOBNEeHMe aHTMBMPYCHOM 6as3bl

YTo0bl O6HOBUTL aHTUBMPYCHYIO ©a3y, BbI3OBUTE CKPUMT MHMLMaNM3auumn ¢ napameTpom updatedb, Kak
MoKasaHo HUXe:

/etc/init.d/kavhttpd updatedb
Update databases kavhttpd: [ OK ]
Mony4yeHue ctatyca Kaspersky Scan Engine

YTto6bl nonyunTb crtatyc Kaspersky Scan Engine, BbI30OBUTE CKPpUNT MHULMANM3aumm ¢ napaMmeTpoMm status, Kak
NoKas3aHO HUXE:

/etc/init.d/kavhttpd status
kavhttpd (pid 12892) is running...
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3anyck Kaspersky Scan Engine B kayecTBe cnyxobl (\Windows)

Mocne yctaHoBkM Kaspersky Scan Engine aBTomatnyeckn perMcTpmMpyeTcsi B onepaLmMoHHON CUcTeMe Kak crnyxba
Windows. Bbl MOXeTe 3anyCTuUTb ee N3 KOMaHOHOW CTPOKW, UCMOMb3Ys CReayoLyio KOMaHay:

net start "Kaspersky ScankEngine"

CoBeplieHue 3anpocoB B pexxume HTTP

OT0T pasgen coaepXnT nHdopmaLuio 0 TOM, Kak coBepLuaTh 3anpockl B pexume HTTP ¢ ncnonbsosaHnem
npotokona KAV Bsepcuu 3.

Popmat POST-3anpoca Ha ckaHMpoBaHue

POST-3anpocbl Ha ckaHnpoBaHue obbekTa MMELDT crepyownin opmar:

* 3aroJIOBKM 3ampoca *

* Tejio 3amnpoca *

{

30ech:

"timeout": S$TAVMAYTS,
"omitCleanSubobjectResults": S$IPOIYCKATH JII UMCTHE I[IOJOBBEKTHS,
"url": "$BEB-AIIPECS%",

"requestHeaders": "%3AT'OJIOBKM MCXOIHOI'O 3AIIPOCAS",
"responseHeaders": "$3ATOJIOBKM MCXOIHOT'O OTBETAS",
"object": "$OBBEKT%"

timeout — TanMayT Ha cKaHMpoBaHME 0ObeKTa (B MUNNNCEKYHAAX). OTO Nnose He sBnseTcs
obsizaTensHbIM.

omitCleanSubobjectResults — nepemMeHHas NornM4ecKkoro Tuna, kotopas onpegenset, OyayTt nm
BKITHOYEHbI B MacemB subObjectsScanResults BNOXEHHblE NOAOOBEKTLI C pe3yrbTaToM
CckaHupoBaHua CLEAN. Ecrimy omitCleanSubobjectResul ts ykazaHo 3Ha4eHne true, Takme
nogobbekTbl He ByayT BKMOYeHbl B MaccmB. Ecnin ykasaHo 3HayeHne false, To Takme NnogoobekThl
BKJIOYAIOTCS B MaccuB. OTO Norie He sSBnsieTcs 06s13aTerbHbIM.

url — Be6-ap,pec, KOTOprIZ 6y,u,eT MCNOJ1b30BaH KakK KOHTEKCT AJ14 3anpoca Ha CKaHpOBaHUE. 310 none
He aBnsieTcs oba3aTenbHbIM.

requestHeaders — 3aronoekn HTTP-3anpoca, nssneyeHHble u3 HTTP-Tpadumka. YkasbiBante 310 none
ONsi YyBENMYEHMS1 TOMHOCTM CKaHMPOBaHWS 0OBbEKTOB. DTO Mose He ABMsSieTCsl 00A3aTenbHbIM.

responseHeaders — 3aronoskn HTTP-oTtBeTa, nseneyeHHsle n3 HTTP-Tpadumka. YkasbiBanTe 370 none
ONsl yBENMYEHMS TOYHOCTM CKaHMPOBAHMSA OOBEKTOB. DTO MOSE He ABMSETCS 00A3aTeNbHbIM.
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e Object — abcontoTHbIN NyTb A0 dhalna, KOTOPbIA HY>XHO NPOCKAHMPOBATb (€CNK 3anpoc NOCHaH K
/api/v3.0/scanfile)wunu ctpoka, 3aKkogMpoBaHHas no anroputmy Base64 (ecnv 3anpoc nocnax k
/api/v3.0/scanmemory). OTO Nnone sBnseTcs obs3aTenbHbIM AN 3anofHEHNS.

CneumanbeHble CMMBOIbI B TeNe 3anpoca A0MKHbI ObiTb 9KpaHMPOBaHHbI kak ykasaHo B Standard ECMA-404 (The
JSON Interchange Syntax): https://www.ecma-international.org/publications/standards/Ecma-404.htm.

Popmart oTBeTa Ha POST-3anpoc Ha ckaHupoBaHue

Ecnn POST-3anpoc 6bin ycnelwHo obpaboTtaH, Teno oreeta 6yaet cogepxatb JSSON-00BeKT co cnegyrowmmm
nonsMu:

{

"object": "$OBLEKTS%",

"scanResult": "$SPE3VIILTAT CKAHVMPOBAHUAS",
"detectionName": "$OBHAPYXEHHHI OBBEKTS",
"containsOfficeMacro": "$OBHAPYXEH JIM MAKPOCS%",

"subObjectsScanResults": [
{

"object": "SIOIOEBEKTS",
"scanResult": "$PE3VJILTAT CKAHMPOBAHMA TIOJOBBEKTAS",
"detectionName": "$OBHAPYXEHHH/ OBBEKTS",
"containsOfficeMacro": "$SOBHAPYXEH JIM MAKPOCS"

}I

{
"object": "SIONOBBEKTS",
"scanResult": "$SPE3VJIETAT CKAHMPOBAHMA TOIOBBEKTAS",
"detectionName": "$OBHAPYXEHHHN OBBEKTTS",
"containsOfficeMacro": "$SOBHAPYXEH JIM1 MAKPOCS"

30ech:

e object — abcontoTHbIN NyTb 4O NPOCKaHNPOBaHHOIO darna (ecny 3anpoc Obin nocnaH K
/api/v3.0/scanfile)wnnm crtpoka "memory" (ecnm 3anpoc Obin nocnax K
/api/v3.0/scanmemory)..

. scanResult — pesynbTarta CKaHNPOBaHUSA. OH MOXeT UMeTb cnegywline sHavyeHua:
e CLEAN
e DETECT
e DISINFECTED
e DELETED
e NON SCANNED

e SERVER ERROR
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e detectionName — kaTeropusa obHapyxeHHoOro obbekTa B knaccudmkaumm "Jlabopatopum Kacnepckoro".

e containsOfficeMacro — nepeMeHHas NorMyeckoro Tuna, Kotopas UMeeT 3HayeHne true, ecrim B
NPOCKaHMPOBAaHHOM 0b6bekTe Obly1 06HapYkeH Makpoc, n false B MPOTUBOMOSIOXKHOM Cry4ae.

e subObjectsScanResults — MaccuB, COCTOSALLUIA U3 PE3YNbTaTOB CKAHUPOBaHWS NOAOOBHEKTOB,
BMOXEHHbIX B MPOCKaHNPOBAaHHbIA OOBbEKT. JTO NONie 1 BCe BIOXEHHbIE B HEro nonsi dyayt gobasrneHsl B
OTBET, TONMbKO €CI NPOCKaHNPOBAaHHbLIA 06BHEKT BKITHOYAET BIOXEHHbIE NOA0OBHEKTI.

e subObjectsScanResults/object — nyTb A0 BNOXEHHOrO nogobbekta. ObpaTtute BHUMaHME,
YTO NMyTb K NOAOOBLEKTY OTAENEH OT MYTW K POAUTENBCKOMY OOBLEKTY ABYMS KOCbIMU YepTamu (/ /),
Hanpumep:

/home/user/archive.tar//folder/subobject
e subObjectsScanResults/scanResult —pe3ynbTaT CKAHUPOBAHMUS BITOXEHHOro nogobbekTa.

e subObjectsScanResults/detectionName — kaTteropms obHapy>keHHOro obbekTa B
knaccudunkaumm "abopatopumn Kacnepckoro".

e subObjectsScanResults/containsOfficeMacro — nepemMeHHasi NorM4yeckoro Tuna,
KOTOpasi UMeeT 3HadyeHne t rue, ecrnm B NPOCKaHNPOBaHHOM NogobbekTe Obin 06HapyXeH Makpoc, n
false B NPOTMBOMOMOXHOM Criy4yae.

Ecnn POST-3anpoc 6bin o6paboTtaH ¢ owmnokon, Teno oreeTa byaet cogepxatb JSON-00bEKT ¢ eANHCTBEHHBIM
nonem error:

{
"error": "SCOOBUEHVE OB OIMBKES"

34ecb none error COOAEPXUT onMcaHmne OWnBKKM, KoTopasi NPoM3oLLia Bo Bpemsa 06paboTku 3anpoca.

NMpumep HTTP-3anpoca Ha ckaHUpoBaHue fioKanbHoro canna

Hwxe npuseneH npumep HTTP-3anpoca Ha ckaHMpoBaHWe nokanbHoro ganna:

POST /api/v3.0/scanfile HTTP/1.0
Content-Type: application/octet-stream
Content-Length: 22

"timeout": "10000",
"object": "\/home\/user\/eicar"

Bbl MOXeTe HanTu onncanmne Bcex nonen HTTP-3anpoca Ha ckaHnpoBaHue B pasgene "®opmat POST-3anpoca Ha
ckaHupoBaHue (Ha cTp. 38)".

Ucnonb3osaHue Kaspersky Scan Engine e pexxume HTTP
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Hwxe npueeseH npyMep OTBETa Ha 3anpoc:

HTTP/1.0 200 OK

Connection: close

Content-Type: text/plain

Server: KAVHTTPD/1.0
X-KAV-ProtocolVersion: 3

Date: Wed, 30 Jan 2019 15:46:29 GMT
Content-Length: 75

"object": "\/home\/user\/eicar",

"scanResult": "DETECT",

"detectionName": "EICAR-Test-File"
}

Bbl MoXeTe HanTu onncaHune Bcex nonent HTTP-oTBeTa B pa3gerne "®opmat otBeTa Ha POST-3anpoc Ha
CkaHnpoBaHue (Ha cTtp. 39)".

NMpumep HTTP-3anpoca Ha ckaHUpoBaHMe 4YaCcTU onepaTUBHOMN NaMATH

Hwxe npuBeneH npumep HTTP-3anpoca Ha ckaHupoBaHne o6bekTa B onepaTMBHON NamATy:

POST /api/v3.0/scanmemory HTTP/1.0
Content-Type: application/octet-stream
Content-Length: 105

"timeout": "10000",

"object":
"WDVPIVAIQEFQWzZRCUFPYNTQoUF4pNONDKTA9JEVJIQOFSLVNUQUSEQVJELUFOVE1IWSVJVUy 1UR
VNULUZJTEUhJEgrSCo="

}

Bbl MOXeTe HanTu onncanne Bcex nonen HTTP-3anpoca Ha ckaHnpoBaHue B pasgerne "®opmaTt POST-3anpoca Ha
cKkaHupoBaHue (Ha cTp. 38)".
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Huxe npueeneH npnuMep oTeeTa Ha 3anpoc:

HTTP/1.0 200 OK

Connection: close

Content-Type: text/plain

Server: KAVHTTPD/1.0
X-KAV-ProtocolVersion: 3

Date: Wed, 30 Jan 2019 16:08:12 GMT
Content-Length: 72

"object": "memory",

"scanResult": "DETECT",

"detectionName": "EICAR-Test-File"
}

Bbl MoXeTe HanTu onncaHune Bcex nonent HTTP-oTBeTa B pa3gerne "®opmat otBeTa Ha POST-3anpoc Ha
CkaHnpoBaHue (Ha cTtp. 39)".

NMpumep HTTP-3anpoca Ha npoBepKy Beb6-agpeca

Hwxe npueegeH npumep HTTP-3anpoca Ha npoBepky BeG-agpeca:

POST /api/v3.0/checkurl HTTP/1.0
Content-Type: application/octet-stream
Content-Length: 50

"timeout": "10000",
"url": "http:\/\/bug.gainfo.ru\/TesT\/Aphish w"
}

Hwxe npuseaeH npuMep OTBETa Ha 3anpoc:

HTTP/1.0 200 OK

Connection: close

Content-Type: text/plain

Server: KAVHTTPD/1.0
X-KAV-ProtocolVersion: 3

Date: Wed, 30 Jan 2019 16:15:44 GMT
Content-Length: 104

"url": "http:\/\/bug.gainfo.ru\/TesT\/Aphish w",
"scanResult": "DETECT",
"detectionName": "PHISHING URL"

30ech:

e url — npoBepeHHLIN BeG-agpec.
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e scanResult — pesynbTaT ckaHNPOBaHWs Beb-agpeca. PesynbTaT CkaHMPOBaHNUA MOXET UMETb
criegytoLme 3Ha4YeHus:

e CLEAN

e DETECT

e DISINFECTED
e DELETED

e NON_ SCANNED
e SERVER ERROR

o detectionName — kaTeropus obHapyxeHHOro oobekTa B knaccudmkaumm "Jlabopatopum Kacnepckoro”.
KaTteropns MoxeT nmeTb crnegyolimne 3Ha4yeHus:

e PHISHING URL
e MALICIOUS URL
e ADWARE URL

e RISKWARE URL

NMpumep HTTP-3anpoca Ha nony4yeHne Aatbl BbiNyCKa TEeKyLLen
aHTUBUpPYCHOM 6a3bl

3anpoc Ha nony4yeHve AaTbl BbiNycka TeKyLLen aHTUBUPYCHOM 6a3bl 06bIMHO NocbinaeTcs, YToobl yoeanTbes, YTo
6a3a ycnelwHo obHoBMMach 4O NOCreqHen BEPCUN.

Hwxe npueeneH npumep HTTP-3anpoca Ha nonydeHne aatbl BbiMycka TEKYLLEA aHTUBMPYCHOW 6a3bl:
GET /api/v3.0/basesdate HTTP/1.0
Huxe npvBedeH npumMep oTBeTa Ha 3anpoc:

HTTP/1.0 200 OK

Connection: close

Content-Type: text/plain

Server: KAVHTTPD/1.0
X-KAV-ProtocolVersion: 3

Date: Wed, 30 Jan 2019 19:03:18 GMT
Content-Length: 50

"databaseVersion": "30.01.2019 18:38 GMT"
}

[ara ykasaHa B cnegytolem copmare: I . MM, I'TTT gy :mm GMT.
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NMpumep HTTP-3anpoca Ha nony4yeHne Tekywen Bepcun Kaspersky
Scan Engine

Hwxe npueegeH npumep HTTP-3anpoca Ha nonydeHune Bepcun onbnmotekn KAV SDK, Ha koTopon ocHoBaHa
Tekywas Bepcus Kaspersky Scan Engine:

GET /api/v3.0/version HTTP/1.0

Hwxe npvBedeH npumep oTBeTa Ha 3anpoc:

HTTP/1.0 200 OK

Connection: close

Content-Type: text/plain

Server: KAVHTTPD/1.0
X-KAV-ProtocolVersion: 3

Date: Wed, 30 Jan 2019 19:05:51 GMT
Content-Length: 36

"KAVSDKVersion": "8.8.2.58"
}

Bepcus KAV SDK ykazaHa B criegytouiem copmarte:
MaxopHasaBepcua.MuHopHaaBepcua . HoMepCOoOpkM . PeBr3mA.

NMpumep HTTP-3anpoca Ha nony4yeHne NUUeH3NOHHOU UHcopmMaLmn

Hwxe npuseaeH npumep HTTP-3anpoca Ha nonyyeHue nuueH3noHHoW nHdopMaumm:

GET /api/v3.0/licenseinfo HTTP/1.0

Huxe npuBeaeH npmnmvep oTBeTa, KOTOprI?I 6yp,eT BO3BpalleH, eCli Bbl UCMNOJb3yeTe PEXUM NNLIEH3NPOBaHNA

odcbnaiH:

HTTP/1.0 200 OK

Connection: close

Content-Type: text/plain

Server: KAVHTTPD/1.0
X-KAV-ProtocolVersion: 3

Date: Wed, 30 Jan 2019 19:04:30 GMT
Content-Length: 81

"licenseName": "EXAMPLE.key",
"licenseExpirationDate": "05.12.2020"

e licenseName — MMA UCMONb3yemMoro ¢harna knova.

e licenseExpirationDate — gaTta, 4O KOTOPOW AEUCTBUTENEH NCNoNb3yeMbln dann knoda. [lata
ykasaHa B criegyowiem dopmare: 1. MM. I'TTT.
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Hwxe npvBeaeH npumMep OTBETA, KOTOPLI OyaeT Bo3BpaLLeH, ECIM Bbl UCNOSb3YeTe PEXUM NTMLEH3MPOBAHMS
OHJIaNH.

HTTP/1.0 200 OK

Date: Mon, 10 February 2014 12:25:21 GMT
Server: KAVHTTPD/1.0

Content-Length: 185

Connection: close

Content-Type: text/plain

"activationCode": "EXMPL—*****_x**¥x_72345",
"licenseExpirationDate": "05.12.2020",
"ticketExpired": "The license ticket has expired. Computer must be

connected to the Internet to update the license ticket."

}
30ech:
e activationCode —uncnonb3yemMblil Kog akTMBaLun.

e licenseExpirationDate — gaTta, 4O KOTOPOW OEUCTBUTENEH UCNONb3yeMbl Ko akTuBauuun. [ata
ykasaHa B cnegyrowem cdopmate: 1. MM. T'T'TT.

o ticketExpired - coobweHune, koTopoe ByaeT BKIOYEHO B OTBET, €CIN UCTEK CPOK AENCTBMISA
NULUEH3NOHHOro bunerta.

NMpumep HTTP-3anpoca Ha nony4yeHne o0606LLEHHOU CTaTUCTUKN

Hwxe npueeaeH npumep HTTP-3anpoca Ha nonyvyeHne o600LEHHON CTaTUCTUKK:

GET /api/v3.0/getstatistics HTTP/1.0

Ucnonb3osaHue Kaspersky Scan Engine e pexxume HTTP

45



kaspersky

Hwxe npueeseH npyMep OTBETa Ha 3anpoc:

HTTP/1.0 200 OK

Connection: close

Content-Type: text/plain

Server: KAVHTTPD/1.0
X-KAV-ProtocolVersion: 3

Date: Wed, 30 Jan 2019 19:07:54 GMT
Content-Length: 314

"statistics": {
"total requests": 3,
"infected requests": 3,
"protected requests": 3,
"error requests": O,
"engine errors": 0,

"processed data": 204,
"infected data": 204,
"processed urls": 1,
"infected urls": 1

}
OObekT statistics comepXxuT cnegyroLmne nons:
e total requests — KOMMYECTBO 3anNpOCOB Ha NpoBepky dhaiinos, 6rokos RAM v Be6-agpecos.

e infected requests — KONMMYECTBO 3anNpoOCOB, Ha KOTopble pelieHne Kaspersky Scan Engine BepHyrno
pesynbTatbl DETECT, DISINFECTED nnn DELETED.

e protected requests — KONMMYECTBO 3aMpOCOB, Ha KOTOpble pelleHne Kaspersky Scan Engine
BepHyno pe3dynbtatbl DISINFECTED or DELETED.

e error requests — KONUYECTBO 3aMpoCcoB, Ha KOTopble pelleHne Kaspersky Scan Engine BepHyno
pesynbtar NOT SCANNED (owubka CKaHMpOBaHWs CBA3aHa CO CKaHMPyeMbIM 06BEKTOM).

e engine errors — KOMMYECTBO 3anpocoB, Ha KoTopkle peweHne Kaspersky Scan Engine BepHyrno
pesynbTar SERVER ERROR (oWwMbKa CKaHMpOBaHNA HE CBSA3aHa CO CKaHMPYeMblM OOLEKTOM).

e processed data — pa3mep BCeX MPOCKaHNPOBaHHbIX (hainos B bGanTax.

e infected data — pa3mep Bcex OaHHbIX, OTNpaBneHHbix B HTTP-3anpocax, Ha KoTopble peLleHne
Kaspersky Scan Engine BepHyno pesynbtatel DETECT, DISINFECTED unM DELETED.

e processed urls — KONMMYECTBO NPOBEPEHHbIX BEG-aapecos.

e infected urls — KkonnyecTso BebG-aapecos, pacrno3HaHHbIX pelleHnem Kaspersky Scan Engine kak
MALICIOUS URL, PHISHING URL, ADWARE URL unmM RISKWARE URL.
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NMpumep HTTP-3anpoca Ha yaaneHne o606LWEeHHON CTaTUCTUKN

Hwxe npuBeneH npumep HTTP-3anpoca Ha yaaneHue o600LWEeHHON CTaTUCTUKN:

POST /api/v3.0/clearstatistics HTTP/1.0
Content-Type: application/octet-stream
Content-Length: 2

{}

Huxe npunBeaeH npnmep oTeeTa Ha 3anpoc:

HTTP/1.0 200 OK

Connection: close

Content-Type: text/plain

Server: KAVHTTPD/1.0
X-KAV-ProtocolVersion: 3

Date: Wed, 30 Jan 2019 19:09:27 GMT
Content-Length: 27

"error": "CLEARED"

NMpumep HTTP-3anpoca Ha o6HOBMNEeHNe aHTUBUPYCHOMN Ga3bl

OTOT 3anpoc MOXeT BbITb BbINOMHEH, Tonbko ecnn HTTP-knneHT n Kaspersky Scan Engine yctaHoBneHb! Ha
OOHOM KomnbloTepe. Ecnu Bbl NoLuneTe 3TOT 3anpoc Ha Apyron komnbtoTep, Kaspersky Scan Engine BepHeT
ownbky 405 Method Not Allowed.

Hwxe npueeneH npumep HTTP-3anpoca Ha 06HOBREHNE aHTUBUPYCHOW 0a3bl:

POST /api/v3.0/update/start HTTP/1.0
Content-Type: application/octet-stream
Content-Length: 2

{1}
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Hwxe npueeaeH npyMep oTBeTa, KOTOPLIN GyaeT Bo3BpaLLEeH B Cry4ae, ecrniv 0GHOBIIEHWE Hayanoch YCreLHo:

HTTP/1.0 200 OK

Connection: close

Content-Type: text/plain

Server: KAVHTTPD/1.0
X-KAV-ProtocolVersion: 3

Date: Wed, 30 Jan 2019 18:05:44 GMT
Content-Length: 26

"status": "update started"

}

Hwxxe npvBeneH npuMep oTBeTa, KOTOpbI GyaeT Bo3BpallleH B criydyae, ecnv 3anpoc 6bin nocnaH, koraa
0BHOBIEHNE YXKe Hayanoch:

HTTP/1.0 200 OK

Connection: close

Content-Type: text/plain

Server: KAVHTTPD/1.0
X-KAV-ProtocolVersion: 3

Date: Wed, 30 Jan 2019 18:05:44 GMT
Content-Length: 35

"status": "update already launched"

}

Hwxe nprBeaeH npumep OTBETA, KOTOPbIM ByAeT BO3BpaLLEH B cnydae, ecnv BO BpeMs 3anycka 0OHOBNEHNSA
npou3soLuna owmodka:

HTTP/1.0 200 OK

Connection: close

Content-Type: text/plain

Server: KAVHTTPD/1.0
X-KAV-ProtocolVersion: 3

Date: Wed, 30 Jan 2019 18:05:44 GMT
Content-Length: 40

"status": "error while launching update"
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NMpumep HTTP-3anpoca Ha nony4yeHne ctatyca o6HOBIEHUS
aHTUBUpPYCHOM 6a3bl

OTOT 3anpoc MOXET ObITb BbINOMHEH, Tonbko ecrnv HTTP-knneHT n Kaspersky Scan Engine yctaHoBNeHbI Ha
oOHOM KomnbloTepe. Ecnn Bbl noLuneTe 3TOT 3anpoc Ha Apyron komnbtotep, Kaspersky Scan Engine BepHeT
owmnbrky 405 Method Not Allowed.

Hwxe npueeaeH npumep HTTP-3anpoca Ha nonyyYeHue ctatyca 0OHOBNEHWsI aHTMBUPYCHOW 6as3bl:
GET /api/v3.0/update/status HTTP/1.0
Hwxe npvBeaeH npumMep OTBETa Ha 3anpoc:

HTTP/1.0 200 OK

Connection: close

Content-Type: text/plain

Server: KAVHTTPD/1.0
X-KAV-ProtocolVersion: 3

Date: Wed, 30 Jan 2019 18:05:44 GMT
Content-Length: 116

{

"status": "not started",
"last update result": "success",
"last update time": "21:03:53 30.01.2019"
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Ucnonb3oBaHue Kaspersky Scan
Engine B pexume ICAP

B atom pasgene onucaHa pabota Kaspersky Scan Engine B pexume ICAP.

Kaspersky Scan Engine B pexume ICAP

Mpotokon ICAP (Internet Content Adaptation Protocol) ncnonb3syetcs Ans KOMMyHUKaLUMA MeXOy
npoKcu-cepeepamm 1 noctaswmkamm yenyr. B pexxume ICAP pelenne Kaspersky Scan Engine B3anmogencteyet
C NpOoKCK-cepBepamm, coBMmecTumMmbiMn ¢ npoTtokoriom ICAP. Kaspersky Scan Engine ckaHupyet HTTP-Tpaduk,
KOTOpPbIN NPOXOANT Yepes NPOKCU-cepBep, a Takke Beb-agpeca, 3anpalimMBaemMble Nonb30BaTeNsaMu.

Mpu 3anycke B pexxume ICAP pelwenne Kaspersky Scan Engine coctont 13 cnyx6bl kavicapd, KOHGMIypaLmMoHHbIX
dainos 1 GubnmnoTexk.
KnroueBble ¢yHKUUN:

e BebG-cdunbTpauus

Kaspersky Scan Engine no3BonsieT ckaHupoBaTb Beb-agpeca, KoTopble 3anpalumBaeT nonb3oBaTesb
yepes NpoKcu-cepBep. ATa PyHKUMS OCTyNHa Kak ans pexuma REQMOD (nposepstoTcs 06bekThbl,
nepegaBaemble OT MONb30BaTENSA Yepes3 NPOKCU-cepeep), Tak u Ansa pexvma RESPMOD (nposepstoTcs
00bekThI, NepeaBaemble NoOMb30BATEN C NPOKCU-CepBepa).

e CkaHupoBaHue HTTP-Tpadmka

Kaspersky Scan Engine no3sonsieT ckaHnpoBaTb BXOAALWMI U ucxogawmn HTTP-Tpadmk, KoTopbIn
npoxoanT Yepes NpoKcu-cepeep. ATa PyHKUMA AocTynHa kak ans pexmma REQMOD (nposepsitoTcs
06bekThl, NepegaBaemMble OT NONb30BaTENSA Yepes NPoKcu-cepeep), Tak u ansd pexuma RESPMOD

(npoBepstoTca 06bEKTLI, NepeaaBaeMble NoNb3oBaTesto ¢ NPOKCU-cepeepa).

MopaepkmBaeTcsa CkaHNPOBaHNE COCTaBHbIX 0OBHLEKTOB (06BEKTOB, BKIIHOYAOLWNX B 0 HECKOMLKO
(hannos).

o [logpepxka koga coctosHua npotokona HTTP 204 No Content

Cnyx6a kavicapd MoXeT ObITb HaCTpOeHa Ha BO3BpaT TaAKOro Koga COCTOSIHUS, €CNN COObLLEHME,
nocnaHHoe KIIMEHTOM, He TpebyeT Moaudmkaumm.

e YnpaBneHue noBegeHnem cryobl kavicapd ¢ NOMOLLbI HACTPONKN NpaBui CryXobl.
o PeXuM CkaHMpPOBaHWSA MO YacTsAM

Pexum no3sonseT ckaHnpoBaTb daiisibl LLENMKOM M NockinaTth UX Nonb30BaTento no 6rokaM 40 OKOHYaHUS
CkaHMpoBaHuA. 3Ta yHKUUsA Heobxoanma, 4Tobbl Gpay3ep Nonb3oBaTens He NpepbiBan COeaMHEHNE C
NMPOKCU-CEPBEPOM MOCIIE UCTEYEHNSA TanmayTa.

Bbl MmoxeTe ncnonb3oBatb aTy oyHKUmio B Kaspersky Scan Engine, HaunHaa ¢ sBepcun 1.0.1.51.

e  OuUnbTpauMs 0GLEKTOB C MOMOLLBI0 PEXVMa NpeaBapuTenbsHON NPoBEpPKY

B atom pexume ICAP-knmeHT nocbinaet 3anpoc ICAP-nnarvHy, a ICAP-nnarvH BbINOMHAET
npeaBapuTenbHy0 NPOBePKy 06beKTa C NOMOLLbIO NPaBu UCKMOYEeHNA. Takme 3anpochl NO3BONAOT He

Ucnonb3osaHue Kaspersky Scan Engine e pexume ICAP

50



kaspersky

CKaHupoBaTtb Te 00OBbEKTHI, KOTOpble 3aBeOMO He ABNAKTCA BpeOOHOCHbIMW.

Bbl MmoxeTe ncnonb3oBatb aTy oyHKUM0 B Kaspersky Scan Engine, HaunHas ¢ Bepcumn 1.0.1.51.

Hactpounka Kaspersky Scan EngineB pexume ICAP

B aTom pasgene onuncaHo, kak HacTpouTb Kaspersky Scan Engine B pexume ICAP Bpy4Hyto 6€3 ncnonb3oBaHus
rpacmyeckoro nHtepderica Kaspersky Scan Engine.

KoHdurypaumoHHbin hann pexxuma ICAP

KoHdomrypaumoHHbin pann pexuma ICAP kavicapd.xml COCTOMUT U3 HECKOSbKUX CEKUNI, B KOTOPbIX
nepeyvmcrneHbl OCHOBHbIE HACTpOKKn criyobl kavicapd n KAV SDK.

MoarotoBka KoHdUrypaumoHHoro canna pexxuma ICAP nocne ycraHoBku Kaspersky Scan Engine
BPY4HYIO

Ecnu Bl yctaHoBunn Kaspersky Scan Engine Bpy4Hyto, Bam Hy>XHO CKONMPOBaTb KOHMIypaunoHHbIA dhann Tyaa,
rae cnyxba kavicapd cmoxeT ero HanTu. 1o ymonyaHuio KOHMIypaumMoHHbIN hanin HaXxoanTCs B AMPEKTOPUN

$distr kit%/etc/.
Mocne ycTaHOBKM NpoAYyKTa ckonupyiTe kavicapd. xml B OAHY M3 OANPEKTOPUIA MO BalleMy YCMOTPEHUIO:

e [upektopus /etc/. Ecrm Bbl kKonupyete kavicapd. xml B 3Ty aupektoputo, Kaspersky Scan Engine
HaxoguT u obpabaTtkiBaeT ain aBToMaTUHECKM.

o [pyrasa gupektopus. Ecnu Bbl konupyete kavicapd.xml B Apyryto QUPEKTOPUIO, BaM HY>KHO 3a4aTb
nyTb K HEWN BO Bpems 3anycka Kaspersky Scan Engine.
MapameTpbl kKOHdUrypaumoHHoro c¢anna pexuma ICAP

Hwxe nepeuncrnieHbl cekumm kKoHurypawmoHHoro ¢anna kavicapd.xml. MNpumep koHdUrypaumoHHoro canna
HaxoguTcs B KOHLEe pasgena.

HekoTopkle cekuumn KoHdMrypaumoHHoro darina HeobszatenbHbl. OQHaKo ecrnv CeKLMsa NPUCYTCTBYET B
(oaiine, BCce ee A0YEPHME INEMEHTBI OOIMKHBI HAXOAUTLCA B dharne. SreMeHTbl He OOIMKHbI cogepKaTb
nycTble 3Ha4YEeHMS.

Cekuusa SDKSettings

Hwxe nepeuncrnieHbl napameTpbl HacTporkn KAV SDK.

e ScannersCount — 3agaeT KONMMYECTBO CKaHMPYIOLLMX NPOLLECCOB. Bbl MoxeTe ncnonb3oBatb 4o 256
Takux NpoL,eccos.

3HayeHve no ymonyanuio: 16.

e ThreadsCount — 3agaeT obLee KONMMYECTBO CKaHMPYHOLLMX MOTOKOB B KaX40oM npotecce. Bbl moxeTe
Mcnosb3oBaTh A0 256 Takux MOTOKOB.
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3HaveHune no ymonyaHuio: 16.
e QueuelLen — 3agaeT pasmMep odepeamn CKaHMpPYyoLen 3agayu.
3HaueHne no ymonyanuto: 1024.

e ScanTimeout — 3agaeT TanmayT CkaHMPOBaHUA (B MUNnMcekyHaax). Ecnm sHayeHne aToro napamertpa
0, TaiMayT He UCnonb3yeTcs.

3Hauenne no ymonyanmo: 10000 (10 cekyna).

e LicensePath — 3agaeTt abconoTHbIA NyTb K AUPEKTOPUK, rae XpaHaTtces dannel ¢ ID npunoxeHus,
NULEH3NEN U KIOYOM.

Kaspersky Scan Engine nwet 311 channbl B cneayowmx gUpPEKTopmsix:
e B gupextopuu, koTopas ykazaHa B KayecTBe 3HadeHus anemeHTta LicensePath;
e B gupektopum, B KOTOpOW HaxoaMTcst UcnonHsembln dann cnyxbbl kavicapd;
e B aupextopun service dirs/ppl.
3Ha4yeHure no ymon4yanuio: /opt/kaspersky/ScanEngine/bin.
e BasesPath — 3agaeT abCONOTHBIN MyTb K AMPEKTOPUN, A€ HAXOOATCA aHTUBUPYCHbIE 6a3bl.
3HauveHune no ymonyaHuw: /opt/kaspersky/ScankEngine/bin/bases.

e TempPath — 3agaeT aGCoOnOTHBIM NYTb K AMPEKTOPU, TOE XPaHATCS BpeMeHHble dhalinbl, co3aBaemMble
BO BpeMmsi 3arnycka npoaykra.

3HayeHue no ymonyanuio: /tmp/kavicapd.

He ynansnTe dainnel N3 3Ton gupekropun.

e DiskUsageLimit — 3agaeT MmakcMmarbHbI 06 beM ANCKOBOrO NPOCTPaHCTBa B kurobanTax, KoTopbin
MOXeT ObITb BblAEMNeH AJ1A pacnakoBKM OOBbEKTOB.

OrpaHu4yeHne obbema ANCKOBOro NPOCTPaHCTBA NOMOraeT 3alWuTUTb cepBep OT zip-6om6 (BpeaoHOCHbIX
dannos apxmBoB).

Ecnun 3HayeHne aTtoro napameTtpa 0O, 3awimTa oT zip-0om06 OTKMNoYeHa.
3HayeHne no ymonyanmto: 102400,
e ScanningMode — 3agaeT pexvm CKaHMPOBaHNA danna.
Pexum ckaHnpoBaHus 3agaeTcst KoMOuHaumen naros, pasgeneHHbiX BepTuKanbHom Yepton ( | ).
MapameTp MOXET NPUHMMATL Criegylomne 3Ha4YeHUs:
e KAV O M PACKED
CkaHupyeT cxxaTble NCMNONHAeMble channbl.
e KAV O M ARCHIVED
CkaHupyeT apxumBbl.
e KAV O M MAILBASES

CkaHvpyeT chaiinbl, KOTopble cogepaT No4YToBble 6asbl.
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e KAV O M MATILPLAIN
CkaHunpyeT coobLLeHNS SNEKTPOHHON MOYTHI.
e KAV O M HEURISTIC LEVEL SHALLOW

YcTaHaBnmBaeT YpOBEHb CKAHNPOBaHUSA pacLLUMPEHHOrO 3BPUCTUYECKOrO aHanm3aTopa B 3Ha4YeHune
shallow (ypoBeHb Low B rpacdmyeckom nHTepgence nonb3osatens).

e KAV O M HEURISTIC LEVEL MEDIUM

YcTaHaBnMBaeT ypOBEHb CKaHNPOBaHUS paclUMPEHHOro 3BPUCTUYECKOro aHanm3aTopa B 3Ha4YeHne
medium (ypoBeHb Medium B rpacuyeckom nHTepdperice nonb3oBarens).

e KAV O M HEURISTIC LEVEL DETAIL

YcTaHaBnnBaeT ypoOBeHb CKaHNPOBaHUSA pacLUMPEHHOrO 3BPUCTUYECKOro aHanM3aTopa B 3HadeHue
detail (yposeHb High B rpadmueckom nHTepdence nonb3oBarens).

e KAV O M MSOFFICE MACRO

Coo6LaeT nonb3oBarento, 4Yto dann Microsoft Office cooepxmTt makpoc.
e KAV O M PHISHING

BkntoyaeT 3awuTy ot uLIMHra.

3HadeHue no ymonyanuo: KAV O M PACKED | KAV O M ARCHIVED | KAV O M MAILPLAIN |
KAV _O M MAILBASES | KAV _O M HEURISTIC LEVEL SHALLOW.

e TLicensingMode — 3agaeT pexum NMUEH3MpoBaHus, KOTopbin ncnonbadyet Kaspersky Scan Engine.
Bo3MOXHble 3HaYeHUs:
o 1 — Pexum nuueHsmposaHusa odnanH.
o 2 — PexuM nnueH3MpoBaHUS OHManH.

3HaueHne no YMOJIYaHUK!: 1.

Cekuna KSNSettings

Hwxe nepeuncnenbl napameTpbl HacTporkn Kaspersky Security Network (KSN).

OTa cekums HeobaA3aTenbHa. Ecniv oHa oTCcyTCTBYET B KOHbMrypaumoHHom cdanne, KSN He ucnonb3syeTtcs.

Mcnonb3ys KSN, Bbl BbipaxaeTe cornacue Ha nepeaady "llabopatopun Kacnepckoro" gaHHbIX, KOTOpble
onucaHbl B dpanne About data provision.txt.bonee nogpobHO o0 Npouenype NpeaocTaBneHns

OaHHbIX onncaHo B pasgene "O npegocTaBneHnn ganHHbIX (Ha cTp. 67)".

e UseKSN - I'IapameTp, KOTOprVI COOEPXKUT 3Ha4YeHne norn4eckoro Tmna, onpeaenatuee JOCTYyNnHOCTb
KSN.

Ecnu 3HayveHne napametpa pasHo 1, ceTb KSN BkrtoyeHa, a pnar KAV. O M COMPOSITE SCAN KSN
ucnone3yeTtcs asTomatnyeckn. Ecnm sHayenne napamertpa pasHo O, cetb KSN oTkntodeHa.

3HaveHne no ymonyanuio: 0.

e ObjectCheckOnDemandTimeoutMs — 3agaeT TanmayT ckaHupoBaHus ansa KSN B munnucekyHgax.
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Heponyctnmoe 3HaveHue: 0.
3HaveHne no ymonyanuto: 10000 (10 cekyHa).
e CacheSizeKb — 3agaeT MakcumarnbHbIi 06bem kella ctatyca KSN B kunobavtax (KB).

Kaspersky Scan Engine ncnonb3yet kelumpoBaHue, YToObl XpaHUTb pe3ynbTaTbl CKaHMPOBaHWS,
nonydeHHole ot KSN.

3HayeHne no ymonyanuio: 30720,

Cekuuns ProxySettings

Hwxe nepeyncneHbl NnapaMeTpbl HACTPOKKN NPOKcU-cepBepa ansa Kaspersky Scan Engine. Kaspersky Scan
Engine ncnonb3yeTt 3Tn HAaCTPOWKK, €CNn Yy Bac €CTb JOCTYMN K UHTEPHETY.

OTa cekums HeobsA3aTenbHa. Ecnv oHa oTCcyTCTBYET B KOHGMIypaumoHHoM channe, Kaspersky Scan Engine He
NCNOMb3yeT NPOKCU-CEPBEP NMPU NOAKIIOYEHNN K UHTEPHETY.

e UseProxy - NapameTp, KOTOPbI COAEPXUT 3HAYEHNE NOTMYECKOro TUNa, onpeaensiollee, UCMoNb3yeT
nmn Kaspersky Scan Engine npokcu-cepBep Npu NOAKMIOYEHUN K MHTEPHETY.

Ecnn 3HaueHne napametpa 1, Kaspersky Scan Engine ncnone3syet npokcu-cepeep. Ecnu 3HaveHne
napametpa 0, Kaspersky Scan Engine He ncnomnb3yeT NnpoKcu-cepBep.

3HadveHne no ymonyanuio: 0.
e Host — 3apaet IP-agpec npokcu-cepaepa (IPv4 nnn IPv6) unm ero JOMeHHOE UMsI.
Ecnu npokcn-cepBep ncnonb3yeTcs, 3TOT napameTp obsizaTeneH.
He ykasbiBaviTe npotokon (http:// unmhttps://) B 9TOM napamerpe.
e Port — 3agaeT HOMep nopTa NpPoKcu-cepeepa.
3HayeHne no ymonyanuto: 312 8.

e User — CoaepxuT B 3alUMEPOBAHHOM BUAE UMS MONb30BaTers, KOTOpoe UCNonb3yeTcs Ans
ayTeHTUdMKaLMM Ha NpoKcu-cepeepe. VIMsi nonb3oBaTens 3almMdpoBaHo yTUNMTON kav encrypt.

Ecnu npokcu-cepeep Ucnornb3yeTcs, 3TOT NapameTp obs3aTerneH.
Ecnv napameTpbl User U Pass He 3anofHeHbl, UCMorb3yeTcsl aHOHMMHBINA NMPOKCU-CepBep.

e Pass — CogepxvT Naporb, KOTOPbIN UCMOMb3yeTCca Npu ayTeHTudunkaumm Ha npokecu-cepeepe. MNaponb
3alumdposaH yTunuton kav encrypt.

Ecnu a1oT napameTp 1 napameTp User He 3amnosiHeHbl, UCMONb3YeTcs aHOHMMHbIN NPOKCU-CEpBEp.

Cekuusa UpdateSettings

Hwxe nepeymcneHbl HacTporikn obHoBneHust Kaspersky Scan Engine.

3OTa cekuusi HeobszaTenbHa. Ecnu oHa oTCyTCTBYET B KOH(UIypaLMoHHOM dhaiine, 0GHOBNEeHMEe HedOCTYMHO.

e DisableBackup — NapameTp, KOTOPbI COOEPXKNT 3HAYEHME NOrMYEeCcKoro Tuna, onpeaenstoLlee
OOCTYMHOCTb PE3EPBHOM aHTUBUPYCHOMW 6a3bl.

Ecnu 3HaueHne napameTtpa pasHo 0, pe3epBHasi aHTUBMPYCHas 6asa oTknoveHa. Ecnv 3HadeHne
napameTtpa paBHoO 1, peaepBHas aHTUBMpYycHasa 6asza gocTynHa.

3HayeHne no ymonyaumio: 0.
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UpdatePeriodMinutes — 3agaeT uHTEepBan B MUHyTax Mexay aBToMaTtn4ecknmy obHOBNEHNAMM.
MakcumanbHoe 3HayeHne: 44640.

Ecnu 3HayeHne napameTpa paBHo O, aBTomaTtuyeckoe oOHOBNEHNE OTKITHOYEHO.

3HaveHne no ymonyanuio: 30.

UseOnlyCustomSources — OnpegenseT, ABASTCA N1 cepBepbl 06HOBNEeHM "JlabopaTopun
Kacnepckoro" nctouHnkamm o6HOBNEHUIA.

Ecnun 3HayeHne napameTpa paBHO 1, UCMOMb3YOTCSA TONBbKO KNMEHTCKME UCTOUHMKN OBHOBNEH. Ecnn
3HavyeHue napameTpa pasHo O, cepBepbl 0bHOBNEHNN "labopaTopumn Kacnepckoro" ncnonb3ytoTcs
COBMECTHO C KITMEHTCKUMMW.

3HayeHne no ymonyanumio: 0.
UpdateSources — CooepXuUT KIMEHTCKNE NCTOYHMKM OOHOBIEHUA.
e Source 3a4aeT KMMEHTCKUN NCTOYHNK OBHOBIEHNS.

USRSignalAction — 3agaer geiicTBue, KOTOPOE AOMKHO ObITb BLIMNOHEHO NPY NMOMyYeHUN curHana,
ykazaHHoro B napameTpe USRSignalToHandle.

Bo3MmoXHble 3Ha4YeHUS:
e reload

MepesarpyxaeT aHTMBMPYCHYIO 6a3y 6e3 ee obHOBNEeHUS. NpegnonaraeTcs, 4YTo hannbl B Nanke ¢
6azamu yxe 0GHOBMNEHbI U OOMXKHbI ObITh Nepe3arpyXeHsbl.

e update
OGHoBNSAET M Nepe3arpyxaeT aHTUBUPYCHYO Oasy.

3HadeHure no ymMon4yaHui: update.

USRSignalToHandle — 3agaeT curHan, KOTopbl AOMMKeH ObITb NOMyyYeH ans 06HOBNEHUSA nnn
nepesarpysku 6asbl (aencTene ykasaHo B napameTpe USRSignalAction).

Bo3MOxHbIe 3Ha4YeHUs:
e USRI
Bbynet obpaboTaH Tonbko curHan STGUSRI.
e USR2
Bynet obpaboTaH Tonbko curHan STGUSR2.
e all
N STGUSRI, n SITGUSRZ OOmkHbl ObiTb 00paboTaHbl.
e None

CwvrHanel He HyHO obpabaTtbiBaTb (0BHOBNEHME aHTUBMPYCHON Ga3bl BbIMOMHSAETCS MO 3apaHee
YCTaHOBMEHHOMY pacnuncaHuio).

Cekumnsa ICAPSettings

Huxe nepeuncneHsl napameTpbl HacTporikn Kaspersky Scan Engine B pexume ICAP.

Port — OnpegensieT Homep nopta Kaspersky Scan Engine.
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3HaveHune no ymonyanuio: 1344,

MaxIcapSessionsCount —3agaeT MakcumarnbHOe YMCOo OOHOBPEMEHHbIX MOAKIMOYEHNIA K
Kaspersky Scan Engine.

RAMUsagelLimit — OnpegensieT MakcumarnbeHbli 00beM CUCTEMHOW NamATh (B KnnobanTax), KoTopbIn
BblgeneH ansa Kaspersky Scan Engine.

OTa BenMunHa No3BonseT KOHTPONMPOBaTb UCMONb30BaHNe NaMaTn. YpesmepHoe ucnonb3oBaHne
onepaTMBHOW MamMATU MOXET BO3HUKHYTb, koraa Kaspersky Scan Engine ckanvpyet 6onblune dannbl nnm
rory4aeT MHOro pesyfnbTaToB CKaHNMPOBaHWUSA ogHoBpemMeHHo. Korga numut RAMUsageLimit JOCTUTHYT,
Kaspersky Scan Engine 3akaHunBaeT 06paboTKy 06beKTa, KOTOpbI Bbi3Ban YpesmepHoe notpebneHve
namsTu.

3apganTe B napametpe RAMUsageLimit MakCumanbHO BO3MOXHOE 3Ha4YeHME, HO PN 3TOM OCTaBbTe
O0CTaTO4HO CUCTEMHOW NamMsATK Anst NpaBUibHOrO oyHKUMOHMpPOBaHNs Kaspersky Scan Engine.
AHTMBUpPYCHasn Gasa n Gnbnunotekn, kKotTopble ncnonb3yet Kaspersky Scan Engine, notpebnstoT okono 300
merabaunT, 1 aTa BenMymMHa yaBaMBaeTcs BO Bpems nepesarpy3ku 6a3bl. Kaspersky Scan Engine Takke
TpebyeT pecypchbl NaMATN NS BCEX CBOUX KOMMOHEHTOB.

He yctaHaBnuBanTte B napameTp RAMUsagelLimit 3HauyeHue, meHbluee 7 MB. 3TO MMHUManbHbIV
obbem namsTun, KoTopbi obecneyvmBaeT NpaBuibHOE PYHKLNOHMPOBAHNE MPOAYKTa.

Ecnu 3HayeHne napameTtpa paBHo 0, 06beM CUCTEMHON NaMsTW, KOTOPLIA MOXET ObITb BblgeneHa ans
Kaspersky Scan Engine, He orpaHuyeH.

3HaueHue no ymonyauio: 0.

Ecnu 3Ha4yeHne napameTpa pasHo 0, namsaTn MOXeT He xBaTuTb. Ecnu Kaspersky Scan Engine
NCNOMb3yeT CMWLLKOM MHOrO CUCTEMHOM NamATH, OnepaumoHHas cuctema MOoXeT OCTaHOBUTb
cnyxoy.

Exclusions

3agaet npaeuna ang pexvma 3anpoca npegeaputensHon nposepkn obbekta (REQMOD). 3ta dyHKuUmA
noseonsieT ICAP-knnenTy otnpaenate ICAP-nnarnHy 3anpockl Ha npegBapuTenbHbIA MPOCMOTP, Nocne
yero ICAP-nnarMH MoXeT He CKaHMpOBaTb OObEKThI, KOTOPbIE 3aBEAOMO HE SIBNATCA BPEAOHOCHLIMMU.

BoamoxHble napameTpbl:
e ContentSize

MpaBuno ucknioveHns anst paamepa obbekra, namepsaemoe B kunobarnTax, KOTopbli ykasaH B none
Content-Length 3aronoska HTTP. Ecnu 3HayeHne Content-Length Gonblie nnv pasHo
3HaveHnto ContentSize, ICAP-nnarvH He ckaHMpyeT 0ObekT. Bbl MoXeTe ncnonb3oBaTtb He Gonee
ofgHoro anemMeHtTa ContentSize.

Bbl MOXeTe He yKasblBaTb 3TOT napameTp.
e ContentType

MpaBuno ncknoveHns ans Tuna oobekTa, KOTopbI yKadaH B none Content-Type 3aronoska HTTP.
Ecnn none Content-Type coQepXuT 3Ha4YeHne, KoTopoe ykasaHo B Content Type, ICAP-nnaruH
He ckaHupyeT 06beKT. Bbl MOXeTe MCnonb30BaTh HECKOMbLKO aneMeHToB ContentType:
ICAP-nnarvH y4TeT nx Bce.
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Bbl MOXeTe He yKasblBaTb 3TOT napameTp.
e RequestURL

MpaBuno ucknoveHus ans Beb-agpeca, Ha KOTOPbIN OTNpaBnseTcsa 3anpoc. Beb-agpec cogepxutca B
none Host (13 3aronoeska HTTP) n B none URT (13 ctaptoBon ctpoku HTTP). Ecrm napameTp URL
CcoOepPXUT 3anpoLleHHbIi Beb-agpec, ICAP-nnaruH He ckaHupyeT obbexkT. [Nepea cpaBHeHNeM
3anpoLueHHoro Beb-agpeca co 3HaYeHneM npaBuna UCKMIYEeHNs U3 napametTpa Reque stURL,
ICAP-nnarvH npMeHsIET Npaeuna Hopmanusauum K aTomy Beb-agpecy.

MapameTp Reque stURL MOXET CoaepXkaTb MacKW.

Bbl MOXeTe ykasaTb cMMBON * A5t 0003Ha4YEeHUS JOMEHOB, HaYMHasi C TPETLENO YPOBHS U BbILLE.
Hanpumep, * .domain.com: o6o3Ha4yaeT Bce NoaaoMeHbl AoMeHa domain . com. CUMBON * MOXHO
MCnonb3oBaTh B Ka4ecTBe NOACTAHOBKM AN Nobon nocnegoBaTenbHOCTU CUMBOSIOB.

B none URT Bbl MOXeTe ykasaTb CMUMBOSbI * U 2, KOTOPbIE UCMOSb3YHTCA KaK B Ka4ecTBe
rnoacTaHoBKM Ans NtoGol nocnegoBaTenbHOCTM CMMBOSOB, Tak U Ans ogHoro cumeona. Hanpumep,
domain.com/test/page=*: 3T0 3HAYEHNE 3HAYEHNE BKITIOYAET BCE CTPaHULLbI, KOTOPLIE
copepxat nyTb /test/page= (k npumepy, domain.com/test/page=123).

Bbl MOXeTe Ucnonb3oBaTh HECKONbKO 35IEMEHTOB RequestURL: ICAP-nnarvnH YYTET UX BCE.
Bbl MoXeTe He yKasbiBaTb 3TOT NapameTp.

Ecnn gns obbekTa BbINnonHAeTcsa Xota 6bl 04HO M3 onucaHHbix npasun, ICAP-nnarnH Bo3epallaeT kog
204 He3aBMCUMO OT 3Ha4YeHus napameTpa Al low204 cdanna kavicapd.xml. ECnv HM ogHO 13
npaeun He BbinonHsaetcd, ICAP-nnaruH Bo3epawaet kog 1 00 u xaeT, koraa ICAP-knMeHT oTnpasnt
OOBbeKT.

Bbl MOXeTe ncnonb3oBaTtb 3TOT napameTp B Kaspersky Scan Engine, HaunHaa ¢ Bepcun 1.0.1.51.

ScanMaxFileSize — 3agaeT makcMmarnbHbI pasmep danna B kunobarvitax, KoTopbii Kaspersky Scan
Engine moxeT obpaboTtath.

Ecnun 3HaueHne napameTtpa paBHo 0, Kaspersky Scan Engine ckaHnpyeT channbl ntoboro pasmepa. Ecnu
npu 3TOM yKa3aHo NpaBuiio UCKIYeHns ContenSize, 3HadeHne napameTpa ScanMaxFileSize
NPUHMMAaETCHA PaBHbIM 3HAYEHMIO U3 YKa3aHHOro npasumna.

3HayeHve no ymon4yanuio: 0.

Allow204 —MNapamMeTp, KOTOPbI COQEPXUT 3HAYEHNE NTIOTMYECKOro TUNa, yCTaHaBnuBatoLLee, nocbinaet
nn Kaspersky Scan Engine kog coctosiiua HTTP 204 No Content BMECTO M3MEHEHHbIX JaHHbIX Ha
npoKcn-cepsep.

Ecnun 3HauyeHne napameTpa pasHo 1, Kaspersky Scan Engine BMECTO M3MEHEHHbIX AaHHbIX BO3BpaLLaeT
kog coctoaHua HTTP 204 No Content. Ecnm 3HayeHne napametpa pasHo O, Kaspersky Scan Engine
BO3BPaLLaeT U3MEHEHHbIE AaHHbIe.

ScanInRegMode — 3agaeT Tunbl cOQePXXMMOro, kotopble Kaspersky Scan Engine gormkeH ckaHnpoBsatb
B pexume 06paboTku ncxogsiero tpacdmka (REQMOD).

OT10T napameTp HeobsizaTeneH. Ecnv oH oTcyTCTBYET B KOH(hUrypaLumMoHHOM chaiine, Ncnonb3yeTcs
3Ha4yeHne A11.
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Bo3MOXHble 3Ha4YeHUs:
e Content
Kaspersky Scan Engine ckaHupyeT Tonbko Teno HTTP-coobLeHuns.
e Url
Kaspersky Scan Engine ckaHMpyeT TONMbKO 3anpoLUeHHbIN BeG-aapec.
o All
Kaspersky Scan Engine ckanupyeT n terno HTTP-coo0LieHuns, n 3anpoLleHHbIn Beb-agpec.
e Empty value

Kaspersky Scan Engine He ckaHnpyeT HTTP-coobLeHns B pexume obpaboTku ncxogsiLero tpadmka
(REQMOD).

3HaueHne no ymonyaHumio: A11.

e ScanInRespMode — 3agaeT TUnbl COQEPXKNMOro, koTopble Kaspersky Scan Engine gormkeH
CkaHMpoBaThb B pexume obpaboTkn Bxogsuwero Tpadgmka (RESPMOD).

3T0T NapameTp HeobszaTeneH. Ecnu oH OTcyTCTBYET B KOHGUIypaLmMoHHOM dharne, NCnosnb3yeTcst
3HayeHne A11.

Bo3MOXHble 3Ha4YeHUs:
e Content
Kaspersky Scan Engine ckaHupyeT Tonbko Teno HTTP-coobLeHuns.
e Url
Kaspersky Scan Engine ckaHnpyeT TonbKO 3anpoLUeHHbI Be6-aapec.
e All
Kaspersky Scan Engine ckanmpyet n terno HTTP-coo0LeHuns, n 3anpoLleHHbIn Beb-agpec.
e Empty value

Kaspersky Scan Engine He ckaHnpyeT HTTP-coobLeHnst B pexxume 06paboTku BxogsLlero Tpaguka
(RESPMOD).

3HayeHne no ymonyaHmio: A11.

e RulesFilePath — 3agaeT abcontoTHbIN NyTb K chaniny, KOTOPLIN COAEPXKUT NpaBuIia HaCTPOWKM
cnyx6bl kavicapd.

3HayeHre No yMonyaHuio:
/opt/kaspersky/ScanEngine/icap data/kavicapd gui rules.conf.

e CmdPath — 3agaeT aGConoTHLIN NYTh K Nanke, CoaepXallen cueHapum, KoTopble GyayT BbINOHEHb! NPK
cpabaTbiBaHUN COOTBETCTBYHOLLMX NPaBus.

3HadveHune no ymonyanuio: /opt/kaspersky/ScankEngine/icap data/scripts

e ResponsesPath — 3agaet abconoTHBIM NYTh K Nanke, cogepatlen wabnoHbl OTBETOB, KOTopble byayT
nomny4eHsl Npy cpabaTbiBaHNM COOTBETCTBYIOLLUX NPaBus.

3HayeHue no ymonuanui: /opt/kaspersky/ScankEngine/icap data/templates.
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HTTPClientIpICAPHeader — 3agaeT MMs Nons 3arosioBka, B KOTOPOM ykasaH |IP-agpec
HTTP-knneHTa.

OTOT napameTp Heobsi3aTeNeH N MOXET UMETb MyCTOE 3HAYEHME.

Bbl MoxeTe ncnonb3oBatb aTOT napameTp B Kaspersky Scan Engine, HaumHaa ¢ Bepcun 1.0.1.51.

HTTPUserNameICAPHeader — 3agaet nms nonsi 3arofioBka, B KOTOPOM ykasdaHo umsa HTTP-knueHTa.

3TOT NapameTp HeobA3aTENeH U MOXET UMETb MYCTOE 3HAYEHME.

Bbl MoxeTe ncnonb3oBatb aTOT napameTp B Kaspersky Scan Engine, HaunHaa ¢ Bepcun 1.0.1.51.

TransferBeforeScanEnding

3agaeT pexxuMm CKaHMPOBaHUSA MO YacTaM Ans Gansos, KOTopble OTNPAaBMAKTCS HA NPOKCU-cepBep. ITOT
pPEeXnM No3BonsieT CkaHMpoBaTb hannbl LENMKOM 1 OTNPaBnSaTb UX NoNb3oBaTento no 6rokam Ao
OKOHYaHUS ckaHMpoBaHus. MNMepeaada o6bekTa no 6rokam HaYMHaeTcsl Yepes CTONMbKO CeKyHA nocne
Hayana nonydeHns obbekTa, CKONbKO yKa3aHo B aTpubyte De 1ay. ObpaTute BHMMaHue, YTo nepegaeTcs
He Bonee ogHoro 6rioka B cekyHay. Takasd nepegaya obbekta Heobxoanma ans Toro, 4Tobbl Opayaep
nonb3oBaTerns He NpepbiBarn CoeguUHEHNE C MPOKCU-CEPBEPOM MOCHE UCTEYEHUS TamayTa.

Bbl MOXeTe ykaszaTb OQHO M3 ABYyX 3HA4YEHUIN ONd 3TOro napameTpa:
e 0
O6bekT MOXeT ObITb OTMPAaBEH TOMMbKO MOCHE OKOHYaHUST CKAHWPOBAHKS.
o 1
O6bekT MOXET ObITb OTMPaBMeH A0 OKOHYaHUSA CKaHMPOBAHMS.
3HayveHne no ymonyanuio: O.
MapameTp copepxuT criegytowme atpmbyThbl:

e Delay 3agaeT UHTepBan (B cekyHaax) Mexay Hayanom nosnyyeHns obbekTa KOHeYHbIM
nonb3oBaTenemM 1 Hadarnom OTNpaBKK ero nepeoro brioka.

310T atpmbyTt HeobA3aTeneH. [Jnana3oH BO3MOXHbIX 3Ha4YeHun: oT 1 go 3600.

3HaueHne no ymonyanuio: 10.

e ChunkSize 3agaeT pa3Mep nepeagasaeMbix OrokoB 06bekTa B nepuod Mexay Hadyarnom nonyyYeHus
06BbEeKTa KOHEYHbIM NoMb30BaTeneM U OKOHYaHMeM CKaHMpoBaHus. MockosnbKy YacTn obbekTa
rnepenarTcs Co CKOPOCTbI0 oaMH Brok 3a cekyHAy, B ChunkSize ykazaHa MakcMMarbHasi CKOPOCTb
nepedauu (B kunoGantax B cekyHay) 40 3aBepLUeHUs CKaHpoBaHus. Ecnn ckaHmpoBaHve 3aBeplLUeHo
N OOBLEKT He ABMAETCHA BpeAOHOCHbLIM, OCTaBLLIAsACA YacTb 0ObekTa nepenaetcs 6e3 orpaHuyeHus
CKOPOCTW.

OT10T atpmnbyT HeobA3aTeneH. [Jnana3oH BO3MOXHbIX 3Ha4YeHnin: ot 1 go 1024.

3HaveHne no ymonyaHui: 4.
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BbibupanTte nogxogdwme 3HadeHus anga atpubytos ChunkSize u Delay. Tak, He pekomeHayeTcs
yKasblBaTb CNULKOM BosbLuoe 3HadeHne ansa ChunkSize u cnvwkoM ManeHskoe anst Delay. Ecnn
pekomeHAaLms He cobniogeHa, ckaHUpyembli 06BbEKT MOXKET ObITb OTNPaBIeH NOYTH LienMKoM (Ho 6e3
nocnegHero 6roka) HAMHOro paHbLUEe OKOHYaHUS CKaHMPOBaHUs, a Bpay3ep nonb3oBaTensi NpPepBeT
coeanHeHue ¢ NpPoKCU-CEpPBEPOM.

Bbl MOXeTe ncnonb3oBatb 3TOT napameTtp B Kaspersky Scan Engine, HaunHas ¢ Bepcumn 1.0.1.51.

CTpyKTypa KOoHcurypaumoHHoro danna

Hwxe npyBeaeH npmuMep koHdUrypauunoHHoro cavina pexuma ICAP.

<Configuration>

<SDKSettings>
<ScannersCount>16</ScannersCount>

<ThreadsCount>16</ThreadsCount>

<Queuelen>1024</QueuelLen>

<ScanTimeout>10000</ScanTimeout> <!-- 0 = unlimited -->
<LicensePath>/opt/kaspersky/ScanEngine/bin</LicensePath>
<BasesPath>/opt/kaspersky/ScanEngine/bin/bases</BasesPath>
<TempPath>/tmp/kavicapd</TempPath>

<LicensingMode>1</LicensingMode><!-- 1 = yOpOmMEHHEIT PEXUM
JIULIEHBUPOBAHUSA ; 2 — OHJIAMH PEXUM JIMIIEH3UPOBAHUS ——>
<DiskUsageLimit>102400</DiskUsagelLimit> <!-- 0 = turn zip-bomb

protection off -->
<ScanningMode>KAV O M PACKED | KAV _O M ARCHIVED | KAV O M MAILPLAIN
| KAV.O M MAILBASES | KAV O M HEURISTIC LEVEL SHALLOW</ScanningMode>
</SDKSettings>

<KSNSettings>
<UseKSN>0</UseKSN>

<ObjectCheckOnDemandTimeoutMs>10000</0bjectCheckOnDemandTimeoutMs>
<CacheSizeKb>30720</CacheSizeKb>
</KSNSettings>

<UpdateSettings>
<DisableBackup>0</DisableBackup>
<UpdatePeriodMinutes>30</UpdatePeriodMinutes> <!-- 0 = turn update

off ——>
<UseOnlyCustomSources>0</UseOnlyCustomSources>
<UpdateSources>
<!-- <Source></Source> —-->
</UpdateSources>
</UpdateSettings>

Ucnonb3osaHue Kaspersky Scan Engine e pexume |ICAP
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<ProxySettings>
<UseProxy>0</UseProxy>
<Host>myproxy.mycompany.com</Host>
<Port>3128</Port>
<User>proxyuser</User>
<Pass>proxypass</Pass>
</ProxySettings>

<ICAPSettings>
<Port>1344</Port>
<MaxIcapSessionsCount>100</MaxIcapSessionsCount>
<Exclusions>
<ContentSize>2048</ContentSize>
<ContentType>video/mp4</ContentType>
<RequestURL>example .com</RequestURL>

</Exclusions>
<ScanMaxFileSize>0</ScanMaxFileSize> <!-- 0 = unlimited -->
<RAMUsageLimit>0</RAMUsagelLimit> <!-- 0 = unlimited -->

<Allow204>0</Allow204>
<ScanInRegMode>Al11</ScanInRegqMode>
<ScanInRespMode>Al1</ScanInRespMode>

<RulesFilePath>/opt/kaspersky/ScanEngine/icap data/kavicapd gui rules.
conf</RulesFilePath>
<CmdPath>/opt/kaspersky/ScanEngine/icap data/scripts</CmdPath>

<ResponsesPath>/opt/kaspersky/ScanEngine/icap data/templates</Response

sPath>
<HTTPClientIpICAPHeader>X-Client-IP</HTTPClientIpICAPHeader>

<HTTPUserNameICAPHeader>X-Client-Username</HTTPUserNameICAPHeader>
<TransferBeforeScankEnding Delay="10"
ChunkSize="4">0</TransferBeforeScanEnding>

</ICAPSettings>

</Configuration>

3anyck Kaspersky Scan Engine B pexume ICAP

B aTom pasgene onucaHo, kak 3anyctuTb Kaspersky Scan Engine B pexxume ICAP.

Ucnonb3osaHue Kaspersky Scan Engine e pexume ICAP
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3anyck Kaspersky Scan Engine B pexxume ICAP ¢ nomMmoLiblo cKkpunta
WHUUManusaumm

Bbl moxeTe 3anyctntb Kaspersky Scan Engine B pexxume ICAP ¢ NOMOLLbIO CKpUNTa MHULManm3aumm Crnyxosl,
KOTOPbIN HAaxXoaMTCa B AMpeKTopun sservice dir%/etc/init.d. CKpunT MHMLMANM3aLum no3sonseT
3anyckaTtb Cnyx0y BPY4HY0 U3 KOMaHAHON CTPOKW UM A06aBUTL ee B aBTO3anyck.

HacTtpoika ckpunta uHMymManusaumm

Mo ymonyaHuio ckpUnT MHMUManu3aumumn kavicapd UWET ncnonHsemeln dann kavicapd B AMpeKTopun
/opt/kaspersky/ScanEngine/bin. Ecnu Bbl xoTUTe Ucnonb3oBaTh cryx0by kavicapd ns gpyroin
AMPEKTOPUN, OTPEAAKTUPYITE CKPUNT UHLIMANU3aLmmn CooTBETCTBYIOWMM 06pasoM. 3HaveHne DAEMON DIR B
ckpunte kavicapd 3agaeT nyTb 40 ucnonHsemoro ganna kavicapd.

» Umobbl Hacmpoumb CKpunm uHUlyuanu3ayuu kavicapd:

1. OrtkpowiTe ckpunT kavicapd. sh Ha peaakTMpoBaHuKeE.

2. 3apanTe nyTv 4O nnarMHOB U BUGNMOTEK.

3. Orkpowte dpann /etc/init.d/kavicapd Ha pegakTupoBaHue.
4. Hangute crnegyrowunn Kkoa:

#HH#H#EH#HF ICAP service configuration ##########
DAEMON7D1R="$ {SDKPATH} /bin"

DAEMON="3S { DAEMON_DIR} /kavicapd"
PIDFILE=/var/run/kavicapd.pid
CONFILE=/etc/kavicapd.xml

5. Ecnu Heobxoaumo, npuceonTe nepemeHHon DAEMON DIR 3Ha4YeHue ryTu K UCTIoNHAEeMOoMY channy
kavicapd.

6. [puceonte nepemeHHon PIDFTILE 3HadyeHue nytu Kk PID-channy ana kavicapd.
Ecnu PID-dhanna HeT, ero cosgact npouecc, MHULMMPYEMbIN CKpMnToM kavicapd. sh.
7. TpuceonTe nepemeHHon CONF T LE 3Ha4eHne nyTu K KoHurypaunoHHomy danny pexuma ICAP.

8. Ecnu Bbl ycTaHoBunn Kaspersky Scan Engine Bpy4Hyto, yKante TOYHbIA NyTb K panny CoOCTOAHNS
cnyx6bl kavicapd:

a. Hanmgute cnegyoLLyto CTPOKY:
S TATUSiFILEiPATH:/tmp/ kavicapd

b. Tpuceonte nepemeHHon STATUS FILE PATH 3Ha4eHWe MyTn K AMPEKTopuK, B KoTopon Byaet
HaxoguTbes dhaiin cocTosiHMA cnyxbbl kavicapd.

3HayeHne aToV NepemMeHHON OOMKHO coBnadaTb CO 3HaYyeHneM napametpa TempPath
KOHMrypaumoHHoro darna pexuma ICAP.

9. Hanante cnenytoLLyto CTPOKY:

UPDATE SIGNAL="USR1"

Ucnonb3osaHue Kaspersky Scan Engine e pexume ICAP
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10. Mpwuceoiite nepemerHon UPDATE SIGNAL 3HaeHWe, COOTBETCTBYIOLLEE CUTHanY, KOTOPbIA AOMKeH BbiTb

ncnonb3oBaH Ans 06HOBNEHMSA U Nepe3arpy3ku aHTMBUPYCHONM 6a3sbl AaHHbIX (KoMaHga updatedb).
Ucnonbayinte USR1 ans 3agaHus curdHana STGUSR1, a USR2 gna STGUSR2.

Ecnu cnyx6a kavicapd nonydaet curHan USR (STGUSR1 unu STGUSR2), KOTOPbIA He yka3aH B
napametpe, cnyxba ocTaHaBnNMBaeT paboTy (MoBegeHMe NO YMONMYaHUIo Anis nporpamm Linux).
YuuTbiBanTe 3TO NOBEAEHME, KOrAa 3a4aeTe 3HadeHe napameTpa.

11. CoxpaHuTe annbl U 3aKponTe peaakTop.

3anyck cnyx6bl C NOMOLLbLIO CKPUNTa MHULManM3auum

Ckpunt kavicapd.sh nogaepxuvBaeT crieqytoLime KOMaHabl:

start — 3anyckaet cnyxby kavicapd.

Mocne BbIMNONMHEHNS 3TOV KOMaHbl CKPpUNT BbIBOAUT [OK] Ha KOHComnb U cpa3sy nepenaet
ynpaeneHue koHconu. Cama cnyx6a 3anyckaeTcsi B Te4eHe HEKOTOPOro BPeMeHM.

stop — OcraHaBnuBaeT cnyxby kavicapd.

restart — lMNepesanyckaet cnyxby kavicapd (ocTaHaBNMBaET 1 CHOBA 3anyckaeT CNyxoy).

Mocne BbINONHEHNSI 3TOM KOMaHAbl CKPpUMT BbiIBOAUT [OK] Ha KOHcomnb 1 cpasy nepenaet
ynpaeneHune koHconu. Cama cnyxba 3anyckaeTcsi B Te4eHNE HEKOTOPOro BPEMEHM.

updatedb —lMNockinaet curHansl STGUSR1 unn STIGUSR2 (yka3aHHble B napameTpe UPDATE SIGNAL
CKpunTa nHnunanusaumm) cnyxbe kavicapd.

Cnyxb6a kavicapd obpabaTbiBaeT curHan nmbo Tonbko nepesarpyxasi 6asy gaHHbIX, TMBo0 0BHOBNAS 1
nepesarpyxas ee (HaCTpOVKu 3afaHbl B KOHpurypaumoHHoMm doarine pexuma ICAP).

status — lNokasbiBaeT cocTosiHNe cnyxbbl kavicapd.
CoobLeHne 0 COCTOAHUN COAEPXKUT CneayoLLyo nHdopMaLmio:
e Bepcuio KAV SDK;

e Bepcuto ICAP-cnyx0bl;

e  WHdpopmaumto 06 aHTMBMpPYCHON 6Gase AaHHbIX;

e VHdopMmaumio o danne Kroda unun Koge akTusaumm.

Huxe npuBeaeH NnpumMmep BbiBOAA KOMaHAbl status B yNPOLWEHHOM peXnme nmueH3npoBaHnS:

kavicapd (pid 1107) is running...

KAV SDK version: KAV SDK v8.5.1.83

ICAPD version: KL ICAP Service v1.0 (KAV SDK v8.5.1.83)
Database release date: 2015-Sep-14 07:46:00
Records in the database: 4308101

Key file name: EXAMPLE. key
Key file expiration date: 2019-Jan-12 20:00:00
Days left: 590
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Hwxe npvBedeH npyvMep BbiBoAa KOMaHAbl status B peXUMe NMUEH3MPOBAHUS OHMalH.

kavicapd (pid 1107) is running...

KAV SDK version: KAV SDK v8.5.1.83

ICAPD version: KL ICAP Service v1.0 (KAV SDK v8.5.1.83)
Database release date: 2015-Sep-14 07:46:00

Records in the database: 4308101

Activation code: TR o 2 o o o = s e i 5 e = | D J AL
License expiration date: 2019-Jan-12 20:00:00
Days left: 590

YToOb! NOCMOTPETb CNUCOK Nogaep>KMBaemMblX KOMaHA, 3anyCctute CKpunt oes napameTposB.

[user@host ~]1$ /etc/init.d/kavicapd

ABTOMaTH4YECKUM 3anycCK CIyXObl

Bbl MOXeTE HAacTpOUTb aBTOMaTUYECKMIA 3anyck cnyxobl kavicapd.
» Umobbl Hacmpoumb asmomamuyeckul 3aryck cryx6bi kavicapd:

1. CkonupyiTe cKpunT nHuunanusauum kavicapd.sh B gUpeKTopuio, KoTopas COAeP>XXUT CKPUNTbI
WHULUManu3auum, 3anyckaemble aBToMaTtmyeckm. MectononoxeHne 3Ton QUPEKTOPUM MOXKET MEHATLCS B
3aBMCUMOCTU OT OMEPaLNOHHON CUCTEMBI.

2. [obaBbTe cnyx0y kavicapd B cnncok cnyx6, 3anyckaemblx aBTOMaTn4eckn. TOYHbIA METOA MOXET
MEHSTLCH B 3aBUCUMOCTU OT OnepaumMOHHON CUCTEMBI.

3. TlpoBepbTe, uTo cnyxba 6bina gobasneHa 6e3 oL BokK.

4. Tlepe3arpysute cucTemy, YToObl U3MEHEHUSI BCTYNUMU B CUITY.

Ucnonb3osaHue Kaspersky Scan Engine e pexume ICAP
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NMpoBepka LEeNnoCTHOCTM KOMMNOHEHTOB NMpPOrpamMmbl

Mporpamma Kaspersky Scan Engine cogepXvut MHOXECTBO pasnnyHbiX BrHapHbIX Modynen B oopme
BUBNMOTEK AMHAMNYECKNX CCbINOK, UCMONHAEMBIX (annoB, KOHUIYPALMOHHBIX annoB 1 annos
nHTepdenca. 3noymbILLNEHHUKM MOMYT 3aMEHUTb OOUH MUITN HECKOSNBKO UCTOMHAEMbIX MOZYIEN Unu
harinos nporpaMmmbl Apyrmmu channamu, cogepralliumm BpeaoHOCHbIN kod. YTobbl npeaoTBpaTnTb Takyto
3ameHy moaynewn u daiinos, B Kaspersky Scan Engine npegycmoTpeHa npoBepka LienoCTHOCTU
KOMMOHEHTOB NPOrpamMmbi.

Mporpamma npoBepsieT Modynu u harnbl Ha HaNUYMe HECAHKLMOHNPOBAHHBLIX U3MEHEHUI NN
nospexgeHnin. Ecnv koHTponbHas cymma Moaynsa unu danna nporpammbl ABNAETCA HEKOPPEKTHOW, OH
cunTaeTCcs NOBPEXOEHHbIM.

Mporpamma npoBepsieT LENOCTHOCTb panna MaHudecTta, cogepKallero Cnncok gannos nporpamMmmel,
LeNTOCTHOCTb KOTOPbIX KPUTUYHA AN KOPPEKTHOM paboThl KOMMOHEHTOB MPOrpPaMmel.

LlenocTHOCTb KOMMOHEHTOB NPOrpaMMbl MPOBEPSIETCSA C MOMOLLBIO MHCTPYMeHTa integrity _check_tool,
pacnonoxeHHoro B aupekropumn %ProductRoot%/tools/, rae %ProductRoot% - gupekTopnsa yctaHOBKU
nporpammbl Kaspersky Scan Engine. 3Ta xe gnpekropus cogepXvt dann maHidgecTa —

integrity _check.xml, 3awuwieHHbIN kpunTorpadudeckon curHatypon "labopatopum Kacnepckoro”.

‘ [nsa 3anycka MHCTPYMEHTa NPOBEPKM LIeNTOCTHOCTM Heobxoauma yydeTHas 3anuck ¢ root -npasamu.

» YUmobbi npogepums Ues10OCMHOCMb KOMITOHEHMO8 MPUSIOXKEHUS, 8bINOIHUME Craedyroulyro
KOMaHOy:

integrity check [options]

Mo ymonyaHuio MHCTPYMEHT NPOBEPKN LIENOCTHOCTU Ucnonb3yeT dann maHudecta integrity _check.xml,
pacnonoxeHHbl B aupektopum %ProductRoot%/tools/.

»  Umobbi nposepums UeI0CMHOCMb KOMIMOHEHMO8 MPUIIOXKEHUS, UCMonb3ys ¢halsn

MaHugecma, pacriofioxXeHHbIU 8 dupekmopuu, omau4dHoU om QUPeKmMopuUU o yMOosI4aHUro,
8blIrnosIHUMe criedyrouwyto KomaHoy:

o o

integrity check [options] %path%

roe %path% - nyTb Kk dparny MmaHndecra.

lposepka yesocmHOCMU KOMIOHEHMO8 rpoepamMmbl
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Ecnun Bbl co3gaeTe ncnonHsaemble dannbl anga pexunma HTTP unu pexxuma ICAP 13 ncxogHoro koaa,
Mpw 3aKycKe MHCTPYMEHTa NMPOBEPKM LLeNOCTHOCTM Bceraa dyaet Bo3spaltatbca FAILED

npu nposepke %ProductRoot%/bin/kavhttpd n %ProductRoot%/bin/kavhttp_client (pexum HTTP)
unun %ProductRoot%/bin/kavicapd (pexxum ICAP).

NHCTpYMEHT NpoBepKM LLENOCTHOCTN MOXHO 3aryCTUTb CO CNEAYOWLNMN AOMONHUTENbHBIMA
napameTpamu:

e --help — nokasaTb cnpaBky Ang NapaMeTpOB MHCTPYMEHTA.

e --verbose — packpbiTb BbIBOL MHGOPMALIN O BLINMOMHEHHbIX AEACTBUSX 1 pe3dynbTaTax.
Ecnu Bbl He ykaxxnTe 9TOT napameTp, OyayT oTobpaxaTbCs TONbKO OLNOKN, OOBEKTHI, HE
npoLueaLIne NpoBepKY, 1 0bLLLasd CTaTUCTMKa MPOBEPKU.

e --version —nokasaTb BEPCUIO NHCTPYMEHTa NPOBEPKN LEeJTOCTHOCTH

e --trace <uma ¢anna>,rge <uma daina> — ato ums daiina, NCNonb3yemMoro s
perncTpaumm cobbITUIA, MPONCXOAALLMNX BO BPEMS CKaHVNPOBaHKS.

PeaynbTaT npoBepku kaxaoro darina maHndecTa oTobpaxkaeTcs psaom ¢ MeHeMm daiina
mMaHudecTa B cnegytolem opmarTe:

e SUCCEEDED - uenocTHocTb daiinos noaTesepxaeHa (kog Bo3spaTta 0).

e FAILED - uenocTHocTb palinoB He NoaTBepXKAeHa (Kog BO3BpaTa OT/INYEH OT ).

lposepka uesocmHOCMU KOMIOHEHMO8 rpoepamMmbl
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YaaneHue Kaspersky Scan Engine

B atom pasgene onucaHo, kak yganute Kaspersky Scan Engine.

B atom pasgene

YpaneHue ¢ ucnonb3doBanveM genHcTanmnaTopa (LINUX Y WINAOWS)........oovviiiiiiiiiee 65

YaaneHue ¢ ucnonb3oBaHneM aeuHctannatopa (Linux u
Windows)

B aTom pasgerne onucaHo, kak yganutbe Kaspersky Scan Engine ¢ noMoLLbio ucnonHsemoro cgana uninstall
(Linux) M uninstall.exe (Windows).

Mepen ynanexnem Kaspersky Scan Engine ybeamtech, 4To ainbl M3 AUPeKTopun sservice dir? He
3a0eriCTBOBaHbI HX B OOQHOM MpoLiecce.

» UYmobel ydanume Kaspersky Scan Engine:

1. YGeguTech, Y4TO y Bac ecTb NpaBa aAMUHUCTpaTopa.

2. [llepeiignte B AUPEKTOPUIO, OTAINYHYIO OT sservice dir%, u 3anyctute uninstall oTTyaa,
Hanpumep, C NOMOLLbIO KOMaHAHOW CTPOKM.

Ecnn Ha komnbloTepe 3anyLieH ak3emnnap Kaspersky Scan Engine, aeMHcTannsTop OCTaHOBUT €ro.
3. Bbibepute, yganutb 6a3y ¢ gaHHbIMu Kaspersky Scan Engine unm Her.
Ecnu Bbl BbIOpanu yganenue, uninstall yganuT cnegytouee:

o basy, koTopas cogepxuT gaHHble Kaspersky Scan Engine;

YctaHoBka PostgreSQL He BygeT yaaneHa, paBHO Kak 1 Norb3oBaTenb 6asbl JaHHbIX
PostgreSQL scanengine. byget yganeHa Tonbko 6asa gaHHbix Kaspersky Scan Engine
kavebase. Ecrm Bbl xoTuTe nepeyctaHoBuTb Kaspersky Scan Engine, yaanuTe nonb3oBartens
Ba3bl AaHHbIX scanengine.

YTtobbl yaanuTb Nonb3oBaTens scanengine BbINOMHATE CREAYIOLLYI0 KOMaHAY:
DROP ROLE scanengine;

e [lupekTopuio, B koTOpyto BbIn ycTaHoBneH Kaspersky Scan Engine;

e [upekTopuio ¢ BpeMeHHbIMK hannamm Kaspersky Scan Engine;

e Cnyxby Kaspersky Scan Engine (13 crincka cnyxo0).

Y0aneHue Kaspersky Scan Engine
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IaHHble, NnepenaBaemMble B
"JITabopaTopuro Kacnepckoro”

B atom pasgerne onucaHbl AaHHble, nonydaemsle "JlabopaTtopuen Kacnepckoro” Bo BpemMs pabotbl Kaspersky
Scan Engine.

MonyyeHHasa nHdopmaumsa sawmaetcs "fllabopatopuen Kacnepckoro" B COOTBETCTBUM C YCTAHOBIIEHHBIMU
3aKOHOM TpeboBaHMAMY 1 AencTByOWMMKN Npasuiamm "Jladopatopun Kacnepckoro".

"ITabopaTtopus Kacnepckoro" ncnonb3yet Nony4YeHHYyo MHPopMaLMo TONbKO B 06e3MYeHHOM BUae 1 B BUge
OaHHbIX 00Len ctatucTuku. [laHHble o6LLen CTaTuCTUKM POPMUPYHOTCS aBTOMATMYECKN U3 MCXOOHOW MOMy4YEHHOWN
MHGOPMALMKN N HE COAEPXKaT NEPCOHANbHbIX U UHBLIX KOHMAEHLMANbHBIX AaHHbIX. VicxogHas nonyyeHHas
NMHOPMAaLMSA YHNYTOXAETCH MO Mepe HakonneHus (oauH pas B rog). [aHHble obLen cTaTUCTUKM XpaHATCs
BGeccpoyHo.

B aTom pasgene

HaHHble, nepegaBaemble B "llabopaTtoputo Kacnepckoro” npy npoBepke penyTaumm annos u
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HaHHble, nepeaaBaemMsble B "JlabopaTopuro Kacnepckoro”
npuv npoBepke penyrtauuu channos n Beb-agpecos
Korga Bel ucnone3ayete yHKLUKM NpoBeEpKK penyTaumu dannos 1 Beb-agpecos, Kaspersky Scan Engine nepegaet

"IlabopaTtopun Kacnepckoro" nHdopmauuto o6 yctaHoBrneHHon konuu Kaspersky Scan Engine n 06
0OBHapyXeHHbIX OObeKTax.

Cnepyowasa nHgopmaums 6yoeT nepegaHa:
o UpeHtndmkatop Kaspersky Scan Engine;

e [lonHas Bepcusa Kaspersky Scan Engine: maxopHasa Bepcus, MMHOpPHas Bepcus, cobopka, peaakumsi u
nakeT UcrpaeneHun;

e WpeHTudpmkatop obnagatens nuLeH3uu;

o Xew-cyMmmbl ob6pabartbiBaemMbix darnnos (MD5, SHA256);

e Bepcuio KSN;

o Xeww-CyMMbl UMeH oBHapyxeHHbIX 06bekToB (MD5, SHA256);

¢ HopmanusoBaHHbIN Be6-aapec.

[aHHble, nepedasaembie 8 "[labopamoputo Kacrepckozo”
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O npepocTtaBrieHNN AaHHbIX

B aToM pasgene npueeneHa MHgopMaLUns o NPeaoCTaBNeHn AaHHbIX.

Cneanyowue davinel B Kaspersky Scan Engine cogepat nHdopmaumio o npouenype npegocraBneHns JaHHbIX,
ucnonb3dyemon Kaspersky Scan Engine:

e %distr kit%/doc/About data provision.txt —OnuceiBaeT npoueaypy npeaocTaBneHns
AaHHbIX Ans NPOBEpPKV penyTaummn dannos 1 Beb-agpecos.

e S%distr kit%/doc/About data provision - online licensing.txt — OnucbiBaeTr
npouenypy NpeaocTaBneHns AaHHbIX AS OHManH pexmma fMLEH3MPOBaHMS.

e %distr kit%/doc/About data provision - gateway set.txt —OnucbiBaeT npoueaypy
NPeOoCTaBneHnst aHHbIX, Korga Bbl OTNPaBsieTe cTatucTnyeckyto nHgpopmaumio KSN B Kaspersky Scan
Engine gns Linux.

e %distr kit%/doc/About data provision extended.txt — OnucbiBaeT npoueaypy
npegocTaBrieHns OaHHbIX, Korga Bbl OTNpaensieTe ctatnctmyeckyto nHgopmaumto KSN B Kaspersky Scan
Engine ansa Windows.

[aHHble, nepedasaembie 8 "[labopamoputo Kacrepckozo”
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UHpopmauuma o CTOpOHHEM Koae

WHdopmauusa o cTopoHHeM kofe cogepxuTcs B dhanne legal_notices.txt, pacnonoxeHHom B noganpekTopumn doc
OVMPEKTOPMN YCTaHOBKW MPOrpaMmbl.

UHgbopmayusi 0 cmopoHHeM Kode
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YBegomneHust 0 TOBapHbIX 3HaKax

3aperncTpmpoBaHHble TOBapHbIe 3HaKM U 3HaKM 0BCIYKMBaHUS ABMSAOTCS COGCTBEHHOCTbLIO MX
npaeoobnagatenen.

Safari — ToBapHbI 3HaK Apple Inc., 3apernctpuposanHbin B CLUA n gpyrnx ctpaHax.
Firefox n Mozilla — ToBapHble 3Hakn Mozilla Foundation.

Chrome, Google, Google Chrome — ToBapHble 3Hakn Google, Inc.

Debian — 3apernctpupoBaHHbI TOBapHbIA 3HaK Software in the Public Interest, Inc.

Internet Explorer, Microsoft, Microsoft Edge, Visual Studio, Win32, Windows, Windows Server — ToBapHble 3HaKu
Microsoft Corporation, 3apernctpupoBaHHble B CoeanHeHHbIx LITatax AMepuku 1 B opyrmx cTpaHax.

Linux — ToBapHbIn 3Hak Linus Torvalds, 3apeructpmpoBaHHbii B CLLUA 1 B gpyrux ctpaHax.

Red Hat — ToBapHbinn 3Hak Red Hat Inc., 3apernctpmpoBaHHbii B CoeanHeHHbIx LTaTtax AMepuku u B Apyrnx
CTpaHax.

UNIX — ToBapHbI 3HaK, 3apernctpmpoBaHHbivi B CLLUA 1 gpyrmx cTpaHax, ucnosb3oBaHue nuueHsmposaHo X/Open
Company Limited.

YeedomrieHus1 0 mo8apHbIX 3HaKax
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AO "JlabopaTopusa Kacnepckoro"

"Naboparopusi Kacnepckoro" — n3BecTHbIi B MMPE NMPOU3BOAUTENb CUCTEM KOMIMbIOTEPHOW 3aLLMThl OT PasfMyHbIX
BMAOB Yrpo3, BKIYasa 3aluTy OT BUPYCOB U APYrMX BPELOHOCHbBIX NpOorpaMm, HexenatensHon noYvtsl (cnama),
CETEBbIX U XaKePCKMX aTak.

B 2008 rogy "Nabopatopusa Kacnepckoro" BoLufa B YHETBEPKY MUPOBbLIX NMNAEPOB PbIHKA MPOrPaMMHbIX PeLLEHUI
anst obecneveHns MHPOPMaLMOHHON Ge3onacHOCTH KOHeYHbIX nornb3oBarternen (pentuHr "IDC Worldwide Endpoint
Security Revenue by Vendor"). B Poccun, no gaHHeim IDC, "abopatopusa Kacnepckoro" — cambin
npeanoYnTaeMblin MPOU3BOANTENb CUCTEM KOMMBIOTEPHOW 3aLUMThl ANS AoMaluHuX nonb3osatenen ("IDC Endpoint
Tracker 2014").

"INabopartopus Kacnepckoro" ocHoBaHa B Poccuun B 1997 rogy. CerogHs "Jlabopatopusi Kacnepckoro" — 310
MexagyHapogHas rpynna komnanumn ¢ 38 odmcamm B 33 ctpaHax mmpa. B komnanumn pabotaet 6onee 3000
KBannuunmpoBaHHbIX CreLmManncToB.

Mpopaykrbl. [NpoaykTbl "[labopaTtopumn Kacnepckoro" 3awuwaoT Kak JoMallHME KOMMNbIOTEpPbI, TaK U
KOMMNbIOTEPHLIE CETW OpraHn3aL .

JInHenka nepcoHanbHbIX NPOAYKTOB BKIKOYAET Nporpammbl, obecneymnearoime nHOopMaLnoHHyo 6e30nacHOCTb
HaCTONbHbIX KOMMNbLIOTEPOB N HOYTOYKOB, NMAHLLETHLIX KOMMbIOTEPOB, CMapPT(OHOB 1 APYrMX MOBUIBHBIX
YCTPONCTB.

Komnanusa npegnaraert peleHns u TEXHONOMMN AN 3almTbl Y KOHTPONs pabounx cTaHuMi 1 MOBMIbHBIX
YCTPONCTB, BUPTYyarnbHbIX MalUnH, (annoBbixX 1 Be6-cepBeEpOB, NOYTOBbLIX LLUMO30B, CETEBLIX 3KPAHOB. Takxke B
nopTdene KOMNaHuM ecTb crneLmannaMpoBaHHble NPoayKTbl ANg 3awmTel oT DDoS-atak, 3awmThl cpeq nog
ynpagsrneHnem ACYTIT n npegoTepalleHns nMHaHCOBOro MoLLeHHUYecTBa. cnonb3oBaHne aTuX peLleHnii B
COYETAHMM C LIEHTPanM30BaHHbIMW CPEACTBAMY YyrPaBNEeHUs MO3BOSAET NOCTPOUTL M AKCMyaTUpoBaTh
3(hPEKTNBHYIO aBTOMATM3MPOBAHHYIO 3aLLMTy opraHM3auum nioboro pasmepa OT KOMMbIOTEPHbIX Yrpo3. [MpoaykThl
"Nabopartopum Kacnepckoro" cepTndmumpoBaHbl KpynHbIMU TECTOBBIMM nabopaTtopnsammn, COBMECTUMbI C
nporpaMmmHbIiM obecnevyeHnem MHOrMX NOCTaBLLMKOB NPOrpamMmmMHOro obecneveHns u oNnTMMmM3nMpoBaHbl Ansd paboThbl
Ha MHOMMX annapaTHbIX Nnargopmax.

BupycHble aHanutukm "JlabopaTtopun Kacnepckoro" paboTtatoT KpyrnocyTouHo. Kaxkabii 4eHb OHU HAaXOOAT COTHU
ThICAY HOBbIX KOMMbKOTEPHbIX YIPO3, CO34al0T CpeacTBa Nx OBHapPYXEHUSA N NeYEHUs N BKIYaoT CUTHATYpPbl 3TUX
yrpo3 B 6askbl, Mcnonb3yemble nporpammamu "flabopatopum Kacnepckoro".

TexHonorun. MHorne TexHonorum, 6e3 KoTopbIX TPYAHO NPeACTaBUTbL cebe COBPEMEHHLIN aHTUBMPYC, BNEPBbIe
pa3paboTaHbl umeHHo "Jlabopatopuen Kacnepckoro”. He cnydanHo nporpammHoe sapo AHTuBMpYca Kacnepckoro
NCNOMb3yl0T B CBOUX NPOAYKTax MHOrne apyrme paspaboTynkm nporpaMMHOro obecnedeHuns, cpeam HuxX:
Alcatel-Lucent, Alt-N, Asus, BAE Systems, Blue Coat, Check Point, Cisco Meraki, Clearswift, D-Link, Facebook,
General Dynamics, H3C, Juniper Networks, Lenovo, Microsoft, NETGEAR, Openwave Messaging, Parallels,
Qualcomm, Samsung, Stormshield, Toshiba, Trustwave, Vertu, ZyXEL. MHorne n3 MHHOBaLMOHHbIX TEXHONOMMI
KOMMNaHWM NoATBEPXKAEHbI NAaTEHTaAMW.

DocTtnxeHus. 3a roapl 60pbObI C KOMNBIOTEPHBIMU Yrpo3amu "JlabopaTtopusa Kacnepckoro” 3aBoeBana coTHu
Harpag. Hanpumep, B 2014 rogy no ntoram UCnbiTaHNn U UCCNEAOBaHWA, NPOBEAEHHbIX aBTOPUTETHON
aBCTPUICKOM aHTUBUPYCHOW nabopaTtopuen AV-Comparatives, "lNabopatopus Kacnepckoro" crana ogHUM 13 aByx
NMAEPOB MO KONMMYECTBY NOMYyYeHHbIX cepTudgumkatos Advanced+, B pesynbtate koMmnaHus bbina ygoctoeHa
ceptudumkarta Top Rated. Ho rmaBHas Harpaga "Jlabopatopun Kacnepckoro" — aTo NpuBEpP>KEHHOCTb
nonb3oBaTtenen no BceMy Mupy. MNpoayKTbl U TEXHONOrMM KoMnaHuu 3awwmatoT 6onee 400 MUNNMOHOB
nonb3oBarernen. KonvyecTBo opraHu3auunii, ABRsSIOWLMXCS ee KnneHTamu, npesbiaeT 270 Thicsy.

Canr "NabopaTopun Kacnepckoro": https.//www.kaspersky.ru

AOQO "llabopamopusi Kacnepckozo"
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BupycHas sHUuknoneaus:

Kaspersky VirusDesk:

Coo0buecTBo nonb3oeatenei "flabopaTtopum Kacnepckoro™:

AOQO "llabopamopusi Kacnepckozo"
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